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·s'l'RA'tEGY FOR .DmAMICALLY MODELING A.SN.1 DATA .TO AN OB&JECT 
M>DEL 

BACKGROUND OF TBE.INVEN'l'ION' 

1. Tec~nical Field: 

The present invention relates in general to computer 
software development. More specifically·,. the present 
inv~ntion relat~s to methods for dynamically mapping 
ASN~l encoded .data to an object model to generate an 
ASN .1 data struqture ... 

2 .. Description of Relat$d ~t: 

. Abstract $yntak Nqtation :i :(ASN.l) is an -. 
international .stan~ard that" define? abstract. data and · . .. 

me~·sa.9e fo~ts f.or int~r-operability. . Thqugb initially .. .. 
used· for describing.:.einaiJ .me~sages w:i.thin. the Open 

. s.yst~s Interconnection· environment, ·~N .1 .has si.nce then 
been. adopted by a. w~de range of other appli.Catiqns, as in. 
network management, ·s.e·curity,. mobile (cei·luJ,ar.) 
telephor;i.y' ai·r tr.af(i.c . coritr<;>l, and voice and video over 
the .Internet. · E~~pj.es include x~ 509 cer_tificat~~, 
Public Key CryPtography- standard, Kerbero~;· Ge:Deric. 
Secll:rity Service API, and Cert~ficate Management· 

· Protocol. 

An ASN.1 ~ata.~ype is.built up from primitive da~a 
type.s (i.e. INTEGER, REAL, BOQL.EAN, and NUL~) using three 

. . . . . 

main. construction mechanisms:. repetition (SEQUENCE OF and. 
· SE?-1 OF}, alte·rnatives : {CHOICE},_ an~ l.ists. of. fields . 

(SEQUENc"E .ancf SET}. ·once an. ASN • .1 data· .type has been 

·, 
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2 
defined, it can be used in the definition of other A$N.1 

data types exactly as if it were a primitive data type. 

S~ch data types can ·be defined before use or after 

(forward re.ferenc(;ls). Suc·h a recursively-defined data· · 
. . . . . 

structure could grow to be very complicated, especially 

with the requirement of the encoding ASN."1 descriptions 

into Disti~guished En9oding Rules (DER) encpding brte 

arrays, and decoding them. DER is a standard encoding 

rule u-sed to encode the structure of·ASN:l.data to be 

transferred between the ·Application Layer and the 

. Presentation Layer of the Open Systems Interconnection 

·(OSI). It provides a means. whereby the Presentation Layer 

c~n reliably· exchange any ar)?itrary data structure with 

other computer systems, ·while the Application Layer can 
. . 

map the encoded data into any type of -representation or 

.-language that is appropriate for the end user. · 
. . . . . 

Today, ·. oJ:?j ect-oriented design and programming has 

.beeti adopted by· more and more.enter.prises because of its. 
. . . . . . . . -

. many advantages," such as .. reusability" and ea~·e·. of 
' . . . . .. 

·maint~nance. Jaya1 is one example· of an object-oriented, 

pl~tform-ind~pendent, and secure language that has 

. transformed· from ·emerging· technology to become. one of" .the" 
. . . . . . . 

·ctom.inaht languages ~or· successful ·and :?ecure- e-business 

applications. 

Therefore, it would pe desirable to· have .a tool that 

can map ASN:.1 encoded data to an objec"t inodel·and 

trans.late· ASN ~ 1 encoded data to native Java so:urce code, 

in·. order t~ help ent'erpri~es. effi_ci~~tly. develop. or 

migrate:to·object-orientea,· cross-platform applications. 
. . . 
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SUMMARY OF THE INVENTION 

The present invention provides a method, program and 

. system for mapping ASN·.) data to an object model. The 

invention consists of identifying the start of a data 

stream and then generating a new object name for the 

data. Next, the data is parsed to get the identifier and 

the data length. Then the data's tag type is analyzed. 

If th.e tag type is ~imple, a class diagram is generated 

for the data and then the source code for the ·data is 

generated. lf the tag type is not simple, a subroutine 

.. }s called to further parse the data before generat;.ing the 

cl~ss diagram ~nd source code. 
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. . 
BRIEF DESCRIPTION OF THE DRAWINGS 

The-novel features believed characteristic of the 

invention are set forth in the appended· claims. The 

invention it'self, however, as well as a preferred-mode of 

use, .further objectives and advantages thereof, will best 
. . . 

_be" understood by refer~nce to the following_detaiJ.ed 
. . 

description of an illustrative embodiment-when read in 
. . 

qonjunction with ·the accompanying drawings, wherein: 

Figure 1 depicts a pictorial represent_ation of a . 
. . . . . . 

networ~ of data processlng s·ystems. in which the present" 

invention m~y be implemented; 

Figure 2 depicts_ a block. diagram of a data process{ng 

system that may· be ~plemente.d as a ~erver, i_n accordance 

with ·a preferred embo.ciiment of the pres~nt -invention; and· 
. : . . . . . 

·Fi9ure· 3 depicts ~ block .. _d,iagram ,illustrati_ng a dat·a 
. . . ·. . . . . . -

. ·. . .. ' . .. . . . . '· 

processing _system -in ·which the _P;t:esent invention m~y b~ . 

implemented; 

~i~-~ 4 depict~ ob?ect di_a_grams ·g~nera_ted from the 

ASN.1.data _type~- i-n :a~cordance with the present 

~~vept.ion; · 

Fi9ute·s·qepicts a flowc:t:iart' illustratit?-g.a r6uti~e 

to analyze data streams and create c:lasses-· and ASN.1 data 

types in acco~dapce with th~ ·present -~n.;·entiop..; 
·. Figure· 6 depiq_ts a· fiowch~rt iliustratin9 .a 

.sub.routine _for parsing data in accordance with the 

P,resent· inven.tion; 
Fi~re·; depicts an outpl,lt-class diagr~ in 

. accordance with the. present invention •. · 
. . . . . . . . · .. 

ri.9,u:ce. 8 qepfcts an- ob~_ect ·diag·ram -~llu$trating a· 

l . 

' " 
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parsing routine's execution order in accordance with the 

present invention. 
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 

With r'eference now to tne figures, ·Figure 1 depicts a 

pictorial representation of a network of data processing 

. ·systems in wh!ch the present invention may be· implemented. 

Network data ~recessing system 100 is a networ~ of 

computers in which the present invention may· be 

implemented. Network data processing· system 100 Contains. 

·a netwo.rk 102, which is the ·medium used to 'f>rovide. 

communications lin~s between various devices and computers 
- . 

connected together within netw~rk data processing. system 

100.·Network 102 may include connections, such as wire, 
. . . . 

-wirel~ss comrnunic~tion links, or: fiber. optic cables. 

In the depicted. example, a server 1_04 is_ connected to 

network 102 along with stora_ge unit 106~ In addition, . 
. -

cli.ents 108, · 110, .and 11·2 ·alsp are ·~onnected to·· network 

-102. Thes·e clients 108,. 110, a:n~f 1·i2 may _be, ·f~r e.xample, . . . . . . . . . 
.. 

. personal. computers or network compute.rs. In the depfcted 

ex~le, server 104 provides data, ·suqh as boot.files, 
. . . . . 

pperatinQ' system images, and applications to clients 

· 108-112. Clie·nts .1.08, i10;. and 1i2 are .clients to server 
. . . 

104~. Netwo.rk data. processing .. system loo· may include 
. . . 

. additional servers, clients, and other devices ·not. .shown •. 

In_the·depicted exampl~, net~ork data pr.oces~ing . 

system 100 ls .the Internet with network 10-2 representing_ ·a 

worlqwide col'lection of· networks and 9.ateways' that;: use the. 

·TCP /IP suite of protocols to cO-~unicate with one another. 

At the heart ·of the .Internet is a backbone of high-speed · 
' . 

data communication lines betw,een major· nodes ·or host 
. . 

.computers, ·consisting of thousa:qds of commercial, 
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7 
government, ~ducatiopal and other computer systems that 

route data and messages. Of course, network data 

processing system 100 also may be implemented as·a number 

of different types of networks, such as for example, an 

intranet, a local area network (tAN), or a wide area 

network (~AN"). Figure 1 is intended as an example, and not 

as an architectural limitation. for the present invention. 

Referring to Figure· 2, a block_ diagram o·f a· data 

processing system that ma_y· be tmplemented as a· server, 

such as server 104 in Figure 1, is depicted.in. accordance 

with a pre_f erred einbodim_ent of the present ·invention. 

Data ·pro_cessing __ system 2?_0 ._may be ~- symmetric· __ 
mui tiprocessor (SMP) system including· a plurality of· . . . . . 

processors 202· and 204 connected ·to system ·bus 206·. · 

Alternatively, a single processor system may be· ~mployect-~ 
. . . ·• .. ' . 

. . . . . I 

Also connected· to system bus 20~ is m~ory· 

controller/cache 208,. which provides ·eih. interface: to local.· -

-fu~inory 20·9. I/O -b~s brid~e- 2io is connected -to ~ystem. bus 
; . . 

~06 an.ct provides an. inter_face t:o I/~ bus 212. Memory. 
· cont:i"oller/cache 208. arid I/O bus bridge 210 .. may be 

. . . . . . 
. . . . 
integrate~ as depicted. 

Periphe~al ?o~ortent interconnect (PCI) bus-bridge 

214 -conne.cted. tq t/O bti1? 2·1~. provides an -interface t~ PCI 

iocal bus 2-16. A nuniber of modems ·may- be connected to PC.I . . . . . . . . 

bus 216.. . Typical PC1 bus-· implementations will supp~rt: 
. . . . 

~o~r PCI ex12ansion slots or .. add.:.._in conne-c:tors. 
Coromunicatio~s- ·-links. to · networ-k computers 108-112 in 
. . . . . . . . . . . ~ . 

Figure 1 may be provided through m9dem 218 and network 

·~dapter· ~20 ·connected. to PC~. ioca_l .bus ~16 throug,h add-in 

boards. 

Addltio"nal PCI bus br;idges ·222 an~ .224 provide . 
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interfaces for additional PCI ~buses 226 and 228,- from 

which additional modems or network adapters may be 

supported. In this manner, data processing system 200 
~ . . 

allows.connections to multiple network computers.· A 
. . 

memory-mapped graphics adapter 2~0 and hard disk 232 may 

also be connected to I/0 bus 212 as depicted, either 
. . 

directly or indirectly.-

Those of ordinary skill in the art will .appreciate 

that the hardware depicted in Fic.;rur~· · 2 may vary. For 
. . . 

example, other peripheral devices,.such as optical qisk 

drives and the. like, also may be u_sed in addition. to or in 
. . 

pl~ce.of the hardware depicted. The depicted example .is 

not meant t()· imply.architectural.limitationswith respect 

.. t<? the, pre~en~ .inventio_:n . 

. The data p~ocessing system depicted in Fiqure 2 may 
. . 

i:>·e·, ·.for. ·example, an lBM" ~!SC/System 6000 ·system, a product 
. . . 

-. of. internatibnal :Bus~ness M~cnil_les Corporat.ion in.· Armonk; 

.. ·N~w :York, running.· tne Adv~nced -Inte:i;:.acti ye. Exe cut i .;e . (AIX) 
. . . : . . . 

:operating system· •. 

With·referepce now to Figure 3, a.block ~~agram 

. "illustrating a data. pro.ce~sing .system is depicted . in which . . . . . . . . . 

. the 'present inv;en~~6n may.· be· .implemented .. ·Data pr(?ce.ssing 

-~ystem 30.0 .. is an ex~l.e of a client. computer. ~Data . 
. . 

. processing "system 30.0 · ·erop.loys a pe·riphe~al component " 

iriterconnt3ct {PCI). local bus architectu~e .. Although the· 
. . - . ·. .. . - . . . . . 

d_epicted example ~ploys a PCI bus, other bus 

a~.chitect"ures such as Accelerate.d Graphics Por~· (AGP} and 
. .. . . 

Industry Standard. Arch~ tecture (ISA). may be used .. 

Processot 302 . and mai.n memory 304·: are .. connected to ·per. 
io.cal· bus ~06. t.hro~gh. PCI. bridge lOS:. PCI · bridg~· 3()9 also 

. . . . . . .. ,- . . 

m~y·include' an.integrated m~~ry controller and cache 
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memory for processor 302. Additional connections to PCI 
. . . 

_local bus 306 may be made through direct component · 

interconnection or through add-in boards~ In the depicted· 

.example, local ·area network (!J\N) adapter-310, SCSI host 

bus adapter 312, and.expansion bus inter~ace 314 are 

connected to PCI local bus 306 by direct componBnt 

connection. In contrast, audio adapter 316, graphics 

adapter 318, and audio/video adapter 319.are connected to 

PCI ~ocal bus 306 by add-in bo.a.rds ipserted into expansion· 

slots.· Expansion bus interface 31·4 provid~s· a· cqnnect:ion 

for a keyboard and mouse ad.apter 320, modern· 3~2., and 
. . 

additional memory 324. Small computer system interface 

·(SCSI) host bus adapter 312 provid~s a conn~ction.for hard 
. . . . = 

disk drive·326, tape drive. :328, .and CD~ROM drive 330 ... 

Typlcal ?CI. local bu~ implementations wiil support ·th:r:ee_ . 
. \ . 

or four PCI expansion slots o.r _add;..in connectors· . 

. An operating ·system ruI_ls on processor 3Q2·and is used 

to : coordinate and. "proviqe . tontro'l pf various components . 

-~i.thin ·dat·~ .~r'ocess.ing system 300 in i'i9ure: ~:. · ~h~ 
operating system may ~e a commercially available operating· 

. . . . . . . . . . . 

system, such as. Windows 200.p, . which is ·available ~rom .. 
o • I ' ' ' ' . • '• "' • : ... '·· • • • ' ' 

Microsoft Cprporation. .An object ·oriented programming. 
. . 
· s_ystem--such as. Java may.run ·in conjunction.'.with.the . 

operating sy.steni ahd provide calls to the· .operating syst.ern 
. . . . . 

from Java .·programs or appl~catio_ns ~xecuting .. on cta..ta. 

-processing. system S~o.. ".Java" is a tradeinar]:c of Sun. 
. ' 

Microsyst.erns,· Inc. Instructions· for· th~ operating syS;tem, 
I • • • 

the object~oriented operating ~ystem_, :and apI?licat.i,ons or 

programs are locate~f on storage dev_ices, ·such .as ·_hard disk. · 

d~ive· ·32,;,_ :a_nd. may be load~d "into rna,irl: memory, :304. fo·r 

execution by processor 302. . . .· 

\. 

·.·· .... ' 
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·Those of ordinary skill in the art will appreciate 
that the hardware in Figure 3 may vary depending on the 

implementation. Other internal hardware or peripheral 
devices, such as .flash ROM·. {or equivalent nonvolatile· 

·memory) or optical disk drives and. the like, .may be used 

in addit.ion to or in place of the hardware· depicted in 

Figure 3. Also, the processes o~. the present inv.ention · 

·may be applied to a multiprocessor data processing 
.system. 

As ap.other exq.mple, data proces·sing system 300 may 

be.a stand-alone system configured to be bootable w:Lthout 
.relying on som~ type 9f network communication interface~ ' 

. . 
whether or n.ot data processing system. ~O~ comprises some-

. . 
type of network corranunication interface. As a further 
example, data"processing system 300 may.be a P.ersonaJ. 

Dig.ital ~s.sistant· .(PDA) dev~ce, -~hiq:h· .. is configure_d- with· 
ROM.ano/or flash ROM.in order. to. provide non~volatile 

. . . . 
·memo·ry for storing _operating -sy~tem _files ·and/or . . . . . . 

usei·~generatect· data·. 

The depicted example in Figure=3 and above-de$cribed 
examples are not meant "to ·imply. :arch:j.t~ct~ral 

. . . 

limitations: For ·example, dat~ processing system.300 . . ·• .· . 
also ·may be a notebook !computer or ha"nd. he.Id compute+ in 

. . . . 
addition to taking the form of a. PDA. Data proqessing 
system 300.also may be a kiosk or,a Web· appliance. 

·The present_inventi9n tvans1ates.ASN.l data to an 
object mod~l; then gene.rates the source code, displaying 

. .· . . . . ·. . 

each attribute val.ue i.n a graphi,cal user .interface (G'OI}. . . . . . . 

Tpe ASN .1 data· can be a piece of ·encoded data, ·a:· binary 

file-,· a t~xt .£:il~ written with ASN. ~ notation.,, o-1;- just 
the ASN ~-1 notations which are entered from an input · 
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device. A GUI can be implemented in. JayaBean and 

packaged in.a Java Archive (JAR) file that runs· in 

.Beanbox or can plug.into Java development environments, 

such as Visual Cafe .. 

An example of inpu_t ·data is· i1lust_r·ated in Table 1, 
. . 

wJ::lich contains a piece .of a binary encoding data-stream 

displayed in hexdecimal forinat. 

·Table 1 

00000000: 3081CD02 01010201 003081C5 30200201 

00000010 :- 01041841 5A4E5F50 45524D49. 4E4 64F5F 

00000020: 41554449 544C4556 . 454CG630 OE300C02 . 

oooodo3o: 01010201 02040400· ooooob~o .. 2~020101. 
00000040: .0416415A 4ES-F5045 524D4·94E 474F5F51 

00000050: · 4F505F55 . 494E5400 300E300C ·. 02010102 
•, 

..... 0.0000060:. 01020404 .. 00000000 302E0.201 01041.941 

:ool)_Ooo?o :· 5A4ESE'55 . 45524D4·9 4.E464F5F 5741524E 
.. 

.CfOOOQOBO: 494E474D 4p4·4450·0 -3QO.E300C · 0_2010.102 . 

00000090: .01020404· ooo·a.oooo 30~37:0201 010.4~2,H 
.. 

OOOOOOAO: 5A4E5F50- 4·5524D49 4E464F5F · 5741524£ 

OOOOOOB6:. A94E474D 4F444550 ·45S-24D49 _5454454·4 

OOOOOOCO: 0030.0E-30 oco2.0101 ·02010204 04·000000 

The ~N-.1 data tyt>es 'ge.nerated from the . data stream .shown, 

in 'Table 1 _ar:e shown be.low: 

ClassA .::=Sequence_ { 

attributel INTEGER, 

· attribute2 INTEGER,. 
. . 

attribute·3 OCTETSTRING., 

J 
ClassB ::= SEQUENCEO~ { 

~ 
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attributel ClassA. 

} 

c1assc . ·-.. - SEQUENCE { 

attributel INTEGER, 

attribute2 O~TETSTRING, 

attribute3·ciassB 

} 

Clas.SD •• = SEQUENCEOF { .. 
ClassC 

} 

Cl.assE .; : = SEQUENCE { . 

attributel INTEGER,, 

att.ribute2 '.INTEGER, 

attribute3 ClassD 

l 
.. 

Referring_ ~ow· to .Figure 4, o}:)jedt diag:rams gener~ted. · 

·from· the ASN.1 data.- types illustrated· above· are depicted 

in accordance. with' the .present inven.tio~. The object· 

_diagrams in _.igure_ 4 t'ollo_w .the. new· Obj.~ct Mod~:l:-ing .· 

Technique (.OMT} notation._. A dia~ond _llnk· represents an 
. . ... . 

. aggrega~ion relati~n~hip';: ·in which a class". ts compose<;! of 

·~Ul t.ip_l e cl~s-ses • The ·obiect . ·:model is dis.play~d · with a ... 

square box represe"nting .a cla::;is. object •.. +he._name"".o:( the 

"Class, attributes and ··methods are listed· J,n the box,. and 

the rel~tionships' of ciasses -a:re indic~ted -~ith links . 

. Each class has a property ~-h~et, '.and· for ".binary input, 

this $heet "list~ the .value of each otyject_ in" "it .. 

Referring to ·Figure 5,_ a flowchart illustrating a 

~outine t"o· analyze: data .. streams and_ .create ~la.sses ana 

AsN. f data ·i:ype:s i~· deptC?ted ·in acc·ordance ·with the.· 
. .. . . . . : ·. . 

··present invention. ". DER data is used as . an exaitiple. 

,. 

'. 
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However, this procedure is suitable for a Basic Encoding . 

Rules (BER) data stream too. BER or nER encoding data 

has-three parts: identi.fier octets, which identify ASN.1 

value tag type; ·length octet~; which give the number o! 

bytes as data content; and content oct.ets, which are th,e · 

real dala. 

The routine begins by using DER rules· to.identify 

the start of encoding data {step 501}. Encoding data 

·start.s from identifier octets. Usually 'it is at the sta.rt . . . . . 

of the input byte stream or binary file, bu~ it does not 

have to ·be. Next, a new o}?ject name. ;i.s gene,ratect~·_which 

usually is c:1 class tiame (step 502 )'. . The -obj ec~ na~e could 

be a general. name such as "ClassA" or "bbjectA" for 
' conven_ient naming. The routine then parses one or. more .. 

bytes of d?ta · to get the identifier -{.~tep 5_03) • At .this 

point, .anywher~ from one up: to ·;127 byt~s of data are . ' .. 

pa:~se~ to get__the- dat6. .l~ngth :tst~P. 504-) .. The :SER ~u.J.es ·. 
are followed to pars~· data in step.s .· ~03 and 504. · 

. Having .obtained the ~dent if fer . and. dat·q. le~g-th, the 
. ·. . ' . 

·n.ext· step is to identify.what kind qf·tag _type .the data· 

has -(~te~ 5.05) •. : If. the ta.g type is simple,_·. ~ ·ciass 
. . . . . . . 

.diagi:am and ASN.i no_t_a1::lon are gener~t~d: istep· 5-07)-. 
. . ·~ . . 

Sillt.pH~. data .are tagged_ with ~imple enc·oct_~ng types such as 
-INt,l'EGER, GENERAL STRING, OCTET STRING, etc. ·In this 

case, the class is' constructed.by extending the .. . . ... 

superclass that tl:le encoding :type· ·corresponds· to.-,· For 

example·, .INTEGER. corresponds to j"av:a .. :i~n.g. Integer. ciass . 
in. .. the· Java 2 .· st(!.ndard .·editi_on AP~. G.ENERAL STR.ING . 

. corresponds tq j av.a. lfing_. String class I OCT-ET s"±R.1:~(f . 
corz:esponds. t.o . j ava. ~aqg. Byte class.. ~ e·xaritp~<?: of. ap .. · , 
output c1ass diagram is_ : ~llustrat.~d. in Figure: 7., ·and tl).e 

, .. 
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ASN.1 notation is: ClassA ::= GeneralString. The· final 

step is to generate the source code of the data .(step 

508). 

If the tag _type is· not simple,: a subroutine is 

called to parse data content ·(step 506). 

Referring now to Figure 6, a f.lowchart illustrating 

a subroutine for parsing data· is depicted in accordance · 

with the pz.:esent invention. Step 601 to. "get identif;ier!' 

and step 602. to "get data length" are the same as 

described in reference .. to Figure 5. The next step is to 

·analyze the .tag type (step 603)·. . . 

If the ·tag t:YPe is simple, the $ub~outine then 

determines if the call i"s from main .routine (step 608) . 

If the call is from the main routine, the tag· number is . 
. . . . . 

recorded t;or further· reference (classes· with same· tag 

·_nwnber .are the same clas.ses) .,_ and· the. class is simply 
~ . . . . . . 

. ret.urn ·to main.: routine (step 611) ·· · · If '.the. call .is not 

f·rom the i:nain routine,. a' new att:i;:ibute n~me is _created, 

the·qat~ -value is reco~de~, and the. attribute is 
' 

· -~ssocj.ated with it_s· ·ciass (step 609). For c'onvenience,· 

the attribute could be_ ri'amed "~tt'ributeA":. If the end of 

:the ctata ·has beeri reached·,_ ··it :ts returned to the. main .. ,. 
· routil).e (step 611) . . If the end_ ·of t:he. data has not been 

reached, 'the sub.routine __ returns .-to' st.ep _601. 

· . I_f the ·_tag analyzed· in sfep 60.3 i_s s'tru_ctured; a ·new 

clas"s "name is ·gener?-ted {~tep 607.), and th_e s~broutihe. 

re_t.urns to s:!:e:P. ~01 so that it can -further parse the data 

·.content ·within t~e structured type. ·The subroutine _qoi.lld 

pe .. recursively ca.lled in .order ·to paI'.se "all the data 

'c9ntents · which is within a struct~re·~. typ~_,_ . which is, 

wlthin a st.ructured type, etc. Structured types cqnsist 
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of ·components. Examples of "Structured types are 
. . 

.S~QUENCE, SEQUENCE ·oF, etc. SEQUENCE consists of one or 

more· different types. SEQUENCE OF consists of one or 

more·of a ~iven type. 

If the tag type ana.lyzed fn step 603 is explicit, it 

will go through· ·"get identifier" (step. 604) and "get .data 

length" (step 605}, similar to steps 601 and '602. · 

Explicitly tagged type is derived from a simple type or 

structured type by putting a tag .·on t~e unde:t)yl.ng "type. 

Therefore, the eiplicitly tagged type is analyzed to 
. . 

<;letermine the u·nderlyfng tag ·type (step 606) ~ · · 

_If the underlyin_g .tag tyPe is structured, 9. new 
class name is gen-erated (step 607} a~d the subroutine is 

called again to parse data _.content within th.is structured 

type {return t.o _step 601) ~ · If the underlying ta9 type is. 

simple,. a" new· attribute naltle is . gene:c-ated. _fo-llowing the . 

.. conve_nient ~aming- · (step 610J.. · : . ,. 

If· the end. of .··enc~ding 'dµta.':ha~ been r~·ached, the 

· ·c~eated cl~sses are r~t-urned to the ma.i.n :routine "(st-ep 
. . . . . . . . . . 

611) . -r:e · t;he _-en~ o.~ the encoding data has · n.ot b~erf. 

. reached,. the proC~SS· returns. to the '·s·t,i:i::tt Of the 

stibrout:ine (step 60i°) .·to. fu~ther parse :the r~st ·of th~· .. . .. . . 

data. .'t · 

.. For text i'nput, a string 'parser. ~:p.d syntax check~r 
. .: 

are associated underneath~ They perfonn· ~ecursive 
.. 
_checking O"n the data st+ucture. For ~inary. input_, ·a byte 

ana;I..yzer is associated underneath,- which· analyzes the 
• . • ' I • • • 

bytes and identifies class, t?g nu~~r, ·data length, and 

c-ontents. in the byte stream •. · . 
. . . . . . 

. Referring to tigur~ 8, an object diag:r;am· 

illus·trat_ing. a parsing· ·routine's e_xecution or_der is'·_ 

.' 

..I 
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depicted in accordance. with the present invention. This· 

chart is an example showing how a cla~s diagram is 

·gen~rated from an encoding data stream. 

The sequence. of creating. cla'sses while parsing data 

is as follows: 
a. Start creation of CLASS (the class name is 

created); 

b. Start creation of oomponeilt class l .(class. name · 

is created) : 

c. Start ·anq complete construction of suboompQnent : 

c1ass 1 (created class name, identify at:tributes and 

associat:.ed. value~, record the tag numJ::>er. if. i.t .is 

expl.icit.ly tagged type); 

d. Start_ and complete construction of .subcomponent 

Qlass 2 (created c1·ass name, identify attribut~s and 

their as.soc.iated values,. record th.e "tag .. number if it is 
. . . . . . 

explicit.ly tagg~d.· typ~·); an~· 

· e. Comp.l~te ·.construction· of comp~nent class i. 
fide.n.ti'fy the .constrUctf ori mechanism Of C10mPOnen:t . cla~s 

· 1. If .s'Qbcomponent Qla·ss~s 1·and·2 are identical, .· . . . . . . . 

·· .construction mechanism is repetition. ·Component clas• 1 
. . . - . . . . 

"l}as tw.() attributes. with· types: as "subc~m~onent class 1"" 

and "sub.component class ·2.". Identify .attr:Lbutes arid. 

the·~r. associated values, record th~ .tag· number if· it is.· 

exp.licitly tagg~d.· type"} • . ..... 

. . C~orieXJ;t class 2 and component:--i:tl.ss 3 fellow the 

$imilar procedure as· ·component class· l". · Fi.nally the · 

construction of. ex.Ass· is compie.ted, slrice all of· its . 
. . . . .. ,, '•• .. . . . . . 

. attributes ar~ identified. 
A source ~pd~ ~n~ine i~ ~es~9nsibl~ for geneiatirt~ 
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the "skeletal". structure of Java classes .iri Java source 

code. Appropriate .encoding/decoding· routines are 

incorporated .into Java code to provide a functional 

class. These routines· make calls to a uti_li ty that 

contains methods· for primary data .types,. encoding and 

decoding. The utilit_y library is· developed by Java 

. ·security group as part of ·Java Public Key C~yptography 
. . 

Standard _produc~ package . 

. AS~.1 _and DER ~ncoding ~re inherently complex 

operations. S~me·tqolkits exist to· supply basic DER 

classes, but they still require developers to model their . . . 
ASN .1 definition. and. determine how 'to . call the DER . -

encoding/decoding routines. No tool currently exists to 
. . . I . . . . 

help developers.and·architects easily ~odel ASN.1 
.d.efinitions in an object oriented .fasbion. The· present 
invention provides .'-thi·s . critical ft.met.ion ~nd . thu~ al-lows. 

develop~rs. ahd architects to focus.' on. ·the ~r~biern th~y . 
• lo •• • • • • • •• • • • • ' 

. ~re trying . to. -solve,. rathei th~n the 'mechani~s. 
. . . . . . . . . . . . 

The presen,t in~ention dec.rea'f?..es ·the tim~: a.rid. E:xp~n$e 
associated wi1;:.h .. analysis, impiem~nting~- "aild testin.g code 

in a .heterogerieo~s environ:merit, allowi.ng sot:tware 
de~lopers to. focus more on business ·model .a-~d ·. 

. . . . . . . . . . . . 

architecture development •. The present invention also. 
. . 

helps developers and arch_itects analyze t_he _data models 

i~ current arch.ite~tures_ and- enhance ·the_ .. design bas·ed.· on 

the object. repr~_sen~atiori~: .AnS'ther ·advantag_e i's to· -help· .. 
. . . . ·. . . . .· . . . . . ~ . 

·'testers and network adniiiiistr~tors· analyze· the data'~ . 

t~ans~~rred. on. ·the ·network b~- dynamic~lly build~n:g :object 

models based o·n. the data· input ·strep.in and ·displaying it.· . . . ~ . . . . 

in a· graphicia.l ·user interf ac~ ... 

It . is importa.nt to- n~te that white the present· 
: .. 

· invention ha-s :ti'een described in . the context of a fully 
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functioning data processing system, -those of ordinary 
skill in the art will appreciate· that the processes of 

. . . 
the present invention. are c~pable of being distributed in 
the.form of a computer readable medium of° instructions 
and a variety-of forms and that the present invention 
·applies equally regardless of t_he particular type ~f 
signal bearing media act~ally used to" carry out the 
distribution. Examples of ·computer readable. media: 
include recordable_-type media, such ·as a floppy disk, a 
hard disk drive, a~, CD-ROMs, ·nvo-ROMs,·and· 
transmission-type media, such as _digital _and analog 

' communications· iinks, wired or wireless communications 
links using transmission fonns, su6h as, ~or .ex~le, .· . . .. . . . 
r;;idio frequency and light·. wave transmissions. The 

computer readable media may take the form of COd(:;!d . . 
formats that' ar~: decoded for actri~i" us~ . in a >particular 

. . . 
ctata pr~cessing system ... 

· The· de_scription of the present:: ·invention has :bee1:1 · 
. presented: for purpos~s of iilustratio"n and description,. 

and ·is not int~nded .to ~· .exhaustive· or. limi.ted· to· the 
invention in the forin ~isqlos~d. Many modifications and :­
variations "will b_e ap~arerit" to tho~e ·of"·ordina+y skill. in . 

. . 
the art. The embodiment ·was ·chqsen and described.in 
order· to.best explain th~ -principl~s of the invention, 

. , 

. the pract~cal application, and· to enable others bf" . 

. ordinary ski~l in the art to underst~nd the : invention ·fo;r 
various embodiments with various modifications as are 

. ' 
suited to·.the particular use cont~plated. 

·' 
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CLAIMS: 

What is claimed is: 

1. A .method for mappi·ng ASN.1 data to ·an object mod.el, 

co~prising: 

identifying objects in_ASN.1 data; 

identifying attributes o·f. the objects;· 

iqentifying th.e relationships between objects; and 

·generating_ an object.model. 

2. · The method according to claim 1, .furthe·r. comprising: 
. . . 

i~dentifying th:e start of a· data_ stream; 

generating a new obje.ct name.for _the data; 

parsing ·the data to get the c;iata ident.ifier; 

·parsing.the data .to get the data length; 

analyi·ing the fag type of the datai. 

·gen~rating a class diagram for: the data· if. the·. tag 
type .:Ls simple;_ a;nd 

·.I 

generati·ng. source ·coGie for the dat~. · 

· 3. . The. m~th~d. according to claim 2; further comprising.·. 

_perfomdng- a subrou.tine to fur~her pa.rse the .. d,ata· content· 

. if ·the ·tag type is not simple~ . 

4 • The :netho(i .··according to claim . 3, wherein the parsing .. , 

suprou:tin~ compris~s .: · 

5. 

. . . 
parsing the. data· content to. get the identifier;. . . . . . . .... . 

parsing·· the data· content· to. get th_e ·data l~ngth; and . . . 

··analyzing ·the tag type. 

·The· meth.od ··a-ccord~·ng· to1 claim. ·4.; fu~ther . comprising::-_ 

if the" tag type is simple( deterrtiin.in~ if the: call .. 

1: 111111 11t1111111111i1:·mor · .. 
* C L M s * 
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to ·the subroutine is from the main .rout:j..ne; 
. . 

if the· call ·is from the main routine, recording the 

data tag number for ·further r?ference and returning the. 
d~ta to the main routine;· and 

if the call is not from the main routine, generating 

an attribute·name for the data and returning the data to 

the. main routine if the end of the data has been reached. 

6 •... The method according to claim 5, further· c;:omprising 

-recalling the parsing subroutine if the e~d of the ~ata 

has not been .reached. 

7. The methotj according to claim 4, further comprising: 

if the .tag type is ~tructured, generating a new 
·class name for the <lat.a; and .. 

. . 

· recaJ,lin,.g the· parsing. subroutine. 

. . 

a·~ .. : The methocf according . to claim 4, furth.e~ . coniprisi"ng: 
···if· the. tag t¥Pe i_s .explicit,· f·urthe.r -p~.tsin;g the··· 

data content to get tne·.,dat_a id~rit.ifie.r -~md. data lel)g~h; 
·and 

a~alyz-ing the explj._cit tag type . to ·-determine the . 

·underlying tag tyPe. . · 

9. · The method according to ·claim B, fu.rther comprising~ 
. . ·. 

· i~ :t_he underlying tag type i~. simple, ge.nera_ting. an 
. . . 

attribute name. for the dat"ai· and 
... 

. . retl,l:rn:i,.ng the data to a main routine if the end of 

the data has been reached. 

' 

-1 o. The method . acco-rdi~g to claim 9, furthej: · .~omprising, 
_reca_lling the . parsing· subroutine if th_e. e"nd. of ·.t_h~ data . 

' , . 

·'· 

·. ·~ . 
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has not been reached. 

_11.. The method according to cl~im 8, further comprising: 
. if the underlying tag type is structured, generating 

a new class name for the data; and 
recalling the parsing subroutine. 

\ 

12. A computer program product . in a compu~er ~.eadable 
medi~ for .use in a data processing system, f~r mapp~ng . 
ASN.1 data to an object model, the computer program 
·product comprising: 

instructions for identifying objept-s in ·AsN.l. data; 
irtstruc.tions for identifying attributes of the.· 

objects·; 

inst.r.uqt_ions for identifying the. relationsh-ips, 
· between. <;)bj ects; and · 

. . ·inst~uctions ·~or· ··gen~r~_tin~· an 9bj ect m6del. 

. " . . : . . 13.. The computer· program product ~c~ording to c:Iaim: 12, 
furthe! comprising: . 

inst:r;ucti.ons for iden_tif.ying the start· of a. data 
·· · st:ream; 

instructions. for generating· a rj.ew· otiject .name for 
the data; 

, 
i_n.structi-ons .. for parsing the data to g-et the data · 

., 

identifier;_ . 

: instructions for par~,i.ng ·the data to ·get ·the data 
iength; 

inst.+uct:i,-ons for a~i;:tlyzin9 the t_ag ·type of t:he ·data~. 
i·nstru9tions tor generating a .cla:s~. 

0

diag~am ·.for -~_he ... 
: ·cta-ta . if: .the tag. type is_ s·imp~·e; ·a~d · . . . .· . 

·-.:j..nstr.uc~ions for generating source code for the 
.. ; 

1111111n1i111111l1111 n111r 
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14·. The computer program· pr<?duct according to claim 13, 

~urther.comprising a subroutine for further parsing the 

data content if the tag· type is· not simple. 

15. The· computer program produ.ct according to claim ·14, 

·wherein the parsing subroutip.e compris.es: 
. . ·: 

' 
. instructions for- parsinQ the data content to get the 

identifier; . 

instructions fqr parsing .the data content to g~t the 

data lei;ig:th; ~nd 

.instructions for analyzing. the tag type. 

16. The c6mput.e·r program product according to claim 15, · 

fu!ther ~mpr~sing: 

·ii the tag. type is .simpte, in~tructiori~ ·:for 

deb~rm~ning ·.if the ca11 ·to the subroutine is .. from the 

main routine; 

if the call is from the main routine, instruqtions 

for recording .the data tag nunibe~ for further reference 
. . . . 

and return.Ing the ~ata t;.o the main routine;. a~d 

if· the call .:i:.s not ·from the main r~utine·, .. 
. . 

·instructions ·for generating an attribute name .. for the 

data and returning· the .data to the .. main. routine if the 

end 9£ the· data· has been reached . . . 

17. The computer program ·product according to ciaim 1€, 
. . . 

· further c.ompr'ising 1nstructions for recall.ing the parsing 

subroutine if. the._end of the data has. not- been reached.·.· 

18. 
• .. 

The co~uter program.'produ:ct according t<;> claim 15, 

11111111 ·1111w1n111111·u tllf · 
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further comprising~ 

if the tag type is structured, instructions for 

generating a new class name for the.data; and 

instructions for .recalling the parsing subroutine. 

19·. The computer program product according to claim 15, 

further comprising: 

if .the tag type is expl_icit, instructions· for 

further parsing. the data·· content to get the data .. 

identif.ier and data length; and 

. instructions for ·analyzing ·the explicit tag type to 

·determine the Underlying tag type·. 
. . \ . 

·•. 

20. The computer pro'gram. product according: to clc;iinl 19;. 
. . 

. fu~ther comprising: . 
. . . 

if the underlying tag ~_ype· is s1mple, instru'ct:i-.ons · :· · 

for gen'erating ·an attribute name. for the data; '.arid ·: . . . . . . ~ . 

instructions for return;ing the data to a· mafn · · 

routine i.f .,the. end of the . data hp:s been reached •. 

I 

21.· · The computer program product according to claim 20, .. 
.. . . . . .. 

. · fµrthe.r. comprising instructions· for .. rec·all~n'g the parsing 
. . . . . : 

subroutine if· ·tp.e end ·of the .. data has· not been ·read).ed. . . 

22. "Th.e computer program product, ;according_ to claim .-19,. 

furth~r co~ris~ng ~ · 

~f the.underlying tag type is st'ru~tur¢d, 

in.structi.ons .for generating. a. new class name for the. . 

data;· ap:d 

instructions ~or ·recalling. the parsi~g subroutine.· 

.23. . A sys·tem .for mapping ASt-t 1 data to ~n obj'ect model, 

1111111111m1111111ntm111 · 
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means for identifying 

means for identifying 

objects in ASN.1 data; 

attributes of the objects; 

means for identifying the relationships between 

objects; and 
means for genera~ing an object model. 

\B\ll!lnl\I· 
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