SYSTEM AND METHOD FOR PROVI DI NG TRANSACTI ONAL SECURI TY
FOR AN ENDUSER DEVI CE COPYRI GHT NOTI CE A portion of
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FIELD Thls |nvent|on rel g¢gg eﬁally to network
systens, and nore part|CU§HT%%£§rOV|des a system and
nmet hod for providing transactional security to an

end-user devi ce. BACKERPYWRGRECNOIIGEI S a key concern
during online transactions. Conmercial |nternet
transactions, e.g., Internet banking, credit card
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Current online transaction risks increase due to poor
end user security prac& anqqﬁﬂbrent solution to
end user security tends—§§i¥0ttErTﬂT' nd user
education, e.g., training end users to recogni ze
ph
Pl RIRL SO LG £ AR sft‘%bt&sgﬁ“ﬂaa‘ygr’wd“ ;
systage eng methpdi faypeoviding frersgetonghsentity ¢ suendosgedeviseg.
viruses, spyware, adware, keyloggers, backdoors,
Trojans, etc. Solving the end-user device
vul nerabilities using tﬁgﬂagaggLﬁgﬁroach i s dependent
on end-user efforts, e.g., regular installation of
securit tware updates such as. sigpature f
red ‘Eﬂ“&ﬂy ’é)’i‘g‘&MFP'&ﬁ‘f"b uring oftine FARgRAtgps- 9‘3 gxtal e'B‘r‘ Ffgpctions,

e.g., IRethel Banking] ﬁ’ems car&bﬁrchd&dd ietcl afr&tdly as stebrﬁe ge thervadakast link.
Nt er net

Tradlltﬁlnnt, s[r%g{lrliltrygg 88?%8 te cus on server—sxg,a ?rastruc?ure security, e.g. HTTPS web site,

two-factor authentication, etc. Whrle the server side has security expert management and

maintenance, the end user’s computers do not have such benefit.

Current online transaction risks increase due to poor end user security practices. The
current solution to end user security tends to focus on end user education, e.g., training end users
to recognize phishing attempts and ignore spoofed emails, and installing end-user security
software to clean up and secure end-user devices from malicious code, €.g., viruses, spyware,
adware, keyloggers, backdoors, Trojans, etc. Solving the end-user device vulnerabilities using the
above approach is dependent on end-user efforts, e.g., regular installation of security software
updates such as signature files, regular execution of scans, regular application of the security

patches, etc.

Additionally, the generally open nature of the Internet makes shared Internet resources,

e.g., DNS servers, intermediate routers, etc., susceptible to web site hijacking. Shared Internet



e.g., DNS servers, internediate routers, etc.
susceptible to web site hijacking. Shared
WO niogneEse esour ces are not managed by web sit ePOIMIS2087/007994
or end users, making securing these shared resources
outside the control of the stakehol ders. A system and
nmet hod that facilitates protection of an end-user
devi ce are needed. SUMVARY Accordi ng to one enbodi nent,
i nstead of ensuring that an end-user device is
resoyregsraggaetimapagaschyr web sifgiomnerse gnd wserso mglsing geoysing thesg shared
resoJI‘E&%& he ccﬁ{mpgfﬂ@%ﬁe&tdckhe I nvention ensure t hat
: the end-user device is secure only during a
transaction, e.g., an online transaction. This reduces
enfsysi&ih afi® fiétHol T RRARLEBHoteONGH SremGnd nedr de¥idd Rictrcedda.
end- user device nmay be infected with keyl oggers or
renot e backdoors during normal operation. However,
according to enbodi nents of the invention, these
threats need only be disabled during the transaction.
Accordi ng to anot her enbodi nent, instead of depending
on an end user to nanage the security software,
software that enables a trusted network transaction
(TNT) environment is managed and provided by a trusted
source that provides the security software or security
policy on demand. For exanple, the security software
or security policy may be delivered/ pushed froma
transaction site, froma service provider site (e.qg.,
the end user's Internet service provider, the
transaction site's security provider, an independent
service provider, or the Iike) onto the end-user
devi ce. According to yet another enbodi nent, the
security software delivered/ pushed onto an end-user
devi ce may renove dependenci es on shared | nternet
resources. For exanple, the IP address of a
destination web or VPN server may be provided directly
to the end-user device to determne or force a new
connection over the Internet with the destination web
or VPN server. Yet another enbodi ment secures data
exchange by ensuring that confidential data cannot be
permanent|ly captured by nmalicious software residing on
an end-user device, or that confidential data captured
cannot be sent or misdirected to untrusted renote
sites. These and other TNT nmechani sns (security
engi nes, security profiles, and/or the like) can be
depl oyed i ndependently or in different conbinations.
According to one enbodi nent, the present invention
provi des a network system conprising a transaction
network operative to provide a transaction with an end
user; a trusted



source of a security mechanismfor at |east partially

protecting an end-user device from malicious code
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confidential data presented during the transacti on,

the security mechani sm bei ng maintained by a party

ot her than the end user; and an agent for providing

the security nechanismto (e.g., installing or

configuring the security nechani smon) the end-user

devi ce so that the appropSUMMARXcurity mechani smfor
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code operative thereon that attempts to capture confidential data presented during the transaction,
the security mechanism being maintained by a party other than the end user; and an agent for
providing the security mechanism to (e.g., installing or configuring the security mechanism on)
the end-user device so that the appropriate security mechanism for the expected transaction

protects the end-user device during the transaction.

The transaction network may provide a banking site and/or a gaming site. The trusted

source may reside on an ISP network, SAS (software-as-a-service) operator network or on the



initiating the security mechanismfor a secure
transaction by an end user a request wth a
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The transaction network may provide a banking site and/or a gaming site. The trusted
source may reside on an ISP network, SAS operator network or on the transaction network. The
trusted source and the transaction network may be managed by the same entity. The security
mechanism may include a security engine and/or a security profile. The security mechanism may
include a start/stop trigger module for controlling when to initiate one or more aspects of the
security mechanism and when to deactivate the one or more aspects of the security mechanism; an

application lockout module for suspending at least one application not needed to effect the



accordance wi th an enbodi nent of the present
invention. Figure 3 is a block diagramillustrating a
wWoeinatk4eyst em operative to effect a trusted PET/RIMK7/007994
transaction with an Internet banking portal, in
accordance wi th an enbodi nent of the present
invention. Figure 4 is a block diagramillustrating a
network system operative to effect a trusted network
transacti on managed by the end user's Internet service
transpetion| al fite/networkd D catdnot modnle foralisabliripoat ileastunedile phretwork operation
durirfy{ i sl PACR B4 drived HoBue tbrdeferiirfidw LA Al ver, .g., a keyboard
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end-useg devi ce before spyware infection or spoofing
completion qf thefraspeliog | s 5 screen shot of an end- user

device after spyware infection. Figure 10 is a screen

shot of an end-user device with a window illustrating
keyl ogger infection. Figure 11 is a screen shot of an
end-user device with a window illustrating keystroke

capture.Figure 12 is a screen shot of an end-user

devi ce before DNS poisoning. Figure 13 is a screen
shot of an end-user device with a window illustrating
a legitimate |IP address in a DNS cache, before DNS

poi soning. Figure 14 is a screen shot of an end-user
device after DNS poisoning. Figure 15 is a screen shot
of an end-user device with a window illustrating a
spoofed I P address in the DNS cache, after DNS

poi soning. Figure 16 is a screen shot of an end-user
device with a browser window illustrating the



spoofed site at the IP address of Figure 15. . Figure
17 is a screen shot of an end-user device with a
whe@rderi4wi ndow il lustrating the spoofed site BOTUBRIDI007994

a security alert. Figure 18 is a screen shot of an

end-user device with a browser wndow illustrating the

spoofed site and with a spoofed security certificate.

Figure 19 is a screen shot of an end-user device after

keyl ogger infection and DNS p0|son|ng and before

protection by BRESIDRECH EN R THERIRAWING

is a screen shot of an end user device with a w ndow

|IIustrat|n9 conti nuous pinging of the Yahoo website

t oFigyiedain @ dlackdiagram pEayngtyerk syptem APE@tiKgjto secure an end-user device, in
accofdRR¥EAItE 84 EfBodimbftWE thedprdsehSindentioheen shot of an

end-user device with a window illustrating that a

downl oad agent, e.g., an ActiveX control, is being

deFiguereld atbqbckh&g%ﬁi illiSedtingeMiaile of the gwhﬁtyZéi)gir& of Figure 1, in
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-'user
net\mﬁetrahsmiooadﬂwe@dntenhaba@mgawhals Freatcordafen Vodrmmbwnnent of the
fg, trusted source, has downl oaded and installed
e securlty engine, and is presenting a button to
naV|gate to the legitimte banking site. Figure 24 is

a BghRYis AW ckQiaghdn ARFratRRla LeVb ik Systirh Bpdatid g @fect a trusted
illustrating that the continuous pinging of the Yahoo

“”«Réb%?‘tséﬁ“ﬁ’aé“@?gfﬁd@dhe e wpene Ingmetiery oS RFDyddfinn accordance with an
embSAMRRIYIGRd pregenhmbediRAN Suspended. Figure 25 is a
screen shot of an end-user device with a w ndow
illustrating the legitimte |IP address of the
| eBighieisa Hw:tkldla@axﬁ 'iltlEtratEiggweav&ﬁ sySerfl oﬁﬁﬁé@d’to&l’fettt sedurity

pres

{r
engi BB AatPoR FEVNTTE il arbodrerk b BeRdh ot an
end user device with a window illustrating the button

gle}x\'g @g qmthgg Eilqgra e@lhgt}a%g ﬁe&%gllﬁ &lgut%ir(;c%s,sing, in accordance with an

embodiment of the present invention.

Figure 7 is a block diagram illustrating a network system operative to effect tunnel

datagram processing, in accordance with an embodiment of the present invention.
Figure 8 is a screen shot of an end-user device before spyware infection or spoofing attack.
Figure 9 is a screen shot of an end-user device after spyware infection.

Figure 10 is a screen shot of an end-user device with a window illustrating keylogger

infection.

Figure 11 is a screen shot of an end-user device with a window illustrating keystroke

capture.



Figure 28 is a screen shot of an end-user device with

a browser window illustrating the | egitinmate banking
w@Raoe/14Hlgure 29 is a screen shot of an end- usSECT/UBWVDTENT7994
with a window illustrating the legitimte banking site

certificate of the legitimte banking site. Figure 30
is a screen shot of an end-user device wth a browser
wi ndow il lustrating the legitinmate banking site and
illustrating that the keylogger is no |onger active.
Figure 31 is a screen shot of an end-user device with
ro
eh R SO ok SLarGl et o Ue BEH DRK pERGMEE 10,
of an end-user device with a wi ndow i I I ustratl ng that
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scr€en shot an end- User device wth a w ndow
addrpqspmgp(l\gic;aﬁge rbe&m‘éalsmpﬁqemabu lity to the DNS
poi soning of the DNS cache. Figure 34 is a screen shot
of an end-user device with a w ndow illustrating that
t hEigercldis P§°féﬁg$h‘?é°§ﬁ“o€tnéz}'ts%‘djet’ﬁéa%rmﬂ Y PYISAUEE- r om
‘registering the brovvser WI ndow Figure 35 is a screen
> g{gufoe];.lleiaigégprgﬁrg I;P erne Iuafr §1§e Bfm%%d\gl\{lvdclwlvlﬂﬂs ratmga oofed IP
addreuh th2| DS dadbE; Teflet BN SQERSORINETI ON The f ol | owi ng
description is provided to enable any person skilled
in the art to nmake and use the invention and is .
pr Biguckekb is B scrieen shon o Bant endfuser deaice with|adhrowgsp Window idiystrating the
Yo SR badcatde { ps.the enbodi ments are possi bl e,
PO dgltg%e gener‘?rc prﬁ%rpfses defined herein ray be
appl ied to these and ot her enbodi nents and
appigh&aﬁ i9 Q%cﬂ%& LRYbE HERALsENBvicE Wit taBo® Rir WihdoWllustrating the
scope of the invention. Thus, the invention is not
spoafest siie@Bd ith asecyritipleBd to t he embodi nents and
appl i cations shown, but is to be accorded the w dest

scope cansi st ent mnth the pri features. a

t e5tEHIeng's AP RRGO e SRS aﬂfﬁg trwish g ndow ustrating the
spooEeddiafi® Rith al spobfeadecafiyanaificarg t hat an end- user

device is permanently secure, which requires ongoing

security managenent, enbodi ments of the invention only
enBigoe: t9iat strleen gt ofimeenddser deeice sftadeyloggatinfertipreand DNS

po:sgmggansdetne%rte Ip¥o§ecttiro§ %?%&tbiogiqient-g Iglf ﬁlerimuﬁgrﬁ end- user

Figure 20 is a screen shot of an end-user device with a window illustrating continuous

pinging of the Yahoo website to evidence the availability of outbound communication.

Figure 21 is a screen shot of an end-user device with a window illustrating that a

download agent, e.g., an ActiveX control, is being delivered to the end-user device.

Figure 22 is a screen shot of an end-user device with a window illustrating that the
download agent is being executed and is establishing a VPN connection with a trusted source of a

security engine.



security managenent overhead. For exanple, an end-user
device may be infected with keyl oggers or renote
whamkdeass during nornmal operation. However, apCDUS1007007994
to enbodi nents of the invention, these threats need
only be disabled during the transaction. According to
anot her enbodi nent, instead of depending on an end
user to manage the security software, software that
enabl es a trusted network transaction (TNT)
enFigne23ena sireemshntefea eadasgrdovice withlbywinddw Ubisteating that the
dowragzyc{ a‘f&%ntt h@?testE%l%XEcgg %’Pm%ngeci;#% an¥. tP?eotHs rsguIQ:Q hqg Hg\pﬁilbaded and
or anprl e, e securit
instalied the eecaditypenginedartd iy meawtmg |albl4§°11 toanmetelt@ thedegitdmate banking site.
a service provider site (e.g., the end user's Internet
service provider, the transaction site's security
pr Bigimedd is a perpencihpbrfomend-veerdeviee pith givdedow Blusiraiing that the
continbé@piP Lot hE YRS Watiite HRVd G ed AGRIRhAhg thaf SutbRind communication
anot her” enbodi nent, the security software
has been pusRsdlfpushed onto an end-user device may renove
dependen0|es on shared I nternet resources. For

t he IP f a destinatian, VPN server ..
b B 3310 PEGh e S ECE NI A BPIat 1S g the legitmate
IP addedss of the Mepivirafra baltingiteover the Internet with the
destination VPN server. Yet another enbodi nent secures
dat a exchange by ensuring that confidential data
c aFigote 266s pserpmnsbot dfjancagiuseraldvioy with laivondoys ilBistratiagragplication
lOck(ggsmlng on an end-user device, or that confidentia
dat a captured cannot be sent or misdirected to-
untrusted renote sites. These and ot her TNT nechani snms
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can epl oyed 1 ndependently or in different
navigaie th%de%wte pankigig|sitehe appreci ated that the
transaction is not necessarily an online transaction;
it_could be a local transaction, eni ng an . )
enEiys28ds p 8TE™ i of amepurer dpvice W&gmba@ksea W%&O&rﬂlwans the
legiti@id\Bdnking)stbem 100 operative to secure an end-user
device 105, in accordance with an enbodi nent of the
present invention. The network system 100i ncl udes an
e nﬂlgu&ew isleyéreen s’h%ottmwpﬂmder\dieaxcawﬁth astiadbw dhusmatiog IHlegitimate
n erne rV|ce vi de | SP) network 115,
ba"}“vﬂ% s@ﬁ cem & o? th& SRR rlgun IS et(j ne% work 112 to a
transactlon netmork (e.g., server, network of servers,
et ﬁlg)xre%%QS g §crin sh@?@ﬂ‘a%ﬁﬂ%&ﬁ%@v&@ With 3 Teddr w illustrating the
ebay.com etc to anot network 125. The
legitimpte bankingdito pedilpgmting ¢thay thekeyloggsuseg longs ae@!eg .
M crosoft Internet Explorer or Netscape Navigator), an
oper ati ng system_(e. M crosoft Vista or Appl e Mc
osF 1K)|rea§ﬂ ds g&sregeshot o an end-user device with a browser window just before the

security engine is deactivated and/or removed.

Figure 32 is a screen shot of an end-user device with a window illustrating that outbound

communication has resumed.

Figure 33 is a screen shot of an end-user device with a window illustrating resumed

vulnerability to the DNS poisoning of the DNS cache.



drivers 140, and other applications 145. The end-user
devi ce 105 al so includes a connection agent 130
w@e apabia4of communicating with a trusted sour cECDUSH07/007994

security mechanism (e.g., security engi ne and/or

security profiles) that secures the end-user device

105 during an online transaction. The end-user device

105 may al so naintain a | ocal DNS cache 150. The ISP
network 120 includes a server 165, a DNS server/cache

170, and an end-user security controller 175. In

anghiie s 4 FPQHUMARAS L of GR ERRAKA UV wit witiidwliBiBstrating that the
security controller 175 maybe | ocated elsemheretés.g.,
and

securjty gngiBg rofeCied dhf Ao SR245TOI FeEREP g (i g VRS HAB?
the security policy can be on the transaction
net.wor kK such a transacti gn network 120 or
BN S i e SEoA B oo i SRce i Badip figatrating taf e

keylop@éttinfebli®t hak boer makrdlied. a security engine 177 and

security profiles 180 for downl oad to the end-user
devi ce 105. The security engine 177 contains software
that sets up a secure data exchange between the
end- user device 105 and a renote network application
running on a trusted device in a trusted network,
e.g., a trusted server on the transaction network 120.
The security profiles 177 contain the rules,
definitions and/or identification information for the
security engine 180 to bl ock unexpected behaviors due
to, e.g., viruses, spyware, adware, Trojans, etc. It
will be appreciated that the | SP network 120 may
support nultiple transaction networks 120, and nay
include multiple security controllers 175 (each
dedicated to a particular transaction network 120).
Al ternatively, the ISP network 120 may have a single
security controller 175, and may custom ze the
security engine 177 and/or security profiles 180 on
the fly for the particular transaction network 120. It
will be appreciated that the security engine 177
and/or security profiles 180 nay be updated on a
regul ar basis by a security manager. Then, as needed,
possibly on an irregul ar basis as the end user
connects to the ISP network 120 and/or to the
transaction network 120, the enduser security
controller 175 downl oads the security engine 177
and/ or security profiles 180 to the end-user device
105. In one enbodi nent, the security engine 177 and/or
security profiles 180 are naintained only during the
transaction session, and are renoved upon conpl etion
of thetransaction. In another enbodi nent, the security
engi ne 177 and/or security profiles are not



renoved, and are updated before each new transaction

begi ns. I n another enbodi nent, the security engine 177
waea/oe91security profiles 180 are operative beP@BEES2007/007994

transactions, and serve to protect the end-user device

105 in the current state until a subsequent

transaction request depl oys an update. Additiona

details of the security engine 177 are shown and

described with reference to Figure 2. The transaction

network 120 i ncl udeDEFAILER-DESGRIRIHONser ver 185,

whi ch includes a login script 190. The login script

190 naﬁ request confidential information fromthe end

usEhe follpwing dsrription if, preYidedste enshle gnyanegionskillpg ingthg art to make and

use tﬁceﬁl%dtfo\i ahfd @Jﬁrbﬁaecﬂ-ﬁ%@éd?ﬁ&@ brd ?ﬂn&ﬂﬁfabéﬁ&hbﬁll VEB&AR modifications
bei ng provided by the end user m uni nt ended

to the erbeftimenty AteerosTibg. anddhisgcaens erigaiplpsrshiapd hesein maybe applied to these

and &hé}%fnbeaﬁmh E&%nla%gpmdaﬁbm&oat ddpRasig fﬂﬁeth\e@pms iid/&bpe of the
i ch includes
inverdifBo T e PHORET R IHOTHR 1O SR T HOpedimgpts and applications
shov\ﬂﬁbﬁt(ﬂ; RUs: itdrdedide alidpestopOcdtisizient wWhik theipriaciples\Miesladts biyd
tawtragﬁ%ftgiﬁ network 120. In such enbodi nent, the
hings b3 Fe 177 and security profiles 180 pr ot ect
the end user frombeing msdirected to the other

ne Xp r&n%?(?o:}c err%othnYén‘%l 1%(1%? Ier?s%ﬁ%% 81at &t Gnd-ls8r ¢ is permanently

he connecti on agent I's securely
SecumWMb reqiirgh Angoing Seperity magagegent, kmbedimepis of thedyyepgion only ensure

that thd gnd WH? REVEL isIEGE &u%aada%nﬁﬁ%érﬁa&@g UiThR Giedutcgseend-user
connection agent 130 downl oads a trusted t he

secusyaugTiaggmes giverbearly foaﬁ)ep/nmle 28 E0¢-Peey dpyies i“Piég zpé@t dméh
keylS52BRU kdrRdte BEEKAbork Alrif@RorRAl byEpARAE IIlioﬁfévél@a&ordmg to embodlments
st andal one execut abl e appl.icati -into
of thg ratAn, s thicats negd pply B displed fingc P 5’“@9@? B Ereing o ancther
emb&iiment| fhs@ﬁ@oﬁ[ﬁ@@ﬁ’dd@m an édd usér tangdﬁB@ﬂhE &&tmty{‘ﬂbftware software that
ent vere re-in

onnecti.on
enabfig et P <ER B AN S EU BER TS e Povid By a sted
sourmﬁatfpr@\adctsahe sdcﬁntyheftwmmatemm e rkar3le, the egurigtsoftware may be

dellverer&?%xghe%mro% Enq gn q ACHSE sn gn s%ﬁii'{eegrﬁ%é} st g‘b?Pg‘% end user’s

PORSEed. T one e e connec
Imeragesnltv:cb:i:@oué@stha txpn@cwﬁitiegswpemmmvwnc lan irglepgrident service provider,

or thP %k%)qt nfo Addhe: ﬁécrtdgwsp nAg&tdlag %%UE&M%%B&:&H@ ﬁ{%%écumy software

tion service tain tHe | P address of
delmerqsiéwe}eﬁdm %}eerﬁrmt ¢fvirg mayaemeys faperdeppigs WEShPWF‘ Internet resources.

For SARPRY 380 Wldrkds dHaQleldiaBod YON skfker R%RBPpRwvideA dircctly to the end-user
device to force a new connection over the Internet with the destination VPN server. Yet another
embodiment secures data exchange by ensuring that confidential data cannot be permanently
captured by malicious software residing on an end-user device, or that confidential data captured
cannot be sent or misdirected to untrusted remote sites. These and other TNT mechanisms
(security engines, security profiles, and/or the like) can be deployed independently or in different
combinations. It will be appreciated that the transaction is not necessarily an online transaction; it

could be a local transaction, e.g. opening an encrypted local file.

Figure 1 is a block diagram of a network system 100 operative to secure an end-user

device 105, in accordance with an embodiment of the present invention. The network system 100
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| P address of a trusted DNS security extensions
(DNSSEC) server may be enbedded in the connection
w@o@nt493®. The connection agent 130 nmay use tPCBEUER07/007994
address to connect to the DNSSEC server to resolve the
domai n nane of the trusted source to an | P address.
Usi ng the network address of the trusted source, a
secure data exchange nay be established to provide
asecure connection to the trusted source, preventing
includes anoamkd-useradefvice 105 gomptlérevie ptrustedneterexki 0@ td 86 Inftempt service provider
. t '.
(ISP)br?ét\pgrknl"l fu@ﬁ %s% n%@g ?Qnaéﬁ\g'rﬁgecfﬁ%ﬁ%ﬁégqg ?] %‘z@{ag &Enetwork (e.g.,
scrvquet‘ewénqﬁ lsewens rete) 120(eleR baskofpmecicachem, emproncome pbaygem etc.) and
to anbdRr iV oiSE st he resol ved I P address to connect to the
trusted source, e.g., via a secure tunnel. This
connection technlque ensures that the I P address is

aACPIY @dCuskfdeice 109tindhRties @ BRAVsBY 13 (pgs Mit {086t InterdétExplorer or
assures that the end- user device 105 connects

th
Netspape QNRTEEA1OP) 68 PRATRE MR (£ MBSO SiR o1 ARRIS Mse OS 20 and device

drivd®é pdo0emd &h@tr@bﬁb’aﬂﬂné M4 NFhe%A8-LER dB@AtYDIKaldElERESs a connection agent
resol uti on servi ce ensures, that conmuni cati,on. to and

130 ¢9pRlP © heRRBRIGRIE YiiRA ERSTAgUIcE LR pFTURD Eghapm (e.g. seourity
englﬁﬁﬁdﬂﬂfr Isécﬁlhl}vlﬁoﬁlbd) heisetatcthe Yild-tisea d&@aUY0S dikéing an online transaction.

y 105
The %ﬁef)gd"ctehe S eagur i t?a’é‘%bn an{e&%% &Fi Ilg(gec ur i ::;m
profiles 180, e.g., using protocols |like HTTP or FTP.
Igghesl%?’q{eﬁvc;rﬂ P§ ngg.tﬁitgép Lér?é}%s banyslg Qv OMLhE l ) afPS ¥nd-user

ensures fic between the enduser
secugip\dopoliqwd 75t améxer embedinerioepmpenpris gbthe prd-Hifd secafifygontroller

175 psy Y Wﬁ@@kﬁ%er@(’@% b e&uh@se%gy,e %arpw&p@le kistedl KEwATRd the

TP are used fter deliver the security

secueﬁgqoﬁey qabetthe ransaetinn nepverkh F1q omslv trappiRetian i yeoBk 120 or on

anotB§\uGRd 18Rc XA n@Sust el éﬁdn‘i)ﬂelemhﬂnﬁudezz sechiiRy engmc 177 and
security en |ne 177 ef fect) vel cures.the end-use
secugiiiAreded b fog depvinoad o cnciserdayiqgdl. b PeEuraEERg 177 contains

softﬁﬁgr]‘idﬂidfs&hﬁn Sl détat dxchangs b&tle&d the snd-pfeeuemslaﬁdmara remote
agplications 145 runnin .he user .devi

neo @ sRp B P L R B ST RUpEED £y of gorveron the
transaeidnligtveatk 120.eThe sicarity pPhefiless E17 coanirt the rules; deﬁmmarsdmd/or

1den41P é 1[)13 %}forWnaRl n%orqht re%ggtg hc%% gQ {o%%z{jlt écgzd behaviors due to, e.g.,

ence PR anot onnect | on
wrus;g,smrwa:’s{hdamb Jeajams, etg. Enwjllibe apmeciated tlpr the I9R detyodnt2y may

supp&ﬂ@mﬁ{]%e %ﬂac%\/ﬂe@\@o&g $20 -gn@ﬂmy %M@lg nmq@pltz Q&hﬂ %ﬁollers 175

escribed above to obtain the securlty en
(cach defligatedta @ pafticylap fransartion negrprk d Y- ity ntha&%l’n?et‘x% 120 may

haved ¥ingl& Sddlfity\oRPEIdP @ 74, 4Ad IR customize the security engine 177 and/or security
profiles 180 on the fly for the particular transaction network 120.

It will be appreciated that the security engine 177 and/or security profiles 180 may be
updated on a regular basis by a security manager. Then, as needed, possibly on an irregular basis
as the end user connects to the ISP network 120 and/or to the transaction network 120, the end-
user security controller 175 downloads the security engine 177 and/or security profiles 180 to the
end-user device 105. In one embodiment, the security engine 177 and/or security profiles 180 are

maintained only during the transaction session, and are removed upon completion of the

11



obtain current security profiles 180 to configure
and/ or operate with the pre-|loaded security engine
wazoz/1344mi |1 be appreciated that the connect i PCT/H§®NT/007994

130 may cooperate with the end-user security

controller 175 to establish a prelimnary VPN tunnel

(e.g., Mcrosoft PPTP or L2TP/ I PSEC) before obtai ni ng

the security engine 177 and/or security profiles 180.

This prelimnary VPN tunnel ensures that the security
trans&dtidinN &n dnbihakethbodinsag thel seyurfty eiigiheE77146/0a sexuriot profiles are not

nodi fied or. ced in transit. .ln. Qn odi .
remoi op B ipl Se Qfnoph et FEREb i bl STOURE BB R, e
secutityienginé P77 amEorsacuroy pofils 186 atempetitive bcta/leemwaradd'roes&nd serve to
prot%k%@ er%’ 8&%%@\%?% R?S ﬁ%ﬁﬂ%ﬁf&fﬁg Gntﬁlt}esul)&hﬁérﬂ g&' %Q@Jnelgquest deploys

Service appreciate
an ugglatey rAddylmgdmlspTﬂlqmwrés tedig K17 age shoamsamdidegsmibed with reference
1o FiRgEwork VPN tunnel (e.g., Mcrosoft PPTP or
2TP/ 1 PSEC) with the transaction network 120. This VPN
tunnel ensures that confidential data comruni cated

W TRk td¥Badtion m&a@&k PF0 ACRuMEY df leLthmb svem&welamsu (8fth ihdludes a login
enbodi nent, he VPN tunnel ;anlc

scripg 2?0,3 bihed pgig SEf's'Rtr}aO By ( equesteqpfi CB:fntl rragnctnﬁjég/m the end user. After
dowrtlesd, m&tewny aﬂgiﬁeem anliRecuriity prd€ilee 380 prvtech thexofifidentiyl data being

o B8 B TR 5 AR S - BB

engi ne 177 and/or security profiles 180 (which is
di 'f‘heeggtllgr n gng Pr{ I[]tdg?e attltr:a% § ed Al }'\% r\}Jh?chbxaa&% eﬁogm script

ency &rnet-shar e Servi
197. de ohe meedtbmult, memtlsa,r nttlwrlplrlﬁ may mamyle vANlicipus eike ¢eargloped to mimic

the sﬁé’{;‘x%@ﬁitﬁd ‘Q%bwgiaﬁﬁoé NS RA20Oth Ah \éﬂ%dxi'xégt tl{%%%&frﬂ} &Qéiﬁ/e 177 and

nments, the security eng
secutytpabfiles FQpraiet the ead uacuﬁmlbemgmg@#leecgdﬁ%m& oghes ektwork 125, e.8,

via lﬁq@g&mlﬁé liestrating details of the security engine
177, 1n accordance with an embodi nent of the present

i nvention. The security engine 177 includes a security

”Hﬁ&ﬂle lem®d@iment, HheXdonh&tioR afdnk UYETs sBRRIY Geldlbed a2d pre -installed on
plication | ockout modul e 220, a networ k/ fj Ie 1/O

the B oS Vifp AN oV ISR Vers YT AP B PG TG e Ageclpn agent 130
dowEytslartalsed copy 6f tht S¢cufltyl éﬂgfne 43% andloks2y ity ploftesdiB0e The Bonnection

N TR T T (I —
135, pmnpgreof A2 OpemingysemhiziOdewar hn, orgechtbadineng iids essumed that the

conntaé:tlro%g& lt38 14'@&!?1@91%& J}g-installed and executed on the end-user device 105 without
modification. If the connection agent 130 does not come from a trusted source, then secure data

exchange may be compromised.

In one embodiment, the connection agent 130 uses a pre-configured and unchangeable
network address to contact a secure network address resolution service to obtain the IP address of
the trusted source providing the security engine 177 and/or security profiles 180. For example, an
IP address of a trusted DNS security extensions (DNSSEC) server may be embedded in the
connection agent 130. The connection agent 130 may use this IP address to connect to the
DNSSEC server to resolve the domain name of the trusted source to an IP address. Using the

network address of the trusted source, a secure data exchange may be established to provide a

12



execution of and interaction between the various
conponents of the security engine 177. The start/stop
wao eooggeri4anodul e 215 i ncl udes hardware, soft war BCEHOS2007/007994
firmvare to determ ne where and when data protection
IS needed. The application | ockout nodul e 220 incl udes
hardware, software and/or firmvare to effectively
suspend ot her applications not needed during the
online transaction (e.g., Authentium Trusted Security
secufexbamgiion®, thSaostedives, Sarotting nytwodnadffic fiolethe iekdpser device 105
he ne: I
from emgwaxtsc\ﬂfr)ecke/d t{; \gx\gtples/tegn gjm:'é{ ?rld %}gﬁﬂé ag?!gétrdet?/cg- rﬁfﬁrﬁszcif Vx\}gtrvi(ork
intrusinul vt atfackse Hor €xdmypletih eTCRAPI iebeark ghe coneegwn agontdf apay use the
resol@pcpil" a%ﬂtés?&stom&tt toCt‘%Q 'ﬁ‘qgte(p?omﬁ&sp ENJRA sed? nlninbiS t1ek connectlon

driver nmanager I ncl udes hardware, software and/Q
techrfiqyeranayres thet raei%?éﬁr% iygrsuRts (€ ge PPIRoIYPPd/RY s DNS ?j‘ack)’ and assures

that thB8nd 8P A&Vt 103 Ubhnalitd 168k in@Rdéd WustAGotEE! Fakeher,cdmhiication
can be trusted. The keystraokes %ﬁnerator driver 235

ProtqeRis|caplRy oA At P ure BT PTRAIEreaHEFAR N SRR @S rgs that communication
to andGFRK tk @nddlsir deibal 0KB Yg theRtkcated pdutoditative phdiBcturate.

keystrokes generated by the keyboard i nput driver 140,

e.g., to input fake keystrokes in akeyboard i nput

p aMihransecurl aatk eyaiahgé(maulieﬂeelt the androzk d@4€&: 105cdandewnload the

secuggoenﬁngﬁgr a e?%rr(tg 18'0r ?%Vg{xs%({gte;?r{)ﬁggig }lxlﬁe htﬁ'lP or FTP. The
secukegymtel @dtzéﬂlsmmtht e@hrbytlmeMelﬁb@awdesl thay @atadraufﬁ@betwm the end-
user ﬁe\g%e ldSOandg%etp@s Cr:z?lbs%untcg & <%[:l'1rg 'aﬁ]@ an%gm%% drﬂ@é{f even when insecure

ern no Keystrokes gener at or driver
Pr0t®95 llkifliﬂ'rs?eandrﬁ'ﬁlﬂmprlﬁﬁdrl e manager 245 incl udes
har dware, software and/or firmvare to repl ace and/ or
update the security profiles 180. The transaction

nefiier delivem ofgieaigenity SOBinn LT 1 Andor ResubifReliles 489, e end-user device

105 &eted thE lsEdUWR) dnglir 185t ARk b&cirify eMBiNetium Bﬂ'&ctwbtyfbe&lfi% the end-user
transaction network 120.. It will be appreci ated t

devigslDSneenalp vt the grdikter gevieal® Bromphpe BRE AP ped Ses,provents
othe{ £ppYcations 43 ﬂmnmgﬁbﬁ\md’ ¢éhd-eedbvice 105 tromuwabairing vi Semding information,

coek§y B BSE5: B T R e e B i
networbIRD inennfidenceist ead of focusi ng on updati ng

traditional anti-virus/anti-spyware with the |atest

security protection, the application | ockout nodul e

220 anoggt smbddimappthe catuiegtien sasnt BRmnil s¢curify enginteld7ats pre-loaded
ontol{l%eengil E a{) e@ﬂ;%ﬂ@tj ' ?Het{] %ElWE tHE tdARiRSs ResSffcdabdve tB I%Bﬁ?ﬁ the security

es them for duration of the onl
enging hiysamd{or serurisoprotiles r}ﬁ@ éhe PIPPGgn ARt 6?9 ngksecunity engine 177 may

obtaln ARSAGEERHY ptofifesABD|tb Ecifigait dnQoK Opdrato NGkl tRe préloadel Q¥dirity

only the browser 135 and browser - hel per
engine 1

It will be appreciated that the connection agent 130 may cooperate with the end-user
security controller 175 to establish a preliminary VPN tunnel (e.g., Microsoft PPTP or
L2TP/IPSEC) before obtaining the security engine 177 and/or security profiles 180. This
preliminary VPN tunnel ensures that the security engine 177 and/or security profiles 180 are not

modified or replaced in transit. In one embodiment, the preliminary VPN tunnel is dynamically
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applications (e.g., PDF reader) to continue nornal
execution, while effectively suspending all other
wappliteatd ons 145 (regardl ess of whether they BECBEUS2007/007994
beni gn or malevolent). Optionally, the application
| ockout nodul e 220 coul d permanently term nate
(instead of tenporarily suspend) well-known spyware or
Troj ans. Depending on the OS and applications control
conponent features, it is possible for the application
establishel asihg 1P (intteadSTIDNS) aa thiel destinasibagddress. Thisgepasses the dependency
requi red cations 145 by placing theminto
onth%ﬂ“ rgr os&ﬁﬁd%%se%%/é preventing OS events (e.qg.,
M crosoft w ndows event nessages) from being received

bylt %lhf“ﬁeefu%gjl A.r?%pécia%sthélt%écunﬁyerl ee]rﬁ%m}) e@gbﬂm a transaction network

keyboard an use operatio these "applications
VPN tuigel (gred/Micraspt PPTR@r LRETPAREEC) wrﬁl the smpwationsneiyerk 12fe This VPN

tunnett Qmulré;q;ndtanﬁ&ggﬂl{fata@%ﬁlr,%?cg WABYthS tr@isalON network 120 is not
I cations or processes from bei ng executed,
sél?ﬁjlg’dfnstead of

capmmsip dreve pmbedimsnie he VPN iend dxdymamjcally grtaklishedsu
DNSPRGHE HésYinPi f dddRss. THQ: 1eaairkgs dah ®e bécaRIAGHdatdd. unHHdﬁltely (as

unr equi red or. .i nfec | i cat s that b
compprigs bEROR RS BELT SIS Abbe SRSy st R YERERerty cneine 177
and/d@ rs@dix@xﬁﬁprbﬁle@ apo (Wlﬁclc Brifirectinhamilged by tienimkicd pamy) Cﬁhﬁsaiybasses the
deperhcg{w)b g t%{ngiéfl}are J OS% ls%iv%g 0 rcee%ﬁ)l em%%?xmdn{s he prxglmmary VPN
tunndl mly&unnmwuh ch%satcoon; neperkdl 241 IAcumdargl!u ireghch embodlments the
(e.g., the OS

Secur?t? @Lé ?95 Z@H‘%ﬂ cj?éé ﬁesmﬂf 1{%912% %?E]?ﬁ?%t ended side effects

(e.g., application crashes). Wen an application 145

C qg%?@ qua ﬁﬂéf? ﬁﬁgﬁ% 1ll§1£lﬁmﬁ§ U&Qﬂé‘étf thé @echr‘n@ e‘ﬁgi'ﬁt: 9%, in accordance

provi de a sécon eve

with sreerubcpqlvenrnféhedwﬁm iRy gritica. Th@%wreagmﬁgab ingluglossa security
mandgbd 210! b V@hdp RYER hvduRf205 raa,tagancdnsa mgsutbﬂoaunem a network/file

unreqU|red appl rcations 145 | nce unrequire
VO capplimaduecrte- 4 imgsterbdrivef Bragies &b Akroiroks feor e 235, 2

kcystﬁcﬂd%!: délesor KIoRAB 4 @Burith pedfREnafigpef 24 % ahd OrdRaEtRini efigork VPN
'04@ network 1/ 0 transmissions can st op per manent
managelyrXge and/or transfer of the data. Thus, even if the
|nforrmt| on is captured by the malicious code, no one

i f gsgé all-{tgf(t}eag% G A\ na{\?deseh ) war‘gl SR%%a}eQ%dBX%Frg\ggreQ@ﬁlgnage the
execyt@nad and interadio@®enengh theolatiows qoh@odfattaof thé eecunty engine 177. The

start/&g% Y%g In'ohlﬁe n%ﬁ)au IQer\UJ}Q usloﬁwg\%@ln%p ﬁgﬁ&)’){re% Hét@rmme where

directories or the OS registry
andvﬁwpqa@cmptp@tepnbynquled bFefapehcatios  Usi ng a VPN t unnel

lockdWihoBhI8 280 indifiRs FABNhEERinale Al Qa8 icfBctfRR suégend other
appllgaqsmls gct)tenrere]ged (Emng evo\/%nele transa(l.tl%rr]ls(e gokughl?:ntlum lﬁ'rusted Security
Extensions, SecureWave Sanctuary, and/or the like). The network/file I/O control module 225
includes hardware, software and/or firmware to prevent network and/or file I/O by other
applications, e.g., by other applications that cannot be suspended. The trusted driver manager 230
includes hardware, software and/or firmware to determine whether device drivers, e.g., the
keyboard input driver, on the end-user device 105 can be trusted. The keystrokes generator driver
235 includes hardware, software and/or firmware to generate additional keystrokes and/or replace

keystrokes generated by the keyboard input driver 140, e.g., to input fake keystrokes in a
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Enbodi nents of the invention attenpt to enforce
protection and/or application/network | ockout on
waeleowandbidur i ng a secured data exchange sessi onP@i/UR2007/007994
| ess user disruption. Traditional end-point protection
and/ or | ockout solutions, e.g., SecureWave, Bit9,
etc., apply full protection or |ockout of the end-user
device 105 to ensure that only valid or authorized
applications are allowed to run. However, this
keybegrg rirwact’attesn i Pherkeystyakea deletitindiogl 264 mcludes hazd ward, softamare and/or
ﬁrm%g |t<A R %%dﬁﬁ‘.%ﬂ&l' Ier&&ﬁ)kEsoanﬂﬁrr fré};'im: W(ﬂ@maq Q%%ké}%enerated by

I mrents o I nvention achi eve protec
the kaymﬁ!@rmms@mm 149y e geteteatnsrath ariginaldteybrard Hipkt gat\memedlﬁed by

the kémfole&%némp B G235 ©E SdcliStyl pRIFAE FRRRAGAR 24 S in RIABOhaT @iMire,
to and recei ved by the usér; by activati

SOfN@ﬁ‘HaI}S‘é? rftmmam tesenlans aaﬁ/d'r wpdatedhe shsprivrnrefilgs &ﬁ% Thsitgpnsaction

netw8iki VING R85 256 felddey RartWire) s Bivh RMinPRI fikfiwaE efyblish a VPN
de-.ac n and/ or |ockout outside these

Ivati ng prote
mnn"r'ﬁ‘f‘@r‘ﬁ%??‘&ﬁ“k?éﬁ'\‘?f‘%or\lcﬂﬂége and when the user is doing
things that do not conpromnise security. The start/stop

trj m)dule 5 deter t he er.actl on. .poj nt .
ol AR b e Rt S e BBl SR Eh AR NefhR . weria
paSS\BﬁﬂSdrédlt/&rdi abrabdrcessal pogid eedenpdic.) reheirsthadatasd bplocally captured and

netw Itgaggr;l tgﬁd,‘ﬂ)us ? ngeecpr?t;o% n"?eshts m§%gc§ 5 fo¥|§9ﬂ§ 5 I\S/%dfa 1ﬁgtradmonal

en Sensitive” or na
antl-wen@mtusvrwarn fvothnht lagast sesuritly omteqtlon,bbe s;m*:rlcatlcmelnskom medule 220

treats?%f %giigﬁt Hot eggn.ggﬁgs&@a ¥htde ﬂﬁ%ﬁ%héﬁ?n&%ﬂc 120 RRQUurity threat

. aye I nat1 ons of ese p0|nts etc.
and dfypbles them jos thesiuratioged therrnlins earsagioge et aeEpla during the online

trans§ﬁf&§' tﬁ)b Hﬁpl@h@cﬂ) lBEl@th WdaGIeR20 SRS drily e 'bPJVWeFr%S & Yréwser-helper
resen ? en no sensitjve datalsb i ng .sent

aPPhF@Loef(Fesj PR %Pa@ iRycontippe norpakexerytionswhyla silpgfiely suspending all
otherct@pﬁ@ahbyﬁtzfs (@é’gdrdlé)ds BF whEtBEQRdy afiélbcr’(mg( @fngefd{egxz OOptlonally, the
nNec ni. snNs |cat|o ockout,.no .
Bl TR BOTS P20 R ST RBRTHY [T B34 of [Fmipomsigsuspend)
well-ghanis@BivarBstBojansthi ch is | ess intrusive to the end
user. For exanple, assuming the security software is

depl oyed to protect a paynent transaction performed on
Pa¢raehding e tist @B arhdapphicationg gmnomwcaeﬂtlﬁmmls,dt is possible for the

appliggi?gg{gl&blﬁt Mcﬁﬁe EWinLﬁsﬁlrst s?agé & Qg?%e use%?ﬁca §;rp9§ tﬁ(ﬂl@ 145 by placing

- rowser |nstance .
themfjntodacktroupdarasi by prevénbigis ﬁ)vaeere f-g- aMscrmofwgdws e\amjmessagw)

from'b@fn? rré@wce IBytuQese PR 8hishst1BS, ugamei%eﬁungodm AT ] Q:Yd R8hide operations
al rowser is visib r% u@ ersona
$

to th?’ﬁ%‘é!“ﬁ%‘éﬁ“?n%"&(‘ﬁé‘?q 5. Grbireneisetine iaghe e ARR}icgfipn lockout

modilé 3P0 YR Ctop bl lapSiRatibhs o pRdceiseSirbfibeiigex&tutedNE Qr, €Lptevent changes
to thc\a/\'{sqe%{l]nttyréngmg Y?y and/or security profiles 180 during the transaction. Thus, unrequired or
infected applications that bypass the first stage of protection cannot create another process to

capture confidential information or disable the security software.

In some embodiments, it might not be technically possible for the application lockout
module 220 to suspend all unrequired applications 145 and OS processes (e.g., the OS timer), as
such might create unintended side effects (e.g., application crashes). When an application 145

cannot be suspended, the network/file I/O control module 225 may provide a second level of
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detected. If the user opens a word docunent for
editing, the start/stop trigger nodule 215 nay issue a
w®eositgdive_Stop flag, e.g., when it determ nesPeTiEs20011e07994
Paypal browser 135 that it is protecting no |onger has
keyboard focus (such that no sensitive information
nmeant for Paypal can be captured by keyl oggers), or
when it determ nes that the Paypal browser 135 no
| onger has wi ndow focus and no visible area is shown
glob4l sewminity. WElte meower({de V/Ovaonirelrmsadwde 22 Srdffechedly provenss mfauhation
{
sk pY U8 e B AR L1, SIS RERNE | et o sore
and/gittansmitithe caperad infosmation, merttmmfﬁgl/%’rpetanenwém newepk VO
txans}xﬁés%? Ear{@gstéj i}&'m%i]lélt ‘éﬁrdg% %H@orﬁ?ﬂﬁfetr b¥ e dh@! Thad) @ven if the
Sensitive can further custoni zed and
informatipm isapiyred; lty tbempbﬂgu%f@éarqowe cevehtainfthy comprorpiged data. In the

extreRRIabe; ¥ the reakedﬁafonex@dmls Bachkd if@Y¥mES, ﬁés&ma@ théTDS wo@mcnear the
to protect_the user gin credentials onl

data.q bhg prewerkifilp goawrr%*a?ﬁ“gﬁ%ﬁﬁfnﬁs{w VRE agfgmpffgto gﬁ filgs{girectories or
the ORERIrP hét reﬁtﬁl&dﬁ@nﬁé bloweer3B38s Using@ \ﬁ&ﬂ!ﬁinhhl\/rﬁgyﬁtr@ﬁbnf thag

cond A SGRTE 63 2% 30 R SRS S SRR

not ‘to requi re detecti on of w ndow focus. In certai n

nts, t/stop tri
i nglgmﬁe ents of hc 1ra\$en? éno z(a:tﬁeén;ﬁ 6osésr{fgr\%/§ %{0@85‘% Ee pr atlolg{network
lockapph ﬂclaameduralg@ seayredrilata p¥changersessgamow it keesuser dlsruptlon Traditional

end-ﬁgngll Lﬁrgt@ tk&lrhnﬁ/o\fml&ggw soll—lnﬁﬁb [ ghgeafré‘wk(/é’s%@ &L | G498/ full protection

trigger t nsitive Stop event, since
or logkout of the PPC&PW deivdee [05cto sparethatanlyyalid grauthorizer appligasions are

allowddq8 niH. Nidu &RH mlﬁpﬁﬂacﬁ@pﬁﬂﬁﬁ(@ﬁh diGupGIeit6 MR end user, who loses the
t ranspar ent and seani ess end- pol nt rot ecti on, current

capabiliyfgipstomn seraal FYRPHing ks Bkediments of i yeRtigTacpie protection

and/§6cKS8 EBy BlRdhfifind Qﬁer@%n@ﬁﬁﬁs WRerb endWEEAL 1|rrﬁﬂrt1nﬁ senktPRlihformation
tivation and de-activatiaQ

fast an n- dema
s bepg kp g and] GoFBnaDt BTN e Sty PERLPBl5eiet gyl toskout
meclﬂiﬁdiﬂs&m&lcﬁ;nn@ thed® tenSitive Ohd:rﬁchoﬁﬁgim aﬁdiyy {M-@Mivd&ng protectlon and/or
i tion when, sw ({: h et vee

lock%{)g BFJS%E?}IICSFI mteractlon ﬁ)g r{us ‘wh re a app Iusc.:eé'1 om t&m&s ﬁma¥ 8 not

por n
comproisectiuwity.nay be turned on qU| ckly when the user is
working on the protected application and may be turned
of f quickly when the user switches to a non-protected
apphd start/stop trigker motiled bS5 detemmines the interaction points during a user’s data

exchange session where and when sensitive data needs protection. The start/stop trigger module
215 generates a Sensitive_Start flag when sensitive information is present, e.g., when sensitive
information is about to be sent, sensitive data is about to be received, sensitive data is about to be
displayed, combinations of these points, etc. The start/stop trigger module 215 generates a
Sensitive_Stop flag when no sensitive information is present, e.g., when no sensitive data is being

sent, received, displayed, etc.

These flags activate or de-activate end-point protection and/or lockout mechanisms by the
application lockout module 220 and/or network/file I/O control module 225 in a more granular
manner, which is less intrusive to the end user. For example, assuming the security software is

deployed to protect a payment transaction performed on Paypal, the start/stop trigger module 215
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switching, traditional techniques |ike network tunne
pre-establishnment or keep-alive andapplication
w@e@ligadd ng of the end-point protection proceBST/US2V0T@7994
used. In one enbodi nent, the pre-establishnent and
pre-l oadi ng can be done when the OS starts up and/or
when the end-point protection nechanismis first
activated. The correspondi ng cl eanup can be done when
the last protected application is closed and/ or when
could degerfifieshhendbevnser’Akeghoardioeusyis o the Paiyprd brayGeninstagee, e.g., the user
r
is llkglg% B!: ?etn?lqu séﬁsga% 13%% Egelggr%gzssogl Q%‘tzg‘?f’?{/\bgpe cﬁ{ tlgtégx(lg}gﬁte the
paymgntl oswypeany(pg)'t of ltke Raygal bsesysep peqnpg,blg, . cessonal| Parypal user information
or tranSafibR H ? b@?ﬁ?\é?tz@ SFJlf’s%c&ﬁQ Fﬁ)@éclugﬂ nﬁ%%@ ten?cr?k%dt\ﬁlen this event is
access nt er Banki ng si
. deteofgidi ch has i mpl enmented TNT security softmare to
transfer funds to his friend. (3) The connection agent

130 establishes a secure data.exchange to the Gitib
STIf e veom)OPARF 7 HEEorumRRlfpr oine, (e Glar/atgR Bl fidyoay isue
a Serﬁhlv@ (Stop ﬂﬁg,@@l\mll{b%dﬁd’etﬁﬂﬁhds @t ¢ Paiibad browser 135 th)it if pevtecting no
i nst ownl oads. and installs t

lonas gt FroaS Topta e SRR P igh BRPFRLoR it (8 PR toh b caprured
by k@la’gl’g&/s)i oohe it ggemhieﬂlhhﬁhaltfypdEHmWS‘ErﬂBS nb Iimtgct ha window focus

and 19 Véage Area 1s ki-{) uc% t{uﬁ no Q& VBI o) m%o S tr%t?d—%t ﬁJyLal can be

Sécuri y eng
capturedathfdugh garesn ¢alpnmmgls0ftwae); Ot aeeuryy mnhdmmqnmntbg turrdd off when
this B4 RLer applications are blocked. The MSN and skype

connectrons break during this stage. (7) The end user
| ogs securely into the G tibank Internet banking site

anthtimink 884 the 95&@@9%%& mBlifle m%qggue Gehtivd Start an(cjl

security engi ne Before conpleting the f

SensitvaierHagscan ba&%ncu%mz@rﬂdm@ed onfit varioys pesurpySe ygifor

variogP Bpplie At dn@N FbOexahiple, wntuiy HidRerhéd RiPdrth 16 protédt metdaers login
amount . of transfer. Si nce ﬁpcus is |lost fro

9
credentipls galy,foy s enling gapi : Rlicagpy and nqf thegaming %“f‘éﬁ? E"é? the

Sensite WBirt DS Lii06 ISop ey Wiqlickanent itz refisel todertt, only keyboard focus

| Z
acqum:c{1 orq]ost?r? thtehgeelm%gt Ap% Qalglo?lraon n%tr to%g’qsmrséed%ﬂ?écnod of window focus.

In certain embodiments, the start/stop trigger module 215 may listen for a window-focus
loss event of the protected application and may minimize the protected application’s window.
Then, the start/stop trigger module 215 may trigger the Sensitive_Stop event, since it is certain

that the protected area is not visible when minimized.

As an enhancement to achieve transparent and seamless end-point protection, current end-
point protection and/or lockout mechanisms on the end-user device 105 may need to be modified
to support fast and on-demand activation and de-activation. 'Working in collaboration with the
start/stop trigger module 215, a fast-switching engine may provide seamless transition when
switching between a protected application and a non-protected application. End-point protection
may be turned on quickly when the user is working on the protected application and may be
turned off quickly when the user switches to a non-protected application. To achieve fast

switching, traditional techniques like network tunnel pre-establishment or keep-alive and
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i ssues the Sensitive_Stop flag, and disables the

security engine 177. Thus, traffic is allowed to go
wao boooghi4d he origi nal route and not the conpul BOF/YS2007/007994

tunnel . Further, application blocking is turned off.

(10) MBN detects network connectivity and reconnects,

allowing the end user to chat with his friend. ( 11)

The end user |aunches his Excel application and

updates his daily expenses spreadsheet.(12) The end '
appligstiom vl ¢ading fitlkcdodippintipeotition pencksswab be ted. Tinene embodiment, the
pre-c%[a%rl l'(rr?ﬁtrﬁgmf ]?{Ja-g(ga%;n glﬂ)k Qo hé?\(“ig 6Stsg$ts§g Qﬁ&/& M@cn thﬁ end-point

'es the security engi ne
protdyEbh m@@i@yp@ fognaéctddo Thelgpmespordiog ¢leanup3yn Whdonsryhen the last
protdd iRl apB RRLR {lodkll Epd IR BB Shurib @S act [ on and
closes the G tibank browser 135 session. (14) The
security engine 177 and/or security profiles 180 are
unheadapit P%&@Hﬁrﬁoral’iﬂg sirldoPRiggBRIRNIdREed t hat
tradltlona keyl ogger protection nmechani sns enpl oy
anti-virus detection logic to find and renove resident
k egil 09 JBRSer@ust i Bbo®NGdofiphtet 8 aBachbiinbdsBgif® EGTHLE like MSN and
virus or worns, keyloggers on their own do not attenpt
skypgq pr opagat e, naklng keyl oggers harder to detect or

bl @k uUBhe¢hdhaer d;féhs £Bx:ow@ﬁﬂsl‘5 akdsipn, deeyec ﬂ%ﬁr the bmmkction agent 130
ont r e avai t h e e user
to 808%58 ?‘é{i eénez %S%(enrlﬁ fl (3 mbg pgas una)l él?/l?\tl'lr' seigunty software,

to trgafee fugds by his réendnd user usi ng any keyboar d i nput
drenggc € Ple éo%&%h%gérﬁ 190 est&ﬂl&ﬁ@la s%&)(’p GﬁE g)lci'l]la}n%krtg Hid éxltlgank site.

dinents, as an alternative approac ust ed

dr (@er Auinstpdirage(l 83| ¢-puitibank AetiieX b eshdedowploaded and loaded into
mentéfy. Nt ended keyl oggers to continue execution, but

renders the keyl og |ng oper ati on |neffect|ve when

net@ssafle inptall éé‘i"‘l‘ Shdermlenss gachinstally the sgayiboeneins g gnd/or
secul8Mir6€leligo/er 140 nust be trusted. The trusted driver

manager 230 val i dates th? cu[f{eent drive

Alelo

cofBar i SEr&ER rges o terpines, ‘haam%?bﬁ% JVehppge is in focus,
issud@Hensitivel Sltdrﬁﬂangmd fdtivhtesitha @SUuﬁEy dhigideusy eekul«&yb@gcsdé through the
compylet e AL St PRI bRRE T N e
connections biak during this dtaget  of

D The end user logs securely into the Citibank Internet banking site and his login
credentials are protected by the security engine 177. -

(8) Before completing the fund transfer transaction, the end user switches to his MSN
application to chat with his friend to confirm the amount of transfer.

)] Since focus is lost from the Citibank Internet banking site, the start/stop trigger
module 215 detects the window focus loss event, minimizes the Citibank browser 135 session,
issues the Sensitive_Stop flag, and disables the security engine 177. Thus, traffic is allowed to go
through the original route and not the compulsory tunnel. Further, application blocking is turned
off.

(10) MSN detects network connectivity and reconnects, allowing the end user to chat
with his friend.

(11)  The end user launches his Excel application and updates his daily expenses

spreadsheet.
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trusted and/or untrusted drivers, the trusted driver
manager 230 can tenporarily or permanently repl ace the
warndonoyn4dri ver 140 with a trusted driver, posRCDUS2007/007994

only for the duration of the data exchange session. In
certai n enbodi ments, resident keyloggers may capture
keystrokes from any available OSI | evel beginning from
keyboard i nput device driver 140 to the user space
application 145. Since keyl oggers invisibly and
pa$3) vAahyg eadpsear rsmtkleaﬁ sbhﬂohelm Ciitibaxilww&aso'ﬁbd)étm/stop trigger module

215 no?esslegeSetnPl 1tve tglan he%/ §bl£sutﬂ%: .L\é%g %ﬁ%@qﬁls and skype

1 0on 0 ony canno

connghttbfxebreait agmre valid or [ nvaI [ d keyst rokes from
KPP ThelclR Uler dBYHERS Vil hoMh hnsdlcliéh KRYGLLQ R Titibank
generator driver can nodify the sequence of

browgerddS sessioni ed keystrokes. The nodified pattern can be
anRky c qtﬂeg&lﬁﬁﬁéﬁ%ﬁﬁé/ £77 anlob sdclifty dréfiles 180Uy uABARLat Rt memory.
when specific applications that require keyl ogger
protection are active. The keyboard data exchange

e rIdwElDb@ipp%c‘th&DﬂthPadﬁi&Maf l@lylogperPacte@fon\haéch@Misms employ anti-virus
npl enent at.i on nodel s

a standal one k str
detecyghaes oo S0 Sdieh Klgge R AP HoRe B g Y compuer
virus b &ofi§, &Bﬂag@ieoﬂimd&)ownﬂfo bt akteadpt kceyxsbigalee magmg &Eﬂb@‘ers harder

to degerrs{ c;)/rg)rﬁ(é ?{%wgrﬁeglﬁ %{: 0kesl yog?yggglg%rgsaggg gbto (pﬁ?,ces es avallable in the
end-endryive fopamaueg system &tqap'dsd tam eotroatiify Kelygrdkey srttens& bs the end user
n \Y U r . .
T
an aligrmative gnpdoacﬁ,otihe g)@gn@devermgag@egéq qxlbiwgesg@cmé f¢nged or unintended
keyl(%rgblsé % c&%ﬁug @ﬂ:cg@(n)e Bétt rEndefVifi k&&l&‘g%Yngt J}Qka%%n $HERc AR when

non- exi st ent appl 1 ¢ation shortcut menu options that
necegplyl be silently dropped by the browser 135 when
confidential data is input by the end user. The
l'ication ponitoring hook 250, which in

ap
B GETHB ATORUeDS: P KEYRoprd iRt pvipg drdtes h4Q g trosted. The trusted
dnvemiduiger 23®validaice tHe cuasntwliioer tm&ykey@aﬁ@@acmnm a bacure hash,

and/oéﬁ lll %lgg%%trasl?szsg ts?%}g dbon }O{t&t%ts% gq\igg%(? eb/%e%%('grg r}‘i)s, hashes,
and/dralie likeh AMBdn the kéyb@hrdoﬁpm elbvaveadﬁveapm is a:aknm $t.abetsn the list of

mat i on J ncl udes plica oC
truste({] arng}én nté'%sttedv erlvtexésk trust%? aRb Ver man%% 2336 L9 t%%x% ?W‘:'dr permanently

replae@thfe ugkmoptn driver bffLiwithp tlmsted dlsmmomlbly@atyafor the\duration of the data
emh%ﬁ% %s apd invalid application keystrokes, etc. |In one

e nment, the keystrokes generator driver 235

determ nes the keystrokes to generate. |In another

e QEHATR BinbodiRRnAPREWER e ABg g8 InhPEdpiTe RORKoRRErom any available
OSI levéal b)égzignsing from keyboard input device driver 140 to the user space application 145.
Since keyloggers invisibly and passively capture keystrokes, it is reasonable to assume that the
keyloggers (unlike the end user, end user application or remote application) cannot differentiate
valid or invalid keystrokes from keyboard input devices. Accordingly, the keystrokes generator
driver 235 can modify the sequence of end user supplied keystrokes. The modified pattern can be
application sensitive, such that it is only generated when specific applications that require

keylogger protection are active.
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the application status and determ ne the keystrokes
for the keystrokes generator driver 235 to generate.

wo poopnigdwcer consuner node, the keystrokes geneBCEHUS2007/007994
driver 235 and keystrokes del eti on hook 240 contro
keystroke generation and deletion. In one enbodi nent,
t he keystrokes generator driver 235 may enbed
identification of the fake keystrokes within the
keystrokes data fl ow (i nband node), may be managed by
arTiedtegborad date nmhahgeeqndsmxh pagedtions may follayadncoef various

1mplém%§0t§t%§1|rﬁ]&ieﬂo ggn& gégg{ %gnera?d'r dioYr ﬁ?ﬁlleiﬁyapﬁlication

I nati on b ontrols.
monikaipgthook 380 Gealnétlpmmhdﬁ)komabmswes pprlceaterdrivdr 235 and keystrokes

delettfaﬁ ehupr? KaPlith BP@+:%@L§p@1@at§ﬂ%6rrdoﬁnQ bk 390 (bx%ah@ér l.685uffer mode).

ast poss ['evel of the keyboard 1 nput
processing flow shown in Figure 6. The execution point

of IntsRAdKENShbaK & l@%tﬁikb@é’en@ﬁ% d%A6r 133 RR&ERS FaKB k¥ystrokes when

contradictory to keyl oggers inplementation
the keystiaksanRidy WhTEPsaieedin ke Rrefoped aforreramplar the kgstrokes generator

drivek D lW&an%’eﬁS@&Sh%dfﬂeMo?Emeﬁ hs ﬁ(lﬁl @é\f@érﬁjﬁ Elgczb shgrtcut menu options
circu stro el e

at gt et et Wyt 55 e Son et Rae T BRI S wser.

The applivaion28mitoking bdidk 150ewhiahk én k:eysﬁlfodkMt atag bp |pm ofthedtart/stop

tnggerymoJllx?e 5o L eetgltnl)emes W, enl{I‘Sl eﬁc g&el Cg{?k 6;)5] f(l S%er m\,{édo tg% ﬂ;'otected

Fequlring renot &)
based omllegdrrkneylsplmhes stmssrmcywbngftheekeystlrcﬁl@ bAommemgausoga lgst of relevant

apph(:zﬁ%?‘l%kamsé’nﬁ)m ch\%ésl?hce Cp%hge{tlogr p 9%( F{) EJ}?en?P&M text input

nti oneda pro can use s ggers to ose
frame (oygs ¢ mkeaéloa&paﬁwtml ipRMY ©1 Begnspeciis desaanwtb vplidhanssigvalid

apphlzﬁﬁ)ln Lk@?s%rokég- btcSUA Bltne ér(\lgd%% Kth& ge)(sg'))keﬁ%gﬁ’érﬁo; 8&vef B85 determines

user | nputs confidenti al ata eystro es
the kgystrakasitp gerpratg.efn angtheg embrdimens, qha R%Pl}@é\}%“t mpRigginghopk 250 analyzes

the aﬁ;nlchﬁa/x{ QBG5S detdFniRAhERERIrYked ¥ tRE k&YstrSlad BB erdtBEdriver 235 to
eyl oggers to |l ose data. (3) After the end user inputs

gene@inf i denti al data, the keystrokes generator driver 235

generates fake keystrokes to overwite any keyl oggers

d é)ro &?x:e cgg% e?‘%dgir tgs &1: G aul%eessgegprgtol‘( gx¥\|le9g9§ zrn§d lzeglstroq(es deletion
hook 240 control keystroke generation and delctlon. In one embodiment, the keystrokes generator
driver 235 may embed identification of the fake keystrokes within the keystrokes data flow
(inband mode), may be managed by an external controller such as the application monitoring
hook 250 (outband mode), or may employ a combination of inband and outband controls. The
keystrokes deletion hook 140 can be implemented as an OS hook or application-specific plug-in
installed at the last possible level of the keyboard input processing flow shown in Figure 6. The
execution point of the keystrokes deletion hook 240 is operatively contradictory to keyloggers
implementation requirement, which attempts to be at the earliest input processing flow closest to
avoid being circumvented. The keystrokes deletion hook 240 deletes fake keystrokes generated
by the keystrokes generator driver 235, before the fake keystrokes are processed by the protected

end-user applications.

For keyloggers requiring local or remote keystrokes disk storage with limited keystrokes

memory buffer, I/O blocking logic (possibly combined with either or both of the above mentioned
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It will be appreciated that VPN tunneling is a
wel | - establ i shed concept used to authenticate access
WO 200a/14%9mdt e network with private resources, tBCT/US2007/007994
provi sion access to the renote network with the
private resources, and to secure the confidentiality
and integrity of the private data exchanged between
t he end-user device and the renote network. VPN
tunneling can also indirectly prevent access to other
apprqmobésl) carr eassuck keyloggprarallésg kaystreRes datasortnaalfuneti@n dInesxample
mccss cfu% Further, VPN tunneling nay be used for server
P atfenficati on (aut henti cating the transacti on network
12(0) arfifart O Wodkamg aut henti cati on (authenticating the
us |
eN(d) US e f&%\mecgndﬁgj.@% inpufE DbridBEH o qr.wéysg&oﬁa@gﬁa&s; drfver 235

pre ents tunne I ng, since encr t'a cannot
geneppesdafsdensirokerie filljmiseyloggersdimitsd mpmaty Beff%n qr gppsae the keyloggers to
lose ifla.@ Predeterm ned set of resources w thout requiring

net wor k revan'p Thi s predeterm ned set of resources

cdd) be Aftenibpichdpicsinpyts copbientialdatay the keystrokegygenerator driver 235

genefa@sk TaleARstidkes RN SleHpite afeNéylchgdRFinGRA nieBH BLiffeti CRGSs the
before t S?VPN tunnel is established) and private

keyl‘?@%‘ﬁlﬂ‘?@ég fesourced that the end-user device 105 can
onldy acsiesFOMlIbcking. he VPN tunnel is established). For
certain enbodi nents of the invention, a VPN nay be
val ued to authenticate the renote network, to
priowils bo sapraedaed tlhoVPNeurmatiteistaiVMIEmhbﬁﬂwdtcenmt wyed ko authenticate

acceds¥S 8 Wniéte he&v%rlp{yﬁf{ ?ﬂgatgﬁ-{éﬁ ﬁ sx&q lQ&:ressr t§ g?ef,\xgﬁgte network with

resour ces out sl t renpte net \
the pamate resoenasy prd torsecurn ﬂ@gaonﬁ‘;enmhw led eaenitesicthe ngente data exchanged

betw@&xt MEERY-HAL al VO zﬁﬁ%@%‘i@ne@i{&ﬁ @@"fh’ Mﬁﬁéhng Qi §1S0 ﬂﬂq'ectly prevent

the authenticated renote network To authenticate
acceysdprpther m@ﬂmwurcfﬁ@ﬂsmﬂh@emsahlea@ distend deeriicer Further VeN

tunn$lfn@|?§@qel u3bd f&%&ﬂé&uﬂfé&xéﬁ@ﬁl%Ehe%ﬁ&tﬂ?ﬂw&bﬂn@&:ﬂbh ﬁéﬁngak 120) and

renmote network (e.g., the transaction netvvork

)

for clmt ﬁghafﬁvab?rb@eﬁ'ieh%ﬂm thgepd-gter ARAFS HS)- PRisipmnel encryption
mdlr_Ecﬂi&@iré\Qﬁféhﬁrﬁm_el HijacRing! dlﬁ‘(ﬁtdn&gpt@dl datd eaxaﬁ)hbey@dfed va tunneling may

I I rectlyusing exjistin u rastr.uct ur
be usebia ket € feresr stmPRL B et Bpbant e eBepupvame.
This pedeterined st bEresbiacésiche fé a tdymh]ﬁattdme)f@ablac rexairessgeg., resources the
end- isgb(?evwg?lg)rsaux% g"%“}é‘%}c Igctéclﬁzgsne (prg o3 Y}gbl\l nne nxg gs gllﬁgsg ﬁ%ec?pnvate
resowgegs|(wyowcddethatahe eralger ﬁﬂwel@é cen oy tamssaafteh mvmwn@d is
estaHiiQﬁétd?.r’ e.g., using Diffie-Hell man key exchange. This

key

For certain embodiments of the invention, a VPN may be valued to authenticate the
remote network, to provision access to the authenticated remote network resources, to prevent
access to all other remote resources outside the authenticated remote network, and to ensure the
integrity of the data exchanged between the two end-points (the end-user device and the

authenticated remote network).
To authenticate the remote network, the connection agent 130 and/or transaction network

VPN manager 250 may authenticate the remote network (e.g., the transaction network 120) using

any predefined direct or indirect trust relationship. Authentication can be achieved indirectly
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exchange process may be integrated with the
aut henti cation process as a single phase, e.g. Perfect
wo-orasd4Becr ecy. The transacti on network 120 PEE/USZRE7/007994

the epheneral key negotiated by the key exchange

process to ensure data integrity between the two

end-points, to verify data integrity received fromthe

end- user device 105, and/or to generate nmessage

aut hentication code for the data sent fromthe renote
using eistinglpublic keydnfratugaisg (Pé(é),mg@agtggl’s oeglige_ctly using a predefined secret
kﬁyhmssage-u gest algorithmb5. The sanme reverse logic

applies to the connection agent 130 and/or transaction

networ k VPN manager 250. The nessage aut hentication

COUS efsait tAE iritdlRRNOf the dhth eRéhahtR, shedr tent@tanGRidn pRasg, the
| PSEC Auth nwhgatlon Header) g& out ban

conngetionagent;l 3 [kiket- (el “Eﬁ’éﬂ'i‘ﬁ N maRager %#’ﬁﬁg’ emp%y a Key exchange
procgsldtvh&d’tlhdt ﬁlﬂhérﬂﬁatﬁﬁdoﬁiaf @.gl, rmtsmg rmtﬁe N&lmdni mtekafanganrmekey
ecouplea |1 n I

exchB RSN b WITRRLRRD M tion fibbest B p pReleplase, . Perfct
FonMRi\lSédrm:lye The aand@etncas:teasbbnksllze thaly e e\vthe rphdngerarkely negntiated by the key
cxchar(lﬁJ p%gce:slso t% and £ C gart%%\l\q%act\wg’ne ﬁileg % If:xgr:rdg gtgt t\%e gl:y cﬁlga integrity
recelendjfrgme;he d&iwscedem@ leﬁ)ﬁdard/cs@q %nerabferhf:smget dmehenumh ey for the

' ' I I .
S LB W B0 SO BB o 1051 BB oo 5
The samerrevirsrgogisaprliesdathesepnaestion pgenet apfléon tragsactiqn network VPN

manigeaﬁd Ortier}L@ngggta\id{éHt@&lﬁbH SodeaR BE {&Bﬁ@@ah%bﬁﬁdia&fewa%ged e.g.
tunnel, then ased on the source and the destination

IPSEGRAuhgntication,Heqds) ar outbpnd: (eyg. ’t‘l‘?“‘l%ééjé‘g@'émé’ﬁﬂﬁ‘éﬂ‘f‘ia&‘%‘? ¢ignel).

code the tunneling router could route or |oad bal ance

f ﬂLflc to.di.fferepnt authenti, ation Sﬁ yers tg
&3 thentication ?’%‘VP ey ert 8a‘k5’i“é\9% f deqoppledin

implélﬁﬂiﬁitﬁ)d; B&OMhEY fiay bt perfaraied ®9ﬁﬂdbﬁexﬁlgﬁm:ﬁ1tiﬁ&0 Fon etamipla/fthe VPN
tunn% can g% Sﬁ'tazbglé(ﬁ o q{ee ({']tése{ eq'h % Bar nel Rgario Jdpcgted
tunnéorpuentse | A{uthtmaﬁtﬁommﬁy bopdrfoemed bmwam the md%ﬁeMc\kcelm and a server

1 e end- [ vice p‘?{! nd
behl?c{)J trl?% Igl.rnéxgﬂlggr%ﬁé glgc A a CI:I% ggxg ? gl%n ?g r&%g{gg oXl Qgcagsulatlon and
decapswdatiog, @d@\i@tﬂd tmm;éss rauter gk peyfomrit ¢f@omontdy. rlésetﬁcoetsgma checking
is pepﬂongéJ ﬁséad%%{e Rncl fliréii BEs%H 59 a@ sohii QE& thmaxst&snw%ddﬁcss of the

Vi rt ocat ed he end-user devi ce
trafﬁfo'eth rawamraum?g?@é@n §pdee Q}eés@ehna router pepldEgpther lgadhplance the
traffichio Biffekdnt MdtherdtiBatich RHeRCBpedohPdRAmRgaRHesBRg deVi Ce

105 to access the renpote network resources, a

end- user devices 105 can be grouped under a common

PODb prbedtBeadslicasmot. redatde, Uk donhésioh agéﬁt 930 dnd/orgMe fanager 250

may %%tlglg}gsh%arég gl?)fglsérp'es G e“'r o utﬂe erldE)us%rd evnec%slsg to e trgrexsalélfcl'oen nettwork 120.

Conversely, traffic from the transaction network 120 to the end-user device 105 need not
necessarily be tunneled. To provide access to authenticated resources and to prevent access to all
other remote resources, a bi-directional or unidirectional tunnel may be used, a virtual IP may be

allocated to the end-user device 105, and/or ingress or egress filtering may be used.

If a virtual IP is allocated to each end-user device 105 to access the remote network

resources, all end-user devices 105 can be grouped under a common pool of IP addresses. As
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the end-user devices 105 from being routed out of the
aut henticated renote network. Ingress filtering may
woex7heipossi ble if a uniquely identifiable vipeTak200P007994

address pool is not allocated. In the case where

ingress filtering is not possible, egress filtering

can be done after the tunnel decapsulation router to

ensure that only resources within the authenticated

network are accessi ble. There may be one or nore
illusteheddain|Fig. 170 ingesss fiftenng df¢hgso wirtuak IP\addiesses carFbcaeidd ésprewent data from
the eﬁ'l-ll%eg gé‘ﬂce%%‘s fhoth Eclf']x?%ﬁ)u}/ed ol @fl thé E icited réifote P&work. Ingress

routed to these d rou ers. Tect] ona
filteringmpayi iot e mlbﬂfelf ganiiuely identifighlg mrtupl:ipeﬁgldfeéggoql s not allocated. In
the cééelvafeﬂ; ﬁgrespﬁﬁmes hdipoMitit, tégles; Pnaﬂ%rchﬁ e USndHeY the tunnel

routable wth he réenot e network exception may _
decapsalaginp Fayjado ape 'thh'ém&x Fesqrares Mpthinythe @uthenticatpdingtwprk are accessible.
publicly routable I P address belonging to the end- user

devi ce 105. Wen bi rection unn

t hEhegs may by owrafawégéﬂa% r%?fa&re S50 g#ege%{ﬁl’ SABeRLS  data
sent ®NE&p vithal P 4ddecssl afag bé i’(ﬁiiﬂdtlbelll(dse dethelt RRten rBi-dife Koriad tunneling

user eV|ce 10 unl.i ke t t.un .
may hoBesiaLf YT Eeh 1P POUES olospepebebtunp ottt TP addyeys iy pyly routable
withifi@he e n® teCrietw onki mxmmeﬁti'oﬁ rrtayrueehxpdﬁyaﬂ evhentilervimial thaddfése used is a
publlcﬂlnr?gtal')letlgag%rgsgscb%a gmﬁ %he e cé—useeﬁ' lél\ﬁgee ?(;]53 e\)volﬁ‘%kelln- {fgn(%nal tunneling
is empinyaph,ghé wirwaldRcddiessee Hefddt mulsacdantepcapyelawriae datefrom the remote
netwg&\ﬁa fto%?? l.amir l? ﬁéﬂ& VOSOfUrfh!ﬂg tﬂe%ﬂr'ﬂfeh déctagéu?atfog Q\It%th{]stateless
ecte VI a eep al i ve nessages sent rom

the de@nlm exéro prrageintain e tiineletatt informatingli Feaupgel sigtetipformation may

mclqu frRUWAN 1BUb Sirfual 1P Asgbc@'ﬁi%n %MQhHEQ&’deWé@ 4, it81ehcapsulate and tunnel
otocols can reuse the | P address of the end- user

data [refite the P04 WP ICHISE RO B G THRIEPY 1P CHBALUAIC {nfpmpatiop may be effected

via kB NIRR Mndsbpe &5t BRI thélEdAn6Rioh@RermNJ0 Hitec IS ARt @ loQRe default
router) and the application |IP header (traffic between
routef(§h end- user device 105 and the remote network
resources). If the tunneling protocol can reuse the IP

of ythe end d th t
At SR8 BRI Bk SEHIAAEET o PR Bl e BUPE Bty covic
105 foy béth ¢her tenaxtl 8P hepidwo(uieffivebe vbenuinnedaseadeyice| 105 aormhmdlecmgsulallon
routeﬁga;ﬁ:?\g%(zlpﬁggg% h§p %ﬁ&ﬁpﬁg f & ?Ja?éenatﬂé QM%‘P deJuQ:el d’Seath% remote

provi st oni ng nmechani s
netwpik rdsouiage).- iIf thy tﬂlrmghng xzretpcvli qan geyise (e IRagdross ﬁéwnfdcnser device 105

for b@tﬂ%ﬁrﬁﬂﬂ%ﬂh %@H@Jiﬁh‘éaﬁﬁﬁﬂlcgﬁora birRG] afPeprB'!;@oﬁlﬂg'Byttﬂer}Qmote network

device | ress as the virtual |IP he renpt
may ReRRsEEssay r tirempupngdexiced? gAdises rgwlémtﬁavnaéféhm%@te network

may bde thd GirRBPYR6VisiB@YE GRchanism to decide if a localized virtual IP may be used for

application communication or allocate the computing device IP address as the virtual IP.

The remote network virtual IP provisioning system may determine if the end-user device
105 is behind a Network Address Translation (NAT) or Network Address and Port Translation
(NAPT) router, to determine what application communication IP address and tunneling protocol
to use. By reusing the IP address of the end-user device 105 instead of a localized virtual IP for

the tunnel IP header, bi-directional tunneling can be avoided. The application traffic from the
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105 is behind a Network Address Transl ation (NAT) or
Net wor kK Address and Port Transl ation (NAPT) router, to
waledoensime what application comruni cation | P apPdf/Es®07/007994

and tunneling protocol to use. By reusing the IP

address of the end-user device 105 instead of a

| ocalized virtual IP for the tunnel |P header,

bi -directional tunneling can be avoided. The

application traffic fromtherenote network resources
remaigyetyarkgespuress may e gentglireetly te the- andarsergieyice d 05.0Thusywiggal 1P
defalit Folukti(s) dofendfisaldlelthé RIALR trafiic hd) KNMARSWaRf.€ the return

traffic nmay be unnecessary. If 'the end-user device is

behi nd a NAT or NAPT router, a unidirectiona

t I FRSPedlusbiCdeRlcetis BeBld A ARTR NQOEH rolifedta vingdiPdeiorddl Ghansport level
NAPT friendly ma

/ be used. Insteadq of having both a
tunnelipgpEptoFah A AR T 2AE N Tafsisndly ﬁtai‘/??ﬁ “F‘FJ? H@%{a@ref%h@s goth a tunnel
IP hdiBt an@ af ab;lmoaﬁien lpﬁmdae?ﬁmae Jd}&eWﬁ?)ddﬂeHngbm| The(:j uxgdifrectional

transport |evel tunnelin rotocol may be inten r .
transprd o BETTRSnE o9 4oL Moy SR FReHISoR R PRI SRL G748 i tip gnd-user device
105 fohke resiond ietweaikwietdpsdietiaputeat i on router. An exanpl e

tunnel i ng encapsul ati on procedure is provided as

follows: (1) The end-user device 105 generates
apph example fundeling aagpsalapbn prtédure is pravededas fgtlows: | an

gg{igl c afﬂc%dlu.gcxdc@vﬂ:g rl@%enemtées%})ﬁg&ggn aRe Iah% %ﬂl{%ﬁ%&ﬁp header (i.e.,

tagramis sent to the tunn river.
an appligattoniIRga@eramdr i nserts the original destination IP

ad@. es STehppbliGatioh 3P 3R hmNeaseto the Bhfell Biver.t he TCP
option field) or hetween e transport. header and the

r th port. h h
ap) i catheghngshipe gever ipseyts thsoriginghdastinpsion AF gedressdp thgdmagsport
headbhfeldl @55¢.] tABTICPbPHiBn B BSterWbdnlihd Rhshdit Rekdees the agpiation
renot e network decapsul ation router. (5) The tunneling

Paylepdi ver may set the | P header type-of-service field to

I @) catFhelthigndling dgvéaiteplaces AraRsidatbeIP addégss Wit the IP address of the

t unnel iknc%_drilvgr adjusts the I P header total |ength
remole, Y RX BRI QLR B¥'S'P header checksum (7) . The

en@Gaps ul‘l&t techelliRg da't/a_gnay’se't the (R kmslm typedf-sefvicefieldpd mdicate the
datagtxglplqse&{cggsuga%:(@psul ation procedure is as foll ows:

(6) The tunneling driver adjusts the IP header total length and re-computes the 1P

header checksum.

) The encapsulated IP datagram is transmitted.

An example tunneling decapsulation procedure is as follows:

1) The decapsulation router checks if the datagram is encapsulated, e.g., checks the IP
header type-of-service field or TCP option field.

@) If the datagram is encapsulated, the decapsulation router replaces the destination IP
address with the original embedded application destination IP address.

3) The embedded application destination IP address may or may not be removed by
the decapsulation router.

4 The decapsulation router re-computes the IP header checksum and adjusts the IP
header total length if necessary.

5 The decapsulated IP datagram is transmitted.
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(1) The decapsul ation router checks if the datagramis
encapsul ated, e.g., checks the I P header

wao ypeAdfidcervice field or TCP option field. (2pCT/US100E007994
datagramis encapsul ated, the decapsul ation router
repl aces the destination |IP address wth the original
enbedded application destination |IP address. (3) The
enbedded application destination |IP address nay or nay
not be renoved by the decapsul ation router. (4) The
decapsul ation router re-conputes the | P header

chegkSHReARYE a.@ln&h?ﬁeﬁné Bx%tdcﬁ’l J&ﬁﬁd@ ﬁmw&ﬁw ERdhhto HCP or UDP port

necessary. (5) decapsul ated I P datagramis

forwandings yithew dheerﬁsé &frrrfbw@abwlatnne rQuieTrie KeaRgiase oft Rasgip IP address
mapﬁﬁ@b&'}f%uf‘a‘ﬁeﬁ i foRtiohY SeHnfddmatich it CtaPsulddb¥inRBE tunneled datagram.
forwarding, w thout the need for the decapsul ation
router to keep state or port to |IP address mapping
C OIfftheDrdindtel &ﬁvérﬁfpﬁwﬁi&ﬂlﬁmsysﬁﬁﬁcﬁhni vehif thtth®f@afifis from the end-user

oo SR T g ISR BEF | b B L) o

usedi Maé IF ef tflé emd-tidze devick 105adan He vdusel fbf)Eothlid tumed]l [Ihkeader and

appliP%ilt-)l%qP hﬁa ?191}‘1? s Egcpn nﬁtéll Bglerp rpor%toc ih Em??]ltéd tgar?g_c can be decapsulated
by steglardc mutefbarcizhe tpenotenswarkfresoulyet bant disctiyirephy to[the ¢relau$elr device
ader using standard tunneling
105@?@“§§g#ﬁ&$hgﬁ?ﬂ#ﬁg d traffic can be decapsul ated by
standard routers and the renote network resources can

di tﬁ%&x%eﬁ@emet&v&lhsn a{a@reuﬁ, ncaﬁsms ,f;le%’ilcwphb@wg HTTPS) to be
bi -directional tunneling di men t he |nvent|on

usedémeiencapp Mithdhs YRodize erqcb%n% e?sya'qudwrec'é tqensungpripagy of
confidentR@® data ©qthathis, GRE EdHBel a%nvulﬁdﬁoa Berdchpied dnaGnBREAE &dia

desc |bed her ei Q sure vacy .of confidenti al
exchapge fhroygiyhe rne| [ rbRetedie salhpiobe deeveengregisey Ay
confrlBstial agBGhstpddast nekAhtainteadnangtor Adaleglyptibreoveriivad ifor allkdag in a VPN
uces encryption and decryption overhead to only

Tdential data, instead of mai nt ai ni ng encryption
and decryption overhead for all data in a VPN
ar C: |
151 lte% &grb?oc{( dla%g%l’gllglsiéalan Ia\t}%g?&k g* ?g‘g?&a é rr%lgs{e g%tf&g a trusted

netwndct nmuswlpn éﬁ@ﬁbmtb An (ﬁmmt banking pertdl in @egvedanpawithag embodiment of
the pPREdt@hventin.accordance with an enbodi nent of

archlieg

As shown, in step 1, the end user accesses his original Internet banking portal URL via a

browser 135 installed on an insecure end-user device 105.

In step 2, the existing Internet banking login page detects whether the end user’s browser
135 is capable of supporting TNT, e.g., supports ActiveX controls. If so, the Internet server 315
displays the Internet banking login page with an additional “button” for the end user to selectively
enable TNT security. If the end-user device 105 cannot support TNT, then the original Internet

banking login page is displayed without the TNT button.

In step 3, the end user clicks on the TNT button, which causes the Internet banking server

315 to download the install agent 182, e.g., an ActiveX control, to the end-user device 105. The
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the present invention. As shown, in step 1, the end
user accesses his original Internet banking portal URL
wor@7addisowser 135 installed on an insecure enPETIES2007/007994

device 105. In step 2, the existing Internet banking

| ogi n page detects whether the end user's browser 135

i s capabl e of supporting TNT, e.g., supports ActiveX

controls. If so, the Internet server 315 displays the

I nternet banking | ogin page with an additiona
end-usprdeving'1 06 genfinms thatdheinstall agens E32%0is digitally signeddhyethg kank, which is a
trustéﬁ%%'b%&he érL ﬁslaied&% llégerl'hg €x¥d &S%BMQGCI%QQBW§ HERR{S{Cd install agent

en the original Internet banking |login page Is

I&Z@FSﬁWSyed wi thout the TNT button. In step 3, the end

user clicks on the TNT button, which causes t he

I nt ernet banking server 315 to_downl oad the instal

adentepfigthe ipstyyl agenh 1 82 gstaplisher YPRGpnng] ¢ § predigiied lePé\‘ server 320 in
the bdﬁaﬁg:&rdee @anmdeusaishé@p&bmn&@wmiuem&woh dtedbkiRls. After the

|nst agent ,182 i s ned by th ank,
VEN e sies BB e ok e s ok 1 A S S vE TP LB Mo the VPN
servef B20. e'nh‘ht kS e dﬂﬂ-\ﬂs&&icﬂzﬁE 165 ls@i@oﬁﬂ'ﬁétcﬂ iftoft e résnsf tAk Internet. The
82 ta e ut e, i n
VPN@% ‘b? %]0 (ﬁég %56“(@&"{“?\%?3 Inettwé) ﬁgre f)d“é%ﬁéfacce sd{"vr?N @eger“\gé“rs &evice 105,
That 3 Onliy metvrnak loasoiic ey e ge rtheeinteingat barkii weldsiey tegbired foe Enternet banking

trans%{sﬁqgﬂe%%e\é&!sﬁyl Efﬁl%'eﬁé‘hke% GLefentials. After the

unne is es I shed netmork traffic from
the end-user device 105 is sent to the VPN server 320.

Th@tstépsj t}Ie@%cﬁﬂQ ehbifd 1'88Y BG@M%Q@d'o@erth? Wﬂln %r(rr%q vhifhQe security

the rest of the In?ernet VPN server 320
engirgej I7dy) 4pphﬁﬁwag%fé<°n'emww%%@@ubed§§d &b%@é@id@ﬂ’eh%yo’l‘%fé’t required

for t}f(%nﬂceﬁﬁesmﬁtﬂig thsac¥ion add'@lprévent QW ¥ppREIHMAE FromAsiiy ¢xBSuted.

g the Internet banking web site) required for
I nternet banking transactions are nmade accessible to
t @ step @ 4% thetid iuE& cbﬂﬁletds allThtemebbankii@ taasddkibhisyand requests logout,

.engj ne 7 i s .do over_.t he
the 3L ) B AV 5 CEP OBt aainy | The ol pdsat st ebraggusty
exxsu’iig)aclli)\&: TISEdessionsigspeethegpbiiyanginnd 7T ahd teginales thd YWPN tunnel
er.n t ban %ﬁﬁi:ransactlon and to prevent new

bef”“ﬁ?’m% 68?1%“ NG &xecuted. In step 6, after the

end user conpletes all Internet banking transactions

anlaﬁ'irg ggg g%ﬁ)clé?%%%hllﬂxg&dn @*\vorﬂgﬁ%lﬁg M:v@ %effect a TNT by

nst tects t

an engrysgl dayinieif08 W%lta bagking ppyal fh ceesngonanagedby the epdaser’s ISP
netwS&H40] indacEtFANRE whthan etbddinRn b MNAE £ sdnk Brv¥itidnt YR BA embodiment,

the end user’s ISP network 440 may provide TNT protection for multiple transaction sites 120.
The network system includes the ISP network 440 coupled via the Internet 450 to a banking
server farm 445. The ISP network 440 includes the end-user device 405 coupled via an intranet
435 to an ISP server 410, to a VPN server 415, and to a VPN router 420. The banking server
farm 445 includes a banking server 425 and a VPN router 430. The VPN router 420 of the ISP
network 440 is coupled to the VPN router of the banking server farm 445 via the Internet 450.

In step 1, the end-user device 405 accesses the banking server 425 via a software

application, e.g., the connection agent 130, that enables the user to select from multiple specific

URLs of TNT-enabled sites 120. Upon selection of a URL, the software application is configured
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before ending the install agent 182 process. Figure 4
is a block diagramillustrating a network system 400
woep@ratdiive to effect a TNT by an end-user devi PET/USH07/007994

with a banking portal, the TNT bei ng managed by the

end user's | SP network 440, in accordance with an

enbodi nent of the present invention. In one

enbodi ment, the end user's ISP network 440 may provide

TNT protection for nultiple transaction sites 120. The
to dirvet the blowsyst S ithecieleded URIe THsHisnef specikic URLsquaydiegdstalled on the
on-{eGb A% 465 1P 7 o S SREOUR S el B 1P
Altemaiyslly thevind-user davice#06 may3gvigase diredtigpo therhanking sarger 42§, possibly
via aam'ic’"tlﬁt?ﬁ"’ fbmiie snteaﬂ}gseBQd By Wé‘isf’ QivEr41620. The banking

server farm 445 | ncludes a” banking server 425 and a

VPN router 430. The VPN router 420 of the ISP network

4443 s'teZ) L AU AsérQeleb8 MEDRE SFHS rtraaéac&&enéa@mkl 179 1§ eacmrwuh TNT

farm 45 via the Internet 450. In step

protegiign cEhempgnertion 289y 1 esaplishes agralispary Vfé%wweléheal P'server 410
The mothil Wadre 18P Rl dosaldadéd frémGhe Islphervemrmqat oher ta.g;&rdtsoaﬁs dedlcated to

oy PR B34, T 5 o MM PRl b o

agenURlZ is tltgetanyaf;:gww thf:) 8B @ater @ 00, ivéhichain b itgsted Hy (hedelnﬂﬁlsér device 405.
The ende usetf' [ Q3 WS &l O% aﬁows Bhe mstaﬁle%ﬁ%fqtt 138 tc&J eR)quﬁléteenge blgéarll a cnti 1 é% may be

embe’tﬂsd whttllmelatesﬂPM@resnes afithe B Taamabled bites oo Y Pﬂ\hs_ermfr tiadependent of
DNSﬂ.%ggtengrz?Bgfatlbt$ Belé%so K a]‘:é'}g § g{cpg%'lt sﬁL)y ThE }gg ild%¥F the end-user device

I Cce I Ng server
105 mapgbe mqumyy &/ingtal agegr IBIbmtb(t}pr IPfaﬂ@rmsqeﬁ@ gpy@?URL redirection for

TNTH6SEEA Gibs ke thﬁN K églsglf%;)g.ﬁén? ¢mgddto MEPNE.mdrd Eedilggadgrgsses may

user sel ects the ransaction networ

be coptroledbx\the ASHrervesAdP e & trassaction aetvoHNERD: p-6n baRjdrg serveg 425, informs

the ISB keHRdri43 D @heReRF ahangmartye I¥RYdMEde of Reb {ePRrS 8EME (indddd.of
nt .1 is downl oaded fromthe | SP

The i n tall
depeadipg gp %i‘@eﬁ(@gs&f’#’é?s trusted source dedicated to
supportl ng TNT for the banking site 425). The end user

ce 4 nf or st al |
ai 150 3 ol iR TR tabToes ARV S o RN v 4T wsing
prcdtﬁnﬁdt\ERN h;thctdmeatmmbretk:enalsi specified 40the IStheeremd-webgrage (from the URL

selec%?i h%?egigls 'IﬂL l\/%‘ﬁpau}l%gmbeﬂ%k %l’éderﬁ%?sg%e ég Eel?)éﬁe% td%Or each TNT

sessipPtoaagslrciate the sg¢¢1ﬁ¢1@1dTwr émﬁsl‘léé tasaacess thy bavkmg§ewve42§ even if the
end- &éePG'&P&VKiﬁfil hﬂﬁeﬁ\éﬁ ﬂmqtiﬁ rdUt&P @'g%)!a%rﬂ)léj eleAYBN (Mgnpm%nd could

security risks). host file of the end-user
be thgsyhserberdSP pegyidise e’\ﬁ’p‘b?ﬁ't %ﬂw 08 HEAT addrass|or spf@ppten pyne (detected by
the TMT ActiiX ¢RtRHA @HSEINTRitd EME Mlowdthe IFNehRE UL O Rk down the

actual end-user device 405 performing online TNT transactions if there is any audit requirements

or to “blacklist” an end-user device 105 (instead of the end user who can continuously change his

login credentials) that regularly posts false offers for online auctions web sites, etc.
In step 4, after the temp VPN tunnel is established, all network traffic from the end-user

device 405 is sent to the VPN server 415. That is, the end-user device 405 is disconnected from

the rest of the Intemet. The VPN server 415 (or a firewall) within the ISP network 440 manages
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TNT protected sites due to DNS poi soning. Any changes
to the TNT-nmanaged | P addresses nay be controlled by
wo b@7h8R4cer ver 410. A transacti on networ k 120PCEUS2007/007994
banki ng server 425, inforns the ISP server 410
whenever changes in the | P addresses of web servers
occur (instead of depending on Internet DNS updates).
In step 3, the install agent 182 establishes a VPN
tunnel to the VPN server 415 using predefined VPN
the nawwtdile Risbwratd @wnessibbdnnthe endsuspdoiida 403. That ik@nlySktwork resources
server . . LN .
(e i R OGS R B e RENEEE ki R o accesivle
created for each TNT session to associate the specific
eng- e R r i
v, Ry (el STEHERR SR PRI %0 RE WG, insaled
and gyaqutedy UPeing the@ipplisatinp laskout o dyienthe sefupituengined 7¢ Glacks prplications
not rt:(sc}grea YHSEE (G het! er‘Ekaé ghhddctionS BAd Hx%eé‘ntéjféw lissnMhem being

address or conputer nane (detected by the TNT ActiveX
execpigfht Pgey TNT; ppigetionmrgchanisas mpy also be pisgs Tihg drapggptionupefuprk VPN

mandkbP2$Pestdblikes AOVPN hinfelasitHRE VPROschaepr15levi ce 405

perform ng online TNT transactions if there is any
audit requirenments or to "blacklist"” an end-user
demi st 6, @ VPNSERatk 1fis Héioyedd To easurs\Ba@wok security over the Internet

ont | usl e his l.ogin credentials t
450 R b etk B30 Bl b B ey BEE R Hebinkh VPR anngL oy be
estatgishegisheneéen. thé ISPSteporkt 44@ htdthe bakingsepvevARb, teginsingithe ISP-managed
VPGB Bl AR YRGB Bl A, Gl g e
routernbetwsay the E87 peswatk#40xnd ithedenkiag severf42d mm hyaskttrafffic to and/or
frorn::/\tﬁtfe ﬁr{cﬂltxéﬁ 8&ice JHS.e 'I)}(E;M &eﬂlg% tl&:]b%nﬁigg sé}vér' JZg\e@l'nla)lage additional

In the ISP neﬁmo(& 440 managest he network
netwpgsssowrity polieieryithip|taeipgwn petwarkpn jgp of dase rrevidebby thp J3P network
440.1S, only network resources (e.g., the banking server
425) required for the Internet banking transactions
are made accessible. In step 5, the security engine

'17%t s‘ﬂélbdl f,thcnSlgS dhd ﬁéé{ &gﬂﬁlbthﬁﬁls L&ﬁm&r tﬁnﬁxﬂwﬂhﬁ)@dﬁtﬂms a}r(ld requests

i nsta an xegut ed. ing.the. a i cati ockou

loBolthg RSl 456MGLELTS AP Y IBHisT BT FPLe IR R 10 o TR el agent 182

detedi®ihe peibusedisting adtive TINTt 6si@i, rdhaciles thg sbduaing aglinedl 7, amttterminates
vent ew appl j,catiqns fr bei ng executed. O her

the Hinpupnetberrd st i il geentierace™y " ced. The

transacti on network VPN manager 250 establishes a VPN

t uegr%{)mﬁqléllg Qltfgl?e d\)é 'élusst%é}%?{ueé &gscniyéh iﬁtﬂ%pinﬁlﬁnﬁ&ecoyﬁ?%? used in an

server ep. oye _0 ensur e _net WOr Securi !
actug)deployment|of {TAYTH gY aripge alterpative echnalpgias 8o reldavmappley instsad of

erQ?Jka@lgvé@ K%L lindd of PPRE VPRNRRACL VETD), ddnbagkedTY be

Figure 5 is a block diagram illustrating a network system 500 operative to effect security

engine installation, in accordance with an embodiment of the present invention.
In step 1, the connection agent 130 uses a pre-configured and unchangeable network

address to contact a secure network address resolution service 520 to obtain the network address

of a trusted source of the security engine 515 or a list of trusted sources. For example, an IP

28



est abl i shed between the | SP network 440 and the
banki ng server 425, e.g., using the |ISP-nmanaged VPN
w0 02491420 and t he bank- managed VPN router 43PCT/Uk1087/007994
ensures that internediate Internet routers between the
| SP network 440 and the banki ng server 425 cannot
hijack traffic to and/or fromthe end-user device 405.
This al so all ows the banking server 425 to nanage
addi tional network security policies within their own
addrepe bfie trkstech DNSpeofrity hutsesiqns PNGEBChservdn 820 spy bepipedafigured in the
cm“@égm % %gp 7, after the end user conpletes his
nternet banking transactions and requests |ogout, the
install agent 182 is downl oaded again fromthe ISP

Sendp AU cofh& bR afédh 1 3RERE thisiPZaddRELGIEnAde 1the DNSSEC server
eX|st|n active T seSS|on renoves_t he securlt

520 igrygobes theydomain game Phifs sugied sonscarprp IR AtfessH logler embodiment

the xﬁtshmsetﬁ@ 500 siia |dbw@l]ﬁﬂg lidSot agﬁtgcéiﬁﬁtesh @ﬂiﬁbwmﬁ:hltmdafser device
e ar ues escrl pe In tnls venti on

305 wgy “%éqﬁééﬁﬁg % reg of sseEL FRe 2ﬁ5 NT. Various

alternat|ve technologles e.g., a Java applet instead

M crosoft Acti E st ead  of PPg VPN_tunnel
In tep Zg Hsipg thlj:Snee ad% ress qé' nlrla A agegl o llx:)e cormectlon agent 130

establishessxtseatre dgga axmngwwkh thestusterl 5@ 0cn pmvamtmgeletvmrbftxﬁﬁ'wtfrom the

end-gs%g g%{u%% 1 rg)t%’}gifr&‘?ﬂhg ﬁmtlﬁujcgtgé %mntﬂuﬁe@go%Q cg QH(? gu \MTBE %anst other forms

e"present I nvention.
of negwomkdutnisiom andeattacks3Goverample, iy asTCRIR g‘t}wed< slmonnectlon agent 130

may Hgé:l!ﬂé ?%8@@(11 P DRAIR ket ?&ﬁlems@@ EHu‘%ét e3., Y eBure tunnel. This

net wo dress resolution service 520 t0 obtain the
conngetiondphninyg easisesghatshe peyerk addigsfris accyraty (e S10¢ ppisened by a DNS

attacR}) Ghd SssRrk tHAF the ehdl-2ber Abvité VP QHn&Ab ¢RSintehi@éd Sastdliofrce. Further,
an | Paddress of a trusted DNS security exte S|ons

commppgEiEnPreigraf PmBlRYed e o SRR Fd5isss Besp PR gervice 520 ensures
that EsHA@GEdtRR (A fror Itk enldrussit ®Pic2 105 Bauthiehti@tdd, athagaiMe and

130 uses this I P address to connect to the DNSSEC
accugdle-er 520 to resol ve the domain name of the trusted

source to an | P address. In another enbodi nent, the

er 520 downl O
DN{% slt:' > Oma V&ﬁcurﬁ d?tﬁi eexcé r?ag% %sear lls c:\c/l1 %E %g&p REA FOS ({ownloads the
secutiffLengine S8, &g usirerbretocels BkoHTTRer EER.uThd §ccmguml &stddlished by the
conne&xo%t ng%o léﬁiupgs tm%a&%\ﬁ% get@g%lrtﬁé énc@}sel 1c§cr lld)gtaﬁﬁl the trusted

he connection agent 130 est secure
sour@mp aecelmrvg@qrvb@ homhr@nwedsqvem wher mé?—.curemreﬁpéﬁks iliyg HTTP and FTP
are R Wwork traffic fromthe

In step 5, after delivery of the security engine 515, the end-user device 105 executes the
security engine 515. The security engine 515 effectively secures the end-user device 105, e.g.,
allows the end-user device 105 to communicate only with trusted transaction sites, e.g., trusted
remote network 535, prevents other applications 145 running on the end-user device 105 from
capturing or sending information, especially to untrusted sites, etc. The user can then access and

interact with the transaction sites in confidence.

Figure 6 is a hierarchical level diagram illustrating keyboard-input processing flow 600, in

accordance with an embodiment of the present invention. Flow 600 is divided into physical space
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end- user device 105 from being msdirected to
untrusted sources and guardi ng agai nst other forns of
Wmeiorosd40 nt rusi on and attacks. For exanpl e, iPCHUS2007/007994

TCP/ 1 P network, the connection agent 130 may use the

resol ved I P address to connect to the trusted source,

e.g., via a secure tunnel. This connection technique

ensures that the network address is accurate (e.g.,

not poi soned by a DNS attack), and assures that the
605, dagteLispace Gldy hskbaphliatoospeettd St  ghysicalispareddd, the esd wxdr makes
keysﬁ'gl%gs%g tth IQJyBQS'[i at %9%6' ﬁ\aﬁér&é’] l's cgk%: %esmfsm l&gﬁ&r& Briver receives

secur e "net wor ress resol ution service
keystrokpgrablevelfR5. dberisesirekasigonerator driner fasisles anrbganamtagdake keystrokes at

leveld36! Ghe i)génﬁa'“:l uﬂH’&Me‘yfb%%%nv%aBR{réstlé%ti‘(ﬂ’(e@ﬁ\qevel 630 or thereafter.

accurate. In ste a secure data exchange
In applicationisprreP! 5mz°t@ﬁal vrimsted kgylegger hookpatgntiaHy santyres keystrokes at

levelsﬁl@u rI‘hE ¥eRRdk&ieRtion hBoldremoVsd fakk lEHy@ﬁ-él&Q Iaﬁle{rél l6&5.HFfHd application
e secure tunnel established

rece R BHBEIePRH KYUIAC POPTBAEI S Eo0 HSam e D ve) 63 idprmel space

and Jebd 688 & applicatib®\spsece 6116 Parcapgliédiion ifonftb@xk 5cdU| pl@ginSnd/or driver
and cannot _be

secu rom sed, .eve en _i.nsecure
monirS SRRSO TRUAN PORITD P PERETS UKy Papes Eengaie driver a
levelds80i very of the security engine 515, the end-user
devi ce 105 executes the security engine 515. The
security engine 515 effectively secures the end-user
deFigoe 7183 bleckgliagrah ilnagatinge refwork spsterd @00 operdid to effect tunnel
dataégggp'ﬂ&!gg %D&mc%rd%éer\vﬁl{ M’?érﬁ%d‘ix{xéﬁ%?ﬁ{e tp &eﬁ' ih$ehtiof- 9-

te network S, prevents o

The gipbodimgny usessstanglard GRR iapd) IRsec AHemeghanigrgefo lélesm@ethi gmneling
mechdnfi. CERbHinBALs BF the Gdhiich hiy 6 AFplitsle oSSR ChRAbindtidrR of tunneling
untrusted sites, etc. The user can then access and
and dat3 MegEty P9S8 he transaction sites in confi dence.
Figure 6 is a hierarchical level diagramillustrating

keyboar d-i npu cess ro in accorda i
ke st BREE ) B e FARGRS R it Bagprdevide 705 and
a GRB Moufted3s.nree tlilhlyéing ﬂhv&pﬂdﬁﬁﬂ&H Heeder € ths pnpa;n&ﬂghne.amd by the

a icati C ac 05
com s ikt 30 oD S biges s NeRE R Rt Sl e prerSig O pputer 7506
or 730br Tak IB pauket with AH Ixadérrisifirtaer doeyizohted inln (GRE packetdiefesit is sent
keystrokes at |evel 625. The keystrokes generat or
driver resides and generates fake keystrokes at |evel
630. The potential untrusted keyl ogger driver captures
Keygd Gﬁk%ﬁc?ét id MRfer8d ﬁuar htd;@éﬁﬁftaﬁ{ell vih @h@lﬂ@rﬁ& 310, ARl it

space otenti al rust ed keyl ogge
reac%g%@}i@rplye@%%f Jhe Q%wfelr dkedecgpsulates the GRE packet back to the IP

packet with AH header. Further, based on the source and destination IP addresses, the GRE

out.

router 735 routes the decapsulated packet to an authentication router 750a or 750b.
Before the packet reaches the authentication router 750a or 750b, it passes through a
firewall 745, which performs egress filtering to ensure that access only to intended resources is

allowed and that access to forbidden resources is blocked.

Upon receiving the IP AH packet, the authentication router 750a or 750b performs an

authentication check to ensure that the packet comes from the computing device 705. It removes

30



| evel 640. The keystrokes del eti on hook renoves fake
keystrokes at |evel 645. The application receives the
web@aned4keyst roke pattern at | evel 650. Somewn€r/8S2007/007994

between | evel 630 in kernel space and |l evel 645 in
appl i cation space 615, an application nonitoring hook,
pl ugin and/or driver nonitors application status, and
possibly feeds information to the keystrokes generator
driver at level 630. Figure 7 is a block diagram

the AH header andirogtesithe paciet lo thy intended/ G8ouwrers7a02,7@80b or Bi0kedhat is, the

packéﬁ%&?lm%a%g?@%%m§§61§]@xl’lar%i\yr6éﬁtﬂ§igt%a @?he e\fﬂgﬂxg %gevxce 705.

odi nrent o resent
uses standard GRE and | Psec AH nechani sns to

| Tiksihiefic rte&ﬁxrééjﬁsgésée@ the PRERABAS %@negﬁgg%%ﬁ?% ﬁw%txthh“?caﬂon

i nvention may be applicabl'e to other conbinations of
router 13079 73@b-and data integrity protocols. It is assuned
that a GRE tunnel has been established between the

-user device 705 ou 735. The
UHrgUEAtop Sputert #ida ahs?%g? aﬁ%ﬂb‘;}lth&afq’ié" e repdy Rasket. The AH
headgeil S @fedlte duthynticEfé aBg Pkt ngwﬁﬂavﬂeﬁﬁxrcz@ EzoaT_heow_H T0adThe
thepticate with t enticatjo ut er

s ro e o0y e Mot Rk B LR e 755

encapsul ated in a GRE packet before it is sent out.

T [ r

o e PR oLy bIASLED 0 P S sor v
705 vigghe tiiimel. GRE rout er 735 decapsul ates the GRE packet

‘back to the I P packet with AH header. Further, based
‘on the source and destination |IP addresses, the GRE

r olhetpnielineg dgyeran thyendjuseadryifed08 deqrneates the pagket and verifies the
AH &u&é}e M the AH RAJEPAERE theRBEcKOthe padlt isBRERA @S eaﬁme %hﬁthe

reaches the authentication router_750a or /50b
authepyiealed rempicpeiK Ok resquERsa P02y 2400 qpiPen Hhsr4Bihwades &rré@gved before
the ptmttet Blphstgd tthe P?wre%lgehatd théiﬁétﬁ'Sﬂ( Stdtk Yor ﬁrt?&t;gé&gﬁng If the AH
s.allowed and that accegs to forbidden
headfr g (hE eckethgp B S TiSIFeALRRER, | Th MHEFSOu Mehidespeaking the
tunnélfoe alettingeld ¢relatseon rout er 750a or 750b perforns an
aut henti cati on check to ensure that the packet cones

fromthe conmputing device 705. It renovesthe AH header
antheroat esny lothep podsdtle vapiatidreof the exadede dessiibadc ddhe ARBentication

servez % %laf &" 756@ an be;r Jﬁﬁ@ed lraguﬁ of Hx@%gﬁ&ghéa&cﬁﬁw 9&91 tnégrkj 18r device

ormat as ori enerat e
705 @é\;hq;@tvygg resources 20a 720b or 720c. The authentxcatlon server 750a or 750b can

communicate with the GRE router 735 to retrieve a checksum of packets received from the tunnel
and can encrypt it with a private key whose public key is known to the tunneling software. The
encrypted checksum may be transferred to the tunnel software regularly in a separate channel so
that the tunnel software is able to ensure that it is communicating with the actual remote network
resource 720a, 720b or 720c.

Certain embodiments facilitate the use of data protection mechanisms to have negligible
demand on the end user and end-user device. In one embodiment, the end user need only select
the network software application that the end user wants to use to exchange data and the trusted
remote network with which the end user wishes to establish a secure data exchange session. After

the data protection mechanisms are enabled, the end user need not differentiate between trusted

31



The i ntended resource processes the packet and
generates a reply to the authentication router 750a or
wQ 3@h/149Tle aut hentication router 750a or 750b BCHESENT/007994

AH header to the reply packet. The AH header is used
to authenticate any renote network resources 720a,
720b or 720c. The authentication router 750a or 750b
routes the new I P AH packet back to the GRE server
735. The GRE router 735 encapsul ates the reply packet

and emchsedsdfware abd oimdtongtiverken Bmm@rcedeini egbodidients emablp eninimal

0l S 1 YRS,

minimabeckange ;qemh@ermm@quepmgcq he check t he packet
is trusted as comng fromthe authentlcated renot e
network resources 720a, 720b or 720c. The AH header is
r e FigyescB is@rseresn shos opadeskiopi89S gnae eadﬁﬁrf*ﬁe%k%etre rg yRyfware
mfe&fon%h@pd’b@i‘h?@ft&kst ack for further processing. If the AH .
header fail's the check, then a security neasure is
taken. The neasure coul d include breaking the tunne
Of Figufy' 9 isAGcicBR sl of the @eskto 805 ndnendRBt daildenos after spyware
ossi bl e variation of the exanple described. The
¥Phentication server 750a or 750b can be noved
out band of the communi cati on between the end user

deyi ce 705 and t Qurces 720a

72 1cgure.|.1nO IS g sereer s é%f tlﬁx\gﬁeslf(tolpve o.gglba d-use?g?)vb Ol 5 thh a window
IOOi:mmgabsdoggdrknfemnG?E router 735 to retri eve a

checksum of packets received fromthe tunnel and can

encrypt it with a private key whose public key is

knBignret I is pecreemshel phige deskionef08 onBhendnsardpyieg|105 with a window
110§hﬁg§&ﬂg&g§%“p§c&ﬁ@gsferred to the tunnel software

regul ar In a separate channel so that the tunne

software is able to ensure that it is comunicating

W Fipuf e i8albidbn SHRIBE Be DKWY 8050890 hd-Bsef ABAce TIHRLLSE DNS

720c. Certain enbodinments facilitate the use of data
POiSORiRg.act j on mechani sms to have negligi bl e demand on the

end user and end-user device. In one enbodi nent, the

end. user, need onl t th et wor k. sof t wa

- pBIEREL DA StRER o el R A HIAR BORAEE PG TR 4OVES 95 wihgarindow
1305lidihstraaing atlépgtihitd SP eddressimt DNSetache befodetINShoisdninidie end

user wi shes to establish a secure data exchange

session. After

Figure 14 is a screen shot of the desktop 105 on an end-user device 105 with the window

1305 after DNS poisoning.

infe

Figure 15 is a screen shot of the desktop 805 on an end-user device 105 with a window

1505 illustrating a spoofed IP address in the DNS cache, after DNS poisoning.

Figure 16 is a screen shot of the desktop 805 on an end-user device 105 with a browser

window 1605 illustrating the spoofed site at the IP address of Figure 15.

Figure 17 is a screen shot of the desktop 805 on an end-user device 105 with a browser

window 1605 illustrating the spoofed site and with a security alert 1705.
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the data protection nechanisns are enabled, the end

user need not differentiate between trustedand
waoriorastiedl software and renote net wor ks. Furt hR€T/US2007/007994

certain enbodi ments enabl e m nimal change to existing

I nt ernet banki ng or shopping sites, mniml TNT

depl oynent effort, and m nimal change to end user web

site usage experience. Figure 8 is a screen shot of a

desktop 805 on an end-user device 105 before spyware

i nFiguatei 18nis @ screqroshibt ofthadeskiok 80Fpyeam endduses devieck8ewith a browser
- . . 0 - | .

wind3plso8 N HEUARRE LR e Uty Bln ERGEIARELRCHY cERIN R 1805,
t he desktop 805 of an end-user device 105 with a

W BRI 15402 sdrbd ot &t thddesk®)p 80985 in EAH-8&t B&ce FOSIATE window
11 i"'s a screen shot of the desktop 805 on an end-user

. . $ . P ¢ L
19053 Hystragng keyloggen indeahion aadnfter BN pqispeinedwt heforedgraiestinedy
embSERERE 6f thEligléhBonl2 1S a screen shot of the desktop 805

on an end-user device 105 before DNS poi soning. Figure

13 is a screen shot of the desktop 805 on an end-user
deFighe 2005a vérkdh shovbMHOWeskBPB05 bh bis éridatiden@evice 105 with a window

egitimate | P address j ache before DNS. ...
2003, fifutsiphgonebiimhane ptBe YaheouiRin S Het F by of
outbdifd comnamiarda.user device 105 with the w ndow 1305
after DNS poi soning. Figure 15 is a screen shot of the
deskt op 805 on an end-user device 105 with a w ndow
15Biguiel A1 s & sareémahobofshe déskiop [BP5 aular endsusendeviee 1993vith a window

21 O%i?ﬁ{lﬁgngmﬁﬁ d%o&pggﬁm 'e%g an BIcAWHE cc;xﬁr,oil,sis ?_ed% e\ﬁeﬁtﬁlﬁreg Pthe end-

_ esktop 805 on an~end-user device
userdevigser wi ndow 1605 il lustrating the spoofed site at
the I P address of Figure 15. Figure 17 is a screen
shot of_ the desktog 805 on an _end-user device 105 with

a biewraeris assreensheseithe feskiop89s paan enrkusepdeviesy! & with a window

220FiN0sthihp it HRUdvnlond age ts blifldexEduibdrand 18establighiBE€ s ¥8N connection -
... Shot aé t he deskt op 805 ?ﬂ7an end-user device 105 with
with 3 (stERSQYTCRP HRRSRPIEGBENF [ (St rating the spoofed site

and with a spoofed security certificate 1805. Figure

éggl:gﬁxga?ég E \?\ncer??]ns%%g\?fﬁ %% éivpsﬁtog %8§ E)g Qn gx?ds-usoep deavr}ceewg_vlv'ﬁleg window
2305 illustrating that the download agent has established a VPN connection with the trusted
source, has downloaded and installed the security engine 177, and is presenting a button 2310 to
navigate to the legitimate banking site. Installation of the security engine 177 enables network )
communication lockout, application lockout, driver management, keystroke pattern modification,

and like TNT mechanisms.
Figure 24 is a screen shot of the desktop 805 on an end-user device 105 with a window
2405 illustrating that the continuous pinging of the Yahoo website has stopped, evidencing that

outbound communication has been suspended.

Figure 25 is a screen shot of the desktop 805 on an end-user device 105 with a window

2505 illustrating the legitimate IP address of the legitimate banking site.
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1905 illustrating keyl ogger infection and after DNS
poi soni ng but before protection by enbodi nents of the
WO pwendian. Figure 20 is a screen shot of the PERKSP7/007994
805 on an end-user device 105 with a wi ndow 2005
illustrating continuous pinging of the Yahoo website
to evidence the availability of outbound
communi cation. Figure 2 1 is a screen shot of the
deskt op 805 on an end-user device 105 with a w ndow
21Biguid 36us bsereemghot pithe deskinpriOS 2t an gadhuser deyjce 1¢with a window
2605%“&13%%3% mcglgjmlolcﬁodgel ng delivered to the enduser
Fi'gure 22 is a screen shot of the desktop 805
on an end user device 105 with a w ndow 2205

I | hgal;erﬁ i AGcrebfdhot BEthd QUKD 53 AA end-Ssd? BEViBe ORI 81 window
I's establishing a VPN connection with a trusted

23055’6'&?‘@@“51““"&"%‘88 g7 1 ¢ tp nexigatsdo thelegigmaig banlong site. 5 screen

shot of the desktop 805 on an end- user deV| ce 105 with

a w ndow 2305 ill ust t|n thed da

o Flaia 2hisa sreupHoL ohe arkee Yok b radire pges B vids browser
w1ndb&82$d)6\nnuhsﬁadegithamétmrﬁa‘eahﬁ1&ﬁg§xhe security eng| ne 177,

and is presenting a button 2310 to navigate to the

| egitimate banking site. Installation of the security

engigae: 297¢ aembﬂ gnt nbthedesktapddfioniao &hd-oserideciko U@S with the browser

win P ARR LOEAR oo L cLRBRETRE KAAS g

24 is a screen shot of the desktop 805 on an end-user

delélg%?e 33(9 § a\%lregn glo%?ﬁtQWe&% 5|0Inléﬁte5@t1§é?ge$1@@§0§ Y the browser

contl nuous pi ngl gﬁ} hoo website has stopped,

winday 2805 thy letitimats haplsioa iteensrilviteting At the keylaggsr 1s no longer active

wheﬁ WeRRUREEer r&ledWBrd2orrik1g, " 3s %&@ﬁ%&zﬁﬂhs@ﬁelﬁfwoﬁ esktop
805 on an end-user device 5 with a wi ndow 2505

illustrating the legitimte |IP address of the

I egigh'fen?t e abggkﬁ £t 61 the dawwsgﬁ ah%n@-ugeﬁ'rdeﬁﬁe $0Bwitwthe browser
to 50 ser. vice 105
windg 200 58 0555 G PG B A gRE R SRSt > 8 i hefore the
secuzify énfgin 190 edsactvubdd afl/or henaledkt op 805 on an end- user
device 105 with the wi ndow 2305 illustrating the
button 2310 to navigate to the |l egitimte banking
si Fagure 32 is a screen shot of the desktop 805 on an end-user device 105 with a window

3205 illustrating that outbound communication has resumed.

Figure 33 is a screen shot of the desktop 805 on an end-user device 105 with a window

3305 illustrating resumed vulnerability to the DNS poisoning of the DNS cache.
Figure 34 is a screen shot of the desktop 805 on an end-user device 105 with a window
3405 illustrating that the security engine 177 protected the memory space from registering the

browser window 2805.

Figure 35 is a screen shot of the desktop 805 on an end-user device 105 with a window

3505 illustrating that the keylogger infection has been permanently neutralized.
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Figure 28 is a screen shot of the desktop 805 on an
end- user device 105 with a browser w ndow 2805
WO bdogasiag i ng the legitimate banking site. Fi geeEUDOT/607994
a screen shot of the desktop 805 on an end-user device
105 with the browser w ndow 2805 and the legitimte
banking site certificate 2905 of the legitimte
banking site. Figure 30 is a screen shot of the
deskt op 805 on an end-user device 105 with the browser
wi Feedfere28§ descriptien bEe prefmated epdnitinregtsifthe presgnt invention is by way
of efﬁ#xgﬂ:ﬁf%{}@g E%a{lggsvaglg?‘rlo(a%gﬁoﬂs%f Gﬁz JbQUQQéscf/}géd éﬁ?oodlments and
mcthptl@aradehszé%@nflr F of e @Begomggte?@lrm Although the nelverls H@F aty‘fbemg
descxtlltle% A SFAP RO AL Sbs SIH KRB indBY bk gnli- RRoMitdthhtBese sites may be
browser w ndow 2805 and after entry of confidenti al
a parjaf an inteeral sitre may Gach infIHdroRerBayf multiple gites franayiaclude combinations

of si Wid ﬁ]ﬂltlﬁl@@kht@@ TheAatiSui@toldinyei Lt ﬁﬁﬂjﬂ/ Hefeirk MBPVE Hnplemented
gure 32 |§V§ screen shot of .the des %RFSOS on an

[
wtilizingchapbere ol yate: SR EHFI£OMPiaBon (R4t mafier, gy type of
logictrAa\t beQutilizedi Htlich s 1Rapable af infPlerhidting esemadus ﬁhgitfne s@JoritiSherein.

a screen shot .of t desk 805.0n a device .
Compepeniimay be WPIRSRICS 3588 A ‘P’é‘f’? AE P@g’afpé’ae igital Compiiter, using
applivatianespedifi¢ intggrited tikmith)dBupiog 8 aetmogk Qﬂlntci‘mnﬂhd&dmnmnonal
compeongrlljta grétf’ clr é.l\lslts g(e:gl%{jagt? \rl]\ll tsr%ha%tbe%lre}gg&lrglg%s%%ﬁf O'Fheﬁegnbodiments
desctibrgithetdip ars @otimtangediodierpahauztiveprdinatng dT heheemhmvgntion is limited

tering the browser w ndow 2805. Figure
oMy%Eﬂ&ﬁbﬁ&Qﬂ%gEﬁhihot of the desktop 805 on an end-user
device 105 with a wi ndow 3505 illustrating that the

keyl ogger infection has been permanently

neutralized. The foregoing description of the preferred

enbodi ments of the present invention is by way of

exanpl e only, and other variations and nodifications

of the above-described enbodi nents and nethods are

possible in Iight of the foregoing teaching. Although

the network sites are being described as separate and

distinct sites, one skilled in the art will recognize

that these sites may be a part of an integral site,

may each include portions of nultiple sites, or nmay

i ncl ude conbi nations of single and nultiple sites. The

vari ous enbodi nents set forth herein may be

i npl enmented utilizing hardware, software, or any

desired conbi nation thereof. For that matter, any type

of
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| ogic may be utilized which is capable of inplenenting
the various functions set forth herein. Conponents may
wheoormptignent ed usi ng a programmed gener al - pur POBES2007/007994

di gital conputer, using application specific
integrated circuits, or using a network of
I nt erconnect ed conventional conponents and circuits.
Connections may be wired, w reless, nodem etc. The
enbodi nents descri bed herein are not intended to be
exhaustive or limting. TheLAMSent invention is
limted only by the following clains. CLAIMS 1. A
networ k system conprising: a transaction networKk

1. opAmgtwork sYStenpeOPEREN&) tr ansaction with an end user; a

t 1 Y51 AL RAHRForR bp&raiRal prdvwde TRrhadttis i Wil an@hd Lgast
partially protecting an end-user device from nalicious

c o EupskionGe\nd 2 serRFIBbRehsamApt B igpePartiplly et ins an end-user device
fromGRANcidIS Bbdeddpefliva tHRF R Mt @flerfipts i @pluREcdnfidORAC 84t Presented during
the security nechaﬂisn1gein%lnaLntz%ned by .a ert d user: and
the tigpsaghion, fthe-sePynty Beghanisst being painiringd by RagY Ofiiepifap tfgpnd user; an
t han fRAUor b vIdRGEHhE k& ittyanédhenien @ the @nd-dsr ideeicé ® protect the end-
g%ote t.the enduzer device during the transaction. 2.
user Véc%é"t'%rﬂke QS H of claim 1, wherein the transaction
network provides a banking site. 3. The network system
of ~.cl aim |, erein.the NSACL | : A C
guRe sy AR finh 1P b ARG DR Yol o Buring s
the trusted source resides on an ISP network. 5. The
3. DR wSAN Gl ot M horp W PlrilachiBR nibkdS 51V RION Efining site.
and the transaction network are nmanaged by the sane
entity. 6. The network systemof claim1, wherein the
4, U6 RAwSRW SemIReiaflR S, Flertii®hd rRRARGHAE FosliRE YR AKISP/network.
The network systemof claim1l, wherein the security
mechani smincludes a security engine. 8 The network

5. SYPhERBrRbrkGyatbi ot clath @] Rhéteinife $8€adlsbilinte BRE IS Aafidhiction network are
includes a security profile. 9. The network system of

mangged by the safeepBivn t he security nechani smincl udes a

security
6. The network system of claim 1, wherein the trusted source resides on the transaction
network.
7. The network system of claim 1, wherein the security mechanism includes a security
engine.
8. The network system of claim 1, wherein the security mechanism includes a security
profile.
9. The network system of claim 1, wherein the security mechanism includes a security

engine and a security profile.
10. The network system of claim 1, wherein the security mechanism includes a start/stop

trigger module for controlling when to initiate one or more aspects of the security mechanism and

when to deactivate the one or more aspects of the security mechanism.
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engine and a security profile. 10. The network system
of claim1, wherein the security nmechani smincludes a
wger@arinigsop trigger nodule for controlling whePCT/0S2007/007994
initiate one or nore aspects of the security nmechani sm
and when to deactivate the one or nore aspects of the
security nmechanism 11l. The network system of claim1,
wherein the security mechani smincludes an application
| ockout nodul e for suspending at |east one application
not needed to effect the transaction. 12. The network
SY$LE r ] J .
1. Y BBt Aot clali T, Sl SEGHY bl IR AL an application
lockalit pxddhlerfgr suspéndingtat dnast oing pppligatioenafpmedded treefiact thg transaction.
during the transaction. 13. The network system of
claim11l, wherein the security mechanismincludes a
12. t r e regwenkisystempd glaire 1§ whergiatths soPwity gnoghrnisne includgs ¢ flsfmetwork
V0 QRtrbNfodiidfor ARALIEHE At fe@ stBRE GRES ndrwkdMR¥herhtidhSdueilg @id t@action.
14. The network system of claim 13, erein driver is
a keyboard driver. 15. The network systemof claiml1,

13. WhEh&hdiwbikaystiem W iclaym TEwHEBInIHe eBErity dRShahide i ludek£Gusted driver
&g?er tor,drivgr for, gener tiqg addi t.i onal . keystr okes d dri
mod iR Rh gt A CH R BP SREBSh FHitfematibeS AP W pgisted driver.

The network system of claim 15, wherein the security
mechani sm,i ncl udes, a keystrokes del etion hopk for
14, GoFRCREOho RSN R rnd P Vi 2 Al SRR %l e
keystrokes generator driver. 17. The network system of
ol ai . o Ll . .
15, e A D T R A Sirokes
genetBor driver for gonsriting\addisiona keystraken ta a keysénoke pattepregenerated by the end
serSe€curity mechani smincludes a VPN manager capabl e of
establishing a secure tunnel between the end-user
devi ce and the transaction network. 19. The network

16. SYThERRbriCystem of claihl 5 Swikerdil Shed@QiHty intcKaR@APInBlu@és a keystrokes
removing the securjty nechani sm upon onFIetlo

f th .
deletiqnfinok d¢ dsieting e SAHLtoRB KRR TIONSY EAEFH=G1DY AP ey okes generator driver.

further conprising a second agent bei ng capabl e of

renpvin he secuyrjty nmechani sm upon coppl.etion of the
17. ¢ SREEEPRTYSBT O Flai o PREPR (B SPUAY ek udes an T address to
a sermbrevighin tHeneansageoh netwotkides an install agent downl oaded

fromthe trusted source.22. The network system of

claim1l1l, wherein the agent includes an install agent
18. do'h¢ nereerk system of claim 1, wherein the security mechanism includes a VPN manager

u

capable of establishing a secure tunnel between the end-user device and the transaction network.

19. The network system of claim 1, wherein the agent is capable of removing the security

mechanism upon completion of the transaction.

20. The network system of claim 1, further comprising a second agent being capable of

removing the security mechanism upon completion of the transaction.

21.  The network system of claim 1, wherein the agent includes an install agent downloaded

from the trusted source.
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froma third-party server. 23. The network system of
claim1l, wherein the agent includes a connection agent
wee@rosded onto the end-user device. 24. A metPOTUS2007/007994
conprising: requesting by an end user a secure
transaction with a transacti on network providing a
transaction; receiving froma trusted source a
security mechanismfor at |east partially protecting
an end-user device frommalicious code operative
22. t h¥henstwbtiadystamtaf wjptie 1t whemintthe ggeobmt uderni indtalliageat downloaded
I ing the transaction, the security
fronpn%ﬁrgﬂlﬁggf%g%ﬂhg mai ntai ned by a party other than the
end user; activating the security nechani sm
23. eSTAbLLSBIYsRmSECHiR 1CRRARMH thORRFHERAL AbnRAGoH 38Nt preloaded
device and the transacfion network; and enabling the
ontortheyeigluser dyicep5. The nmet hod of clai m 24, wherein the
transaction network provides a banking site. 26. The
met hod of claim 24, wherein the transaction network
24. oy bvPethed cPmpIfiNgg site. 27. The nethod of clai m 24,
Whedgq@ésting B¢ ah eaGiised a SQ@UFCEansRSibA 86thANraasactiGIP nét@broprviding a
28. The nethod of claim 24, wherein the trusted source
trans2%% he transacti on network are managed by the sane
entdctiyingdfom 4 lrastad dunct Ddecriitg ntecRahisnvfoe meleast phially protecting an
enc Y1k S0, B ST 1o s RPAEr Brieot Bt Sisetts OBl conpdepol o
presemed diding the s@sartionythe sepurity. m&hanifin deimg nirdutaintd by aparty other than
the @dusherein the security mechani smincludes a security
pr ofi'le.32. The nmethod of claim 24, wherein the
seactiviatiyg e séranhsme¢hanisaies a security engine and a
SegitsvlisHinp LQEdrEcometionbRtwERh BR Enddlisef HA)idR A, thé\&Hs£8dtidn network;
the securrty nmechanismincludes a start/stop trigger
and npdul e for controlling when to initiate one or nore

as pedblifig e thaiachgeUr i ty mechani sm and when

25.  The method of claim 24, wherein the transaction network provides a banking site.

26. The method of claim 24, wherein the transaction network provides a gaming site.
27. The method of claim 24, wherein the trusted source resides on an ISP network.
28. The method of claim 24, wherein the trusted source and the transaction network are

managed by the same entity.

29. The method of claim 24, wherein the trusted source resides on the transaction network.
30. The method of claim 24, wherein the security mechanism includes a security engine.
31. The method of claim 24, wherein the security mechanism includes a security profile.
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to deactivate the one or nore aspects of the security
mechani sm 34. The nmethod of claim 24, wherein the

W@ ewanstiyo nechani smincl udes an applicati on | cRKDUS2007/007994
nodul e for suspending at | east one application not
needed to effect the transaction. 35. The nethod of
claim 24, wherein the security nmechani smincludes a
file/network I/O control nodule for disabling at |east
one file or network operation during the transacti on.

32. 36Themhethadofrlefmo?4, eihatein the securibrra¢ahanipra incledes pisgeurity engine and a
gLsm includes a trusted driver nmodule for
ern1n|ng whet her a driver on the end-user device

mat ches a known trusted driver. 37. The nethod of

33. ClAldhfod YQ4iG1 34, WheMetl thé §ec§nwm%1§im‘1ﬁdw&rs a std/stoptfigger
met hod of clai m 24, wherein the securlty mechan

modylp fr faaolling wher logRiE e nER OF BT 2sBYHt /Rfrth wuwwgwwg and when
to deaéifliatel tROGhe draWEE L§HEEE of hededi@iyiSibeHagismat t ern gener at ed

by the end user. 39. The nethod of claim 38, wherein

the security mechani smincludes a keystrokes del etion
34. h O'Dll:@: ihéthodl 6f @him2H, Whereadtie &écﬁﬂ@l méchysikhakeedeg @n epplicetbn lockout

he ke stro ener.at or e net od of
modilf orsrsniah BF ST, o BPLEL TP el hasikd to oot e wERIRS, ©
| P addr ess to a server within the transaction netmork
lT 1A ethg(? BP&?I 54 %Jh@ a\ﬁé Sec\{m éc{l]laltugr? ind d’érslatﬁ’fe/network I/0
anlsn1|nc ude< ‘a nanag capa
contrei; mabrlnlp $ori digbling atdeastonefiinef nmon&mnratlhre dm the pnsaction.
devi ce and the transacti on network. 42. The net hod of
claim 24, further conprising renoving the security
36. meEbeanptad abRipine Yhpibsteimthe secupifyaneshapismangledes a trusted driver module

for determining whether a driver on the end-user device matches a known trusted driver.

SCCU

37. The method of claim 36, wherein driver is a keyboard driver.

38. The method of ciaim 24, wherein the security mechanism includes a keystrokes generator

driver for generating additional keystrokes to a keystroke pattern generated by the end user.

39. The method of claim 38, wherein the security mechanism includes a keystrokes deletion

hook for deleting the additional keystrokes generated by the keystrokes generator driver.

40. The method of claim 24, wherein the security mechanism includes an IP address to a

server within the transaction network.

41. The method of claim 24, wherein the security mechanism includes a VPN manager

capable of establishing a secure tunnel between the end-user device and the transaction network.

42,  The method of claim 24, further comprising removing the security mechanism upon

completion of the transaction.
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