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COVMUNI CATI ON SYSTEM BACKGROUND OF THE I NVENTION 1. Field ofthe Invention
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Aut henti cation, Authorization and Accounting server (hereinafter referred
to as AN-AAA)in a H gh Rate Packet Datg (hereinafter referred to as HRPD)
network, especially to the AN-AAA method of HRPD network that

si mul t aneously supports the CAVE and MD5 al gorithns. 2. Description o f the

Rel at ed ArMEWg)B ALN]PD&PP&RA’PUSCFG)‘R ROCESRAUTHENTICGATION to as
1 LS

'n this kind IR TN Y STy o

In this kind of : =2,
(hereinafter referred to as CHAP) based on the Cellular Authentication and
Voi ce Encryption (hereinafter referred to as CAVE) al gorithm has been

adopted to identify thBAEKGROUND OFTHECENYVENTHORN s. This

aut hentication systemhas relatively perfect nethods on ill egal
attask-protecting. A Mobile Station's (hereinafter referred to as M)
privacy key (A-key) and the CAVE algorithmare stored in this MS and the
cdma2000 hefFreldkfsthaultreenticomt i on center respectlvel y. The authentication

pr ocess t
gh@n%résﬁfeﬂ |Lirrp Hﬁ? | o aut Eent | cat | on argm @h%g&ssr?:(r:reg
Secr et atwm)A@thﬁsltw@@m thosizaiionueRdnAceaunbAg SEEveh GFFSH%

specific @g&%& HONS: A‘NEAM)(YW% }ﬁgﬁdﬁaﬁe Pﬁéﬁ@@eaw@w@mﬁ@f ﬁ'ﬂéﬂ%dttoOf

upddde. {1 BEPDARAIR Ok BDeCHY A 4B AARCEITERL 4t PROWEIGPne

aut hent i c@at SNGRAMEHUSREPESHONME te GAWE sed MBS ail ghhaunbers, the A-key
and ot her paraneters aré todether input into the "SSD GENEREATI ON

PROCEDURE" to generate an SSD A through cal culation. After conformng the
correctness, the old SSD A is replaced with the new one which will be used
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to be dong, 90 3ol Rt pﬂe%é‘ésS 3860 Tﬁ&i’@flgfter referred to as cdma2000)
15 network has been widely applied commercially all over the world. In this
kind of network, a Challenge Handshake Authentication Protocol
(hereinafter referred to as CHAP) based on the Cellular Authentication and

Voice Encryption (hereinafter referred to as CAVE) algorithm has been
adopted to identify the legitimacy of the access terminals. This

20 authentication system has relatively perfect methods on illegal
attack-protecting. A Mobile Station's (hereinafter referred to as MS) privacy

key (A-key) and the CAVE algorithm are stored in this MS and the
cdma2000 network's authentication center respectively. The authentication
process mainly includes such two procedures as the update of Shared Secret

25 Data (SSD) and the implementation of authentication. Part A of the Shared
Secret Data (SSD _A) is used for access authentication. According to
specific conditions, the network sends a message including a segment of
random numbers to the MS and the authentication center respectively to
update the SSID_A data. After this message is received by the MS and the

30 authentication center respectively, the included random numbers, the A-key
and other parameters are together input into the "SSD_GENEREATION
PROCEDURE" to generate an SSD A through calculation. After
conforming the correctness, the old SSD_A is replaced with the new one
which will be used as the key for the access authentication. When an




sends an aut hentication request nessage to the M5 and the authentication
center, including a segnent of random nunbers. After this nessage is
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aut hentication result will be calculated with the random nunbers i ncl uded
in this nmessage, the SSD A and ot her paranet ers according to the CAVE
algorithm The MS sends authentication results to the authentication
center. By conparl ng the differences between the authentication results,
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separat eIg Ufl\gfﬂrz:ar% and the corresponding CAVE algorithm is also implemented
in the R-UIM card which the card is separatable from the MS. At present,
only the MSs that the card is separatable from the MS are in service in
20 China, while the MSs that the card can not be separated from the MS are in
service in most foreign countries. The HRPD network is the upgrade of
cdma2000 network amnd has been gradually adopted in commercial
application all over the world. The HRPD network's access authentication
server is called AN-AAA. As prescribed in the corresponding standard of
25 the 3G Partnership Proj ect 2 (hereinafter referred to as 3GPP2), if the access
authentication is adopted by the HRPD network, the authentication amode
should also be the CHAP authentication, but no detailed encryption
algorithm is specified explicitly, which can be specified by the coracrete
operator. As the ¢cdma2000 network, according to the location where the
30 privacy key is stored, HRPD's access terminals (referred to as AT) can be
divided into such two kinds as the one that the card is separatable froxn the

AT and the one that the card can not be separated from the AT.

The HRPD network: and the cdma2000 network are independent of each
other. The structure of cdma2000 network is illustrated in figure 6 in which
35 the information is transferred by terminals. Terminals(610) are linked with
base stations(620) via over -the-air interface. The base stations(620) and




The HRPD network: and the cdnma2000 network are independent of each other.
The structure of cdma2000 network is illustrated in figure 6 in which the
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andbase station controllers(630) constbt ute a radio access network for the
conversion and process of the termnal™s signalling and data. A nobile
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and process of terminal's signalling and data. Terminals(710) are linked

with the access network(720) via the over-the-air interface, and the

20 AN-AAA(730) is used for the tasks of authentication, authorization and
accounting.

In practice, no information exchanges between the cdma2000 network and
the HRPD network except that they share the same packet data core
network. Because the HRPD network mainly provides terminals with data

25 service, the terminals can share the services through the dual-mode
terminals that simultaneously support cdma2000 network and the HRPD
network, and this category of terminal is the main cluster of terminals of the
HRPD network. In the context, except specifically pointed out, the
dual-mode terminals refer to the cdma2000/HRPD ones.

30 In order to better illustrating the present invention, figure 2, figure 3 and
figure 4 are used to describe the operation process in the MS side during the
cdma2000 network's authentication process, and figure 5 is used to describe
the message stream which is defined in 3GPP2 when the access
authentication is carried out in the HRPD network.

35 1) The process in the MS side during the existing cdma2000 network"s

authentication process.



dual -node termnals refer to the cdma2000/ HRPD ones. In order to better
illustrating the present invention, figure 2, figure 3 and figure 4 are
used to dweepIIs3tlne operation process in the M5 side deCTKR206f0008502000
networ k' s aut hentication process, and figure 5 is used to describe the
message stream which is defined in 3GRP2 when the access authentication is
carried out in the HRPD network. 1) The process in the M5 side during the
exi sting cdma2000 network's authentication process. The operation process in
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In the system si ame, aut henty cat]on signature programis pefforned
to obtai W @@maan%paftréa@éis@ar& mn éﬁpﬁé sand the system sends the result

of the baseTisé ghiRMopetation kgieitdidndd it 8P skin;sidddn BRe DOBNI nal conpares
t helsr esult ”Hlé) rgo}r%%tr?eassseots h?et bggra\@fotng ﬁeq ormed above must be verified for
the mobile terminal and the system. For this end, the mobile terminal
generates a segment of random number and sends it to the system
simultaneously in step 206. In the termuinal side, both this segment of
random number and the new SSD A are input into the authentication
20 signature program to generate a result in thhe terminal side in step 204;

In the system side, the same authentication signature program is
performed to obtain a result of the base station side and the system sends
the result of the base station to the terminal in step 205; and

The terminal compares the result froma the Base Station with the result

25 calculated by itself. If they are just the same, the SSD_A update process
completes successfully, and the terminal and the system adopts the new
SSD simultaneously, otherwise, the origimal SSD should be still in service
in step 206.
During the process above, the A-key is 64-bit long, which is allocated to
30 an MS by the operator. Only the corresponding MS and the network
authentication centre (AuC) know the corresponding A-key. In a practical
network, the AuC cooperates with the Hoome Location Register (i.e., HLR)
as the HLR/AuC.

The process of generating the SSD is illustrated in figure 3. The

35 parameters including the 56-bit long random number RANDSSD(310), the
32-bit long electronic serial number (in the case of using R-UIM card,



calculated by itself. If they are just the sane, the SSD A update process
conpl etes successfully, and the term nal and the system adopts the new SSD
si mul t anewobes5/08641her wi se, the original SSD shoul d be sPCIIKR20%®p385ce in
step 206. During the process above, the A-key is. 64-bit long, which is
allocated to an M5 by the operator. Ogly the corresponding M5 and the

net wor k aut hentication centre (AuC) know the corresponding A-key. In a
practical network, the AuC cooperates with the Homi e Locati on Regi ster
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between the HLR/AuC and the Visitor Location Register (hereinafter
referred to as VLR) which is nearer the terminal to speed up the access
authentication and reduce network trarasmission in network
implementations. The connection between the VLR and the HLR/AuC is

20 realized via the interface D in the Mobile Application Protocol (MAP)
ANSI-41 prescribed by the American National Standards Institute (ANSI),
through which an ANSI-41 message is transmittec.

(2) The message flows of the existing HRPD network's access
authentication

25 The HRPD network's access authentication in.cludes following message
flows, as shown in figure 5:

The access network (AN) sends a CHAP Challenge message to the
access terminal (AT), including the random number "Random text"in step
501.

30 The terminal receives the Chap Challenge me ssage, and then calculates
an authentication parameter 1 with the received random number. In the
figure, the encryption algorithm MDS5 is taken as an example to make
further explanationsin step 502.

The terminal sends a Chap Response message to the AN, including

35 information of AT's Network Access ID (NAI), random number "text", the
authentication parameter 1 and so on in step 503.




ANSI - 41 prescribed by the American National Standards Institute (ANSI),

t hrough which an ANSI-41 nessage is transmtted. (2) The nessage flows of
the exi stwogosiRBB et wor k' s access authentication The HRPI/KRDIIORSSS access
aut henti cation inctludes foll ow ng nessage flows, as shown in figure 5: The
access network (AN) sends a CHAP Chal I ﬁnge nmessage to the access term nal
(AT), including the random nuraber domtexf'in step 501. The term nal
recei ves the Chap Chal |l enge ne ssage, and then cal cul ates an aut hentication
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aut hent i gat b@r'\{’l-ﬁ%%l\is out henti cation Access Rej ect
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message to AI\E ilo re
Aut hent i cat ildrf %n%%%t&ﬁ DRESNSHE, tlﬁen%\ﬂle same as the authentication
parameter 2, the AN-AAA sends a Authentication Access Reject message to

15 AN to reject the terminal in step 508.

After receiving the Authentication Access Accept message, the AN
sends a Chap Success message to the terminal, indicating that the
authentication process succeeds in step 509.

And after receiving the Authentication Access Reject message, the AN

20 sends a Chap Failure message to the terminal, indicating that the
authentication process fails in step 510.
In the procedures mentioned above, the encryption algorithm MDS5 is
adopted by the terminal and the AN-AAA. No specification on the adoption
of encryption algorithms is given in the international standards while it can
25 be specified by the operator.

In practice, the voice service is provided by means of the cdma2000
network and the data service is provided by means of the HRPD network.
Therefore, the dual-mode terminals that support not only the cdma2000
network but also the HRPD network will take up a sizable share. Because

30 the cdma2000 network is generally established ahead of the HRPD network,
some terminals of the HRPD network are upgraded from that of the
cdma2000 network. In general, the existing MSs whose cards is separatable
from them support only the CAVE algorithm during the authentication
process. To support the dual-mode operation, the MSs’ R-UIM cards should

35 be upgraded to the multi-mode ones, and make them support not only the
CAVE algorithm but also the HRPD network's access authentication



sends a Chap Success nessage to the termnal, indicating that the

aut henti cation process succeeds in step 509. And after receiving the
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to the termnal, indicating that the authentication process fails in step
510. In the procedures nentioned abm,_ the encryption algorithm M5 is
adopted by the term nal and the AN . No specification on the adoption of
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Although the problems mentioned above will be avoided when the
authentication problem can be overcome in terms of the network side, no
function or operation flow of authenticating in terms of tthe HRPD network

20 side is launched to revolve the problems above by far. Thus the present
invention is proposed for it.

SUMMARY OF THE INVENTION

25 An object of the present invention is to provide a rmethod for access
authentication in a HRPD network without modifyinggz HRPD message
streams, which can support the HRPD network access authentication of
dual-mode terminals that adopt CAVE algorithm. In additi on, another object
of the present invention is to provide an authentication fumction with which

30 a terminal can realize the HRPD network access authenti cation by directly
inserting an original R-UIM card which is in service in the cdma2000
network into a dual-mode terminal.

To acchieve the object mentioned above, a method for access
authentication in a HRPD network comprising steps of:

35 after receiving a Radius Access Request message fromn a HRPD AN, an
AN-AAA judging a terminal's home location according to a NAI value



probl ens exsits: 1) no nulti-node R-U Mcard is on sale by far; 2)

consi derabl e fees should be spent on upgrading the RRUIVI cards; and 3) it
IS I nconvweni2ee0sBaw the termnals to replace the their RCUBW20ev@0s38l t hough
t he probl ens nentioned above will be avoi ded when the authentication

probl em can be overcone in terns of thg network side, no function or
operation flow of authenticating in tefns of the HRPD network side is

| aunched to revol ve the probl ens above by far. Thus the present invention
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CAVEal gorithm In addition, another object of the present invention is to
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15 passes, otherwise, the terminal is rejected; and
for an HRPD single-mode terminal, the AN-AAA adopting a MD35
algorithm to perform authentication , calculating the authentication
parameter 2 with the user password and this random number and comparing
the authentication parameter 2 with the authentication parameter 1 that is
20 sent from the terminal through the Radius Access Request message, if they
are just the same, the authentication passes, otherwise, the terminal is
rejected.
In the steps above, the SSD_A in the AN-AAA is obtained from the
c¢dma2000 network. The AN-AAA obtains the SSD_A in virtue of the
25 HLR/AuC of the cdma2000 network. In this case, an ANSI-41 channel is
needed to be established between the AN-AAA and the HLR/AuC. The
AN-AAA is regarded as a virtual VLR of the cdma2000 network, and the
sharing of the SSD_A between the AN-AAA and the HLR/AuC is realized
. by the ANSI-41 messages. Figure 8 illustrates the network connection in the
30 case that the SSD_A is shared between the AN-AAA and the HLR/AC, and
figure 9 illustrates a message flow in the case that the SSD_A is shared
between the AN-AAA and the HLR/AC. When it is necessary to share the
SSD A, the AN-AAA should construct the Authentication Request Call
message according to the contents of the Radius Access Request message
35 and then sends it to the HLR/AC. In the corresponding domains of this
message, the support to the CAVE authentication and the sharing of SSD



t he AN- AAA conparing the authentication paraneter 2 with the authentication
paraneter 1 that is sent fromthe term nal through the Radi us Access
Request mwezaganssand if they are just the sane, the autRemKR2aemNsHPasses,
otherwi se, the terminal is rejected; and for an HRPD singl e-node termnal,

t he AN- AAA adopting a MD5 al gorlthm togperform aut hentication , calculating
the authentication paraneter 2 with the user password and this-random
nunber and conparing the authentication paraneter 2 with the authentication
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AN Aa and U R Syl o8 PR asaL THC AR é%i‘ iz ARG T A
shoul d cdhstdeseription pfithe present myertigueean waip emﬂé ag@rlam@rSdHRgPDo the
ﬁf@ﬁm s iwldif dRdbYsu dllgclelquest message and then sends it to the

I'n the correspondi ng donai ns of this nessage, the support to the
CAVE aut hentication and the sharing of SSDnust be specified. If the Chap

response nessage COBFYIF DRSCRIPTION GPTHEDRXWINGS! | extract the
SSD and store for CAVE authentication. The present invention is adapted to

resol ve the HRPD network access authentication problemfor the

cdnma2000/ HRFF? fr@ll- fibgardtes w nedthol #oedoensCAVEhatidutivnacadiding abgidrel t hm
In this inven |ongP&he HRPD network's nessage flow is not needed to be

modil?i ed, PHESEL IYEPHOD, 1odification is needed to be done to existing HRPD
net wor k accedsiguee| Qi girons an upmiate lpgocess of the shared secret data (SSD) in the

c¢dma2000 network;
Figure 3 shows a SSD generation procedure;
Figure 4 illustrates a CAVE authentication process;
20 Figure 5 shows a access authentication message flows in the HRPD
network(MD5);
Figure 6 illustrates a structure of the cdma2000 network;
Figure 7 illustrates a structure of the HRPD network;
Figure 8 illustrates a network connection in the case that the SSD_A is
25 shared between the AN-AAA and the HLR/AuC; and
Figure 9 illustrates a message flow in the case that the SSD_A is shared
between the AN-AAA and the HLR/AuC.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

30
The main object of the present invention is to realize the HRPD
network's authentication without modifying the large quantities of R-UIM
cards used in the existing cdma2000 MSs and the HRPD network's
authentication flow. With the AN-AAA according to the present solution,
35 the R-UIM cards can be still in service after the cdma2000 terminals are
upgraded to the cdma2000/HRPD dual-mode ones. In general, with the



R-UMcard is needed to be replaced. The AN-AAA realized according to the
description of the present invention can inplenent a termnal's HRPD

net wor k awoeses/@adinent i cati on. BRI EF DESCRI PTI ON OF THEPDRAN2MNGA0PFguUre 1
illustrates a nmethod for access authenticationaccording to the present

I nvention; Figure 2 shows an update p\rl(\)gcess of the shared secret data (SSD)
in the cdma2000 network; Figure 3 shows a SSD generation procedure; Figure
4 illustrates a CAVE aut hentication process; Figure 5 shows a access
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To enable the HRPD network's AN-AAA to support CAVE-based and

15 MD5-based HRPD access authentications simultaneously without
modifying the HRPD's existing message flow, following aspects should be
performed by the AN-AAA:

(1) judging whether the terminal is a roaming one by the AN-AAA .

20 The Radius Access Request message is sent from the HRPD AN for
terminal authentication, which includes three parameters of the NAIL the
Random text and the Resultl. After receiving the Radius Access Request
message from the HRPD AN, the AN-AAA determines the terminal's home
location according to the NAI domain included in the received message:. In

25 the present solution, the NAI value should be formed in the forma of
IMSI@domain name. According to the domain name in the NAI, the
AN-AAA can determine whether this terminal roams from any o-ther
operator . If it determines that the terminal roams from any other network,
the AN-AAA transmits this terminal's authentication information to the

30 corresponding home network. If it determines that the terminal is local, the
AN-AAA will further determine whether the terminal is roaming fxrom
another place according to the IMSI in the NAIL If it determines that the
terminal is from another place, the AN-AAA will transmit the termiraal's
authentication information to the AN-AAA of the terminal's home location

35 according to the IMSI.

(2) judging whether the terminal is in single-mode or dual-mode by the



access authentication, and in virtue of the SSD update result of the
cdma2000 network and the termnals, the object of not changi ng existing

t er m nal sWORewVsBar ds wi || be acchi eved. The aut henti c®CiIraRrR2p000bE" al so
can be well resolved for the HD single-node termnals that support the M5
al gorithmaccording to the present invgntion. To enable the HRPD network’s
AN- AAA t o support CAVE- based and MD5-based HRPD access aut hentications

si mul t aneously without nodifying the HRPD s existing nmessage fl ow,

fol | o ngyARspgchs shoul d be perforned by the AN-AAA: (1) judging whether

the termnal 1s a,r 1.Nng one, by the AN-AAA . e Radi us Access Request
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AN- AAA dé_tﬂég]r?i‘%t%{]et ﬁgﬁﬂ@rﬁlﬁ ¢ -%Cﬂﬁﬁgﬂecﬁﬁ MC%F@WFJ aﬁﬁ% mhedorrai n
I Rcl f‘geﬁ ogbrhtaﬁdaﬁceﬂtlmd]gm&eg@ft 1|MS}I heurpbes esepnsaites iton:zlj dihglehtlodeal ue
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name in te[ﬁgnmrgiaqcﬂ@ dﬂh@mdﬁiﬁra@@i/?ﬁ%&tw&ﬁgg émé@ér%ﬁ%%&geo@%s from
an% ot hertempénatsoype ddcordingetoethe menbehsegmieat weichrthe IMShbetangs tany
ot her net , ) .t | r 1 ' ' A
ot or mat 1 £ehAs, ORE bR Sl Usd, BEHRAT by VA SeiaPTlae
t er mi nal bits $tored in the ANEAAA W hivinee decordang toithe INHek her the term nal
Is rpamng f I o ondj -eﬂVQthRP - et
det égm nes t(ﬁzpb %?@rgmghgl E?Q&fc’r %ﬁ;[}g&gléftcﬁgpﬂpldace, t he %%@g}ewh‘{olde
transmt ItcmnﬁrbﬁﬂmAN-@AHent ication information to the AN-AAA of the
termnal*s 'I%ﬁﬂeofl?@]l@%éﬁgl‘é%lgid@%hﬂiﬁeﬂeiﬂ Mlecesgary REGhBIANIA AAriot he
termnal is in single-npde”or uI.—rmebyttﬁ}AN- . SLnce the . val ue
is a ter rfitoRd the yterguBal' O Rasseprar B AevaBsesildite ﬁ@%ﬂ@?%@*ﬁ t he
2&@?@_ ﬁ adhtthé'l?%@at‘lﬂﬁl@fﬁ&fanﬁég@r }\1‘% IrB'yntﬂe iMHS’l ﬁgﬁﬁikﬁnfmﬂﬂhotha Uetmimas
75 gpasgwor anl\éF the r"Iianedom te\@I YScluded' i the Radius Access Request
message, and compares this result with the authentication parameter 1
fetched by the Result domain of the Radius Access Request message. If they
are just the same, the authentication passes, otherwise, the authentication

fails.
20 (4) processing the access authentication of a cdma2000/HRPD
dual-mode terminal by the AN-AAA.
4.1 obtaining a terminal's SSD_A in the AN-AAA
To support the CAVE algorithm, the AN-AAA obtains the terminal's
SSD A from the cdma2000 network. The AN-AAA shares the SSD_A via
25 the HLR/AuC of the cdma2000 network. The AN-AAA is regarded as a
virtual VLR of the cdma2000 network and the ANSI-41 MAP D interface is
established between the AN-AAA and the HLR/AuC. The AN-AAA shares
the SSD_A with the cdma2000 network by the normal ANSI-41 messages.
4.2 processing the parameter domain "Random text" included in the Radius
30 Access Request message by the AN-AAA.
The AN-AAA obtains the 32-bit random number according to the
Random text. The Random text is a character string presented by octets
with lengh of over 32-bit. It is necessry to convert the octets into binary
format and extract 32 bits. No specification is given on the extraction of the
35 32 bits but the consistency must be kept between the AT and the AN-AAA
at all. The AN-AAA calculates the authentication parameter 2 by the CAVE



operator can allocate different | MSI nunber segnentes to a singl e-node
termnal and a dual -npbde term nal respectively, the AN-AAA can judge the

t erm nal 'wotzywsa&mordi ng to the nunber segnent which tReTIDOIWIINGS t o,
and a termnal's type judgment can also be made by retrieving special flag
bits stored in the AN-AAA in advance jgccording to the IMSl. (3) processing
the access authentication of an HRPD Singl e-node terminal by the AN-AAA
For the HRPD single-node termnal, it is necessary for the ANF-AAA to store
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us Access Request nessage b AN- AAA
The AN pusantstel nk ihesterediin rthaddeswlibdomatsocenstptency h@@ﬂﬁd t ext .
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15 The AN-AAA receives the Radius Access Request message from the
HRPD AN, in which parameters of the Network Access ID (NAI), the
Random text, the authentication parameter 1 (Resultl) and so on are
included in step 101.

The AN-AAA judges whether the terminal is roaming according to the

20 NAIL The AN-AAA judges whether the terminal belongs to the network
according to the second half of the NAI. If so, further judgment is made to
determine whether the terminal is a local one according to the first half of
the NAI in step 102.

If the terminal is roaming, the AN-AAA transmits its authentication

25 information to its home location in step 103.

If the terminal is a local one, the AN-AAA judges the type of the
terminal according to the IMSI in the NAI value in step 104.

If the terminal is in single-mode, the AN-AAA calculates the
authentication parameter 2 (Result 2) with the MD5 algorithm in step 105.

30 If the terminal is in dual-mode, the AN-AAA calculates the Result 2
with the CAVE algorithm. Here, the SSD_A is obtained with the previously
described approaches by the AN-AAA, and 32 bits extracted out of the
random number included in the Radius Access Request message serve as
the random number for the CAVE algorithm in step 106.

35 The Result 1 is compared with the Result 2 in step 107.

If they are equal to, the authentication passes, and the AN-AAA sends a



at all. The AN AAA cal cul ates the authentication paraneter 2 by the

CAVEal gorithmwi th the 32-bit random nunber and the SSD A obtained with the
appr oach wbaves/@mpdoot her paranmeters, then conpares it WPCH/KE805/000555

aut hentication paraneter 1. If they are just the sanme, the authentication
on the term nal passes, otherwi se, theernmnal is rejected to access the
network. 4.3 processing the paranmeter domain "Result" in the Radius Access
Request mnessage by the AN-AAA. The dual -node ternminal obtains the

aut hent i CREHRM NEESFR SiudstAVRAInéacEAYEs HRPD AN inkie108. carried by

t he Result in. Si the Result domgin is..relatively. large, fqr the
format in mﬁﬁgﬁew&eafﬁgﬁéﬁ%éﬁ?i%ﬁﬁ%ﬁl‘%&%fa&&i%ﬂ thg rgﬁﬁéeﬂgé&t
domai n, cRaghst Ave¥ss RedibsbRgees chedadel wy the FTRRDVANarEilt hewiutile mode
term nal s. Iﬂﬁée'l g{lustrate t he net ﬁ for access authentication in the
HRPD net wHRETNGA10M Loy Somplstess il SECRAPEL- be expl ained in nore detail. The
AN- AAA receives the Radius Access Request nessage fromthe HRPD AN, in

Bt hont+ cat | D Bar e SRS AR oty RCH, shiont R IBERTRRL Wi

The AN- AAfpredgesowtertdinrernhedimentsriereaf, rib shoulg be smdgrstgoddy Heoseal . The

AN- AAA ju e I t LKpal I ﬁ%? i o the
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whet her tthereiar mithouti depantingaiframethe soiat mgd: scopee ofi the iR¥ERtG AsheNAl
in ep ' 1Sinhoam ng, the AN-AAA transmits its

aut Egnti gﬁ%%&ngggnﬁ?lgﬁé?gl;ﬁpﬁthom | ocation in step 103. If the
terminal is a local one, the AN-AAA judges the type of the term nal
according to the IMSlI in the NAI value in step 104. If the terminal is in
si ngl e-node, the AN AAA cal cul ates the authentication paraneter 2 (Result
2) with the MD5 algorithmin step 105. If the termnal is in dual-node, the
AN- AAA cal cul ates the Result 2 with the CAVE algorithm Here, the SSD A is
obtained with the previously




descri bed approaches by the AN-AAA and 32 bits extracted out of the random
nunber included in the Radi us Access Request nessage serve as the random
nunber f owot2hes/0830ME al gorithmin step 106. The Result 1PCI/KRM0EN06E55W t h
the Result 2 in step 107. If they are equal to, the authentication passes,
and the AN AAA sends aRadi us Access Reguest Accept nessage to the HRPD AN
in step 108. If they are different, the authentication fails, and the

AN- AAA sends a Radi us Access Request Reject nmessage to the HRPD AN. Till
now, the a“W@EI‘A’PiSiGLH %o[ga.l etes in step 101. Wiile the present

i nventi on has been shown an escribed with reference to certain

enbodi nents thereof, it should be understood by those skilled in the art

that various]changefdtRod OBt andcesd allushemycdiforiafde hhaygelesw nishile
departing fromthe .Sﬁl ri a?/%&s%ﬁ?qgf t he.i.nvention.as defined by the

appended ESPBRINENIGRIAPNSYSICAN CANFRLISBE SiERS @Ecess Aut hentication in
a wi sel ess npkidige COMYPOI 6Bl eérnsivial evcotdiagmesd hopaeamptersi iy = Redsuof :

j udgi ng a,t ge f a termnal according to a paraneters in a Radi us Access
Request néscé S RCJUPHIIICRRAEP CAVE al gorithm or a MD5 al gorithm according to
the term nal sdlgpigng cal CANGE i algozithat enhi MaDSoalRanithaet accdrdusg nip the

sel ected g %HP&B .conparing the Authentication Paraneter 2 with a

Aut henti c g fa?l’reter 1 received fromthe term nal; and approving an
access aut heealcukatingna ifuthkaticetipafatameter 2 usingtiwsselected dlgerithahod

accarding to L , ergl Clpl at.i tepsfalther a
st egoof . cal %%g?fﬁr% ttﬁg ﬁg?tﬁlgnp?%{g?#o%ﬂa aélg%gtsefgzwf\}mﬁ th ﬁ&&%é%q(ggri t hm
i f the tePatanagterd recetvesifrarotios texrDnaljancode; 3. The net hod according to
claiml, whegei : i : fUkket rﬁcﬁﬂg}%" f:
cal cul ating %‘@%@Eﬁﬁé@ﬁ%ﬁ? ?%Hﬁ%an:t g%@tofgﬁ ﬂ\?\nétcr? t'he kl\%gggg}tgg [ ? ﬁen(? if the
termnal is in a HRPD singl e-node;

2. The method according to claim 1, wherein the calculating step

15 further comprising a step of:
calculating the Authentication Parameter2 with the CAVE algorithm if

the terminal is in a cdma2000/HRPD dual-mode;

3. The method according to claim 1, wherein the calculating step
20 further comprising a step of:
calculating the Authentication Parameter2 with the MDS5 algorithm if
the terminal is in a HRPD single-mode;

4. The method according to claim 1, further comprising:
25 judging whether the terminal is in roaming according to a NAI in the
Radius Access Request message.

5. The method according to claim 1, wherein two cases are considered
by the AN-AAA in judging the terminal type.

30
6. The method according to claim 5, wherein different IMSI number
segmentes can be allocated to the single-mode terminals and dual-mode
terminals respectively by the operator, and the AN-AAA judges the terminal
type according to the number segment IMSI belongs to.
35

7. The method according to claim 1, wherein the judging step further



4. The nmethod according to claim1, further conprising: judgi ng whether the
termnal is in roamng according to a NAl in the Radius Access Request
nmessage. WO 20¢r08sE0hod according to claim 1, wherein twpCEASR2O05108555
considered by the ANNAAA in judging the term nal type. 6. The nethod
according to claim5, wherein differepd | MSI nunber segnentes can be
allocated to the single-node term nals and dual - node term nal srespectively
by the operator, and the AN AAAj udges the term nal type according to the
nunmber S@&'Hf)'i‘fsi I belongs to. 7. The method according to claim1l, wherein

the judging 'step furtherconprising: judging the.termnal's t by
retrieving w&m&ﬂﬁﬂtﬁgﬂm% Qﬁ)@rg}i Illemg‘t‘i'@géﬂ? flagdl %n%@¥‘g‘§68r@?eng to
the | MSI ANRA AREiTBAPAcRE6rdin®td the IS 1, further conprising: obtaining
fromthe cdma2000 network SSD_A which is necessary for the CAVEal gorithmin

the ANNAAA if there is no an available SSD A 9. The nethod according to
clakm 8, whgr eiTthet tetlERDaécheling toklainnéd firther tommpHsiighuC i n cdma2000

networ k. 10.. The nefhod accoydi Q clal fur r1,C i SLOg.
exchangi ng %@%&shm ﬁﬁF mﬁ%@é&%"fgﬁw&g 1g'haﬁVL Céhgﬁyu%%rorts
t he messtge€AAE apr@dtnnirshe AIN-AAhpf therdus herer acaildbleRSGI2sA. | NVOKE
(AUTHREQ nessage and Aut henti cati onRequest nessage RETURN RESULT

(authreq), required to performnobile station authentication as defined in
MAP-D. 11. %he Tt hudthod caatonding tol slaint, 8, widiasein tthe RIS bedgss

Re%est {;Etsﬁg%g '(ﬂﬁ'tﬂgﬁgﬁ?ﬁ%gﬁféd&%%boﬁﬁgoiﬁ? NAI, the Random text and

the "Resu or a erm nal, ut hentication Paraneter 1
calculated by the RU Mthrough the CAVE algorithmis stored in the Result

domai n. 12. 17 henBidiAddakeorSinddtd Aah® utther\WdehsiiSinge NAI conprises the
| MBI and the domain nane. 13. e ﬁetﬁﬁtf{/?\cc(?rdl ng to claim ]V er% n the
r andom exchanging messages with the uC, 1t operates as a VLK an
supports the messages and procedures, for example, Authenti cationRequest
15 INVOKE (AUTHREQ) message and AuthenticationRequest message
RETURN RESULT (authreq), required to perform mnaobile station
authentication as defined in MAP-D.

11. The method according to claim 1, wherein the Radius Access

20 Request message includes parameter domains of the NAI, the Random text

and the Result, and for a dual-mode terminal, the Authentication Parameter

1 calculated by the R-UIM through the CAVE algorithm is stored in the
Result domain.

25 12. The method according to claim 11, wherein the NAI comprises the
IMSI and the domain name.

13. The method according to claim 1, wherein the random

number(RAND) that the AN-AAA uses when performing the CAVE

30 algorithm is a 32-bit number extracted from the "Random text" domain of
the Radius Access Request message.

14. A method for Access Authentication in a wireless mobile
communication system, the method comprising steps of:
35 receiving a Radius Access Request message contain identification,
random text and a authentication parameter 1;



nunber (RAND) t hat the AN-AAA uses when performilg the CAVE algorithmis a
32-bit nunber extracted fromthe "Randomte t" domain of the Radius Access
Request meoxa@a83md. A net hod for Access Aut henticati on PETEKR2002106358 nobi | e
comuni cation system the nmethod conprising steps of: receiving a Radius
Access Request nessage contain identifjcation, randomtext and a

aut hentication paraneter 1;calculating an authentication paraneter 2 with a
random text using a CAVEalgorithmif an access nobile is a dual node;

conparing t hgaulahigst i aithBnASARER tfraretért D With authiriyrhcRikt eiRimRRAMet er
1, and ap‘gr%ng th acgess aut hen |.cat|a?Ta if the conpared result Ts
passed. 15AVIh IR 1HaR scae 118 18ia1lyal mEge; ner conpri sing: sending a
Radi us Accessoriipaidagt tihe canthemeivaton paemmethe &cwith abehenthasidation s
approved. 16. e.net hod according to claim 14, further conprising: sending
a Radi us DHARELCRbG#dt Rej ect nessage when the access authentication is
not approvedppkdvidhthoetdess athenticatipn of theadompdred resufters passpd.i si ng:
calculating a authentication paranmeter 2 with a randomtext using a M5
algorithmif a access nmobile is a HRPD singl e-node; 18. An apparatus for
Access Aut helfl.iHat hmthod agcardingdesclanhildg furthensoozpiisingsyst em conpri si ng:

a AAA. for r ki i u 589 o?;hzé' n
identificat i%&?ﬁ%%%@xt}%ﬁﬁgﬁ%ﬁtgg% é{gn pargggre er h1;£hea a&x%?sf or
cal cul at i sighenticatienis epprevedar ameter 2 with a randomtext using a

CAVEgl gorithmif a access nobile is a dual node; a AAA for conparing the

aut hentication paraneter 2 with the _authentjcation paraneter 1; and aAAA
for approvi np-tHee methedacegrdisg torclana %rﬁéﬁ%@ﬁcf)élm%mgé passed.

sending a Radius Access Request Reject message when the access
authentication is not approved.

15 17. The method according to claim 14, further comprising:
calculating a authentication parameter 2 with a random text using a
MD?5 algorithm if a access mobile is a HRPD single-mode;

18. An apparatus for Access Authentication in a wireless mobile
20 communication system comprising:
a AAA for receiving a Radius Access Request message contain
identification, random text and a authentication parameter 1;
a AAA for calculating a authentication parameter 2 with a random text
using a CAVE algorithm if a access mobile is a dual mode;
25 a AAA for comparing the authentication parameter 2 with the
authentication parameter 1; and
a AAA for approving the authentication if the compared result is passed.



