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dynan1ca||y conputed mhen a serV|ce |s |nvoked and may

o o o, " o o o e ~NA N



the send side and receive side information from 13 MAR 2007
community registry local to both services and

i ivereEd®es47t. Any overrides is defined on the BE{E2Y8/023971
side and send side are noted and copied to the

- conplenentary side fqr a b 4o Ssel SmBfkePlacObr a sub-
scopeg BresyalY. 1S AFXE‘W%C?’ Cr ea% | 'oggﬂti e, _nﬁ?ﬁé resul tjng different
enterpride & 9&?%&@&&&&%&0@{&@@1 She i cuian igpreperage might be i ditierent

Istributed basis, end up bei t he R, 21 SnGtherGhifSiSe in a

comnpEHtiRSN F e/ XG P Sh EnBeBY P& iaosﬁppa% Sccé’s{gﬁ caﬁ Bﬁ?g Used to adb
buyex?s'%glrng:l%gi L eL QUBES b $8fratdiskemeCforbeing ppfiles ahd efesmepisghpuld be

e service witer and the interoperation cont | $ional
used ABéranmtcpeatiby, thmamé@vm@ﬁﬁ?%gﬁeﬁ'&g{ L@E “ﬁ‘*ﬁ?%‘&}?’é&é‘t”lﬁi’f; ;

simplifies sery ORNEropdr- 919 Jcodtigt is extended to include
aPPr‘i’aHQ%F%E’é?%efﬁetl?/t%goggﬁylg%t shou?%l be dynani cal I% 1 the services
comlSiARHE 6thé Sollawang Tre ronte tesfpRe i PRTYEY P FRE31A8H ERE By ’

installjng the.contragts i HRENN St all RicSsagkd@s/from a
confpraing REEBIEHOPIRS ec?ui%f) %"XF‘%PfS%qngiﬁt at’i o.r?glf or each . .
- web BFEAARIAR Rofarhe atodupplamgie rowe mgwaﬁ@‘%‘gm routng

conput at i on. e cache cou 8N aBYT envelope

throughngateivgst b AL YRRNCITAESPTRATE D i hagﬁgg&,e%?ngg Ee regi str y
oA G T8 anderaptionisesnen CoBaEIB e P
Prolees any requrted notifications. The int r oper ac?fcg Yades the
basi€ Bpdoiit, asatherb samipE iRk RS RAnPESaEr UG THitiat | on

of a web . seryi Qe K0B, SERAP TOVIBEE VFICESH ) enfrdernants (for
dgo{‘-ﬁ\m’éh\%ﬁ?@?? O%gﬁlr]t;{t ellet: knows "how to handle it) . Ther ic.
exarffIBhd AOAL EBentie aa DRI Heament Ja The FartiermeppRfulcs e sp

comput ation, so tohat i ntermedi QO NESGt-QhSplaf e formation for
docyrpeats BelHFRTIP CXEPAE p%%?"\?flg %?g%g%&gt and their rol Eséﬁ
versEJ?ﬁm@If%@&%ﬁ_@n %@éﬂﬁi‘ﬂ@& andi80 ﬁﬂlﬁgcmgn@l shawdd beaieheslc PPEHY

Speci fy_whi ch ‘connect or ul er V.6LSk BRhange choreography
transioBPAFOB A9 %%?%?edﬁ?%&,eg'h&“ RG] 0 =too20r .

encryption, etc. _
f0 b@%%%% ﬁe&iﬁédh PSRN, alsavizatrigin sepriostulipleosesions of 2
nmul'ti pl e di nensions of _inter

s e
chongraplnys, @m@prpﬁggsslggéﬁq R FHH@‘P%&?%{@P ’It/eﬁ'!s&aé( thal @6 siddb€and receiver

ere are many
d (u?{{re@g, NS Qfi e ddAVEJRARESAbleS rk e, Suchdd misther IAdhhEE SHaTHECS, 10

S'PBMy oné di mensi on of interoperabilit dvances e- . Differences

useGEBRIdeRvars, ang tovedguise 8 aep SRYAFTEICCS &?s&lwge gement

. conbinations of i r il bl 4r BB EssE@BY erptlopusBustment or

in S§’i“g"ﬁiif?cglﬁﬁ‘ilmgav‘a%scrz%%n%?ﬁ{o? Elgh%ﬁ’ scussi on t hbaTyt %’%%FO\AB "

enERpE kiRt G ZEn etimplesifimt efvelqnsesraperar it i 4
solutions w_thin the scope

! SERtin kRMBME ER0serve various
megppee PATETEHt SgeTeqt e“f’lﬁg’ﬁgﬁor%cglﬁ'r g?%é%lrn%i nter oper at i on

int{r %%al"ﬁ]on%t}%ﬁdhﬁ%ﬁimm QﬁAthioﬂtcgi_abﬁﬁiteapf LY cpzeﬁﬁoéﬁ;fg gf%emed in the
evel interoperation, Accar StoRdwih & 8spects of the
regimtnys Ome Ofﬁv]émﬁhéﬁndwgéifé’g%ﬁeth%%ge rﬁfi y A ﬁe.\? el atpeql] e
__appl i cat i ons ne hgbakd @vashyaneul sibppartbetventandper igended 10 5
preﬁ‘lf)lgufvlg%ynto tﬁe_ envel ope prot ocg_{l used. g’;‘l’ ?%Qﬁtrimﬂon.
lirmitad eatNtetdperaaility memiract paiashsies 21 @SHSTHf & PrEgT "IN, A

the all d_t  chiiraSQ0hSmafgdeBved i iistersetténg the policies an
IOOAPfomed iR 54 WO 2004/ 027547 . PCT] US%B]%%&%MHCE{C
intSfdeed SRS gamder drd rbEET\ﬁ( s)r.wquwn Home Ve Budn e 81 e‘e( S

present | nvention,, the bERRSP e lsendRf gnd reteETHE.Syor
degipign BT (et S %‘t}%é‘f‘“‘d\ﬁﬁrhs"g’%ﬁﬁ%g?‘q? he reliability is . .
oxBlipP et e i contact

LI LS : : ( etafibh contract 1s

wihe 5 (e uﬁ%é{’%ﬁ“ﬁ?‘@fl: §elr‘élﬁedr§%’§1| ed, may provide . .
colpSh@Rhd iibecdy d fhedd BrTde S beew edmibsi foot iy who s trusted. The

sol ution used now by eb'?vl? . and Biztaik is

reliability with a envel ope pgotocol dependent

approach over HITP(S). SOAP, without extensions,

provides no support for reliability at the envel ope

| evel .. [0023] The present invention includes support

for negotiation of a transportation protocol anong to
supported protocols. In one enbodi nent, this involves

a choi ce between HITP(S) and 1.,a0 sonic. As

oy

o o o o o o " o



2. -Envel ope protocol interoperation [00241 In one
an% @pﬁt of the present invention, the envel ope 13 MAR 2007
prt &or ! SEE;Po&LedharF| ML, d SﬁﬁP ?na,| faﬁngBﬂmywh9n
. externa ich allows any conbination of
e o e s w1 oo ey e
louﬁymamhﬂewhsHESEEWNmé@gé%Bosed wi'th pure SOAP, SOAP WA,
oo %, B RERLEIARLE: b bl e gl g
anowe?fcﬁanﬁr the opmtraat taigpluticnmasrisrsifameed ag disFibuist }ﬁﬂl@la‘f gets
the p P 2T vE A5Y EHORET L, LI LG AL IO ORIR rvices and
i y X I VI ts)
intele819 itS URRH QW ESidBdis d¥Bnatiedn thefectioesideviidsend elde atsi roitqdyand copied to
the fogglg%‘é%/%% n% %‘Z{f{?lr Ci ?}C%Q g )}I%I?%E%léor %ééfggatslle i q\%'oxe%ac&gg@on time, the
Bl ARGkt @SorPe GhFbhied Ve, 88d up beindihe same, as a
“séﬁég uﬁ&@%ﬁ%@PcThfss enbodi nent can interoperate. W kp b
croislvfmmw méllme r@gotsampp FFcesFan {l?a ;1;6%9 BB ] ﬁ‘z‘f?l%des uc
& R EePR R AdA® automatically
conﬁ)f?’ﬂ%%hfi S p%ﬂ{ , %E Végtef)ﬁdytﬁ and r@‘;é“’c uri tCy pr ot ocol s. -
dedtibR)fraah & relgftiynebhig gkeaﬂmglmbnm seesceaiqvelpppeites are
00F g et Bk A e PP deala it
syndhrdRiahiedn pi‘ébl@:ﬁ@bjbﬁ&eﬂu@nhd femtracts rnelseal daﬁmnw Thi§ gB2 eyt
Envel ope _prot ocol rmpation and transfor
oA EBHBUFPRRV By R P R SHEpor AT Ly SO Ay te dymamie
S QL o418 b¥RYSt chbReriibg nviahéation netifigitioabon cHayges in the
Cm%ah%¥%cgﬁg§ge ?ar bef%ﬁd é tyglca ebXM. CPA 6
regBor evqmaumgmlmest Hecachg kacapetoaldi s bwbewaequuﬁag?o cations.
| yde L ke doBn kAN, ftah@b servme from
Th?Flmgﬁqﬁh%h %%§E§%836Q29%£m gfgﬁggldaﬁkﬁen] thﬁ% )
- thebendihgseedesscorrectoy furecbraxmidr itHlkat knevs kv torhaadle 1% gPe Sontract may
be Eﬁﬁf’%g%dot nm &9 u%ﬁtar tne n r[gi s% art\érgél?r&/e?%éeoéoméa&s between the
coﬁﬁhﬁeﬁﬁﬁgfse{s@ceﬁ unmmlrtsemrdl@pn theethespage Emehange. For instance, the
e i e e R e e
u et ween
(%ng WO 2004/ 027547 PCT/U82003/025971 serV|Ces
df
segnent of the route between art|C| 1 E o
[06281 vi cesAbpectsipb thgresshl IBYEOUPR FEFRY HENRE m TR'® %’beélP%ﬁ 4
d4€ B ViBEBrobdratt dE tHRACHO nfah § dimensions of
una%ng§F #MTF§{$§f§§ﬁ§?%S MAth08¥rau3|n sof t war e
mt&epﬁhmhado bydredse Addwisging enso@netdqmgnswtcth%ter%e@éw advances e-
coxla_g)tegc\%gger A lb?ogse%et WE&L. %‘a}ﬁ%gs%)ggc%o%ﬂa@i%ﬁé 8 ih@rdfaFBUBissues can

ver sl ons t he same protocol may
prdiRicd sigatietht advadedsf & ﬁi&tdls;amtandmISOHOW’ﬁemOmJ @m a ﬁﬁmgxq@&ms of

. transparentl|ly route a nessa Qu
P G AR Lo A B o et S RARLOREAEE
. in the destination connector hands an i nbound nessage

to gﬁans p{qgg<%}ﬁﬁ&%§§%%§9t Thi s di spat chi ng agai n

[OQﬁlﬂuer en(BF gFReEDFIOB OF Jter Of’ﬁéﬁ’é‘]he o gﬁeﬁvgfm{é?gp 5T A, According to
E.S%JEYS%JT %eprgeﬁ’ttlﬁ%ﬁluoh QisehRpematel folly insthavhidted syplinaticas, ahe allowed and

ot ocol a baseline and mul ti 0 tlons t
supgtet eeaspers arAmlee%aTﬂﬁple@ ql%mé&?te%m“%ozecg the allowed

; Epdrdis SOAML Fet Blztzﬂle kiChllowed

fﬁ%ﬂFFEﬁQﬁaﬁﬂg??ﬁewggﬁgééQ@%@%ﬁ%ﬁéﬁ one set of options

and the receiver specifies another set, the point of

entry into the network woul d 7conputeif

interoperation is possible and if so how It would

automatically add optional blocks based on rules and

strip unwanted bl ocks at a point of exit fromthe

networ k. [0029] When we transfer XM. data from a SOAP

body to a docunent in a MM part or vice versa, we

could conS|der thls to be a forn1of envelope

oy, - " Y S o



3. Security protocol interoperation [0030] One issue
Wi th envel ope protocol interoperation is that the 13 MAR 207
serarimPBEOt ocol  supported 'is defined by theCT/US2003/025971
envel ope protocol and transform ng between security

prot ocol s_ii near. i mpossichl Fin6HRBR! 1Be alfohdiahhdggrts are
ﬁwsmqumﬁifMS)-jﬁl@Wa‘frﬂ?%ﬁ%ﬁ%tpogﬁez%e%%%nvel ope protocol A
H'I"HB@% 4 supported by envel ope protocol B is not

possi bl e

. If the recejving seryice requires.the .
(00221 1 g1 naWitssagitatlinel GRIRALPYBE] S 10 B Py g The ,‘““Zf“d_
i tzt]'hHe' henay ?:B T £HLboAMe Ty thtn, HRTP(SPn ifetandardized, may
relia P éggtofor]e agZe eg}nglylo%h £o 2

way "i's trusted tq transform secuyrpt izialk i
rov T Gélbiisat BT AR bexchiseh. 156 6TERT 1150 BERGP Py - 0 Bizalk s
. protocol inconpatibi kit L Sorb2hlvBSHTTAES). 980 ARaYyithat
feha%‘f}iwh?Wge@?%%qt%c?%h%ﬂﬁh_gﬁeﬁpﬁessage and decrypt (the
exteRiSsyRbAlesunaapidrefog adliehdiysatitesgnvealege kysh gn and -
re-encrypt nessages. .A

. AL obiSiticA OF b trisprtation protocol
[0028her ebyTHerfEesRHBY Q%ﬁlﬁdﬁ?gg@#’é&?%}n@ﬁg%ﬂf ust edu%?j the

amof £G4 RIred bAAGLLS. SD0Re exbedisiennipinppveserhiojfe PRaveen R Te(s) and

Imdustry incl ude WG S@g,urift %’ -£ ar tercgfth lentinvenﬁoncaninc}uds
somEnte didrerrekraasperere pLL 07 HURRPFSH 'Cah Support

W5-securi t.y . inebygiipgs We-security for G  SOAP. At
mcstﬁ?cilﬁ?xfain@%%gw Security extensions are optional and

if a foreign web service has not 9 1 3 MAR 2007 WO

5 ZO%a)Ql%EéﬂFot&’gGﬂﬂd&%@@&tmw?l adopted Ws-security, it
A0 dgtll» caat %o%fcnetnla 6f Q'pﬁatserﬁfim%ﬂt‘idﬂ{ tHelin@elbfreprotocols supported are
[00% terop iITT Ty network the authority tob.si,. n ?nddonal
MM T4 MeasAgES mﬂi;(al §0¢‘é’n+84_hf0hﬁ3°%??ﬁa£°6; uéa,?gpy ﬁpag .
access to the user . [ > mahifbdl 65 AT Rhd SOAP wi
ext@ﬁltoﬂyhker@ba%?ésﬁ@f‘%?ﬁ%%%?‘? %g%fa%%ﬂwd't hin the B e
SRR Lhbi: hEeBHLIAT Sl
! 1 : ; 1 K miter-
withn SRIrae @ ehBepiset Ser‘é‘ﬁetsﬁléﬁnt“il%%%{e}?f ?ng?}gt (unless the .
oockBNOKEH, SEFoHS BraeRIsRESE W oasicro(davelopyd with Gargpartydevelopmen
PTaspéct of security protoco| inter g][)ersat | 20 hSve M8 bett@s with
envirenphents amdhrépaty RTECURTVIGRRTY SPS Rt PR e Ur 1 1y —
pal.i ci es.and icanabidioh i€ 8i-dileforanéierarpedrhli Back otfice systems
mhg]?liih%\%wgh%g to conpute if inter oper at i on, i%third arties. This
exf9&Bwhb EFANCA iof ESBs ¢rovie wrapRedtae P S aPEBATHIET Ween © L
di fferent. types of . |, CRS 100 FHR @idill protosels sidoetemn
emg?ngqag{D&}; r?tﬁ“?%gﬁéé&& %a ej(i)r a?i&‘ﬂvpg registry unl ess

sopgted otherwise. In the context of this discussion,
it is expected that Ll aborat i ve el gy idiesewrty protocols.
[0624] er act ‘E’POT"%jalérf’mSﬁlzdel t 3@?\5{:(12&#% > anot her lnkaces o
TthLl's?G&ﬁ% ﬁuﬁeva\,o@fsw&%e uﬂ:&pani%s@eaa;ldrésh@ile_thﬁi@r%g@mdid&? fs )
st npl e, high perforpmance and colla 4 Y€ b¥&B on the address defined.
e e e TG ol 5 RRE UL IR Tt o G

[0 @gﬁ vic esEn%gl oth&f deteRh Rati @Uind teh efdrraatthns pATELS: S_S}PM’@Q by the
vices.” A sifple web service does r]Lgt NS eﬂ&@%@gﬂma goes far
interpeypiliyoontrass) ThislieorreeidhyAG BAP RIS AR reqlire

aut hent i cat i NiLah the eéeperpbitityycontract alag gnclude
beb’l%‘éga iti] s?h%%@‘r {:?&rqog}rggch%%‘al ghoﬁgg%\@hﬁ es.  1hem. thines to
in@Rsfonwbashe achoifohlayedhé DrrsHrmaigis i e ]
i s independent of all . | Y RERNItO 0, Ok nhihe and version 0
beg FASH &7 FISH PEE A 3%§ﬁéof8 égt:r%giuzmﬂn%gchor eogr,agp\rl)c o Th
thﬁ gﬁg\,{dg@%aplg?j dfﬂg ﬂ@hdeMedeh@§WfpﬁréC£@%"§§£ 9‘?‘;9 0 arﬁtgonno 1

now edge” of return addresses jn Xts Séhdl the @A between
mﬁe@eyabilghé%nlaﬁtcéfl. eﬂse%dtﬁﬁ%ﬁ Srlfl{oefmrr%an%ggweb&ser vice can

i nclude better reliability and security. A

col | aborative web service cangbe sinple or high

performance and in addition support bi- directional

chor eographi es. Typically, web services other than

those prepared by the assignee of this application

(foreign web services) are sinple web services. [0036]

As descri bed throughout this application and the

i ncor porated applications, aspects of t he present



" innovative web services can be registered in the
coIL&boragLve registry as are high performance wefl3 MAR?m"
serty B3940E col 'aborative web services. Suppor tPdFs2003/025971

be provided for a conti nuum between native sinple and
serflb 3D TRELESRIMBE R Wik BRIVACRSTMPAE sehvRRER S wamllbé intelligent

added one by one. A high performance meb.ger% Ce Can i . ut
intedmwae@emﬁrmh@mp@@qc@tvaﬁlewﬁ%n if EnecTRIRPIETS;SEICEY) fpy Yandpgds witbou
usitl dolfrolie d%@?oéleaptf’rh'égss%‘é@lopﬁﬁjs 6, WBDL definition of

an i nnovative native sinple web service (from UDDL_ gqr
[0027]om Co nimxrorer£Boe bstwewn ervshdpa portataly/is trreeghstaayyays wHitegent

identifies a service .part. that..is.the URL-Qf_a.006iBtx
verg RS S BORRY ekt e sedy MR 25t efeban
taﬁs%%eﬂ@f fouef 2 @Bdshge thdudh SeMBROPARE setiDe218@dysCR7mitkToperability. The
. PCT[ 1JS2003/ 025971 w | | au%onat%cal%&)b% gq@ted fLOM . omnonent
dispaielien I e dREINAIIAgPReefor daRds AR PGS TSREASE K0gBE PR component-
This RispRERRAE A8AE & Bikddrl AIRs BFOSEN the RS lali@Bssi ang bigeemielope fields.
are governed by an interoperability contract tha&@ 1
[0038)/er ns AnawarivippeianvelpPeTiSPOhBIFIONERHOPAS Wets® SEhr pRprotoc
ith 3rbabdlh | , SREMIACSOAP, with
Ry S B R pRorted by
SOMP! witiatatchmentaebutingksecidityt BAMIS ¢ dieipg apiipnaeHhesender specifies one
- knows the.i.nnovative addressi ] [ d
o §F o AT B SR8, BT SERES LB ok o
corﬂﬁ.lﬁlé Efghﬂaﬁiperajﬁen h;igodsiiwle aiid frahowhdreogdd gptn;aatiwlla add optional blocks
col | aboratjve we service, Fareign. ervices my
bessd en anlebHf) TaR FOIEA o6 60 P8 AP B3Rt BREFBRE They
[0039] NOt {ARH WeQr-AGEEIMI Ad£OFTMMN $YAP 86dBiorayiobiliment in a MIME part or
understand an interoperability contract. The prgsgpt ; .
vice vematworpwderingidpethisie bad ddm & GBI SOPUETEPLIAHAR ¢ SHE ranstormations
hyiohd . Iy, GRS | bAs@Abt¥d e War Bso occurs for
°°S SﬁfﬂL%%S%%£ﬂ¥§ o%%?%%&%E%EE%F%F%ggscan be invoked by
SOsiPytoRSD AP entempersigmvivioe te samrer puisitles pay loed inga afigphment and the
service thro%%gwgy net ;%b. Forei gn web services can

TeCREET SRCEP AP ¥V Engl In the case of email, a

human user using an email browser could "inplenent”

t he @ﬁg: I.5i8n@Rshdr it operate with both sinple and
3 ¥ or ?ﬁ@gmna e

“col I'a tive or foreign web servi :
(0"t FeE B CTRGTE B GG GRS A 0 g pan protoeel
supboiel 9Pdiethed b e theclgel Jradoesi ahd wansfegiisg berwear sefurgprprotocols is
DDl . A foreign web Seryice.igiiﬁes a web s;{g'cg lJb rotocol A

neamPRBE F e HEPROT RIS HOm, G ng B TORCURPTSY BE ERelope P

i By BREWRE krotdbof Blit aadibI¥ e It REGinge&rvice requires
to?@%%%géﬁﬁgﬂ£gr%vid§% Fﬁ%_ﬁRLlof_thelpojnt of ta&n ,
the originad signAmtangTeRCTPHGH ISTMFErenaraling B§ SR piroust retlin an error to the
Y QCRLL QN by 8 nat] ' BeoB€ YkeCepproadh 1
Y
oveeRiR enety pheocSTAPoerdtiilEies i toNpistibe kataviel 1ooEaLY Bp signature in

i ndependent interoperation [[0038] The |0 i i :
o BRIl SBt HCB e BT OO CLRSTT b o e Bl rk erspt
mdsB@es NAMKE! phateisdistentd mikiebe teogmewdyt ysigriaire tdnebe trusted by the

service is registered in should not matter. The :
TEGHF-i ng al gorithm shoul d transparently handl e | ocation
[06313NSPar &REAP ARchsTHRE kRHPI-AGL HRNIndBRY eichide SES-cermmimipest of GXA).

transparency. Routing along with the trans or.t v for C1
Emteasiimenty ofribe Reasems iV eBIAAE SURRNOMS - REEGHeE T B PR ANEPIHG™ 1o

0 ; | i | b APdeet PFoa&ien web service has not

Sé$¢é§%ﬁ?§ﬁgé#@ﬂgﬁpﬁggE%?%ﬁ?%%ﬁ%eggéurity. 6. Platform

i ndependent interoperation [0039] A platform may

i ncl ude the hardware/operating systemthe software

runs in and the devel opnment and execution environnment

of the server the business service runs in. It also

may i nvolve the server technol ogy (J2EE app server

web server, servelet runner) the so ware runs in. The

hardware part of independence can be achi eved by using

100% pure Java. The independence from
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standards based wire level interoperation with f ofl @i

cokPet@rs4and servers. The server technol ogy PCT/US2003/025971

i ndependence can be achi eved by maki ng conponents

dabl.e $ difk K2y $ii6 bRaste®perkBiligOjetwork the

adOPt%n‘g\isd 358‘6%8&&%(38%% hent s aF%e platform . e user
authoh&dm%rgﬁimwencraprmmamn tabehalféthelpeint BT PaE2GETHY ©

their preferred devel o X ERhih eReerprise &b the
key)-t Hiep Woéﬁéffé‘ﬁﬁ’%‘&‘mfe&%ﬂp? vnee{hewoir%lllstalﬁ‘9 accessed wit
foreﬁ[‘@ yorite client side tool. Such services can

3

I nteroperate w th vendor, devel oped s GSSout being
0032 th | NfemeyercehpdA by apigated dR Py etIEr fr%t“ee“f‘%\ﬂ{;,en Ot DEE
L4 LRSceCd ggg,@@émm;eﬂe) nto mor e

authe@&%?%ém uf‘\%s%lgé m\7‘\/|'gt h corr%os?{l on ¢ Wg e}JaSIfdr}chlxrer
[0033] pr OCesse dspennobyegirife Prqt@@h!l.fﬂtemquiﬂg’ﬁ’tl S%lo

ervi ces_ser.ver pITgygﬁle ﬁ;ﬂ;nﬁfalnjmrotHIyaSWCompute
SPCC%E R e A ?ngﬁg%%%pt%ﬁent s. A 1ight wei ght
ﬁmt%&{p&@.ﬁoﬂ\@lﬂo@hﬂheaddafgemc@d for suppli er connectivity-,

eway witers and for the ISV narket. A nore
conpl ete enbodi nent of a coll aborative web services
4. selmeropehaion ieteeen difersat PES OHETYIFSht wei ght edi ti on.
[003];]()he || ghtivglygfivice dictregibteradah thée&lldwsawe@mmdﬁlﬁﬁ?mﬂ
for docurrent rel at ed. devel gpnen Jel b sbibrice will
othehwer]@gb@cmwr%ﬁtsywwarﬁwe c{r% t%:aeC ?g%/oer opementS A

Wb GEMELQRIERNat@webrservient for Ul and
mter&f) altjl}ﬁgntt asgrégcprocess centric self-co

t
[0035pNnpoSse ﬂfhsne faxel soe:glledmpl@ehlglﬁ BEERIBENSH ai&aé)oratwe web services.

col | aborat i ve SeS QTG tHerthRlicaBRted dAd uBmglstered
Thegsrgre %éo 8 th’élﬁ%1 Fﬁ‘?%?%%%%egﬁ on. }F4 One aspect of 4 soes
servidak EAGRAplatwebRerviict Hods @peuagwgmmme@qrm@ﬂq rgliable messaging an

interoperation wth $iv3doibe ﬁg@@m—t&umﬁemoma}
nOtfqW%F‘ggWaﬁ‘%f@ﬁa%% gﬁ“ agtg of fice Ssr)llstems ‘{S:P € 1 ofall
chof%PRSEEs. SR difkatwordshech tokedtiostof kisieplaWgh BTEFT 1ynEPencent ©

services froma e | eve QYEEM being kept
preiovesROcH O RIS TIRE PR FTE e BRLR BT T P o Lergy ny CHREM being kep
o tgpg&@feqxéb LRI QXRRSR ﬁsnbaldm of enfraadiesss mrthnﬂoetewe?@ it can reply -
ces, or wap their custom ter
back éateri @emvmsﬁmmw@rsaw‘%ﬁ%aaf%ﬂi@% cfipr ety ﬁ%‘?%“‘t‘%“ A

col‘ H &5 alg, &3}:ahkh 9b !gw Hl@?ﬁ%’i’ﬂir@@h&&nm Ehldﬁthm support bi-
ceninoien YAl STOICRES t?x Y SONAHUE assignee of
diréttioadd cB@’ecYgra}ﬁBeSI Ayeicdlycweb %pﬁ@@thgrﬁ renged by

ﬂusls%r}’tgggql{%tnl( Dl%? Ser&l;%(,ae%(areg nﬂlgﬁre%&t&@ is email

server can be used to mtegr%e A i
[Oggggk of f i€ @essyint impughiotrththisrpplication 484 the IfERREALRE apphications,
Exposi.ng back of f i S %ﬂ&n WRBmSRFAIIE BSmerous Ways.
aSPG@éIUd]L“ielﬁ’\*FéF‘\'fen Pt Al ey ze’ag%t r;%ef]ch or ma étﬁ)lron schemes not
mr&@m Wb s@ﬁlce%dr&:c*leﬁst&][e& lut ﬂﬁmsﬂatromﬁwg frmﬁﬁl‘@k’f’é ﬁrk:[?thh rormance
viL or XML an t files tra Qﬂ\ﬁﬁﬂmbtween
weB 2eRicgnant @llpkasEivg WP SEFAICEH e%upé’ﬁﬁ CF.III_QéQ' B HL&]ED P ©

nanveds(ijrg £ féa.g?n H}Wg%\é‘@oﬁﬁfaﬁmwkrﬁ&fs\ﬂ}fe%e]aﬂﬁdm cmﬁfgméd@fmnetba one. A

servi ce devel opers )
hJEiBl ﬂdﬁﬂ@rrﬁﬂ@? web’@‘p@gg@g@pmw@ee@xs@e? G?tvfmcf, %é}{) %égo . % will be
Do?qr}gufo 5 %tl&a%ﬁm‘ﬂtb\t deF 109 Re LAl inetar[VQ@deHle simpleiveb service (from

11 kel i nt eroper ati on
UIDIDB&I ﬁ’cgn Cansere Quel ovtxe@(hhborawm BIEFRARICD ! égngflg ao%nce port that

. hec mis a usef | iRgveRad thigfch it of entry
is ﬁ‘ﬁ&)@e% 2 DR emf?'e]iné)r%e ttv‘tolﬂg I@Xe§s5;?e%§6%\u$ ness Iﬂm
rel ati onship. Discovery of services and trading
partners offering themis dgge through the UDDI
standard. A nore powerful tool that UDDI supports is
i nvoki ng innovative registry web services. Inventions
related to the present invention will provide support
for uploading data to a public UDDI registry or to a
private UDDI registry that serves as yellow



pages for a community or a set of conmuniti.es. 13 MAR 2007
Di scover/X across the network of communities is
posE? B1%42PH045] For di scovery across comuniti &§1/US2003/025971
each comTunlty may have a list of global white page .
will QUIdHatitAIBDeQbuted abaltheretd thyir prde degihsians.eMessages routed mn
associ ated with it. Global V\hlte%%? gormunltle contract that
aceqsADS AP ABMRIARSRT IECHTPR SCBKIe0p AT SVETRY) DR A0 GRS Y gontract tha
g0Per€lvhAThapPAS bl &:880hopC NERUOKED 88 vicEabalvontal A:gve pafeeicn simple
registries contain the trading partners and services
webfseyicset of adverti sed communities along with aliases
; cat egories. Searc (TN VAT e,g@rm Siv e
l{}g’;ice i nter o%esFa ?%n :3%% “%%“?Dg‘(r:kt F’éér?a Yy 20 QrloFiive network. If the
foreimmuh ehés loaws shieisavatie dddraasiog ambxmeglagﬂ)ldbnnmmdecomlatmn SOAP

or_.have. r.out i f.or mat | e we
R R AN Ry R
SeBRIITHO i drESelCanvies SEQUEE 2 OdthBigksod 6f mﬁu@a $@AP b;ﬁtemsirmys They do

subscribe to a conmon. yell ow page re |stréD ¢ Th ¢
Do pesH @ pgagss %W%Ti%ﬁaé@r ﬂlé‘@?fé‘ﬂng YRR ol e presen

inV4Rtib 8 cRADBe - ZOHRE DY dr¥vidd Qdele B &ﬁfa&ﬁfﬁﬁgwébe@hﬁdeﬁ ¥nd third parts
access I nterfaces are supported for not_ onl y .
soﬂ:p&gng@h@lp@ be peed. Faresam webssgivirgs gam bh Ewvokesk yrany matiye web service or any
otﬁé? %rg%'ﬁ G sOL AR ﬂg'gggr}:ﬁ{tﬁ YERAESFor v&é%%é%c@?éjan use external SOAP or
anizations an el r relationships so there is
ensanlp fiothe cherofgetaflj algmidnerstrersing apagmailrifrow s oW “fuplement” the web

i nt er gperati on u o
sl G ST TP A1 LGP B SO s BRI FTFigy el servicss. The
WRBUI detihitioM Sf fie Fbteizh @b 8@@Icalh Be (1O0H d3deBeE@insthe yollaborative registry

be caonfi gured _as other weh services and

services ma
or B DD A eveh %?f"é‘?vdﬁ‘é%l*ﬁﬁﬁ MebyPemifs At Imgpvagle network by

1n‘§cﬁcrxﬂ@ LERL o4 0 poilPGUIR R intS BIFBRL Gk Al RRG Rl 16181 dh G4 BErvice is
The 1 nfrastructure does not care about the semantics

profidedibe PRH ofdbe Pai Wb gRiFy IEoRuTRETIOTS EnRRPAE extension as part of
e ter if it

e i R R
undenscleds the §OA@cxierepn.have to agree to the docunent

semanti cs, such as docunent famly nmenbers and

_transformation anong the nenbers, tq facilitate
5.i nt e\“‘ébéf“a%ff%’r?"a*‘qﬂdf‘-“?ﬂ?flé?%fﬂ%?eé?li"’(?ﬁ"%t h back office
[0838&]t ens, Tietacatet ofsheadtdamaﬂmn weryides cdopteehickbogd aqtdnatter and the

13 1 3 MAR 2007 2004/ 027547 PCT/| |
mgﬁi‘ﬂaiﬁor BRI TR LY g‘ﬁt ﬁf%rﬂifﬁésrrgtﬂs}?ﬁed[%é‘wﬁz ‘:‘l‘ﬁ er. The

rohiitgedl §HBm @hodd &eega:uﬁmaeaenadameﬂ trafispareS 6 atidGgarkaplace or
define support for one nore versjons of a

eSO TSR T TRREGRT FOURE S0BR WIHIES BHEPY Trresdyily gifphanism
shBﬁl@ Red R RSk W@tﬁfﬁelﬁoﬁ:ﬁroﬁ@ﬂ b OGHUTE Ble PRSE M%&K&@ﬁé@ﬂrew alls
docunent to be received and tries to reduce |os
wiphoagkéemgpromisngdrestrity.ecei ved versi on. The transformati on
occurs before the message is signed and encrypted on
the send side. 05%# The registry supports major and
6- 1yi n&’r‘a‘@%ﬁ‘%%ge%%‘hi rBEEHNt fanilies. Major
[003%] si ons Anplytfoonbey nmcltude thefbamiveant/opar trargesytom rgg@svare runs in and
ver ar.e ex
s lop Gab e SUIRERE A BB B Tt o
m40sdlje ﬁ&eelsrehleffaaoloam gILE@@pfseuwexp ab @a&ej, el darcmne@rths software

are defined by the. envel ope C .
regire gt P AR e O U RSREH G2X B PTG At Fiisgag> The
indeARSEE b8 dellSpragierRuedn evirtMacAQaH BE Bdhieved bXMgporting strict

i nstance of a schenma in one | anguage is different

than an XM i nstance of an eqyi val ent schenma in

anot her | anguage. Therefore, schema | anguage instance

transformati ons shoul d be supported by transfornmations

i n gateways. [0052] Gateways may perform so-call ed

syntactic transformati ons where the structure of



the payload (rel ationship of elenments) and semantics MAR 2007
is not changed but the syntax and packaging is 13
chua@ged/02784Ttonpat i bl e structure i s converted t &CaAS2003/025971
exact equival ent XML markup and vice versa. 13.

N n.j.ocat] =Tals’ fat-ehaREkak] URe server
Stan‘%‘gé?s‘%o evérmerqpﬁ%gom scgcg%%gﬁgﬁ%egose skilled in
techﬁd]@vyalhﬁep&hdiéncs e behahiet duebyi mﬂeng)mmmtﬁ embeddafie F%:Efonfo'mmc

iS one of assuring that interoperation steps are
to I2E&r sqnder ut at agreed |l ocations and in an agreed
[004q der. fWHIBSSALR sh fpgga s@nsbaentt arerpdaiméndeperdvall g customer can
rough a series of connectors where diffe e_nnfg0 their preferred
devai@mecmﬁﬂlémééﬂ@é}i’fﬁf?%d Ve BY S P SR BB O haT &
favfite ve%&f RliaY REBEN LD Bivb AR Rlib@RIdeady]. Stsbeendies sahoiie
Fanguage I nstance transformation, versi on t Ilgent
mteﬁopmmtmmmevewm sspeces MalidRsToRgErom VAl Ay thy et
t The i.nfr jal tdeFs dobBosition
ne“‘t‘?%r%ﬁ&ilﬁ%wcss gan be CA?%% ee?\%tg!ze&\rlée%%?%nk mqer oper a??on
capa[bﬂﬁibéhsxﬁ‘gbpmewﬂmseme defined by how they appear

out si de, terns of their regist RPprimarily on
4Ahen adér]egg“ﬁbghﬁé%tg%ﬁrégw'fb Se?ﬁicgs se e Qﬁﬁ% g%ﬁ%r al”
mesg%re ifter®P Efé’u&?c&@pdﬁints UpGichthetbhn m‘:a vezmlld/becter goted SorHpRlisT
change over time new of, a servi
contRSU . 2 A RIS U U AR o THRF SO BH S LI gagyent of 2 -

X hiTeSSRGErset! If tHH 1gHh tweﬁdzlﬁ@dlham{eThd hghtwel t
coll ée‘%&@%@r‘%sg%ﬂcv)%%oz?sﬁgpﬁ/ LTszooi/ 025971 han ed..
ed;ﬁdnen&edesémﬁsm Hevebagreaplapk forsioppaen selatahaeve é’mICB 3
leve&%,gé Ftﬁ%l&%rtgg%élg gor ggr%%g ggvel% LE0MK ichiBd ﬁﬂlQié%l@lbrhﬁﬂ

ow senders to know if the
envEb@bd for MVakelotiraem dused pecessicontric Feii-geiiairgdgy coppased services

versi on r f.the services are nmadezkpown to the
ma%%?]’ﬂ‘é"ldfé‘ﬂ‘@lﬁgteﬁo NN éf/mc%% fespond.
appropriately. [0055] The infrastructure takes care of

. i nt r% |59§} F‘atﬁﬁ of optional parts are
di ffer en ar. eco ith back
[0042]ce ver@%ﬁ aSE‘BCt O%W%Q%QB a tﬁ eégr“glé g?eg I@I{S&?%Jag& ?ﬁoﬂ)&q =
Ofﬁ-EE §¥sFendt %S%ECIE 8PSk plastht ﬁﬂ’@xﬁdﬂn@ﬁhﬂaaﬁhaﬁrms syfpoTstto be exposed so that
or eogr a One enbodi nent defijn g rocesglscovgg Jevel.
theammaéﬂalaw wality iof PPEERTSIIY A MERBETE V§ %f@e%on% hr'o
Toollytss Wﬁf ﬁﬁ%ﬁaok%@ﬁce s%&ﬁ %?SratB}sQWe{IHﬁ§ theft ieAcos %ﬁmb]emb

I'n a service: her enbodi nent su&grél qube
serducasse ot mapelssagxsngn brepisesca 0HRb SERESoiGHioOTURFRHSD WO KEs W

ablg éc? gtegrgaq? %s%ab11s$]eed §Qﬁi&gglo§1@9%1tﬂ%ﬁh£&/ahﬂe thBRaciBN BMINN6T to

ens e process flow engine process .
dirs®Rydonandt 4 eee setesesrmssfa@e Angittteh embediments rjgE @O a bac

therefore c e to,l ook I| | fefice system
offFRSESTHB 4T T ?L@Ho%a FRal §RAYS Cuse ﬁ%ﬁﬁ%gga]% %’?%?ess 7
with 18 H8E npRReiesses shoul d appear as a serV| ce. The

ap ﬁl ications that., want to interact. W|th 901959&%%1&
[00d8hd t o Bwepsingcwrk et SSEgsas S ﬁﬁ‘l’?e%Cserv i ce.

raBAE S8 Wl Sot BRSE SBLILO ExatnBRs BleaRasBriihohetergt BB and XML
process can al so be used to conpose a bi g{ger servic

or BIVIL arsi fiay Tltreoprastosmingdrivee 18FF £6 1 EPDGETHE" an“extm Al
g 5 S EINIRRS Al D i 1l 94306k OB Gakierd @iGcam web service
IR Mbreover, a process flow’engine process
ckeﬂqmme can be made available in every innovative
service and therefore distributed processes can be
built that span across nmultiple process engines. This
i s possible because each sub process in the
distributed process |looks jugt Ilike a service and a
sub process invoking another sub process is treated
just like a service invoking another service. The
various sub processes interact with nessages and the
nessages could carry process flow context avail abl e
in each sub process to nore tightly integrate the sub
processes. [0058] A con3|derat|on |n b| d|rect|ona




know t he sendi ng TP/ service/ operation, particularl y3_ MAR 2007
wh ,4£he services does not directly sup ?. 8
chﬁ?%ggggg%§;or conversation |ID extensions. A ng?#héﬂmyabqn
to correlate rel ated nessages w th conversation IDis

8. usefetviceldischeerpangdicbbss commhmity imtevdperatin conver sati on

oo} h @ SiphRd B sHRENHERR intWob&h HOREw AR rad B RRFHers will become
chor eography by using payload data to correlate i .

marefewet- i diseqyssy mheltanfsorips tbpdulde Hpd p Sating partyer iy drlsipess with,

befot QB0 G BE: LAGUARELARS O LARPULRS: L roRElo/ il offering

he“correlati on. For nesghges it m foreign connéctors
thapd #skiont thtdueh datdB DS stagdaek t & neiropowerfuy piot tiat YD weppaits ks invoking

ml:‘%?;tgfagéé%t&e \g%)y %Se%\g{zreﬁl) 6%\{%511(%% ?’%%%g f\ﬂ%\%g lﬁ%ﬁ%{g n;?ﬁttlont \%H%Jrovide support
fordRRAER2 dad fo PEIDIISZ00BLLREY dlto AprivaeeUDBY keprdky thdierves as yellow
registry or _a |ocal database to deduce th destipa}ion e
Pageq dOTECOFBREY O A S7LAE COMAYTERY ThSSYERACHHS Defjelork of communities is
pogﬁggbility is called logical routing and process fl ow
engine facilitates this, based on a configured
[0Sk f i CRaridNsowtry FETebORTinIEies, 58N PUREIRE BRahgv§e list of global
from which. LeAL | de..i.nfer : '
oo e L5y BEDLSRAL 2. LB R0, 8 1 0108 vt s
cofohmhitieg)canpdity trimspert addredsesofor s@rivg e eequep érgo efétaf edvepysed

the partjicipants together. Al . variations of_a .
copfigrisr Gi5hY YeUPTheas® FanEy “mitp 8T e Cpihalisgpoes of e setof
ad Pdr8se8 Ubginabiteahloyg tith abalPand chivgbitess ISearchkshee dutlepy emegories.

fam |y supported between two seryicesu%q?%. . 1obal whi
Sinee InterPRTER Rt ' DhfiiectifRRL e CaBIAPI 68 THRSTIALC § SFpgR global white
pa&coébkfﬁimgﬁty% dereaduihe RERHEERNGS BachHANG \URECtR, WHRKIM 6 community
m ght. support multiple famlies of choreographies
regisivol Vivegeoginiirgiiesrean divpbieneliécinie ceth etbenif they subscribe to 2 common

i Y 7 . p l 1 1 [od
sef D AR il oy PR sy, MR b poge
comesiwage in the choreography is sent, the sender and

i e told the ch aph i at . .
O LSSy B Pl s BRGAREFOLAL 8L e s

e Cchoreogra
alsodfadinh @artMY infotheatipe incTiiie rolee andiphiwikbed e wsers and organizations and

rocessin cordingly. If a new.,seryice .. s added t.o .
2RSSR BN Pt by SRSl B A ReRid o Bieoperaion
inQEENERTTACK e Gerdice dntBithdg SraRgbMBL0n CHY LAGERPRYfiles.

variations supported by different services in a

mul ti pol ar choreography or forcing use of the sel ected

9. choRegigtrgveysion litabpagtiaphy negotiation is further

[06’4@/2“ | beﬁeé:ri&rﬁ%%vi‘é?{sr d{}%%@%ﬁﬁ@cﬂag SERTVRA Hr R benefit from the
ap .

l'ications. i di'ng, the conplexities of
interopemoifer wppahof Q0BM)icesSer vi ces that interact in
accordance with aspects of the present invention nay

need to know little or nothing about interoperation,

1025 tJ3eumORTNeAMntis B8R peAtioRe taken care of  under the
ers. W ules to inplenment.intero j -

OFBAT gr B RS s oI PR P LSRR B L BB, Moveever
dobiEheie Senialtiatirgeroperatidt ie mbhpedlatvs eervided weimg dijferiegdstimgnt to enjoy end-

met adat a. APl __ abstractions can be rov%geg to hide . o cuchas
toeRGIEORTBI08- JOF SEEEh BICTPPRREBICYC &HEE It et AL Ml mas "™
doB@ssH: Binilyohehbés ey @i RemeRAGN dng thd BkEbES T8 Mdiltste anetoperation.

syntax. Al the security policies can be inclu [

ed in
For ieerpRRr&ion yaraback ioffjce sufiemsa decunagnh Fpndaydsipast lﬁ@ug“e famd OAGL
devel oper's efforts to inplement applications. 18.
Mechanisns to Limt interoperation [0062] One barrier
to true interoperation is segsrity. The nodel is that
the infrastructure authenticates the sender and the
service authorizes it possibly based on netadata
captured by the registry. The barriers include
busi ness rul es, subscriptions and hidden services.
Busi ness rules 16 '13 MAR 2007



WO 2004/ 02754 7. PCT/ LTS2003/ 02971 soneti nes shoul 3 MAR 2007
limt interoperation across communities or within a -
cHABMHOY348ubscri ptions may be required bef of&T/US2003/023971
i nteroperation, as indicated by the provider's service
policy- It also is wuseful to have hidden services
th}gt ar efg_ot Vi %i/[bjjoge%gitf){s‘i de the community or are only
11. vildeayment § CrAPeEyteY i es. [0063] Figure.2
[0049]] | USt Tk ésetidve uﬁseeqmim@ewoaudwﬁéh%gﬂCf?ﬁﬁ%aﬁipf’%foéé’ne o
Lnterope:aliiliry., contr YWepdoferiRdvaeh tSesivinteetween
morea‘f?ésl%sé’gﬁgﬂﬁﬁen%em“l %&‘aﬁﬁée‘/%rﬁgnci_ pg features of the .. .
the sfzﬁtgle&ﬁnelnitgfdmdlex@cfea@ioagnw m.rlelemwélbméewit@: Egugmigisny Pieine
202 including Logic to dynam cal, ST ;@R oned and encrypted
the Hesftreqedise VEISION; (e LaRtipRAHon 8°°ﬁfsot&%%rg?&eser \??Fg%el 93 t hat
on 1EXROPES:. @ chor eographed interface to an internal
process flow 204, and a consuner service 208, Thee s Major
[0050] gur e TlexteisysurRPBSMERE A% RINET VERRHI E P AVeT ves  an
order receiv] Vst eRhhat o REQd B Grslefs are expected to add
VErsBE BAY 8??%%%9{Ogﬁfeférpr osgucer and_ consuner services have
optibdaBpdris@yabasapaisida. t i es and policies for choreography.
service version, docunents, security authentication.
security encryption, security signing, envelope
12. pr Stlouwd langepgetinigRAMERTOD 13, 215, A dynanical Ly the envel
[0031¢90t i arBelscherh e t-opetgebidripeylosbRMLadqcumeets awslefifgd by the envelope

protosol RSP A HH BFECETALEER T t] DEE B ot o
the %C?}Erﬁé of QIXVESRIcMinBgt. dirf Xefl angeme bbb weemapopiciiegiagets different

participants. As the participati SerVvi h
thareanoXMB, ingtrse 6 ampd e valsy STRaga i o 'rrﬂ%%"‘éarggp gﬁg‘%f R A
cont.ract : hduRORALpEAHRE Hy Graffigati-tiohs mrpatsfvapn
lmguﬁ%“e%%%cfzrb\é?%ﬁxﬁa%ogﬁf r act%?ﬁrgsent s a remarka

bl (<] C (=)
[008Z}Vi at | Gratefvapnmen RYEPRT BneRllehPFIAGHE Faes ?Wo?rso‘g%ere the structure of

near |y r gxi Qs s ddeaeinbed bubthe syntax and
thewﬁ%(ae?fﬁg’ﬁ%ﬁ g?%l%ﬁéﬁ%%nﬁg froma pr odu%er ser_\/i&%z:?e'ygML arkup
pacl@S i Phinged. oA chtpatihlabtrabirt istcpnvesigp sbt PLFEI VAR marknt

pc_):l icies. A consuner service can readily discover the
andjfi¢sdi§Eer servi ce using a discovery protocol such as

UDDI . The producer and consuner have machi ne-readabl e

Speﬁi Mo qat g%‘?ﬁ Ytiont 1§ draPstaRickdpdrasomstdpyol i ci es.
13. endenc ; )
One B1*"Ior e schemas. recoqn .b AL00HEE e Bboperability
[0083n s urre rF OB ARFBISGESIRSt ';lo%esﬁﬁ%gén %‘Swtagtqﬁg °F espec?i ve B ,
corRx%tEttiL & \?ﬁgﬁtﬂsédéﬁﬂgQ%t @rﬁ&otp@htii@i ?@s araacaf'riﬁdbzelt Z; ag;eed locations and in
interpreted and intersections found..lns : tors where
an hevedtarde. ACQOTSRER YR SERSIET OIEAVET BFY Se*rhf"r‘ﬁgl;‘gjizg &'of connec ors Wt
d_h%en t er aperahidivhyond SEpTor 1hiBRpease NTiproisimtepla deiveien the location
(i'es regar&l ng how to resolve fwo t%/,ggs of conflicts. .
an@ 6idEd dfGtiznbdanmpege praheateanciesnaton. KITHaR RASTEBRriTons =
and canflicts re ' Whg! N84 st n@Pploperl 5@t itieytransformations.
raRHERFRY SEICH Ea%@%‘lrc%ﬁn&' an encryptigxln to particul ar
parts of nessages that will be exchanged according to

b s
063l es, s ik “vioea pisidsape wons, o er wins, nost l
de%gﬁwﬁmt“rhdhagmeeﬁm@mhsm{gesﬁq thlgmasl‘t wilt pq pagasplfor a Semcn; to be
©requirement wins.or a,weighte oRsi.der. th oht have
upgreded 82 ST EF B BLPAREEAS B g R?“ﬁ%é‘é%i‘?@é%ﬁf%sfh
2dh & op%%bﬂse&r ddfe BPR eYet&sptiohd] paneasuressing m.esqagﬁ;.,t]éﬁ@@‘t also have

are'simlar. These decision rL lei, includi g

overrides, are further discussed in the Dynamc

Negotiation O Security Arrangenents Between Wb

Services patent application filed concurrently with

this application and incorporated by reference. In

some instances, the 17 1 3 MAR 2007 WD 2004/027547

PCT[ US2003/ 025971 producer may require subscriptions

bef ore consuners can interact with the producer. This

may facilitate credit and authentication checks and

—

..



cryptographically signed by both producer and cons EMAR 2007

befwas gookb268n take effect. (Wiile this descri ptP'c‘}HJs‘uﬁn/mas:n

stated in terns of producer and consumer services,

assist the reader's understanding, it applies equally
chazto@d thaGeOdf chitreegraghisd m@pomdranésbelocau@e ob# Perhai the PSFBEe-

pr oducer consuner, inter I r:Q Sy <
ChoprogHBaY RSTersr T SEHEIES CHhEF SRID) o ea S iy shovld
mvoﬁkQ e R opRfa@¥h. dB et onl 8Rakrsibatnmaibersiof GRrsdivigs a@pmﬁb &nown to
the present invention. [0066]. The schena
the $enti@”r@é &caiypy, pe {rexsm respondHEPOBLAES: code appendi x, can
[ooﬁj used - 0: MOAGk B RIEDELE OPRER Y ctdibY when tHeaet of optional parts are
cludlng several aspects of the present invention. In
différhntsor vérrh e Bibdmepar bechmesrackifeaemed HEISF ¥t put files is
an X L docunent. In other enbodinents, other data
structures may be used to store the same information,
15. f orChiarsecanphy RierpBeradioPuct ure nodel ed after the XM ,
[00s@de. THBeschemieasniver apexdibsrti tht. sigori ehopregraphy. One embodiment

under stood by loading .the file into ¢ The
defiges, BPIORT HoW A SRR P g‘ktréh“?a”ﬁ'%)gq w%ﬁ’g‘éﬁﬁ %gg Y I
prodiddt Abw rifsQY b GRSV lgid harsaaidey Anwhen/m'nblfdutlbm supports direct

schema, including a docunent tlon e ion v
meswmbleﬂvnensb?e%dpg@ﬁ éﬁwcé%‘é’}ﬂ@ﬁ“ % 0 e C OrGOgIaPEY details in the

end %fge%&!’ BBhldteY . XSPCANRORRALSBe bidctsddendd a@@f&&&bs messages with
80 ract section, a routi ngq contract sectio

othérrsanvides emtherefore ommt heamadese dadkdike agemyiss divlf yﬂé‘é a‘?ﬁ”ﬁ@f"n can be
sect.i.on and a contract signature. The four sections

Vm%ﬁ%ﬁancorporate by reference another schenma, which

[005F di sc LP‘:S@:@S ek engind brcessestshadd agpegn@t agesvicey (ifelegplications that

conventi on i nteroperabilit contra
waghjo HgBH PR BHEHE SEFUSPRY S R agoTr Rt s 2B %""‘“e ofthis
absReRRNAE pfdcedd dow @girefprodebecapalsbibe ssdddo tchmpwratmg@r service by

are not required. Parts of the. contact si o
iR R BERSSRAGh 5 RORT By OT RS MR PR pose the larae
ser{%ﬁé( | Qfof0®da b38esSHoRdn rocRSs efnblihé b&f beloadimntlgle i inrevery

source code. [006 he sche Hiole

mnmaer@@ntamh@pref@@dlsm@m HROGHES %’mﬂ&?ém&@&bspéﬁ BEREH TP
prOCFﬁs gp%nlejsse’d ﬁ ?oﬁﬁ)d‘et & PQ@:Pﬁfbavlrocéﬁ% n@naigfib@Bd process looks just

oper abi 1Tty contract, including several aspects
lik®4 sdriige apl £S@Prodesnignokiog anciesm evbproenss isareates st like a service

components incluyde to and o essages
BB RGPS i R0 T il D Tet AR R ressgges and the mes
co@RRONERE s APkicomalkd avallattt indach Requocestiveswa el ntpgrate the sub
and CbtlonaINIessageParts and sending and receiving
praseysAect or capabilities. The to and frominformation
[GdF@Lat es hQohhirRAntY bl-d5&dtivha @hbre@rhpheibetvesn |scrvmlesns dhe ability to
error-handllng conponent des rlbesfgagabll €S ot direct]
knawi dhecyending APIssrvicgORETatipr PARFBIEY FECL BMUCTERT BT VTS 3 Y
R O0Q3/1BiR89 Tolcotrtaa d messages
Sulf_ﬁoge‘%%%rz%rr % %Qgﬁé&%ée?ﬂ@e%%ﬁl %ndl ing is aga%e
withapabérbdtiby npaa ekt inpasiblgrfo haystd Grrad CAPYTIEESD P a simple web
nmessa 3 {oed'&zrétate related
seiigh PG ArarebiEbn E B B SR B b LU
mdAHckSthat ferrashe rmnam‘sauBhe Arp’o@ssﬂow enging @@I@ﬁﬂloémamé Fagpurces to

parts in service versio and do g=Xag TRV o extension
Per@%Fb@ﬁPﬁﬁla‘F%n r}:tcﬁ’lr EPEFY ‘Elring% FsS & ﬂ&qﬂlﬁ ncorepacc)1 fres Sén G rensio
(h@[?;ahb 8¢ AR Sack dTEcSSRBRYHR Mkssage ecbulcﬂ hey sand rree ke service that looks
apabilities list the attributes of the connectors and
the values of the attributes (such as capabl e of
signing or encryption.) The 1éapabilities are
optional, because they may not appear for
non-col | aborati ve requests or for one- way nessages.
These conponents are further docunented in the source
code. [0068] The schema RoutingContract.XSD. also in

the source code appendi x, can be used to nodel the
routlng sectlon of an |nteroperab|I|ty contract
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protocol used to reach or when exiting froma node13 MAR 2007
The symretry of this information allows the exit and
eﬁﬂpﬁmﬁﬁéﬁﬁéls to reverse roles for a reversed roupw"0%025971
This schema is further documented in the source code.

Rou re CS 388k de thd detindion afdresatbetpre
at m‘aﬁﬁé’iqaa ¥ Bﬁ’% i Bg%ﬂaa%sb%add?lgssed in 1é)ne the oo enoine
forwSARGYRE @Bdshge dni Tk apmilivyds radled logiregBtiag @a{]pr&aess
ecurit ar rangenent &
famh;ﬁcppghjltseyas@a@ead @E@gépécﬁ CALT LEs QU tYpaload to examine, from

uses securlty profiles of
whlcﬁ?r%déoﬁigersﬁﬁﬁm%ﬁﬁbylﬂ@'rﬁerVl ces to determne a
'y agreeabl e security arrangenent. Preferably,
this security arrangement is negotiated or
16. POEgbtdogtdpky wpeatien imtegpeeatiop, wi t hout user

tervept i o RieS 2 A%t ro@ggeﬁempemerb@by]ég@matp@gts together. All
[005 ggdat edf%érr &%’hg § a '

for validity at a user re
vanaﬂohhsmchmgaphmfmmwm e it PypBat s SR iaty he same.

2opQ ot o driAmeRRE @fb Serdic sﬂﬁﬁaﬂbmpadate and the
men&égﬁ’@d%gﬁ%}ﬂ OBS “hont ggr{b\%ggk h dai |l y ) on occurr en‘f’mth support
chor@bgraphiee fat falmil} auﬁﬁwt@u%%héh@@f@ce ﬁ@g@\éﬁé aseryice ot
a particular sender. and Ghs90hdrwRES
mulgplasridiat ffcgpqeagrgetgrs 1 ol(iﬁla%@fe%nt (CEmBinatiéhs

nge in security
Cho#J o@lc EROESDe mSHlad Pr evi OUSI y negotiated arrangenent

or on sone d| c_ofr i h
(0060 e schémnes-ér&WF{l%eE%ng bnvgo%a?ﬁrg%%sh AR rsthiaskae in the

source code

Cho’f?gg‘_‘h % §rserft Zﬂ% Fk%dhﬁsﬁﬂ t@@re@eﬂ@@ﬁi tofdothe plarpregrphy variation picked by
e- e

rea securit I nt eropera it %Etth
- the g@eimreTite chbreogiaply bgryers tcan{hﬁ n ctbgﬁ.]a yl“heigﬂ:gl g] eir

docurent i.s. any X\ CUMERded td fhe @bikeEsatiom diehi sepding service may
ProgASHiRg agFaringl ﬁégyﬁkesggrray be used to store the

cholsemEéNvB'ﬁI alcﬁfﬂg asf Oridderpetvenan ehoreq ey SERHRANS F@pﬁ{}gé?}é%lrferent
after t o 61 EBChp flozbls
SETHRRS me%ﬁw choreodr e@larop%z%m%%@!?ﬁhg b

Ity policies Asecur(zzﬂ;%1 d

Ch&hanRsly elidues iy fasberdessibanih eusef asorngTaiess GOIRRQLYY (RAF
carty out security algorith s, Such as Si a<ure,

apméigetiapst i on and aut hentication algorithnms. It also may

|nclude non-repudi ati on and aut hori zati on resources.

A set of 4V ar rangements are
*7‘par H“‘l fhercé)&’nl UCGC{HI"@% @%‘;Md o 0@97 res\é%? 1nvent10n may
[0(150)1)4/ 027chm?twst2@683n@2“§e}af°e ¥‘§£é‘up

nt ractl

f

?5591 bnaed é%h?&?er Sitgh, aetslﬂlﬂcec%nhplm iemss can be taken care o
Lﬂg Ltl[rély S L9 gﬁXM_SI natsr eR %«nﬁ; cﬂ‘%e?e modules

uniéﬁltmﬁatvﬁtse o mgcml%p implement mnteroperation can ec e

S SO UL CPOLCXAL AR BTReroPlian] aieAlhy segisiry metadata. API
gnat urealg . 1 dhxdeasmuchas
ab&mam bi provMES @ Hde ﬁ%m&@lpmﬁm@(%%ﬁ‘ﬂ gely an

14n- 20001026< [ r&nﬁﬁggdmntvpohcles can be
poridla ot Hﬁspﬁg%&?%ﬁﬁ% ‘gr‘g!éfﬁ‘s? %‘%dfr%“% XM.Dsi gPql'i

incthBl9n }Uh 8 RRkiabiles sontralin simppfyiiegtie k¢reice ggvploper s ei%/rts to implement
<XM.Encr ypti onPol i cy

apPbédtiops.d=" P- XMLEncr ypt 3DES- RSA- 2048" >
<EncryptionPolicyAl gorithnehttp://ww. w3. org/ 2001
/ 04/ xm | enc#</ QhibsYAl gorithm
18enMGEHAPBNEP ‘%‘q'ﬁ?fﬂg g

[ WL W3. or

0, el is that the infT; tur:
[006121]/ xm en@#éiée =i 1B QPEW%RWOP 6?1?\7@%?1‘% % model is that the infrastructure

35%2%\8' &5 ?%ﬁij iﬁ@ﬁdéﬁﬁce 317(};01'12’25 s\gossmly based on metadata captured by the
ncryp T onMet hod> ttp:// www wW3. or Business rules
r dg&ﬁ_é X Thebaoders alCh]de W@ﬁﬁ% I59 Pmﬂ% ta_ﬁé 51%861{1 services. Business

</ XMLEncr ypt i onPol i cy>
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</ Encryption Policies> <EncryptionKeylnfo KeyOJmer—.g"axMAR 2007
CCNgp HRMR;se one. com Col | aboration Party::sell i
Party"> <Publ i cKeyl D>Def aul t Test Cert </ Publ i cKeyPPHUS2003/025971
<X509Dat a> <X509Certificate>LSQ LSL. ..
sorxstieho$00de titdinaat@eratish X509 ednaumfidsne myfin ® edeyiimifyoSubscriptions
/Cc rityPo icies> <Securit .Ch{iﬁ{;?&l chanpel - . .
may @g-rwﬁ&gﬁggre IS TAPRREEE R S AR pataq Dy the provider's service policy. It also is
useZEINS hEH hi SQABRELONR: 40 Mot PRIBRCE R ds 166 BBRBRiY or are only visible to
t ar get Connect or ="x- ccns: cup. conmrerceone. com
spesBINREE®Sr : © centerSel |"> <Confidenti al

[O(@‘Eﬁ 8|r : E: Eg{? %éﬂ&\g‘a@g%y RARERs @?@3}%&481 Hcally negotiated interoperability

corieng Ohateeen'aproduns: Lovveaeoamstn €olidea e atincpfdednyres of the figure
. i.sel | Party? >Def aui t Test Cer.t < Publ i cKeyName> . . .
incL B aguPI (L PAPE REVES Crotts 20 BT ofs o Rppicpl decermine an
intsrdp& a8 RRRtradta frdimersdrimeg el3 thaxpben alchotadrsshalinteZ4e to an
o1 MAR 2007 AV\D 2004/ 027-547.  PCT/ US2003/ 025971, .
intezpagrpseseiey aP% 2ed sgersumey esraivAel> Thedamis folieAikaisihat this
exe&ﬁ@@ BRlo=6m GHANNEL-An o QU R BREELR brdeX ac SR8 URbe producer and
corn nerceone.com connector: : buy" target Connect or - " x- _
cosunsT spicesdRrdict opmeapdiiitesrand prbvics fog eioreography. service version,
do éulﬁﬂetb %? E%Stélé@ﬁegl%ﬁﬁéag%l sga;rf)tif é%%%%‘éﬁﬁﬁ%@h@ éxgelo{%)'éri)?oto col and
trat@y@a ar 21'50OandmAlniBily er ghilakddiKeyopefabibity cdterpdandrees the extent of pair

.<MessagePart Part Nanme="Order". isOptional ="false’/> </1.
i R gon TR P B ARSI S G dai ey BT ppesgbiguons
rul P fol 36k ing M sre SRt b&ﬁve@@ﬁwdiésyseﬁsyr@aﬂgl@m SAJH8S ph¥iBipating services
maj or sections for securl ty}{ag_o_l icy an security
sveliathedyamically Regntialed AFIOPCRaREINeCIIEag IO BT 0PI ty
od2h i cy appliLabl&dafod BRalRldrb S r RS 80 GracARtdsdit 4 leRh&able
security channels to inplenent” parts of the security L
devieli¢rcirom Thevesoenst kRpyossbey gt mewaekdhappeexemaigtiegaheontract negotiation.
Lanat ure poli ¢ i.on.-pald.GY.: : Vb
D RRSITUEE AL A pAAY FSIPLL 0, POLL Y IGEIBIS Rpaiice
and egiiriel. gcawtthernteniatdao ngadiy tdiroovez dtei ppoduaercservice using a discovery

non-r epudi.at.i of sendin or receipt..ln thj o
PR PSR DI el e e e OB A e S Bl Pegfcations of
thdiScapalitiethnt @oadits. e & dre stHienad eeUEEAd. byl the piod@ter and consumer

enbodi ments, multiple algorithnms could be aqplied,t i _
ungmpiEEP et AHEPT ROVO IS THPPE BT S ICBRRERTISS FRA T 2P e imerprered
and B8R @Bhd ol Siekesd §dntithe SLARALM © re QNG HREARNnARerability

~ authentication are_abstracfedi;hrough tenpl at es -
tergunthaisydeny popides Aecisen Bilesgeeasiing PP THelVS BYRTPFOH copfficts:
coﬁﬁlggrﬂe{vbglﬁ re%&Lx?c‘éE ?oq aﬁ!elgxg{l*e% @H%n?ﬁn% QrARH r@éﬁﬁn\éﬂuthgther 1o apply
ogic and resources, so di rent services ~or
sequrivy esseisescach Beigsmkriencypgon gfaveniaf pamgoianedsages that will be

tingld ting differe ts of.. A
o B LRy 0 e PPRTISA e a5 T SRERT L B PR ppe desion s

foretefeydlc bsafasKigystlderientes Oduch BerecSi@ewihg, Weriiat ivixys, most sringent
section. The securi t}/ channel section describes . | -

reRACTICE Y ING CASO B TO IS Y BRSO AHBHE RS OGP it poth paruies

pré¥@leh&ds@$apphied. PheBilsicnthRE fROkAEher 1d HPLCRBNNG ImeBOGE], @dF instance,

identifies a source | . . . o .
are similar. Thess decision rules, including overrides, are further discussed in the Dynamic

Negotiation Of Security Arrangements Between Web Services patent application filed

concurrently with this application and incorporated by reference. In some instances, the
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connector that requires assistance in applying a
security policy (e.g., the sending service requedtd MR 2007
endPRpiioai¥7] and a target connector that appli eRCH¥g003/025971
security policy or acts as an internediary to logic
. and resour.ces, t hat 1@fucdr. This ma
eroae AR Sk PPl Rl LSoREBEh RO e 5 y
facil@RRI YR 00 auderdtRendd Cﬁlatkb@nd timiflizorThe dtaingyyorrof intersections and

non-r epudi ati on, specif orma on r equi erabili
decigan RIS SRy BT 1 oo ab b Berabilt
acreii, e Esta[¥<:1§1|i‘§aﬂ Belbse8Sidndas bee[n%Z%ﬂtedpmg&Ipredﬁet I’I‘tustlseaf @grusted
ternative enbodi ments for obtaining r Qﬁgl ver's. . 2 Tem"*kable
softwmfecavmmaumnnzme Aynamicalyngartiaiean GEEPPe A FAATaL a
dep%ﬁn}re ﬁemstge Pvetnﬁﬁﬂhﬁ fcpABYlea rﬂnt@t%?ex@&h@r agreement that is '

figure, local 331 and reng[ gﬁﬂ thi
cry;rtegapumaugsme@bym;gm@br andh cqrisimeheiprs itean ke CEefy ¢ this

desqrguela Icl)s(r:%lﬁ?da gﬁg:tmg %ﬁ% & %eclz\,\% gnd Er sepvibesSiB Qgsef’srt tife dafefts

eiln oca regl st 331.
unddRBngRBdespptied émalﬂmtmo or mrazmmeezst BBV dhfrmwées as producer,

avai | abl e o the_|ogic and resources 21 13 MAR 2001

COnDOMErT e Mf’fﬁfé?‘r‘gﬁ”z%oos/ 025971 that conpute the

[ooéﬂc uritys gk LARESHRMHNE sddple iftB@perabitityentract patvadenaiditiogal detail
rrent and conplete, for instance if the receiver is

*°gmd'@hepes‘§ﬂét‘@dﬁ¢$9ﬁ|l¥‘jﬁnﬂgnthe sender and there is a

muni ¢ £ séb@ doBs Bppéatixscan be used to
[Oog@f or rrat?hg A C}%EA qﬁt gllragiég%?s)]?o glbt%lals ned and @ﬁbpgc 1|;,|scan o

modélah erﬂieropdiﬁehﬂde:Dmgacb mm&seﬂ’h@] pspedf githe grepept g}vlﬁ%rfqno o this
emb%ﬁ%td og&gl?ﬂ)% Igegiga% t ﬂ AL Qf gg&nﬁ:ﬁt 32 3tHeS embodiments,

ecelver 1nformation and make

othbrt etk ibdsendybetubel tb&gire:thh lsahe onformaties, fosipgamdetayiree structure
arrangenents of . securit [+ ARYSNR d by Joadine

modeled, pfer ttre@@f%,]coqﬁg} tte)fﬁg%m% tvro ;gbr erﬁces ng{c;& r@g%stoo ) oading

the TBE RRC b ReborBAldRva e Ieinyiroalﬁﬂ:nt @DEY swhas BdE; SprTM, Whlch
preferences may be stated. One.type of. pref erences.

Proxiass gevg{ab@lpqn@aﬁlm Vlﬂ?ﬁﬁ? é%henﬁl H’éﬁﬁét}oo%d"?ﬁ%n gon’y %Ici r'aﬁon view.

Vi&hRQ9gs 9s DELWR 8 APLEW) rﬁteﬁ)@%ﬂ@& Xisghéonipakients inicinde a general
account” one or both of the nessaging services' ontract

corm‘aef m&m e SQUUEp FOTILTAGT AR, 2 (THBSTPIEEAEIOY CPRITaCEEGH i 2 Security ©

sec, IQ%F% ggg gra[%g Qe SHAMBLULS K bdhEnS&Rpsthid By SEEebELarSher

or- “encryption mght be selected from bili
schRfNghichés diﬁﬁlsﬂadabeloﬁ”amhn gommphmgra@frgr@m%gon,visﬁﬂgmal interoperability

coé:ga[%?sggtéiﬁ]eheg%) arﬁo ?.rte[?lge %]-usteé @jne%ﬁétg%g cﬁgtﬂct Separate signatures of
thee;@@@tmtconmea:e aspegiitede Pags vf the somtiay kignaberie ghaludss the

e SO EE R R T R O

So&gg&ﬁd”e_ences The second type of preferences is for
whet her or not to sign or enc%pt a part of g fix can be used
[00ﬁé7:’ssage Thesshene FeraplCeaTary b 2158 SYE SOFHpISHERR T Re

F:X)egl Rl RLET SLEREE aEJ%thb‘f)EJabﬁlH dhtta8l akRdingtsovanbieshets of the
i gh=or encrypt part a nessage. Again, decisions
preseut itvdneori @aedal@@@et?éﬂt) COplP@TP@FSelﬁ%léde@tan@ &og grrgaton,

to aC ept LEORLYL hep rRhts lop@dnalifi rclude
Er‘iﬁ)ﬁ Q gjer?g‘%}gecm on&nd;i’mg Zs t © cota Og@be used to
quﬁﬁé@ﬁ’@s@éoepmb Icgmudm%ssanefrauﬂswdfswdwﬂ%@??é@” COIMECTOxX

Pr ef t Si c ved. The
cams o 6 o408 BT QPN Biiesop SR el FEr ey s iives. To

en!oB%%&lin@ ‘éoég nf @dtibeStaBlieeandptiondlnl idSitgins Dpretto send error
Sign Don't Sion No Signature Error Don't Sign Don't

Sign Sender Encryption Encryption Required ,tional No
Encrypti on




(Encryption Receiver Required Encrypt Encrypt (Error

R 2007
(E LR, Optional (Encrypt Don't Encrypt Don' 13 MA
Engﬁ/%@ /bNo4 Encryption Error (Don't Encrypt Don' | T/US2003/025971

Encrypt Sender [ 3 MAR 2007 WD 2004/ 027547
mesketd. USROG2/0R R Tih,, Iﬁe‘ﬂvgﬁaédzﬁi}ﬁlﬁn@mg it eaplaBiiguparaTicter with an

Optional No Si gnat ure ture ! Receiver |Re
opi GO O] B HAE S SR FE B FB RS ST LR £oS gy Lo, The
reqv%%@ n}ess‘%!og And b%?olél SRALHI R nPRBd L TR Bk éﬂ?@qtufed Shcgﬁptl})nmf farts in
yp

Sender tion Encryption Required O ti 3\‘3 d
serviie XEW mrﬂoc@mgmt)fmljoherﬂg@@g\y%mopga]@f diseyssod incorporate

appgﬁgf,é ET&%%S%{% F;“‘i Engr 1}59&%91@0% Eép%@il(ne&%n e{eyaﬁ%?%o@me
confidoens indohe wylpt:s éﬂ:ﬁdﬂattnbﬁws Kspph as p@@ﬁl@]of Jigrige of enciatien.) The

cap%)(?_lat&% ea%%{;f&t gﬂeﬁ%clélslslﬁo %{qlxj%ver?ot §Bea¥ £ ntolﬂ-cgﬁal’é)gl'autvf) f‘e%ﬁesttsoor for one-

tion N sone speci al cases
wayHERa RS, ThadRhfiptRdntsie fufBts dlmmﬁted mf the s@treeorede.0oss or

transformati on accuracy nm as describ
[0068] t he ﬂﬁ@@p%@aﬁ@@ng%%ﬂa&%ﬁ(?@nggg é%\]\' fﬂg %pé)ﬁm? Q can be used
to JJd@f‘tﬁE 9511@%'59558%%? Eﬁﬁer&%bﬂﬁly%@nﬂr&t tihBuE Ot ifcoeracagects of the

appendi x, can be used to nodel the_docunent ;
presten‘amsérmonraN igmedsia Spy'e pehema AASIEn VMo B@F%QOPRWXSD components

prat 5 %ge .A C euﬁgﬁ]&s t\%c?g 3116 I@Oﬁﬂ@@&cﬁs ﬁ‘lfthé H)%tep[n%ﬁl@ﬁiﬂ the sender

SPEPRV BT s schema design vi ew,
and Feceigt. oEﬂﬁ; ammmmls txsaiezscan@éﬂfend by %é@mgﬂﬂoﬁ@é egyelope

rmredcurretstotrans orma ,
profogel s ‘gg’ (6 e§ mﬁﬁtrﬂ'ﬂ%‘natnloo rans %@pe I nc e%uog allows
the SL¥ Eliﬁenu%%mm to &Yt golpafok ammed acmﬂe aTlnembme ks further

attachnment preference flag. ﬁgfedlonal <i%otbncl udeste%a lications
docgmgetad freie spaFe c9do &Qa‘ﬂ%ﬁéﬂ%ﬂre YEIEPEf FHIPERCC 2P ‘
[00B&PS, 't hat ,fescsd BendoMnE SorciRbLAMPALed @pplications, negotiation of security

transformation. This schema and particularly . .the

arrdngemete FrraTias P U B S COFRNTTHasHLPTORRS HiRe AR SFoPHty Frpfdes of sending
andsrcgcrl\%go 8%91%55 {QEWIEAL ﬂh?lfvodrg%‘éblg @eduﬁﬁ@faﬁoérb&nlt YPreferably, this

cussed I n the incorporatéd™ applications, [0076] A
secpAtytarahgexan i egofiaral Qr@mgutl@b netated apmiaaly; Withgut user intervention.

Thx%ont ract P}g? %g\é%:cr% ated éate& th &%cﬁe%,%?%h‘aﬁ}d% fﬁ%@ﬁ%@ﬁé&t or without

VHesHg8hera
usdr mérkf@itﬂﬁewlﬁsnbvﬂrh}esﬁﬁu are exchanged,or on eorhé Wgeram:doalc or occasional

t ransf ormat.i on co ct sections. ee a o
e GBI TS SEGU s 09T c TR HEER ot P g ags Ehgmee of
mebsigdsHeB8th asﬁa!rtﬁcuﬁ% BdrAaBRdnd r¥ceh@r (1958 sd:ifwasé(d:drﬂlpdnmttfhnhlre ora

art, particularly with the acconpanying sebemas.
ch@\ggm BBty PSAEnesy mhpxgﬁp?vfo(gplp RO gmant ?alls or on some

oth%xogffrioﬁi“ct orsb%ggs!i tg:l'sge@ﬁé {hE% 2 KL G RSB X S0 Lin & source code
rning a CO orative Interaction. Nbssages are

apprlndlbu wnbeftcscd as a model for preparing a machine-readable security interoperability
contract document. In this embodiment, the machine-readable document is an XML document.
In other embodiments, other data structures may be used to store the same information, for
instance a tree structure modeled after the XML code. This schema defines policies and
channels for security policies. A security channe] defines resources and routes to resources that
carry out security algorithms, such as signature, encryption and authentication algorithms. It

also may include non-repudiation and authorization resources.

[0070] A set of computed security arrangements are partially reproduced below:
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non-repudiation, error handling and ot her uses.
"Uilities are allowed to consider nessages gove rh% MAR 2007

by RIM9LBAt ract in compiling aggregate (or, T/US2003/025971

configurably, specific) business intelligence
<Se%ﬁ@mg&@b A-from address is given for a buyParty
urmer Or der Managenent 23 1 3 MAR 2007 WD
<BeodiF P2y PCT/ us2003/ 025971 sendOrder activity. k.
hi<s§;¢g%{ue@;boha@§,>D nunber or address further identifi es

the sendi n " r WS iven

for <§ML& FQ%PF 5ngwL%r{gggﬁeﬁﬂ$ g?@gess or der

ac u\HSWatqusFeJncwegm‘&hrmac s/@funsthla@?m@!rﬁ*@ﬂﬁm error

nmessages u - >HDF§, g,qggmeelp@éa Pprotocol to a
he

spemfF‘é%’ ?jl ess sen er requires a delivery
recei ptHashhirchontDrddashberctiedh generate

asynchiopgisly . > Then. Q@Gvﬂlbt@#cmgwpafts or

docunents are Or!l; -rant’PT ﬁ,%lonally sonme
VUDar t<Teaisfase>;- rﬁﬂ%ﬂ’&?'gngté‘ﬁ“ﬂl ng &1a FBcei vi ng
connggiphsigARRPH1 i ties are enunerated for signing,
encryption, archiving, nessage envel opes. nanifest
tyﬁ%‘gnatblrr?t?%%??very receipt types. A sanple general
co&gtrfca,@hor&&mtub@n is Dart of the exanple in the source

code nd| X, a0y gal

contT’ é‘-’é’f‘f’%&g@f %J’hcggare at%%ﬁ%éggﬁ?\ %tgt section, o
mrypaormcmnpeﬂgmmmup gt v eradR00t f04Hmiengl</apRgpHpnolicyAlgoritnm
routing contract section follows: <RoutinaContract>

<r out e: Rout eNode prel CDConput ati on='f al

connectircaypionijetioEtiP ¢ WY g a0 &’8%@%’?8%%%68 r.:defau

Natatssgst rue” connect or Functi on— servi ce- send" >
CbCJEnC{YE Ent ryChannel envel opeProtocoi ="Cl SOAP 1. 0"

t r ans pefeYSiEsIP4asdYSEaae Type="bot h" trans
%Jeﬂbwgmweﬁmmmww@sglzommlsmw com: SOAP

cenui trans portProtocol="S ON I C
-'i th\‘ﬁﬁe%é true" transportReii abl e="true"; >
<r out:,e(J\IEEnbﬁjbmnF@ilcyenvel ope Protocol ="Cl1 SOAP 1.0"
t r a %% edl\/bssaaeType— bot h" trans
|cal ress=" icdtest. Commer ceone. com :

SOG\E’ndJW@pKeanQtW@Wﬂe'FrXans port Prot ocol = S(]\II C
cc%sfc%%%?éé&l@tcbm&:onfaBéJrSnonP&@;H%@mgnlgm i abl e="true"

/ Tout e: Rout eNode> <r ] BECK?N&
prel GBEHWﬁ@Y'QFPGW“”T‘rSQ@é Pu or="x gtw cup.
CONMMBKEEIMLLOM CONNEXEMICerfiebaul 8085 Na=|<0%599@¢f@@9318>
connegtorruncti on="service-receive">
<r ouf@@@ﬁbﬁaéhannel envel opePr ot ocoi ="C1 SOAP 1.0"
tr &va—nth&umhﬁ@edl\/be,saaewpe— bot h"
transporl Physi cal Address="i cdt est. commer ceone. com : SOA

B BUYSpi cenut mea”  transport Prot ocol =" SON| C
t<Samspx@?tal’daeI|0Jﬂemeﬂ'ﬂd@HN‘R@hé PRAY REIONBRFEE X 1 ue”

cene. %ééoghaeﬁeconﬁ‘i&/&l éHHﬁ‘eF{%Qt @é}@éteotﬁﬂecﬁﬁﬂR 1, O
%% sport portedl\/bssaaeTy@g— Eoth

Cong: SHPSIPF MR PREA B CRMAPARERIY =05 $E5T. cont ner ceone. com : SO

AP A%Mﬁciérfﬁamgmmmd TR SR r R E HESA=2086 C' 4
trans ' trans l :
</ r out &P %X{q &§¥8Q/e§6l}tqcﬂgéﬁﬁg§8§% %%%%%OTE?F gparty

-schipamy eDelabilibdsiCGired- unppieybamedn of the schema descri bed
above, SLILIA] e HBUPLS iban Rigiki on cont ract

g application of e transformation schema,
f ol | ocshéessadePrriF aNRMEFImage” rsOptlonal ="false"/>
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WD 2004/ 027547 PCT/ US2003/ 025971 .
<Transformati onContract> <xform Docunent ToTr ansf oﬂr?PMAR 2007
<xf BPrSA8T¢eDocl D>publ i ci d: com conmer ceone. sol ePCT/US2003/025971
as: PurchaseOrder: 3. 5</ xform Sour ceDoci D> '
<xf qr mdP r >Narre>Pur chaseOr der </ xf or m Par t Name>
<xT/§P'?ﬂ i\%ﬁa chment >f al se</ xf or m At t achment >
<ggéarityChemmesf or mat i onMap> . :
%Jco{i 0E SR REG AR E=8 MANNEIDM s8urce Connector="x-

Fl%n. CONmer ceone. com : connect or : :h?url%f" cenut neg</ xf
cenerip. CUMMEICeBISCoNLSInIeRPSPHY (3Hplsonnecior=1x-

consXf, OL oLl RIbEdrHestos @aNc oMMer ceone. schemas:
Blr'chaseOr der - 3. 5<l xf.or.m Doc

<xfnmemitwmaw@ﬂﬁ?mg%@aa@?5%5%?%%%’8'%@>

<xf OEFHhEKER SRR TN Nec"Owso A -Euyeriubbatey < Suhiafesame
rm Nanespace> <

xform Ver si.0 . L. W3 Ver si on>
R
<x&miegrigec URI >publ i ci d: com conmer ceone. schenmas: Pur chas
0</,xform DocURI > <xform

eﬁgder: 9=/,
R ECRlt ChaseOr der </ xf orm DocN ame>-
</SexdrayCanNastprace>pubf i ci d: com comrer ceone. schemas</ xf o

NAMESRACER of 2 | §;6¢ SBcNEsTbosReurity policy and
[Oﬂiﬁx nsd%g of> seéﬁ:?tg:ﬂr#ﬂ?greﬁﬂeﬁ’@ Bés O/ nidj S ty policy

form o _
secGatHainels| [rthicostaapkd, sty irrPCoRAHIHY pyligyapplicable to the entire message

ancgé{ql%rg ég%ﬁljés %}?argﬁng% 550?1%%/?6?%%% ;ia&'tg]of the security policy. The security policy
sechibef 5A¢ Hit ﬁf@;ﬁfaﬁﬁﬂp@ﬁo@ﬂﬁvﬁmhﬁbﬁion policy and encryption key information. It

</ xform Transf or mat.i onNap> </ xfq mil: . o
alspmey g PUTRPHCES $FFHRS aLgﬁgxp%ﬁt}g?ﬁoaﬂlﬂﬁjﬂz%th%alﬁdrngargpudlauon of sending
or Le%)létg]ln B0t hemBiee YOy §R86¢ hrdt dnfyptioh pulidyl is bplied to all parts of

apparent to those of skill in_the art ‘ﬁgﬁt a.. 'tognel%femm arts or
thadecimpery. bf otbgrsTeedinemis. FRYIRIALE LA HE LS SRl €Y &d™ T rom”
d.i@eﬁ%n% gfeﬁleﬁ@g %&9{@%3“? N1 doritesel iRIsonti ghdtive Ndncoptiof el

odinment 1S a c

hi ne-Teadabl e data structure that

authpeihfiorese abstnerd fueebiternplgepnipInipg ORPRAS B ERPLLY RS the selection
Leh Lhi L0g i BHAGHH k& oh@ed) S@flifferent services

orplgoien RS ReP S A S s bE a ol el SOl res

or @rdéﬁ@é@ cdhgg uédd fpit‘ ﬁmfg/mgifﬁa% amd;@crym@g@ecrggm cgggrent parts of a
exchange docunments.via a network: .Q 0  of th

cRcuenIS SEEATSAL 3.8 A8 i RSB o

se@lFHEdIE SediY. TRHRICO8yR¥mENBCIn dmergbenfsernvives ommmm@mvolved
useful data elenents: a rout (i bet ween t he ﬁeri\é' I&%% ource

in spEying besyripypolipies nBeFEP2FICIERROTCE Y VF CBEUSHPHE TS RAR

c02 %tor \@Qt ?eg%és%%%cem;lﬁl&%@@ g’écgﬁéfgiollcg (g etheselidatoeservice

onnectors; a choreography version tg be used for an .o

requestarmperypfiomeankajerget gaonicir daat pepiics tenieq Ry PP OF acts as

. tessage for ' R L eLW. Ofor \cular security

oS3R8 A PSUEA BRSO Yo, lorTarioi i

po@icﬁ,?_ﬁ@i zlfsi sipfigo Bnca_s;sioggmﬂ?n}icaqmt),ra@ﬁ@ngtlcfnq}r nﬁar@gld%f;;?ﬂ specific

. particu qr. SSa g a a ea . L Hatal 1 {om.
T

[OUﬁ;ﬁ: uaat FRfLE 3 arosthiss fletnapes dsbafimentp &rtobtainiag reqeie gaformation

a | east. one engr Lon - . :
when the sender is local to caqula'uon)é %%the security, transformation and other arrangements.

In the ficure, local 331 and remote 332 registries are indicated. In this example, the sender 1s
local and the receiver remote. The sender’s data is current and complete in the local registry

331. The sender’s information is collected 321 and made available to the logic and resources
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speci fication of one or nore aut hent| cation procedures
to use; a specification of one or nore transformatd@nMAR 2007
| ogoea4ston7sappl y to docunments included in a par tACGUISa§03/025971
massage and a specification of whether untransforned
i es of t document s . o omplete,
s
for SBERd:fif @6 rdcBivihie inte arpanmhmonic aitisseaie and theppig Aeomguaity-

be _exclusive. The pernutat of 't ) hed
Wi T UF AT BRTBED PRty Y SReRq el et
DeRG&GS bxp%gvr\, HROBOE v v fMoHiﬁfon%&ﬂDBﬁfdmm 30forBBTZa amme or 323 1s
Invention I's a machi ne-readabl e data cture that .
inveifpd o dailless thanepeiier INRIERPERaBIERs {7 VHIY 6 S8 dhap ogputes
DE OCGSS DG Mty bitanoWiLE36 Diefult.
Sec% nef?lrnégttszfag‘l e{é(}%t a st %Igaélt“ure is useful is .
[0073]t er opawattipss df ptefiremeamepnedrtd hg recaasiled c Bofyfgmgnunity and
provi di.n r_producing._ser W LCRSHPXE HRPESEm
Ser\i%%%ﬁfg e% 3&85 Wéﬁ%%ﬁ ot le)ﬁgggg;gg rgzegéﬁr/?aflgo pti %na Ty
temipftes] AtRERRE iralk fortDDOed MeenuptlmhseB ghdDingight take into account one or
i nteroperation contracts, Euch as _contracts stegﬁ:t  Afrerence (D)

both pEje BeBF SRS SHVSET PrELrentehi OTdﬁ%?ﬁCﬁe ¥ E5dabt

for §fgﬁé+&1e UF BrelssndihEaaek’s Piieerids (BEBSeniceARionSiivie Heaelacted from
r quest to |n|t| ate an exchan e rressg@es bet.ween

ﬂmg@ﬂn m@tghesTR@hng rb@’éneggﬁew@cqs r],nte EROUDt, Qf pgneent (é) ot the least
strindif %?Eﬁtmel sble te? At BaroBler Lo dBBEN] .6 Paspbdiiv €k eiCEd Iﬂght weight or
mﬁ’n groperability data for the serV| ces, and, h
scolrenﬂher pxefﬁrenoeasandrat c@nmymdamgh‘tmg otfstose MABDE Pied (RIGkS mFﬁ)?Céoum bo
han o mut u Q £
R A SR L& bR AL s e
meSaba [Bdcisitiitbibies maybé ﬁSEH wlienpenyenp érertypeact meferense rgeafiliation related

data el enents described in the pr e [ Thecce
o Uk e 1 SERLEAR ey BEELEPT BOU B By (g e dooep

pre3@Litt 6680 kidalor & RcerXaaieRy prEasAgesT jost thﬁagppbete Some decision

adopted b subscrlptlon of the service 0.a trading
tabdes ithetipuid/De usag jo irplerpent a%%}bi% %ﬁm}"—m g‘é&’@’r i bed

throughout this application may be used as a further
aspect—of s embggdl, BE prefbFifeEL ANOL her enbodi ment
of the present 'nve%ﬁdfn‘é WLES & TR readaql e data

structure t hat spe ?gd one F%pt dG]E securil &M Signature

channel s \,..Vi f t——whirch—thrs
Nyc\ail ne-sl"%%“d d{ ta structune is useful ijg o
Prefﬂ?@?%pﬁ I g service LE d
provi di rgg@qturepr odugi ng servic Th . serV| céa X & nge
docunent@piiangl a_ne Dy epel oRa
use internediate copnectors. T ecurity ch np
appl y t ANeSGNR TRy EF BortSigh Rer ;/HL;UQ, ig%

authentication. They also nmay hpéppl ied—to
aut hori zation or to $®I#STepudiation_or any
conbi nati on of thesﬁEmnﬂmumnty r Enepeiionasks. | The '
security channel s t HRemeledes i nniigsal speci f iNGENSYPHEN
a connecfEatryptibgi nat{i ng a secur|ty-rel ated Qﬁguest and
Reéei¢@nnecRequirés pondipgerys 26 1 EngARI2007 rror
2004/ 027EAénB6dA LT S2003/ 025971 t he security-rel at ed
request, [opaenal speciffagast on of [Didmét Bewypti t y Deh'tEechypt
request The security- related request may incdlude one
or nore pl Eheysieyeckbst ed sectmdrt'tyEmcHymt ed PagkEncrypt
This data structure 1ncluding security channels may
r be—formed Tesponsivegipgdéequest to an initiate an ]
exchange of nessages between the services. [0082]
Wil e the present invention ijs disclosed by reference
to the prey rred enbodi nents and exanpl es detail ed
above, it is understood that these exanples are
intended in an illustrative rather than in a limting
sense. Conputer-assisted processing is inplicated in
the described enbodi ments. Accordingly, the present
|nvent|on nay be enbodled |n nethods for




will be within the spirit of the invention and the
scovg(g 0f4/the follow ng clains. [0083] W claimas 13 MAR_2007
appear&¥4tter the appendix: 27 1 3 MAR 200? D PCT/US2003/025971
2004/ 027547 PCT/ 1182003/ 02 971 COWPUTER PROGRAM
LI STLNG APPENDI X | néeronerabi T idyCaid act . X <?Xrni
versi on="1. 0" encodh GFired F- 8" 3 ﬂa] edi tjgovg@l;btgﬁlg_
Spy v4. FU-{http: H R SPY- l,UIly by Rasnnp Vorthy
(.Commer igngiue <és schema = |.. Sian
Recgiyphet NAY t =" puB!9ci d: com Q%%Feeeﬁﬁtfrglms—ﬁsoa—p—“
ext ensi WEUBNt radt /vl _0/ | nt ero bi
| i t yContQniiepalksd" 1Sign — Ot Sign Don't Sign
xr nl_ns: SecGighateee puBpNE ST om deemePigBone: sHORLS T bap
ext ensi on/ cone _ract/ security/ vl O Secu '
rityContract.xsd" Sender
xrnl ns: xf or m=" publ i Ehérygtion comﬁmmpﬂm schenps/ soapext
ension/contr act/tjRraggired mat i dmpwdnab/ Tr ansf BlioreEncryption
ati anCo cfptio SA™ XT nl'ns: .
Re;.%@%f'e‘ u'ir@ﬂd com:qg,%pr ceongegeipsni as/ soapaxtyphsi on
cont ragu puting/ v _O Routi ngContract . X%m
xrnl ns: g &Foy\f =" publEl i Com COpBRE ERGNBH SChDIBR AR
xt ensi o nery “‘@@Ej Engryot, Don't Encrypt Don't Encrypt

rnntlgnr = A

xm ns: xs="http . W3, or.g/ 200 €
[00%41n] ns: Jéleseﬁwr&t? ;K %35}%1% f SHRE q“*l forge t0ohaer
prefefdicz ndYdhil dab. dinCRMeGRBIAIEES) r@c@ﬁ&lﬂiﬁaﬁfrmanon metrics of information
Soapext ensi on/ contract

loss o tra@s T asion PRAUESY 1N RGP e B desgribed in the incorporated applications.

-[00? ement g n%gl’![tr &Hﬁlnbﬁ(t@rﬁract XSD, also in the source code appendix, can
trlbute —"unqua ified"'> <xs: inport

be mfmsmadaé @ib@ubimmt draomutionescion AbasiateaeRssIbla pentagh ncluding

sevgr / o ats ts O t{x E&ghé_qgﬁ{ﬁsfgﬁeoké Wridwllf 1@%% SenleAReEige bieks d”

Loca chenmas. rceone com schenas
Trab%ﬁﬂﬁon@ﬁmsu X8D ccomlpomnts/ spg@fyeqnalor more documents to transform and
[v1_0/ General Contract .
d e
OPHPRARE FIFETERBY 1 ‘i HTEB g)c? rcnu’%lé?né eon e s&hhr}gs st pextens
doduﬁﬂ:/nﬂm andtpaA GlihE Cildiangderter idsbnehngelorsncafitg. s dftionally includes an
schemm

attchiaart ner 20 15p4 pRY PRPE VRESTRTRAIER BBh ht GRICERABAK 0 Wplgacnt 2
FSHRHAD/ "fif?srgcfléﬁg bnd Pashid DAY Hk M sRetHatifg Gapd dradirthes documented in

> <XS: I

thersanmes pace Bbplumm dlensfemration AapE fehedisarids S AR ERs

apRJﬁtc?{é%[F/ transformati on/vl O Transformati onContract. xsd"
[0056hemaL ok phrtisrexAiiptemtla/coTipervd sniconerehit Batres i BeHEsHhS

/ soape,. Xxtensj con ractr/tra st fi | T
mL?Lﬁﬁ?r?ﬁh&ﬁTfTVaC?Qé}g é’l C\. CO a ggnﬁ? 'ﬂﬁé gkangyle ﬁaﬂﬁéscheneral

routing and transformation contract sections. SPe above for an example of a security contract

{o7s0

\.,lu.

section. The example is largely self-explanatory to those of skill in the art, particularly with the
al-ccompanying schemas available. Some highlights follow. The general contract section
identifies this as contract as governing a collaborative interaction. Messages are archived for
non-repudiation, error handling and other uses. Utilities are allowed to consider messages
governed by this contract in compiling aggregate (or, configurably, specific) business

intellicence information. A from address is given for a buyParty ConsumerOrderManagement



nanmespace="publ i ci d: com commer ceone: schemas/ soapjﬁt RR8 2007
| QY %50R,0.24 1 act/ security/ vl _Q SecurityContract.xsd™
schemalocati on="http://schemas. comrer ceone. C6AUSEHERERS!

/| soape xtension/contract/security/vi_0/ Sect
sendprctoy CHREY- ot histeg eil DDED A pemy@Adress further identfies the sending service.
A reDANRSRRLSS s E{'»J:—ﬁ)&ol &W"‘éo%&/ﬂz&’é’&/ giz@é} %géegs#order agnvity. The
' g7 iR’? X /

schenalocat i on="ht t p: " "Wwwv. W3. or Sig-core/xntd

sendg ageenE GO PRBI N FEESssakss usineesC eP@AR P envelop protocol T 2
ARABFIrdO B-QRG . '.e ng" LA };é‘) fich it th&t«_iegeg>e
P <XS: agl]é_csurrent at ieg%g‘%:}otrsn arner- 1or %C%Ifﬁocksffxs:' __at
SSYDERSeRAREFt Ak roged ajescaze MO &tckpentsare Owiesang drpdee XDy pasdy. 2
someX MK SarB G HERCHRed! Berind %BF%Q\QJQ colRea? &%éo%%]eszé"rz enumerated for
. PCTIUS2003/ 02597] - <xs:elenernt nanme="" " _
SIZNIRR FRFTHPIOB AT PrAGERS: Tieygpee<cnvelopess miniGsyverea laGbirivary teFyperypes. A
sle 52652 PRRRIRLCRRRs 5X50r HOSUIRIE Al QR 2R ASL ALy giont r act
SamPs?Jb- bl ock of | CDls pé’ﬁ?s com}g%n‘gwal ﬁ“gen%&? cont r act
0077kt or mé# pdsien e the derctaraamact sosonthsre are a pVGLEEING RS Secgon and
2 trahofSrmabr@dBR 3ectiof X P&l R PR Mudd@Thia B0 n GHRRL T act
type= "route: RouteType™ > - <xs:annotation> <xs:
<R°‘Gé€8ﬁ‘§ﬁf‘5ti on> Routing contract sub-block of |CD.
Cervizi Rvstetbée @ﬁl@ﬂcememteltiorf%ls@'%xﬁéc&&@%{mnt atron> <
F'CH ofation> </ xs:elenment> - <xs:element i N
gm'ﬁ%ﬁg@%&é%%f%%ﬁ%) ?eocho .Gﬁ{arugrglfr.\lanvryprgg connec:trg%lanct.oll service-send™>
" xf OPHE Rray{STeorsranveispentacalet Ty PeAP 1.41 nCccurs="0'> -

ranspYAS Rt QRSTREShodocunent at i on >Transf or mati on
act . s ck of ICD. Contains transformation

cont r b- _blo t Ol I8
”a“supﬁ?t%r}yﬁ’ﬁ?“ﬁ%%eﬁsé IR CRPEP SPHRS OAP-buyspicenutmeg
transpatiéroper SDNIG tiprgnogNaive Hineiat @drispntiReisblexSrug@nnot at i on>
</ X SrouRisRithRe: 'en@%%;eﬁ,‘o%&@toﬁ 51 gecuri tyContract’
n

t ="security: Securit tract Type™ m nCccu rs="0">
transp%ggupportedMessa)éeTypef'bothy yp

transportPhysicalAddress="icdtest.commerceone.com::SOAP_buyspicenutmeg"
transportProtocot="SONIC" transportNativa="true" transportReiiable="true"/>
</route:RouteNode>
<route:RouteNede prelCDComputation="aise" connector="x-
gtw:cup.commerceone.com:connector::default” isNative="rue" connectorFuncticn="sarvice-receive">
<route:EntryChannei envelopeProtocoi="C1 SOAP 1.0"
transportSupportedMessageType="both"
transport®hysicalAddress="icdtest.commerceone.com::SOAP_buyspicenuimeg"
transportProtocol="SONIC" transportNative="true" ransportReiiable="trug"'>
<route:ExitChannea! envelopeProtocol="C1 SCAP 1.0"
ransportSupportedMessageType="both"

transporifhysicalAddress="icdtest.commerceone.com::SOAP_buyspicenutmeg"

transportProtccol="SONIC" transportNative="trus" transportReliable="true"/>
</roui=:RouisNode>

</RoutingContract>

[0078] This sampie illustrates application of the schema described above. Similarly, the

sample tranformation coniract, iliustrating application of the wansformation schema, follows:
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- <xs:annotation> <xs: docunentation>Security contragtysr 207

SUQV(P% 9}( -5 Contains security information needed to ,
satl's q(j?' V¥&turi ty constraints between the sendi ﬁ&Tﬁﬁa‘W’ 23971
receiving parties </xs:docunmentation> </Xxs:

1dn@Rgtrace XS: eI ement> - <xs:elenment nanme=
<Traﬁ%§%%{agt %ﬁéancat ure" type="ds: Si gnatureType"
<xfpimOeeumgrti ptransiormys- annot at i on>

<§%§n SRGHEBRLIBLbMISicmadoniestarnethhamascinthase Degek 3 5</xform: Sour
cument ati on> </xs: annotation> </xs: elenent>

ceDegll¥3: sequence> <xs:anyAttribute namsspace—" ##ot her "
P LQRRs FCeNEREBIchaseOrder</foxs; Pacibiapieex Ty p

/ xs: el t h 3 MAR 2007

SO oA I S0 T Va4 7 Gon
erdifo@annrammrrra{mMap’?xm ver si on—" .0" encoding="UT
(h?ltl &19( e(%ntngaoég'xtgnu llM’r Py V=, .3 u

WWW, V. XT NiTspy. com by Rashm Mur_t hX QComﬂrer ce
01. l|6]ne¢mmereex>9e g@rh@mnector buysplcenutmeg</xform Connecto

targ;;g(rf SRBGE= "publ i ci d: com conmer ceone: schemas/ soap
q%&;n%cégﬁi%@%ﬁ&gﬁarg 'é/%%r?{;g?one schemas:PurchaseOrder:3.5</xform:DocURI>

Xm ns: Qggmnhm@a/n{n\&mtchﬁswrgérzﬁmthEm"
xmi ns: gen="p

. om Conmer.c Bs
SRR ORI PO BT e s A R
eI enent,FerTRetiant 3 5 xfoah:Veisga™> attri but eFor nDef au

I t=" un ual | d"> - <xs:el enent nane=" General

Cont ¥ Sttiftgﬂs ‘gen: Genera | Contract Type" > -
<xs:-adooi:Bbdlig> <xs: docunent ati on>Gef -, er-al

! Or ?’J B%O e hemas: PurchaseOrder:4.0</xform:DocURI>
li m.commerceone.scnemas. urchase
T’{I\J?rg’r péeL#FgEP PV Cont ract </ xs: document t| on> </ Xs"

annot atxfom Da¢N@5ﬂ%‘1’:’éFﬁéﬁF%OFd9r<@§%mbB BTy pe
SN SGEYiReARDINE: b LpeiTerceonsxshearaokBIT dlFnesracs>

ocunent at| on >De ﬁe/ﬁ'?’ ogn servi ce and
acti vi BRI Yersgaet e ALali'6hE""</ xs: annot at i on>

</xform:EndDoc> .
<xform:CommunitylD>exostar</xform:Communityl D>
<xform:TransformationMapURI>um:x-
commerceone:transformation:1 </xform: TransformationMapURI>
</xform: TransformationMap>
</xform:DocumentToTransform>

</TransformationContract>

[0079] From the preceding description, it will be apparent to those of skill in the art that a
wide variety of systems and methods can be constructed from aspects and components of the
present invention. One embodiment is 2 machine-readable data structure that specifies
interoperability data. An environment in which this machine-readable data structure is useful is
for interoperation between a consuming service and a providing or producing service. These
services exchange documents via a network, optionally using intermediate connectors. The
machine-readable data structure may combine any two or more of the following useful data

clements: a route between the services; specified by the names of the services and the
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- <?<s: sequence> - <Xxs: el enent nane="Service"> -
g)éfsv: annpt ati on> <xs:docunentati on>URlI of the servi 663 MAR 2007
OnbaTF4%/ Xs: docunment ati on> </ Xs: annot at i ofSI/US2003/025971

<xs:conpl exType> <xs: sianerntent> < [
C - <XS:
base="xs:anyURlI "> <xs:attri R

Wé@w C>@§n§qu$ ﬁgohoreagcéphy.ver%l o he ?@fbé )%}‘s{ @gt’itb_ﬁl l[?lg tmeessaons

pohq?srfgr arc e |tt§h01%9§59c§e@ Gt assurﬁi;gpehébk@udtvr’r}hcg'*hq;;g@sﬁaces and for
ional " /> </xs: extension> </Xxs:si %%9

l'equﬁin)ea rc@nmlaemﬂ@iﬂmeay )@.§peé:|1.€%§?ﬁ1 asSIgnTig] r° eerre n‘@ 5 parls ofa

ctivit

art VPR oS sishitk Borithrr to066; Bypadfiedtionnfencreptio

i 18@%%? anona >/§\Ct ' Vlmfy Rame </ xs0 docﬁﬁnt ok
requitk%8nta fsrqiaat oimpamcimg ‘mes$aSFERt & leas) Que ?S"eaﬁ? qcromhm touse; a

cgé(%ng%%{ ﬁ!)xgurf}égmorr]?a quthy §Q§9)A 6RBured ¥PRE; d(ﬁ)eﬁﬁﬁati@g of one or more

xs:conpl exType> -
Uanﬁ%ﬁné%ﬁb%ﬂlwﬁgﬁpﬁy Itt&dim',uméﬂe mlﬁllemﬂ' PHE£URAIROSSage:; and a specification

<xs:sequence> - <x
of vk R DR ROTRR SRS 2 5 RSO0 TOUE B 5 yig ransformed copies
the é’og}l\’cﬂlégéf Q'gé th?mﬁtKéu ons x;seglfﬁd ttie pt@iienyise adimarp Aptiggant to be

i vity</xs
cxcomiens Foumpbiion st S O s AP e
ehpmsﬂe&esﬁglggaﬂ\ddr ess" type="gen: FremAddr essType"

- <xs:ele t ="
[0080pe=" XA ﬁtﬁlﬁﬂ]@ﬂbodmmﬁ@p §geesn 'tgg]vaege ISSend - algable data
<XS: docunent at © Q% %
UG RTPECBA F%a L oet %ﬁo@eﬁ&l@@a@ﬁﬁg%d byl_lﬂ;tc&:nw |A|11 enotronment in

which this machine-readable data structure is useful is interoperation between a consuming
service and a providing or producing service. The services exchange documents via a network.
The services may optionally use intermediate connectors. Unlike static interoperation contracts,
such as contracts that are signed by both parties, this machine-readable data siucture is creats
by a process responsive to a request to initiate an exchange messages between the services. The
processing in clues accessing interoperability data for the services, intersecting the
interoperability data for the services, and, for intersections interoperability data that produce

more than one mutually acceptable option, applying decision rules to select one option. This

(L

machine-readable data structure may include any permutations of useful data clements describe
in the prior embodiment. The decision rules used may be subscribed to by the services that are
exchanging messages or may be adopted by subscription of the services 10 a trading community.
Any of the decision rules described throughout this application may be used as a further aspect
of this embodiment.

[0081] Another embodiment of the present invention is 2 machine-readable data stucture
that specifies one or more security channels. An environment in which this machine-readable
data structure is useful is interoperation between a consuming service and a providing or
producing service. The services exchange documents via a network. The services may
optionally use intermediate connectors. The security channels apply to one or more of assigning.
encryption or authentication. They also may be applied to authorization or to non repudiation, or
any combination of these security-related tasks. The security channels themselves include

specification of a connector originating a security-related request and a connector responding to
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a virtual CP or if the node is client/server</xs:

docunent ation> </xs:annotation> </xs: element> i3 MAR_ZUW
</ ¥ YWYERte> </ xs: conpl exType> </xs: el eneMCI/US2003/025971
<xs: elenment nanme="To"> - <xs:annotation> <xs:

thedQEHTRREIBEH Sl RReSRI b OG BaAbh W theeEMtirkeelAed leYbdsy Thesecurity-
docunmentation> </xs:annotation> - <xs:conplexT pe> - .
relaigd reges @Y d5cludesone e et OlihreRovE AiAGd pesgty-Telated tasks. This data
T iRind oAk nay B forrdBreShdAtRB o request to an initiate an
Strrﬁl%‘%gém%gdgré‘f ver Iec {g)?%gg:%xg:ngtrrleﬁ%" m nOccur s=" O >
exeharxsofanerst gt berweercius selwasent at i on>DDI D of t he
odecei ver o . D of the sender. .Thi.s widl not .be . .

[O@rg sent i¥ouetae Prg%eélf Wg?nsqog 1%\11\3/?1?%60461 Y TEIgY55S 0. e preferred
erBOGHIFBRLAN e0MFplesdoxblea ARGt iiOmRlestood that eseatamples are intended in
</ xs:sequence> </ xs:conpl exType> </xs: elenment>.- .. . .
an dustraly veraiher Hap e Mipting seRsaq Epﬁlé)utgr-agsm%g&r%ﬁﬁs&galﬁ ixraﬁgcated in the

desKBelOGHEIBRALAL] BBcordiRlS. the presERRARNb YaPBE aHBdEREd ihnethods for
activity definition</XS:docunentation> </Xxs; )
compwion-aftsistad-proceasing, cutARIsdRIiyias logic eimpleamfnbihe @thods, media
un??é%eg lwq{ﬁelg 'CQ@E@@' o%‘?ﬁl@%?éfﬂ&a@ RE 5?8%&9 ri}ﬁﬁr-ggsed with logic to carry out the
ype="gen:Servi ceActivitylype" mnCccurs="0"> - o
methesls.anrotpticonceesside procersagtsatvicon>E éy aontsayplated fhef medifigations and

From.party to.which the as\ .err or esi o
copb PR R BT S ek, oG08 ORHA combinations
will be within the spirit of the invention and the scope of the following claims.

[0083] We claim as appears afier the appendix:

]
~I!



WD 2004/ 027517 PCT/ 1JS2003/02 971 </xs: annotati on1>

</ xs: elenment> </xs: seq uence> - <xs:attribute 3 MAR 2007
naW@=208di3eF4ér Accept SASsynCError"  type="xs: bool eB§il/US2003/025971
use="requi red"> <xs:annotation> <xs:docunentation

>| ndi cat es whether the sender accepts async error

response. ThiCOMBRETERBBOGERAML HPRE s</ Xs:
docunentati on> </xs:annotation> </xs: attri bute>
</ xs: conpl exType> Inténoperabliléivéitrsraciwsd -:e |. _..em

Del i veryRecei at Handling > ent nane=" " -
<Zx1% egrsiot atl. @hencaptimgdidUm®nt>at i on> This is a
-<gapability paraneter in activity definition
edieeH ysth It GRrEvHt Bl [N/ WP nispaARID: Byt Ragis Murthy (Commerce One)
-<=xs: conpl exType> - <xs:sequence> - <xs: elenent
:ﬂsgef::\:%ndAsyncgglﬂi_ \_/gryRecei pt To" h o ctension/
t yeetNgmescevi ReGidgp preregansisqiiauagyisgapextension/c
<Rt a0/ SAteraperaRit qqﬁ?féﬂ-ﬁﬁﬁ%w ¢/ ALkl tlon/Rort
FrasERebg Pl P M esner B SRt Bont
s EATLLPREHIRYAY il con E{?Ct"-‘ 4 i
<7(5< ns.: ng%—__'p; |<, ;forn.comme é%ngmlé_mésqgﬁapextension/contr
a _tF% Qhation/ v A% ﬁé‘fﬁﬁﬁatibnééu%f;y@ki.kécbllt e
N3k » %F'nd:egﬁﬁﬂciﬂ':c{d?ﬁ.% & ¥ ERERLREmas /soapextansion/contra
typ %ui‘i%'g?@ | @ AfoutinsfCodtestdixs@d” > - <xs:annotation>
<X EnIClOSAHERN L By it B EB rScaifipler @ ricts dhainyasyseapextension/cont
Nes&ggenersl xé1_(N@arentilondezt.xsdXs: annot at i on> </ xs:
atdihs: ke attpex swatvt.miHhotgy 2001 / XMLSchema”
namere! dsShifipal (veRey R ptafBP8RAAR/ xmidsjgE=" xs: bool ean”
useHiiti+ Mlicid:somxgqm@@fch%@fsghemas/ scapextension/contract
na{rvé;*‘)l’émgwwé ili . "(’eéeém = afauli="qualified”
attributeFormDefaul'EJ:''E%‘lf::1?.|‘§;E§i§ig:ij')'E>ﬁdA %B%Mﬁ’
<xs:import
namespace=“publicid:com.commerceone:schemas/scapextension/ca
ntract/general/vl_0/GeneraiContract.xsd”
schema Location="http://schemas.commerceone.com/schemas/soape
xtension/contract/general/v1_0/GeneralContract.xsd" />
<xs:import }
namespace="publicid:com.commerceone:schemas/soapextension/co
ntract/routing/v1_0/RoutingContract.xsd" .
schema Location=“http://schemas.commerceone.com/schemas/soape
xtension/contract/routing/v1_0/ RoutingContract.xsd" />
<xs:import
namespace=“publicid:com.commerceone:schemas/soapextension/co
ntract/transformation/vl_O/TransformationContract.xsd"
schema Location="http://schemas.commerceone.com/schemas/soape
xtension/contract/transformation/v1_0/TransformationContract.xs
dr/>
<xs:import
namespace=“publicid:com.commerceone:schemas/soapextension/co
ntract/security/v1_0/SecurityContract.xsd"
schemaLocation="http://schemas.commerceone.com/schemas/soape
xtension/contract/security/v1_0/SecurityCeontract.xsd" />
<xs:import namespace="http://www.w3.0rg/2000/09/xmlidsig#"
schemaLocation="http://www.w3.org/TR/xmldsig-core/xmldsig-
core-schema.xsd" />
- <xs:element name="InteroperabilityContract">
= <xs:annotation>
<xs:documentation>Container for ICD blocks</xs:documentation>
</xs:annotation>
- <xs:complexType>
- <Xs:seguence>



type= nxs: booi ean" use="optional"™ /> - <xs:attribute
name="Recei ver Ca nCGener at eAsyncDel i ver yRecei pt" 13 MAR 2007
t yMELXQREIBHE| ean” use="optional "> - <xs:annot at FERIS2003/02597]
<xs: docunentation >Indi cates whether the receiver

can 9engralfes %%éﬁﬁe\‘léﬁegh%cﬁs required by the
1§

sender . [ 1. SAL LTl falcop@izReppertl | generate the
del i ver v E&e8LRLionoN behal f of the receiving

CONNECT OF £ X §oc HAHITRINRen@Ra! cottoutt sabrlbalt bbn> </ Xs:
attri but e> goh Irpis MoRaAR9 411 \WendPA 4HobiRriiud 7
PCTI US2003/ o dtions ¥&: docomphexdy:pe> </ xs: el enent > -
<xs: el ergpd: apadtBEORequi r edMessagePart” type=
" gen: MegsageRaittl nfo" maxQccur s="unbounded"> -
<XS! anagy: abmeAtnas: "Rintingohttactn>Cont ai ns
i nf ormatiype-"¢oliteerbateTypetrm t he registry for all the
requi r ecox@es@ageionpart s</ xs: docunment ati on> </ xs:
annot at i orxs:dstursentatiemRuuting copdragtstipnplock of
nanme=" Opt i onch Mewrsagerdre ¢nd-togad
" gen: MessageRgeklxi ddcumen@éienrs="0"
maxQccurs=g:gnpaieed” > - <xs: annotati on>
<xs: dos(usegiementan >Cont ai ns i nf ormati on, col | ect ed
f r om 1 kies:elegiest pymesiiransforMEYYBEPBHAC nessage
par t s</ xeypedodarmeirasiasmetienee nHRgbYAS on> </ xs:
el ement >%\%5€%-’:5§]"§'rgent
name=" Sentfi HYCEHITEEt or Capabil i ties”
type=" gen:%Wﬁé‘&?%?t&ﬁ%ﬁpfégég‘?%ﬁg"cﬁfﬁa(%gl‘j'rbé,:" 0"> -
<xs: annot at g’?jﬁ“kfésgnd&é’u'ﬁ%' ﬁéffi i;jrgs'cri bes the |ist
of attribut 5W&era€ﬂ§§ﬂ(>g§dga%ﬂ1@h% oggl ues for the
send si dg, cUNAERRGE ™ Yhi’S"w T1 "not be present for

qr

non- col I)ét:)ele% tt\ée request and oneway nessages

<
</'xs: dQCUARII QL Loz - "sdAFitpboRrati-on> </ xs: el enent >
type="security:SecurityContractType" minOccurs="0">
- <xs:annotation>
<xs:documentation>Security contract sub-block.
Contains security information needed to satisfy
security constraints between the sending and
receiving parties</xs:documentation>
</xs.annotation>
</xs:element>
- <xs:element name="ContractSignature”
type="ds:SignatureType" minOccurs="0">
- <xs:annotation>
<xs:documentation>Signature for this
contract</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>
</xs:element>
</xs:schema>



- <xs:el ement nane="Recei vi ngConnect or Capabilities
type="gen: Connect or Capabi | i ti esType" m nCccurs="0"> 19 -MAR a0
<x‘efoamw_¢1rzait4|70n> <xs: docunent ati on>Descri bes t heP(T/€32003/025971
of attributes and their associ ated values for the

recei ve side connector. This w | be present for
non- col | aborative r ' St b xR

nmessage</ xs: doc' unent ati on> </xs: annotation>
< 7 S/edi@rE N0 enc/digg=SEfudhcée> - <xs:attribute
- <thame="Chor eogr aphyl D' type="xs:anyURl " use="opt i a{ ">
edited WISXIANGTO -4 Udhﬁpzmw@gem@m ) &Y REAMSIEHEY E,Og}’g ﬁygnne,
--which the service is associated with. This only
- <>§2§J¢heg@ to Coll agﬁr%t ive inter agt i g"gﬁ‘éﬁ"fgl — sion/c
retiovesrertaPrBis G@E% CAATBE: Jart >
-O'ttlfléc%(ﬂﬁf‘?m‘é‘-r%ﬁ?‘“e @ffzg o eqT‘]‘i rre':?ﬁ? ®
%g\éﬁ,ﬁ t ?ﬁww %1.8 I&.II]'F ga&@&tbflsitohgcontrac
en&ralc l:% 9%8" W@H@Wﬁﬁﬁéﬁéﬁk— "qualified"”
Eult— aﬂlﬁl&gtgtl on> - <xs:sinpl eType> -
éra e—‘G 8§tr§&tﬁ'|tﬂga=>geﬁ)ﬁérféﬂalllmh&tacﬂl’ype >
: > <xs:enuneration val ue=" RESPONSE"
M%Rta%@gm\é@ea@@%@&asg\ HEhLLTS2003/ 025971
<XS. eanIEFc?&érQﬁan”é ra NS cubventetioa> restriction>
</ &S/X@amtgglgy,g@ </Xxs: attri but e> - <xs:attribute
nage= é;ﬁ)érltgbor ativelnteraction" type="xs:bool ean”
-@)%"C&ﬁﬂé&'lfyﬁg name="SdirvitaRratiaity oype">
<xs.,doguamabat i on>l ndi cates whether it is a
cOl | abouagtim@tatdh>DeBedptibadsatviveangssagi ng par adi gm
</ xs: dges\TBy/Ad:eAmertati@>annot at i on> </ xs: attr| but e>
- Qy&s%hiﬁdtbthmbe name="1 CDTi neToLi ve" type ="xs:I|ong"
usesxs:de@GéHcesd" > - <xs:annotation> .
- <xs:élement name="Servica">
- <xs:annotation>
<xs:documentation>URI of the service
definition</xs:documentation>
</xs:;annotation> '
- <xs:complexType>
- <xs:simpleContent>
- <xs:extension base="xs: anyURI">
<xs:attribute name="Version" type="xs:string"
use="optional" />
<xs:attribute name="EnvelopeProtocol”
type="xs:string" use="optional" />
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>
- <xs:element name="Activity" type="xs:string">
- <xs:annotation>
<xs:documentation>Activity name</xs: documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
<xs:attribute name="SoapAction" type="xs: string" use="optional" />
</xs:complexType>
- <xs:complexType name= "GeneralContractType">
- <xs:sequence>
- <xs:element name= "From">
- <xs.annotation>

30



<xs: docunentati on>Tine duration after which the cachefi3 MAR 2007
version of this ICD expires. This value is set | -
corff® 6001'/?3%42/ Xxs: docunent ati on> </ xs:annot at i on>P%z}/;d%go:mmzw71
attribute> - <xs:attribute nanme="MessageTi neToLi ve"
type="xs{l.00% me¥S&n >cRadidged” > - <xs:annotation>

<xs: docungnial L QL Betivhdy Abds b camestativie: ch t he
Messaggys: ‘Lf{a g~dr opped. This value is set in the

acti vidy. cdefidipd-on </ xs: docunentation>

</ xsTanpQtath@Ae> </ Xs: attri bute> - <xs:attribute
name= * MesgageMerihharest Frypaddresdiool ean" use=

"requi r ed" >y e SHenartaaiAldressTypes mioOomestt 8t iV on

>| ndi catﬁstv.\En@Haetr ndrhe=TfendagRDERoPE="45estENghi ved.
This is a capaktlktyo'paraneter in activity.

def i ni ti on<dsannd@tionent at i on> </ xs: annot ati on>

</ xs: aLt r 7| bukedocurmagatar-r ER ef Higeander.

Busi nessl nt el | irgisneid!’ net/ipe preaent dothesgpnder 1s

use="r equi r ed" a virtuskCR AN it e PRISIKs: docunent ati on

> ndi cat es whetehent/sREVERESSARETENEPAT| abl e for

Busi ness | nt/&b1angeRE® pur poses. This is a capability
par anet er <V¥'d8PFVty definition </xs: docunentation>
</ Xs: annoaPYHEIcT xs: attri bute> - <xs:attribute
nanme=" €otst RRAPYPII pe="xs: string" use="required"> -
<xs: afiNOEBIR> <xs:docunentation>This contract's

| D<ExscstRePEMEARST0hS ~ </ xs: annot ati on> </ xs:

att ripoxesnootaid >t tri but e panme="Qual i t yOf Servi ce"
use="r equfs eepumentatiopgReceNINGT) o> - XS~ restriction
base= "xs:RATEYARGTVice/ LR ﬁ-ﬁgf‘{%@f‘“

val ue="<BATMoRMNCE" /> <xs:enuneration

val ue="BESTERIESRPE>/ > 34 1 3 MAR 200? WD 2004/ 027547
PCT/ US200%7-8%87E~> </ XS h R§hTdsGt | On>

<xs:element name=
type="gen:ToAddressType" />
_ <xs:element name="ReceiverDDID"
B type="xs:string" minOccurs="0">
- <xs:annotation> )
T <xs:documentation>DDID of the receiver.
DDID of the sender. This will not be
present if the receiver is a virtual
CP</xs:documentation>
</xs:annotation>
</xs:element>
</Xs:sequence>
</xs:complexType>
</xs:element>
- <xs:element name="ErrorHandling">
~ _ <xs:annotation> o
T <xs:documentation>This is a capability parameter in
activity definition</xs:documentation>
</xs:annotation>
- <xs:complexType>

-~ <Xs:.sequence> o
T _ <xs:element name="SendAsyncErrorResponselo

type=“gen:ServiceActivityType" minOccurs="0">
- <xs:annotation> )
T <xs:documentation>service/activity in
From party to which the async error
response should be
sent</xs:documentation>
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</xs:sinple T ype> </xs:attribute> </xs:
conpl exType> _ <xs:conpl exType nanme= "Fr omAddr essTJpae'MAR 2007
> W0 2804@275¢nuence> - <xs: el ement nanme="Party" tRAgIES2003/025971
"xs:anyURI "> - <xs:annotation> <xs:docunentation>UR
of the collaboration party. This wll not be present
i f the sepg eér:elérﬁe@cg unregi stered foreign
par ty</ xs; _ggmg:t@ti on> </ xs:annot ati on>
</xs: el g ragb L SeNBBEAQRFRAS Rk HOPACt i Vi ty”
type= ~nii, (h L B8ofean’ LEyT¥BGuirdd": O -
<Xs:annot ali QRgsvich-docunment ati on>Sendi ng servi ce and
activity: ThiSdocMnehtaboh>DdidRsahetblerthe from party
i's not presendendefheQpts asyht britRirebporibecsnnt i f the
message is thghy BaleSto PAEIwaY a request/ response
message i N a mBssigesk)abdicatievieativrssagi ng par adi gm
</ xs: docurpg: atrictaten></ XS: annot ati on> </ xs: el enent >
</ Xs: seqepaeribute></ Xs: conpi ex T ype> - '
<XS: coaplsexompeTp@ne="ToAddr essType"> - <Xxs:sequence>
- <xXs/ed:emerhtnane="Party" type= "xs:anyURl "> -
<xs: afaGiahéramamexsDeocuyBateiptidandRig’sf t he
col | aberathmnatigrar t y</ xs: docunent at i on>
</ xs: annotsaddcomentatins: Tiek ésre rmapability paseatanin
nane="Ser \dotiwhytdefinityon < ixyploctimentaBerxi ceAct i vi t yType"
m nOccyps=r@bation><xs: annot at i on>
<Xs: doswsremmalekomsRecei ving service and activity. This
wi || net<isesqorement if the rressa%e Is the response
part of a<wewasant npasporRNdASYnsDEENeYReraiBbI At i ve
nessagi ng parnedi agn:ServiceAGBERYREAM RESUEFXE > a
nnot at i onxx <XF:gYOF¥Rent > </ xs: sequence>
<xs:documentation>service/activity in
From party to which the deiivery
receipt should be
sent</xs:documentation>
< /xs:annotation>
</xs:element>
</Xs:sequence>
- <xs:attribute name="SenderRequiresDeliveryReceipt”
type="xs:boolean" use="required">
- <xs:annotation>
<xs:documentation>This applies to only one-
way messages</xs:documentation>
</xs:annotation>
</xs:attribute>
<xs:attribute name="IsSignatureRequiredBySender”
type="xs:boolean" use="optional" />
<xs:attribute
name="IsAsyncDeliveryReceiptAcceptedBySender"
type="xs:booiean" use="optional" />
- <xs:attribute
name="ReceiverCanGenerateAsyncDeliveryReceipt"
type="xs:boolean" use="optional">
- <xs:annotation>
<xs:documentation>Indicates whether the
receiver can generate a delivery receipt as
required by the sender. If set to false,
gateway will generate the delivery receipt
on behalf of the receiving
connector</xs:documentation>
</Xs:annotation>
< /xs:attribute>



</ xs:conpl exType> - <xs:conplexType nane=

" Connect or Capabi | i ti esType"> - <xs:sequence> - 13 MAR 2007
<x ¥QPUHEHP ame="At t ri but e" maxCccur s=" unbound&§TA52003/025971
<xs:annot ati on> <xs: docunent ati on>Li st of

attri Q%gﬁeé; lé)gr:ﬂ)ggurrent ation> </xs:annotation> -

<XS: L p - <Xs:sequence> 35 1 3 MAR 2008 WO
2004102 fad L PCT HS20034QdMeddgeparys: el ement

name="Val ug .l fB&E gbPafilthtd!tnaxRHOECUi BSiI{ded ">

max Qe %ﬁng@hgygge "> - <xs:annotation>

<xs: docUpenb ik SRat¥idldeataihe infoasfationt ddliebtdde </ Xs:
docunent aL,Q{\the Fdgistry 3NAN eHd Pstuirdk meskagent >

</ Xs: sSeqUERREZ/xs acTudkhtatibatt € name="Nane" type=

"XSs: std7kfignndtatisd>xs: corn pl exType> </xs: el enent >

</ Xs<peanes> </ xs : com pl exType> - <xs:conpl exType -
namesxs: Megeagedtas+ loptisrialMessageRabtit _

ar ter . d¥p@="gen:MessageParttafo tryjp®ccirxs "t r i ng"
use="rmegxbdcatt=Sunbbdinddd">C riaiic=r -

<XS: annstathbisnzxs: docunment at i on>Nane of the docunent
part. AnrxsezanmpéreaiwHGenseins information coliected

Pur chaseOficer thiexseaistufenetthe RptioraLReEFRAR at i al >

</ xs: at t r PRtsSEAXs: docienElieF T but e name="Docl DRequi r ed"

t ype="%¥s13oneteae™> use="requi red"> - <xs:annotation>
<xs: dOCGRIEAEADI on >Docunent | D of the part. This
i nf-oENHElesent §appE RANAINGLINNETH5F E '**Reqyest </ xs:
docuneTM;aFi'gﬁéﬁFQV'&%‘?tafﬁﬂﬂagf'ftﬁgy g/ O gut e> -
< . . — : n —n . H n
uéiﬁ e’%{}?fdj‘gamgeaﬂ?t@g&%}}f&?gm%ﬁgF of Sftributdd'Shd
e

their associated values for the send side connector.
This will not be present for non-collaborative

</Xs:annotation>
</xs:element>
- <xs:element name="ReceivingConnectorCapabilities"
type=“gen:ConnectorCapabilitiesType" minOccurs="0">
- <xs:annotation>
<xs:documentation>Describes the list of attributes and
their associated values for the receive side
connector. This will not be present for non-
colilaborative response message</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
- <xs:attribute name="ChoreographyID" type="xs:anyURI"
use="optional">
- <xs:annotation>
<xs:documentation>Choreography which the service is
associated with. This only applies toc Cellaberative
interactions</xs:documentation>
</xs:annotation>
</xs:attribute>
- <xs:attribute name="MessageType" use="required">
- <xs:annotation>
<xs:documentation>Indicates if the message is request,
response or oneway</xs:documentation>
</xs:annotation> '
- <xs:simpleType>
- <xs:restriction base="xsistring">
<xs:enumeration value=“REQUE'ST“ />
<xs:enumeration value="RESPONSE" />
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<xs: docunentation> Location of the part in the
message. Possible values are SOAP body, attachment3 MAR 2007
amd 20ex08547al </ xs: docunent ati on> </ xs: annot aPCHf52003/025971
</xs: attribute> <xs:attribute name="M neType" _
t ype=" xsxsichliR@ratpealRRIORBRMAY? /> <Xs:annotation>
<xs: dosymeRtiatden >Specifies the M ME type</Xxs:
docunBithbRAYpe=/ Xs: annot ati on> </xs:attribute> -
<XS/d:Lichibuke name="Root" type="xs:booleari”
usess@fibutd F@fe=>"collabbbatiitiAterbction” type="xs:boolean"
<Xs: degtnpaigbyon>l ndicates if this is the root
parit <kxshndlegeHEent at i on> </ xs: annotati on> </ xs:
at t T i badsedocunexssthtThdidatesvalnetheXid is a collaborative
t ype=" xorhrsH-eanaboraeivermepsbgadl’ > - <xs: annotati on>
<xs: docparatim orxsxdaadimeaident f this part is an XM
nessagedneta@oenent at i on> </ xs: annot ati on> </ xs:
at t4/xs:pttieste></ xs: conpl exType> 36 1 3 MAR 2007 WO
2004027 BT RENEHSTOTHNOTEIIVE" tyeex Xsilangmyse 3 Tequise/RR
20( £ R&s:an@tOG% 027547 PCT/ US2003/ 025971
Rout i neGetrauaentaen>Timeridugatiaf after wigch the cached
encodi ngeersiph- & this-ICR iexpitesy s Xpluegssain 3hey (r
p:j /[ ~". <endlg fler/ xe ¢ ta¢"Todd ' Kl aus ( Commer ce
Owe()d</xgé ?i"ﬁn-‘%@é@d’: schema _
t arg&tREBY5ace="publ i ci d: com commer cepne: schemas/ soap
e xt OHSABICE NORET JEFIEET IR VR RETT (GRBRL r act . xsd"
X1 né—‘.s%_sd'qut‘,'Frg:?/ W, W3. or g/ 2001/ ' -, * 9L Schena"
X E <_xs:annotat|o > ) ) )
r out e:’“’fﬁiﬁ??meﬂ‘.t%t {({gﬁ'ﬁ@f‘&%‘?{b?ﬁg hAHeh the MEESAaRi ony
| 1s sef i e activity,
contra F:it!ﬂ%&f‘??@ I pﬁi)'ggrl]%gt%rﬁ FACT . XS
el ene >t<~-a? Oa'?ﬁ;( S T Rt
att(r)X :l,‘glt Ejggeriﬁe aul t="unqualified">imr rl -- >
- <xs:attribute name="MessageArchived" type="xs:boolean"
use="required">
- <xS:annotation>
" <xs:documentation>Indicates whether the message should
be archived. This is a capability parameter in activity.
definition</xs:documentation>
</xs:annotation>
</xs:attribute>
<xs:attribute name="BusinessIntelligence" type="xs:boolean”
use="required">
- <xs:annotation>
" <xs:documentation>Indicates whether the message is
available for Business Intelligence purposes. This is a
capability parameter in activity
definition</xs:documentation>
</xs:annotation>
</xs:attribute>
<xs:attribute name="ContractID" type="xs:string" use="required">
- <xs:annoctation>
~ <xs:documentatiorn>This contract's ID</xs:documentation>
</xs:annotation>
</xs:attribute>
- <xs:attribute name="QualityOfService" use="required">
- - <xs:simpleType>
- <xs:restriction base="xs:string">
<xs:enumeration value="EXACTLYONCE" />
<xs:enumeration value="BESTEFFORT" />
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el ements and types --> - <xsd:elenent nane="Route" 43 MAR 2007
te: RouteType" > - <xsd:annotation> )

<x§§0 dﬂgéﬁm tati on>Rout i ng elenment in the | CD</P% J52003/025971
docu nentation> </xsd:annotation> </xsd:elenment> -
<xsd: epnpiceibyipe>nanme="Route T ype"> -
<xsd:<graeinatiepe><xsd: document ati on>Defi nes the |i st
of apdestrtbotdre traversed from sender to
r eged:vanplexsgedocument ati on> </ xsd : annotation> -
<xsd:ceepusmEESnamexX'Fto ol AsidrassTiyarb=" Rout eNode" type="
roykﬁﬁ:E@;uIeBmdeType" m'nOccurs:"Z"
max Qooust et emtbammae Party” tyxesdxsmanyURET>on>
<xsd: dessmenttatioon>Nodes in the route. There nust be
at | east<tawdocoodesation >URI ofdheso{laberidionaparty s Besi ver)
< j xsd : widcostehe atesantif thecsghderds andtraepistiered</ xsd

el ement Sforeigngehrteglrermoesmerirgen> conpl exType> -
<xsd: PEORRE name= " Rout eNodeType"> -
<xsd:aMpetedndn> <xsd: docunent ati on >Defines a node in
t he = PRleRENSHEMeH SMPGLAETYRS </ xsd : annotation> -
<xsd: sdyprsT 8es:Service@cEMENEYRS TRIREOUERT 1% Channel "
t ype== FEEPENTREANRI T pe"> - <xsd:ann (:Etl n> h<xsd
document 5X§: BPFUTHNGT &Ste" Ht?%‘?ﬂftﬂeog@ %‘F as . used
to reach t‘f‘ﬂ"s"?l"o'a P

i s reverselfsoctt OW;SSE e's g.Eatl on>
</ xsd : el &R ;g_;l P %gg
PCT/ US2003] 12 u name="Exi t Channel "
type= "Jouie.d ype - <xsd annot ati on>

<xsd: g&g@m tion > T ransport and envel ope protocol
used f0sLXbAccthi s node. Becomes EntryChannel when

</xs:compiexType>
— <Xs! complexType name—'ToAdaresssype >
- <xs:seguence>
- <xs:element name="Party" type="xs:anyURI">
- <xs:annotation>
<xs:documentation>URI of the collaboration
party </xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="ServiceActivity"
type="gen:ServiceActivityType" minOccurs="0">
- <xs:.annotation>
<xs:documentation>Receiving service and activity. This
will not be present if the message is the response
part of a request/response in a hon-collaborative
messaging paradigm</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>
- <xs:complexType name="ConnectorCapabilitiesType">
- <xs:sequence>
- <xs:element name="Attribute” maxOccurs="unbounded">
- <xs:annotation>
<xs:documentation>List of
attributes</xs:documentation>
</xs:annotation>
- <xs:compiexType>
- <xs:sequence>

'route

w
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route i s reversed. </ xsd: docunentation> </ =

xsd: annotation> </xsd : element> </xsd:sequence> 13 MAR 2007
<X¥@2004%7HUt e name= "connector" type="xsd: st r | Fgl/US2003/025971
:se;"geqU|red">_- <xsd: annot at i on>

<xsd: docunent at L an, ZEOMUII S Ye2RE: sEGRgT SLi ng of

I ssui ng —au)inf]]ig6&{{}%9%&;}%]3&0&%9&@0%)4%%9nnectgor

here), comuabfhy.-naye, and |ocal

nane</ xsdr docymeit, atdredipn>vhkad for @BBet ati on> </ xsd :

attri bute> _ xsflialdLtRbbendiasmns sNative”
type="xsd: hogl.eafbratitst€~"requi red"> - <xsd:annotation>

<xsd: docuggnial 2zl ndi cat es whether this connector is
runni ng<9;gszscéafjg”@r>e (CWBP 6. 0+) </ xsd: docunent at i on>

</ xsd: anRokatib@hareSNamelltyfd-Dussering<yesd: at tri but e
nane="cgnngehRkpct i on" use= "required"> -
<xsd:apnatatihgn> <xsd:docunentati on>Specifies the role
this,conneetsr plays in the route at the specified
NQGE. SmpRekr mentation> </xsd:annotation> -

<¥38 ShPBLE bY PeMe=XMdssadePattIngd'>on base="xsd: string">
<X S Ly CIHIBEAL A0 tRirtIeThE BT e bessemitiy " use="required">
<Xsd. gouARsatidpn val ue="service-receive" />

<xsT: eRyBsAkieAthtioabNamdwiihe/ docurest: ATl at i on

val ue=" eguphIB v eRddEy irdhaseGrdesd/xs: dasmantttioon>

</ xsdigd: aplcepe> </ xsd:attribute> <xsd:attribute
naneﬁé'swttei!bﬁllaeonput ation" type="xsd: bool ean”

USEes}d: aGiutefime="DocI0ReqnUed! hypa>"xstBaole@Bcunent at i on
>I'ndi gatagquhedier this node should have al ready been
travensednbiptivtve tine the 1CD request was made (i.e.
it s pkidscurentdtenchocenent@Brafébeddrt-eigl ope ,
pr ot ocol jnfevmationl ixcprasentin thesinpdE kSR : annot ati on>

</ xsd : Bequestiipsedocurierdion>conpl exType>

<xsd: VsHpreXIYPE name=" Channel Type"> <xsd: annot ati on>

<xsd/xseRoEPERTt at i on >Def i n ' -
needseattribute name="Location" tyepsé=t‘)t(15e:sérEnagnSL%%r=t‘re'q%x%rd@t ron -

- <xs:annotation>
<xs:documentation>Location of the part in the message.

Possible values are SOAP body, attachment and
external </xs:documentation>
</xs:annotation>
< /xs:attribute>
- <xs:attribute name="MimeType" type="xs:string" use="optional">
- <xs:annotation>
<xs:documentation>Specifies the MIME
type</xs:documentation>
</xs:annotation>
</xs:attribute>
- <xs:attribute name="Root" type="xs:booclean" use="required
- <xs:annotation>
<xs:documentation>Indicates if this is the root
part</xs:documentation>
</xs:annotation>
</xs:attribute>
- <xs:attribute name="XML" type="xs:boolean” use="required">
- <xs:annotation>
<xs:documentation>Indicates if this part is an XML
message</xs:documentation>
</xs:annotation>
</xs:attribute>
</xs:complexType>

Il>
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to reach the associ ated node</ xsd: docunentati on> 43 MAR 2007
</ xsd: annot ati on> <xsd: attribute 3
nafEL2¥HEFtpePr ot ocol " type="xsd: stri ng" PCT/US2003/025971
use="requi red"> - <xsd:annotation> 39 1 3 MAR 2007

<£p&%: )04/ 027547 PCT/ US2003/ 025971 <xsd: docunent ati on
SErve ope protocol ~and version associated with this
channel </xsd:docunentation> </xsd : annotation>
</xsd : attri bute> - <xsd:attribute
name="transport Support edMessageType" use="required">
- <xsd: annot ati on> <xsd: docunent ati on>Message type
supported by this channel. One of oneway,
request -reponse, or both </xsd : docu nentation>
</ xsd: annotation> - <xsd:sinpleType> - <xsd:
restriction base= "xsd:string"> <xsd: enuneration
val ue= "oneway" /> <xsd:enuneration
val ue="request-response” /> <xsd: enuneration
val ue="both" /> </xsd : restriction>
</ xsd: si npl eType> </xsd:attribute> - <xsd:attribute
nanme="transport Physi cal Address" type="xsd: string"
use="requi red"> - <xsd:annotation> <xsd :
docunent ati on >transport-specifc address (URL
node: queue nane, etc)</xsd:docunentation> </xsd : an
notati on> </ xsd:attribute> - <xsd:attribute :
name="transportProtocol"” type= "xsd:string"
use="requi red"> - <xsd:annotation>
<xsd: docunent ati on>Transport type (HTTPS, Soni c,
etc.) </xsd : docunentation> </xsd : annotation>
</xsd:attribute> - <xsd:attribute
name="transportRel i abl e" type="xsd: bool ean”
use="requi red"> - <xsd:annotati on>
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<xsd: docunent ati on>l ndi cates whether this .transport is

reliable. _</ xsd : docunentation> </xsd : a nnotati dA>MAR 2007
</WQFV+0Z18T | but e> - <xsd:attribute PCT/US2003/025971

name="transport Nat i ve" type= "xsd: bool ean”
use="required"> - SRR PATRSD

<xsd: document ation>| mgﬁ—wﬁt\m‘ﬁe—r—t‘hi sis a
natively gportedtra port. If false, it is handled

<83§'“éverﬁ°5ns]p ?”CQQ‘P@WaL{/” /xsd document ati on> </ xsd :
tatiaon> </ B LI but 1 e>
R A R i T B P g Shs iRl TP
B <€g§’ 2003/ 025977 Transformation Contract. XSD <?xni
= Vverst '1 0., _enaal; iflrcdgne:Elierfl L8 pukidhsion;
e R e M

726b 1/55@1'71@&@&»@6" by XM—

AULNY: l-JuYa—"gQBfIQHVEim‘i Qoﬂéﬁerceone :schemas/scapextension/contra

hick Bidutihg 7V N0 } ROV QU EALE XY eBetenformDefastthequalified”

t angietMNapeapdae="pn{lakiied’com coner ceone: schenas/ soap

ext-ensi on/ c

impdrtsact / t ransf ormati on/ vl _0/ Transf or mati onContract . xsd

"-->xm ns: xs="http://ww. w3. org/ 2001/ XM.Schema"

xfi-ns: t pc="publ i ci d: com commrer ceone: schemas/ soapext ens

SioMNEGHE PREY  /t ransfnrmati on /vl O

/ Trar ! Sf or rrat i onContraCt. XSd"

xﬁ??ﬁse‘eﬁ“{eﬂ IR ANES o V@fzoé’f/‘%ﬁ%éﬁ%

elefrEH f‘ﬁul t— ual i fied" attributeFornmDefaul t=

"unqlfa’t‘is i"‘é‘ﬂ“e” ting gfen "\ip ®nhame- spaces -->
FBE ecfoéﬁl@ﬁ?ﬁt'on Zel enent

ngy%/js TE’QH% B?%at i onCont r act " type= "tpc: Transfor

t at
<&5§%ﬁﬁrﬂf”§§|y&n>r¥%§ns§%"¥ratyggggcgnlt ?2; Bl ock of the
12§ %’EE@J}BQ&&% U AhA R BT notks t6 BRtraversed

from sender to receiver</xsd:documentation>
< /xsd:annotation>
- <xsd:sequence>
- <xsd:element name="RouteNode" type="route:RouteNodeType"
minOccurs="2" maxOccurs="unbounded">
- <xsd:annotation>
<xsd:documentation>Nodes in the route. There must be
at least two nodes in the route (sender and
receiver)</xsd:documentation>
</xsd:annctation>
</xsd:element>
</xsd:sequence>
< /xsd:complexType>
- <xsd:complexType name="RouteNodeType">
— <xsd:annotation>
<xsd:documeniation>Defines a node in the
route</xsd:documentation>
< /xsd:annotation>
- <xsd:sequence>
- <xsd:element name="EntryChannel" type— 'route:ChanneiType">
- <xsd:annotation>
<xsd:documentation>Transport and envelope protocol
used to reach this node. Becomes ExitChannel whien
route is reversed.</xsd:documentation>
</xsd:annotation>
</xsd:element>
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- <conpl exType nanme= "Docl nfoType"> - <sequence>

<el enment nane="DocURI" type= "xs:anyURI" /> <el enment 3 MA? am
nafg:? late" type="xs:string" /> <el ement PCT/US2003/025971
name="Nanmespace" type= "xs:anyURI" /> <el ement nane=

" Ver Si<ORY elgfpriE nrgiest ExiEGhgnnel’ typpsuqubsr€bannel Type">

</ conpl X penctationzconpl exType name= "Transformati o

nCont r actWﬂé’OC§memaH§@ﬁU@ﬁ§E§"t angeeryRinpe protocol

name=" DocurissdteTdhdforade. Bgqames EpryShannelrwiren

oTransf or m'I")‘? te is neversedyt/ssd JREGUAYEHSS - <annot at i on>
<docu n’téﬁ 9853 2e Document transfor mation

i nf olr_ég%‘ Ae@FAGcunent at i on> </ annot ation> </ el ement >

ca "
<el € %% g?rﬁgp%'(}éggﬁﬁg_t?ég—/&scgﬁ%éﬁeé equired">

R
esp tion>

</ corpl@ <conpl exType nanme= o

"Tr ansf oﬁ‘?g 1% gET‘ﬂ’ ‘4 ane Wﬁcﬁﬁﬁ?t'"%f

2004/ 0275274887 38&73’ 15 AREStor hatplnpnt
name= <%ngﬁ.ﬂ)‘§§mty "aﬁge a. °§ﬁ£f'ﬂﬁf"e< ORGP R >
<docg,},§g§dqtag)c b&ug>80nnector GTW name SpeC| fy the

| = ex"p, ired">
?Cﬁi*aﬁgmﬁfjegqmg A0 PR 909 Mol e ceguire
e dt%%;e‘ﬁé@'@ﬁai A A “’"“eaﬁ"s”e”t
in fi XS do UMme
}t oft ( nP v cum

name=% Xs:str <anno at| on>
<dowmggp,b&n;®mmm ty I D of vvhere t he

t r ans&QIAB LA ARES cBh e dt OFR R 0T %Q“%HL@EH@>
</ annot&d: L kbratide enent > <el ement name='

ansfor natdiomVaRERatioh Yseeiriss ey idek’ th(?conﬁe%%}%ggﬁ>
in the route at the specified node.</xsd:documentation>
</xsd:annotation>
— <xsd:simpleType>
- <xsd:restriction base="xsd:string">
<xsd:enumeration value="service-send" />
<xsd:enumeration value="service-receive" />
<xsd:enumerzation value="hub" />
<xsd:enumeration value="envelope-gateway" />
</xsd:restriction>
</xsd:simpleType>
</xsd:attribute>
= <xsd:attribute name="preICDComputation” type="xsd:boolean"
use="required">
- <xsd:annotation>
<xsd:documentation>Indicates whether this node shoulid
have already been traversed by the time the ICD
request was made (i.e., it is prior to the current
connector/envelope protocol) </xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:complexType>
- <xsd:complexType name="ChannelType">
.- <xsd:annotation>
<xsd:documentation>Defines the transport information needed
to reach the associated node</xsd:documentation>
</xsd:annotation> :
- <Xxsd:attribute name="enveloepeProtocol” type="xsd:string"
use="required">
- <xsd:annotation>
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</ conpl exType> - <conpl exType nanme= " ResponseDocT)‘@e'MAR 2007
> - <sequence> <el enment nane="Docl dURI"
t wpeztmm2amyURI " />  <el ement nane=" Col utmNum' PCT/US2003/025971
type="xs:int" /> </sequence> <Jconpl exType> -
<conpl exdyBec RéRatior XM ERIPe [Srbt 8t fapidierBRn> -
<sequencgsgsocist@ld8ARAthRAERmnetueeBoedkintation>
t ype=<xsd:anyddRior> - <annot ati on> <docunent ati on
>Souhge:dvempurent | D</ docunentati on> </annotation>
</ ekgqeatrbute nsfleeNMahspEtBap ot dasssagey pps”
" XS: Side=NgEquired"sannot at i on> <docunent ati on>Sour ce
Docureedsti:anRatatibbx/ docu nentati on> </ annotati on>
</ el engm$t docurm@itameniMaessage typ¢ suppened by\tpe=
" XS: bool ebarirrel. Onsafrooieatayp nequakioepensgtaron>Recei ver
at t achnehothr/ef@deneentdlticag</ docunent at i on>
</ anro&ad:poretatia)e| enent > - <el enent nane="Attach
nmentPast [SnPieYYRe=" xs: string” minCccurs="0"> -
<annot &FGRestieEe hreet asHsEngtachnent Part
| D</ docufeast erueistioncyalyRToPREWEN>/X/ el ement > -
<el ement <¥rErTRrAPRT GHvRT T j-response’ />
t ype="t pEXSHi ANSHBRTRN YBHARPPHPe'™ mi nCccur s="0"
max Ccc G/ ¥sgi=regHisEomtied" > - <annotation> 42 1 3 MAR 200?
WO 200%p82ASTYPET| US2003/ 02 971
<doB(FERtEIMERT>Tr ansf or mati on instructions</docu
nment%td: BhEbute fams ot AE NSRS RS ieHBAE sesschsUETRigting
use="required">
- <xsd:annotation>
<xsd:documentation>transport-specifc address (URL,
node:queue name, etc)</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
~ <xsd:attribute name="transportProtocol" type="xsd:string"
use="required" >
- <xsd:annotation>
<xsd:documentation>Transport type (HTTPS, Sonic,
etc.)</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
- <xsd:attribute name="transportReliable" type="xsd:boolean"”
use="required">
- <xsd:annotation>
<xsd:documentation>Indicates whether this transport is
reliable. </xsd:documentation>
</xsd:annotation>
</xsd:attribute>
- <xsd:attribute name="transportNative" type="xsd:boolean”
use="required">
- <xsd:annotation>
<xsd:documentation>Indicates whether this is a natively
supported transpott. If false, it is handlied by a
transport gateway.</xsd:documentation>
< /xsd:annotation>
</xsd:attribute>
</xsd:complexType>
</xsd:schema>
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</ conpl exType> </schema> 43 1 3 MAR 2007 WO
2004/ 027547 PCT/t 52003/ 025971 13 MAR 2007
SedlR PYYeHAr act Kevl nfo. XSD  <?xrnl versi on="1. @CT/US2003/02597)
encodi ng="UTF-8" ?> edited with XM. Spy v4A U

(http: /7w w. erm' YisES¥Thatiyn Syt fa GINBD ( Conmer ce

One) --> - <xs: s ge nmespace=

publ i ci d: com commer.ceone. schemas/ soapext ensi on/ c

NP R 7ET Ur ¥ t‘WC\‘?FT@Tg‘Z'?lngir]?t?Cont ract.xsd"
Xuns: si,cd="puhl j.ci d; com cc Qe SEheMasLseaBRxt en
Ly e T Rk S Gt
_xmns: xs="http://ww.w3. org/ 2001/ XM_Schena"

<

Ggr{ef.@ %t, 'Evﬂlﬁ_%&ﬁu ldozfo%a’l,\ llvgé ‘?L‘Eé) /v w3.0ra/2001/XMLSchama
ald ri

bOt eFor mDef'aul t ="unqual i f1ed" version="1.0"> -
_<xSheshdmpl eType nane= "Col | aberationPartyl D'> -
T <X$3 r@MQﬁ"@_&ﬂ)&@g“ﬁd@ic‘i’&QHH@mrﬂﬁ{e%&w:&ﬁﬁn&sﬂ&oapextension/c
Coloh&aet atd o ffALEIBRY vE_0 /PshefermationTentiaict.aod
</ x&IanEer Bt O PwwWRK /3. &3/2D0L f XML Basema” xs: stri ng" />
</ xsirst ippt Phypied: comxgirsineptes ephemas/ soapextension/contract
nage<shkayrtsdyaifyle o Fransfenmatignfordr? qj:ﬁgsd "
<x gmirseltSt/aMwun-r@yonad 208 XMbPcRgBAat ure,
enelepspifermDstantir AU FEY BEr MRy 3Lt~ unqualified
dod@iFeRtat-Pon> </ xs: annotation> - <xs: restriction
baSE= "xs: NMTOKENS'> <xs: enumerati on
v’@f_?gé‘fmﬁtﬁ?ﬁém CATION' /> <xs: enuneration
val Oe="ENCRYPTI ON' /> <xs:enuneration
\ﬁ&g,eeﬁ;n%LQ\IATURE" /> <xs:enuneration val ue="SSL" />
XS: restriction> </xs:sinpleType> - <xs:sinpleType
NaREEmeKEY:HhOH-b hEFbYR@Sioncontra¥®: annot ati on>
<xs: dQcuRBahaki SRzKRYicheoRPAca pBSA type of  key.
</ XScardeGHARAt ati on> </ xs: annot ati on> - <xs:
r eSt r ikgbdeRerRasR™ TriasIMhaEhEontract Bleckiottiat | on
val ue=" RS\ /doeumsXstieRsmer at i on val ue="DSA" />
</annotation>
</element>
- <complexType name="DocInfoType">
- <seguence> '
<element name="DocURI" type="xs:anyURI" />
<element name="DocName" type="xs:string" />
<element name="Namespace" type="xs:anyURI" />
<element name="Version" type="xs:string" />
</sequence>
</complexType>
- <complexType name="TransformationContractType">
- <saguence>
~ - <element name="DocumentToTransform"
- type="tpc:DocumentToTransformType"
max0ccurs="unbounded">
- <annotation>
~  <documentation>Source Document transformation
information</documentation>
</annotation>
</element>
<element name="ResponseDoc" type="tpc:ResponseDocType"
minOccurs="0" />
</sequence>
</complexType>
- <complexType name="TransformationMapType">
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</ xs: restriction> </xs:sinpleType> - <xs:sinpleT
name= " Aut henti cat eMbdeTypes"> - <xs:annotation> V?GMAR 2007
<NEO0 deampsait at i on>The | ocation of where the PCT/US2003/025971
aut hentication takes place. NONE neans neither source
nor..targel> connector will performthe authentication.
Thi s geYeRendhe="conhectr helebxgahPuRI'GN connector to
pert ormmthb&tiogyt hentication. </xs: docunentation> <;
; S: amnotgbd PhehtaticEondstfdrad TWhdses.especify NWEOKEN' >
<XS: enunejRbtioR WRérEhe tPEhEiohmatian wakis: enuner at i on
val ue="TAREHK, < /dacdberdtaBoMAR 2007 WO 2004/ 027547
PCTI US2Q034t82&b971 <xs: enunerati on val ue="NONE" />
</ Xsz/q@sédtbCt i on> </ xs: sinpl eType> _ <xs: el enent
name=gRwizhi sdtay="stymdocs type=Prict Pediefdiyre" ¥>-
<XS: aBBftat hane="emiDbet yrest tia DecinfeT YRdi|/Fc  Key _
r ecokdiemac RarpebiGatninemityifD] typhates:ghaingyPD, Keyl nf o,
descri pirnetetiand usages. </ xs:docunentation >
</ Xs: anra@batrharnatict/>ConememiiytId okwberg thent nane=
"Encrypt i tranképinmdtisn-mapsare:lagatedat/dessnentation>
<xs: doc/aneetetition>The Keyl nfo that has both
Publ kédeype®>and X509Data for encrlypti on. </ xs:
docureRtant oame=FrrsstametipnMaplRT Hpe=csHgMEYRy pe> -
<xs</eemgeheseCont ent > <xs: ext ensi on
baseripkxddnatey| nf oType"> <xs:attribute
nanendKeyonnente=t jerronsePegTRA Paber at i onPart yl D"
use<segpericepal * /> </xs: extension>
</ xs <elemsine RBoAE EPRIJURT &rregt-8RYYRES > </ xs:
el enestemsak same s BRTPNEN h BRE= XS] [T Key Type" > -
<xs</apuEnadT on> <xs: document ati on>The Public Key
r e¢ompleXTiedudi ng Partyl D, _ Keyl nfo, Usages and
DeserpptTYoR narersPoamgRE RTaaRREM TYPE >
— <sequence>
" . <élement name="SourceDocID" type="xs:anyURI">
"~ - <annotation>
" <documentation>Source Document ID</documentation>
</annotation> i
- </element>
- <element name="PartName" type="xs:string">
" _ <annotation>
" <documentation>Source Document
PartID</documentation>
</annotation>
</element>
<element name="Attachment" type="xs:boolean">
- <annotation>
" <documentation>Receiver attachment preference
flag</documentation>
</annotation>
</element>
<element name="AttachmentPartID" type="xs:string"
minOccurs="0">
- <annotation> '
" <documentation>Attachment Part ID</documentation>
</annotation>
</element>
- <element name="TransformationMap"
~  type="tpc:TransformationMapType" minOccurs="0"
maxOccurs="unbounded">
- <annotation>



</ xs:annotation> - <xs:sequence> <xs: el enent 13 MAR 2007
ref="sicd: Partyl D' /> <xs: elenment ref="sicd: B
EnMOPP4/@AK8y| nf o"> - <xs:annotati on> PCT/US2003/025971
<xs: docunent ati on>The Keyl nfo bl ock that has Keyl D

and X509<Beduenenstvs >Teanstonhatipon> </ xs: annot ati on>

</ xs: el enpBtrackinsseldnenkentagb="si cd: KeyTypeUsage"

max Occu/smioddtton>- <xS: annot ati on> <xs: docunentati on>

Key is/elgesht$ or signature, encryption, and/or

aut kestdouemdebon. </ xs: document ati on> </ xs:annotation>
</xsomelegTypat-> <xs: el enent nanme="KeyAl gorithm' type=

L &icheinKeyAl gori t hmlypes™ m nCccurs="0'> -
<xs:annot ati on> <xs: docunent ati on>The Key is RSA or

DSA key</xs: docunentation> </xs: annotation>
</xs:elenment> <xs:elenent ref="sicd: Description”

m nCccurs="0" /> - <xs:elenment nane="Location" type=
"xs:string" mnCccurs="0"> - <xs:annotation> 45 13

MAR 2007 WD 2004/ 0277-547 PCT/ US2003/ 025971

<xs: docunentati on >The connector |D that key the

Private Key.</xs:docunentation> </xs: annotation>

</xs: element> </xs: sequence> </xs: conplexType> -

<xs: el enent nanme="Partyl D' type=

"sicd: Col | aberationPartyl D'> - <xs:annotation>
<xs:docunentation >Tradi ng partner |ID or Collabration
Partner IDin UUD format. </xs:docunmentation> </Xxs:
annotation> </xs: elenent> - <xs:elenment nane="

Descri ption" type="xs:string"> - <xs:annotation>

<xs: docunont ati nn>The description of the
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key</ xs: docunentation> </ XS! annot ati on> </ xs: -

el ement> - <xs: el enent nane="KeyTypeUsage" 13 MAR 2007
t VP 2004/027 34 KeyUsageTypes" > - <xs:annotation> PCT/US2003/025971
<XS: documant ation>Key is used for signature,

encryption, and/ Qi@ Cai iragtKedInfo.XSD

</ xs: docunent at i o‘nﬁﬂ@‘ma_x_s el ement> -

SXS: el emeng (garre— XHIEQB - <xs:annotation>

&El\ﬁedé‘ﬂﬂer?t t?rﬁﬂd'g%e KeyI'nfo object is fromthe
f
°dl%h| iR U\gl ﬁubKeG/ hih /WQ\FJD\%? ‘,elcégp‘ VeSfhon w1 i RnmhdrB o)

[ict y </Xs: documnent ati on>

_&Lxsh annot ation> - <xs:conpl exType> - <Xs:seguence>

SC "
Ear gtN% r el lﬁfc chbédn‘?llﬁ%Yégne/ Echeﬁ'{éé? so&paeitafsion/c

Bt 5% > 0/5L & ityRoRBRRE 25" <XS: €l ement

Ront. ¥@merk8osd tA@mas/soapextension/contrac

<¥ﬁs.e%%9@§ i Qf?%eé%ﬁtymufﬁtalxaﬂron >The Public Key ID
| Smdhsi=0Hepkeswvivid. ¢BldrD/ 2001 f XMIEXh4Ba"
S eleviein}Fofhpafadie tynetifiet]! etitibwekemiaiatltt"Hoaualified”
<txsiopFeR@NE> - <xs: el enent nane="Publ i cKeyNange"
4 ypesimniéTode PabkF (dadlpRerTRaYIR ><xs: annot at i on>
<xsegomueEicari on >The Nane of the Public Key. It is
sane <as: dotyeeainri>dkis isthg Aol lekeraiipR PaHARESas t he
opt i on&P</xgtdackpgpigtiont xs: docunent at i on>
</ x&xaEnpetatiPon> </ xs; el errent >  <xs: conpl exType
nanmes! PahicHeKBsaRENES S Eve /> <xs si npi eCont ent > -
<X&SeSBIRIVRAT base="xs:string"> <xs:attribute ,
NENESTKYSIORABEME=] isagelyp I>I aberationPartyl D'
use"**so?ﬂrloéﬂ’?@m’ /> 46 1 3 I\/AI? 2007 WO 2004/ (2.27547
PCT[ U820 Domatn > Kay,ls useq fap siggigture, encryption,
</ XS* Slanﬁy@mwthéﬁ\pgatlon .</Xs: documentatnon>

</xs:annotation>
— <Xs:restriction base="Xs:NMTOKENS">
<xs:enumeration value="AUTHENTICATION" />
<xs:enumeration value="ENCRYPTION" />
<xs:enumeration value="SIGNATURE" />
<xs:enumeration value="SSL" />
< /Xs:restriction>
</xs:simpleType>
- <xs:simpleType name="KeyAlgorithmTypes">
— <xs:annotation>
<xs:documentation>Key is RSA or DSA type of
key.</xs:documentation>
< /Xs:annotation>
- <xs:restriction base="xs:NMTOKENS" >
<xs:enumeration value="RSA" />
<xs:enumeration value="DSA" />
< /xs:restriction>
</xs:simpleType>
- <xs:simpleType name="AuthenticateModeTypes">
- <xs:annotation>
<xs:documentation>The location of where the authentication
takes place. NONE means neither source nor target
connector will perform the authentication. This may be the
case of letting foreign connector to perform the
authentication.</xs:documentation>
< /xs:annotation>
- <xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="SOURCE" />
<xs:enumeration value="TARGET" />
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</ xs:conpiex T_ype> _ <xs:conpl exType
nane="Keyl nf oType"> - <xs:annotation> 13 MAR %007
<xs‘y96‘&(’dfv?eﬁt‘ ation>This is for Encryption. The KRHTH§G003/025971
object is fromthe XM.Dsig ds: Keyl nfo object.
Howev e7<S: SAUTTHiraFiof] \Gre =iBOM" Yy >use Public Key | D and
X509<G6iesticdete two fields. </xs: documentation>
</ SEXAFiRtElYPON> <xs: sequence> <xs: el enent
refxs glemEnPuBMeciRYY TKeyS typesysicdiPatpdiskey Type" >
Name=S&FUPRAA™ mi nOccurs="0"> <xs: conpl exType>
<xs s efaeiecenentagian el heRublig) Key recoxgp§acke public kay avill

e-" x§'avai’@6WBPn!SFyI'"bedeiqriﬁi%aﬂl@nce> </ xs:

%%'5 - <LPSEOCUBEREATS </ xs: sequence>

</ x7=, 8 Tohe> <| Policy Types -->
<xs () Abstr act PolicyType" a
e P%%e- N
<x$: U5 >Th| s | s the abstract for al
securl d° t'?:tz ?réﬁT&ee'&eVJI“Q%F??WS '?ﬂQ'PT'E‘P'i' PR dhd
Tenp) &L AT eNhEPYeY 57 X% ﬂ?ﬁ“@e)?satﬂ’é‘c?unent ati on>
</ XS & <xs:attribute nane="Policyld" type=

S)%QL- Qgp Tg onter?t@t' onal " /> </xs:conpl exType>
<)t§S Tonp . Xﬁ’s.lon é‘ase—"s.c:f"kr 9'5“&*? edentl al Poi i cyType
abst [jact S Aot iRl s
;)ljtsheﬁfrg(g & JY Il% t:opngﬁargxl a; P pt:oryal‘ /o>
al gor Qymo f_ciggéﬁn;nt ation> </xs:annotation> -
<XS:LQ0PLE £at>_ <xs: extenS| on base=

Bgf |Jgtgct PoI [ cyType"> - <XS:seauence>

<X§x§£c§m§a@h¢i§%%ﬁf—c¥ éﬁgb?@ i cy, +igor itium
B yp%sx&ngtdruoﬂg /> <[Xs:s ence> </ xs: extension>
<xs:documentation>The Publiic Key record, inciuding PartyID,
Keylnfo, Usages and Description.</xs:documentation>
</Xs:annotation>
— <Xs:sequence:>
<xs:element ref="sicd:PartyID" />
- <xs:element ref="sicd:EncryptionKeyInfo">
= <Xxs:annotation>
<xs:documentation>The KeyInfo block that has KeyID
and X509 Data.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element ref="sicd:KeyTypeUsage" maxOccurs="4">
- <Xs:annotation>
<xs:documentation>Key is used for signature,
encryption, and/or
authentication. </xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="KeyAlgorithm"
type="sicd:KeyAlgorithmTypes" minOccurs="0">
- <Xxs:annotation>
<xs:documentation>The Key is RSA or DSA
key</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element ref="sicd:Description" minOccurs="0" />
- <xs:element name="Location" type="xs:string" minOccurs="0">
- <Xs:annotation>



</xs : comp | exCo n tent> </xs: conpl exType> _ 13 MAR 2007
<xs: el enent nane="Aut henti cat el npl enent ati on"

t ypo20ms12334r i ng" > - <xs:annot ati on> <xs: docuneREPHWHE/025971
>Optional for different inplenmentation, such as SAM,
Secur el D, / e E1QF L EINad Keg the

</ xs: ann%Sia‘i":“}ﬁ(%’r”kggE O%z’smé <Shn QEBLSn47 1 3 MAR 2007 WO

2 3/025971 - <xs: el enent

2004/ 027

names,. _Iq,g catel\/bde" type="

Si csi J-cat eMbdeTypes"> - <xs:annotation>
@J on>The | ocation of where the

" n cesjcdiicotiabetatian RareyIDSOURCE
%%ﬁjﬂeg%ﬁsrggﬁzn: ptaﬂ?ﬁﬁcg)h%ect or. SOURCE neans the

mat?&aﬁ@s&.agspawdér IDper CotiabrBaivh Mirtrgre
SI gn- wgaxsffoﬁ%h%mg - §auir@AtatioRARGET neans t he
ectofotfori-he receiving end will performthe

ag} enth&atl on. NONE nmeans neither source nor target
cg;gng,gneﬁt Wi rhd = Isdsaibtiohheypaaimstringdti on.  This may

e g)ggearg,,@ga(g,oﬁf> letting foreign connector to perform
t fre <authentieatiironrhedaseriptioowfeheat i on> </ xs:
annot ajpbPhRs: fokX®estago®nt > - <xs:conpl exType
nangzsAH fenbi<cat i onCredent i al Pol i cyType"> -
<% Pes¥1BRbA On> <xs:docunentation >This authentication
ARG cladanhhak=pohiTypeUside” tpeK sickKeyYsagelyges'
Xo09<AnrmtatResnent ati on> </ xs: annotati on> -
<Xs: caaplexfamtant sKey isxsedfpraignaiure, encryption,
base=" shadoAhstienticaGoedens idatiPesrteyType” > -
<X S«meHnanzeont nOccur s="0'> <xs: el ement
r ef;s= slemdhdut hent i cat eMbde” /> <xs: el enent
L efxs edneaht AatrizetiKeyfe|>npl enent ati on” rri nOccur s="0O'
> gks:usnsatprence> </ xs: extension> </
conpl essCsuerntatiepxEhe Keypife feis fr°€3?s nrz:r g&gﬁg
nane= "dipisenimio abiEdBRVERPRAY Y B we o ol
<xs: anriayaED Hald.«fs RLTRBATAET on>This is an anonynous
cr edbEIHICTBBNPcy type that has no credential. </xs:
doc GeReapieshee>

- <xsisequence>
<xs:element ref="sicd:PublicKeyID" />
< /xs:seqguence>
</xs:.complexType>
</xs:element>
- <xs:element name="PublicKeyID" type="xs: string">

— <XS: annotation>
<xs:documentation>The Public Key ID is a unique key ID (UUID

or from XMKS server).</xs:documentation>
</xs:annotation>
s:element> B .
- ZQ; -element name="PublicKeyName" type=“sicd:PublicKeyName|ype >
- <Xs: annotation>
<xs:documentation>The Name of the Public Key. It is same as
the PublicKeyID but has owner name as the optuonal
attribute. </xs:documentation>
</xs:annotation>
</xs:element>
- <Xxs! complexType name="PublicKkeyNameType">
- <xs:simpleContent>
- <Xs! extension base="xs:string">
<xs:attribute name="KeyOwner"
type="sicd: :CollaberationPartyID" use="optional" />
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</xs annot ati on> - <xs: coi npl exContent> - 13 MAR 2007
Xs:restriction base=

"syéﬂ RYQrHct _Credential Poli cyType"> - <xs: sedGaEAis093/025971

<xs: el enent nane= "Credential PolicyAl gorithm type=

"xs: sthisiryterfsioted= " Anonynous" /> </Xxs:sequence>

</ xs/xg-@igtidlentan> </ xs: conpl exCont ent >

</ /¥scompsxexBppe> - <xs: conpl exType

narsCREederedeneFKedinfeypgie” > - <xs:annot ati on>

<xs:<de@one@tiat¥ on>This is a basic credential policy

type tkxmdocursetatidd>This isdos ROy piiore Tbgdfryilafo object is

</ xs: doftameiteaXMbRsig dy:Keykniamtbaedto towever, within SICD

<xs: cONfE @nhyHEe Mublic Keydh amd X§R9 Certificate two

base=" sHSMIKHEATITHULFEHEr edenti al Pol i cyType" </ xs:

coanﬁ&@HﬁF@ﬁF? </ Xs: conplexType> - <xs: conpl exType
namxsi%W%de ual G e"> 48 1 3 MAR 2007 WO
2004/ 027847 PICT ? b é§§ /> <XS: @nnotatlon>

<xs “dOCURENEY: 9D§t3 RERELPEd®nti al pol i cy

type <ﬁ§§pnﬁe%hﬁ% it ati on> </ xs: annotation> -

& 8ht3 =
e A e R o
conplex "8Mype> <xs: conpl exType

1f5 v
nanme="B exé? Credenti al PolicyType"> -

<x5'aq& 1' docunentation >This is a

BASEGZ B I\ Ce_}CREDEI\ITI AL policy

tMQQSEA% '@%@ggnentatlon> </xs: annotation> -
‘conplexCont ent > - <xs: extension base=

F%mg;q\,ﬁeythentlcatlonCredentlaIPollcyType >
<XSs sequence> <xs el enment nane="val ueType"
Ly@@TOﬁ{c i nan. = %l auei[’.@péyﬁﬁgeabﬁ% —‘t%-‘:)épe"
TypexsaXSot ! /' xs:'sequence> </ xs: extension>
</Xs: <>€é@dd@ﬁ@ﬁﬁ@fdh€’ﬂﬁl§ is the abstract policy for all security
policy related aigorithm. The ID is the Template Name for
the Algorithm.</xs: documﬂntatlon>
</xs:annotation>
<xs:attribute name="Policyld" type="xs:string" use="optional" />
</xs:complexType> '
- <xs:complexType name="Abstract_CredentialPolicyType"
abstract="true">
- <xs:annotation>
<xs:documentation>This is the abstract policy for authentication

credential policy algorithm.</xs:documentation>
</xs:annotation>
- <xs:complexContent>
- <xs:extension base="sicd:Abstract_PolicyType">
- <Xs:seguence>
<xs:element name="CredentialPolicyAlgorithm"
type="xs:string" />
</Xs:sequence>
< /xs:extension>
</xs:compiexContent>
</xs:complexType>
- <xs:element name="AuthenticateImplementation" type="xs:string">
- <xs:annotation>
<xs:documentation>Qptional for different implementation, such
as SAML, SecurelD, or Kerberos. </xs:documentation>
</xs:annotation>
</xs:element>
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</ xs: conpl exType> - <xs:conpl exType
name="Abstract EncryptionPolicyType" abstract=" t1r%g‘AR 207

> WO 2as0ammot at i on> <xs: docunment ati on>Thi s i s tRE/US2003/023971
abstract policy for Encryption policy

8Lgokichhm rims-daaueRatatdMutie'</ xs: annot ati on> -

<X St SO &k At it cateMB¥E TRELHST ON

bases' sinetktidAst ract _Pol i cyType"> <xs:sequence> <xs:
ellenment: doairesstHeTyHd RitRtbh of Aitgoeithamuthentication
type=" xskei! glabg 1t/canes eitbeeSBURCH ZopnectonoryTRRGHT

Met hod'cohyextsr.'SGURCE infigfins thessesidensiecal connectors will

r ef =" sipecfoliaySBAME Single<Signddrehtne of authentication.

r ef =" sTORGEY mreans ke Spn=ctay ﬂ@ébargce*ﬁng end will

</ xs: seqcfenmeme@qtben@ﬁ@@ﬁ%.'bﬁHE mgans nf8ht >
</ Xs" Cémeéﬁqyp%gor V‘Hﬂs}’ entlcat is may
nanme="BE{LP F%ﬁﬁ&WQE‘Q conn %m' oetrfc{r%ﬁge

<XS: %O@H L beabion- </ RREPRHe T on poI icy will work
;(r)]r{] tatri P:é Enc and PKCS#7. </ Xs: docunent ati on> </ xs:
pade romgéx 'po g ?\Q’Eﬁcryptl oﬁ:lf’é ﬁlnt'aﬁghc st on

nnoaion sthac cyType®> " -

<%sTER] ud%ccr%emaﬁgn%%g% é‘.ﬁ"‘&t"dﬁeyrﬁﬂe.faa%h anNBhApd”

t =
ype XSHS M 255i 'g%?}gp BT Re T ve:

extggss&?ﬂﬁefjgﬁ@en gorrpl exContent> </ xs: conplexType>
T XS8R PR NATES &Y Rbéfract_Crederitia PEREARYpRN>

<XS: dogg g&@%pgm?d'&h%m@n;t he asymmetry encryption or
symret r y_ key SkZEnerIeRanNdatndit At gasi shm i s used.

For an %&y L5 Yref2GF0d: AltfentidateiidpibRfentationet ry key
si ze, an ecsymgptry key size is defined on the

Synmet Lyigey‘ Lz,eca>f| el d </ xs: docunentation>
</ xs: gRoQlahtion=

< /xs:complexContent>
</xs:complexType>
- <xs:complexType name="AnonymousCredentialPolicyType">
— <xs.annotation>
<xs:documentation>This is an anonymous credential policy type
that has no credential.</xs:documentation>
</xs:annotation>
- <xs:complexContent>
- <xs:restriction base="sicd:Abstract_CredentialPolicyType">
- <xs:seguence>
<xs:element name="CredentialPolicyAlgorithm"
type="xs:string" fixed= Anonymous />
</xs:sequence>
</xs:restriction>
</xs:complexContent>
</xs:compiexType>
- <xs:complexType name="BasicCredentialPolicyType">
— <xs:annotation>
<xs:documentation>This is a basic credential policy type that
uses ID and password as credential.</xs:documentation>
</xs:annotation>
~ <xs:complexContent>
<xs:extension base="sicd:AuthenticationCredentialPolicyType"
/>
</xs:lcomplexContent>
</xs:complexType>
- <xs:complexType name="X509CredentialPolicyType">
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- <xs:sinpleType> - <xs: restriction base=."xs:short">

<xs: mnl ncl usi ve val ue="56" /> <xs:maxExclusive 43 MAR 2007
valRZO¥PEEY /> < /xs: restriction> </xs:sinpl &EFHE3003/025971
</xs: element> - <xs:el enment name= "SynmetryKeySi ze" >

- <xgsamnogiRhtnon> <xs: documentati on>This is the

sy mretfxs;demworepticon TRisyisH X809 icfedaritial poliexret ry

al gori ttypei¢xsdedirrgnigticdtocunent at i on>

</ xs/emporcaatioon> - <xs:sinpl eType> - <xs: restriction

bas ex8 }xgmpleseentsnt><xs: m nl ncl usi ve val ue="56" />

<xs: MEXERFEIVeeseal siedrApbentizationgredenti@EoHr YT YR >

</ xs: sifpl eType </ xs: elenent> - <xs:conpl exType
nanééx%(wﬂi’i@%‘g’ﬁfqnéhPol i cyType"> - <xs:annotation>
<Xg*gSeuRERD®Eron >This will work for encryptl on
SOTEPTRIGEUPe ERS= HASHAM VAT e g et Rl TS -

<xs <XEGRPPERTNt ent > - <xs: extension base=

" si cdSABEUEERP ENePy BhisgA oA ST RINARY_CREDENTTAL e

<xs eI e%?&y??ogﬁﬁxﬂégi%‘?wﬁ?qrﬁnwbt hod"

yp
0B cnmﬁ{eF 0 &
S S gﬂfﬁe—s'ﬁ%c‘\*%%ﬁ?fg%#?%l}@%?%'a"’&VTvm >

t ype="xX3Sstf 13% rs="Q' /> XS:.seque
<>/>F<)s exfEHS° T ”Ena@?x "ac! p§< eg: ﬁ?i“ﬁ i )L,,
conpl ex-l-gg%gemegg(gareg— ype'" type="xs: Q ame" />
nanme= P N&“gnat ur ePol i cyType" abstract="true">
- < B n%(feé]ls%;8§> <xs: document ati on>This is the
ab ﬁ 67 D gital Signature policy
5?1‘:9?5‘ fo? doc nLation> <ixs. an q_ot at i on> -
<X %W rac ncryptionPolicyTy
rue
- <xs:annotation>
B <xs:documentation>This is the abstract policy for Encryption
policy algorithm. </xs:documentation>
</Xs:annotation>
— <xs:complexContent>
- <xs:extension base="sicd:Abstract_PolicyType">
- <Xs:sequence>
<xs:element name="EncryptionPolicyAlgorithm"
type="xs:string" />
<xs:element name="EncryptionMethod" type="xs:string"
/>
<xs:element ref="sicd:KeySize" />
<xs:element ref="sicd:SymmetryKeySize" minOccurs="0"
/>
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
- <xs:complexType name="EncryptionPolicyType">
— <xs:annotation>
<xs:documentation>This encryption policy will work for both
XMLEnc and PKCS#7.</xs:documentation>
</xs:annotation>
- <xs:complexContent>
- <xs:extension base="sicd:Abstract_EncryptionPolicyType">
- <Xs:sequance>
<xs:element name="KeyEncryptionMethod"
type="xs:string" mmOccur:—"O" />
</xs:seguence>
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<xs: ext ensi on base= "sicd: Abstract _Pol i cyType">
<NEO geWerde> <xs: ei enment PCT/TS2003/025971
name="Si gnat ur ePol i cyAl gorithm type="xs:string" />
fxs:g)xgyég(ggnsmge:" Si gnatureAl gorithm' type=
X§}>?sﬁédnﬁ‘;9e'xdo%teﬁ¥§i el ement nane="HashFuncti on"
LYRBZ X BleStydeRg” /> </ Xs:sequence> </xs: extension>
XS kol e opteste > </ xs: conpl exType> _
~<xsi Canplexdype name="Si gnaturePolicyType"> -
<xs: anNQd At ARtion X Phid Qs YAB R Riinfetry Bherypitioh aror k f or
any di Qich Alets/ KHYAdi4E, G efeldis GV hich Rt ovibten 0GeE Foatanon>
</ Xs: agUiphRktig tase, thix will Gthexdsyhirmatry keySizeanensi on
base= thel §hhkeynagtsite pnadfineaoh itby Sypetiett pKeyJigs:
conpl esélant gpidecushetsattonpl exType> <xs: conpl exType
naregss: axdMdt@singPol | cyType" > - <xs:annotati on>
<xsxgsoupentrat-i on>Thi's is for XM.Dsig policy. </xs:
docunentsstriadior basg=X¥s:ghadt'at i on> <xs: conpl exCont ent >
<xs: exbemsindmilsaserius=¢86'Siynat ur ePol i cyType" >
<XS: SequenexExckixise edlepeift096" />
nanme=)Gametmicten= zat i onMet hod" type="xs:string"
m rOecaEmpeT@e? > <xs: el enent nanme="Tr ansf or ni
tyfxe=lemergtri ng” m nOccurs="0" /> </xs:sequence>
-<¢ xcselexernsiroers SyaymetryKeypirecCont ent >
<t xxscomplaérType> <I- hie_=sage P ~t --> ..
<xs: senpbexTyionaikhis iptheEyeHBRtrY\gRcrYption key size, If
<xs: antiut asyromstryalgerithmds Laed-GrixsKEaTSELeE&d t o
defd/Keapr@Eaddenent within
- <xs:simpleType>
- <xs:restriction base="xs:short">
<xs:minlnclusive value="56" />
<xs:maxExclusive value="4096" />
< /xs:restriction>
</xs:simpleType>
</xs:element>
- <xs:complexType name="XMLEncryptionPolicyType">
— <xs:annotation>
<xs:documentation>This will work for any encryption policy
type.</xs:documentation>
</xs:annotation>
- <xs:complexContent>
- <Xxs:extension base="sicd:Abstract_EncryptionPolicyType">
ot <Xs:sequence>
<xs:element name="KeyEncryptionMethod"
type="xs:string"
default="http:/ /www.w3.0rg/2001/04/xmlenc#rsa
-i_5"/>
<xs:element name="DecryptionTransform"”
type="xs:string" minOccurs="0" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
- <xs:complexType name="Abstract_SignaturePolicyType" abstract="true">
- <xs:annotation>
<xs:documentation>This is the abstract policy for Digital
Signature policy algorithm.</xs:documentation>
</xs:annotation>
- <xs:complexContent>



the part of the message. </xs:docunmentation> 3 MAR 2007
</ XS %)laygt atl on> <xs: si npl eCont ent > <xs: ext ensi on | )
base="X& Etting"> <xs:attribute name="Type" PCT/US2003/025971
type="xs:anyURI" use="optional" <xs:attribute
name="<B}' 8¢k e°on byire=sicd! ”é??éfat"t—"‘a%@”y@ﬁt? onal " />
</ xs: ZeXEERIHOTEE> </ XS EI eCont ent >
</ xs: conprEXRpRS “amﬁxsb'éﬁ?rﬁ-l"é ?ljpeAigorithm”
nane=" MessBpePax¥stringe/s 51 1 3 MAR 2007 WO
2004/ 027545 eiﬁmﬁwz@@g %EBQWEA'QQX@"&nnot ati on>
<xs: docunehPECi BHstTHE ¥ 2 ¢ g . p§sage. L.JF)’
used to “def eﬁ’éerlrﬂémparli‘a% XEH8BuY —af?-gYBW >
</ xs: a/gg(égé??%e - <xs:sequence> - <xs: el enent
nanme= ’lz%ﬁéﬁ type= "sicd: Part El enent Type"
m néé&F%mxﬁ@‘ %Xrt%curs— unbounded"> - <xs:annotati on>
<x&*F&el l‘f@ﬁf s thin the part. It is
ent 7 ZHl VBGRWeT%S"B?”rﬁ‘E° dpdPFart. </ xs
PHRY” X$annat at on> </ nt>
x: serinseieses Soc Wil Aol i ok B -
xs ??’;]i FEqarr e YL exs: at tri but e

ot E t&i&g xs anyURI use= "optional" />

<X'S a " ! tGing

usez <"/)9£ i Qrp é&% éQlé:ga bs“ mdsce'ghépn%e'?gﬁg%@lpg" / ?ype—
pti onal /> </ xs: conpi exType> -

" XSiys
e
é)( ql“o S ﬁ{,‘égsage%rtgﬁﬁgeg SYIYPE,Z: annot at i on>
b

< <a > t h . Th
NXZor?% y S5 el L My T or thitd 1

not </§ge >hen paren s Algorithmd will be used.

</ xgxgggmg%%g,qtleggy </ xs:annotation> <jxs:el enment>
</ XS §@§£@Rs;§20 WS@Q&%U:‘ePohcyType'S
- <xs:sequence>
<xs:element name="CanonicalizationMethod"
type="xs:string” minOccurs="0" />
<xs:element name="Transform" type="xs:string"
minOccurs="0" />
</xs:sequence>
</xs:extension>
</xs:complexConteni>
</xs:complexType>
- <1__

- <xs:complexType name="PartElementType">
- <Xs:annotation> '
<xs:documentation>Xpath is used to define the element within
the part of the message.</xs:documentation>
</xs:annotation>
= <xs:simpleContent>
- <Xxs.extension base="xs:string">
<xs:attribute name="Type" type="xs:anyURI" use="optional"
/>
<xs:attribute name="BlockId" type="xs:short"
use="optional" />
</Xs:extension>
_ </xs:simpleContant>
</xs:complexType>
- <xs:complexType name="MessagePartsType">
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<?xrnl version="1.0" encodi ng="UTF-8" ?> <!-- editdd MAR 2007

wi WA ZXM0288Y v4. 4 U (http://v:~".;w . xm spy. corfGI/E3p003/025971

Synon Chang (Commerce One" --> Securlty I nterop

Conkratetn®egomrrent Created b Synmon Chang Copyri ght

2002 Oanmmnta’m@nﬂfhgpar‘t-Wkt in 3 gmesPage. URI is used to

t ar oet Nafispdeepdulsks: diairmeBmMi©dAMer ceone: schemas/ soap

ext fsigmogatiane tract/ securit;'/

v 6x¢#:Sexancey Cont r act . xsd”

xm nsOgseemenpramest Pagkklementy Y20 G WP HHF FEIGRTYPS"

xm ns: X8BOseYrp= 0" MARHESDHYIERMERRiL Schena”

xm nszsPEFEEMPEHPITI d: com commer ceone: schenas/ spapext en

si on/ conFrBECUNYBRIANTPE GICPRLRITNIF fop REFA Lt “xsd"

xmi ns: sant °“'l¥r§PR5 e XMi-ype of MeGEREL1. 0: assertion”

el ement For AR <o Q“Lﬁﬁ%ﬂtﬁ’tﬁ”@d attributeForniDeflaul t=
unquaﬁ/’r( 88““@ ?ns,l on=" 1.0"> inports -- > <xs:inport

nane é(éel gment

pubL{ CLIE £ Commrcaqne; Sohams ABREXLEIS iR e
s o hgé TR §s% 7 eo%hi g By

LocafT 6t hi Ef) 'm megrm%r- O T e
Xt enéf_g h 8 rac "BI " type hort' use—"o tlonal" />
/I<n§§f'§ ge.x |;I:er>rt1 ract YRE npor t
na%’éfﬁg% §Z_tt;.§§ =Oh e[sgaéglfm?'? %gs%%doglee%sﬁeﬁﬂ'rgﬁge >
gg@)r(rmdths oicﬁ'}s%fé{rongﬂcﬁ% ﬁ/w&ﬁlr'?‘ﬁ{ecm%gg %&&@Ser;g%'
Locat i of): gox%mld ' ﬁg[,]ﬁl@yt,]nﬁ AQ:‘;S,%“ Schema for
Secur | 13 e R e et

narTQ-fXSSQ,g-ygq,fqdﬁC;ont ract| CD'
ty@egeﬁgncéj,&ecurl tyContract Type"> - <xs:annotation>

sﬁéggﬁgmaentatlon >The Security Interop Contract
agreenent. it defines Policies and channels for
security policies. </xs: docunentation> </xs:
annot ati on>
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</xs.elenment> -<H Schema for Security Policies --

<| WO detential Policies --> <xs: el errentPCTfUS20°3/°°°97]
name="Basi cCredenti al Poiicy"” type="sicd:

Basi cCredent i al Pol i cySaqgrityContenst. XadIdot at i on>

<xs: docunentati on >The credential and authenticati on

%I versgm— "p%l I %goof "IJPE—@mg>

l__ / Xs: docunent at i on> </ Xxs:annot ati on> </ xs:
.JL:De C Spy v 'S e W, 1S % Q‘ggnﬁﬂeﬁ‘ta'n@ CPOQ'II’T‘:% On=‘

- "m%\gl ¢4: iShgm@nt ?gl ol | gyType > l(
<xs<.annot ation> <xs:docunentati on>The credential and
a%h&qtmg;%rg&ﬂggghgmm policy for X 509
Certificate. </ xs:docunentation> </xs:annotation>
</c¢&St=del eveiat Thang<xs: el ement nanme=
" AppmgnousCredtentd aie, Pol i cy” type=
“tsi cd: AnonynousCredenti alPol i cyType"> -

- <yesscaemoet at i on> <xs: docunentation >The credential and
aubtgetNarcespborr "abbbicidt dom.commergeppe: :sghemas/soapextension/c
Crasdeanty sacueityd v HoR (PR Y Qjﬁsa@/’s&d annat ati on> -

</$CRINE FETEER / / VRl . W B OEG A );r:léﬂg
g?%g% Qt ﬂ”"‘é !gg%fi E g;[? sc_h Xass/asr?ra]§$ ttensmn/contrac
eggce pﬁ,_uab and.gufhentication

NTI AL</ xs: docunent ati on>
<lxs:annotation> </xs: elenment> - <xs:elenment nanme=
mﬁ@&hentlcatlon Policies"> - <xs:annotation>
<xs: docunent ati on >The abstraction for credential and
aut hent- cation al gorithm policy.</xs: docunentation>
</ xs:annot ati on> - <xs:conpl exType>
<xs:import
namespaca= 'publicid.com.commerceone:schemas/soapext:n;ion/ contract/vi_0/Intero
pzrabllmﬁontram xsd" '
schemaLocation="http://schemas.commerczone.com/ schemas/soapextension/contract/
\'l_O/ InteroperabilityContract.xsd"/>

ins:sam
al %é%{f@&%@:& BEQ ified" attributeFormDefault="unqualified"
(8]

-->
<xs:import namespace="urn:oasis:names:tc:SAML:1.0:assertion"
schemalocation="http://www.oasis-
open.org/committees/security/docs/cs-sstc-schema-assertion-
O01.xsd" /> :
- <h--
includes
-—>
<xs:include schemalocation="SecurityContractKeyInfo.xsd" />
- &)=
Schema for Security Policies
-—>
- < !-_
top 2lement
-—>
- <xs:element name="SecurityContractICD"
- type="sicd:SecurityContractType">
- <xs:annotation>
~ <xs:documentation>The Security Interop Contract agreement. It
defines Policies and channels for security
policies.</xs:documentation>
</xs:annotation>

N
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- <xs:sequence> <xs: el enent ref="sicd:Basi cCredenti gl
Policy” minCccurs="0" maxQccurs="unbounded” /> q.3 MAR 2007 -
VB0 20049847 r ef =" si cd: X509Cr edent i al Pol i cy" PCT/US2003/025971

m nOccurs="0" maxQccur s="unbounded" /> <xs: el enen
iy, f— en’?én ¢d: BASE64_ Bl NARYCredenti al Pol i cy” t
urs="0" maxQccur s="unbounded" /> <xs: el enent
S(_J;,_erf]a fo§¢eg inf¥PpRYoUSCredent i al Pol i cy” m nCccurs="0
Cccur s="unbounded"” /> </xs:sequence> </Xs:
. glonpl exType> </xs:elenent> -<H Define Encryption
pkek tebeiabrblidd - MAR - 2007 WD 2004/ 027547
RE€T/ 1382003/ 025971 . <xs: el enent
- BRdTelemENCiamd + mdamqrc;iénmiyplé&v sicd : Encryption Pol
i CtypypeicdrBasicensientiniPelidyglpe 2xs: docurrent ati on>The
enceyphbatioatgori t hm and policy C§
S/ Nkbeﬁdwmsera@mﬁn%@qeéﬁsﬂa'a%a‘é %?F§8H> %?’kfé‘-“?
el enepoticy ford® ane PeREWREhEXS QA EIIRET onPol i cy”
t yps:atimgtgdon> XM L E n crypti on Po | i cyType" > -
<Ys:eementat i on> <xs: documentﬁﬁt i,on>The encryption
- akgelemenhmame= PETeSreAs tialf aﬁc </ xs: docunent ati on>
</ wpeatniest: KFPBEBede“t@'QQl'CVJVBﬁenD <xs: ei ement nanme=

EnexsypiiosHiopsl i ci e n
<XS: %@@ﬁ‘ﬁﬂ?'&??'%ﬁ*ﬁ C';rd 'a[ @%ﬁg&é{:&%ﬁmg ag;:gcr"flit:hr?‘ns
|\/|

and  POIFEfISXHERO SRt ME. Th
%‘%ﬁ;g&?ﬁ?@?dbe t he Tegil atel D in the Regist r§ Thi s
) '€ used in e gggggpgqxc ton as Al gorithm D
_tﬁsleéFé'il‘ﬁ“tf‘_?"\fﬁl 2pe %{}'eds 1B I Ao g)%al gorithmwill be
. XS

 EXS AR annot ation>
; ef <>§7r &u E|8P>11 <)é§e&:e¢|g'§?gﬁ§%ufKént@J:&li:ﬂﬁljilgonthm
o & d*t?é] POLL.GYcurfBistdrs S=
En nn tat% > <XS_§| I(I%ment ref= "sicd:
&s%@%eﬂ& ol i Cy m nCccurs="0
- <xs:element name="BASE64_ BINARYCredentialPolicy"
type="sicd:BASE64_ BINARYCredentialPolicyType">

- <Xs! annotation>
<xs:documentation>The credential and authentlcatlon algorithm

policy for BASE64_ BINARY_CREDENTIAL</xs: documentation>
</xs:annotation>
</xs:element>
- <xs:element name="AuthenticationPolicies">

= <Xs: annotation>
<xs:documentation>The abstraction for credential and

authentication algorithm policy.</xs: documentation>
</xs:annotation> .
= <Xxs: complexType>

- <xs:sequence>
<xs:element ref="sicd:BasicCredentialPeolicy” minOccurs="0"

_ maxOccurs="unbounded" />
<xs:element ref="sicd:X509CredentialPolicy” minOccurs="0"

. maxOccurs="unbounded" />
<xs:element ref="sicd:BASE64_ BINARYCredentialPolicy"

minOccurs="0" maxOccurs="unbounded” />
<xs:element ref="sicd: AnonymousCredentlalPollcy

minOccurs="0" maxOccurs="unbounded” />
</xs:sequence> '
</xs:complexType>
</xs:element>
- <!__ .
Define Encryption Policies




. maxQccur s="unbounded" /> </ xs: sequencé> </ xs: 1 3 "MAR 2007
co YPER </ xs element> <! -Digital Signat <
typg "SI cd: XMDsi gPol i cyType"> - <xs:annotation>

rrent tion.>The. si nature al gorithm and policy
nt n%m EnG t'°n fYon> </ xs: annot at i on>

</ xstyée— S'c%f"crypf'o q‘%x? narre " Si gnat ur ePol i cy"
t
<¥ged0<§!li gEIt%EH §'qu£ eﬁ %ﬂ or‘s%liﬁiggnaﬂygﬁd?c&b?nch

for - bt%tlo ocunent ati on>
</ XJxs: appekal | on> </ xs eI emsnt> - <xs:elenment

nages: %ngé?\@hb'ﬁ'@E@kMEEﬁérﬁtlonpﬁﬁéy"annOt ati on>

<Xs: e UnE BY M1 N2 Y, ogﬁ‘gm@hd; girtal signature

al gor o liFotatping poI tcies for g, PCKS#7, or

S/ M Mzixs HaeurRohta&¥n Fhe %Er’yp‘@ﬁm@l&oﬁﬂfﬁ'aﬂh‘fﬁ@d&fofr he

Regi st r xmLBENcS< /ROldocymbRavbht be used in the annel
Sect &0@:aat0tAtigeEri thmM D to identify which sinature

poki/gyelaingarsi t hm wi | | be used. </ xs: docunentati on> 55
1- 2xMARMAA0 Ram¥Er BRI EIdRBEiTciBETR US2003/ 02971

</ xs<anaeioadtions> - <xs: conpl exType> . - <xs:sequence>
<xS: e|carpturheitaticn ctheykdi gPondrgptioRlaldiGtinssand

max Cc c upshdies FoLRMLEnc/ PCSKE7EbESEMIME. The PolicyID will
ref =" si be:tBe JenplatiI@® inctie RegiSrguTsisIDOWill baxBed i S=
" unboun tieel Channel/ Sexctpegae AlgorithriIbsto idenpiFye whjge >

</ xs: el enewlpﬂmnlrcypajspathmmﬂlb&usecbkétﬁemcumentatlon>
nane~*RGArReptienat i onPol i cy" type= "sicd: Si gnat u

r e PoF¥SESPMRheeType>

subst i EEPHHFEEBUP="si cd: NonRepudi at i onPoi i ci es" >
<xs:element ref="sicd:XMLEncryptionPolicy" minOtcurs="0"

maxOccurs="unbounded" /> B
<xs:element ref="sicd:EncryptionPolicy” minOccurs="0"
. maxOccurs="unbounded" /> '
</Xs:sequence>
</xs:complexType>
</xs:element>
- < lea
Digital Signature Policy
-—>
- <xs:element name="XMLDsigPolicy" type="sicd:XMLDsigPolicyType">
= <xs:annotation>
<xs:documentation>The signature aigorithm and policy for
XMLDsig.</xs: documentatlon>
</xs:annotation>
</xs:element>
- <xs:element name="SignaturePolicy" type—"slcd SignaturePolicyType">
= <Xxs:annotation>
- <xs:documentation>The signature algorithm and policy for
XMLDsig, PCSK#7 or S/MIME.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="SignaturePolicies">
- <xs:annotation>
<xs:documentation>The group of digital signature algorothms
and policies for XMLDsig, PCKS#7, or S/MIME. The Policy ID
will be the TemiplateID in the Registry. This Policy ID wiii be
used in the Channel Section as AlgorithmID to identify
which sinature policy algorithm will be
used.</xs:documentation>

Lh
th



- <xs:annotation> <xs: docurrent ation >The, :
non-repudi ati on) al gorithmand policy that use 13 MAR 2007
davgrewi2signat ur e. </ xs: docunent ati on> </ xs:  PCI/US2003/025971
annotation> </xs:elenent> - <xs:elenment
nanessiseniRepardt at i onPol i ci es™
- typesisinegdedpséx act _Pol i cyType" abstract= "true"> -
- <XS:aneakaidnos> <XS! s docunent ati on>The policy and
al gor i ke orennfi="siep Xt Lasighvlicl" orin@hcars="0"
</ xs: docuiaemicats=¢anrbowhdead "atrnot at i on> </ xs : el ement >
- <xs: ekepemenneieisitdsSrmidretdlicyRevtdsuPs Py
type= " smexRk@ugrdunbeodied’y/ Py pe”
substd/kus¢r@eup="si cd: NonRepudi at i onRecei pt Pol i ci es"
> </xemRlebIRe™ on> <xs: docunent at i on>The
Nnowxs: é'p[ll‘@hfa‘ti on] algorithmand policy that use
daigital signature. </xs:docunentation>
HpyserydiFtee at i on> </ xs: el emant> - <xs: el enent

. naime="NonRe ud| {;ltl onRecel I LCI es"
ﬁifé"eeéned‘& §t‘r MegRenjf '8 %"' Yabstract="true"> -
e uaﬁ”gtk Gefegbo! i cy and

tion rece| pt. </ xs-.

ﬁ .
e e

,_

<XS security Policies section. It

dg/glj&q > poI icy related security policies.
fﬁ haLhQERRSpIGiatiBRBSl@REON> -

XSy €r>act POIYT gse'uwr%a—ﬁme% ement

r ef 2x§la§ t entl TcationPolicies" mnQCccurs="0"

<XS!: el)%r@daﬁméﬁfanoﬁﬂf?ﬂe PooaRhNd aRriteneor mermOccur s="0O'

/> <XSepl&aRBh dririgifl €8s BEEINEHAtN30] | Ci es”
-m n@)%lﬁrﬁxu*a@on£> gg 13 MAR 2007 WO 2004/027547

PCTksISRaR31:-025971 <xs: el enent

Leffxs"éiérﬁéht NemRepNdhREpodiBtibhREesiptPatiayOccur s=" 0"
rrax(az;seu:r sied igipatnderolidyTypeks: el enent

r ef slibititalioNGniRepisicdtNonfmuiigtidRreasiptPoligiesC cur s=" 0"

mex ze@nsotdtipnounded” />
<xs:documentation>The non-repudiationl algorithm and policy

that use daigital signature.</xs:documentation>
</Xs:annotation>
</xs:elemeht>
- <xs:element name="NonRepudiationReceiptPolicies”
type="sicd:Abstract_PolicyType" abstract="true">
= <Xs: annotation>
<xs:documentation>The policy and algorithm for non-
repudiation of receipt.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="SecurityPolicies">
- <xs:annotation>
<xs:documentation>The security Policies section. It defines all
policy related security policies.</xs:documentation>
</xs:annotation>
- <xs:complexType>
- <xs:sequence>
<xs:element ref="sicd: AuthentlcatlonPohc:es" minOccurs="0"
>
<xé :element ref="sicd:SignaturePolicies" minOccurs="0" />
<xs:element ref="sicd:EncryptionPolicies" minOccurs="0" />



<xs el errent ref ="si cd: Encrypti onKeyl nfo" m nCccurs="0y
Cccur s="unbounded" /> </ xs:sequgnce> ' '103 MAR 2007
</ )?%OE:(%WB? 8'Type> </ xs: el enent> Schema for Charfi§dyUs2003/025971
-- > <xs:conpl exType nane="KeyAl gorithnilype"> - :
<xS: anagd:akimentretx'siadb¥onBapadiasiariPlodiciesot f or
| nt egr at yiredvdurGs ol indeiftccais ="whbeksdedd|/> t hese two
types oks:bleoekt it IsigH: NPERSEEGrattQPRe@ﬁ@H%FC‘ﬁ%ve to
have Pubinintkeys&' Gmuxflcguisi-{ wnbeunded 'dges t he si gni ng
and enexs/plement (st siae: BREmYPEIoNIKEYERta] SHp@gqurs="0"
bl ock. </ Xex@eerrewnkaynsded <{pPxs: annot ati on> -
<xS: SEMUERAEBCRxs: el enent ref ="si cd: Publ i cKeyNane" />
_</ XS/ XS EQUPIREEYPe2xs: attri but e nanme="Al gori t hm d"
p@—"'ﬁ@egiTl ng" use="optional" /> </xs:conplexType>
<Xxs: corrp exType name= "KeyM essagePartsType"> -
%@@“éfﬁﬁ %ﬁ“ron> <xs: docunent ati on>The r oot %/gr parts

| t aI., def h Keyl nf dth
—aFé%FPT"HEFf‘ Wef‘o e‘é‘l“lgor% e<7ig ndgcﬁ?rent afl on>

<Fx3* <XS
ex*g mg %fa,%‘éi‘é i
i

<XSs:se

) T ,, ch nthmId so does
rer= Slt 7&5’99@ ﬁEltyptde B ||‘che mﬁfgiﬁﬁﬂ
"unbou egsence> <xs attrl bute

nargfxsgemg@ﬁg,ei D' type-"xs shortuse="optional " />
</ X&xs: ueA&-0N> </ xs : co m plexCo ntent> </ XS:
cONMpl 84Ty HRent rerNSic@irviBRdkePRERE" Qoedent i al "> -
<XS¢BBNRLAddeR> <xs:documentation>The cr edent ail and
aut bankit6aitk ABmPot AIg¥rithiNed etylpRat xd:B@ing" use="optional" />
Ceedepdaplbngeypti onAl gorithmis here. This is due to
- 2ukbRBbERTyRMaMd KEpMBEeiqPEesTigkos e t he
deceyphhiatdnsi nbound. </ xs: docunent ati on>
<. ] xsx@netabhanen > Fhebootfonphetslippemessage. It also
define the KeylInfo and the algorithm policy for all
parts.</xs:documentation>
</xs:annotation>
- <xs:complexContent>
- <xs:extension base="sicd:KeyAlgorithmType">
- <xs:sequence minOccurs="0">
<xs:element ref="sicd:MessagePart” ranccurs-"O"
maxOccurs="unbounded” />
‘< /xs:sequence>
<xs:attribute name="SequenceID" type="xs:short"
use="optional" />
</xs:extension>
</xs:complexContent>
< /xs:complexType>
- <xs:element ..ame-"Credhntial"
— <xs:annotation>
<xs:documentation>The credentail and authentication polocy.
Note that the CredentailEncryptionAlgorithm is here. This is
due to authentication will be preformed before the
decryption at inbound. </xs documentation>
</xs:annotation>
- <xs:complexType>
- <xs:sequence minOccurs="0">
- <xs:choice minOccurs="0">
- <xs:element name="PartyID"
type="sicd:CollaberationPartyID" mmOccurs—'O“

th
~



- <xs:sequence m nCccurs="0'> - <xs:choice

m nQccurs="0'> - <xs:el enent nanme="Partyl D" 13 MAR 2007
t yWwe=20&i0eti4Col | aber ati onPartyl D' mi nCccur s=" 0" >PCHYS2903/025971
3'MAR 2007 WO 2004/ 027547 PCTI US2003/ 025971 -
<XS: annot ald. Qfzratdss»docunment at | on>The party ID that is
used for B3sigofh&isdrdiThePacty dDahaed adadon> </ xs:
annot ati on> FhrBasi€ bR~/ 5 8o @lmemestion >

ref ="si cde Rylhhekeydame” m nCccurs="0'> -

<xs: annobat bigRentsxs: docunent ation >The key that is

used fOLysX|hdt pdrethitd:@ubktKeyNmoE BT GLCLGR0">

</ Xs: anrlogﬁst;gm?atﬁxs: el ement > </xs:choice> -

<xs: el efent«@aFerméateaaniTral kecthestis esatigor i t hnt

type="si cd: Keysogerddnltial.ypes: dodunteotaie=" 0" > -

<Xs: annot atxseimnotsxisndlocument ati on >The Encryption

Al gor i t hapxd:biaieni>s used to encrypt the credntial. This

Wi | | osflxy:chbieexised when the Authentication node is

TARGE T« d&menocumstiCeed ential Ergryptignlgaiithoh >

</ xs el efypatsicdKeyrigediientepe” miOcatEriGat e
name="Algeranhbtatiot> t ype="xs: stri ng" use="required" />
<xs: attri bus:donaneptatBoglibaEacrypigipalgorithayiat.

use="opt i onal dseﬂ:toe(@rmftﬁﬁetﬁrﬁé"ﬁgﬁé@iwiléﬁB'tyi onFl ag"

t ype="xs: bobe saed whesdheHtheRtratioRMmeAS s g se” />

</ xs: conpl BARGBES/xseAo@meRtalifint > - <xs: el enent

nane- - "GN "> - <xs:annotation>

<xs: doS{iFEHEBEI'Gn >The encryption security policy. The

Al goﬁllﬁ'_nﬁﬁr_c_ﬂle{?\ﬁﬁ_ be fhe_gﬁeﬁ" t el [ _y on, he Registry.

| £t IFes: anyribgteotama=dAI2e ed"ANd A6 neesage parts,

then tMEe="RRGYIESG Y i 1L, :
case, “FPRYIRLIE" ,?f;%gﬁggvg\ﬁ}bpgﬁ%‘%%ghﬁfhel nnis
l\bnxw&ézﬁm{gu g?rﬁafimegmble'le&%ionﬂag“ type="xs:boolean"

use="optional" default="false" />
</xs:complexType>
</xs:element>
- <xs:element name="Confidential">
- <xs:annotation>
<xs:documentation>The encryption security policy. The
Algorithmid will be the tmeplateID from the Registry. If the
Algorothmid is defined and no message parts, then the
. whole message will be encrypted. In this case, if there are
Non-XML parts, then the NonXMLAlgorithmID will be
defined, too.</xs:documentation>
</xs:annotation>
- <xs:complexType>
- <xs:complexContent> _
- <xs:extension base="sicd:KeyMessagePartsType"> "
<xs:attribute name="NonXMLAIlgorithmId"
type="xs:string" use="optional” />
</xs:extension>
</xs:complexContent>
</xs:compliexType>
</xs:element>
- <xs:element name="Integrity">
- <Xs:annotation>
<xs:documentstion>The digital signature security policy. The
Algorithmid will be the tmeplateID from the Registry. If the
AlgorithmiID is defined, and no message parts then the
whole message will be signed. </xs:documentation>

</xs:annotation>

th
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defi n'ed t0o. </xs:docunentation> </xs: annotati ON>4 3 MAR 2007
| exType> - <xs:conpl exContent> - <xs:extensi on
03 >4 7Bkéeyl\/lessagePart sType"> <xs:attribut &CT/US2003/025971

I_B%{LAPy%orlthm d" type= "xs:stri ng"

use— </xs ext ensi on>

</ xs*co D163 | exT </ Xs:

el ement S*%° eégf'g'jér[: gﬁ%en S'ﬁé?ﬁf“'*%#@@??%%“gpe >

§.X§n2?3?tef‘sé< AR E ‘*e'ls(')n> g?‘f H%‘iiﬂ"w'u be
pe ursg "0

t he t mepl at_el Segggﬁion S f:ﬂy | t%ce N\A%ET |et hm D

i s defined, an |§~a90,.:p‘ar §i nd 0 :

nmessage - Wi | be n at n> </ xs:

annot ati on> 58

PCTI US2003/ og,ggmmotat, corrp ex y

<xs: conpl exZantepierts xs ext ensi on base—
"sicd: Keydvi §§@g@°@§; sType"> _ <Xs:sequence
M NOCCUr S&sQttribtés n&th&MYn XM gorithmId"
Header Si gna Q&Q%ﬁ%h@h—"optmnal“ />
type="siod: Keadigeri t hnifype™ m nCccurs="0"> -
<XS: arpat: edrhpiBrCoxsitsocunent ati on>T he Signature
Al got/ixé:rembhatypes used to sign the header
cr egrtdi@hert>xs: docunent ati on> </ xs: annot ati on>
< x%s: e hame </ NSHREPYARIGI» > <XS:attribute
naresshomXMidhgor i t hm d* type="xs:string"
use=" epé:dedhéntbtion >ITheSidxi«piIRdiffien of $Fgin
conpl exponyrRryxs:dochinentagonpl exType> </ xs: el ement> -
<xs:gkeapndtatiame="NonRepudi ati on"> - <xs:annotati on>
<X s:Joeownedxdypan>The non-repudi ati on of orgin
pol i €yxs:séquenceblocunent ati on>
<xs:element name="NROSignPart"

type="sicd: KeyMessagePartsType" />
</Xs:sequence>

</xs:complexType>
</xs:element>
- <xs:element name="NonRepudiationReceipt">
= <xs:annotation>
<xs:documentation>The non-repudiation of receipt
policy.</xs:documentation>
</xs:annotation>
= <xs:complexType>
- <xs:sequence>
<xs:element name="NRRSignPart"
type="sicd:KeyMessagePartsType" />
</xs:sequence>
</xs:complexType>
</xs:element>
= <xs:element name="Authorization">
= <Xs:ahnotation>
<xs:documentation>The SAML attrlbute assertion for the
sending CP that will be pass to the reciving service. This will
be shown in the end-to-end security
channel.</xs:documentation>
</xs:annotation>

- <Xs:complexType>
- <xs:simpleContent>
- <Xs:extension base="xs:string">

me EIZ>



</xs:annotation> <xs:conplexType> _ <xs:sequence>
<xs: el enent nanme="NROSI gnPart" type= 13 MAR 2007
" SVQAIKBYWEE sagePar t sType" /> </ xs: sequence> JCT&IS2003/025971
mp | exType> </xs:elenment> <xs:elenment .

name=" NowRegtdb e inemRe tRepiireSubscripgophnot at i on>

<xs: documenbe IxsrorteanioreFePRiiPnAlT eefavi="felse| Ht

pol i cy <&siexteggietiment at i on> </ xs: annot ati on> -

<xs: COMplsERAEEBent> <xs: sequence> <xs: el enent name=

" NRROISHfiPeXTYP§pe= "si cd: KeyMessagePartsType" />
</xstsequence> </ xs: conpl exType> </xs: el ement >

<x S2a} B ESHEREAT RS Phor | zat i on”> - <xs: annot ati on>

<XS: a’ocumant ation >The SAM. attribute assertion for

t KFdXS: that _wil | ass to the recivin

sér’ﬁ?leieé“e”ﬂﬁ%?ew FFcurbtgcgﬂme'P'n t he end- to end |

see0fT AN ¢R N el s cu nt at.i on> .

annot Qﬂﬁtgmgygatlg Sgﬂ? € conainar SEtRIATL
IRy~ &S U ey ﬁ‘-a’ 2007 VD

<XS: th ﬁ"B'S‘éE
200 CTTUS2003/ 02 971 <xs:attribute

ares’ ﬁé%ﬁllr § scription” type— 'xs: bool ean”

sre=GBLE eP""':;fi%f i R et RS o0

. Attr
i bu &§ ntTy pe ement -
<XSi g@ " Secur i tyCont ai ner"

;o <xs:docunent ati on>Th| S W I | be the

i§@ﬂeﬂ"i %
U Hlnt n%f'nemgégurwy&mfanIaQK security rel ated
Ubi eCL.ShnaekiSh> docunent at i on>

<xs:documentation>The Security Channel defines the from
connector and to connector, and what to do within the
channel, such as authentication, encryption and digital
signature. </xs:documentation>
</xs:annotation>
= <xs:complexType>
- <Xs:sequence>
<xs:element ref="sicd:Credential” minOccurs="0" />
<xs:element ref="sicd:Confidential" minOccurs="0" />
<xs:;element ref="sicd:Integrity" minOccurs="0" />
- <xs:element ref="sicd:Authorization"” minOccurs="0">
- <xs:annotation>
<xs:documentation>The SAML attribute assertlon
for the sending CP that will be pass to the
reciving service. This will be shown in the end-
to-end security channel.</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element ref="sicd:NonRepudiation" minOccurs="0" />
<xs:element ref="sicd:NonRepudiationReceipt"
minOccurs="0" />
- <xs:element ref—-"sicd'SecurityContainer" minOccurs="0">
- = <Xs:annotation> .
<xs:documentation>This will be the container for
those piggy back security related
objects. </xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
<xs:attribute name="channelld" type="xs:string" use="optional"

/>
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</ xs: annotation> - <xs:conplexType> _ <xS:sequencg>MAR 2007
<xs: el ement nanme="Pi ggbackCbj ect" type="xs:anyType" :
mi N W4T naxOccur s= "unbounded” /> | PCT/US2003/025971
</ xs: sequence> </ xs:conpl exType> </xs: .elenent> -

<xs: ebemngtibuiameme: SanuceGondiegkRre |ty pe="xs:string"
<xS:annstatrnegmiredkg>docunent at i on>The Security Channel

def i nos:atrébute oameetianaetConngef@rt ByPeo ey, and what

to do wisehinequired"” ¢hannel , such as authenticati on,
encrPFtomPI@fdPet gital  signature. </ xs: ;
dodusielementon> </ xs: annotati on> - <xs:conpl exType> _
XSO ¥be axge el SaEHtYGer=2}T¥Re'er edent i al " |
mMNEETEFRENF> / > <xs:el enent ref="sicd: Confidential"

mi nQcetfFYement et "sisdiSequsfRRPIFIes /i cd: I ntegri ty”

ni nOcewrYement rei="sigdsSequstibangl="sj cd: Aut hori zati on"

m nQOg cUP@€qgurs="unkgundedndt ati on> <xs: docunent ati on
>The/"SMFUSIEri but e assertion for the sending CP that
m/;<s=5%m§lg§£mea the reciving service. This will be
SKXSN$AeT he end- to-end security channel . </xs:

docunent ati on> </ xs:annotati on> </xs: el enent >

<xs:elenment ref=" sicd: NonRepudi ati on" m nCccurs="0O'

/> <xs:elenent ref="sicd: NonRepudi ati onRecei pt"

m nCccurs="0" /> _ <xs:el enent

ref ="si cd: SecurityContai ner” m nCccurs="0'> -

<xs:annot ati on> <xs:docunentation >This wll be the
container for those piggy back security rel ated

obj ects. </ xs: docunentation> </xs:annotation>

</ xs:element> </xs: sequence> <xs:attribute
name="channe[ | d" type="xs:string" use="optional" 60 1

3 MAR 2007 WD 2004/ 027547 PCT/ US2003/ 025971
<xs:attribute nane="sourceConnector" type= "xs:string

61



use="required" /> <xs:attribute name=" -
“target-Connector" type="xs:string  use="required" LES MAR 200_7 '
</w«$2@®mp;be»<Type> </ xs: el enment> <xs: conpl ex TyEad/US2003/025971
nanme= " Securi tyContract Type" > - <xs:sequence>

<xs: el ement ref=" pilitCohtraceXMI>  <xs:

eI enent ref=" si ' ] maxoccur s=

"unbounded” /> - </ xs: se. quence> </ xs: conpl exType>

<rlsvesgpemE=f 6 1 3 MAR 200T WO 2004/ 027547

- <PCT/ US2003/ 0259 tero er abi | . <?xm
ediv@eag ofﬁquv R A T e e ST

_<nt bt rrljastoy com by Er nest Bef fel (sanme) -->
Q" éﬁ%% § tgmmeﬁ'tgoqe schemas/soapextension/contract/v1
wceone: schemas/ soapext ensi on/

| ; Ws%?@&bo}!béyﬁﬂmsﬁgﬁﬁ't xsd"
XUh[h: YA 300 1 £ RR@edher £i s g#p extenting / cont
IFRR) ¢ rrerl%kJ 1 Cd/d;éiiéﬂmceﬁﬂ%&cg@dﬂe schemas/ soapext ensi o
N4 & 83t rouferCh b HEE 0. comnierdtoBesehan@s/iaapextension/ contra
XatMmeutin@v E_0/RoutingContract.xsd"
-xpuhtsacum@ommmmmmmﬁmw%ﬁgﬁmm/@"t
aradtf sequyiiyi/ ng_9 (FeayritReentr Agasl 1 o
XminiTS et RUpHC BPRAOR BB O ongrgﬁi ;ﬁ?ﬁﬁgf'%éﬁ% &
x Bl Sranaferne w?é‘@c-.t%/éféﬁ? T e e imetance”

SéE‘U’Iﬁ \%gl Org soapextension/
@“ owbze R SRR SR e Sy

e com/schemas/soapextensmn/contract/v

E?% f,?&? ,IQ?, Ef}z‘f Sdépnsformati onContract. xsd"
@ontr l:? =0'E6/|2. pdépiddrazyeanamt! nst ance"

75' Mé Sgﬁlp@c@énewm@l&hlats‘drgt;\fe@meeacwaﬁwame schemas/ s
oapRITRASTANe="123456" MessageTimeToLive="2147483647"
CONERGIYArclba RFOTes ARSIt Dorbreac trues §ontractID="x-

ht tmd#tmhmsemn@nt@ﬂhéomlsﬁf@m@\s‘?g?{t ension/c
ont et commrGEong.comRaltabpratiguRaty 5t
<GefealiVOiSericast EXAGT eHINGHIR | D="ccns: or der Managenent "
Mes$IRFET8 TESMBONEWAY" Col | abor ati vel nt eracti on="true"

| CDTieeToRl: 61%?;‘"”9213%6 MessageTi meToLi ve="2147483647"
g?‘f ?gfﬁ@ﬁvﬁ:tiggne cBounsl’ICn ?Ia%lopatnt%l!ﬂ!‘aqg C’I?uygarrwed
ccns: conB¥IE é" ncch'Pv I aborationParty: : buyPartyx-

ccns: TORTRETY 26 Of & Idy Party"
Qua i tyﬂgx T%e u;eEya ‘1 ‘g\EEEh\QJ]&%rPT'&oc&B d1
1.0">A:consumerOrderManagement</general:Service
>
<general: Actnv1ty>sendOrder</general Activity>
</general:ServiceActivity >
</general:FromAddress>
<gen’eral:Sen’derDDID>9f76db48-784d-1000-b0d5-
~ 0a0202030002</general:SenderDDID>
</general:From> _ .
. - <general:To>
~ - <general:ToAddress>
B <general:Party>x-
ccns:commerceone.com:CollaborationParty: sellParty</
general:Party>
- <general:ServiceActivity>
<general:Service Version="1.0" EnvelopeProtocol-"Ci

SOAP




- <general : Fron» .~ <general : Fr omAddr ess>

<gener al : Party>x-- ccns: conmer ceone. com  Col | 13 “’fAR 2007
abSYRPOHPBE T - - buyParty</ general : Party> -  PCT/US2003/025971
<gener al : Sey | ceAct I Vit eneral . Service ‘

Vgr3| on="1. JO 8t Hhiey} |“agemense/mneral Service

1.0">A: copg rOr el l\/ana t</ eral : Service

<general %@? %EI g%%ng}de efbﬁpe‘ﬁ&:ti\fj\/‘f By >

</ gener / gw ce YW ty> </general : FromAdd ress>

saeners §5 T
her >

<gene <generaln PR ES85 O gener al : Party>x-
CCOS: SRR RN gﬁr%é B ?skg,%kp fow--t{se" | Party</
gener Qbenéar@f E¥RuAsy Ce AL Vp "Cl
<gerier ak ré41§e‘°rv{’§"v§* BRcoie ogéf‘stg?l
SOAP 62 13--% e era i

1.0" >Aqdepdli A8 ' e

<genek?¢er@€él'9@nﬁ¥ﬁﬁ{c9ﬁ§ﬁ% @éﬁwen era 1:Actlwty>

</ ged1g&dral: ErpSHHEhE I VI ty> </general : ToAd d ress >
<gen@jéﬂl‘:r§ ‘BRGedryREIMN L 44§ dbA e :’re%BQl R%?elptl
OaOaOZ%QQQﬂeIﬁé%’é@é@dAccepa%‘é ¥, e” <Fgener a

_ <geretalercEh G@{dr@t@ﬂkvrﬁgelﬁ%mé\%@ﬂée‘@y ncError=

"t r ue<gdrreral: SergiRB@iclel B PRASETIS I Oor ResponseTo> )
<gener atgeBeraliSeevideveson="100EmEmRiPaRec it @10s@AF " Cl
SOAP 1. >A: eenasumiefodm-Managanieit </@apei sk Retvi ce>
<general :Activity>sendOrder</general:Activity>

</ gener aI<98§ﬁtﬁAé\thBf>rDﬁlWesmt@eﬁ@ansuhmnﬁgeabral Acti
Error nd’l‘l h% <gener al : Dei i ver yRecei pt Handi i ng
S

Send flﬂ@ Era YPEPS RETBREIRITRT ue” | sAsyncDel
|verZ$€é"€ "’A(Y‘é'é( EERIB'SRHIEr= "true" Recei ver Can
Gen&P&IR2 $Rg e ExNgspe="qndge" BocIDReqyiner true"

Sen d%%ﬁgﬁgfsgfﬁm%’éﬁ? 'Vb'f“ﬁyps- “text/xml" Root= “true”

<general:RequiredMessagePart PartName="Image"
DocIDRequired="false" Location="attachment"
MimeType="image/jpeg" Root="false" XML="false" />

<general:OptionalMessagePart PartName="someXMLPart"

DocIDRequired="false" Location="soapbody" MimeType="text/xml"
Root="false" XML="false" />

- <general:SendingConnectorCapabiiities>
- <general:Attribute
Name="Messaging. SupportDeliveryReceiptRequest">
<general:Value>None</general: Vaiue>
</general:Attribute>

= <general:Attribute Name="Messaging.ConversationData">

<general:Value>rrn:org.soapextensions: schemas/highpe
rformancesuap/co-iversatio'1da;a/vi 6/ ConversationD
ata</general:Value>

</general:Attribute>

- <general:Attribute Name="Messaging.AddressInfo">

<general:Value>rrn:org. soapextensions:schemas/highpe

rformancesoap/addressmfo/vl _0/AddressInfo</genera
I:Value>

</general:Attribute> .
- <general:Attribute Name="Messaging.Messageldentity">

<general ‘Value>rrn:org.soapextensions:schemas/highpe
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<general : Servi ce Version="1.0" Envel opePr ot ocol =" C

SOAP 1(" R consuner Or der Managenent </ gener al : Servi ce>1 3 MAR 2007
<gwoenen?ati vit y>Del i ver yRecei pt Consuner </ genePEi/US2003/025971
:Asti vity> </general: SendAsyncDeliveryRecei pt To>

</ gener akforPrRincessapian eisaly Ehietititp )wl_ <Qimessalgeldentit

Requi r edyegsagedaruePar t Nane="O der "

Docl DRequemskdtttibutge” Location= "attachnment”

M meTygeestd @ttribaid NarReotArthiving-ArclNving 'zl se" />

<gener agendRefubived¥esvagedralrYalPr t Nane="| nage"

Doc| DReggueekdttribfitabse” Locati on= "attachnment"”

‘M nmeTygreetsl agblfeiierheRiMassagimgsiessageTimgPaga’>/ >

<general : Opti onal MessagePart Part Nane="soneXM_Part"

Docl DReqmgﬁe%ral ‘*’F'&F%‘é““ %G%PSW“W as/highpe

M neTypeEarmance p /pesagetimgdata MessagglimeD

<gene?rélﬁa§%?§ hﬁ'@@fcr Capabiiities>
<
" I%/Egga s 'ﬁfggg rI“FT/ SFRUNITRADES "> <general :

Val ue>No < |
oenera Ezt,éfiﬁﬁg'?f&g%‘gﬂ%%@é? E‘S‘*‘%’S‘%e’é?%é??é%‘“’?ﬂt a
<genegl@lener${a]q&asut@5n or g. soapext ensi ons: schemas/ hi ghpe
r f orr AgeRs QRRbuEONYRE S dseBfRigaddeRtianver sat i onD

at a%l genghabl:VakbsRontgppRAERl valBesri but e> _

<genes glendial: htthbte>Nane=" Messagi ng. Addr essl nf 0" >
<genek gdneMa AtERILENN S g="MeRAYInYISe styRebanmm' hi ghpe
. rformancesoap/ addr essi nf o/ vl _Q Addr essl nf o</ genera |:
Val ue> <kgenemalaludt httphfsehemasgenispab.ofglws 12002/
Name=" Me9ddgecaxtivissagdivdenati t y" >
<gener/gendral:48sibyig>or g. soapext ensi ons: schenas/ hi ghpe
63 L Bgaviar Z00Tbute Nomeo Mg ssagmgrIrERfier'$s2003/ 025971
rf or mncesoap/ nessagei dentity/vl QO l\/bssa el dent it
y</ gener mgewahga%%g?ﬁ ﬁFhéf‘FF'PzIS“LFFQEP rg/ws/2002/
<gener/a| i @AF&hi vi ng. Archi vi ng">
< ener e >. <[ gener al

e ol Ay e RS Mk
Name=" Mes-:%%gérrégv%§§%@g%@ﬁ&ﬂ@nm&%gﬂﬁas :MRJHpRF

F1N:0r 9. $8ARSNEEDAP P REnTeEEWES b MARRR st </general:Value>
r f or napeRseaptrBasaget i medat al vl _O' MessageTi neD

- <general:Attribute Name="Transformation.Transfermation">
<general:Value>Yes</general:Value>

</general:Attribute>

<general:Attribute Name="Messaging.Reliability">
<general:Value>None</general:Value>

</general:Attribute>

<general:Attribute Name="Messaging.ReturnAddress">
<general:Value>None</general:Value>

</general:Attribute>

<general:Attribute Name="Messaging.MessageEnvelope">
<general:Value>SOAP WA 1, 2</general Value>

</general:Attribute>

<general:Attribute Name=“Archlvmg.Mlnlng">
<general:Value>No</general:Value>

</general:Attribute>

<generaf:Attribute Name—"Securlty Encryption">
<general:Value>Message Receiver</general:Value>

</general:Attribute>

<general:Attribute Name="Security.Signing">
<general:Value>Message Sender</general:Vaiue>
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ata</ general :Value>. - </general Attribute> - 13 MAR 2007
<general Attribute Name="Messaging. Privacy">
<g YR Y3717y e>http /1 schemas. xm soap. or g/ ws/ 20FLI/US2003/025971

04/ secg é/ﬂ{\ @I VaI ule> </general: @ Attri but e>
<gener ential"
. tﬁe> rﬁnee<7 “gﬁsg?%{ﬁgn'%\?% gi <l general

<gener

DALt ' but £2anerat ﬂ%rﬁ'l-n )?tensmns :schemas/highpe

Nane="Nesgahake tééé 106‘ tMod
<gener al : a4l ue>http /schemas xm/soeasp gr ge</97nfral V/alu

04/ seegydrefgseibatssval ue> </ general : Attribute> _
<genekakndibl Aithsiite NNaTER=MVeSEAGEEDdYNS egri ty" >
<gener akgeneMiviatiz >ltidtibn/al 8cfaeems vaiok soap. or g/ ws/ 2002/
04/ seepydrnstgeneibatssVal ue> </ general : Attri bute> -
<gene kgfne%ltmitrhmtte NheeeMbbssfAgy montiRED ST " >
<general :

Val ue>r r nsaengratyapex renerapasapnitensionhisghparas / highpe
ncesoap/ rrEefimManasseap Heavitndtdata/vdeAdFantragtmta</gene
</ gener alr@lA¥alyehut e>  <general : Attribute

Nane="19%3 Fraé‘f%‘i”bl"??ﬁtl on. Transformati on"> <gener al
val ue>9z%&8£? g‘&Héti“é? NaW&Fu’éSS%%gFHi"ﬂQqq“i“b%ﬂféB
<general : tr| e Narre— ) I\/E‘SF%%% Rel i abi | i t'\4
<general : E%gons :schemas/highpe
</ gener aIt< u'éner?é:rua 1+ fRgturnDocumen
I\Iama—z g@agl;\&gb ur nAddr ess" >

<genek neVQlAfﬁ?dN@@ﬁ%gerﬁéééa o¥iiy.48Rer teDeliverYReceipt">
</ gener%ené\té K/EIQHL?ESQ/gEg%ﬁK/QHUEAt tr 'ab
l\larre-d%ggg;mgblh{%gsageEnvel ope" > <general Val ue>SQOAP
VA Lo/ gargansinal ngM@Mé%rcg,!a@%sgﬁl ALtribute>
<95Q%Eﬁ‘éraﬁﬁécrei\}%$> ﬁﬁlﬁl l¥ing. M ning">
<genet@dneMalAtgi¥e</ gener al : Val ue>
</ genermdmés MdsBHGRY. SuprIBEN PR ESIDUR Sq bt
" Secur idtgene@hvalyipt NBRe 2/gergaNeERELS> Val ue>|\/|essage
Recei vaenégengrindte¥al ue> </ general : Attribute> _
<genetgdnefdl tAtiributeeNNaseM&sadind. Loviéidatignbata” >
<gener al : Val ue>Message Sender</general : Value> 64 1 3
MAR 2007 <g@ier2 00442 4ot gRohpdstii33s i 58Ndmas / highpe
rformancesoap/conversationdata/v1_ O/ConversatlonD
ata</general:Value>
</general:Attribute>

- = <general:Attribute Name="Messaging.AddressInfo">

<general:Value>rrn:org.soapextensions:schemas/highpe
rformancesoap/addressinfo/v1_0/AddressInfo</genera
I'Value>

</general:Attribute> :
- <general:Attribute Name="Messaging. MessageIdentn:y">

<general:Value>rrn:org.soapextensions:schemas/highpe
rformancesoap/messageldentlty/vi 0/Messageldentit
y</general:Value>"
</general:Attribute>
- <general:Attribute Name="Archiving.Archiving">
<general:Value>Yes</general:Value>
</general:Attribute >

- <general:Attribute Name="Messaging.MessageTimeData">

<general:Value>rrn:org.scapextensions:schemas/highpe

on
th



</ general Attribute> _ <general cAttribute © : :
Nanme=" Messagi ng. Test Mode" > 13 MAR 2007
<gemawabz7val ue>rrn: or g. soapext ensi ons: schemas/ RCTGAE3/025971
rf ormancesoap/t est node/ vl _Q Test Mode</ general : Valu e>
</ gener alfbp%&mééwbwme_sssgaethaeaaataAvﬂLpbuteesaﬁTéﬁeD

" Messagiatg <Bashetat: Vatigeener al © Val ue
>Opt i<pgemlesdlgfemdugd> Val ue> </general ; Attribute> _
<genqua;heréltmtmﬂweéJaNmfe“MemagPﬁ@’a@Srﬁract Dat a"> -

<gener al : Val ue>rrn: or g. soapext ens s: schemas/ hpe
r f or manceswap e ARERi{ avf\ﬂmﬁx'eg%ﬂa#’a%r %ﬁ*ézgpgene

ral : \_éaé%jéﬂ%ﬁﬂﬁﬁf‘erﬂw?'}%ut@ <general : Attribute
Nane=" cumne reral : Val ue>
r r n=o19§NYB5: fcéaﬁeﬁgg 4
rforrrﬁtjl{‘ge?%%iﬁi\/{‘J{F Léet> ?1'6%< drent Ret ur nDocumen

t</ge en, r ral

: At t:rﬁgﬁl]?"@r ﬁHHB essa@@hegregtu b ‘i‘sls\?é? eﬁggel pt" >

<general ; ekiaq <li%@j9r/§\]:he\4%éjﬁﬁllsoap .org/ws/2002/ .
</ gener aba Ald L Feral-08N0EL al
Sendi Hglon Qe,g{.qg pabl lities> _ <general:
Rece'X%Q@ﬁ&ﬁﬁ&@fl@ﬁé’cbﬂésbagag Integrggneral : Attribute
ssagi ng. Support Del i ver yRecei pt Request " >

<gener al <Yaldrg»Nonesthgpygsehervas.ugtisoap.org/ws/ 2002/
</ gener aba péddeddutgeneral édgbaer al :Attribute Narre-

" Mes sg/gemgalOstiartsat i onDat a" >
<genetgneNiAtebrrerNanes %éﬁmﬁﬂ?%ﬁ%s%bherms/ hi ghpe
r f or mncesoap/ conversati ondata/vi 0/ Con ersat i_“g“per

at a</ genésamervaV@Je&rng@ﬁeﬁoapeﬁ}eﬁ emas:
<gener al foumanaeseap(mpdef{¥dG(H ?ﬁﬁtfés%rfer?' yalue>

F/AENSTa | HiEEPYR> t .gh
(T omreRIERAR Rt My %?&%ﬁﬁﬁ'aﬁﬁégf@%? ol 97Pe

| : Val u/ie;é;gr K%E‘%@ TYATT rgeBerF' ~~ <general : Attribute
Name=% sagel al : Val ue>
rrn:ofESEap: gﬁfiﬁ%} }'Zggielﬁﬁgﬁff%orrmncesoap/
nessa>/éj!§g8 ' 87' o ssageldent it l:ly</gengral
Val ue . ri bute

o2 1 e agingHERRhAUAALS"S
T e

</general: Attrlbute>
- <general: Attribute Name="Messaging.MessageEnveiope">
<general:Value>SOAP WA 1. 2</general:Value>
</general:Attributa>
- <general:Attribute Name="Archiving.Mining">
<general:Value>No</general:Value>
</general:Attribute>
- <general: Attribute Name="Security.Encryption">
<general:Value>Message Receiver</general:Value>
</general:Attribute>
- <general:Attribute Name="Security.Signing">
<general:Value>Message Sender</general:Value>
</general:Attribute>
- <general:Attribute Name="Messaging.TestMode">

<general:Value>rrn:org.soapextensions: schemas/highpe
rformancesocap/testmode/v1_| 0/TestMode</general: Vaiu
e>
</general: Attrlbute>
- <general:Attribute Name="Messaging.Body">
~<general:Value>Optional</general:Value>
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<gener al : Val ue>Yes</ gener al : Val ue> 13 MAR 2007
</ eneral : Attribute> _ <general : Attribute

Q 2004037547 ng MessageTi neDat a" > PCT/US2003/025971
<genera Val ren:org. soapext ensi ons: schenmas/ hi ghpe
65 1 3 ai’ ?” 2004/ 027547 PCT/ US2003/ 025971
rf or FRNCESOAR! é’g%ﬂ%'i”le eRreg/me CorvRE L@ neD ata
< > -
<gg§2?;|a| gﬁéﬁﬁﬁal Fr“er 2 s]bagtggg({[)enk%’lggfma% ctDas/hlghpe
<gener al : Mal\ugr / chemas Xh s‘oa RRPSRTYSENe
O4/sec<eogtaﬁérgen§r,ghte>Val ue> </ general Attrl bute> -
<gener&dendtd) rahiste N@-ﬁ@-”ﬂ@éﬁém&‘ﬂegrﬁggeé:'n@ht“%
<general Val ue>None</ gener al : Val'ue> </ general
. At tri but egerersigesied atrnASrgldobpbRtdNaTBiE: schemas/highpe
l\/bssagl ngriSenaniceydgr/eeturadoeument/vl_0/ReturnDocumen
<gener al : Velogesht:Vplue# schemas. xmi soap. or g/ ws/ 2002/
04/ secd2engrgeNgrteyal ue> <, geiicrai:A a |buLe> -
<genardengEl-AtHgute W‘Mﬁﬁﬂgm@enmt@ﬂtwe%ecmPt">
<gener aFge‘\%P'u\éaJPﬂ%‘KFSH/g%reﬂﬁ@ﬁ@iuw soap. or g/ ws/ 2002/
04/ secELErgleMEiyite> val ue> </ general : Attribute> -
<genefIsreat Ferehpe-angerCappiitasbng. Mani f est " >
<g8EParlGaMYRET 1 n: or g. soapext ensi ons: schenas: hi ghper.
f@Fﬁ‘ﬁH@&%&B’PFFﬁ'm fest/vl O Manifest</general : Val ue>
</ geTOHER: RAYtENPgR gappector="¢gener al : Attri bute Nanme=
"Tr an%?ﬁé’?r‘iﬂﬁ“’PP&W‘Fﬂi’ﬂicﬁﬁ"wor tbuy” isNative="true"
<generc3fm gg 8z/ =gengd; prelSDComputation="true">
</g enelggl't WFB‘?J’E’E% Ve i %HO’"" CLrIPAR -0

Q%P TY@ Q E’heral : Val ue>

I\Ione</ g ress— r%i@pmerceone .c
tra ro

<genera UAIJI‘{" %{ﬁlR rcnspoglgatrve—"true

<gener a}> : Val ue>None< enera
</ genehajteA&tttlhabmteeénveloﬁg%&fcab'éits”dlhﬂuiQ)"Na”e_

" Messagiragspubiss paeivRb e Type=gster al : Val ue>SOAP WA
1. 2</ getrenaiortPMﬁéict%dre’s/sgﬂﬁeﬁﬁV}'Néﬁdst&ﬂ;ﬁ?ommerceone.c
<gener abmAB4 33 fhuy shlaptiradepoPratsrg) Mhibtps) basic

<gener aputhgingisation] trensoaiReN4iliasetrue” transportNative="true"

</ generé&t : Attri bute>
</route:RouteNode>

- <route:RouteNode connector="x-

ccns:cup.commerceone.com:connector::sell” isNative="true"
connectorfunction="service-receive" preICDComputation="false">
<route:EntryChannel envelopeProtocol="C1 SOAP 1.0"
transportSupportedMessageType="both"
transportPhysicalAddress="https:/ /saturn.cup.commerceone.c
om:8433/sell/soap” transportProtocol="https, basic
7uthent|cat|on" transportReliable="true" transportNative="true"
>
<route:ExitChannel envelopeProtocol="C1 SOAP 1.0"
transportSupportedMessageType="both"
transportPhysicalAddress="https:/ /saturn. cup.commerceone.c
om:8433/sell/soap” transportProtocol="https, basic
7uthentncatnon" transportReiiable="true" transportNative="true"
>
</route:RouteNode>
</RoutingContract>
- <TransformationContract>
- <xform:DocumentToTransform>
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- <general : Attri bute Nane= "Security. Encryption"

<gener al : Val ue>Message Recei ver</general :Val ue> <A@ . MAR 2007
erwoaod4/0275m tri bute> - <general:Attribute PCT/US2003/025971
Nane="Security. Si gning"> <general: Val ue>Message Send '
er </ gexeralSovedeResiD>¥-gener al : Attri but e>

<gener #cnagdadidygtra: mm&ﬁb'mymﬁé‘é}_ﬁ&fd@b55 xsd:ord

<gener @ YRIUESFPIBVOFGED96Eext ensi ons: schenmas/ hi ghpe

r f or nEHEERGAFNEESPEHEY /X 0T TR tNfe</ general : Val u

e> </ Hfé’i‘e{’itt.aﬂ'f'rt”FPfEJ?l?%/’fOr%é\FFéF%{Pe'ﬁ?tr| bute Name="

Mes Saof ARG B{f&{prgatxonMap>

<gener aMTE) GRMSSTABNAI </ gener al : Value> 66 1 3 MAR

2007 VDCE@%&?B’E?WE?‘GPF%?WS?%?T:b“"'<""f°rm:c°”

</ gener %Orﬁ%{a te> _ <gener al :Attribute

Name==% | nt fact Dat a" > <gener al

Val ue>rrn. 5 1
'for ﬁnﬁégg%ﬁ’%ﬁﬁ e, ge}%;;'f%ns ﬁ,ﬁfg’? W50 ene
ral @ Va Lk'f% mﬂcg:ﬁgﬁ'{eQOrde\tJ/Q Wt SseName>

<general : Attribute Messagl ng. Return Docunent">
<general : &’ﬂﬂoHﬁNaﬁﬁbs@E@sﬁ&&B%&@ﬁﬁ$&féﬁn%mﬁ/3ﬁsghpe
r f or mancespagbiz Bkt AgkFotmmmBineypac@s Ret ur nDocunen

t </ gener akfokfal\sesiont BSregxfatm VAtdigri>but e> _

<gener a/xiatrtirStaaDecNane="Messagi ng. Cenerate

Del i veryxRemeEmiDoc> <general :Val ue>Yes</ gener al

Val ue> <tyferreriaicURBeX+ i but e> </ general :

Recei vi ng Comseddad Cerpadaigl. xdbi :sshremas Gerbd/ w4 (hfurdeact >
<Rout i ngmanagementfmtyommrnmmm orderd.
ccri s: cup. 0-deR ¥/ xfsreBeeidRleom connect or : : buy"

i sNat i ve=XPFmPocNagsrRrasr5iemi RAFNaEEPYi ce- send”

prel CDCon'put at| on—"t rue"> <r out & nt ryCha

envel opePr %ﬁ&g{('}l" a?&?ﬂ?%/%d‘ g'n/"4 o
rde anage nt/v /orderm nagement.xsd</

pport edve T@Z Eet

transporg Vrﬁ' &@%w«h&&nﬁévé#swn@nus cup. conmer ceo

ne.c megﬁg?gngwé;,oap" transport Prot ocol =" https

basic authentication" transportReliable="true"

t ranspor kiNairinv@sminUHRYIDSIcOnRercB¥hé. CBatyRform: Commun

envel opekymt>ocol ="CZ SOAP 1.0" transport Supported

MessagexiypeTrahgfotrhdtionMapURI>x-

t r anspor ténsbianafokdutes POt arxchi35Toxcbl40 10</xform

~ ur anus. cupaeHamestoodisetBl>
</xform:TransformationMap>

< /xform:DocumentToTransform>
</TransformationContract>
- <SecurityContract>
- <security:SecurityPolicies>
- <security:AuthenticationPolicies>
- <security:BasicCredentiaiPolicy Policyld="P-
AuthenBasicSource">

<security:CredentialPolicyAlgorithm>Basic</security:Cre
dentialPolicyAlgorithm>

<security: AuthentlcateMode>SOURCE </security:Authent
icateMode>

</security:BasicCredentialPolicy >
</security:AuthenticationPolicies>
- <security:SignaturePolicies>
- <security:XMLDsigPolicy Policyld="P-XMLSignatureRSA-MD5-
EXC14N">
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om 8433/ buy/ soap"’ t ransport Prot ocol =" https basic 43 MAR 2007
aut henticati'on" transportReliable= "true" tra

nspo? 40T VE= "true" </route: RouteNode> - =~ PCT/US2003/025971
<r out e: Rout eNode connect or =" x-

cens. cup. ¢ %Lﬁ&oﬁgna&%@o&%@ggé}n% s ] /www

i sNati ve="t fﬁe"
pr el CDConmpw CU&iac?n—g ?ﬁﬁse <r%’8€t}gs'§En te%gh n?rjgf“

envel ope Pr ot ocol ="Cl SOAP 1.0" transport Su

ppor t edMVes sagedytpeSigrdioteAlgorithm>MDSwithRSA</security: :
t ransport Pi8ignatarteAtigrigss="ht t ps: / / sat ur n. cup. conmer ceo
ne.c om S488MyetlidshFgutiph>MPardgpontifriddbCohctibhet ps,
basic authentication" transportReliable="true"
transport Naﬁewwvtqamem'carzamr@e@wqmp{éwvewmw@

Pr ot ocol = "/ B/xmi-exc-

t ranspor t SUPPEFt ﬁq\?é'ggyaﬁﬁr*ﬂ?k?@m%f"ﬁ“m“

transport Phy, ,g@tk gﬁs@g% % n{Jd atlh rgs rceo
ne.c . om 845560t et b 95 P&ﬂﬁ{ SR
basic aut I@e@,ﬁﬂyeﬁghg&m;ranspor el | abl true
t r ans pok tsbadrity eamiliDslyPolicys/ I out e: Rout eNode>
</ Routd/segCatyt sigaétarepolicdgsansf or mat i onContract > -
<xf or msbaeciyentryptsrmapdie>m> 67 1 3 MAR 2007 WD
20047 0275 driRCTMUSBPBb DI folicyaf-opnxMLSeetypeadinc! D
>X 128-RSA-2048">
ccns: docid::rrn:org. xcbl: schemas/ xcbl /v3_5/ xcbl 35. xsd:
ord er: 3. 5setyitpitnrryStenfoédddidobthm>http: / /www.w3.0
<xf or m Par roAARSLI Ubixmieh o riseaynitknesy ptiarPadicydlgert ach
ment >f al se&®RPorm : Attachnment >
<xform Transf orma ion or.m nnect or >x-
cens: cup. ¢q g"g@&ﬂl W@J’F ?W"M%Pﬁﬁo%n
nect or> - g gs lo e)ggoocym Doc URI >x-
cecns: doc:|<<§echrt Kgg,giz,xg g/ edif3_5/ xcbl 3
5. xsd: order: </ xform DocU
<xf orm Doc N&H&?i@".G@ﬁrﬁﬂéﬁfyﬁé?ﬁlméecuﬁﬁ:gpﬂhétryK
Nanmespace>ey®izer g. xcbl : schernas/ xcbl /v3_5 /xcbl 35. xsd
</xform: N anmespace> : _ _
<xf orm Ver §|56‘F¥t5'3¥ Keysricomtiriidetspémnbttp ] A wmwaw3.Bgd
rt Doc> - <>%P Zf‘%’HDERSE F$¥f or m_ DocURI >X-
ccns: doc/secunt eﬁg SHPHRARESIIRYR / v4_0/ or der

y: XM (o

ryptlonPollcy>
</security:EncryptionPolicies>
- <security:EncryptionKeylInfo KeyOwner—"x-
ccns:commerceone.com:CollaborationParty::sellParty”>

<security:PublicKeyID>DefaultTestCert</security:Pu blicKey
ID>

- <security:X509Data>

<security:X509Certificate>LS0tLS1CRUdITiBDRVIUSU
ZJQOFURSOtLSOtTUIIREZEQONBZnIinQXdIQKFRSUVQ
TOZQSVRBTkIn
a3Foa2lHOXcwQkFRVUZBREI2TVFzdONRWURWUVF
HRXdKVIVERVZNQk1HQTFVRUNOTU1RM;jIOYIdW
eVkyVWdUMjVsTVMwdOt3WURWUVEMRXISVWFHbH
PIJRU5CSUdseklHWnZjaUIwWIhOMGFXNWS5SISEIx
Y25CdmMyVnpJRzI1YkhreEpUQWpCZOSWQKFNVUh
FTnZiVzFsY210bEIFOXVaUQIVWIhOMEIFTk1J
Rkp2YjNRZOI6RXdIaGNOTURIAOSURTBNVGMXTXpN
M1doYO5NRE13TIRFMEIUWTFNek0zV2pCb01S
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managenent / vl _Q or der managenent . xsd: order: 4. 0.1.043 MAR 2007 -
</xform: DocU Rl > <xform '

Daeoossaseer </ xf or m DocNanme> <xform PCT/US2003/025971
Nanespace>rrn: or . xcbl : schemas/ xcbl /v4 0
/ or der man FF@WWWE yﬂ‘é fZYSgZHE\;‘E)/BJREBT
S
)](_f gijnxygre lé \.'clepYSnBl
<xform CO'@H Eé P
ityl D> <Xf|QkW
cons: anshoacds P eRRRATR R o m

. Transf or n@mﬁm Blaig ﬂjéﬁsﬁﬁﬁ@éﬁakwnl\mw
</ xform DOk ﬁnﬁnafsonmzzqvmdHZhYdeeuRVFm
</ Tr ansf or RBEzcWIENN T VANDZ TSGXERI OTUPRYURVMASZVP -
<Secur it y: GEutkikkeoTVISTEH3e UhCMEdFNMUvSzdnVGZkSU
<security: 9QMH3ob TZZ8mMonPLIqZ0RecWt1d2EZQkN4 t v.

Basi cCr ed efMViNLMIFT BIQqu:,T R@erlFﬂYOdBMVVkRVFRZO
Aut henBasi FERKHRELVI ZV2szUdOdeXMWpa

dcreﬁ?feglt 'Pg: Yo \SPTMJIO MORRRUJ&TWBQ?%JQKFR o
<securit y agj% Eg’ﬂ{jﬁihﬁﬁrﬁent
i cat eMbde>.5 a 25USvoMXRS¥ZViFH

8
</ securi U’Yldﬁﬂf| ktﬁé‘kMQ A& ZuNkZPRjNg
<securi ty: SHEMEIGER BPENSHRAZMwaSA PV NUERMHSEERO! | CY
Pol i cyl d="dUaNLSTIMIRFARSAXIE NP4 Box A IM3 VAR
2007 WO 2a8%5@HhHRAEIBEEXI(HAI QAVARDFCH2hEMXNKIXZY :

Si gnat ur e RoNNMWDAEINg@UGPpRetp Ca ki TEDWA2WvSRS0QmXxp

g/ 2000/ 09/CORIBIRHFY xnstFAT dkFXSEGRABYROWPNPLag3T4br i t
hme <secur3RRha mJHaTgchJrQ3h|YIZ1dEloYmkzZDRn

Si gnat ure/ éF’iCl‘ RWQGYKILPU2VRTXd2cFd
Si gnature WF4R2hOC R4(in_<_:5
HashFunct i rtf‘%i% NBVEULLSQLO == </secur
<secur i Pééc i onMet hod>http /[ www. W3. org

1 20014 ;s d O gg} ,&J,épﬁﬁ,securl ty:
Canseiye&?rltt, rcms
<SeQ§’é'cthX/ géc@pl AR tcEQnr{eﬁHE%Hﬂhﬁﬁefo%éur%%ctor—“x-
20024 pk! o thiner B . B! BRAL LS+ BYS LR IEL Snector="x-
cchs:cup.commerceone.com:connector::sell">
- <security:Credential Algorithmld="P-AuthenBasicSource"
SequencelD="4">
<security:PartyID>x-
ccns:commerceone.com:CollaborationParty::buyParty</
security:PartyID>
</security:Credential>
- <security:Confidential AlgorithmId="P-XMLEncryptAES-128-RSA-
2048">
<sacurity:PublicKkeyName KeyOwner="x-
ccns:commerceone.com:CollaborationParty::sellParty">
DefaultTestCert</security:PublicKkeyName> _
<security:MessagePart PartName="0rder" isOptional="false" />
<security:MessagePart PartName="Image" isOptional="false"
/>
< /security:Confidential>
- <security:Integrity AlgorithmId="P- XMLSlgnatureRSA-MDS-
" EXC14N">
<security:PublicKeyName KeyOwner="x-
cens:commerceone.com:CollaborationParty::buyParty">
DefaultTestCert</security:PublicKkeyName>
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ecurity: Tr ansforrﬁ> </ secu rity: XM.Dsi gPol i cy>

</gecurity Si gnat urePol i ci'es> _ 13 MAR 2007
<s &Y f’?r Eﬁcr ypti onPoI icies> _ PCT/US2003/025971
<security. XM El cr onPo . ) )

Pol i cyI ag‘acﬁ” ; ?ﬁﬁ%‘tf\liré%— iQedesisgptional="false" />

<secu |/? E n |IcyA|gorIthm>http//VWWVV\BO

.fg u FH: tﬁ ; r%ﬂe‘&url ty: EncryptionPolicyAl gori
e r' \?g: Encr ypt i onMet hod |

g t ﬁSmf’F B1§77200 1/ 04/ xm enc#aes| 28
cbc</security: EncryptionMethod> <security:

KeySi ze>2048</ security: KeySize>

<security: SymretryKeySi ze> 128 </security: SymretryK
eySi ze> <security:

KeyEncrypti onMet hod>ht t p: / / www. w3. or g/

2001/ 04/ xm enc#rsa 1_5</security: KeyEncrypti onMet hod>
</security: XI\/LEncryptl onPol i cy> "</security:
EncryptionPolicies> _ <security: Encrypti onKeyl nfo
KeyOnner =" x- ccns: commer ceone. com Col | abor ati on
Party::sell Party"> <security: PublicKeyl D>

Def aul t Test Cert </ security: PublicKey ID> -
<security: X509Dat a> <security: X509Certificate>

LSO LSICRUdJTi BDRVJUSU ZJQOFU RSO LSOt TU JREZEQO N
BZnl nQXdJQKFNnSUWWQ TCOQZQSVRBTKJn

a3Foa2l HOXcwk FRVUZBREI 2 TVFz d ONRWURWUVF

HRXdKVI V6 RVZNK 1HQTFVRUNo TULRM | OYl dW

eVkyWMdUM Vs TVMMd Ot 3SWURWUVFVRXI SVWFHOH

pJRUSCSUds ekl HWZj aUl wW hOMEFXNWSJ SEI x
Y25ComWVnpJRzl | Ykhr eEpUQWNCZO5SWXKF NVUh

FTnZl VzFsY21ObEl FOXVa UGB V W1 hOM ElI FTkJJ

Rkp2Y] NRZO 6RXdl aGNOTURJAO5URTBNVGWK TXpN
MLdOYO5NREL3TI RFMEI UMFNekOzV2pChO' S 69 1 3 MAR 2007
WD 2004/ 027547 PCTI US2003/ 025971

Z3dGZ11 EVI FRREV3OUWZWFpwWWKNCVWpYT] BIJREI 3T
URJeEVgQVFCZOBWXK Fj. VENVT| Fj R1Z5ZEds

dVWB6RVVNQK | HQTFVRUNATUx SVZVuYVc 1bFpYSnBi

bW RI RBVEINT[ ZCQMUREVOdM) XMAXj bUSs

SUUSd Vp URUx NQW HQTFVRU] o TUNWK13Z104dO
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RRWUpLb1pJaHzj TkFRRU] CUUFEZ1kwQU13ROpB ' :
- bOdCQUSNC2pTCkXj cFp2QnVDQRI TTHR3RGFkaFZEM 13 MAR 2007
GWERXIuQBREaz g5 UEhSUGI SMEAYOHBDUZBY  ZWkI M kcy &CT/US2003/025971
DVKNUSVNGKzQUNi d HZhYnd Hel | RVEN

R2EzcW NYnVLNDZTSGarmRutRegsnvisy¢ivmtyact. XML

Q Bxdkkzej | LTVJISTGh3eUhCVEdFNmv SzdnVGZk SU

QO ahdidz-SnavYs3gZO4l cW | d3FZQk V4

e PRENSTLAHBREEHBTEORBIK 1 DYCH BMVK RVFRZO
1CNMHSFgrai%ﬁ@évﬁﬁﬁﬁyﬂ%mmmmas/scapexgension/con
VEpgWY a:sdivaihii_lol/BaaRasRoAGMcBRYFEQN

YZ0rh BiVEG DUBEHCY wideRRRUGUYUBQN RMDSERema-instance" >

QU R/ ANEVEWRi8sb XEz ZnFt Uj JZSGZhczErc  XAO M U g4U

W Rphefin. RESXBInvkZROPYidRsh 0 r Ykc2

¢ 2 h\AGk prtefik/ oY YXpPeret S 2 B8 IRy IRV ONK ROFFANtREn X BoaB oM >
UkZkeXM2c 1VI GkZNbHZUNK ZPRj Ng

OHd My33u NBEEERB S RVE SR 2 (IS A aQuiBHT i X8Ry 3 </prefix_D:Cre

aUGNLNTI EReT#ENs XHMENPVW (I)XZVMZI\/B

cDR3ej W@@@O'l;@k@é%, C@ybO/\O\IO ac3l 4N
.3RLQ%I’E'@IQ?‘ﬁWh%%&HtIXHZAIIQIEéf)YnkZZDRn aw

1 @@Mﬁ& gsukJ LU2VRTXd2cFd

GUTiJ DRk ébéﬁile% hepDMESghaturerRSA-MD5-

L SO S1EqAqaQOVSVEI GSUNBVEUL LSO LQ== </ secur

~ity: X509Certificate> </secu rity: X509Dat a>.

</ secur i tprefxnOrSipidtorpPHyAlIndothm <Hitpy i . wieey/ 2
rityPol iMWQS/xmg#kyprS@Q@n$itgy£ﬂuaerﬂmé¢yAlgorithm>
channel | d="CHANNELI " sour ceConnect or =" x-

ccns: cup. g@@%ﬁi@@&e@m?éuréewpe%\mpéw't'tﬁﬁﬂ</preﬁx 0:Sign
t arget Co “g

ccns: cugy %r "llacsé‘ s R R ARE e MBIt 25 e cur ity :

gegggm: 'e l/@ﬁé‘k@%&éﬂ%mcguatporﬁ%ttﬁ%%é; 9?9“'['&'%’3 org/TR

cens: C0”@0@&6&6&&@0@@c':éh‘%ﬁfcaﬁiaﬁﬁﬂ%t%m buyPar t y</
security: Partyl D> </security: Credential> _

<securi t wkpoeiK odeatdfedn>http:/ /msdn.microsoft.com/ws/20
Al gor i t hie2gd91pPs&pary¢RoptinBSidrEguRIAaneff81'<yprefix_0:
<securi t yr@girimeKey Nar ne KeyOwner =" x-

ccns: EOHARL-EEENESIBRITS! | abor ationParty: :seliParty
Def sdPtefadt: Sgnewrafolcesty: Publ | cKeyNams> <security:
Nbs§§§¥PaPtE”Pé(PFR&Dr?EG'ESG der" isOptignal="false" />
<seGurPr %%%IQ%MPPPCFB&Y Prigrd=" |Pn§5'é«E"CfYPt3DES -RSA-

i sOpt i 185 5] se”

<prefix_0:EncryptionPolicyAlgorithm>http:/ /www.w3.org/
2001/04/xmienc# </prefix_0:EncryptionPolicyAlgorithm>

<prefix_0:EncryptionMethod >http://www.w3.0rg/2001/0
4/xmlienc#3des-cbc</prefix_0:EncryptionMethod>
<prefix_0:KeySize>2048 </prefix_0:KeySize>

<prefix_0:KeyEncryptionMethod>http:/ /www.w3.0org/200
1/04/xmlenc#rsa-1_5</prefix_0:KeyEncryptionMethod >
</prefix_0: XMLEncryptionPolicy>
</prefix_0:EncryptionPolicies>
- <prefix_0:EncryptionKeylnfo KeyOwner="x-
ccns:commerceone.com;:CollaborationParty::sellParty">
<prefix_0:PublicKeyID>DefaultTestCert</prefix_0:PublickeyID>
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</ security: Confidential> _ <security:Integrity" 13 MAR 2007
g%,(bl t hm d="P- XMLSi gnat ur eRSA- MDS- EXC14N'> - -

<s QU2 "BIbl | cKeyNane KeyOwner =" x- PCT/US2003/025971

ccns: commer ceone. com Col | aborati onParty: : buyParty"> '

Def autRrF@st0CeYd2aszTurity: Publ i cKeyNane> 70 1 3 MAR

wgga \é\gég’?quggt27547 PCT/ USZOO /029%%%( ﬁé\b
</sec8r! URSPH‘{@QA}% %,Rgzagzgggup e ur| anriﬁ%
e

Conput eSggyy ir e@ T MwidE3WURWUVEMFXISUW FHEPIDIR> _

<prefix Qs@gguéékuﬁvﬁtfamWVﬁDMmemseux O=""publ

i ci d: coMyoeaHRIMAAIBIRZ LI VaHREE SOQPAZOTWQRFNCORFTNZ

tract/ seivkzRsvR2y OBEIFDXUI0IVWIEGOMEIBTKIIX S

XN Ns: xsRkpRYINRZGIARXAEEG MO TURDGA 3 BRTBNMEGMXTXnNMdce" >
<pr ef | RYGSBREABTIRFAPH LN EENekOZV2pCbO1S

<pref i x_ZBAGEREVIFRBEYIPUYEWFpVAYKNCVVPYT]BIREISTUR]

<prefix #XS@!&%E%W[Q"&UWYE JR1Z25ZEds

Pol i cyl a4 bgpYSnBibWN
greﬁf' ?2} Ip 5200285 rW

: F yOU1LIRO
<prefix %@@gfﬁmﬁhgaapﬁﬁwmt i ca
t  eMderys gi iEmeEerdHBDDSEYCY >

</ prefi XzQﬁMﬂ&abMumﬁ&lqmnaazwmdﬁenkvmmzsz

<pr ef i X_SWENYRWNLNBErSGATRIOTUp XYURIM 2V XM_Dsi gPol i cy
Pol i cyl dQlﬁkdﬂﬁzﬁglgmnsnmﬁm&dKblrﬂBlezngGZkSUoOM
<pr ef i x_038bT=zSrucwPlqZ0AAcWirdBRARKVAD: / / www. W3. or g/ 2
000/ 09/ ngd%lrgHErl'pUJ#Q&dG QRBMKLBYBEBM VéjBFP!ﬁNP
<prefix_&2 Méﬁm BYNRAVZX 2P EmaX efi x

Sign at HY%N i MIE 3Q3¢

ZR FBCOV EQWdYZO
> 177SGZhczErcXA

Functi on® 36 ' '% '

<prefi x- ﬁ a A 4w %% %g g/ TR
12000/ CR.X Pk g P ViFHYIdF

i cal i zat QR QﬁMichQkZNbHZuNkszJN

<prefix Qﬁﬁmfmmstpmgmdzummvshmmw
NLNTIKMOhPdWpzbXUvaENPVW100XZVM2M3
MHVjMmhRaE96aExJQOVIQ2VTRDFCd2hEMXNkdXZmNn
VOanAzUGp2eUpCakiTeDVxY2UwS250QmiXp
¢DR3ejRNTWxpdEtTdkFXSEIqR1BvbOWONO1ac3I4N3RLa
mIHaTgxcWirQ3hiYiZidEloYmkzZDRn
aW10ckc1RXJI0dUUXNmMmwvRWIGUkKILU2VRTXd2cFdGUII
iN2YreWtKVGE5ZVRLaWF4R2hOcDR4dnc5
LSOtLS1FTkQgQOVSVEIGSUNBVEUtLSOtLQ==</prefix_0:
X509Certificate>
</prefix_0:X509Data>
</prefix_0:EncryptionKeyInfo>
< /prefix_0:SecurityPolicies>
- <prefix_0:SecurityChannel channelld="CHANNEL1" sourceConnector="x-
ccns:cup.commerceohe.com:connector::buy” targetConnector— X~
ccns:cup.commerceone.com:connector::sell">
- <prefix_0:Credential Algorithmld="P-AuthenX.509Source"
SequencelD="4" DelegationFlag="false">

<prefix_0:PublicKkeyName>BuyerPublicKey </prefix_0:PublicKeyN
ame>
</prefix_0:Credential>
- <prefix_0:Integrity Algorithmid="P-XMLSignatureRSA-MD5-C14N">
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02/ 01/ Secur i t y#Rout i ngSi gnat ureTransform </ pr ef I X (? MA
Transforne </prefix_O XM.Dsi gPol i cy> 3 MAR 2007
<Mpo eqorm277Si gnat ur ePol i ci es>  _ PCT/US2003/025971

<prefix_O EncryptionPolicies>

<pr efqmef(x_m\k;l—@me}fewpltamnPol icy

Pol i cy|Ke¢ownmanmeyptmmpcmw&ﬁ'k@ﬁébli%e@lam
EncryptPonPoi i cyAl gorith np htt‘gﬂ_ WY, W3. or? 2001/
04/ xAPERB4L} PRSERPSPRC Parpiaaie P RTPGTARNRe g IS e

<pr efArfPQ0:1p i onl\/bt hod>ht t p: / / www, . w3. or g/ 2001 /0
4/<)€E’ﬂe“é3b§3‘a-l§§y 2#l3r ef i x. Q. Encrypt.i onl\/bé%@ i

= FPEF PO PecidyShaws! Stpagellyy Fs'ﬁw_%z ector="x
<pr eflf%cc@ Re %ﬁfﬁt‘?ﬁﬂ%ﬁg 'p—ef‘F we, or g/ 200

1/ 8?@? bl Sgéjpre i x (g_ct Eng L\l onhet hod8>
r i | A-2048">
ersz o@ub?d?&ilﬂame%e?ﬁ '%ncry lp' on nfo

CollaboratiopPart seIIP rty">Defa
ccns cq§ "s comme;ceoned% URE ,JnggBart)‘/’ elaf %arty >

<pr efdx ulnbif&éi GRidiohakL akise” O
Publ i | BvddadebaNAR R R0e="YRs Q‘O’@bggc?ﬁ@‘a.se“ />
PCTL @Og/:@gfﬁ diaisprefix_O X509Dat a> <prefix O

§ td-5L&RlChangabL SLCRUIJI TI BDRV. USUZ3Q

Op IS0t TV REAE@INBZNI nQXdJQKFNSUVQTOZQSY  RBTK] n
a3Foa2l HOXc WOk FRVUZBRE! 2 TVFZ d ONRVURVVEHRX

dKVI V6RVZNQK | HQTFVRUNoTULRM | OY1l dW

eVkyVWIUM Vs TVMM Ot SWURWUVFVRXI SVWFHbHp 3R

USCSUds ekl HWZj aUl wY hOMGFXNWBJSEI X Y25ConmW Vnp] Rzl
| Ykhr eEpUQN CZOB WK FNVUhFTNZ

i VZFsY21ObELFOXVaud VW hQOVEI FTk33

Rkp2Yj] NRZO 6RXdl aGNOTUR] dC6 URTBNVGWK TXpNMLd
0YOBNREL3TI RFVEI UWMTFNek Oz V2pChQ S

Z3dGZ11EVI FRREV3OUVZWFpWWKNCWWp YT] B] REI 3TUR]
eEVQQVFCZO6WXK Fj VENVT] Fj Rl ZSZEds

dWB6 RVWNQK | HQTFVRUNATUx SVzVuYVCc 1bFpYSnBi bVWN

4Rl RBVE) nTI ZCQMUREVOdM XMAXj bUSs

SUUSd VpURUx NQW HQTFVRU) o TUNWK 1321 04dORRW

UpLblp] aHzj TkFRRU) CUl JFEZ1kWQU13ROpB :
bOdCQUSNCc2pTCQkx) cFp2 VDRI TTHR3RGFkaFZEMGNL
RXJu@Mazg5UEhSUG SM-dYOHBDUzBY .

ZWkI MkcyaDMKNUSVNGkz QUNI dHZhYndHel | RVFNi R2ZEz ¢ W NYm
VLNDZTSGxt TkJOTUp2 YUKV MZV
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Q Bxdkkzej | LTV] STGCh3eUnCMEdFNmUv Sz dnVGZk SUoOM
UJobTZzSncwYz3gZ04l cW | d3FZCkV4 eWN 1 M U 13 MAR 2007
FnTU3BQUdgTORBMk1DYCQd BMVWKRVFRZO | CN

K] I RzEl VkdWenRFVNRZV2xzUUdOdm] XM\pa .

WEpgW ¢ SdVpTNWi M B3QBdZRFZSMFBCQVFEQWIYZO

1BMEdDU3FHUA i MORRRU3CUVVBQTR3QKFR

QOUr NEVaUWZYZWhnVnBs b XEz Znig 4 ifeSGZhczEr cXAO M

Ug4UMRmM NMRESXBI YkZ2QUxocnor Ykc2 3

t2hw pradhivevsedable dala circtulhRksRECiToS tarpgerability data for a

N P R M R B encstpanaing documents va
natwark kertieralipesnaintarediate gonoexteraviiEMiata structure including:

VHV] MTiReE8EEs 24 aROE SRR Re services and th
VOanAz UGp2e UpCaki TeDvazu%%anxp e services and fhe
iplereeqi i opRperterFaNd ESoLiTrAM S DR ORM ad:ReBYicreRIGECoNnectors;

n HaTag&?dP@éﬁ%h Werbid Oy g8 an exchange of messages;

aW Qckcl R OdUUK Nmw RV GLK] LU2VRTXd2cFAGUI |

RAlioiep Enfarsiiyving the messenes deTrssyreg reliable delivery of the messages and
toSfdqbiFhG B R¥RbRHDEMEM e by PepudiafSredf réedipt can b
X?OggCer ificate> </pr ey%((_O: X50 Dgltja> < prr%ﬁ? xc_a& ©
eféG8Fpt i onKeyl nf o> </ prefix_Q SecurityPolicies> _
<prefix_O SecurityChannel channel | d="CKANNELI "

sour ceConnect or ="x- _ ' o o

zcns: Qfdate strusteeniclaimm fusthesbctydingruspecification of signing

reQUIBh SO TR PaRE of aparticular message exchanged L'fe,;ween the services and at
CCNS: cup. comer ceone. com connector: :sell™ > =

legst ope gigningralgrrtifmae ugg.gor i t hm d="P- Aut henX. 509Sour ce"
Sequencel D="4" Del egati onFl ag="f al se"> <prefix_0:

Publ i cKeyNanme> Buyer Publ i cKey</prefix_0: PublicKeyN
Anme> ata structurecyf stpimt, further inelydisgiasrpecifinatia ofteperyption

réh @emdrtgtod paHs SVa bﬂﬁﬁkﬂﬁ@?%&é%h&ic]fgﬂ'bﬁtwg& the3eNitRs and at
%OT WO 2004/ 02754?7 PCT/ US2003/ 025971 <prefix_O:

8338 one REGHEIRD HEYRMLPLSBIN er A" >
Buyer Publ i cKey</ prefix_0: PublicKeyNam e> <prefix_O
‘Q/Ess ePart Part Nanme="Order" isOptional ="false" />

/ pr Zﬁl Iaha sirpgtre ficlaim 1<fusther ingluding Sesngcificgtamneaf par or more

atifiertication presadurdsiehaanel channel | d=" CHANNEL 2"
sour ceConnector="x- ccns:cu

p. conmer ceone. cor: connector::centerSell" to rgetCon
§1ect Orte dafa structure of claim 1, further including:

a specification of one or more transformation logics to apply to documents
included in a particular message exchanged between the services; and

a specification of whether untransformed copies of the documents should be
included with transformed copies of the documents.

6. A machine-readable data structure that specifies interoperability data for a
consuming service and a providing service, the services exchanging messages
including documents via a network, optionally using intermediate connectors, the data
structure including:

a specification of signing requirements for pa.rts of a particular message

exchanged between the services and at least one signing algorithm to use;
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ccns: cup. comer ceone. com connector::centerSell">

<prefix_ O Confi denti al

Al gorit hm d="P- XMLEncr ypt 3DES- RSA- 2048" > <prefi x_®3 MAR 2007
Publ i cKeyNanme KeyOwner ="x-

ccns: conmer ceone. com Col | abor at i onParty sel | Party">De

fa wultTestCert</prefix 0: Publi cKeyNarre>

<pr efa ¥pdaififatiomer Bﬁér& R rtebléﬂf@nerﬁ% fiIparts of a particular message

S refx MessagePart
d:}gelw?%g'@ seivncqaﬁ Cﬁ{éﬁast eng g@rygtpn algorifra o use; and
| x_0:a Spuificdtion bBdrie of moreldutheRticaton prodedtRans elkse
</prefix_0: SecurityContract| CD> 74 1 3 MAR 2007

CLAIMS 1. A machi ne-readabl e data structure that
Bpeci Theedath @tr&d&tﬂtb%f&imuhld Yurﬁh%i' cludingaa roufSetive88 the services,

serﬁ & and a P OVIdIn che t he services

eXisi By Rgmes el thedémiagiate semmseiars snd airage
amorey thie tafried mmw@nnéﬁersdat a structure including:
5 a route between the services, specified by, nanes of

the services and the internedi ate connectors and a

8 out eT ety stri€urosreshiB e, Rir RS indAingNEREESYr8phy Version to be
reo ra)P % ver ion to be used for an exchange of
ggr W%Pe’?eﬁﬁgeﬁr chiving the nessages, for

assurlng reliable delivery of the nessages and for
equiLin ecel ckno e wher eb o
cpudtl A shrcibs fiim 2 frffe? D6t lna b tor avetvingae
méssagfés&rfert ﬁsuﬂh?teﬂb&ls detivériiof thbﬁﬁéééﬁ%é‘é]?ﬁ’d for reqtumngfa recelpt
eci fication of sign uirements for parts of a
%EP?W'EEW%{P ’P\té@?éfﬂ?' %R gﬁ’fﬁb‘?ﬂﬁ%‘i‘%&"@ﬁ beredussidyi ces and
at Ieast one signing algorithmto use. 15 3. The data
of claim r r including a
@p ?8“”61‘"%9{&}%% %}Hﬁ‘ef @ﬁl&‘F’F‘Qnegts for parts of
a para spﬁdf&atlmmrmtb%mﬁﬂlobﬁﬂomt hntrérimmﬁhbh Q‘cfgfics to apply
ea ne_encr ion al gor m o use
§eeihens STeRl o PR istsSod Siohhaded frtvias i semvicss: and
specid spificatiorobf \mahe‘rruritmhﬁ?rrﬂet% Eoi étsl ¢fahé fG@culments ihould be
DI, C £ ucture of claiml,
Egl'?‘f%d‘?’u' eﬁ%”su%rﬁg’ copies Egﬁ Qf:g‘mseﬁ' -of one or m)re
transformation logics to apply to docurrents
nclu e ex ed be e
Lo vi7E Bchilnde 4Rl it My R R A ers e n e eramrebiﬁ%@i?oa
wopireingskntidecaritba pmmdmg ssndice, dhé}%rvicé@ékbiﬁdighﬁbssages
e BbolEierie Ple Snsoty PeleRaiLiThainSiegiets eamectors, the data

stuterepeludingt i ty data for a 30 consum ng service and
i ce, t he services messages

di ngi_n
el s AT e oo P B BrosEL ¥ ST ARG Joadhs o apply
to Kibeurnerts &fckidedrima @iadicalar tﬂ%@sﬂﬁi @(Chﬁﬁge&dﬁﬁéﬂ\/@en the serwces and

i ncl udi a,. speci ficati i gni n eqwrerrents or
part & ?ﬁe%gc té?’f‘? hetper g’?%%@’ @Pﬁg‘g& §EecHERaNts phould be
iscudadosith tearesfarinddadplesdfithesdqpaimeat.al gorithmto use; 75

1 3 MAR 2007 _

12. The data structure of claim 11, further including a route between the services,
specified by names of the services and the intermediate connectors and a route

among the named services and connector.
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a specification of encryption requirenments for parts
of a particul ar nessage exchanged between the services
and at | east one encryption algorithmto use; and 43 MAR 2007
specification of one or nore authentication procedures
to use. 5 7. The data structure of claim®6, further
i ncluding a route between the services, specified by
marresrma‘ d4th etraamé sfesaind | tuidet mt:roaiﬁgtii GHoPe SgfPAHY Gleidn to be
g a routg E% t he nanmed services and conhnectors.
THAHEXR2095 BLTEPA96F claim 6, further including a
choreography version to be 10 used for an exchange of
tge d t stru t%re of claim®6, further
S %atﬁaf peesHilaimi1e FirergolAias PRUGies: e &rchiviig the
rA8s8ages Jor #&dsufiRg eelidBlel deavery of thbhﬁeﬁﬁéé@gr‘ﬁﬁfo@%hlﬁrﬂfg a receipt

n knomAed enent wher eby
?‘%gﬁ‘ﬂ'ﬁﬁ?%ﬁ td”l’eh %@yerleﬁt‘ RtQD efdersinh @B e rf@”@ The data
structure of claim6, further including: a
eci of one or e format or protoco
ansf Ctt‘ c%a"f’ E.ther inglyd 'Ggﬁr‘ﬁ%ﬁtf'gatf%(ﬂfﬁtﬂé‘d‘g
requitererts fdrlrﬂa&é oﬂﬁ%&ﬁ@alaemmchéﬁmw&% the services and at
Isertwces Fﬁ%% g Secrfrcatlon of whet her
Bt PR SIVINPRIOVENTQ USF- t he documents shoul d be 20
i ncluded with transforned copies of the docunents. 11.
machi ne- ta st ture t hat speC|f|es
{o or thsnatp Sfyrecptidinart. BPebcurPag Seegreionst envpton
rﬂqmmrﬁbmgf&%ms @)f:‘a palRuURE MésSafe ERERBRIED ROWEBSEFRARvices and at
g ocu%e B via a network, optionally using
Qpﬁﬁﬂ APLONYFAUPIIPLSEt he data 25 structure

includrng a speciflcatlon of one or nore format or
ot ra sfor tlon 0 S to ap to docunents
ncl 3@“&]" 3ta sty aretm} r11@5@5@@'@%@&@@@3“@&%@@ﬁvémore
auttenitication mncbduaeﬂpmsrefr cation of whether
unt ransfornmed copi es of the docunents shoul d be
included with transfornmed copies of the docunent. 30

0. Wmadhhe—readam daite sorlictatethan s'b'bcrflést elmént mterapufirbnrqf data
servi,ces, cified b anes of

Al cut e k}e ﬁ ?’!@ oé;(gn
Pra Sustiing 85yt at‘ & RTRYHIPG ShRvicee e ehicas Sxehapging messages
including daasmmgwts hre awmdrks preparishyané peseesset. or. 76 1 3

MAR 2007 ; Str cture of clerntll further
‘o) arransiéin Seadet B bt an Gitnanedel nokssges bptwepn the
m&wgecesfsmgmewe&bmlwdatir@ tﬁ'@bérvﬁ:éé ucture of claim

11, furthe cl.udi n or archlv the 5

ness datggsecg o} Ph&é%‘&t‘?p%&pq"ér g%t §%r the PETYiceS: "%ﬂdg th

rressargemeamdrs‘eerorrsequnténoplraamfy&ma Hat pﬂﬁKB@Mo?é‘ﬂféﬁ%b
be:reduced. 15. The

e ion_ of
BB ook S B St R canvordec e £k O SrleL e option.
speC|f|cat|on of S|gn|ng requirenents for parts of a
en the services and

rti exch bet
B 19 B PR SR B M A e iegsiag sieq are shscnbed to by
tdabawabsucture of claim 11, further including a
specification of encryption requirenents for parts of
a particular message exchanged between the services

20d dthe dat@stru@iie GFREHiINPBI WRerdindnE idbBiBioh PuIbs Sre é&pte?d by
further i ncluding a

ructuyre of clarnrll
UBSeroEbR o thrsepicas o adradig ormmunity
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aut henti cati on procedures to use. 18. A
machi ne-readabl e data structure that specifies currﬁgkm
interoperability data 20 for a consum ng service R 2007
a providing service, the services exchangi ng nessages
i ncl udi ng docunents via a network, prepared by the
process of: responsive to a request to initiate an
X chaTtgedah sBGaRIGTTIA! 182 ARelchitthe FRENDERDIliPERS FiU¥Ss one or
interoperability data for the services; intersecting

'€ 9t eroperability data for the services: and 25 for

t he Ié1tdﬁ:t§6é10vb@ﬂ$n@§erh6é£ lspEEficthy rhérb(esﬁ@fttﬁe &BRlces and the
e _nore than one nutual Ié‘@acce pt abl e option,

RS ane P i tould ey themagid ssptisanindi@mnestars

dat a astrme@g:achmercubaltdrbdased/\da%ﬁeleiacrtaihge @Eﬁie%ééﬁ%sr ul es
are suhscrib t he servi ces. . The data

st r udiqIFiEs & aé?'HY'ﬂQ ?@ MEGPRGOES ok ?Fé”H%Q: feé'?B'ﬁ deliyesy obthe

raekuagesi ahy for sedqusitng P teceipt @tkridMedyement WhieleBy ?eddd?h‘ﬁbﬂ @f receipt
;q‘ru Iilgfy 77 1 3 MAR 2007 21. The data structure of

%erel n the interoperability data includes
one osrspewrcetldh‘ of dner QU dre ST 8N plofstoPRaNfGrRfation logics to apply

k
B RBE TP i BRTR 8 Bbieu RS RE S5 o b BeRe RF e gspavices: and

servi @ﬁoﬁmdtlmmh tI@ér&mtraﬁsfarn@éwédiﬁw @Pﬁé/ dU(ﬁIn?érﬁQ shduld be
or an _exchange ness policies for
'Qcﬁlé#’f‘ﬁ My renslormsdcopies ﬂlﬁ E'L?%ang reliable delivery
of the nessages and for requiring a receipt
ckn edgenent. wher eby rep dlat on of receipt can be
edu%; éjaga gg‘é‘iﬂ"ﬁ ‘gé’%'%r?go Whefgi 19 inteforerabilitiedata pncludes one or
meretaficol transformation logics to apply 10 to
docurrent[c, iqcl Udﬁ‘@ in . a particul ar nessage exchanged
bet webiPUSREWERR) fRERENVichRy SPepifisddy names: of e BeMVigRB ARG e

mmtmedlstbcmrm@btcl@mnelsa ltet ahﬁortb)mwﬁﬁie‘a seRaddsthrideconnectors;
ncl ud es of the docunents. 22.

he. dsereidral SR B el S Range phpessages;
i nt erpojieies borlard¢hivinpthe ressages Joroareumg relibbladeRvedy of e

bet ween the servic fied by nanes of the
LSRR Peanlng S ekl akrpbedgmment »a?%re hEpPadiaton ef receipt
cznnmegedthrzednaned servi ces and connectors;
choreo version to b d for an ex e of
Messages R'ﬁ% fneqfenesqsmare E‘H H'gpfppﬁé E‘é%"osgcﬁ mation |ggics to apply
taslscume'lgs ireludetlirea patticviar me@éadd‘@wﬂ&wd@ﬁfe%ﬂ% me&ehies; and

S SRRl PR o ocuments hou e
isghatEdf withetr arsforafedaopies fof ther doclisier®t or pr ot ocol
transformation logics to apply to docunents included

in a particular nessage exchanged between the

28er chtesjatamtcchttaresﬂemurﬁ i16 alvheérainthe wfr&bb@@bllht data mcludes
shou

unt r ansf ies of the docynents

i ncl l?o"gﬂ%/\?n%ﬁe &Wssl‘e&f'?fféds |edbyJrameseo é’&ﬁﬁfﬁ'ﬁ?%an‘ig‘e
infbenetidta cshmet!tdirlslraﬁderoQieaarmnb&he\hﬁﬁ‘kﬂlsér\lid& and connectors;
|ntero rab|I|t}y\1data|ncIu es: a route between the

ser vi¥k eiohip bRised T8 an prhapge PE@Essagest he
i nt erpﬁmcieatoe acahieLthemesages) fércdsbﬁnrfy’fﬂéﬂﬁblé lasliveABthe

S%srs\ég%sdachlfgr 5%%2&1?9%%%%? %g@ggéeegtg\kﬁgegy ye%ruglla(t)lgn E)P receipt

can be reduced.
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policies for archiving the nessages, for assuring

reliable delivery of the nessages and for requiring a
recei pt acknow edgenent whereby repudi ati on of reqei MAR 2007
can be reduced. 78 1 3 MAR 2007 24. The data

structure of claim 18, wherein the interoperability

data includes: a specification of signing requirenents

d40r  priel gat@Btractp@ dfickiithas, WheeROhe if&opaneRE) iRk MRRies:

the services . and at | east one signing algorithmto

Use; SeRESHCAFAMLG TN FoAUKETSHE I Para qlipharisHias message
exaharyyedibetwe the GehbdesRa SR st SneEGMAY SRBrithAT AR t he

services gnd.at Jeast one encryption algorithmto use;
ond STRATERd oL GYPERIoG S BPALRE! & ARiGHar mestage

- exchareddietvéen the@enides ahbait akBorfd éntptioR afforitHntd sk and

wherein the. interoperabili data i ncludes; a

speci¥FE F‘iﬁpﬂ of ong e more ﬁﬁti‘én HORProgedu e iuiss:
transformation logics to apply 10 to docunents

jncl d, i ticul xch d between th
R A i
unt r ansgeeificBibresfiun@sor Ghork fierm@® 6HPRIICH! FaH¥drehaién Iogic7s éo apply

ilacl udec{ Wllih transf orned copi es of the docunents. 7
to documents included in a particular message exchanged between the services; and

a specification of whether untransformed copies of the documents should be

- included with transformed copies of the documents.
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