
prepare file F to be transmitted

acquire public key PUb of 
Receiver 12

generate file encryption key dk

encrypt file F with file 
encryption key dk to generate 

encrypted file [E(dk, F)]

perform key establishment for 
obtaining shared secret SS

process temporary public key 
PUe thereof, encrypted file 

[E(dk, F)] and encrypted key 
[E(SS, dk)] into data packet 
(PUe, [E(dk, F)], [E(SS, dk)]) 
and transmit data packet to 

Receiver 12

obtain public key PUa of 
Sender 11

establish shared secret 
SS with public key PUa 

of Sender 11, private key 
PRb of Receiver 12, and 

temporary public key 
PUe received from 

Sender 11

retrieve file encryption key 
dk by decrypting encrypted 
key [E(SS, dk)] with shared 

secret SS

retrieve file F by 
decrypting encrypted file 

[E(dk, F)] with file 
encryption key dk

Sender 11 Receiver 12

FIG. 1

Step 111

Step 112

Step 113

Step 114

Step 115

Step 116

Step 117

form encrypted key [E(SS, dk)] 
by encrypting file encryption 
key dk with shared secret SS

Step 121

Step 122

Step 123

Step 124

1/6 



FIG. 2

1st user device 2nd user deviceserver

FIG. 3

server

network

detachable identity 
authentication device

secure element

host

display

browser program

user interface

1st user device

bus interface

30

2110

23

33

32

31

210

21

212

211

222321

2/6 



FIG. 4

network

detachable identity 
authentication 

device

server

file server

cipher server

FIG. 5

server

cipher server file server FIDO server

2nd user device

bus interface

host

display

browser program

user interface

23

30

23

43

42

41

220

22

222

221

230

231

230 231 232

3/6 



prepare file F to be transmitted

acquire public key PUb of 
Receiver 12

generate file encryption key dk

encrypt file F with file 
encryption key dk to generate 

encrypted file [E(dk, F)]

generate encrypted key 
[E(PUb, dk)] by encrypting file 
encryption key dk with public 

key PUb of Receiver 12

make digital signature [Sig] 
with private key PRa or 
identity private key PR1

process digital signature [Sig], 
encrypted file [E(dk, F)] and 

encrypted key [E(PUb, dk)] into 
data packet ([Sig], [E(dk, F)], 

[E(PUb, dk)]), and transmit data 
packet to Receiver 12

obtain public key PUa

of Sender 11

execute authentication 
of digital signature 

[Sig] with public key 
PUa/identity public 

key PU1 of Sender 11 
and encrypted file 

[E(dk, F)]

retrieve file encryption 
key dk from encrypted 
key [E(PUb, dk)] with 

private key PRb

retrieve file F by 
decrypting encrypted 

file [E(dk, F)] with file 
encryption key dk

Sender 11 Receiver 12

FIG. 6

Step 611

Step 612

Step 613

Step 614

Step 615

Step 616

Step 617

Step 621

Step 622

Step 623

Step 624

4/6 



FIG. 7A

ciphertext file
1st group of 
user devices

server
2nd group of 
user devices

FIG. 7B

default file header format

encrypted file [E(dk, F)]encrypted key [E(PU, dk)]

ciphertext file

731
7311

727371

731

5/6 



FIG. 8A

ciphertext file
1st user device

server
2nd user device

3rd user device

FIG. 8B

default file header format

encrypted fileencrypted key

ciphertext file

encrypted key

81

732

82

83

7321

803

802
73

732

801

6/6 


