_v; V] e3eDVWDTI (: 6pT9? 14 March 2003 * A nmethod for reliable and high speed
data transfer 2. DETAIL DESCRI PTION OF THE INVENTION 2.1. Industrial Fields
.of Application In the information technol ogy world, ser veil4 Mare@h2003

+ communi cation systens are common Server .':went are end systens connected
-by wire or wireless network. The sever s- role services while the client's
is requesting for services. Different ," services have different

[eaut erents for et Loensters pate otented servtces «eMIMBMILN ...

can tolerate limted error/loss rate. The present invention sagh®fi es
various Hequi rEAE OFTHE IYRENTION vi ces by provi di ng hi gh speed,

“reliable data transfer. The |nvent| on can be used by server-client

comuni cati o rot ocol.s that requi re high speed data

- transm s Bﬁﬂ‘fﬁo@??ﬁiﬁg iaP??‘iﬁ%pﬁ’ FB% be used by networked nultimedi a
systens such as Video on Demand, Videoconference that are sensitive to
network delay and del ay variati on. DESCRI PTION of Prior Art Prior arts use
a transni2ssi orDE'EAéth REPEHANLSQF JHE 4N VEDEFIONt hod {"DA VIC 1.0
Specification", by Digital Audio-Visual Council, 1995-1996). GCenerally,
PUSH net hod vvorks in such a way that client sets up a session with server,
after sesgj.on mqhsﬁlmmémsapAggﬁcgﬁ@nsm ts data to the client at a pre-set
rate. On the other end, client nust receive data as fast as server's
t r ansmi sSnother anfermytiarh teehmalagyt Fertld, ¢ sesves-dlient communieation; shisterant 18|
bet ween client and X iy ion and
ecept i o PR eéi#%ﬁeﬁs%ﬁtd S EoeRleR B fe BE Sarbfbs hRORE S O 0
Transmi s sepReewl o srvicksToRle (heBhaﬂsms&sqmuEg)fttrrsem&érsomfﬁaﬂm by J.
Postel, I ETF RFC 7 TCP is responsi bl e for breaking t he nesl'sage into
packet s, sp@/a@@érm.daéemnbmqatremts d“@héataetrﬁxlsfereQéwdowt%ﬁwwékéqqutlﬁat get s
| ost, an ugt Kk o)
uses a sg Q ‘kﬂgv& éJh gler%g%ﬁgg%la a@u%%&lf %sagéﬁggﬂgkltg?lgdés%g%gy&ﬁhe

sender artbleyfe hhuteheenroembsplreuat Thé fpresemsSinferfiondsativfigsdaitious reuireienstat
sender's transm ssion and recipient's reception. A checksumis added in the

packet héhffé‘icmWlémfﬁﬁld&ﬁgelil%ﬁpe&dp@@k@? dpiadeAnsied by the recipient is
sanme as what sender sent. A resending schenme is used to re-transmt
error/|lost packets. TcP is tuned for the networks relying on |Internet
Prot ocol THePnvemtionr cani steused| byaddreercdient ¢ormnahieati@c pasecoby aral applicagons
networks. 2.3 Problens that the Invention is to. Solye The PUSH ne %({hod
suffers fthm%!yﬁclﬁgtsrﬁpsswaw trAgvﬂléﬁ%rﬁnflaﬁ ighilifer Br cant Blsphbfs ¥seq dYat i ons
I n which Sery&Ed SnlihifARaH %ﬁ Vi%leg'ofnflgér’ﬁgﬁd fVﬁ%&Jn'f@rQﬁcesthB@%' V' ng
speed. There are two case o asynchroni zation. In the first case,

server sewedsitidatendtwstkadeldynarnd deldyevariatem recei ve. As a result, buffer on
client's network interface card (NIC) is overwitten, which causes data
loss. In the second case, the server sends data slower than client

reqw res W an not get data in time. For delay

sensiti vezserw ce ucﬁoefl?r\i/(ﬁ?%retc the quality of sound becones intolerable.
| n bot h cRoersartst use ase:insaﬂsslmv&raceptvmlymbmohlrsowaﬂcvaéJSPémetm ¢ DAEICLH O

come | rorsRsifcalpRor &Y Bt | alhor gl Fopmeih oIS CafrlbecP GO gn

resol uti ofefhb@GorRth RIcRY | Ry ﬂ%fcneﬁt%etsqxpn@gésgféhwp B&vaNaftby #35Bh S& ON
speed at every instance. The” second probl’'emis on the client side. Usually,

data is cmpﬂhesemfdr toafsonie dataatogheclienSehepeset rate Qmthelnshdriegh] glicobmpstessed
whil e others ca ow. After, receiving the d dat cli.ent does
deconpr es$FYNE F?ea%éﬁér?ﬁr%%réntr?@g’ﬂﬁ(g‘s rﬂ’%rﬁp@r’g@%ﬁ&ﬁlﬂ@ thete 4 % m
packet toyrRghiGion BYRIR0IC BBEIRRA! clien® Al SSVAN eRELPL M R SinYinfilinih gl £pralsét

possible, it doesn't mean that the tine taken for processing each packet is
const ant . trtisntissRisSidmecemibn mateeTo pesform endito-eod transmiskios epntzol, prigmarts

transmttlng dat a. when_clien Jinme to. progess e regeived data
bna vor s Ut TERsRisplone Conutl Brstpe (T s Tetieruticy CoRbRk PAotdr it Tias
t echnol ogpodaV S PPRECTIH! PCP is responsible for breaking up the message into packets,

reassembling them at the other end, resending any packet that gets lost, and putting

HURANAAA

*166166*



_~hetwork such as Asynchronous Transfer Mde (ATM is capable of providing
hi gh speed and reliable transm ssion at | ower network | ayer T {,S no

~l onger suitable for such networks ("TCP over ATM Sone Peﬁf‘yq?‘é!hcg@%esults"

- by . Romanow and Al |l yn, 14 March 2003 3 ATM Foruni 93-784). Besides that,
-TCP introduces significant overheads. The overheads decrease the
performance of high-speed data transfeg. Neither PUSH method nor TCP

suppor t s (yR&Fitack IRMRHgAl Bf1ef ONfis8d hdfeh@AckdoWle &2 Riir6achPRC Kidke Siree and
transm ssion rate are fixXxed once transm ssion starts. Network fitter
pr obl em rthétepackets sdnt by theasdnder amive THahe reipients dtanses auslededwindomoto ¢@ arri ve
at the reci,pient at ,the expected,inst.ance. As.such,,it can cgyse.data | oss
or data dEREReiegen HERTERTOL AR PR S (PRI AL bR GRUEF It B The
present | ﬁh\éﬁ&tﬂeﬁﬂer%f)t’ﬁ&ﬁ& ngﬁéi'ﬂ’é}S a 9ﬁck°e9 ketkived ‘b? Qh@{%&i’[ﬁedf% A edwR4tOD! ens.

- Prior arts are either difficult to inplenent or”lead to excessive overhead
t hat af f eichdercienta A reaersling sqhemieds weatcte. reOransthis ecronlost pgcketsnd'GPris duntedon not
only provides reliable and pro dat a nsfer.io t .the requirenents of
Var ! ous. 0o e sy pile on @R BithE WELLS pidertelitilt AB BN PRy and
thus i mprougpréiimetwokest er perfornmance. As an added advantage, it supports
dynam c transm ssion configuration. 2.4 Means of Solving the Problens To -
resolve the problens outlined in section 3.3, the invention applies a

request-r o] roach..ln essence, 4t nmakes use of a master clock at the
client eng'%?on&)ﬁ’@%%ﬁfagéhﬁ\r‘f‘ﬁ“ ogt (?eé@f'%ck at the server end. Fol | owing
the mast eThe PUSH nidifods Sufféd§ fiom 2l hichigibf! MsechibifiPatidn folfék lto SRewd dat a

to the client. The invention works through a F{eguest i nodule and a
Response $ipations aniwdhiche derivert © transraission ripeed i differertplrom olieny’s meeiiigwar d
channel igs ided to link the Request. an he. Response nmodul e. equest
(Re0) e Pab Rt S tolidr b oA I e RED R RE sPRAY ssice Slaconal
The nessofasteptinm QRnE ic@® rédei @, MRt b @Bsul baffe£Bh’ diehit’ ftn@tw TR IMREfabe card
transm ssion i s governed by the REQ nessage. Based on the information in

t he REQ ndHdEadeoveswriiten, whigh cawtes gatadossadk the serond caseathe #pevsr sands 48 and
adj ust tr ] SSI, OR: 1.caldly, .y sl ve .t ] i

probi em THECT o el RELEF db”such dofd Khent S ot s e A WML Fir IS o,
pr obl em i senbidive s¢t9ze 8ty vaive; thd Quulity ofisuded fbeemnésoinediérable. b tuth tases, Bei ng
granted the control of delivery of data, client can choose not to request
for new pihelserver hag no waydprknew hove shenti pestopas aad sequitgs.r i §adse diffigultyier e
packets ' i tabeef as. 1. SS] fl ow
happens. (atpliAESH e 2 ke AR borhf BORTMThpRel e MEER WA BHe,
Wth the depasgbiicreqiinéson magh e¢solutiohhdodREGhd PR igecontelsv ey mafltoxif dohstantnpact

of fitter on the previous packet. It can then conpute the transm ssion rate
and dat a BERRSOHESITLERSPYRYRY CEYInetanes (The seqand preblemds an thy dienpsidetidsually fitter
i mpact . . ' [ [ I Sadl ' i on of
the | nventions TRESLALE RS Sahiisk St ok farl BY RIS orforsss P RPIAL |
request s éthersdah be lovoAfiarreesiving thecumprgssad BE@), chiens does ddoomprpssiBe.dliest

nodul e. Server nust wait for, RE mesgaae bef ore sendi t a packet. The
client, USRSAUIPERSEION TRYJOES YAHR F,arrgélmp 8 fram packet f§ eacket. Even constant

transmission and receiving rates are possible, it doesn’t mean that the time taken for

processing each packet is constant. With PUSH method, there is no way to control
server from transmitting data when client needs more time to process the received data

and verse visa.

TCP is created for low speed, error prone networks. As technology develops, modern
network such as Asynchronous Transfer Mode (ATM) is capable of providing high
speed and reliable transmission at lower network layers. TCP is no longer suitable for

such networks ("TCP over ATM: Some Performance Results” by Romanow and Allyn,



buffer and transfers it into.an application provided buffer. Wen the
current buffer |level drops below a specified threshold, the Request nodul e
~is triggered to proceed the master clock. Wien the naster 14 Mg 2800%& hanged,
- the Request nopdul e sends a REQ nessage through the backward channel to
-server. REQ nmessage carries informati on of client buffer's state. It is
used to synchronise the server's slave clock and by neans it also notifies

server t hapmt Pemﬁi/gﬁnsweeesi&@%medr@ EtrQIbEeP2 gﬁiﬁcan@ beGHERES fRE new
packet. Server waits and receives the REQ nessag hrough Response nodul e.

After reoc¥esheads denreaiRie rpesfgagmce o€ highrspael data sransfer. Neatsher BUSEkmethod
~synchroni se. i h th ster clock..Based. on the_infor ion carrled by the
REG e 06 TLEL Ruppts SHTTle FHRELIRaTabf g Fah AR e e g,
packet sheubsistion $48kre MXddedncd bfdHAkiipYstafte Packet and adj ust transm ssion
- rate, server sends the packet to the client. Because server follows
client's request, it is able to send out data only when it is needed 2.6

Enbodi me The..first, enbodi ment, of thi nt i i s descrihed wit

ref er enchet%\gO% bﬁ?reprfbf%’f’hre&?ﬁs tofc}e&} a?‘ Ar(ﬁ Oj% eI} CAN; GAUSG figha not t‘t) is a
back end agwd fthé Retipi®i 41ttRé eﬁpdcfeﬁqm&ideonsrsaawf 4h adifde RIaRVioSEsr aﬁaw ce by
sendi ng the requested data to a client that originates a request. The

nuner al  Heficiencycaticiant endidug o buffermverflovdosymdeeiow hat request s serV| ce from
server, receives data sent by server and presents it to user) Server and
client system may be connected by a wire or wireless network. The nuneral

1.3 1is qu&sdhham&hoﬂﬁroh&eﬁméﬂiddk rgFCdolan@ thd @b¥y knehBBMRL bidblems.
stablished for transmtting data from server to 14 March 2003 5 client.

Thé nunerPiior Brig are eitherkdifficnltcloaimplementtor; 1gaChm)t=mssxm ouérhead thehaffeeiet wor k

connectl .h s\ odi nment
of Figure ?e%{ﬁlgféé glg&g% q){;)kheadoaﬁg{}r nge{nitlg §&X§§VI8?O$T§§'F &ngt he
nast er C|gﬁ@rhp1! gatR tea el el me'Eh@lef fYuRehen® dfariseNdmds SREQViBss agealke t he
server. Server waits for a REQ nessage fromclient. Upon receiving a REQ

message, redicosimplamentation pemplexivans Bukimproves dajmisansierpeaiorminde. AREN mast er
cl ock at ssage, the server sends
out an ar?trc)lgnq &Nfaﬁ{%g% gpﬂiﬁpéﬂ%gﬁa%@%asggiséﬁﬁg@ﬁng g%r%‘ut ation results given
out in enbodi nent presented later. The term "packet" here refers to
application defined data structure. It may consist of nultiple network
packets. 24 erMea@d&S%wgﬁbePﬁdﬁmg packet. The second enbodi nent of this
i nventio

descri bespr %%%ateﬁg{ellﬁggﬁ S W%E)QS%? ?e"’rﬁl&t hger{;io%\blhr ‘fnhgs f’e ﬁQ&-réls |gure 2,

t he nurrerapbroacli ElSBSECnSGMIHﬁﬂ:emﬁthEa maastericiock dtitherkcliert. e31dl t® stylneluﬁeﬁponse
nodul e. is a slave cI ock Is a network interface card {N C) plugged
i nto ser\}’é‘Fh Al glockmai dhe ﬁm’&?ﬁ%}ﬁ‘ Ef)ll?wgséﬁa%sber iRk theserver ds alletp evi ng

dat a fro ﬁ%@; edm! g@ﬁhegee

desi gnat ed I ent. é@ﬂgﬁadlp%r%gtl onﬂgqg iZgng rmn‘gbﬁég @;&EE gle'%l??%r 2.2

are showmoduld-iagdr® l&spmdedmedmlebmbedﬂed dhioowlient Tanel Saweli rgypemiielye Ai stens
nse nodule 2.3. When it receives the

to a co nd to sued b

commnd qu?@meiés Pweﬂfﬁys;g li‘ez eqiicet 1 the Responsngraduls. dhreadest based
on the p Rg@t I gasﬁ;n h acket
is defi ngd by @%%?%é;faét%ﬁ%e%wwehngﬁclggg@ggt% %-QI?VS cKet to kﬁ@%gﬁﬁl % Eer 2.2
count s t heessageealsd eqraedlinformnmation o€ cliasts gtate kServerdsstrasntission isigovedneéby. | f

t he elaps d me exce | i_cati.on,s ifying threshold, |t .notifies
appl | cat (6 RERBETEEE et ah U rhEmao i e d Sss, Hoven G SonigRs

wai ting RasK T T is reset when Sendi ng
nodul e Zﬂfacgeg%%gdtg&?ﬁg newﬁ%ér@atdhﬁt !‘éﬂsgggésﬁ%‘%?on o%a“s’he Response nodule 2.3
is showmn in Figure 4 and described as foI | ows. Response nodule 2.3 polls
for a RE rre%sa e. Wien it receives s% a_nmessage, it adj ustf t he sl ave
clock 2. A ‘”%g‘héﬂlrvﬁn‘ihfe‘lftwf’ {iHer problsmp,. they Inyvgatiqqe ApPLics an\gHEWNIEB3 6
retri evesnidigd. o4 Sdtocﬂ’ L{t&ngﬁobe&n P35 2 eﬁ it Weilow NGt uﬁdamﬂvg on,
optim zes the size d tr sion rate o e next packet. «{Met s to
conput e tdhents beffandBeh‘rgagnanadshé sentonh of akebvay eof plaes ehbmobmmlﬁntmnbtrte nt 4.
The Response dul e 2. then i ssyes a nd incl udi ng these neters to
the SendiRASGRbHEIMEw P kett REUL BTN EHAGIEOPEHS OLih HEHE BRIV B2
configure a new packet and adjust the transm ssion rate with the two
specified paraneters. Wien the Sending nodule 2.1 sends out the requested
packet, the slave clock is set to "Not Synchronized". The NIC 2.5 consists
of hardware device plus device driver and transport application programi ng
interface (APlI) software. The NI C accepts packets fromthe Sending 1 nodul e
2.1 segrrents and packs themlnto rrultl pIe netvvork packets It then puts

—_— = 4 == g T 1 a ~ Al 7~



- 5.3. Buffer

_-The third enbodi ment of this invention is described below with reference to
Figure 5 and 6. In Figure 5 the nuneral 5.1 is a NNC. Its function is sane
~as that of NIC 2.5 in enbodi ment 2. The numeral 5.2 is a ré&&@eh %%03rmdul e.
5.3 is a buffer. 5.4 is a generic data processing entity. The nuneral 5.5
is a Threshold pointer. 5.6 is Current |evel pointer. These are the
pointers associating to the buffer 5.3, The numeral 5.7 is the Request

nodul e. 8 u oAt o] [ hgﬁl%ﬁﬁs ; : .9 1is a
mast er cﬁ‘gg-k. sfﬁ%lbofﬁggﬁg%ggﬁho?{ a{éhi g&gﬁlggﬁfn@% IS S b%@ﬁ%ﬁggr%ﬁg&and
descri bednarsitdr ab Ikees trabk Gf Sts1buffes atate sWithaheifegibdelt dnfpandtinsint the RIEQD '
forward channel 1.3 and sends out REQ nessages through_backward channel

1. 4. The PeSSagey SHYCHIMYISthe 1mpackof jitteiyon the Mupyious packst. 44 ¢am HER COMBYWAI ng
packets. j ' ' I ) ik of: ik fer

e onACHG kot Bl BRpy geborifig b SHET TMref e B SiBRRUPHE T 1o
dat a pr ogitesimpactrBuch\compdtatibnoih @rovideddhitiin édvensiomf the buffer 5.3 is to
absorb fitter. Jitter tolerance is one of the factors that determ ne the
size of buffer 5.3. The following fornmula decides the size of buffer. 14
March 20 7 | = processing rate *(jitter
t ol eranc?JgFSrou%ﬁ%ﬁhgéﬁﬁgﬁnv(eﬁﬁ)? data_ processing_ rate is the maxi nrum -
pr ocessi rithesypeeatioafof thxdinventtondis ad/fudlowe. Thelcloemt rdymests Yorddatd frooh serabebgder or
ot her data consyu unit. Jitter is a gharacteristic.of p t swi tching
et vor ko Sengipg &ty hessige shivugh Roaeest ROGHR Ve mutrait i ARHO IS or beg
by the_ Cluefiesclding SuPk pafRl I THRldIRpk, LESH [dcBIVRY a pRRLNGeideves HEHGHYNIE the
tinme taken by a packet travelling fromthe client to the server an
ret ur ni ngpubfec kind transfers deinter an applicdtiontrevided bufifkre Whenubecursant befferdavelc! i ent .
A nmethod s ovi ded in_enbodi ment 4 to conpute the Round trip del ay.
Thr eshol ATBRE REP 5. sgerifien Dresiaian e RFTHETamOge 1 CIEGHA O HIOFES B ¢ he
fol | owi ngniQsmaibae. WhES SO hfster "cfb'éﬁqS.Eﬁénged,e{lﬁYﬁSEHeé‘t RloaRS®haga Rt (2)
The data processing entity 5.4 transfers data out of buffer 5.3. Every tine
data i s tmessagecthraghdbe backveard charmetl td sevedr. REQnmessage Garges mfapuaitonchf
Simlarly,. every ti the recgi vi ng nodul.e 5.2 adds i ne recejved
packet | iR ittores dftepBiinpsid aBhiBHst de e defl £5 PEmSAEhoks
current | gyehoiiRsiefer Ikt HOR1iBF has He@l ?&e 'ogls rgﬁ&%‘t ?Ph%eqdefst_scféf 'hg\ﬂg level

er 5.5, .

pointer 5.6 falls below the threshold poin uffer nonitor
tri gger s packetRSeyes waitp dod aeivestthe BECL owasagh dhnough Kesponse kngiuge. Afiesn t he

master clock 5. 9hi oceeded, the éﬁgue t nmodul.e nerates .a RE ssage.
|'nf or mat i BrFERE s REQ g spver iadists (e LRE H6FK &8 SYESHEPISe, STPibE ¢ | e
stanp andmiié cl6Ed. BadE® oh M Gichatibh RatrR8 Hyake m%%salggh@emgﬁﬁfe tgodul e

5.7 then sends it through backward channel 1.4 to the Response nodule 2.3
i n enbodiesimatehowihig podihel fastibdineshpacket should bevenit | dfter assemblingthect i on

REQ mossdRar geas EEes ot al o (T et b ok SRR sl e

for the HoHP@BSRedidBy®esE it3s ableftd Sétidooul dathlonly WHerRiCheeded)3 8 serves as a
synchroni zation signal to make the slave clock 2.4 at server end

synchronize with the master clock 5.9 at client end. It consists of 5
fields. Emgh ofnbodirhénegt 4 fields is 4 byte in length. The first field is
client Id. It is for identifying the client who sent the REQ nessage. The
second f i Theifirso ambpdisnent 06 thisinventiart isdeserthedi with s¢fersace to Figuenl. kn thisf f er

5.3 at thg ti when this .REQ nessage i eperated, The. Reque dule 5.7
dses t he FBIFOMe TR Hnld d COPEELT T Dok B SYAIHO P PR SR B oE S

buf fer sigource bid prdvides ¥&vicedly sthding kHeSteqiistednaiss /0L clidid et logigirfated aSi ze of
buffer 5.3. Knowi ng the buffer size, server ' ~ can foresee current buffer

| evel wheiequeskt Thranwaeral édcisedient. lteksta fromir enshyseay ghat roguets resticepfiemet
[eaches Aol decdits Gl B s8vE aria SO PLohe? RRRREr Bhd Eried: SY¥In Ty 0! 2Y

be connected by a wire or wireless network. The numeral 1.3 is forward channel. It is a
)

unidirectional network connection established for transmitting data from server to



_-So the anount of data, i.e. size of the packet to be sent is size of packet.
<= buffer size - current |evel ~ (when next packet reaches client) (5) It
-can further estimate the remaining time before the client 1hMareh 20T ones

- enpty. Based on that tine, the transm ssion rate is derived. transm ssion

-rate = size - of - packet - buffer size - unoccupied - space - - round -
trip del ay data processin g - ratesThe third field is Tine stanp.

Assum ng cﬁ@ﬁt\/eThé‘nﬂuﬁEfa@nﬁJQU QUCISAITE chhirel,  teheist | fRuframhidigdctisndine time
when the Request nodule 5.7 sent out this REQ round trip delay in fornula

(1)) (2etwagrkconmeition psteblishbd spavifmatly dontbe inyented mhesthdédwi ng fornmul a 4 14
~ March 2003 9 round trip delay = tine stanp(when REQ is received) - tine
stanp(in REQ * 2 clock frequency The fourth field is User Data Length.

It indi Calttﬁserﬁ%?hrﬁémlﬂi'tﬁgfre ‘lﬁﬁyﬁerﬁé&ta@ follb W& }Wﬂe@fhk%'hehttreqﬂ_&% for fahd3, fhieel d is

User Data. Depending on field 4, it could be none. This 'is where client
appl i cat imasteraglogkuis proe¢eded. p’Eh;q faquestrrhodulaitsends a REQ anksbagektot the servenr. 2.7

Ef f h 1 Th f ' h d
st or Seeidhaeti ) o R0 SRl bR el frtrebhViRe KB bty '

client angjséy ehersias/escwmo%a SypichnizedVWillPtHe fnhitér sBER Qe thesﬁfe‘ﬁﬁénd‘alﬁ no
know edge on client's requirenents and can not adjust packet size and

t ransmi sgespensatocthe REQhmessage.rthe eefverdendsout|an ahmsm@ of datatin alpacket éaaedansf er

precisely at a fixed rate, ven t hou it at, client
o adaptn, 8oRe oAby res i Ve O b fftadd? prP Al 16, SR et hoo
to al | ow ‘ghtigft hé&%fd@@% apl?lidaﬁaﬁtdbﬂﬂed eataemétus@ It hﬁdy Eriselof anEtipRr ver
are synchronised with client's clock. Besides that) server can take

advant agenebforkipagkets. (Flisnteeceives the isspming pagkey confi gure packet size and
transm ssion rate to archive efficiency and elimnate network fitter
| npact. The request-respond approach guarantees that packets are sent and

recei ved The seeshidthbadimenitctstithis Tienaye ishiachiveld belv iwithasteeshcatd Fipilrd 3,
negligi bl e conpared to conventional nmethod such as TCP. 3. DESCRI PTI ON OF

THE DRAWNaS! 4 Iydessribes Bowy the mxensed meghadewierks én ther sexmsiste@aln Biguey 3t em
descri bedth{: ﬂuﬁlhfa}lﬁrm?? Sggfgﬁgg éﬁodﬁﬁ? 2.(5 1]; Hfcs 3k &@Retsﬁor?sgq}{&ﬁtlé. As a

count er par
slave clock. 2.5 is a network interface card (NIC) plugged into server machine.

The function of the Sending module 2.1 is retrieving data from storage media,
assembling packets and sending packets to designated client. The operations of the
Sending module 2.1 and Timer 2.2 are shown in Figure 3 and described as follows. The
Sending module listens to a command to be issued by the Response module 2.3. When
it receives the command, it configures the packet size and adjusts transmission rate
based on the parameters included in the command. The maximum size of the packet is
defined by application. It then passes the packet to NIC 2.5. Timer 2.2 counts the time
elapsed since the last packet was sent to the client. If the elapsed time exceeds an
application specifying threshold, it notifies application. Application can either stop the
Response module 2.3 from waiting or resend the packet to the client. Timer 2.2 is reset

when Sending module 2.1 sends out a new packet.

The operation of the Response module 2.3 is shown in Figure 4 and described as
follows. Response module 2.3 polls for a REQ message. When it receives such a

message, it adjusts the slave clock 2.4 as “Synchronized” to the client. It further
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according, 'Re Mt Mansmity 1o the Qlichd titohgh orward Shannd 1°TIC 38550 serves to
receive packets from backward channel 1.4, reassemble a REQ message and pass the
message to Response module 2.3. Both forward and backward channels are set up,

maintained and managed by NIC 2.5.

The third embodiment of this invention is described below with reference to Figure 5
and 6. In Figure 5, the numeral 5.1 is a NIC. Its function is same as that of NIC 2.5 in
embodiment 2. The numeral 5.2 is a receiving module. 5.3 is a buffer. 5.4 is a generic
data processing entity. The numeral 5.5 is a Threshold pointer. 5.6 is Current level
pointer. These are the pointers associating to the buffer 5.3. The numeral 5.7 is the
Request module. 5.8 is a buffer monitor located in the Request module 5.7. 5.9 is a

master clock.

The operation of this embodiment is shown in Figure 6 and described as follows, NIC
5.1 receives incoming data packets through forward channel 1.3 and sends out REQ
messages through backward channel 1.4. The receiving module 5.2 interrogates NIC
5.1 to find out incoming packets. If a packet is available, it retrieves and puts it into
buffer 5.3. Buffer 5.3 is designed to hold received data and serves as a cache to data
processing entity 5.4. Another functionality of the buffer 5.3 is to absorb j}tter. Jitter
tolerance is one of the factors that determine the size of buffer 5.3. The following

formula decides the size of buffer.
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si gnal t ®as&e\eyid¢daudio sleentiengr athendatapoosumiag unitd &itter isca elnsaateristisfofsaj d
Response le . rises.,a pepans,to poll.fo [of0) nd..| ssued aid
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dynami caldbyorbed b¢ané céntdRtia ahrappPlEdHtiog irédiirement. Round_trip_delay is the time
taken by a packet travelling from the client to the server and returning back. It is
determined by the distance between server and client. A method is provided in

embodiment 4 to compute the Round_trip_delay.

Threshold pointer 5.5 is pre-set by application. It is determined by the following

formula.
Threshold = round_trip_delay*data_processing_rate 2)

The data processing entity 5.4 transfers data out of buffer 5.3. Every time data is
transferred out, the current level pointer 5.6 gets updated. Similarly, every time the
receiving module 5.2 adds in a newly received packet, current level pointer gets

updated.

Buffer monitor 5.8 checks current level pointer 5.6 against threshold 5.5 regularly. If
current level pointer 5.6 falls below the threshold pointer 5.5, buffer monitor 5.8
triggers the Request module 5.7 to proceed the master clock 5.9. When the master clock
5.9 is proceeded, the Request module generates a REQ message. Information such as
client Identifier, current buffer level, current time stamp and user data are inserted into
the REQ message. The Request module 5.7 then sends it through backward channel 1.4

to the Response module 2.3 in embodiment 2.

The fourth embodiment of this invention is in connection to the REQ message used in
4
the invented method with reference to Figure 7. REQ message originates from the

Request module 5.7 in Figure 5 and destines for the Response module 2.3 in Figure 2. It
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The first REQ message indicates the size of buffer 5.3. Knowing the buffer size, server

bl can foresee current buffer level when next packet reaches client.

Current level (when next packet reaches client) @)

= buffer size — unoccupied space size— round_trip_delay* data_proceesing_rate
So the amount of data, i.e. size of the packet to be sent is
size of packet <= buffer size — current level ' (when next packet reaches client)  (5)

It can further estimate the remaining time before the client buffer becomes empty.

Based on that time, the transmission rate is derived.

.y size _of _ packet
transmission _rate = f - p ©®

buffer _ size — unoccupied _ space )
ffer _ siz - piec - pace _ round _trip _delay
data _ proces sin g _rate

The third field is Time stamp. Assuming server and client follow same clock, the time

stamp tells the time when the Request module 5.7 sent out this REQ.

round_trip_delay in formula (1), (2), (5) and (6) can be computed using the following

formula .

M
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time stamp(when REQ is received) - time stamp(in REQ) %9

round_trip_delay = clock _ frequency

The fourth field is User Data Length. It indicates the amount of user data attached after
it.

The fifth field is User Data. Depending on field 4, it could be none. This is where client

application can put their specific information to feed back to server.

2.7 Effects of the invention

i The effect of this invention is to enhance data transfer reliability, optimise data
transmission control and simplify client and server’s synchronisation. Without this
method, server has no knowledge on client’s requirements and can not adjust packet
size and transmission rate to the optimised values. It has to control data transfer
precisely at a fixed rate. Even though, it can not guarantee that client can adapt to its
rate. This invention introduces a request-respond method to allow client feed back
information to sever so that client and server are synchronised with client’s clock.
Besides that, server can take advantage of those information to dynamically configure
packet size and transmission rate to archive efficiency and eliminate network jitter
impact. The request-respond approach guarantees that packets are sent and received in
sequential order. The overhead of the invented method is negligible compared to

conventional method such as TCP.
3, DESCRIPTION OF THE DRAWINGS

Figure 1 is a view of a client-server communication system described in the
embodiment 1. The difference from its conventional counterpart is that it adds a

backward channel for transferring REQ messages back to server.

Figure 2 is a view of the server system in the second embodiment. It depicts the
construction of a server system in which the invented method is applied. It also shows

the relationships among various components.
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Figure 3 is a view of the Sending module’s design. It depicts Sending

module’s flow of operations in embodiment 2.

Figure 4 is a view of the Response module’s design. It depicts the operations of the

Response module in embodiment 2.

Figure 5 is a view of the client system in the third embodiment. It depicts the
construction of a client system in which the invented method is applied. It also shows

the relationships among various components.

Figure 6 is a view of the Request module’s design. It depicts Request module’s flow of

operations in embodiment 3.

Figure 7 is a view of the REQ message structure. REQ message carries information that
enables server to configure and control data transmission dynamically. The message

itself serves as a synchronization signal.
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4. CLAIMS:

(1) A method for transferring data reliably at high speed and controlling data

transfer in a client-server system comprising;

a software based Request module embedded in the client system for requesting

data and acting as a master clock;

a software based Response module embedded in the server system for

} responding to client’s request and acting as a slave clock;
a means to synchronise said master clock and said slave clock;

a unidirectional backward communication channel connecting Request module

and Response module;

a request message being generated by Request module and transmission of said

generated message to Response module

(2) A method according to claim 1, wherein said Request module comprises:

a buffer monitor checking the current buffer level;

a master clock used to synchronise the client’s reception with the server’s

transmission;

a means to proceed the master clock and to trigger Request module to request

for data from server;

a means to generate said request message
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2 means to adjust said slave clocK in order to sync onise to said master clock

a means to interpret said request message in claim 1;
a means to compute size of a packet to be sent;
} a means to compute transmission rate of packet;
a means to control and configure data transmission dynamically
4 A method according to claim 1, wherein said request message comprises:

a means to provide information necessary for identifying client and configuring

data transmission,;

a means to provide synchronization signal to server

(5) A sending module provided under the control of said Response module

comprises:
a means to poll for a command issued by said Response module;

a means to configure packet size and transmission rate dynamically and control

data transmission;
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