
TITLE OF INVENTION: SHADOW STACK ISA EXTENSIONS 

TO SUPPORT FAST RETURN AND EVENT DELIVERY (FRED) ARCHITECTURE 

BACKGROUND 

 

Field of the Invention  

[0001] The embodiments of the invention relate generally to the field of 

computer processors. More particularly, the embodiments relate to an 

apparatus and method to efficiently manage and process shadow stacks.  

Description of the Related Art 

[0002] Return-oriented programming (ROP) exploits are an increasingly 

common form of malicious software (malware) that may circumvent certain 

defenses that mark locations of memory as non-executable. An ROP exploit 

works by stringing together a large number of existing segments of executable 

code that each end with a "return" instruction (known as gadgets). Each ROP 

gadget is typically short, and typically does not correspond to an existing 

procedure or even an existing instruction boundary in the executable code. The 

attacker constructs a malicious stack including a series of return addresses 

pointing to the desired sequence of gadgets. The ROP exploit is performed by 

causing the processor of the computer to execute software using the malicious 

stack instead of the legitimate system stack. For example, the malicious stack 

may be introduced by smashing the stack, using a buffer overflow exploit, 

pivoting to a new stack, or otherwise corrupting the system stack.  

[0003] Certain ROP exploits may be prevented by maintaining a "shadow stack" in 

parallel with the ordinary system stack (also called the "legacy 
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CLAIMS: 

 

1.  A processor comprising:  

a plurality of registers to store a plurality of shadow stack pointers 

(SSPs), each SSP associated with a different event priority; 

event processing circuitry to select a first SSP of the plurality of SSPs 

from a first register of the plurality of registers responsive to receipt of a 

first event associated with a first event priority level, the first SSP usable to 

identify a top of a first shadow stack; 

verification and utilization checking circuitry to determine whether the 

first SSP has been previously verified,  

wherein if the first SSP has not been previously verified then initiating 

a set of atomic operations to verify the first SSP and confirm that the first 

SSP is not in use, the set of atomic operations using a locking operation to 

lock data until the set of atomic operations are complete, and 

wherein if the first SSP has been previously verified, then re-verifying 

the first SSP and confirming that the first SSP is not in use without using the 

locking operation. 

 

2. The processor of claim 1 wherein the plurality of SSPs include a 

plurality of supervisor SSPs, including the first SSP, which are to point to a 

corresponding plurality of supervisor shadow stacks associated with 

supervisor privilege levels. 

 

3. The processor of claim 2 wherein the plurality of SSPs further 

include at least one user-level SSP which is to point to a user-level shadow 

stack associated with a user privilege level.  
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4. The processor of claim 1 wherein the first event comprises a first 

interrupt or a first exception associated with the first priority level.  

 

5. The processor of claim 4 wherein the plurality of SSPs are to be 

associated with a corresponding plurality of event priority levels.  

 

6. The processor of claim 1 wherein confirming that the first SSP is 

not in use comprises checking a value of a busy bit associated with the first 

SSP.  

 

7. The processor of claim 6 wherein verifying and re-verifying the 

first SSP comprises comparing the first SSP to a first token value stored at 

the top of the first shadow stack. 

 

8. The processor of claim 7 further comprising: 

execution circuitry to execute one or more instructions using a first 

data stack associated with the first shadow stack at a first supervisor 

privilege level associated with the first data stack.  

 

9. The processor of claim 8 wherein the event processing circuitry 

and verification and utilization checking circuitry comprise portions of an 

instruction execution pipeline of the processor, the verification and utilization 

checking circuitry comprising a first portion of the instruction execution 

pipeline to execute a first set of instructions associated with SSP verification 

and utilization checking and the event processing circuitry comprising a 

second portion of the instruction execution pipeline to execute a second set 

of instructions associated with event processing. 
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10. A method comprising: 

storing a plurality of shadow stack pointers (SSPs) in a corresponding 

plurality of registers, each SSP associated with a different event priority; 

selecting a first SSP of the plurality of SSPs from a first register of the 

plurality of registers responsive to receipt of a first event associated with a 

first event priority level, the first SSP usable to identify a top of a first 

shadow stack; 

determining whether the first SSP has been previously verified,  

wherein if the first SSP has not been previously verified then initiating 

a set of atomic operations to verify the first SSP and confirm that the first 

SSP is not in use, the set of atomic operations using a locking operation to 

lock data until the set of atomic operations are complete, and 

wherein if the first SSP has been previously verified, then re-verifying 

the first SSP and confirming that the first SSP is not in use without using the 

locking operation. 

 

11. The method of claim 10 wherein the plurality of SSPs include a 

plurality of supervisor SSPs, including the first SSP, which are to point to a 

corresponding plurality of supervisor shadow stacks associated with 

supervisor privilege levels. 

 

12. The method of claim 11 wherein the plurality of SSPs further 

include at least one user-level SSP which is to point to a user-level shadow 

stack associated with a user privilege level.  

 

13. The method of claim 10 wherein the first event comprises a first 

interrupt or a first exception associated with the first priority level.  
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14. The method of claim 13 wherein the plurality of SSPs are to be 

associated with a corresponding plurality of event priority levels.  

 

15. The method of claim 10 wherein confirming that the first SSP is 

not in use comprises checking a value of a busy bit associated with the first 

SSP.  

 

16. The method of claim 15 wherein verifying and re-verifying the 

first SSP comprises comparing the first SSP to a first token value stored at 

the top of the first shadow stack. 

 

17. The method of claim 16 further comprising: 

executing one or more instructions using a first data stack associated 

with the first shadow stack at a first supervisor privilege level associated 

with the first data stack.  

 

18. A machine-readable medium having program code stored 

thereon which, when executed by a machine, causes the machine to perform 

the operations of:  

storing a plurality of shadow stack pointers (SSPs) in a corresponding 

plurality of registers, each SSP associated with a different event priority; 

selecting a first SSP of the plurality of SSPs from a first register of the 

plurality of registers responsive to receipt of a first event associated with a 

first event priority level, the first SSP usable to identify a top of a first 

shadow stack; 

determining whether the first SSP has been previously verified,  
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wherein if the first SSP has not been previously verified then initiating 

a set of atomic operations to verify the first SSP and confirm that the first 

SSP is not in use, the set of atomic operations using a locking operation to 

lock data until the set of atomic operations are complete, and 

wherein if the first SSP has been previously verified, then re-verifying 

the first SSP and confirming that the first SSP is not in use without using the 

locking operation. 

 

19. The machine-readable medium of claim 18 wherein the plurality 

of SSPs include a plurality of supervisor SSPs, including the first SSP, which 

are to point to a corresponding plurality of supervisor shadow stacks 

associated with supervisor privilege levels. 

 

20. The machine-readable medium of claim 19 wherein the plurality 

of SSPs further include at least one user-level SSP which is to point to a 

user-level shadow stack associated with a user privilege level.  

 

21. The machine-readable medium of claim 18 wherein the first 

event comprises a first interrupt or a first exception associated with the first 

priority level.  

 

22. The machine-readable medium of claim 21 wherein the plurality 

of SSPs are to be associated with a corresponding plurality of event priority 

levels.  

 

80



23. The machine-readable medium of claim 18 wherein confirming 

that the first SSP is not in use comprises checking a value of a busy bit 

associated with the first SSP.  

 

24. The machine-readable medium of claim 23 wherein verifying and 

re-verifying the first SSP comprises comparing the first SSP to a first token 

value stored at the top of the first shadow stack. 

 

25. The machine-readable medium of claim 24 further comprising 

program code to cause the machine to perform the operations of: 

executing one or more instructions using a first data stack associated 

with the first shadow stack at a first supervisor privilege level associated 

with the first data stack. 
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