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METHODS AND APPARATUS FOR EFFICIENTLY IMPLEMENTING
A FAST-COPYABLE DATABAKE

Cross-Reference to Related Applications
{0001} This application claims priority to and benefit of U.S. Provisional Application No.
62/5380,056, utled “Methods and Apparatus for Efficiently Implementing a Distributed
Database within a Network,” filed on November 1, 2017, the disclosure of which 15

mcorporated herein by reference in its entirety.

Background
{66062} Embodiments described hercin relate generally to methods and apparatuses for

mmplementing an increased-efficiency database system.

Summary
10003} In some embodiments, a fast-copyable database apparatus includes a processor and
amemory in electronic communication with the processor. The memory stores a database table
with multiple records cach having a compound kev including a version identifier. The memory
also stores instructions executable to cause the processor to generate a first virtual clone of' the
database table and a second virtual clone of the database table, receive a query at the first virtual
clone, and modify the query so that the query includes a version identifier of the first virtual
clone. The processor can guery the database table using the moedified query to generate a
response based in part on cach record from the set of records having a version identifier
associated with an ancestral path of the version identifier of the first virtual clone, and send the

response. Each compound key includes a version identifier and a data portion.

Brief Descriptions of the Drawings
[004] FIG. 1 s a block diagram illustrating a svstem for implementing a fast-copvable
database, according to an embodiment.
[6005] FIG. 2A is a diagram of a guervable hierarchical tree and an associated database
table, according to an embodiment.
{06066} FIG. 2B 1s a diagram of a guervable hierarchical tree and an associated database
table with a conflict constramnt enforced, according to an embodiment.
G087 FIG. 3A is a flow diagram illustrating a method for generating and interacting with

virtual clones of a hierarchical tree, according to an embodiment.
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0008} FIG. 3B includes a series of diagrams ilustrating the temporal evolution of and
mteraction with a database table via the hierarchical tree of FIG. 3A.

[{0009] FIGS. 4A-4F include diagrams illustrating the temporal evolution of a hierarchical
tree, including representations of virtual clones, and an associated database table, according to
an embodiment.

[6610] FIG. 4G includes a diagram illustrating a querying process, according to an
embodiment.

{6611} FIG. 3 ncludes a serigs of diagrams illustrating an incremental garbage collection
process, according to an embodiment.

[0012] FIG. 6 1s a process thow diagram for a processor-mplemented garbage collection
{or cascading deletion) method for a fast-copv database, according to an embodiment.

[6013] FIG. 7 is a process flow diagram for a processor-implemented garbage collection
{or cascading deletion) method for a fast-copy database, according to an embodiment.

[0614] FIGS. 8A-8D arc diagrams illustrating an implementation of a fast-copyable
database system, according o an embodiment.

[8015] FIG. 9 includes a series of diagrams tHustrating fast-copy operations, according to

an embodiment.

Detailed Description
{8016} High-cfficiency database systems of the present disclosure include one or more
physical relational databases {including and/or used mterchangeably herein with “a database
table™) cach stored m non-transitory, processor-readable memory, and one or more associated
dynamic hierarchical trees cach including multiple virtual clones through which data of the
relational database can, under predetermined conditions and/or within predefined time perods,
be accessed and/or modified. Methods of database implementation and management set forth
herein are considerably faster and more efficient than known methods of database replication
and interaction. Relational databases described herein, when implemented according to the
present disclosure, may be termed “fast-copvable,” since many different “copies” can be
quickly created and/or defined via the instantiation of a new virtual clone, where each differont

3

“copv” refers to a “virtual” copy — the contents as perceived from the pomnt-of-view of, and
accessible from, a different associated virtual clone. Stated another way, the relational database
may be said to be “wrapped” in a class that converts the relational database to a fast-copyable

database.
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{8617} In some mplementations, high-efficiency database systems of the present
disciosure can be described as “leaderess,” in that there are multiple phyvsical relational
databases {(i.e., “instances” of the relational database), with associated dynamic hierarchical
trees, at multiple associated, geographically disperse locations, optionally each with a different
associated administrator, but no centralized “master” or “leader” copy of the relational
database. In other words, different changes can be applied, in different orders and/or at different
times, at cach of the multiple physical relational databases. Not having a leader 1o a distributed
database system can increase the security of the distributed database system. For example, with
a leader there is a single point of attack and/or failure. If malicious software infects the leader
and/or a value in a database table of the leader is maliciously altered such that it has an incorrect
value, the infection and/or incorrect value can propagate throughout the network of database
mstances, or be transferred to ancther distributed database nstance. By contrast, in leaderless
systems of the present disclosure, there is not a single point of attack and/or failure. Leoaderless
distributed database svstems described herein can also increase the speed of convergence of
one or more consensus algorithms, while reducing an amount of data transmitted between
devices. Dhstributed database systems described herein are also “fast copvable” through the
generation of virtual clones that can be used to track disparate incremental changes to the
contents of a database table. As used herein, a ““fast copv” has the same meaning as the phrase
“virtual clone.” As such, unlike some known distributed database, updates can be accomplished
without using replication and duphication, which can be resource-mtensive and time-
consuning, particularlv when the corpus of data being managed is large.

{0618} In some embodiments, cach virtual clone from a set of virtual clones of a
hierarchical tree can serve as a “virtual database,” m that data of g relational database can be
accessed by a user {¢.g., via quenes) interacting with that virtual clone, such that & appears to
that user that the data is stored and/or 1s being searched locally at that virtual clone, though
ts not {(i.e., the storage and querving occur on the relational database/table}. Modifications to a
data table of the relational database can be applied at muluple virtual clones from the set of
virtual clones, and can be associated with that virtual clone within the relational database using
a “compound kev” {e.g., using an atiribute added to the database table plus the database table’s
legacy key field). The compound key can inclade at least two values: a version identifier
{“version 1D7) associated with at least one virtual clone, and a field that refers to a property of
the database table being referenced {e.g., a row (i.c., “records” or “tuples™) identifier or name,
cohunm (i.e., “atiribute”) 1dentifier or name, data label, data value, etc ), such as that database

table’s legacy kev field {also referred to herein as a “virtual pamary key field”). Example
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attribates include, but are not limited to, virtual primary key name, valug (¢.g., balance, debit,
credit, transfer amount}, currency, description, date, guantity, tally, version, duration, order,
ctc. The portions of the compound keys can be stored as part of database table records, such
that edits made by one virtual clone do not affect the data of the database table from the pomnt-
of-view of any other virtial clone. In some embodiments, multiple instances of a given
compound key are not permitted to co-exist within the database table at any given time {i¢,
there can only be onc instance of a given compound keyv within the databasc table).
Modifications to a data table of the relational database made by a particular virtual clone are
associated with that virtual clone, via the version identifier of that virtual clone, such that
subsequent quernies or modifications made via that virtual clone can be applied to the most
recent form of the relational database as defined by the cumulative interactions made to the
database table via that virtual clone/version ID. Modifications 1o the database table made by a
particudar virtual clone are not, however, apparent or accessible from the point-of-view of other
virtual clones. implementing changes 1o this distributed manner, with atiribution of changes to
the changes’ associated modifving virtnal clones based on the virtual clones” associated version
1Ds, eliminates the need to replicate, distribute and locally store (e.g., at each of a set of server
nodes hosting the virtual clones) multiple copies of the data of each relational database.
Methods set forth herein can obviate the need to transmit the entire contents of the relational
database multiple times {0 many machines 1n response to each change made by each machine

8 network communication therewith.

Fast-Convable Batabase Svystem

{8019} FIG. 1 is a system diagram showing components of a fast-copyable database system
100, according to some embodiments. As shown in FIG. 1, the system 100 includes a first
corapute device 110 i wireless or wired communication with a network 105, and one or more
additional compute devices 120, which are also i wireless or wired commumication with the
network 105, The first compute device 110 includes a processor 111, in operable
communication with an onboard memory 112 and a display 113. The memory 112 stores one
or more database tables 114 (1.¢., mnstance(s} of a relational database), a fast-copier 1135, and
consensus tnstructions 116 (e.g | that cause the processor to implement a consensus algorithm).
Each database table 114 includes one or more compound keys 114A, descnbed 1n greater detail
below. Each compute device from the one or more further compute devices 120 includes a
processor 121, in operable communication with an onboard memory 122, and optionally one

or more interfaces {e.g., a display, a graphical user interface {GUL), a wireless transceiver, etc. )
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{not shown}. The memory 122 includes one or more database tables 124 (i.¢., mstance(s) of a
relational database), a fast-copier 125, and consensus instructions {¢.g., that cause the processor
to implement a consensus algorithm) 126

{020} Fach of processors 111 and 121 can mclude one or more of: a general purpose
processor, a central processing unit (CPU), a microprocessor, a digital signal processor (BSP),
a controller, a microcontroller, a state machine, and/or the like. Under some circumstances, a
“processor,” as used hercin, may refer to an application specific integrated circuit (ASIC), a
programmable logic device (PLID), a ficld programmable gate array (FPGA), etc. The term
“processor” may refer to a combination of processing devices, e.g., a combination of g DSP
and a microprocessor, mulbtiple microprocessors, one Or More MICIOPIOCessors i conjunction
with a DSP core or any other such configuration.

6021} Fach of memories 112 and 122 can include any electronic component capable of
storing ¢lectronic information such as data and code {e.g., instructions}. The term memory may
refer to various types of non-transitory, processor-readable media such as random access
memory {RAM), read-only memory (ROM), non-volatile random access memory (NVRAM),
programmable read-only memory (PROM), crasable programmable read only memory
{EPROM), clectrically erasable PROM (EEPROM), flash memory, magnetic or optical data
storage, registers, etc. Memory is said to be in operable or electronic commumication with a
processor f the processor can read information from and/or write information to the memory.
Memory that i1s integral to a processor is in electronic communication with the processor.
Exaroples of non-transitory computer-readable media include, but are not limited 1o, magnetic
storage media such as hard disks, floppy disks. and magnetic tape; optical storage media such
as Compact Dise/Dhgital Video Discs (CD/DVDs), Compact Disc-Read Ounly Memories (CD-
ROMg), and holographic devices, magneto-optical storage media such as optical disks; carrier
wave signal processors; and hardware devices that are specially configured to store and execute
program code, such as Application-Specific Integrated Circuits (ASICs), Programmable Logic
Devices (PLDs), Read-Only Memory (ROM) and Random-Access Memory {(RAM) devices.
Other embodiments described heremn relate to a computer program product, which can include,
for example, the instructions and/or computer code discussed herein,

80622} Fast-copvable database systems of the present disclosure can be implemented,
some embodiments, as hardware or as software, e.g., a “fast-copier,” as shown and described
below with reference to FIG. 1, or other form of software stored in a non~fransitory memory
and meluding instructions executable by a processor in operable communication with the

memory. The memory can aiso siore {and/or the processor can access} a relational database.
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The fast-copier can be a “wrapper class” (also referred to as a “wrapyper pattern™ or “wrapper
function™) that “wraps” the relational database with which it is associated. For example, when
the software is running and a Structured Querv Language (SQL) guery 1s received at the
processor, the processor can send/pass the SQL guery to the relational database by calling a
method in the wrapper class, which can modify the query before sending the guery on to the
relational database. Results returned by the relational database in response to the SQL query
can then be retumed/sent by the method in the wrapper class. The fast-copy software can be
configured to perform one or more of the followig, in any combination: mtercept calls to the
relational database, intercept calls from the relational database, add a field to the relational
database (c.g., “version,” as discussed below), modify a field of the relational database, delete
a field of the relational database, modity the structure of the relational database (e.g., add or
remove 4 record/row or an attribute/column), or any function shown and described below with
reference to FIGS. 2-7.

{6623} In some embodiments, a fast-copvable database system includes a single machine
{or “node™) or multiple machines, or “nodes,” each including a processor operably coupled to
a non-transitory memory hosting an imstance of the relational database and the fast-copy
software. Inially (i.¢., before any changes are applied), cach instance of the relational database
is the same. The nodes can be geographically separated from one another and/or associate
with different administrator individuals and/or entities. Each node can generate and/or store an
associated hierarchical tree and/or subsequent portions of the hierarchical tree (or
representation of a hicrarchical tree) inchuding onc or more virtual clones (also referred to
herein as “objects” or “virtual objects™) through which the relational database can be modified
and/or queried. Generating the hierarchical tree can be performed multiple times as the
vadertving hierarchical tree 1s expanded and/or modified. Forexample, each node can generate
at least two virtual clones — a first virtual clone and a second virtual clone. The first virtual
clone can be used to apply changes to ficlds of the relational database, for example as activity
data 15 received at that node {e.g., from another node). These changes can be applied
automatically and/or by an adounistrator, for exarople in response to receiving the activity data
and/or based on the activity data. The activity data can include data related to one or more
cvents or transactions occurring, or purported to have occurred, within a network of nodes to
which the receiving node is a party. Changes applied by the first virtual clong can be viewed
as collectively representing a “running tally” of as-received activity data associated with one

or more transactions or events.
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8024} In some implementations, the activity data s received at a given node as a
consequence of a “synchronization™ event initiated by one or more of the nodes andfor
automatically implemented by the fast-copy software {c.g., trigaered by a detected change
within the network of nodes and/or according to a predefined temporal schedule). Dunng
synchronization, at least two nodes from the network of nodes exchange data from their
associated database tables. The data can be, for example, activity data or a portion thereof. The
data exchanged between/among the at least two nodes can represent a subset, or partial view,
of the aggregate activity within the node network. In some such instances, changes applied to
anode’s database table via the first virtual clone are “tentative changes,” a consensus ordering
and/or validity of which has not been reached, and/or a determination as to whether intervening
changes are missing from the database table has not vet been made (1.¢., consensus has not vet
been reached/satistied for those changes). Records within the database table that are modified
at a node via the first virtual clone can include a compound key that includes a first version 1D
associated with the first virtual clone.

6025} In some implementations, a svnchronization process includes (1) repeatedly
updating a “carrent state” of the database table (e.g., as captured by a database state vartable
defined by a node) based on one or more events {¢.g., including one or more transactions) or
transactions that are received during syncing, and (2) repeatedly rebuilding that current state
{e.g., rearranging the order of events) whenever new nformation about the sequencing of the
gvents or transactions is received, ¢.g., by going back to a copy of an eardier state, and
recalculating the current state by processing the events or transactions in the new order. Thus,
for example, each compute device can maintain two versions of a state - one that 1s updated as

new events and transactions are received {e.g.

ot

as embodied by the first virtual clone, discussed
above), and one that is updated only afier consensus is achieved {e.g., as embodied by the
second virtual clone, discussed above). At some pomt {¢.g., afier a predetermined period of
time, after a predetermined number of events have been defined and/or received, ¢tc)), the
version of the state that i3 updated as new events and transactions are received can be discarded
or deleted from the hierarchical tree, and a new copy of the state that is updated after consensus
is achicved can be generated, as a new version of the state that 1s updated as new evenis and
transactions are received {e.g., as embodied by the third virtual clone, discussed above). The
foregoing approach can ensure svnchronization of both states. In some instances, the state
(including different copies of the state) can be stored in any suitable data structure such as, for
example, a "fast copvable” arrayList (also referred to herein as a fast clone arraylist, a fast

clone array or fast copyable array), a "fast copyable” hash table, a fast copvable” relational
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database, or a "fast copyable” file system (also referred to herein as a fast clone file system
and/or a fast copyable filesystem), optionally with a s¢parate file being created and/or defined
on a host operating systera for each N-byte {e.g., 4096-byte or 1024-byte) portion of a file i
the fast copvabie file system.

06026} As used herein, “consensus” refers to a determination, reached using the consensus
algorithm, that the one or more changes being considered by the cousensus algorithm are
correctlv ordered, are not duplicates, arc not missing any intervening changes, and/or are
legitimate {i.¢., not malicious or fraudulent). Consensus can be said to be reached, for example,
when all or at lcast a predefined threshold number of nodes agree, or have concluded with at
least a predefined threshold level of certainty, that the changes are correctly ordered, are not
duplicates, are not missing any intervening changes, and/or are valid. For example, a sequence
of changes for which consensus has been reached may be said to reflect a “true” or accurate
representation of a sequence of events and/or transactions. In some implementations, consensus
1s reached 1n “rounds,” within a predetermined time frame, afier a predetermined number of
iterations of the consensus algonthm, and/or according to a predefined schedule.

{80627} After consensus has been reached for a change or set of changes applied via the first
virtual clone, that change or set of changes can be applied to the database table via the second
virtual clone, and each affected record of the database table can correspondingly mclude a
compouand key that inchudes a second version ID associated with the second virtual clone. After
the change or set of changes can be applied to the database table via the second virtual clone,
and optionally automatically and/or in response to those changes being applied, the first virtual
clone can be deleted, and at least two further virtual clones {¢.g., a third virtual clone and a
fourth virteal clone) that are descendants of the second virtual clone can be generated. The fast-
copy process can then proceed, with tentative changes to the database tabic being made via the
third virtual clone, and post-consensus changes to the database table being made via the fourth
virtual clone, in a manner similar to that described above.

[6028] In some implementations, a consensus algorithm or method can be implemented by
a platform {(1.¢., a software program executing on a processor of a compute device and/or
system, such as the consensus instructions 116 stored m memory 112 and executed by
processor 111 of compute device 110 of FIG. 1), The platform can collect, disseminate, order
transactions, and perform other suitable tasks associated with consensus processes.

[0029] In some implementations, queries can no longer be made via a virtual clone and/or

its associated node once one or more descendant nodes, depending therefrom (1.¢., exiending
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directly therefrom, moving downward in the hierarchical tree), have been generated, even if
and after the one or more descendant nodes are deleted or removed from the hierarchical tree.

[6030] In some implementations, one or more database table(s) of the present disclosure
can be queried via one or more virtual clones. FIGS. 2A and 2B show diagrams of a quervable
hierarchical tree (also referred to herein as a “version tree™}, according to an embodiment. In
some implementations, the hierarchical tree {also referred to herein as a “version tree”) and/or
a representation of the hierarchical tree is kept and/or stored in non-transitory memory. As
shown in FIGS. 2A and 2B, the quervable hierarchical tree includes a relational database
mstance 230 and multiple virtual clones thereof, V1, V2, V3 and V4. The senal presentation
of virtual clones V1, ¥2 and V3 indicates that virtual clone V1 was generated first (and,
optionally, changes were made to the database 230 via V1), virtual clone V2 {a “descendant”
virtual clone of V1) was generated second (and, optionally, changes were made to the database
230 via V23, and virtwal clone V3 {a “descendant” virtual clone of V2} was generated third
{and, optionally, changes were made to the database 230 via V3). V3 is a "leaf node,"” in that
V3 has no child nodes extending/depending from V3. Note that, in some implementations, once
a descendant virtual clone has been generated, changes to the database 230 can no longer be
made via the direct-lincage ancestor virtual clones. fn other words, once virtual clone V3 has
been generated, changes to database 230 can no longer be applied via virtual clone V2 or virtual
clone V1.

{06031} In an embodiment {shown in FHG 2A), a query received at V3 can be
mmplemented/performed in a sequential manner, as follows: Suppose that the database 230
contamns a record having the same virtual primary key as an ancestor version of that record
{also 1n database 230}, For example, the database table of FIG. 2A includes attributes record
1D (RID) (3 virtwal primary key}, Name, Rank, and Version, and there 1s: (1) a record
database 230 with compound key {1001, ¥V3}, (2) a record in database 230 with compound key
(1001, V23, and (3) a record 1 database 230 with compound key (1001, V1) In such an
implementation, if the version tree is ag shown in FIG. 2A (where V3 {5 3 descendant virtual
clone of VZ, and V2 is a descendant virtual clone of V1) and a query is received via virtual
clone V3 for virtual primary key RID=1001, the processor will first search for a record with a
compound key of (1001, V3}. If a record 1s found with such a compound key {which it will, in
the example of FIG. 2A), this record is returned and the query ends. If, however, a record were
not found in database 230 with the compound key (1001, V3), based on the version tree, the
processor will next query the database 230 for the compound key (1001, V2). If a record 1s

found 10 database 230 with such a compound key, that record is retumed and the query ends.

g
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OGtherwise, the processor gueries the database 230 for the compound key (1001, V1), Thus, a
query can be performed by first referencing the highest-numbered version in the version tree,
and work its way up the version tree, in a stepwise/sequential manner, if results are not returned.
The foregoing query process can be described as a query process in which a conflict constraint
is not enforced. In other words, records can co-exast within the database 230 having compound
kevs with the same virtual primary key and a version 1D within the same ancesteal chain/branch
of the hierarchical tree.

{6632} if nstead, given the hierarchical tree shown n FIG. 24, a gquery 1s received via
virtual clone V4 (a descendant virtual clone of V1) for virtual primary key 1001, the processor
will first search for a record with a compound key of (1001, V4) If a record is found with such
a compound kev (which it will, m the example of FIG. 2A), this record 1s retumed and the
guery ends. If, however, a record were not found in database 230 with the compound key (1001,
Y4}, based on the version tree, the processor will next query the database 230 for the compound
kev {1001, V1), since V1 is the ancestor virtual clone of V4. If a record is found in database
230 with such a compound key, that record 1s returned and the query ends. Otherwise, the
processor returns a response of “null” or “no results found.”

{0033] Although the foregoing description refers to gucries for a virtual primary key,
queries can be structured in a wide variety of other ways. For example, a query can request all

records having a value for a specified attribute (e.g.

Pl

all records having a value for the attribute
“Name” of “Smith™), all records matching values for two or more specified atiributes {g.g., all
records having a value for the attribute “Name” of “Smith” and a Rank of “47), all records
having a specified primary virtual key and a value for a specified attribute (e.g., all records
having a primary virtual key of “1001” and a value for the attribute “Name™ of “Smith”), cte.
In some implementations, a query does not include a reference to a virtual primary key.

(034} In another embodiment (shown in FIG. 2B), a query received at V3 can be
mmplemented/performed with a conflict constraint enforced. The conflict constraint can include
a rule specifying and/or a database architecture that mandates that, for a given compound kev
mchuding a virtual pomary kev and version I3 for virtual clone “X.” there is no other
compound key present in the database 230 having the same virtual prnmary key and a version
ID that is associated with an ancestor of X, Stated ancther way, when the conflict constraint is
applied/enforced/followed, for any given virtual pamary key, only one compound key having
that virtual primary kev and a version 1D associated with any virtual clone on a given “branch”
of the hierarchical tree can be stored within the database table at a given time. Thus, there

cannot be multiple compound keys, cach referencing the virtual primary key and a version 1D
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associated with a virtual clone along an ancestral path of the hierarchical tree. A query may be
implemented/performed with a conflict constraint enforced, by way of example, as follows:
Suppose that the version tree and database 230 are as shown 1n FIG. 2B. H a query is received
via virteal clone V3 for virtual primary key RID=1001, the processor searches for and finds
records with RID=1001 and {Version=3 or Version=2 or Version=1}. Note that the query, as
mitially received via V3, may not include a version ID reference, or may only reference version
1D V3. The processor (¢.g., running the fast-copy softwarc) can modify the query such that
cach of version IDs V3, V2 and V1 are included. Note that if the database satisfies the conflict
constraint, then the resulting set of records will not contain two entrigs with the same virtoual
primary key, because the results bave records with versions coming from a single path in the
version tree, so if two records had the same virtual primary key, they would violate the conflict
constraint. A table of resulis can be generated, and the version attribute {column) can be deleted
{e.g.. by a processor) from the table of results before the table of results is returned as the result
of the search.

{8635} if instead, given the hierarchical tree shown mm FIG. 2B, a guery 18 received via

virtual clone V4 for virtual primary key 1001, the processor {e.g.

P

running the fast-copier) can
modify the guery such that cach of version 1Ds V4 and V1 are included. The processor then
searches for and finds records with RID=1001 and (Version=V4 or Version=V1}. If the
processor does not find any records matching the modified query, the processor retums a
response of “mull” or “no results found.”

8036} As noted above, although the foregoing description of FIG. 2B refers to queries for
a virtual primary key, queries can be structured in a wide vancty of other ways. For example,
a query can request all records having a value for a specified attribute {¢.g., all records having
a value for the attribuote “Name” of “Smith™), all records matching values for two or more
specified attributes {(e.g., all records having a value for the atinbute “Name” of “Smith” and a
Rank of “47), all records having a specified primary virtual key and a value for a specified
attribute {¢.g., all records having a primary virtual key of “1601” and a valae for the atiribute
“Name” of “Smith™), etc. In some implementations, a query does not include a reforence to a
virtual primary key.

{6637} FIG. 3A 15 8 flow diagram illustrating a method for generating and interacting with
virtual clones of a hierarchical tree. FIG. 3B includes a serigs of diagrams illustrating the
temporal evolution of, and interaction with a database table via, a hierarchical tree according
to the method of FIG. 3A. To aid m understanding, FIGS. 3A and 3B may be read and

understood together. Ag shown in FIG. 3B, a database 230, including one or more database
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tables, exists prior to the commencing of the method 200 of FIG. 3A. In FIG. 34, at 202, the
method 200 mcludes generating a first virtwal clone. Correspondingly and contemporancously,
at {(b), a first virtual clone of at least one database table of the database 230 1s defined, thereby
mitiating a herarchical tree, as represented as “V 17 at 222, Subsequently, at 204, the method
200 includes generating a second virtual clone, and correspondingly and contemporaneously,
at {c}. a second virtual clone “V27 (224) is added to the higrarchical tree. Although shown in
FIG. 3B to emanate and/or originate from V1 (thus being a “child,” or “descendant™ virtual
clone of V1, and making V1 an “ancestor” or “predecessor” virtual clone of V2), in other
mstances, V2 can emanate and/or originate directly from the database 230, such that it has no
predecessor virtual clone (in which case V1 and V2 would be referred to as sibling virtual
clones within the hierarchical tree). Continuing with the method 200, at 206, a query is recerved
via V2, as depicted mn {d} of FIG. 3B. The query (X)) is received via V2, and references record
1D X " In response to recetving the query, the processor running the fast-copy software {g.g.,
fast-copier 1135 in FIG. 1) modifies the query, at 208 of Fi(s. 3A, to generate a modified query
(X, V1 or V2) that references record 1D “X™ as well as a version or multiple versions {in this
case, V1 or V2, as shown at {e} of FIG. 3B}. The modified query causes the relational database
to be scarched for database table records matching the requested record 1D “X” and having a
version identifier associated with either VI or V2 (since both virtual clones are in the direct
ancestral line emanating from the database 230). At 210, the modified Q{X, V1 or V2} query
is performed, as represented at (£} in FEG. 3B, and the result of the query (the response) R{X,
Wijor R{X, V2}is returned and sent, at 212, via V2, as shown at (g} of FIG. 3B. As shown at
{g), either a response associated with record D X and V1 or a response associated with record
ID X and V2 1s returned. If no modifications to record ID X have yet been made via virtual
clone V2, there will be no record referencing record 1D X and V2, and the most up-to-date
form of the record associated with record ID X will have a version 1D associated with V1.

{3038} FIGS. 4A-4F include representations of virtual clones, and an associated database
table, illustrating the temporal evolution of a hierarchical tree {steps (a) through (1)) with a
conflict constramt applicd. At the beginning (300) of FIG. 4A, a database table 230a mcludes
attributes “FID” “Frunt ID,” which serves as a record 1D and/or kev to the underlying database
table), “Item.” “Frait,” and “Version,” and a single populated record (FID=1001, ltem=Pi¢,
Froit=Apple and Version=V1}. Also at 300, virtual clones V1 and V2 (a direct descendant of
V1) already exist {as represented by the hierarchical tree shown at {a)). Subsequently, at 302,
anew virtual clone V3 (226} is instantiated and added to the hierarchical tree, with no changes

vet made to the database table 230a. Subsequently, at 304, a request 15 received via V3 1o
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change the record for Pie so that the value for Fruit 1s “Pear.” In response to receiving this
request, at 306, a new record with version V3 is added to the database table 2303, As shownn
Fiz. 4A. the second record associated with FID 1001 retains the value “Pic” for the Item
attribute, includes “Pear” instead of “Apple” for the Frnut atinbute, and has an associated
version identifier of V3 — the virtual clone via which the change was requested. In addition,
since the conflict constramt 1s followed, the value for the Version atiribute 1n the first record in
the database table 230a is changed from V1 to V2 (as shown at 306), to ensure that the conflict
constraint 1s satisfied. Note that if the conflict constraint were not in foree, no such change
would need to be made to the first record. Note that multiple records {as shown at 306 in FIG.
4A) can have the same FID {or “virtual primary key™), since the compound kev includes both
the FID and the Version atinbute. In other words, the first record at 306 has a compound key
of FID = 1001 and Version = V2, and the second record at 306 has a compound key of FID =
1001 and Version = V3, sc the compound keys are still unique and distinguishable from one
another.

106639} Continuing to FIG. 4B, and subsequent to the modification of the database table
230a at 306, a query J{Pie) is received, at 308, via V3, referencing the value “Pie.” At 310, the
query 1s modified Q(Pie, V3 or V1) so as to reference both the value “Pie” and “V3 or V1,7
since, stmular to the discussion above, virtual clones V3 and Vi share a conmmon ancestral line
emanating and/or originating from the database 230. The modified query is then run against
the database table 230a. Since the only record in database table 230 matching both “Pie” and
“¥3 or V17 is the record with FIl 1001 and version V3, the query returns that record (as shown
at 312}, Thus, because the query ongmated from V3, records associated with V1 and V3 are
searched, but not records assoctated with V2, which 18 not in the same ancestral fine as V3.
{0044} Mote that, in implementations that do not follow the conflict constraint at 310 1n
FIG. 4B, the guery would not be modified. Instead, the processor would first scarch for a record
matching the values “Pie” and “V3.” If such a record is found (which 1t will be, m the example
of 310 at FEG. 4B}, that record (FID=1001; Item=Pig; Frnut=Pear) is returned and the query
ends. If, however, a record were not found 1n database 230 matching the values “Pic” and “V3,”
based on the version tree, the processor will next query the database 230 for records matching
the values “Pie” and “V17 (i.e., working its way up the version tree). If a record is found n
database 230 with such a compound key, that record is returned and the query ends. Otherwise,
the processor retums a response of “null” or “po response found.”

041} Continumg to FIG. 4C, a further query Q(Pie) s received, at 314, via V2 and

referencing an attribute value “Pie.” Again, the query is modified so as to reference both the
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value “Pie” and V2 or V1,7 3(Pic, V2 or V1) since virtual clones V2 and V1 share a common
an¢estral line emanating and/or originating from the database 230. The modified query is then
run, at 316, against the database table 230a. Since the only record in database table 230a
matching both “Pie” and “V2 or V17 is the record with FID 1001, and version V2, the query
returns that record (as shown at 318}, Because the guery originated from V2, records associated
with V1 and V2 are searched. but not records associated with V3, which 1s not in the same
ancestral line as V2. Accordinglv, V2 and V3 can both have different versions of the same
record 1001 in the database table 230a.

{0042} Continuing to FIG. 4D, a further guery Q{Pear) is received, at 320, agam via V2,
but this tume referencing an attribute value “Pear.” Again, the query 18 modified Q{Pear, V2 or
V1) so as to reference both the value “Pear” and “V2 or V1,” since virtual clones V2 and VI
share a common ancestral line emanating from the database 230. The modified query is then
run, at 322, aganst the database table 230a. Since there is no record in database table 230a
matching both “Pear” and “V2 or V1.” no results are returned, at 324 {c.g., a signal and/or
notification s returned that no records maiching the query can be found). In other words, the
modification to the database table data made via V3 18 not accessible via, and does not affect
the quervable data of, V2.

[6043] Contimung to 326 of FIG. 4E, a request 1s received, at 326, via V2 to delete records
with Apple for the Froit attribute and Pie for the Hem attribute from the database table 230a,
and to add a record with Banana for the Fruit attribute and Bread for the Tem attribute. At 328,
and 1o response fo the request received via V2 at 326, the record referencing attribute values
“Apple” and “Pie” s 1dentified, and one or more of the following is performed: the record
referencing attribute values “Apple” and “Pie” 1s deleted from the database table 230a, its
Version 1D is removed {(ensuring that & will not subsequently be accegsible via V2), or an
attribute representing a “deleted” flag is added to the database table 230a and set to “true” for
that record. Also at 328, a new record, having an FID of 1002, an ltem attribute value of
“Bread.” a Fruit attribute value of “Banana,” and a Version 1D of V2, 15 added to the database
table 230a. Subsequently, at 330, a query is received via V3 scarching for a record with the
Item atinbute having a value of Bread Q(Bread). Sinular to the discussion above, the guery 1s
first modified such that it references both the Htem attribute value of Bread and version 1D *V3
or V17 Q(Bread, V3 or V1}. Since there is no record in database table 230a matching both
“Bread” and “V3 or ¥1,” no results are returned, at 332 {c.g., a signal and/or notification is

returned that no records matching the query can be found).
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0044} Ag demonstrated in FIG. 4E, in some implementations, a deletion of a record from
the database table 230a i3 accomplished by eliminating the version attribute from the record
{(1.c., such that no subsequent querics, made via any virtual clone associated with the database
table 230a, will retum the record or any part thercot). Deletions can be accomplished in this
manner, for example, when the record being deleted has a version ID that exists in the ancestral
path to which the virtual clone requesting the deletion belongs. M, however, a request for
deletion references a record having a version 1D that s shared by the ancestral path of the
requesting virtual clone and another path that is not requesting deletion, the deletion may be
accomplished by deleting the referenced record from the database table 230a and by adding
one or more new records to the database 230, the one or more new records having associated
version 1Ds referencing the other path (or paths} that 1s not requesting deletion (1.¢., such that
the associated data remains aceessible to virtual clones along the other path(s}}.

[(6045] In cother implementations, to accomplish deletion of a record in the database table
230a, a “deleted” attribute (taking values of true or false) can be added to each record of the
database table 230a, such that (1} deleting a record for a version 1D that only exasts on the
ancestral path of the virtual clone reguesting deletion 1s accomplished by changing the
“deleted” attribute to “true” for that record, and (2) deleting a record having a version 1D that
is shared bv the ancestral path of the virtual clone requesting deletion and another path is
accomplished by: (1) defining a new record in the database table 230a with the version ID of
the virtual clone requesting deletion and setting the “deleted” attribute of the newly-created
record to “true”; and (i1) defining a now record in the database table 230a with the version 1D
of virtual clone on the other path and setting the “deleted” attnibute of the newly-created record
to “false.”

{0046} Continuing to FIG. 4F, a roquest is received, at 334 and via V2, searching for a
record with the Fruit atiribute having a value of Banana (Q(Banana). At 336, the query is
modified such that it references both the Hem attribute value of Banana and version 1D “V2 or
Y17 Q(Banana, V2 or V1), and the modified query is run against the database table 230a. Since
the only record in database table 230a matching both “Banana” and “V2 or V17 s the record
with FID 1002 and version V2, the query returns that record {as shown at 338).

{6647} FIG. 4G shows the version treg of FIG. 4F, with the database table 2303, at 340,
mchiding records for cach of virtual clones V1, V2 and V3 (and shown with record FID=1001
and Version=¥Y 1 not deleted). The database table 230a at 340 could result, for example, if the
database table 230a were not implemented with the conflict constramt, and starting at 304 in

FIG. 4A: (1) the request to change “Pie” from “Apple” to “Pear” resulted in an addition of the
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new record having FID=1001, a value for the “Fruit” atiribute of “Pear” and a value for the
“Yergion” attribute of V3 {shown at 306) and the retention of the record {shown at 304} having
FID=1001, a value for the “Fruit” attribute of “Apple” and a value for the “Version™ aitribute
of V1, and (2) a request to add Banana Bread were made via V2 {causing addition of the record
having FID=1002, a value for the “Hem™ attribute of “Bread,” a value for the “Fruit” attribute
of “Banana” and a value for the “Version” attribute of V2 to the database table 230a).

{0048} Continuing with the assumption that the tplementation of database table 230a at
340 does not follow the conflict constraint, a query received at V2 refercneing a value, for the
“Item” attribute, of “Pie.” will not be modified by the processor to search both V2 and V1 at
the same time. Instcad, the processor would first scarch for a record matching the values “Pie”
and “V2.” Since no such record 1s present in database table 230a at 340, the processor will next
guery the database 230 for records matching the values “Pie” and “V17 (1., working its way
up the version tree). A single record (FID=1001; ftom=Pie; Fruit=Apple; Version=V 1} is found
m database table 230a, and that record is returned and the query ends. A similar query made to
V3 would return the record (FID=1001; Bemn=Pie; Fruit=Pear; Version=V3) because V3 would
be searched first, and since a record was wdentified, the query would end and would not proceed
with scarching Vlalong the ancestral path . If, nstead, a query were received at V3 for “all
pies,” the processor would first search the database table 230a for a record matching the values
“Pie” and “V3,” and would thereby wdentify a first record (FID=1001; Item=Pie; Fruit=Pear;
Yersion=V 3} The processor would then continue by searching V1 (along the ancestral path)
for anv further records mcluding a value of “Pic” for the “ltem” attribute, and would identify a
second record (FID=1001; Ttem=Fie; Fruit=Apple; Version=V1). Since the FiDs of the first
record and the second record match (e.g., as detected by the processor based on a comparison
of the record FiDs}, however, the record having version V1 will be excluded from the query
results because the search of V3 already identified a record with FID=1001. If instead,
additional records were identified upon searching V1 matching the value “Pie” but having an

FID different from 1001, those records would be returned as part of the query response.

{zarbave Collection

(30349} In some implementations, a ierarchical tree (also referred to herein as a “version
tree”) and/or a representation of a hicrarchical tree 1s kept and/or stored in non-transifory
memory m a reduced and/or more optimal form, through a form of incremental garbage
collection performed by a processor (¢.g., such as processor 111 running a fast-copier 115 of

FI(s. 1) operably and communicably coupled to the memory. In such implementations, ¢ach
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node of the hierarchical tree s associated with a virtual clone and two sequence IDs that
represent endpoints of a string of multiple mteger sequence 1Ds. By way of example, a series
of sequence 1Ds 10, 11, 12, and 13 can be represented by the sequence 1D pair (10,13}, A node
associated only with sequence 1D 42 would be designated the sequence ID pair (42, 42). As
used herein, a sequence 1D is defined differently from a version 1D A sequence [D relates to
the sequential order in which the virtaal clones of a hierarchical trec were generated. As such,
a sequence D and version 1D for a particular virtual clone may have the same value, or they
may differ. In some such implementations, as dlustrated in diagrams (a) - (g) of FIG. 5, the

version tree initially, prior to expanding to the tree at (a), includes only the single node (1,1}

Each time a fast copy event triggers the creation and/or definttion of a new node in the version
tree, that new node 1s assigned a sequence 1D of the next mteger, in sequential order. As such,
a second node added to the version tree 13 assigned sequence ID (2.2}, and an Nth node 1s
assigned sequence 1D (N, N}, As used herein, a node X has a "successor” node Y, if X is
designated the sequence 1D pair (A, B) and Y s designated the sequence 1D pair (B+1,C). In
other words, Y represents a sequence 1D range that comes immediately afler the sequence 1D
range of X. The data structure in memory (and in the database) may store, for each node of the
version tree, a reference to the node(s) that is its successor. Successor relationships are
represented as dashed lines in FIG. 5. Note that “succession” and “descendancy,” as used
herein, are different (though not mutually exclusive) concepts. For example, a node that is a
successor of an earlier node is not necessartdy a descendant of that earlier node {e.g., at {a} in
FIG. 5, node (6.6) 15 a successor of node (5,5) but is not a descendant on in the ancestral path
of node (5,5)), and a descendant node of an carlier node is not necessanly an immediate
successor of that earlier node (e.g., at (a) in FIG. 3, node (6,6} 1s a descendant of node (3.3},
but is not an immediate successor of node (3,3)).

050} In some implementations, a “sequence update” for nodes stored in memory {e.g.,
mvolving a node X and its successor Y ngde) (2.g., to remove redundancy from the version
tree, increase performance and efficiency, reduce storage and/or resource consumption, etc.} is
performed bv a processor running fast-copy software {e.g., fast-copter 1135, 125 of FI(. 1}, the
processor in operable communication with a memory storing the version tree. The sequence
update s accomplished as follows: First, suppose that a node X with a sequence ID range of
{A B} has a successor Y with a sequence 1D range of (B+1,0), and a sequence of nodes
ncluding nodes X and Y s to be updated. A new node Z can be defined, having a sequence [D
range of (A,C) (i.c., having the first endpoint of node X and the second endpoint of node Y).

Next, any relationships of other nodes m the version tree to node X or node Y {o.g., as
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represented by solid and dashed lines 1 FIG. 5) are updated such that thev no longer connect
to and/or refer to node X or Y, and instead connect to and/or refer to node Z. Nodes Xand Y
can then be removed/deleted from the version tree (and, correspondingly, cither deleted from
or annotated as deleted in the associated database table), thereby completing the sequence
update event. In some implementations, if a sequence update results in a node having only a
single child node that s alsc that node’s successor, another sequence update can be performed,
mvolving that node {¢.g.. automatically, upon detecting the condition that the node has only a
single child node that is also that node’s successor) and its single child node, in a manner similar
to the foregoing.

{6051 In some implementations, deletion of a node X from the version tree is
accomplished as follows: First, if node X has a parent node present in the version tree, the
relationship (e.g., as represented by a solid hine in the version tree, as shown in FIG. 5} between
node X and ifs parent node is removed. Next, if node X has a successor node, that successor
node 1s assigned new sequence {Ds, and node X 15 deleted. Altematively, if node X does not
have a successor node, node X 1s just deleted. I the former parent node of node X now has no
child nodes emanating therefrom, the former parent node 1s deleted. I there was a node W that
had node X as a successor, and node W now has only one child node, and that child 15 its
successor, then node W’s child node is assigned new sequence 1Ds.

[6052] Any delete or sequence update event described above may result in a node newly
having no children, and so may trigger another delete. Ahernatively or in addition, anv delete
or sequence update event described above may result in a new node having a single child node
that is its successor, and so may tngger another sequence update event. There can therefore be
a cascade of sequence updates and deletes caused by a single sequence update or delete. In
some implementations. a system of the present disclosure is configured to perform cascading-
tvpe garbage collection, and other forms of garbage collection are not performed on the version
tree. The incremental garbage collection methods described herein {and executed by a
processor) can automatically recognize and exgcute/implement/cause possible/permissible
simplifications {(or a predefined subset thereof) in a version tree to be made (e.g., substantially
continuously and/or m substantially rcal-time). A representation of the revised/simplified
version tree {¢.g., the version tree of FIG. 5(e), which will replace the version tree of FIG. 5(d))
can then be stored in memory for later accoss.

[6053] In some implementations, a deletion event can trigger the incromental garbage
collection process. For example, if the version tree 15 represented as shown in FIG 3(a), the

dashed arrows represent references to successor nodes. In some implementations of a fast-
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copyable database, only the leaf nodes can be deleted. In other words, the fast-copy software
can be configured to delete a “version™ only if that version is associated with a “leaf” node. A
"leaf node" is defined as a node that has no children (where child nodes are represented by
solid lines in FIG. 3). The dashed lines are to be disregarded during the identification of leaf
nodes.

[6054] Suppose that a user requests deletion of keaf node {5.3), shaded gray at (a) of FIG.
5. The version tree, after deletion of leaf node (5,5), appears as shown at (b} of FIG. 5. The
version tree of (b) is the result of a sequence update in which node (6,6} 1s assigned sequence
1D pair (5,6}, then updating node (4.4} to reference node (5.6)} as its successor {as represented
by the dashed line connecting node (4,4} with node (5,6). Note that the parent node of former
node (5,5}, which 15 (2,2}, still has a chidd node (node (4,4} and does not have s successor
node {(node (3,3)) as its only child, so the deletion process stops with the version tree shown at
(b) of FIG. 5.

{6055 Next, suppose that the user requests deletion of node (4.4) {(shaded gray at (b) in
FI(. 53, This request to delete node (4,4) can trigger several actions. First, since node (4,4) has
a parent node (2,2}, the relationship between node (2,2) and node {(4,4), represented by a sohid
ling in (b) of F1G. 3, 1s removed. Also, a sequence update is performed such that node (5,6) is
assigned sequence 1D pair (4,6}, as shown at (¢) of FIG. 5, now with an updated successor
relationship between node (3,3) and node (4,6) (node (4,6) being a successor of node {3.33). As
a consequence of the foregoing actions, node (2.2) no longer has any children nodes (as shown
at {c) of FIG. 3). As such and/or m response to this condition, and duc to the fact that querics
can no longer be made via node (2,2) (as a result of the descendant nodes of node (2,2) having
previously been generated, prior to their removal), the deletion process can “cascade” by
automatically continuing with the deletion of node (2.2}, leading to the version tree as shown
at (d) of F1G. 5. At this stage, node (1,1) has only one child {(node (2.3)), and that child 15 its
successor node. Accordingly, as discussed above, a sequence update can be performed such
that the child node (2,3) 15 assigned a new sequence 1D pair (1,3}, resultiog m the version tree
as shown at {¢) of FIG. 5, at which point the cascading ends. In other words, the version tree
as shown at {e) of FIG. 5 1s the final result of the user's request to delete node (4,4).

[8056] Now suppose the user chooses to delete the leaf node (4,6) (shaded gray at (¢) of
Fitz. 5). This deletion event will result in a transformation of the version tree, such that it
appears as shown at (fy of FIG. 5, which itself automatically triggers a final sequence update,
such that node (4,7} {(the child node of node {1,3}} is assigned a new sequence 1D pair (1,7),

vielding the final result (scle node (1,73} shown at {g) of FIG. 3. As the garbage collection
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proceeds, corresponding changes o the associated database table can be made, for example,
such that at {g) of FIG. 5, all records mclude the same version attribute (e.g., 77} Prior io the
stage in which only one node remains {e.g., at (g) of FIG. 5) {i.e., as the version tree 1s “garbage
collected” and reduced in size}, records of the database table {e.g., such as database table 230a
of FIGS. 4A-40) can be modified such that they refer fo a surviving node, or can be deleted
{e.g.. in response to the deletion of a node that is uniguely associated with that record).

{6657] FIG. 6 is a process flow diagram for a processor-implemented garbage collection
{or cascading deletion) method 400 for a fast-copy database, according to an embodiment. As
shown in FIG. 6, the method 400 begins with the generation, at 430, of a hierarchical tree of
virtual clones. An instruction is subsequently received, at 432, to delete a second virual clone
from the hierarchical tree of virtual clones. In response to the mstruction to delete the second
virtual clone, at 434, a successor relationship of a third virtual clong s modified. Also m
response to the instruction to delete the second virtual clone, at 436, the second virtual clone is
deleted. At 438, the processor evaluates whether a first virtual clone of the hierarchical tree of
virtual clones has a remaiming child virtual clone after the deletion of the second virtual clone.
If the first virtual clone of the hierarchical tree of virtual clones does have a remaiming child
virtual clone after the deletion of the second virtual clone, but that child is not its successor,
the process ends. If the first virtual clone of the hierarchical tree of virtual clones does have a
remaining child virtual clone after the deletion of the second virtual clone, and that child is its
SUCCESsor, a sequence update can be performed, as discussed above. I the first virtual clone of
the hierarchical tree of virtual clones does not have a remaining child virtual clone afier the
deletion of the sccond virtual clone, the first virtual clone is deleted, at 440, from the
hierarchical tree of virtual clones.

{0058} FIG. 7 is a process flow diagram for a further processor-implemented garbage
collection {or cascading deletion) method 500 for a fast~copy database, according to an
embodiment. As shown i FIG. 7, the method 500 beging with the generation, at 530, of a
hierarchical tree of virtual clones. An ingtruction is subsequently received, at 532, to delete a
first virtual clone from the hierarchical tree of virtual clones. In response to the mstruction to
delete the first virtual clone (e.g., node (4.4} of FIG. 5), and at 534, a successor relationship of
asecond, successor virtual clone {g.g., node (5,6) of FIG. 5} is modified. At 536, the first virtual
clone is deleted. A successor relationship of a fourth virtual clone {e.g., node (3,3} of FIG. 5}
is then modified, at 538, where the fourth virtual clone i a successor of a third virtual clone
{c.g., node (2,2) of FIG. 3) that 1s an ancestor of the first virtual clone. The third virtual clone

1s then deleted, at 540.
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8059} FIGS. 8A-8D are diagrams illustrating an example implementation of a fast-copy
database system, according to an embodiment. As shown i FIG. BA| at 800 (and at ap initial
time, t=0}, a first instance of a database at node “Jane™ 830A, forms part of a hierarchical tree
meluding three virtual clones, V1, V2 and V3, depending from the database mstance §30A.
The databasc instance at node Jane 830A includes a databage table with attributes RID, Name,
Rank and Version. There are, at 800, two populated records in the database table - one with
Mame=5mith and one with Name=Jones. The virtual clone V1 at 800 mayv be associated with
a previous, “first” consensus event. The virtual clone V2 at 800 may be used for making real-
fime or substantially real-time edits to the database table of database S30A {¢.g., such that the
database table reflects ongoing tallics or states as new data, such as transaction data, is
received), while the virtual clone V3 at 800 may be reserved for making post-consensus edits
to the database table of database 830A. Also shown in FIG. 8A, at 802 (and at the imtial time,
=0}, is a second instance of the database at node “Bob™ 803B, which forms part of another
hierarchical tree, also including two virtual clones, V1 and V2, each a direct dependent of the
database instance 830B. The database instance at node Bob 8308 also includes a database table
with attributes RID, Name, Raok and Version. There are, at 802, two populated records in the
database table 8308 — one with Name=Smith and one with Name=lones. In other words, at a
first time 1=0, database tables of the database mstances at nodes fane 830A and Bob 8308
contain the same records. Note that cach of the records in the database tables at node Jane 830A
and at node Bob 830B meludes a value for the version attribuote of V1. The virtual clone V1 at
802 may be associated with a previous, “first” consensus event, which triggered the generation
of new child virtual clones V2 and V3. The virtual clone V2 at 802 may be used for making
real-time or substantially real-time edits to the database table of database 830B, while the
virtual clone V3 at 802 may be reserved for making post-consensus edits to the database table
of database 830R.

03060} In FIG. 8B, a synchronization event occurs, during which data {(also referred to
herein as an “event,” e.g., transaction data, which may be received in real-time or substantially
real-time, concurrently with the transactions to which they pertain} is exchanged between two
or more of node Jane 8304, node Bob 830B, and optionally one or more additional nodes n
network communication with node Jane 830A and/or node Bob 830B. During the
synchronization, node Jane 830A receives, at a first time, a first event specifving that the value
for the attribute “Rank.” for the record with a value for the atinibute “Name” of “Smith,” is to
be incremented by 1. In response to receiving the first event, the processor at node Jane 830A

generates a new record for “Smith™ and mchiding, in that record, a valug for the attribute
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“Version” of V2, a value for the attribute “RID” of 1001, and a value for the attribute “Rank”
of 2+1=3 {not shown). Alsc in response to receiving the first event, the processor at node Jane
830A modifies the tirst record in the database table such that the value for the version attribute
1s V3 mstead of V1. Also dunng the synchronization {either during the same or during a
separate synchronization event), node Jane 830A receives, at a second time after the first ime,
a second ovent specifying that the value for the attribute “Rank,” for the record with a valoe
for the attribute “Name” of “Smith,” is 1o be changed to 10, In response to receiving the second
event, the processor at node Jane 830A modifies the record having a value for the Name
attribute of “Smith” and a value for the Version atiribute of *“V2.” such that the record has a
value for the attribute “Rank” of 10 {(as shown at 804 i FIG. 8B).

(061 Puring the synchronization (the same or separate synchronization event as node
Jane 830A), node Bob 830B receives the first and second events, but in an oppostie order as
Jane 830A received the events. More specifically, node Bob #30B receives at a first time, a

113

first event specifyving that the value for the attribute “Rank,” for the record with a value for the
attribute “Name” of “Smith,” 1s to be changed to 10. In response to receiving the first event,
the processor at node Bob 830B generates a new record for “Smith” and mcluding, in that
record, a value for the attribute “Version” of V2, a value for the attnbute “RID” of 1001, and
a value for the attnibute “Rank” of 10 (not shown}. Also in response fo receiving the first event,
the processor at node Jane 830A modifies the first record in the database table sach that the
value for the version attribute 1s V3 insiead of V1. Also during the syvnchronization (either
during the same or duning a separate synchronization event), node Bob 830B receives, at a
second time affer the first time, a second event specifving that the value for the atinbute
“Rank,” for the record with a value for the attribute “Name” of “Smith,” 18 to be incremented
by 1. In response to receiving the second event, the processor at node Bob 830B modifies the
record having a value for the Name attribute of “Smith”™ and a value for the Version attribute
of “V2,7 such that the record has a value for the attribute “Rank™ of 11 (as shown at 306 in
FIG. 8B).

[06062] Events/data (such as transaction data) received via V2 at node Jane and at node Bob
can be stored n associated memories of node Jane and at node Bob, respectively, for example
i a distributed acvchic graph (DAG), a hashgraph, a data chain, a blockchain, or any other
suitable data structure or format. Additional implementation details, including compatible data
stractures, are st forth mm U.S. Patent Number 9,646,029, the cntire content of which is

meorporated herein by reference for all purposes.
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8063} After the synchromization event(s), and as shown at 808 in FIG. 8C, the processors
of nodes Jane 830A and Bob 830B reach a consensus {¢.g., as a result of the implementation
of consensus instructions, such as consensus instructions 116 and 126 1 FIG. 1), In other
words, a consensus algonthm implemented by a processor of node Jane 830A (running the fast-
copy software, stored i that node’s memory) and a consensus algorithm implemented by a
processor of node Bob #30B {c.g.. running the fast-copy sofiware, stored in that node’s
memory} detects and/or determines that consensus has been reached. Consensus can be reached
under one or more of the following conditions, by way of non-limiting example: when a
“round” defined by the consensus algorithm has completed, when a predeternuned amount of
time has clapsed since the hicrarchical trec was mitiated, when a predetermined amount of time
has clapsed since the previous consensus event, when a predetermined number of votes have
been received from other nodes for a given record of the database table of that node, when a
predetermined number of synchronization events have occurred, ete. As shown in FIG. 8C, the
result of consensus was that the correct ordering of the received events is that the rank for Smith
was incremented first, and was changed to a value of 10 second. As such, the correct current
value for the Rank attribute for the record having a value for the Name attribute of Smith and
a value for the version attribute of V2 15 “10.” Sinularly stated, the Rank value for this record
is updated via V3 to be “107, as shown at 808. As a consequence of the consensus being
reached, a new pair of virtual clones, V4 and V3, dependimg/descending from virtual clone V3,
are generated. Newly-generated virtual clone V4, at 808, can then subsequently be used for
making real-time or substantially real-time edits to the database table of the database instance
at node Jane 830A, while the virtual clone V3 at 808 may be reserved for making post-
consensus edits to the database table of the database instance at node Jane 830A . In other words,
new virtual clones V4 and V3 can perform the functions previously performed by virtual clones
V2 and V3, respectively. Note that in some implementations, once virtual clones V4 and VS
have been generated, edits to the database table can no longer be made via virtual clone V3
{even if virtual clones V4 and V3 are subsequently deleted).

[06064] Similar to the discussion of FIG. 8C, at FIG. 8D, node Bob 830B rcaches the
consensus (e.g., as a result of the implementation of consensus instructions, such as consensus
mstructions 116 and 126 in FIG. 1). In other words, a consensus algonthm implemented by a
processor of node Jane #30A (c.g. nunpning the fast-copy software, stored in that node’s
memory) and a consensus algorithm implemented by a processor of node Bob 8308 (running
the fast-copy software, stored in that node’s memory) detects and/or determines that consensus

has been reached. As shown in FIG. 8D, the database table of the database instance at node
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Bob 830B now reflects the correct current value for the Rank attribute for the record having a
value for the Name attribute of Smith and a value for the version attribute of V2 as “16.7
Similarly stated, the Rank value for this record 15 updated via V3 to be “107, as shown at 810,
Similar to the discussion of FIG. 8C, and as a consequence of the second consensus being
reached, a new pair of virtual clones, V4 and V3, dependimg/descending from virtual clone V3,
are generated. Newly-generated virtual clone V4, at 808, can then subsequently be used for
making real-time or substantially real-time edits to the databasc table of the database instance
at node Bob 830B, while the virtual clone V5 at 808 may be reserved for making post-
consensus edits to the database table of the database instance at node Bob 830B. In other words,
new virtual clones V4 and V35 can perform the functions previously performed by virtual clones
V2 and V3, respectively. Note that in some implementations, once virtual clones V4 and VS5
have been generated, edits to the database table can no longer be made via virtual clone V3
{even if virtual clones V4 and V3 are subsequently deleted).

[06065] Although FIGS. 8A-8D show and describe conscnsus as determining a correct
ordering of events {¢.g., transactions) to ensure the accuracy of a running “balance,” “tally,” or
“state” of a record in the database table, alternatively or in addition, consensus can be used to
determine a correct ordering of events for the purpose of one or more of: determining a current
owner of an asset, deterouning a correct ordering of records within the database table,
determining a chain-of-custody or chain-of-title title of a good, ctc.

{(3066] In some embodiments set forth herem, an apparatus (o.g.. compute device 110
and/or compute device(s) 120 of FIG. 1) includes a processor and a memory i electronic
communication with the processor. The memorv (e.g., memory 112 and/or memory 122 of
FIG. 1} stores a database table including a multiple records, with each record from the nmudtiple
records including a compound kev having a version identificr. The memory inchudes
mstructions executable to cause the processor to generate a first virtual clone of the database
table and a second virtual clone of the database table. The memory also includes mstructions
executable to cause the processor to receive a query at the first virtual clone, and to modify the
query to define a modified query including a version identifier associated with the first virtual
clone based on receiving the guery at the first virtual clone. The memory also includes
mstructions executable to cause the processor to guery the database table using the modified
guery to generate a response including a set of records from the multiple records based on: (1)
cach record from the set of records satistving the guery; and (2} cach record from the set of
records having a version identifier associated with an ancestral path of the version identifier

associated with the first virtual clone. The memory also includes instructions executable to
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cause the processor to send the response, including the set of records, as a response to the query.
In some such embodiments, the compound key for each record from the muluple records
includes the version identifier for that compound key and a data portion. The multiple records
can be configured such that only one of. (1} a compound kev including a value of the data
portion and the version identifier associated with the first virtoal clone; or (2) a compound key
mcluding the value of the data portion and the version identifier associated with the second
virtual clone, is present in the database table at any given time.

{8667} In some embodiments, the memory also mmcludes mstructions executable to cause
the processor to add, in response to an insert instruction received via the first virtual clone, a
record to the database table. The record includes data and a compound key having a version
wdentifier associated with the first virtual clone such that: (1) a guery subsequently received at
the first virtual clone and referencing the data returns the record; and (2} a query subsequently
received at a third virtual clone for the data does not return the record.

[0068] In some embodiments, the memory also includes instructions executable to cause
the processor to add, in response fo an mstruction 1o update a value of a field of a first record
of the database table from a first valoe {0 a second valoe and received via a third virtual clone,
a sccond record to the databasce table. The second record mncludes the second value and a
compound key having a version identifier associated with the third virtual clone. The
mstructions can further be executable to modify, 1n response to the mstruction to update the
value of the field of the first record, a compound key of the first record to not include the
version identifier associated with the third virtual clone such that a query subsequently received
at the third virtual clone and referencing the field returms the second record, and a query
received at the first virtual clone and referencing the field retums the first record.

{0069} In some embodiments, the memory also includes instructions executable to cause
the processor to modify, in response to an instruction to delete a record from the multiple
records and received via a third virteal elone, the version identifier of the compound key of the
record o not include a version identifier associated with the third virtual clone such that a query
for the record, subsequently received at the third virtual clone, docs not retumm the record, and
a query for the record, subsequently received at the first virtual clone, returns the record.
{8678 In some embodiments, the response is a first response, and the modified query is a
first modified query. The instructions can further be executable to cause the processor to
generate a second modified query including a version identificr of the second virtual clone if
the first response is null, the second virtual clone being an ancestor to the first virtual clone.

The instructions can further be executable to cause the processor o query the database table
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using the second modified query to generate a second response mcluding a set of records from
the multiple records based on (1) each record from the set of records of the second response
satisfying the second modified query; and (2) cach record from the set of records of the second
response having a version identifier associated with an ancestral path of the version dentifier
of the second virtual clone, and send the second response, includimg the set of records, as a
response to the guery.

{6671} In some embodiments, the instructions are further executable to cause the processor
to store, in the memory, an indication that the first virtual clone 1s a descendant of the second
virtual clone.

[6672] In some embodiments, the instructions are further executable to cause the processor
to generate a third virtual clone of the database table, the third virtual clone being neither an
ancestor nor a descendant of the first virtual clone, the multiple records including a record
having a compound key mcluding the value of the data portion and the version identifier
associated with the third virtual clone.

{6673} In some embodiments, an apparatus mcludes a processor and a memory in
clectronic communication with the processor. The memory stores a database table and
processor-executable instructions. The processor-exccutable mstructions include instructions
to cause the processor to generate a hierarchical tree including representations of multiple
virtual clones of the database table, the multiple virtual clones including a first virtual clong
{e.g.. node (2.2} of FIG. 5}, a second virtual clone (e.g., node (4,4) of FIG. 5) that is a child
virtual clone of the first virtual clone, and a third virtual clone {c.g., node (5.6} of FIG. 5) that
is a successor virtual clone of the second virtual clone. The processor-executable instructions
also melude instructions to cause the processor to modify a successor relationship associated
with the third virtual clone, in response to an instruction to delete the second virtual clone. The
processor-executable instructions also mchide instructions to cause the processor to delete the
second virtual clong, i response to the instruction to delete the second virtual clone. The
processor-executable instructions also include instractions to cause the processor to delete, in
response to the mstruction to delete the second virtual clone, the first virtual clone from the
multiple virtual clones when the first virtual clone does not have a child virtual clone after the
deletion of the second virtual clone.

{6674} In some embodiments, the multiple virtual cloneg further includes a fourth virtual
clone that is a successor virtual clone of the first virtual clone. The wstructions arc further
exccutable to cause the processor to modify a successor relationship associated with the fourth

virtual clone, in response to: the instruction to delete the second virtual clone; and a

26



WO 2019/089742 PCT/US2018/058432

determination that the fourth virtual clone is a sole descendant of the first virtual clone after
deletion of the second virtual clone.

[6075] In some embodiments, the instructions are further executable to cause the processor
to automatically wdentify a tfourth virtual clone from the multiple virtual clones and that does
not have a child virtual clone, and to delete the fourth virtual clone based on the automatic
identification. Alternatively, the instructions can be further executable to cause the processor
to automatically identify a fourth virtual clone from the multiple virtual clones and that does
not have a child virtual clone, and, in response to the avtomatically identifying, (1) modify a
successor relationship associated with a fifth virtual clone from the multiple virtual clones, and
{2} delete the fourth virtual clone.

076} In some embodiments, the instructions are further executable to cause the processor
to trigger a deletion of at least one further virtual clone from the multiple virtual clones m
response to moditving the successor relationship associated with the third virtual clone.

{6677) In some embodiments, the successor relationship is a first successor relationship
and the memory turther stores multiple successor relationships including the first successor
relationship.

[B078] In some embodiments, the database table includes multiple records and each record
from the multiple records mclades a compound key including a version identifier associate
with a virteal clone from the phurality of virtual clones.

[6679] In some embodiments, an apparatus includes a processor and a memory m
clectronic communication with the processor. The memory stores a database table and
mstructions execuiable to cause the processor to generate a hierarchical tree ncluding
representations of multiple virtual clones of the database table. The instructions can also be
executable, 1n response to an instruction to delete a first virtual clove (¢.g., node (4.4} of FIG.
5} from the multiple virtual clones, to modify a successor relationship associated with a second
virtual clone {e.g., node (5,6} of FIG. 53, the second virtual clone being a successor virtual
clone of the first virtual clone, delete the first virtual clone, modify a successor relationship
associated with a fourth virtual clone {e.g., node (3,3) of FIG. 5), the fourth vurtual clone being
a successor virtual clone of a third virtual clone {e.g., node (2,2) of FIG. 5), the third virtual
clone being an ancestor virtual clone of the first virtaal clone, and delete the third virtual clone.
{0684] In some embodiments, the mstructions are further executable to cause the processor
to detect that the second virtual clone is a sole descendant virtual clone and a successor virtual

clone of the fourth virtual clone, and to delete the second virtual clone in response to detecting
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that the second virtual clone 1s the sole descendant virtual clone and the successor virtual clone
of the fourth virtual clone.

{0081 ] In some embodiments, the database table includes multiple records and each record
from the multiple records includes a compound key mcluding a version identifier associate
with a virteal clone from the multiple virtual clones.

[6082] In some embodiments, the mstructions are further executable to cause the processor
to trigger a deletion of at lcast one further virtual clone from the multiple virtual clones n
response to the instruction to delete the first virtual clone.

{0083} In some embodiments, the instructions are further executable to cavse the processor
to antomatically identify a fifth virtual clone from the multiple virtual clones and that does not
have a descendant virtual clone. The instructions can also be executable, in response to the
automatically 1dentifving, to modify a successor relationship associated with a sixth virtual
clone, and to delete the fifth virtual clone.

[0084] In some embodiments, the memaory further stores multiple successor relationships
mehuding the successor relationship associated with the second virtual clone and the successor
relationship associated with the fourth virtual clone.

[O085] In some mmplementations, a conflict constraint ensures that if a record exists in the
table with a given compound kev, such as (1001, N), then the table will not contain any record
with a compound key of (1001, M}, where M is a version number that is an ancestor of N in
the version tree. For example, if the version tree is as shown in FIG. 8C, and if there 15 3 record
with key {1001, 4), then there i1s guaranteed to not be any records with key (1001, ¥V3) or key
{1001, ¥1}. There could, however, be a record with key (1001, 2), because V2 is not an ancestor
of V4 in the trec.

{0084} In some implementations, each record/row of a database table mutially includes a
version 1D of 1. The database table can then grow and shrink as a result of operations that
perform a fast-copy, addition, deletion, or modification, as described herein.

{6087] In some implementations, a delete operation can be performed as follows. A SQL
query received via a virtual clone (or “view"} can reference one or more records for deletion.
Each such record can be deleted as follows: If a record has version N, then that record 1s deleted.
Next, for each virtual clone along the direct ancestral path from the view to the “root” of the
hierarchical tree (1.¢., the database table instance), if there are children of those virtual clones
that arc not on the direct ancestral path, a copy of the deleted record with its version changed
to M is added to the database table of those children. For example, given the hierarchical tree

of FiG 4B, fa record with key {Pie, V2) is deleted through V2, then the record is deleted from
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the table. If a record with key (Pie, V1) is deleted through V2, then the record is deleted, and a
copy of the record with version V3 is added to the table, because V3 is a child of V1, and is
not on the direct ancestral path from the database 230 to V2. Notc that this delete operation
ensures that a subsequent read through V2 will not return any record with virtual primary key
Pie, and that subsequent reads through V3 will return the same resolt as before the deletion,
once the version mumber has been removed from the result. In additon, when such delete
operations are performed on a table satisfving the conflict constraint, the modified table will
continue to satisfy the conflict constraint.

{0088} In some implementations, if a deletion instruction instructs deletion of one record
and the addition of K new records with different versions, with K>0, this can be implemented
by changing the version number of the record to one of the new version numbers, then making
K-1 copies (each with a different version number). This optimization saves one addition, which
can be beneficial {e.g | increase efficiency of the database) if executing modifications is faster
than executing additions for the underlving database.

0089} In other implementations, a Boolean atintbute “deleted” can be added to each record.
As an example, given the hierarchical tree of FIG. 4B, if a record to be deleted via V2 has a
version V2, the deleted attribute for that record can be changed from false to true. If, however,
the record to be deleted via V2 has a version |, the processor can create and/or define a new
copy of the record with version V2 and the deleted attribute set to true. If the table does not
need to satisfy the conflict constraint, the record with version V1 can remain with its deleted
attribute set to false. If, however, the table does need 1o satisty the conflict constraint, another
copy of the record with version V3 and the deleted atinbute set to false can be created and/or
defined, and the record with version V1 can be removed from the table.

{6694] In some implementations, an inscrt operation {1.c., to nsert a record nto the
database table) is performed by first performing a deletion of a record matching the virtual
primary key of the to-be-inserted record, then mserting the new record with the version number
that is the parent of the virteal clone through which an insert instruction triggering the insert
operation was recetved. For example, given the hicrarchical tree of FIG. 4B, if a SQL query
meluding an nsert instruction (e.g., instructing the msertion of a new record with a virtual
primary key value of “Blackberrv™} is received via V2, the guery can be modified to first find
and delete any record accessible via V2 (1.2, any record having a value for the version attribute
that corresponds with a virtual clone in the ancestral path of V2, 1.6, V2 or V1) with the virtual
primary key Blackberry, then add a new record with compound key (Blackberry, V2). Note

that this addition operation preserves comphiance with the contlict constraint.
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{86091} In some implementations, an insert operation is performed {i.¢., a process in
response 1o a request o insert a record into a database table) by first performing a read (or
query) of the database table using that virtual primary key. If. during the read, a rosult is
returned that matches the to-be-inserted record, an error message may be returmed in response
to the request to nsert the record. If, on the other hand, no result is returned that matches the
to-be-mserted record, the record 1s inserted into the database table with the version number that
1s the parent of the virtual clone that received the request. For example, given the hierarchical
tree of FIG. 4B, 1fa SQL wsert operation through V2 would insert a record with virtual primary
kev Blackberry. this insert operation is modified to first perform a read for any record with
virtual primary kev Blackberry and a value for the version attribute of V2 or V1, using the read
operation described above. Hthe query retums any resulis to the read, then the processor returns
an error message in response to the msert operation, because this is an attempt to add a duplicate
record associated with a common ancestral path. If the query does not return a result o the
read, then the processor adds the record with compound key (Blackberry, V2). Note that this
msert operation preserves comphiance with the contlict constraint.

[8092] In some implementations, a modification operation on a record X can be
implemented by first deleting the old version of X, as described above, then adding/inserting
the modified version of X, as described above. Since both deletion and msertion preserve
compliance with the conflict constraint, the modification operation also preserves comphance
with the conflict constraint.

HEBIRY In some implementations, a version tree, such as the hicrarchical tree of FIG. 4B,
can be described in a separate table that is added o or associated with the database. The fast-
copy database system can also cache that the version tree information in memory, for example
so that queries can be translated quickly.

[(094] If the version tree 15 a long chain, with a small tree at the botiom, then the version
comparisons can be simplified. For example, instead of comparing the version o a long list of
acceptable versions, a subset of that list can be used for the comparison, ¢.g., by specifving
“version < 807, rather than a long list of version numbers that are all less than 80, Altematively,
ranges can be used, such as, for example, selection "10 < version and version < 15" instead of
explicitly searching on "version=11 or version=12 or version=13 or version=14". The
foregoing can be performed, for exarmple, by parsing the string that represents the original SQL
query, modifying the resulting parse tree, then converting back to a string before passing the

string on to the actual database.
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{8695} Alternatively, m other mstances the underlving database may support views and
stored procedures. If so, then when a fast-copy of the database is created, a view can be defined
for cach table, which ensures that selections from that version of the table will be performed as
defined above. A stored procedure can be created so that writes to the view will convert to the
record copying described above.

HEBSY In some implementations, a system for fast-copvable relational databases {eg.,
accessed from Java) includes a user program (¢.g., written 1n Java) that sends SQL queries to
the fast copvable database platform (e.g., also written m Java), which translates them before
sending them on 1o the actual database. Suppose, for example, a relational database has the

following table, named “people™

{86097} The virtual primary key 13 id | and there are 3 other attributes: name, age, and state.
The fast copyable database system {e.g., executing a fast copyable database process via a
processor} can convert this to a fast copyable table, by adding one hidden attribute, version

and adding an underscore to the other attributes and table name:

{0098} This new table has a compound kev, (id |, version }, and id_ can be referred to as
the virtual primary key, as noted above. So it is now possible for two records to have the same
il , as long as their version_ is different. The above example complies with the conflict
constraint, and operations with this example can preserve that comphiance. If some other table
had a foreign kev of id, the foreign key will remain unchanged, except that the foreign key will
match with the atirtbute named 1d  mstead of id. Originally, the foreign key linked to the virtual
primary key people .id, which means the foreign key linked to at most a single record in the
people table. But now, when the foreign key 15 used in a query, the foreign kev may match the
id of several records, and so the foreign key will be mterpreted as finking to the single record
out of that set of records, that has a version that is an ancestor of the view being used to perform

the guery. In mstances that comply with the contlict constraint, there cannot be two such
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records, because that would violate the conflict constraimt. As such, the hinking of foreign keys
can be compatible with the fast copyable database.

[B099] In some mmplementations, a restriction on the names of tables and attributes created
bv the user can be enforced. For example, a rule can be implemented that specifies that names
and/or attributes have a length of, at most, one character shorter than a typical table/attribute
size of the underlving database {e.g., a maximum size of 79 characters instead of 80 characters,
or a maximum size of 63 characters instead of 64 characters). Alternatively or in addition, a
rule can be mmplemented that specifies that names and/or attributes cannot end m an underscore.
This allows the tables and attributes to be renamed. This also allows the original table name to
be used as a view with stored procedures, if it is useful for the specific implementation.
[B8108] Now suppose, for example, the svstem (or processor) performs a fast copy operation
on version 1, to create versions 2 and 3 {as shown below}. The user code {executed by a
processor) can provide a version number with each SQL query, both for reads and writes, and
that version number will be the version of a leaf in the version tree. At this point, the user code
{executed by a processor) can no longer directly read or write version 1, because the reads and
writes are done at a leaf of the version tree. The system now looks bike the following, where

operations are described as taking place through the leaf virtual clones {circles).

{00101}  The fast copy operation didn’t change the table at all. It just changed the version
tree, which is shown at the night, and which is stored in a special table, which 1n some

implementations could be named versions {¢.g., with two underscores at the end), which is

not shown here, but which includes two attributes: parent and child.

[80192]  In some implementations, a user program creates a string, which is a SQL query to
be sent to one particular version of the database. The system will parse that string, modify the
resulting parse trec, then convert it back to a string, and send that modified string to the actual
database as a SQL querv. As such, from the user’s perspective, it appears as if they are
reading/writing to one of many databases copies, when they are actually reading/writing to the
single, combined database that represents the {ast-copies.

[06103]  Suppose the user {c.g., using the processor) adds a new record for Dave via virtual

clone 3. That will result n the following database table:
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{00104} Now. queries through version 2 will ignore {(1.e., not detect) the newly-created
record for Dave, bat queries through version 3 will see Dave. Suppose that the user {e.g., using

the processor) now performs a fast copy of version 3, yielding the following database table:

Sk e g

Thave

[06165] The Dave record includes a value for the attribute “version” of 3, so it will be

retumed by queries made via virtual clones 4 and 5, but not by quenes to virtual clone 2.
Suppose the user (e.g., using the processor) then changes Bob to Bobbie through virtual clone

2. The resulting database table 15

&8 £ i
3g O 3

[66106] Note that this “change” is implemenied as a deletion followed by two additions.
The original record (Bob, 1} is deleted, and a copv of the record is added with a version of 3,
because 3 15 a child of a node on the path from 2 to 1, but is not itself on that path. Then the
new record with the change is added with a version of 2, because the record is being modified
through virtual clone 2.

{86167} There are now two records with id =456, The copy of the old record 1s now version
3, and so is still visible to 4 and 5, just as it was before the operation. The new record is version
2, and 1s visible only via virtual clone 2, because the change was made through version 2. Now,
suppose the user (e.g., using the processor) deletes Carol through virtual clone 4. The resulting

database table 1s as follows:
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{06108]  This deleted the original {Carol, 1} record, then added two copies of the record with
versions 2 and 5, because 2 and 5 arc the nodes that are children of nodes on the path from 4
to 1, but are not themselves on that path.

1061092] In summary, in some instances, operations performed through virtual clong V are

performed as follows:

e Delete rocord: delete the original record with version N, but msert copies of
the original record for every child of a node on the path from virtual clone V
to virtual clone N that 1s not itself on that path.

e Add record: to avoid duplicate records being agsociated with the same
ancestral path, a previous record, including at least one value (e.g., virtual
primary key) common o the to-be-added record and within the same ancestral
path, may first be deleted, followed by the addition of the record with version
V.

¢ Addrecord (optional variant): first ensure a read wouldn't retum any record

with that virtual primary key, then return an error if it would, otherwise add
the record with version V.

e Modifv record: delete the old record, then add the moditied version of the

record.

e Querigs, Joins, ¢te.; for operations involving foreign keys, such as joins,

perform them normally, but only join records from two tables where those
records have version numbers that would be within the same ancestral path,
such that they are accessible via virtual clone V.

s (reate/Delete a table: ensure the user chose a legal name of the table (shoit

encugh, with the last character not underscore), then add an underscore to the
table name. Add the version  attribute.

e Cyeate/Delete an attribute: ensure the attribute name is short enough and

doean’t end 1 an underscore, then add an underscore.
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86118 Quenes of the database table include a version number. In some instances, there 15
a method (e.g., executed by a processor) to fast-copy a virtual clone. In some instances, there
is also a method {e.g. exccuted by a processor) to delete a virtual clone. In some
mmplementations, the user may only delete a virtnal clone if it1s aleaf If a deletion of a virtual
clone leaves an interior virtual clone without any children, then that virtual clone can be deleted
as well. In such an instance, a non-leaf virtual clone does not become a leaf. It just disappears
as soon as its children arc deleted. Over time, this may cause the tree to appear as a chain of
single-child virtual clones going from the root down to a deep level, afier which there 1s a small
tree with just a fow branches and a few nodes. These single-child virtual clones can waste space
and time, without contributing.

[B8111] In some instances, periodically {(or sporadically), the system can execute a
compression operation {e.g., exgcuted by a processor) to eliminate such single-child versions.
For example, if virtual clone 42 has only a single child, which is virtual clone 99, then an
operation (c.g., execcuted by a processor) can be performed on the tables, changing cach
version_ attrnibute value of 42 to a 99, and a sequence update involving the two virtual clones
i the tree can be performed, the result being represented as a single virtual clong with version
09,

[B6112]  Although the database may be accessed by several virtual clones, it 1s acceptable to
protect the entire database with a single rule, for example specifying that only one virtual
clone’s query is processed at a time, and/or that no queries are processed daring compression
operations. Even before the compression operation s performed (¢.g., by a processor), queries
can be optimized to reflect long chains within the tree. For example, when a query 1s performed
on version V=99, and if the ancestors of version V=99 are the verstons {1, 10, 12, 20, 23, 32,
421, then the query can be modified {c.g.. by a processor} to restrict itself to records with any
of those 7 versions. However, if there are no other vertices in the tree with mmmbers below 23,
then the query can be simplified {e.g., by a processor) to ask for {<=23,32, 42} In other words,
it would ask for records that have version 42 or version 32 or any version number less than or
equal to 23. Simularly, if the applicable vertices in the version tree are {1, 10, 12, 20, 23, 32,
421, but there are no other vertices in the tree between 10 and 32, then the query can be for {1,
10...32, 42} In other words, it would match versions that are equal to 1, equal 10 42, or any
number from 10 to 32 inclusive. These optunizations are particulardy useful when many
versions have been created and deleted.

[B8113]  The tfull SQL language is complex, with many powertul commands that a malicious

user might use to access information beyvond what is accessible via the virtual clone they are
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querving. In some implementations, this vulnerability can be lessened by allowing only a small
subget of full SQL to be used by the user, and to make the node throw an exception when
anything outside that subsct is received by the user. For example, in some instances, the system
may be configured to disaliow gquernies to a table or attribute whose name is built up by string
manipulation, because the user might use it to directly access people or version_ or

versions . The system can disallow dynamic SQL such as transact-sgl statements that are
compiled at run time. In some nstances, these restrictions can be temporary. If a query requests
the names of the attributes in a table, or the names of all tables, then the guery can be modified

, and remove the trailing underscore from

to remove attribute version  and table versions
other table names.

[B8114] The above description assumes that the tables and atiributes were created at virtual
clone 1, and not subsequently modified. However, the user may want to change a schema of
the database system after creating fast copigs {also referred to herein as “virtual clones™), so
that the different versions have different schemas. In some instances, two new tables, named
tables  and atinbutes  (both with two underscores), can be defined {¢.g., bv a processor and
stored in a memory). The tables  table can record the names of the tables in the versions. The
attnibutes_ table can record the attribuic names in cach table in cach version.

[B8115]  In some mstances, if any two virtual clones have a table with the same name X, then
both can be stored 1n the same physical table named X That X table can contain the attributes
that appear in cither of the X tables. If those two X tables each contain attribute Y, but they
have entries of different types, then the X table can contain two different atiributes with
different names, which are mapped to the corresponding Y atiributes by the atiributes  table.
[86116] I two different tables named X, associated with two different virtual clones, have
a different attribute (or set of atinbutes) as their virtual pnimary key, then the two tables can be
stored separately, and the tables  table can store what names were assigned to the separate
tables.

1061171 In some instances, the system can implement a method {(o.g., executed by a
processor} to scrialize and deserialize a single virtual clone, and to obtain the hash of a single
virtual clone. Serializing can convert the tables and data visible and/or applicable to that virtual
clone into a stream of bytes, which encodes the schema and the data for that virteal clone.
Deserialization can turn that stream back into 3 complete database. In some implementations,
both serializing and desenalizing can be done by trusted code {¢.g., exccuted by a processor),
not by user code. In some instances, deserializing can oniy be done at the moment that virtual

clone 1 is created. Normally, virtual clong 1 is an empty database with no tables visible to the
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user code. Deserializing a virtual clone regenerates the tables and data that were visible prior
to senalization.

[66118] In some instances, the hash of a database can be a SHAZ-384 hash of that serializing
stream, assuming it is being created in some canonical order. Similarly stated, if a database 1s
created by a certain sequence of SQL quertes, then that database gives the same hash, no matter
what computer executes those queries. So, for example, the svstem can serialize the tables in
the order 1 which they were created, and serialize the attabutes within a table in the order in
which they were created. Altematively, the svstem can serialize the tables in alphabetical order,
and the ficlds within the table in alphabetical order. In other mmplementations, this can be

optimized by caching the hashes of cach table and cach record.

Fast-Copies vs Snapshots

10611%9]  In some implementations, a database or data structure can be copied in three
different ways: by defining and/or creating an ordinary copy, or by defining and/or creating a
“fast~copy” (virtual clone}, or bv defining and/or creating a “snapshot.” The snapshot differs
from the ordmary copy and the fast-copv by being immutable. The ordinary copy and fast-copy
are both mutable, but differ in the amount of information stored.

[B8126] In FIG. 9, mittally (left tree, at {(a)) the data 1 can be accessed through the “view”
X. It 18 possible to both read and write to the data through view X Later, a snapshot Y s created
{at (b} from X, which creates a copy 2 of the data, after which 1 becomes immtable {gray).
After this, the data in 2 can be modified or read through X, and Y can read the data in 1, but
not modify it. Nexd, at (¢}, a snapshot Z 1s created from X, which makes the mutable copy 3,
and 2 becomes immutable. These snapshots can be implemented by making 2 a complete copy
of 1. Alternatively, the snapshot can be implemented by making 2 only contain the changes
that occur after the snapshot was created. Either way, the views Y and Z only allow reading of
the data but not writing {o the data.

106128]  The snapshot behavior differs from ordinary copy behavior. Ordinary copy
behavior can be described with respect to FIG 9. hutially, at (a) in FIG. 9, data 1 can be read
or modified by view X. Later (b), an ordinary copy is performed, which creates the view Y,
and also creates two copies, 2 and 3, of the data in 1. At that point, 1 can be deleted. After that,
2 can be read or modified by accessing 2 through X, and 3 can be read or modified by accessing
3 through Y.

[B6122]  This ordinary copy behavior differs from fast-copv behavior in the following way,

which can be described with respect to FIG. 9. Initially (a), data 1 can be read or modified by
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view X. Later (b), a fast-copv operation is performed, which creates the view {also called a
"fast-copy"} Y. This fast-copy operation creates 2 and 3, cach of which is initially empty. The
data in 1 is not deleted, but it becomes immutable. If a read is immediately performed through
either X or Y, it will pass through and read from 1. It a write 1s performed through X, the
change i1s recorded mn 2, and 1 does not change. If a write is performed through Y, the change
s recorded in 3, and § does not change. I a read 15 performed on X, and the requested
mformation is part of a change recorded in 2, then that information from 2 is returned. Butif 2
does not contain any changes to that prece of data, then the read passes through to 1. Similarly,
a rcad through Y will first check 3, and continue on to 1 only if the answer is not found in 3.
The data at the moment of fast-copying is shown as 1, and 1s grav hecause it is immutable.
Later still {c} the view X 1s fast-copied to vield Z, which results in the new 4 and 5, and m 2
becoming immutable. Finally if the view Y i3 then deleted, the resolt is as shown at (d} of FIG.
9. At {d) of FIGG. 9, there 1s no 3. It is deleted, because there are no longer any views that can
reach 3. In FIG. 9, cach of X, Y, and 7 1s referred to as a "view", and also referred to as a "fast-
copy™.

[86123] Insome implementations, a form of garbage collection can eventually be performed
on the data structure illustrated at (d) of FIG. 9. K 15 possible to merge 1 and 2 by taking the
data in 1, and applymg the changes in 2. It 1s then possible to replace 2 with this merged data,
and delete 1 entirely. This garbage collection can merease the speed of future reads from X and
7. Such reads can be faster because a read from X will only have to check 4 and 2 in the worst
case, rather than having to check 4, 2, and 1. Sinularly, reads from 2 will be faster because

they will only have to check 5 and 2 in the worst case, and not 5, 2, and 1.

Fast Copyable Maps

001247 A sct of key-value pairs can be implemented in a number of ways, such as a hash
table. Such a system (or processor) can add, delete, or modify the value associated with a key
({1} ime. It can also iterate through the key-value pairs in an undefined order in O(1) time
per pair. Such a data structure can also implement sets, such as by having an empty string as
the value in each pair. That would give O(1} time for checking set membership for an element,
though operations like intersection and union would be slower.

{86125] A fast copyvable map can be implemented several ways. One way {using FIG. 9 as
an example), 1s to create an object for cach circle {or virtual clong), cach object containing, for
example, a Java HashMap, and to create an object for cach square that represents a view,

Initially, reads and writes through X pass through directly to the underlying map within 1.
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[86126] Afier the Y fast-copy is made, empty maps 2 and 3 are created, and 1 15 marked as
mmutable. When a key-value pair 1s written to X, this will result nawnieto 2. A read to X
will first result maread to 2. Ifthe key is not found in 2, then a read to 1 is performed. Similarly,
after Z 1s fast~copied, a read to Z results in a read to 5. If that fails, then 1t reads 2. And if that
fails, then it reads 1. 50 a write to a given square causes a change to the adjacent circle, and a
read will walk up the tree until cither the key 1s found, or the root has been quenied. In FIG
9(b), if a writc operation to X deletes a given key-value pair, then the processor can copy that
key from 1 into 2 with a "value" that is a special value representing that the key-value pair does
not exist, Thus future reads to X for that key-value pair will stop at 2 and report that there i3 no
value for that key, instead of continuing on to 1 and returning the original value for that kev.
{00127} Beration on the pairs in £ can be done by iterating through the pairs in |, then in 2,
then i 3. A kev-value pair in 1, for example, is used only if a query shows that it key s in
neither 2 nor 5. Simularly, a key-value pairin 2, for example, ts used only if a query shows that
its key is not in 5. A key-value pair in 3, for exaraple, is used without checking any other map,
because 5 s a leaf of the tree of circles.

[86128] I the underlyving map iterates in an arbitrary order, then this approach will alse
iterate m an arbitrary order. if the underlying map iterates through key-value pairs in the order
m which they were last modified, then this approach will do the same. In both those cases, the
time per element is O(1) for a tree of fixed depth, or O(log d), 1f the tree s d levels deep.
106129] I the underlying map iterates in some other order, such as by sorting kevs
alphabetically, then this approach would vot automatically do the same. Instead, the system
can first copy the kevs to a buffer, then sort them, then iterate through that buffer. That is an
expensive operation, ncreasing the amortized time per element from O(1) to Oflog n} forn
ttems. That may still be acceptable, for some applications.

[B8136] Further optimizations are possible at run time. For example, n FIG. 9(c), the map
i 2 can be replaced with a new map that merges 2 and 1. Then, the new 2 would be a root of
s own tree, and 1 would lose that child. When 1 no longer has any children, 1 can be deleted.
Simtlarly, i FIG. 9{c}, 5 can be replaced with a merging of 1, 2, and 3, and then become its
own root. Merging two immutable tables Iike 1 and 2 may take some time, but 1t can be done
i g background thread. Additionally, once if 18 finished, the mereed map can be swapped for
the old map, and the resulting trees become shallower, increasing specds for reads and
itcrafions.

[B8131]  In addition, if views are deleted, some of the circles become naccessible and can

then be deleted from memory, and any work on merging them can be aborted. This allows the
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system to reflect FIG. 9(d). This might be triggered by the garbage collection process in the
vadertving language. Alternatively, the system can implement a method for explicitly deleting
a view, and maintain reference counts to determing when a circle 1s orphaned, at which point
it 15 deleted.

[66132]  Deletions of kev-value pairs can be implemented in the root map by actually
deleting the kev-valoe pair. In maps other than the root, such a deletion can be done by
changing the value to a special “deleted” object. When merging maps causes a new map to
become the root, then an iteration through 1ts key-value pairs can be done to remove the key-
value pairs with the “deleted” object.

[B6133]  Another approach is to use a single data structure such as a trie, instead of having a
tree of hash tables. For a trie, each key can be a fixed-length hash of a predefined size such as,
for example 16, 32, or 64 bits. A map is represented by a binary tree, whose n'* level represents
the n™ bit of a kev, and a key is looked up by walking down the 16 {or 32 or 64) levels. The
value is then stored at the leaf at the bottom level. To handle kev hash collisions, the leaf stores
a Iist of kev-value pairs, though that list would be expected to be very short, on average,
cspecially if the hash function is unknown to an attacker who might try to choose kevs to cause
exeessive collisions. It is also pogsible to improve both speed and memory requirements by
using an n-ary tree rather than a binary tree. For example, a 32-ary tree would have only a fifth
as many levels, because 32=2°,

106134]  The foregoing descnibes a standard trie. To convert a standard trig to a fast-copyable
trie, each edge in the tree can be labeled with information about which data versions it applics
to. So, in FIG. 9¢a) a given kev-value pair can be added, and its edges can be marked with a 1.
Then, after Y and Z are fast-copied, akev-value pair can be added to Z. That can invelve adding
more edges to the tree, which can cach be marked with a 5. When a key is read from view 2,
the system can start at the root, and follow edges matching the bits of the key, but only those
edges that are marked with a 1, 2, or 5. Of course, this means that the graph m FIG. 9(c) 1s
explicitly stored in memory, or at least Z can identify {¢. g, by storing an association with Z}
that its path to the root of the graph m FIG. 9(c) passcs through circles marked 1, 2, and 5.
[86135] As more tfast-copies are made, the conditional check on the edges can become more
complex. For example, a query might eventually walk down the trie, following only edges that
are marked with one of the mumbers {1,2,5,17,32 65,82 97 99} However, in some applications,
it may be the case that the graph m FIG. 9 15 expected in the long term to evolve into a long,
thin chain from the root to near the bottom, which then branches out imto many branches near

the bottom. If the numbers in the circles are assigned in numeric order {as is the case in the
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figures}, then nstead of checking whether an edge is marked with any number m the long hist
{1,2,5,17,32,65.82 9799, it may be possible to check that the number is in the Hst
{<80,82,97.99}, where that “<80” entry matches any number less than 80, In other words, the
boolean condition need not grow in complexity over time, even ifthe tree m FIG. 9 grows taller
over time, as long as the tree ts a cham with a small tree at the bottom. To delete a key-value
pair, aspecial “deleted” object can be used, as described above. Or, such a deletion can be done
by marking edges as being deleted in certain versions. Then, a version may delete a key, which
marks some edges m the trie as deleted for that version. In that case, for FI1G. 9(c), an edge
counts as being in the trie for view Z if the highest number of {1,2.5} that is mentioned for that

edge indicates that the edge is added, rather than deleted.

Fast Copyable Arravs

106136]  Once a fast copyable map has been created, fast copyable versions of other data
structures can be created. For cxample, a fast copvable array can be builf by combining an
actual array with a fast-copvable map, such as the fast-copvable map described in the previous
section. Inttially, when there is only one virtual clone or view, reads and writes go directly to
the array. After fast-copying, writes go to the map, with each key-value pair using the array
mdex as the key and array element as the value. A read first checks the map, and 1t 1t does not
find the mdex, then it reads from the array. Multiple fast copy operations can result in a tree
of maps. A read from one virtual clone or view will walk up the tree until it finds a map with
that kev, or until it reaches the root of the tree, which is the actual array.

{86137}  As before, it is possible to occasionally compress the version tree. For example, n
FIG. 9{c), it would be possible to create a new array reflecting 1, 2, and 5. Once the new array
is oreated, view Z can connect o this new array, associated with an empty map. Aftersuch a
compression, reads and writes will both be faster, until there are further fast-copies that grow
the tree again. This process can be repeated/iterated. The same approach applies to almost any
collection, not just arrays. The arbitrary collection is wrapped in an object that includes a fast
copyable map, and reads and writes check the map betore checking the collection. Reads and
writes can become slower as multiple fast-copying operations grow the version free, and then

become faster when the tree 1s compressed.

Fast Copyable Filesystem
[06138] In a fast copvable filesystem, a virtual clone or view object can represent an entire

filesystem. The virtual clone or view object appears, 1o a user, {0 be a separate hard drive
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containing a tree of directories containing files. A fast copy operation appears, to a user, to
create a new hard drive with an exact copy of the original. As such, both drives can be modified
mdependently, and changes to cither will not affect the other. This can be implemented by
having one actual directory containing the files from all the versions. A fast copyable database,
as described herein, stores the directory tree for each version, and pointers to the files in cach
directory. If two versions both contain an identical fife, then the svstem only needs one actual
copy on the real hard drive, and the database can store two pointers to the actual copy. When
the tast pointer {o a file is deleted, by deleting the file from the last view that can see the file,
then the system deletes the physical file on the physical hard drive. This approach makes
copying an O{1) operation. It also saves hard drive space, by only stoning a single copy of
duplicate files.

[8013%]  The system can be further optimized by partitioning files into small chunks, such
as, for example, 2 KB chunks. Then the database stores a list of pomters for each file, pointing
to the chunks that make up that file. In that way, f two files have the same contents for the first
2 KB, then only one copy of that chunk is physically stored, which further saves space. In this
way, duplication is redaced, not only for the case of two virtual clones or views having access
to the same file, but also for the case in which a single virtual clone or view represents a
directory tree having identical files in two ditferent directories.

[00146] I there is 2 need to quickly calculate hashes of files or entire directory subtrees,
then that information can also be stored in the database. The hash of cach chunk can be stored,
and modificd when the chunk 1s modified. In fact, in some mstances the filename of the chunk
m the underlying tilesvstem can be defined to be the hash of the file in hexadecimal. Ifthere is
only one pointer in existence to a given chunk X, then a modification of the chunk can include
a change to the filename. When there are multiple pointers to a given chunk Y, then a
modification of the chunk Y can be implemented by making a copy of the chunk, modifying
the copy, then renaming the copy with its hash.

106141 In such instances, the hash of a file can be an incremental hash, such as the hash of
the concatenation of its chunks. Alternatively, the hash of a file can be defined as the sum of
the hashes of (position, data) pairs for the chunks m the file. The hash of a directory can be the
sunt of the hashes of the files in the directory. When a file 1s changed, the database can update
the affected hashes, for example in a background thread. Alternatively, the hashes may not be
calculated until a call to a method requests the bash. In such instances, the hash can be
calculated on demand. This architecture facilitates implementation of an additional feature that

1s not usually present in traditional file systems. Filesystem “transactions” can be implemented
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i the database sense. When the svstem (e.g., via a processor) calls the filesystem methods to
manipulate the filesysteny, the system can call a method (¢.g., executed by a processor) to
nitiate a transaction, then make multiple calls to add, remove, or modity files, then call a
method {e.g., executed by a processor) to conmumit the iransaction. In some such
implementations, even if the system were powered down at any time, the filesystem would end
up reflecting either all of those operations or none. This abiity is generally not added to
traditional filesvstems because it would involve calls to a traditional database in ways that
would slow down the system. The fast copyable filesystem disclosed herein, however, is
alrcady paving that computational cost for other reasous, so adding transactions actually has
very little additional/increraental cost.

{30142} In some implementations, a “transaction” at the level of the filesystem can be
mmplemented as a “transaction” at the level of the database. If there is a crash during the middle
of an operation, the database recovery method {(e.g., executed by a processor) can include
rolling back the database to the beginning of the databasc transaction. The database recovery
method can then do a pass through the stored chunks to see if any are no longer referenced by
the database, and delete any such identified chunks. This facilitates fast recovery of a correct
state, followed by a longer process {¢.g., in a background thread) to recover wasted space. In
this approach, chunk files are not deleted until after the commit has been sent to the database,
and the database is updated.

106143]  The following includes a detatled discussion of a system for a fast copyable
filesystem (c.g., accessed from Java). The user program {¢.g., written in Java and executed by
a processor) calls methods of the fast copyable filesystem platform (e.g., also writien in Java
and executed by a processord, which supports common filesystem operations, plus a few
GHCONINON 0nes.

[B6144]  The fast copvable filesystem can allow the user code and/or process (executed by a
processor) to access what appear to be volumes, directories, and files. Unbke known

filesystems, fast copyable filesystems described herein can facilitate:

- fast copying of a file, directory tree, or volume

-~ fast calculation of the hash of a file, directory tree, or volume

- serializing and deserializing a file, directory tree, or volume

- senalizing and desenalizing a subset of those (for differential copies)
- an emphasis on read speed over write speed

- automatic de~duplication of redundant directonies, files, and portions of files
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- ability 1o find a file or directory given only its hash (i.¢. hashes are pointers)

- read-only SQL quenies over a database of metadata for the filesvstem

106145] In some implementations, the filesysiem implements the following:
YVolume ~ a virtual hard drive, with / as its root directory

Birectory - some metadata plas a sorted list of § or more { <263} files and

directorics
File - some metadata plus a sequence of O or more { < 263} bytes
ACL (Access Control List) - a file or directory containing a group of identities

Fdentity- a public key (stored in an ACL) representing someone who might access

the filesystem

Entity- a file or directory (may or may not alsc be an ACL)

Chunk -~ a sequence of § to CHUNK_SIZE bytes (physically stored as a Java file)
Chunk tree - a set of 1 or more chunks, arranged 1n g tree, to represent | entity
CHUNK_SIZE = 4096 (or a different constant)

Metadata - information about one entity, including its name, size {calculated

multiple ways), access permmussion, user-defined metadata, ete.

Permissions - an eotity has cither READ permissions for everyone, or it has a
specificd ACL group of those who have READ permissions. And similarly for

WRITE.

[86146] In some implementations, the filesystem does NOT mplement the following:

Links - this filesvstem has no links, hard links, soft links, symlinks, aliases, ¢tc.
But the fast cloning allows something sinnlar: instead of putting a link to a hibrary
m a directory, you can simply copy the whole library to your directory, and thig

will use as little storage as if vou had used a link.

Birectories . and .. - the data structures don't reflect the exastence of the . or .
directories. But the interface can correctly interpret path strings from the user that

contain those, such as "/here/. /there
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{Compressed/encrypted directories - there is no equivalent of a compressed or
encrypted directory, as m Windows or OSX. However, a weaker form of
compression {deduplicating chunks) 1s implemented wniversally. Moreover, if a
directory tree has the readAcl tlag set to true for each of its files and
subdirectories, then data, filenames and directory names will be encrypted, though

the topology of the directory tree and the file sizes will still be visible.

Rsync and Time Machine - in some instances differential copving and/or

differential backups can be implemented on the filesystem.

Unix-style permissions - becanse of the nature of the fast copyable filesystem,
there 1s no inherent concept an owner, group, or users for a file or directory. Out
of read, write, and execute operations, only the first two are meaningful,
Therefore, the fast copvable filesystem can allow cach file or folder an optional
access control list (ACL) for READ, and another ACL for WRITE. If a user’s
apphcation needs anvthing beyond that, the user can add that as part of the user
meta data. Furthermore, the exact definttions of READ and WRITE here are

shightly different from those in Unix and other systems.

180147}  To auser, the filesystem appears to function as follows: A volume 1s like an external
hard drive, with / as the root directorv. A volume contains a directory tree. Each directory
comtains a set of directories and files. It docs not contain the two directories . and .. or anything
equivalent (though in some instances a user interface can simulate their exastence). In some
mstances, the user cannot create or see hard links, soft links, symlinks, abiases, etc. The visible
directory tree appears (to the user) to be a tree, rather than a DAG or a cvelic graph. The user
sees the fast copyable filesystern as an ordinary filesystem, but with writes being slower than

asoal, and with the following operations being faster than usual:

- Fast-copyv a file, directory, or volume

- Obtain the hash of a file or entire directory trec

- Obtain the size in bytes of a file, directory, or entire directory tree

- Serialize/deserialize a file or directory tree to a stream {¢.g., Java stream)

- Serialize/deserialize a set of chunks to a stream (¢ g., Java strecam)

- Obtain mformation that makes it casy to define differential copies (like rsync)

- Read-only SQL gueries on a database of the metadata for files in a given volume
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[86148] Thesystem {e.g., using a processor) can perform fast cloning of files and directorics,
quickly obtain the hash of a file or directory, and serialize / deserialize files and directory trees.
In some instances, a Distributed Hash Table (BDHT) 15 added to the fast copyable filesystem
platform and users can find and download a file or directory tree from the internet, given its
hash. In such mstances, that download can be efficient, transferning only the data that the user
does not yet have.

[0614%]  The user sces the contents of a volume as being a finite troe of directories - not as
being a DAG, a cychic graph, or an infinite tree. Fach of those directories can contain files and
other directories. Some of the files and dirsctories can be marked as bemng ACLs, and are
normally hidden, but can be seen by the user when requested.

[B8156] In some instances, the access pernussion model includes READ and WRITE, but
not EXECUTE, and is built upon hierarchical ACL groups of IDs. A user has READ
permissions for a file or folder if its readAll is true, or if its readAll s false and its readAct
mchudes that user. The WRITE permissions are defined stmilarlv (with write All and writc Ach).
[86151] In the following table, 1f the user has the permissions listed at the start of a row,
then they are allowed to perform the colored operation (Red=no nghts, Yellow=rcad rights

only, Green=rcad and modify rights) on the thing listed for its column. The first 4 columns are

for metadata.
readAll, writedll, name, All other File Directory
readAct writeAcl userMetadata | metadata contents contents
Read Read Read Read
MNone ] {red) {red) ]
{yeliow) {yellow) {yeliow) {yellow)
Read Read Read Read Read
READ ) Read (yellow) - )
(yeliow) {yeilow) {yeliow) {yellow) (yellow)
) Read, Read,
Read ] ] )
WRITE o modify {red) maodify {red) {red)
{yeliow)
{green) {green)
Read, Read, ] Read, Read, Read,
READ, ] _ Read, modify ] .
modify modify ‘ modify modify maodify
WRITE {green) .
{green) {green) {green) {green) (greeny
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Read = user can read the data

Absence of Read = the user can only read an encrypted version of the data, or copy

the file or directory to another location, or serialize/deserialize the data

Modify = the user can change any portion of the data. For a directory, that includes
changing the directory's own name and adding/deleting files/directories within that
directory, but does not necessarily allow reading or modifving filenames of those

within that directory.

In some instances, the user can copy, senalize, or desenalize a file or directory tree,
regardless of its permissions. At the time the user dogs so, the user may optionally set
the write permissions for the file or for everything in the directory tree (i, set the

writc All and writcAcl for each of them).

[O8152] An "entity" can be a file or a directory. Each entity has ifs own metadata and
contents. The "contents” of a file are defined to be the byte sequence within that file. The
contents of a directory are defined to be a sorted sequence of hashes of the files and directorics
within that directory. In some mstances, cach entity is physically stored 10 a chunk tree made

of chunks, as defined below.

1061531 A "chunk” is a sequence of bytes that is physically stored as a single file i the
underlying filesystem {e.g., provided by Java). The directories and files and ACLs 1o the fast
copvable filesystem can be virtual. In such implementations, only chunks physically exist on
the user's hard drive. While users do not sec the chunks, the underlying physical filesystem
operates and/or uses chunks.

[B8154] A chunk has a filename 0 the hard drive's physical filesystem {e.g., provided by
Java). In some nstances, that filename can be the 256-bit hash of 1ts contents, in lowercase
hexadecimal. Thus, once a chunk 1s written to disk memory, the chunk 1s not modified, though
it may be deleted. In some instances, the chunks can be stored in a single directory m the
physical filesystem {c.g., provided by Java) in a memory. In other instances, a directory
containing subdirectories, where the chunks are divided up according to the first fow characters
of their filename, can be used to store the chunks in a memory.

[BB155]  In some instances, a chunk is not larger than CHUNK _SIZE bvies. This global
constant can be defined to be, for example, 4%1024. In other mstances, the CHUNK SIZE 1
between 4% 1024 and #* 1024%1024 used by OSX sparse bundies.
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[86136]  One or more chonks can be combined to form a "chunk tree”, which is used to store
a single entity (file or directory). The first chunk starts with a "depth"” byte, giving the depth of
the tree. So Ox01 means the tree s just a single chunk, which is both a root and a leaf, 0x02
means the children of the root are all leaves, etc. The depth byte is foliowed by the "fixed"
metadata elements for the entity, as defined 1o the metadata section below.

1061571 For a small enough entity, this is followed by the rest of the metadata, then by the
contents of the file or directory. {The "contents” of a directory are a sorted list of 32-byte hashes
of each file and subdirectory within the directory). As an example, if the data stored 1s at most
CHUNEK SIZE bytes, then the data its in a single chunk, and that chosk will have a depth of
one {0x01), and that chunk includes the entire chunk tree for that entity.

[B3158] I the entity 15 too large to fit n one chunk, then the fixed metadata 1s followed by
a sequence of hashes of the children chumks. Hach of the children chunks include a sequence
of hashes of their children's chunks, and so on, for the interior chunks in the tree.

[0613%9]  The leaf chunks, when visited in breadth-first order, contain the rest of the metadata,
then the contents of the file or directory. In some nstances, the start of the contents is in a
separate leaf chunk from the end of the metadata.

[00166] In some instances, the tree topology ts uniquely defined, as follows. if the tree can
fit in a single chunk, then it is fit within a single chunk. Otherwise, the system can define the
tree such that if the nodes are vistted in breadth-first order, the carlier nodes are as large as
possible, subject to the constraint that no single leaf node can contain bytes from both metadata
and contents.

[86161] Insome instances, cach entity (file or directory) can contain the following metadata,
i the following order, and divided here into 3 categories for convemence: (fixed, varable,

sensitive).
Fixed:
1. filesystem - 2 bytes - filesystem version when last modified
2. entity type - | byte:
O0x00 = ENTITY FiLE=afilc
0x0l = ENTITY DIR = a directory
0x80 = ACL_FILE = file representing an ACL group

0x81 = ACL_DIR = directory representing an ACL group
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3. size - § bytes - number of bytes in this file or single divectory, if there weren't

any chunk deduping

4. sizeSMetadata - 3 bytes - number of bytes of Sensitive metadata

[

. size YV Metadata - 8 bytes - number of bytes of Variable metadata

6. sizeTree - 8 byies - only present for dircctories: total size of the files and
directories i this directory tree if there weren't any deduping

7. readAll - 1 byte - true (0x01) if evervone has READ permissions on this file

or directory. Otherwise false (0x003 to hmt them to an ACL.

8. writeAll - 1 byte - true (0x01) if evervone has WRITE permissions on this file
or directory. Gtherwise false (0x00) to limit them to an ACL.

Seunsitive:
9. name - the filename or dirgctory name 15 a non-empty string (e.g., fava
string) with String leagth()<=255. Similarly stated, at most 255 UTF-16 code
units. In some mstances, all Unicode characters are allowed, including the slash

and colon. In some instances, there 1s no hinut on path lengths.

10. userMetadata - a list of key-value pairs, where key and value are both
strings (¢.g.. any legal Java String is ok}, and multiple pairs can exist for the

same key. This s empty unless the user calls the method to add pairs.
Variable:

11. readAcl - 32 bytes - present if read Al 1s false - hash of an ACL file or ACL
directory tree representing the ACL group of 1Ds that have READ permissions.
The svstem can ensure that a directory's readAc] 1s the hash of an ACL file or
ACL directory stored within the directory. A file's readAc] can be the hash of an
ACL file or ACL directory stored in the same dirgctory as the file.

12. writeAciHash - 32 bvies - present if writeAll is false - a hash similar to the
readAct, though possibly pointing to a different entity.

13, encryptedKeys - present if read Al is false. A list of one encrypted key per
public key in the ACL group. The Iist 15 stored as an 8-byte count, followed by
gach of the encrypted kevs, 1n the order corresponding to the sorted hist of IDs in

the ACL group.
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{00162}  In some instances, in addition to the 4 types of size that are stored, there is a 3% kind
that is not stored, but is re-calculated (e.g., by a processor) as needed. This is a "deduped size”,
which is the total size of the unique chunks in this file or directory tree. This would be the size
on disk memory 1f deduping were to occur within this file or directory tree while ignoring
chunks outside the file or directory tree.

{86163} In some instances, an entity whose readAll is false can be partially encrypted (e.g.,

'

using a processor). The "sensitive” metadata is encrypted, but the "fixed” and "vanable”
metadata are not encrypted. The contents of a file are encrypted, but the contents of a directory
are not encrypied.

[06164] In some nstances, the encrvption can be XTS (NIST SPROC-38E) with a random
kev. The XTS "data unit” is each entire chunk, except for any chunk that contains both sensitive
and variable metadata, for which the data unit is just the sensitive portion. The encryption of
the sensitive metadata can be an XTS encryption using the random key. The encryption of the
contents of a file can be a separate XTS encryption using the same kev, but with its bits flipped.
Thus, if the sensitive metadata i1s modified by extending its length, part of the metadata can be
reencrypted, but the contents are not reencrypted because the contents start at the beginning of
anew chunk.

[86165] The random key can then be encrypied (¢.g.. using a processor) with cach of the
public kevys in the sorted list of public keys from the ACL group, and the results are stored as
encryptedKeys. For an ACL file, the ACL group is a sorted hist of the 1Ds 1n the ACL file. For
an ACL directorv, the ACL group is a sorted hist of the 1Ds i the ACL files within the directory
tree whose root is that directory.

[08166]  In some instances, when the ACL ID group changes by adding an ID, then a new
encrypted key can be added to the list of encrypted kevs. When an {D is deleted, then a new
random kev is chosen, the list of encryvpted kevs 1s recalculated, and both the sensitive metadata
and contents are decrypted with the old kev and reencrypted with the new key. Write caching
can be used to optimize this process, for example by allowing several changes to the ACL to
be made in rapid succession, then conducting the reencryption once for the changes.

{88167}  User metadata can be a sorted list of (key, value) pairs. Hach key 1s a string {(¢.g.,
Java String), and each key 1s unique. Each value can be a Java List<byte[]>, with the order n
the list being the order in which various values were added by the user. The user can add and

delete values. When there are no values left, the pair is deleted.
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[006168] cse kevs can be any String the user wants. In some implementations, an empty
string is permissiable, but null is not. Examples include "creatorApp” or "openWith", or
"source”, with the value being a hash of a directory tree {(where the first two cases have a single
executable m the top directory). Other examples include "thumbnail” associated with a small
1pg, or "createdDate” or "modifiedDate" associated with a time and date, or "pmned"” associated
with the 1D of each user that wants this file to continue existing. The {ast copyable filesystem
platform may use some or all of these, depending upon what kevs the user provides.

[8616%] In some implementations, the size ficld can be a signed 64-bit integer giving the
total size in bvies of every chunk in the chunk tree for this entity. If the same chunk appears
twice in the chunk tree, then it is counted twice. Accordingly, the size ficld is the amount of
physical disk memory space the chunk tree for the entity would take up it there were no
deduping.

106176]  The treeSize ficld is present for a directory, but not for a file or ACL. The treeSize
ficld can be the sum of the size for this directory, phus the size of each file n this directory,
plus the treeSize of each subdirectory n this directory. This is the amount of space this
directory tree would take up in memory, if there were no deduping,.

{86171}  In some instances, the fast copvable filesystem platform can also keep track of how
many bytes each user is responsible for. For a file, users that pin the file can be charged "size"
byvtes. For a directory, users that pin the directory can be charged "treeSize" bytes. When a file
has no one pinning the file, then an app may decide to delete the file to save memory space.
When a directory tree contains no pinned files or directories, then that entire directory tree can
be deleted (e.g., using a processor) to save memory space. This means that users are charged
for the space they are causing to be used, ignorning the deduping that happens when two users
pin the same thing. The fast copvable filesystem platform can ensure that the fast copyable
filesystem platform doesn't pin both a directory and an entity inside its divectory tree.

[88172]  The above described filesystem has fast reads and slow writes. It also has a fast hash
calculation. If the user requests the hash of a file or directory, the answer is simply the physical
filename of the root chunk of its chunk tree. This can be stored in the relational database along
with the metadata, and so can be retumed guickly. In some instances, the SHAZ-256 hash can
be used throughout the filesystem. In other instances, the SHA3-256 hash (or any other suitable
hash} can be used throughout the filesystem.

{00173  Although in some implementations the filesystem has slow writes, it does have the
benefit that whenever two files are created that happen to have the same bytes in one of their

chunks, then only a single copy of that chunk is physically stored in the memory, thereby
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reducing the consumption of storage space and making it possible for a user to make copies
that they wouldn't otherwise be able to make. For example, instead of making a link in a
directory to a library, the user {¢.g., using a processor) can simply copy the entire library o
that directory, and that virtual copy will use less storage than an actual copy.

[808174]  In some instances, if the user copies a file or directory {even from one volume to
ancther}, then physically the system (¢.g., using a processor) only copigs pointers {o the entity's
root chunk, not the actual chunks themselves. Here, "pointer” can mean a hash of the entity,
which 1s stored in the metadata of other entitics, and in the database. If directories /X/ and /Y/
both contain file A with filename N, and the user modifies /X/N, then the system will make B
as a copy of A, make the requested modification to B, change the pointer from /X/N to point
to B, and leave the original /Y/N still pointing to A

[86175] Initally, the above can be coded as described. That means that each wnite can
mvolve recalculating hashes and creating new chunks, which are stored in new physical files.
In some mstances, the system can be made faster by caching writes in RAM, and only writting
them to disk memory after a delay, so that multiple writes to the same file will coalesce into a
single step of hashing and chunk creation. Additionally, in some sach instances, multiple files
changing in a single directory can result in a single change to that directorv and those above
that directory in the directory tree. In that case, reads are preceded by querving the database to
see if there are currently any cached writes that would affect the value read.

{00176}  In some unplementations, the chunks that make up a file are not viewable by a user
— rather, the user just sces the file itself In other implementations, however, the system can be
contigured to perform several methods (e.g., executed in a processor) related to chunk hashes.
The system can allow the user to find the hash of the root chunk of a file or directory. This is
defined to be the hash of that file or directory, and can be used throughowt the system as a
pointer to that file or directory.

0881771 In some implementations, the user can call a method (2 .g., executed by a processor)

to serialize a file or directory tree or list of chunks (referenced by their hashes) to a stream of
bvies. Alternatively or in addition, in some implementations, the user can call a method (e.g.,
executed by a processor) to desenialize such a stream, and create a new file or directory within
a directory chosen by the user. Deserialized chunks can be transparently/mvisibly added to the
filesystem, and subsequently converted to visible files and direciory trees, for example when
the entire file or directory has its chunks present. When the user mdicates that they are done

desenalizing, the system can garbage collect any chunks that weren't used. Such garbage
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collection can also occur periodically {e.g., once a nunute, once an hour, once a day, eic.),
sporadically, or at any other predetermined time or time interval.

[66178] I the user calls the serialization method (¢.g., executed by a processor) for a file,
then the processor can serialize the entire file (i.¢., the entire chunk tree, in depth-first order,
pre-order traversal}, and output the contents of each chunk. In some implementations, none of
the chunk names are serialized. If a user requests to serialize a directory tree, the processor can
serialize the entire directory tree (i.¢., the chunk trees of the subdirectories and files in the
directory tree}, domg a depth first search of its directories. In both cases, serialization works
recursively, seralizing the root chunk, thee cach of the hashes it contains, and so on. The
system stores an indication of and/or remembers the chunks senalized so far, so the processor
doesn't senalize the same chunk twice.

[88179]  Ondeserialization, the system can calculate the hash of each chunk from its contents
{e.g.. to determine the filename for stormg that chunk), and after the process is complete, can
discard any chunks that didn't end up being a valid part of a complete entity.

[86186] I the svstem senalizes a set of chunks (by passing m a set of their hashes), then the
system sertalizes just the bytes in those chunks, in the order given. The method returns a set of
chunks referenced by the set of chunks. If the user descrializes such a set of chunks, then the
chunks are added to the svstem, and the system returns a set of the chunks referenced by the
set of chunks that are not already present on the user's computer.

106181]  The gystem {or processor) can also execute a method for senalizing the non-leaf
chunks of a file or directorv tree. On deserialization, the system retums to the user the hashes
of the leaf chunks that are not already present on the user's system. So, for example, Alice
{using the processor at compute device Alice} could serialize to Bob (1o the processor at
compute device Bob) the leaves then the non-leaves, and Bob would learn as early as pogsible
exactly how many bytes are going to be sent from Alice to Bob. Or, in an alternative svstem,
Alice could serialize to Bob the non-leaf chunks, then Bob could notify Alice of the hashes of
the leaves Bob has not vet received, then Alice could serialize just the leaves Bob has not yet
received.

[86182] One benefit of chunk set senalization is that it allows Alice to efficiently send Bob
a directory treg, which happens to contain many files that Bob already has. Alice first senializes
just the hash of the root chunk, and sends it. Bob deserializes the hash of the root chunk, into a
directory of his choosing. If that method {¢.g., exccuted by a processor at Bob) call retums a
non-empty list of hashes, then he sends that list to Alice, and she sends back to a serialization

of those chunks. Bob then deserializes the chunks, and sends to Alice the list of chunks they
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reference that he still doesn't have. This continues until Bob has a copy of the entire directory
tree. In this manner, Alice transfers an entire directory tree, without sending a chunk that Bob
alrcady has.

[B6183] In some instances, during desenalization, the relational database can keep track of
and/or store the metadata of the new chunks, files, and directories. In some instances, at any
given time, the user can sec a file or directory as existing in the filesystem once all of its chunks
{and its subdirectorics' chunks, recursively) have been received.

[66184] In some instances, a desernalize Done method executed by the system (or processor)
mdicates that the user is done deserializing. At that point, the system can discard any chunks
that didn't end up as part of a valid entity. At the time of deserialization, the user can request
that the new file or directory tree be set to have a given WRITE pernission. This can also be
donc when copying.

{00185} The fast copyable filesystermn platform can periodically perform an operation

mcluding the following steps:

- take a snapshot of the filesystem database and of the current hist of events since
the last signed state
- serialize that snapshot to disk memory
- change a byte on the disk memory to indicate that these new files are now the
official backup
[B3186] Afier a crash (or even after a normal shuidown and reboot}, the fast copvable

filesystem platform can perform the following:

load the latest signed state
- deserialize the events from the latest official backup

- deserialize the database from the latest official backup

start runming the normal fast copyable filesystem platform, with syncing, ete.

[86187]  In addition, 1n some implementations, a background thread can be executed for
chunk garbage collection. The garbage collection thread can periodically go through the chunk
directories, and check those filenames against the database. If the garbage collection thread
identifies a chunk that is not referenced by any of the current volumes, and is not referenced
by the latest signed state, then the garbage collection thread should delete that chunk from the
hard drnive. In addition, inn some instances, the garbage collection thread can periedically read
m the existing chunks and check that each one has a filename matching the hash of its contents.
If they do not match, the chunk can be deleted from the hard drive. If the chank is still needed
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{according to the database) then steps can be taken to re-downlead the chunk from the DHT,
or from another member.

[00188]  Some embodiments and/or methods described herein can be performed by software
{executed on hardware), hardware, or a combination thereof. Hardware may include, for
example, a general-purpose processor, a field programmable gate array (FPGA}, and/or an
application specific integrated circuit (ASIC).  Sofiware {executed on hardware) can be
expressed i a variety of software languages (e.g.. computer code), including C, C++, Java™,
Ruby, Visual Basic™, and/or other object-oriented, procedural, or other programming
language and development fools. Examples of computer code include, but are not limited to,
micro-code or micro-instructions, machine instructions, such as produced by a compiler, code
used to produce a web service, and files containing higher-level instructions that are executed
by a computer using an interpreter. For example, embodiments may be implemented vsing
imperative programming languages (¢ .g., {, Fortran, ¢tc.}, functional programming languages
{Haskell, Erlang, ctc), logical progranuming languages (c.g., Proloz), object-onented
programming languages (e.g., Java, C-++, etc.) or other suitable programming languages and/or
development tools. Additional examples of computer code inclade, but are not himited to,
control signals, encrypted code, and compressed code.

[B318%]  The terms “instructions” and “code” should be nterpreted broadly to mclude any
tvpe of computer-readable statement(s}. For example, the terms “instructions” and “code”™ may
refer to one or more programs, routines, sub-routines, functions, procedures, ete. “Tastructions”
and “code” may comprise a single compuier-readable statement or many computer-readable

statements.
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1.

CLAIMS

An apparatus, comprising:
a processor; and

amemory in electronic communication with the processor, the memory storing a

database table including a plurality of records, each record from the plurality of records having a

compound key including a version identifier,

2.

the memory including instructions executable to cause the processor to:

generate afirst virtual clone of the database table and a second virtual clone of the
database table;

receive aquery at the first virtual clone, the query not including aversion
identifier associated with the first virtual clone;

modify the query, based on receiving the query at the first virtual clone, by adding
the version identifier associated with the first virtual clone to the query to define a
modified query;

guery the database table using the modified query to generate a response
including a set of records from the plurality of records based on: (1) each record from the
set of records satisfying the query; and (2) each record from the set of records having a
version identifier associated with an ancestral path of the version identifier associated
with the first virtual clone;

send the response including the set of records as a response to the query;

the compound key for each record from the plurality of records including the
version identifier for that compound key and a data portion, the plurality of records
configured such that only one of: (1) acompound key including a value of the data
portion and the version identifier associated with the first virtual clone; or (2) a
compound key including the value of the data portion and the version identifier
associated with the second virtual clone, is present in the database table at any given

time.

The apparatus of claim 1, wherein the memory further includes instructions executable to

cause the processor to:
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add, in response to an insert instruction received viathe first virtua clone, a
record to the database table, the record including data and a compound key having the
version identifier associated with the first virtual clone such that: (1) a query
subsequently received at the first virtual clone and referencing the data returns the record;

and (2) aquery subsequently received at athird virtual clone for the data does not return

the record.
3. The apparatus of claim 1, wherein the instructions are further executable to cause the
processor to:

add, in response to an instruction to update a value of afield of afirst record of
the database table from afirst value to a second value and received via a third virtual
clone, a second record to the database table, the second record including the second value
and a compound key having aversion identifier associated with the third virtual clone;
and
modify, in response to the instruction to update the value of the field of the first
record, a compound key of the first record to not include the version identifier associated
with the third virtual clone such that:
aquery subsequently received at the third virtual clone and referencing the
field returns the second record, and
aquery received at thefirst virtual clone and referencing the field returns

the first record.

4. The apparatus of claim 1, wherein the instructions are further executable to cause the
processor to:
modify, in response to an instruction to delete arecord from the plurality of
records and received viaathird virtual clone, the version identifier of the compound key
of the record to not include a version identifier associated with the third virtual clone
such that:
aquery for the record, subsequently received at the third virtual clone,

does not return the record, and
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aquery for the record, subsequently received at the first virtual clone,
returns the record.

5. The apparatus of claim 1, wherein the response is a first response, and the modified query
isafirst modified query, the instructions further executable to cause the processor to:

generate a second modified query including aversion identifier of the second virtual
cloneif the first response is null, the second virtual clone being an ancestor to the first virtual
clone;

guery the database table using the second modified query to generate a second response
including a set of records from the plurality of records based on: (1) each record from the set of
records of the second response satisfying the second modified query; and (2) each record from
the set of records of the second response having a version identifier associated with an ancestral
path of the version identifier of the second virtual clone; and

send the second response including the set of records as aresponse to the query.

6. The apparatus of claim 1, wherein the instructions are further executable to cause the
processor to store, in the memory, an indication that the first virtual clone is a descendant of the

second virtual clone.

7. The apparatus of claim 1, wherein the instructions are further executable to cause the
processor to generate athird virtual clone of the database table, the third virtual clone being
neither an ancestor nor a descendant of the first virtual clone, the plurality of recordsincluding a
record having a compound key including the value of the data portion and a version identifier

associated with the third virtual clone.

8. A method, comprising:

generating, viaa processor, afirst virtual clone of a database table and a second virtual
clone of the database table, the database table including a plurality of records, each record from
the plurality of records having a compound key including aversion identifier;

receiving, viathe processor, aquery at the first virtual clone, the query not including a
version identifier associated with the first virtual clone;
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modifying the query, viathe processor and based on receiving the query at the first
virtual clone, by adding the version identifier associated with the first virtual clone to the query
to define amodified query;

guerying, viathe processor, the database table using the modified query to generate a
response including a set of records from the plurality of records based on: (1) each record from
the set of records satisfying the query; and (2) each record from the set of records having a
version identifier associated with an ancestral path of the version identifier associated with the
first virtual clone; and

sending, viathe processor, the response including the set of records as aresponse to the
query,

the compound key for each record from the plurality of records including the version
identifier for that compound key and a data portion, the plurality of records configured such that
only one of: (1) a compound key including avalue of the data portion and the version identifier
associated with the first virtual clone; or (2) a compound key including the value of the data
portion and the version identifier associated with the second virtual clone, is present in the

database table at any given time.

0. The method of claim 8, further comprising:

adding, in response to an insert instruction received viathe first virtual clone, arecord to
the database table, the record including data and a compound key having the version identifier
associated with the first virtual clone such that: (1) a query subsequently received at the first
virtual clone and referencing the data returns the record; and (2) a query subsequently received at
athird virtual clone for the data does not return the record.

10.  Themethod of claim 8, further comprising:

adding, in response to an instruction to update a value of afield of afirst record of the
database table from afirst value to a second value and received via athird virtual clone, a second
record to the database table, the second record including the second value and a compound key

having a version identifier associated with the third virtual clone; and

59



modifying, in response to the instruction to update the value of the field of the first
record, a compound key of the first record to not include the version identifier associated with
the third virtual clone such that:
a query subsequently received at the third virtual clone and referencing the field
returns the second record, and
aquery received at thefirst virtual clone and referencing the field returns the first

record.

11.  Themethod of claim 8, further comprising:
modifying, in response to an instruction to delete arecord from the plurality of records
and received viaathird virtual clone, the version identifier of the compound key of the record to
not include a version identifier associated with the third virtual clone such that:
aquery for the record, subsequently received at the third virtual clone, does not
return the record, and
aquery for the record, subsequently received at the first virtual clone, returns the

record.

12.  Themethod of claim 8, wherein the response is afirst response, and the modified query is
afirst modified query, the method further comprising:

generating a second modified query including a version identifier of the second virtual
cloneif the first response is null, the second virtual clone being an ancestor to the first virtual
clone;

guerying the database table using the second modified query to generate a second
response including a set of records from the plurality of records based on: (1) each record from
the set of records of the second response satisfying the second modified query; and (2) each
record from the set of records of the second response having a version identifier associated with
an ancestral path of the version identifier of the second virtual clone; and

sending the second response including the set of records as a response to the query.

13.  Themethod of claim 8, further comprising storing an indication that the first virtual clone
is adescendant of the second virtual clone.

60



14.  Themethod of claim 8, further comprising generating athird virtual clone of the database
table, the third virtual clone being neither an ancestor nor a descendant of the first virtual clone,
the plurality of records including arecord having a compound key including the value of the data

portion and aversion identifier associated with the third virtual clone.

15. A non-transitory, tangible processor-readable medium comprising processor-executable
instructions for:

generating, viaa processor, afirst virtual clone of a database table and a second virtual
clone of the database table, the database table including a plurality of records, each record from
the plurality of records having a compound key including aversion identifier;

receiving, viathe processor, aquery at thefirst virtual clone, the query not including a
version identifier associated with the first virtual clone;

modifying the query, viathe processor and based on receiving the query at the first
virtual clone, by adding the version identifier associated with the first virtual clone to the query
to define amodified query;

guerying, viathe processor, the database table using the modified query to generate a
response including a set of records from the plurality of records based on: (1) each record from
the set of records satisfying the query; and (2) each record from the set of records having a
version identifier associated with an ancestral path of the version identifier associated with the
first virtual clone; and

sending, viathe processor, the response including the set of records as aresponse to the
query,

the compound key for each record from the plurality of records including the version
identifier for that compound key and a data portion, the plurality of records configured such that
only one of: (1) acompound key including a value of the data portion and the version identifier
associated with the first virtual clone; or (2) a compound key including the value of the data
portion and the version identifier associated with the second virtual clone, is present in the

database table at any given time.

16.  Thenon-transitory, tangible processor-readable medium of claim 15, further comprising

processor-executable instructions for:
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adding, in response to an insert instruction received viathe first virtual clone, arecord to
the database table, the record including data and a compound key having aversion identifier
associated with the first virtual clone such that: (1) a query subsequently received at the first
virtual clone and referencing the data returns the record; and (2) a query subsequently received at

athird virtual clone for the data does not return the record.

17.  Thenon-transitory, tangible processor-readable medium of claim 15, further comprising
processor-executabl e instructions for:
adding, in response to an instruction to update a value of afield of afirst record of the
database table from afirst value to a second value and received via athird virtual clone, a second
record to the database table, the second record including the second value and a compound key
having a version identifier associated with the third virtual clone; and
modifying, in response to the instruction to update the value of the field of the first
record, a compound key of the first record to not include the version identifier associated with
the third virtual clone such that:
a query subsequently received at the third virtual clone and referencing the field
returns the second record, and
aquery received at thefirst virtual clone and referencing the field returns the first
record.

18.  Thenon-transitory, tangible processor-readable medium of claim 15, further comprising
processor-executable instructions for:
modifying, in response to an instruction to delete arecord from the plurality of records
and received viaathird virtual clone, the version identifier of the compound key of the record to
not include a version identifier associated with the third virtual clone such that:
aquery for the record, subsequently received at the third virtual clone, does not
return the record, and
aquery for the record, subsequently received at the first virtual clone, returns the

record.
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19. The non-transitory, tangible processor-readable medium of claim 15, wherein the
responseis afirst response, and the modified query is afirst modified query, the processor-
readable medium further comprising processor-executabl e instructions for:

generating a second modified query including a version identifier of the second virtual
cloneif the first response is null, the second virtual clone being an ancestor to the first virtual
clone;

guerying the database table using the second modified query to generate a second
response including a set of records from the plurality of records based on: (1) each record from
the set of records of the second response satisfying the second modified query; and (2) each
record from the set of records of the second response having a version identifier associated with
an ancestral path of the version identifier of the second virtual clone; and

sending the second response including the set of records as a response to the query.

20.  Thenon-transitory, tangible processor-readable medium of claim 15, further comprising
processor-executable instructions for storing an indication that the first virtual cloneisa

descendant of the second virtual clone.

21.  Thenon-transitory, tangible processor-readable medium of claim 15, further comprising
processor-executable instructions for: generating a third virtual clone of the database table, the
third virtual clone being neither an ancestor nor a descendant of the first virtual clone, the
plurality of records including a record having a compound key including the value of the data

portion and aversion identifier associated with the third virtual clone.
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