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Description 

 

Title of Invention 

RECEPTION DEVICE, RECEPTION METHOD, AND TRANSMISSION 

METHOD 5 

 

Technical Field 

[0001] 

 The present technology relates to a reception device, a reception method, 

and a transmission method, and more particularly, to a reception device, a reception 10 

method, and a transmission method enabling more flexible application usage. 

 

Background Art 

[0002] 

 With the advent of digital broadcasting, data broadcasting has also started in 15 

Japan, resulting in an environment that provides application services which operate 

together with television programs (for example, see Patent Literature 1).  

Meanwhile, in Europe, data broadcasting services such as Hybrid Broadcast 

Broadband TV (HbbTV) have started, and an environment similar to Japan is in 

place (for example, see Patent Literature 2). 20 

[0003] 

 Herein, an application refers to a computer program written in a language 

such as HyperText Markup Language (HTML) or Java (registered trademark).  

Unlike an application that runs on a personal computer or the like, the application 

herein is able to change behavior in synchronization with signals transmitted by 25 

being included in a broadcast wave. 

[0004] 

 Additionally, the application itself is transmitted by broadcast wave, or 

acquired by accessing a server on the Internet according to Uniform Resource 

Locator (URL) information transmitted by being included in a broadcast wave. 30 

[0005] 
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 Meanwhile, since the Internet is constructed as a basically open 

environment, there is also a possibility of being provided with malicious applications 

that change the channel without permission, steal user information, or the like, for 

example.  Accordingly, there is adopted a method that defines different security 

levels, and restricts the functions of applications not satisfying certain standards. 5 

[0006] 

 For example, in the case of data broadcasting in Japan, a state enabling all 

functions of the receiver is only available on one level of a server domain specified 

within an application transmitted by broadcast wave, and if the receiver moves to a 

different domain, the functions cannot be used.  In addition, the introduction of 10 

hybrid cast services in Japan is now being investigated.  With such a service, trusted 

domains are acquired from information associated with a broadcast wave and 

managed as a list, and if the receiver is on such a domain, the functions of the 

receiver become usable. 

[0007] 15 

 Also, in the case of HbbTV in Europe, the functions of the receiver only 

become usable within the scope of an application launched from a signal transmitted 

by being included in a broadcast wave. 

 

Citation List 20 

Patent Literature 

[0008] 

 Patent Literature 1:  JP 2012-156712A 

 Patent Literature 2:  JP 2012-98781A 

 25 

Summary of Invention 

Technical Problem 

[0009] 

 However, with the technology of the related art discussed above, although 

the trustworthiness of an application that operates together with a television 30 

broadcast is ensured by direct association of some kind in the broadcast wave, such a 
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method of ensuring trust means that if an application is not directly associated with 

the broadcast wave, the application is unable to use the functions of the receiver. 

[0010] 

 For this reason, applications of the related art may only be operated and 

managed in a limited manner, and there is demand to provide applications enabling 5 

more flexible usage. 

[0011] 

 The present technology has been devised in light of such circumstances, and 

enables more flexible application usage by imparting trustworthiness to an 

application that operates together with a television program, without directly 10 

associating the application with a broadcast wave. 

 

Solution to Problem 

[0012] 

 A reception device according to a first aspect of the present technology 15 

includes: a content reception unit configured to receive AV content; an application 

acquisition unit configured to acquire an application that operates together with the 

AV content; and an application control unit configured to control operation of the 

application according to a verification result of whether or not the application is 

trustworthy. 20 

[0013] 

 The AV content is broadcast content transmitted by a broadcast wave.  The 

reception device further includes an electronic certificate acquisition unit configured 

to acquire an electronic certificate, transmitted by the broadcast wave, for verifying 

an electronic signature attached to the application, and an electronic signature 25 

verification unit configured to use the electronic certificate to verify the electronic 

signature attached to the application. 

[0014] 

 The application control unit launches and executes the application only 

when the application is trustworthy. 30 

[0015] 
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 The electronic certificate is a certificate shared in common with respective 

channels. 

[0016] 

 The electronic certificate is a different certificate for each channel. 

[0017] 5 

 An electronic program guide transmitted by the broadcast wave associates 

an identifier of the electronic certificate with each channel.  The electronic 

certificate acquisition unit acquires, on a basis of the electronic program guide, the 

electronic certificate from a broadcast wave of a channel corresponding to the 

identifier of the electronic certificate obtained from the electronic signature attached 10 

to the application. 

[0018] 

 The electronic certificate is shared with another electronic device on a same 

network. 

[0019] 15 

 The application acquisition unit acquires the application from a designated 

server via a network. 

[0020] 

 The reception device may be an independent device, or an internal block 

constituting part of a single device. 20 

[0021] 

 A reception method according to the first aspect of the present technology is 

a reception method corresponding to the reception device according to the first 

aspect of the present technology. 

[0022] 25 

 In the reception device and the reception method according to the first 

aspect of the present technology, AV content is received, an application that operates 

together with the AV content is acquired, and operation of the application is 

controlled according to a verification result of whether or not the application is 

trustworthy. 30 

[0023] 
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 A transmission method according to a second aspect of the present 

technology includes the steps of: acquiring an electronic certificate for verifying an 

electronic signature attached to an application that operates together with AV content; 

transmitting the electronic certificate together with the AV content; acquiring the 

application with the electronic signature attached; and transmitting the application. 5 

[0024] 

 The AV content is broadcast content transmitted by a broadcast wave.  The 

electronic certificate is transmitted by the broadcast wave together with the broadcast 

content. 

[0025] 10 

 The application is transmitted via a network in response to a request from a 

receiver. 

[0026] 

 In a transmission method according to a second aspect of the present 

technology, an electronic certificate for verifying an electronic signature attached to 15 

an application that operates together with AV content is acquired, the electronic 

certificate is transmitted together with the AV content, the application with an 

attached electronic signature is acquired, and the application is transmitted. 

 

Advantageous Effects of Invention 20 

[0027] 

 According to the first aspect and the second aspect of the present technology, 

more flexible application usage may be conducted. 

 

Brief Description of Drawings 25 

[0028] 

[FIG. 1] FIG. 1 is a diagram illustrating an overview of the present technology. 

[FIG. 2] FIG. 2 is a diagram illustrating an example of an application provision 

method. 

[FIG. 3] FIG. 3 is a diagram illustrating an example of a trusted application launching 30 

method. 
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[FIG. 4] FIG. 4 is a diagram illustrating a display example of a trusted application 

that operates together with a television program. 

[FIG. 5] FIG. 5 is a block diagram illustrating an embodiment of an integrated 

broadcast-broadband system applying the present technology. 

[FIG. 6] FIG. 6 is a block diagram illustrating an embodiment of a transmission 5 

device applying the present technology. 

[FIG. 7] FIG. 7 is a block diagram illustrating an embodiment of a reception device 

applying the present technology. 

[FIG. 8] FIG. 8 is a block diagram illustrating an exemplary detailed configuration of 

a control unit. 10 

[FIG. 9] FIG. 9 is a block diagram illustrating an exemplary detailed configuration of 

an application server. 

[FIG. 10] FIG. 10 is a flowchart explaining a transmission process. 

[FIG. 11] FIG. 11 is a flowchart explaining a reception process. 

[FIG. 12] FIG. 12 is a flowchart explaining an initialization process. 15 

[FIG. 13] FIG. 13 is a flowchart explaining an application acquisition process. 

[FIG. 14] FIG. 14 is a flowchart explaining an application control process. 

[FIG. 15] FIG. 15 is a flowchart explaining an electronic signature verification 

process. 

[FIG. 16] FIG. 16 is a flowchart explaining an electronic certificate acquisition 20 

process. 

[FIG. 17] FIG. 17 is a flowchart explaining an application provision process. 

[FIG. 18] FIG. 18 is a diagram illustrating an exemplary configuration of a computer. 

 

Description of Embodiments 25 

[0029] 

 Hereinafter, an embodiment of the present technology will be described with 

reference to the drawings. 

[0030] 

 <Overview of present technology> 30 

[0031] 
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 FIG. 1 is a diagram illustrating an overview of the present technology. 

[0032] 

 As illustrated in FIG. 1, a transmission device 10 transmits an electronic 

certificate together with broadcast content by broadcast wave (S1).  The electronic 

certificate is a certificate for verifying an electronic signature attached to an 5 

application acquired by a reception device 20.  Also, the application operates 

together with the broadcast content, and is created by and acquired from a so-called 

third party, the broadcasting organization, or the like (S2).  Additionally, an 

electronic signature is attached to the application by the broadcasting organization, 

thereby proving that the application is trustworthy (S3). 10 

[0033] 

 The application with an attached electronic signature is registered in an 

application server 30, and made available for download over the Internet (S4).  Note 

that, although not illustrated in FIG. 1, applications without an electronic signature 

attached by the broadcasting organization are also available for download from other 15 

application servers. 

[0034] 

 The reception device 20 is a television receiver, for example, and enables 

broadcast content from the transmission device 10 to be viewed.  In addition, the 

reception device 20 receives and stores the electronic certificate from the 20 

transmission device 10.  The reception device 20 is able to access the application 

server 30 and download the application at an arbitrary timing in response to a user 

operation (S5).  The downloaded application is stored in the reception device 20. 

[0035] 

 At this point, for example, multiple applications created by a third party, the 25 

broadcasting organization, or the like may also be provided collected together by an 

application store.  In other words, for example, by having the reception device 20 

access a server that provides the application store on the Internet, an application list 

provided by the application store is presented, as illustrated in FIG. 2.  Consequently, 

the user is able to select a desired application from the application list.  30 

Subsequently, the reception device 20 downloads the application selected by the user 
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from the application store server or the like. 

[0036] 

 However, in the example of the application list in FIG. 2, applications are 

classified and displayed as trusted applications and untrusted applications.  In the 

following description, an application with an attached electronic signature authorized 5 

by the broadcasting organization will be designated a "trusted application", whereas 

an application without an attached electronic signature authorized by the 

broadcasting organization will be designated an "untrusted application".  Also, 

trusted applications and untrusted applications simply will be designated 

"applications" when it is not necessary to distinguish between them. 10 

[0037] 

 In other words, in the application store of FIG. 2, the user is able to select, 

and download to the reception device 20, either a trusted application created by the 

broadcasting organization or by a third party authorized by the broadcasting 

organization, or an untrusted application created by a third party not authorized by 15 

the broadcasting organization. 

[0038] 

 Returning to the description of FIG. 1, in the reception device 20, an 

electronic signature verification process is conducted when an instruction to launch a 

downloaded application is given (S6).  In other words, the electronic certificate for 20 

the currently selected channel (broadcasting organization) and the electronic 

signature attached to the application are used to verify whether or not the application 

specified for launch may be operated together with the broadcast content of the 

currently selected channel.  Subsequently, if the application specified for launch is a 

trustworthy application authorized by the broadcasting organization, the application 25 

is treated as a trusted application, and execution continues.  On the other hand, if 

the application specified for launch is a untrustworthy application not authorized by 

the broadcasting organization, the application may be treated as an untrusted 

application and aborted, for example. 

[0039] 30 

 Note that in an electronic signature verification process, for example, a 
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signature information element is serialized by a normalization scheme designated by 

a normalization algorithm, key information or the like is used to acquire key data, 

and a scheme designated by the signature algorithm is used to verify the signature.  

However, an electronic certificate includes a public key required for electronic 

signature verification.  Also, regarding the method of launching applications in the 5 

reception device 20, an application may be launched from an application launcher or 

the like displayed in a designated region of the screen together with a television 

program, as illustrated in FIG. 3, for example.  Note that in the application launcher, 

it is also possible to display only trusted applications, and not display untrusted 

applications. 10 

[0040] 

 Additionally, when an instruction to launch a trusted application is given on 

the reception device 20, the trusted application is executed together with a television 

program, as illustrated in FIG. 4, for example.  In this example, information related 

to a driver registered by the user in advance is displayed superimposed onto an auto 15 

racing program as the trusted application. 

[0041] 

 Returning to the description of FIG. 1, the reception device 20 is able to 

share an electronic certificate with a terminal device 40 connected via a home 

network (S7).  Herein, the terminal device 40 is a smartphone, a mobile phone, or a 20 

tablet-style mobile terminal, for example, and includes a communication function.  

The reception device 20 conducts device authentication with the terminal device 40, 

and if authentication is successful, transmits an already-acquired electronic 

certificate to the terminal device 40.  Consequently, an electronic certificate is 

shared between the reception device 20 and the terminal device 40.  In the terminal 25 

device 40, an application is downloaded (S5), and when launching the application, an 

electronic signature verification process using the shared electronic certificate is 

conducted (S8).  Subsequently, the terminal device 40 executes the application 

depending on the process result of the electronic signature verification process. 

[0042] 30 

 As above, in the present technology, since trustworthiness may be imparted 
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to an application that operates together with a television program, without directly 

associating the application with a broadcast wave, more flexible application usage 

becomes possible. 

[0043] 

 In other words, in the related art, an application cannot be executed inside 5 

the receiver unless a signal transmitted by being included in a broadcast wave is used 

directly.  However, in the present technology, trustworthiness is imparted to an 

application without directly associating the application with a signal transmitted by 

being included in the broadcast wave, or in other words, by indirect association, 

thereby making possible usage, such as the execution of only trusted applications, for 10 

example.  As another example, even if an application is installed in advance, it 

becomes possible to execute the application depending on the verification result of 

the application's trustworthiness.  In addition, even if an application is provided 

independently by a third party, by attaching an electronic signature authorized by the 

broadcasting organization, the application may be provided as a trusted application, 15 

thereby broadening the range of application usage. 

[0044] 

 <Configuration of integrated broadcast-broadband system> 

[0045] 

 FIG. 5 is a block diagram illustrating an embodiment of an integrated 20 

broadcast-broadband system applying the present technology.  As illustrated in FIG. 

5, the integrated broadcast-broadband system 1 is made up of the transmission device 

10, the reception device 20, the application server 30, and the terminal device 40.  

Also, in FIG. 5, the application server 30, the reception device 20, and the terminal 

device 40 are interconnected via the Internet 90.  Furthermore, the reception device 25 

20 and the terminal device 40 are connected over a home network inside a user home 

2. 

[0046] 

 The transmission device 10 transmits broadcast content, such as television 

programs, via digital broadcast signals.  Additionally, the transmission device 10 30 

transmits an electronic certificate for verifying an electronic signature attached to an 
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application by including the electronic certificate in a broadcast signal. 

[0047] 

 The reception device 20 is a receiver such as a television set.  The 

reception device 20 receives a broadcast signal from the transmission device 10, 

displays a picture of the broadcast content on a display, and outputs audio 5 

corresponding to the picture from one or more speakers.  In addition, the reception 

device 20 receives and stores the electronic certificate from the transmission device 

10. 

[0048] 

 The application server 30 is a server that provides applications.  The 10 

application server 30, in response to a request from the reception device 20, provides 

an application to the reception device 20 via the Internet 90.  However, applications 

provided by the application server 30 include those with an attached electronic 

signature from the broadcasting organization, and those without an attached 

electronic signature.  Note that, as illustrated in FIG. 2, applications may be 15 

provided via an application store, or provided directly from the application server 30. 

[0049] 

 The reception device 20 acquires an application provided by the application 

server 30.  The reception device 20 uses the stored electronic certificate to conduct 

an electronic signature verification process on the application, and if the relevant 20 

application is trustworthy, executes the relevant application as a trusted application. 

[0050] 

 The terminal device 40 is an information terminal such as a smartphone, for 

example, and includes a communication function.  The terminal device 40, by 

connecting to the reception device 20 via the home network inside the user home 2, 25 

is able to receive and share an electronic certificate transmitted from the reception 

device 20. 

[0051] 

 In addition, the terminal device 40 acquires an application provided by the 

application server 30.  The terminal device 40 uses the electronic certificate shared 30 

with the reception device 20 to conduct an electronic signature verification process 
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on the application, and if the relevant application is trustworthy, executes the relevant 

application as a trusted application. 

[0052] 

 Note that FIG. 5 illustrates only one reception device 20 for the sake of 

simplicity, but in practice, the integrated broadcast-broadband system 1 includes 5 

multiple reception devices 20, and each reception device 20 receives broadcast 

content from the transmission device 10.  Also, the application server 30 may be 

multiply provided for each provided application. 

[0053] 

 The integrated broadcast-broadband system 1 is configured as above. 10 

[0054] 

 <Exemplary configuration of each device> 

[0055] 

 Next, an exemplary configuration of each device constituting the integrated 

broadcast-broadband system 1 of FIG. 5 will be described with reference to the block 15 

diagram diagrams in FIGS. 6 to 9. 

[0056] 

(Exemplary configuration of transmission device) 

 FIG. 6 is a block diagram illustrating a detailed exemplary configuration of 

the transmission device 10 in FIG. 5.  In FIG. 6, the transmission device 10 is made 20 

up of an electronic certificate acquisition unit 101, a video data acquisition unit 102, 

a video encoder 103, an audio data acquisition unit 104, an audio encoder 105, a 

multiplexer 106, a transmission unit 107, and an antenna 108. 

[0057] 

 The electronic certificate acquisition unit 101 acquires an electronic 25 

certificate for verifying an electronic signature attached to an application by 

generating the electronic certificate, and supplies the electronic certificate to the 

multiplexer 106.  In addition, the electronic certificate acquisition unit 101 acquires 

an electronic certificate ID of the electronic certificate, and includes the electronic 

certificate ID in an electronic program guide (EPG) in correspondence with a 30 

channel.  In other words, the electronic program guide includes electronic certificate 
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IDs for each channel. 

[0058] 

 The video data acquisition unit 102 acquires the video data of a TV program, 

for example, from a built-in hard disk drive (HDD), an external server, a camera, or 

the like, and supplies the acquired video data to the video encoder 103.  The video 5 

encoder 103 encodes the video data supplied from the video data acquisition unit 102 

to conform with a coding scheme such as Moving Picture Experts Group (MPEG), 

and supplies the encoded video data to the multiplexer 106. 

[0059] 

 The audio data acquisition unit 104 acquires the audio data of a TV program, 10 

for example, from a built-in HDD, an external server, a microphone, or the like, and 

supplies the acquired audio data to the audio encoder 105.  The audio encoder 105 

encodes the audio data supplied from the audio data acquisition unit 104 to conform 

with a coding scheme such as MPEG, and supplies the encoded audio data to the 

multiplexer 106. 15 

[0060] 

 The multiplexer 106 multiplexes the video data from the video encoder 103 

and the audio data from the audio encoder 105 to generate a transport stream, and 

supplies the transport stream to the transmission unit 107.  However, in the 

transport stream, various information, such as electronic certificate data from the 20 

electronic certificate acquisition unit 101 and electronic program guide data 

including electronic certificate IDs for each channel, is also multiplexed as 

appropriate. 

[0061] 

 The transmission unit 107 transmits the transport stream supplied from the 25 

multiplexer 106 as a broadcast signal via the antenna 108. 

[0062] 

 The transmission device 10 is configured as above. 

[0063] 

(Exemplary configuration of reception device) 30 

 FIG. 7 is a block diagram illustrating a detailed exemplary configuration of 
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the reception device 20 in FIG. 5.  In FIG. 7, the reception device 20 is made up of 

an antenna 201, a tuner 202, a demultiplexer 203, a video decoder 204, a 

composition unit 205, a display 206, an audio decoder 207, a speaker 208, a browser 

209, a control unit 210, an operating unit 211, memory 212, and a communication 

unit 213. 5 

[0064] 

 The antenna 201 receives a broadcast signal from the transmission device 10, 

and supplies the broadcast signal to the tuner 202.  The tuner 202, under control by 

the control unit 210, tunes (demodulates) the broadcast signal of a designated 

channel from the broadcast signal from the antenna 201, and supplies the transport 10 

stream obtained as a result to the demultiplexer 203. 

[0065] 

 The demultiplexer 203 demultiplexes the transport stream supplied from the 

tuner 202 into video data, audio data, various information, and the like.  The 

demultiplexer 203 supplies the video data to the video decoder 204, and supplies the 15 

audio data to the audio decoder 207.  Additionally, the various information is 

supplied to the control unit 210. 

[0066] 

 The video decoder 204, under control by the control unit 210, decodes the 

video data supplied from the demultiplexer 203 with a scheme corresponding to the 20 

video encoder 103 (FIG. 6), and supplies the decoded video data to the composition 

unit 205.  The composition unit 205, under control by the control unit 210, 

composites video data supplied from the video decoder 204 with video data supplied 

from the browser 209, and supplies the composited video data to the display 206.  

Additionally, the composition unit 205, under control by the control unit 210, 25 

supplies video data of images of an on-screen display (OSD) or the like to the display 

206.  The display 206 displays a picture of broadcast content and the like on the 

basis of the video data supplied from the composition unit 205. 

[0067] 

 The audio decoder 207, under control by the control unit 210, decodes the 30 

audio data supplied from the demultiplexer 203 with a scheme corresponding to the 
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audio encoder 105 (FIG. 6), and supplies the decoded audio data to the speaker 208.  

The speaker 208 outputs audio corresponding to the audio data from the audio 

decoder 207, or in other words, audio corresponding to the picture of broadcast 

content displayed on the display 206. 

[0068] 5 

 The browser 209, under control by the control unit 210, executes the 

application.  Video data of the application is supplied to the composition unit 205. 

[0069] 

 The control unit 210 conducts various processes according to operating 

signals from the operating unit 211 and the like, and controls each block constituting 10 

the reception device 20. 

[0070] 

 In addition, the control unit 210, on the basis of various information 

supplied from the demultiplexer 203, controls the video decoder 204, the 

composition unit 205, the audio decoder 207, and the browser 209.  Note that a 15 

detailed configuration of the control unit 210 will be discussed later with reference to 

FIG. 8. 

[0071] 

 The operating unit 211 is operated by the user, and supplies an operating 

signal corresponding to the operation to the control unit 210.  Note that, although 20 

not illustrated, an operating signal corresponding to an operation on a remote control 

by the user is supplied to the control unit 210 by a light receiving unit.  The 

memory 212, under control by the control unit 210, stores (holds) various 

information.  The communication unit 213, under control by the control unit 210, 

communicates with equipment connected to various networks, such as the Internet 90 25 

and the home network inside the user home 2. 

[0072] 

 The reception device 20 is configured as above. 

[0073] 

(Exemplary functional configuration of control unit) 30 

 FIG. 8 is a block diagram illustrating an exemplary functional configuration 
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of the part of the control unit 210 in FIG. 7 that conducts application-related 

processing.  In FIG. 8, the control unit 210 includes an electronic certificate 

acquisition unit 251, an application acquisition unit 252, an electronic signature 

verification unit 253, and an application control unit 254. 

[0074] 5 

 The electronic certificate acquisition unit 251 acquires electronic certificate 

data demultiplexed by the demultiplexer 203, and causes the memory 212 to store the 

electronic certificate data. 

[0075] 

 The application acquisition unit 252 controls the communication unit 213 to 10 

access the application server 30 via the Internet 90, and acquire an application.  The 

application acquisition unit 252 causes the memory 212 to store the acquired 

application. 

[0076] 

 The electronic signature verification unit 253 uses the electronic certificate 15 

stored in the memory 212 to conducts a verification process of whether or not the 

electronic signature attached to the application is trustworthy.  The electronic 

signature verification unit 253 supplies the result of the electronic signature 

verification process to the application control unit 254. 

[0077] 20 

 The application control unit 254, following the result of the electronic 

signature verification process from the electronic signature verification unit 253, 

controls the browser 209 to control the operation of the application. 

[0078] 

 The control unit 210 is configured as above. 25 

[0079] 

(Exemplary configuration of application server) 

 FIG. 9 is a block diagram illustrating an exemplary detailed configuration of 

the application server 30 in FIG. 5.  In FIG. 9, the application server 30 is made up 

of a control unit 301, an application acquisition unit 302, an application storage unit 30 

303, and a communication unit 304. 
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[0080] 

 The control unit 301 controls the operation of each unit of the application 

server 30.  The application acquisition unit 302, under control by the control unit 

301, acquires and records an application in the application storage unit 303. 

[0081] 5 

 The control unit 301 continuously monitors the communication unit 304, 

and when an application is requested from the reception device 20, the control unit 

301 reads out and acquires the application from the application storage unit 303.  

The communication unit 304, under control by the control unit 301, transmits the 

application to the reception device 20 via the Internet 90. 10 

[0082] 

 The application server 30 is configured as above. 

[0083] 

 <Content of specific processes conducted by each device> 

[0084] 15 

 Next, the content of the specific processes conducted by each device 

constituting the integrated broadcast-broadband system 1 of FIG. 5 will be described 

with reference to the flowcharts in FIGS. 10 to 17. 

[0085] 

(Transmission process) 20 

 First, a transmission process executed by the transmission device 10 of FIG. 

5 will be described with reference to the flowchart in FIG. 10. 

[0086] 

 In step S111, the electronic certificate acquisition unit 101 acquires an 

electronic certificate for verifying an electronic signature attached to an application 25 

by generating the electronic certificate, and supplies the electronic certificate to the 

multiplexer 106.  In addition, the electronic certificate acquisition unit 101 includes 

an electronic certificate ID in an electronic program guide in correspondence with a 

channel. 

[0087] 30 

 However, the electronic certificate may be a certificate shared in common 
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by respective broadcasting organizations (channels), or a different certificate for each 

broadcasting organization (channel).  For example, in the case of a certificate shared 

in common by respective channels, an application certified as trustworthy by the 

certificate may operate together with TV programs on all channels.  In this case, the 

trusted application may provide a service spanning multiple channels.  On the other 5 

hand, in the case of a different certificate for each channel, an application certified as 

trustworthy by the certificate may operate only on TV programs on the channel of a 

specific broadcasting organization. 

[0088] 

 In step S112, the video data acquisition unit 102 acquires and supplies the 10 

video data of a TV program to the video encoder 103, for example.  Also, in step 

S113, the video encoder 103 encodes video data from the video data acquisition unit 

102, and supplies the encoded video data to the multiplexer 106. 

[0089] 

 In step S114, the audio data acquisition unit 104 acquires and supplies the 15 

audio data of a TV program to the audio encoder 105, for example.  Also, in step 

S115, the audio encoder 105 encodes audio data from the audio data acquisition unit 

104, and supplies the encoded audio data to the multiplexer 106. 

[0090] 

 In step S116, the multiplexer 106 multiplexes the video data from the video 20 

encoder 103 and the audio data from the audio encoder 105 to generate a transport 

stream.  However, in the transport stream, various information, such as electronic 

certificate data and electronic program guide data including electronic certificate IDs 

for each channel, is also multiplexed as appropriate. 

[0091] 25 

 In step S117, the transmission unit 107 transmits the transport stream 

supplied from the multiplexer 106 as a broadcast signal via the antenna 108, and the 

transmission process ends. 

[0092] 

 The above thus describes the transmission process. 30 

[0093] 
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(Reception process) 

 Next, a reception process executed by the reception device 20 of FIG. 5 will 

be described with reference to the flowchart in FIG. 11.  The reception process is 

conducted in cases such as when the reception device 20 is activated and tuned to a 

desired channel according to an operation on the remote control by the user. 5 

[0094] 

 In step S211, the tuner 202 receives and demodulates a broadcast signal via 

the antenna 201.  In step S212, the demultiplexer 203 demultiplexes the transport 

stream demodulated by the tuner 202 into video data, audio data, and the like. 

[0095] 10 

 In step S213, the video decoder 204 decodes the video data demultiplexed 

by the demultiplexer 203.  Also, in step S214, the audio decoder 207 decodes the 

audio data demultiplexed by the demultiplexer 203. 

[0096] 

 In step S215, the display 206 displays a picture corresponding to the video 15 

data from the video decoder 204.  Also, the speaker 208 outputs audio 

corresponding to the audio data from the audio decoder 207.  Consequently, the 

picture of a TV program and audio corresponding to the picture are output, and the 

user is able to view the desired TV program.  After the processing in step S215 

finishes, the reception process ends. 20 

[0097] 

 The above thus describes the reception process. 

[0098] 

(Initialization process) 

 Next, an initialization process executed by the control unit 210 of FIG. 7 25 

will be described with reference to the flowchart in FIG. 12.  The initialization 

process is conducted in cases such as when the reception device 20 is activated for 

the first time at the time of purchase, or when an initialization operation of the 

reception device 20 is performed, for example.  Consequently, the initialization 

process is not conducted every time an application is acquired, executed, or the like. 30 

[0099] 
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 In step S231, the control unit 210 resets a variable i for designating a 

channel.  After that, in step S232, the control unit 210 controls the tuner 202 to tune 

to a channel on a channel list [i]. 

[0100] 

 In step S233, the control unit 210 references the memory 212, and 5 

determines whether or not an up-to-date electronic certificate for the selected channel 

exists in the receiver.  In step S233, if an up-to-date electronic certificate for the 

selected channel is not being stored in the memory 212, the process proceeds to step 

S234. 

[0101] 10 

 In step S234, the electronic certificate acquisition unit 251 acquires and 

stores electronic certificate data demultiplexed by the demultiplexer 203 in the 

memory 212.  Consequently, an electronic certificate is acquired from the broadcast 

wave of the selected channel.  On the other hand, in step S233, if an up-to-date 

electronic certificate for the selected channel is being stored in the memory 212, 15 

acquiring the electronic certificate again is not necessary, and thus step S234 is 

skipped. 

[0102] 

 Subsequently, in step S235, the value is i is incremented, and then in step 

S236, it is determined whether or not the next channel list [i] exists.  In step S236, if 20 

the channel list [i] is determined to exist, the process returns to step S232, and the 

processing thereafter is repeated.  Subsequently, in step S236, if the channel list [i] 

is determined not to exist, the initialization process ends. 

[0103] 

 Consequently, a scan of the receivable channels in a certain geographical 25 

area is conducted, and an electronic certificate is acquired for each channel and 

stored in the memory 212.  However, although electronic certificates are acquired in 

this way when the electronic certificate differs for each broadcasting organization 

(channel), but when an electronic certificate shared in common by respective 

broadcasting organizations (channels) is used, acquiring an electronic certificate for 30 

each selected channel is not necessary, and it is sufficient to acquire one shared 
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electronic certificate from a representative channel, for example. 

[0104] 

 The above thus describes the initialization process. 

[0105] 

(Application acquisition process) 5 

 Next, an application acquisition process executed by the control unit 210 of 

FIG. 7 will be described with reference to the flowchart in FIG. 13.  The application 

acquisition process is conducted while the user is viewing a TV program by the 

reception process in FIG. 11, or irrespectively of the viewing of a TV program. 

[0106] 10 

 In step S241, the control unit 210 determines whether or not an instruction 

to acquire an application has been given by an operation or the like on the remote 

control by the user.  In step S241, the process waits until an instruction to acquire an 

application is given, and then proceeds to step S242. 

[0107] 15 

 In step S242, the application acquisition unit 252 controls the 

communication unit 213 to access the application server 30 via the Internet 90.  In 

step S243, the application acquisition unit 252 controls the communication unit 213 

to download an application from the application server 30.  The downloaded 

application is stored in the memory 212. 20 

[0108] 

 As another example, if an application is acquired from an application store 

as illustrated in FIG. 2, the user causes an application list provided by the application 

store to be displayed, and selects and downloads a desired application from the list. 

[0109] 25 

 The above thus describes the application acquisition process. 

[0110] 

(Application control process) 

 Next, an application control process executed by the control unit 210 of FIG. 

7 will be described with reference to the flowchart in FIG. 14.  For example, the 30 

application control process is conducted in cases such as when the user is viewing a 
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TV program by the reception process in FIG. 11 after an application is downloaded 

and stored in the memory 212 by the application reception process in FIG. 13. 

[0111] 

 In step S251, the control unit 210 determines whether or not an instruction 

to execute an application has been given by an operation or the like on the remote 5 

control by the user.  In step S251, the process waits until an instruction to execute 

an application is given, and then proceeds to step S252.  For example, as illustrated 

in FIG. 3, when an icon displayed in an application launcher is selected, an 

instruction to execute the application corresponding to the icon is given. 

[0112] 10 

 In step S252, the application control unit 254 reads out the application 

specified for execution from the memory 212.  Subsequently, in step S253, the 

electronic signature verification unit 253 determines whether or not an electronic 

signature is attached to the target application.  In step S252, in the case of 

determining that an electronic signature is not attached to the target application, the 15 

process proceeds to step S254. 

[0113] 

 In step S254, the application control unit 254 executes the application 

without an attached electronic signature as an untrusted application.  Regarding the 

treatment of an untrusted application, the available functions may be restricted 20 

compared to a trusted application, or the application itself may be aborted without 

actually being launched. 

[0114] 

 On the other hand, in step S253, in the case of determining that an electronic 

signature is attached to the target application, the process proceeds to step S255.  In 25 

step S255, the electronic signature verification unit 253 conducts the electronic 

signature verification process.  The electronic signature verification process verifies 

whether or not the electronic signature attached to the target application is 

trustworthy.  Note that the detailed content of the electronic signature verification 

process will be discussed later with reference to the flowchart in FIG. 15. 30 

[0115] 
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 After the electronic signature verification process ends, the process proceeds 

to step S256.  In step S256, the application control unit 254 executes the target 

apparatus in accordance with the process result of the electronic signature 

verification process in step S255.  In other words, if the target application is a 

trusted application, the application control unit 254 executes the target application 5 

without restricting the available functions.  For example, a trusted application is 

able to use functions such as a channel tuning function and the functions of the 

electronic program guide as resources of the reception device 20.  On the other hand, 

if the target application is an untrusted application, the application control unit 254 

restricts the functions available to the target application, or aborts the target 10 

application. 

[0116] 

 The above thus describes the application control process. 

[0117] 

(Electronic signature verification process) 15 

 Next, the detailed content of the electronic signature verification process 

corresponding to step S255 of FIG. 14 will be described with reference to the 

flowchart in FIG. 15. 

[0118] 

 In step S271, the electronic signature verification unit 253 references the 20 

memory 212, and determines whether or not the electronic certificate required by the 

signature of the target application exists in the receiver.  In step S271, in the case of 

determining that the electronic certificate does not exist in the receiver, the process 

proceeds to step S272. 

[0119] 25 

 In step S272, the electronic certificate acquisition unit 251 conducts an 

electronic certificate acquisition process.  In the electronic certificate acquisition 

process, the electronic certificate of the target application is acquired from the 

broadcast wave.  Note that the detailed content of the electronic certificate 

acquisition process will be discussed later with reference to the flowchart in FIG. 16.  30 

Additionally, since an electronic certificate for each channel is already acquired by 
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the initialization process of FIG. 12 discussed earlier, the electronic certificate is 

basically stored in the memory 212, but the electronic certificate acquisition process 

of step S272 is also conducted in cases such as when the acquisition of an electronic 

certificate was not conducted during the initialization process for some reason, or 

when an up-to-date electronic certificate could not be acquired. 5 

[0120] 

 Meanwhile, in step S271, in the case of determining that the electronic 

certificate already exists in the receiver, reacquiring the electronic certificate is not 

necessary, and thus step S272 is skipped, and the process proceeds to step S273.  In 

step S273, the electronic signature verification unit 253 uses the electronic certificate 10 

to verify the electronic signature attached to the target application, and determines 

whether or not the electronic signature could be verified (S274). 

[0121] 

 In step S274, if the electronic signature attached to the target application 

could be verified, or in other words, in the case of determining that verification was 15 

successful, the target application is trustworthy, and thus the process proceeds to step 

S275.  In step S275, the electronic signature verification unit 253 treats the target 

application as a trusted application. 

[0122] 

 On the other hand, in step S274, if the electronic signature attached to the 20 

target application could not be verified, or in other words, in the case of determining 

that verification failed, the target application is not trustworthy, and thus the process 

proceeds to step S276.  In step S276, the electronic signature verification unit 253 

treats the target application as an untrusted application. 

[0123] 25 

 The process result of the electronic certificate acquisition process is reported 

to the application control unit 254.  Subsequently, the process returns to step S255 

of FIG. 14, and the processing thereafter is executed. 

[0124] 

 The above thus describes the electronic signature verification process. 30 

[0125] 
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(Electronic certificate acquisition process) 

 Next, the electronic certificate acquisition process corresponding to step 

S272 of FIG. 15 will be described with reference to the flowchart in FIG. 16. 

[0126] 

 In step S291, the variable i for designating a channel is set to 0.  In step 5 

S292, the electronic certificate acquisition unit 251 acquires, from the electronic 

signature attached to the target application, the electronic certificate ID (=X) of the 

electronic certificate needed to verify the electronic signature. 

[0127] 

 In step S293, the electronic certificate acquisition unit 251 acquires the 10 

electronic certificate ID[i] included in the electronic program guide, and in step S294, 

determines whether or not the electronic certificate ID[i] = X.  In step S294, in the 

case of determining that the electronic certificate ID[i] = X, the channel on which the 

electronic certificate needed to verify the electronic signature may be acquired is 

specified, and thus the process proceeds to step S295. 15 

[0128] 

 In step S295, the control unit 210 controls the tuner 202 to tune to a channel 

corresponding to the electronic certificate ID[i].  Subsequently, in step S296, the 

electronic certificate acquisition unit 251 acquires an electronic certificate from the 

broadcast wave of the selected channel.  Consequently, the electronic certificate 20 

needed to verify the electronic signature attached to the target application is acquired. 

[0129] 

 Additionally, in step S294, in the case of determining that the electronic 

certificate ID[i] does not equal X, the process proceeds to step S297.  In step S297, 

the value of i is incremented, and in step S298, it is determined whether or not the 25 

next electronic certificate ID[i] exists in the electronic program guide.  In step S298, 

in the case of determining that the electronic certificate ID[i] exists, the process 

returns to step S293, the processing thereafter is repeated, and when the electronic 

certificate ID[i] = X, the electronic certificate is acquired from the broadcast wave of 

the designated channel. 30 

[0130] 
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 Subsequently, when an electronic certificate is acquired in step S296, or in 

the case of determining that the next electronic certificate ID[i] does not exist in the 

electronic program guide in step S298, the process returns to step S272 of FIG. 15, 

and the processing thereafter is executed. 

[0131] 5 

 Note that although the foregoing description describes an example of 

including correspondences between an electronic certificate ID and a channel in the 

electronic program guide, correspondences between the selected channel and an 

electronic certificate ID may also be made when executing the initialization process 

of FIG. 12 in the reception device 20, and such correspondence relationships may be 10 

stored in the memory 212 as a database.  Basically, it is sufficient to be able to 

recognize correspondence relationships between a channel and an electronic 

certificate ID, and the method of acquiring such correspondence relationships is 

arbitrary. 

[0132] 15 

 The above thus describes the electronic certificate acquisition process. 

[0133] 

(Application provision process) 

 Lastly, an application provision process executed by the application server 

30 of FIG. 5 will be described with reference to the flowchart in FIG. 17. 20 

[0134] 

 In step S311, the application acquisition unit 302, under control by the 

control unit 301, acquires an application.  Additionally, in step S312, the application 

acquisition unit 302, under control by the control unit 301, registers the acquired 

application in the application storage unit 303. 25 

[0135] 

 In step S313, the control unit 301 determines whether or not to register a 

new application.  In step S313, in the case of determining to register a new 

application, the process returns to step S311, and a new application is acquired and 

registered.  On the other hand, in step S313, in the case of determining not to 30 

register a new application, the process proceeds to step S314. 
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[0136] 

 In step S314, the control unit 301 monitors the communication unit 304, and 

thereby determines whether or not the reception device 20 has requested an 

application.  In step S314, in the case of determining that an application has not 

been requested, the process returns to step S313, and the processing discussed above 5 

is repeated.  On the other hand, in step S314, in the case of determining that an 

application has been requested, the process proceeds to step S315. 

[0137] 

 In step S315, the control unit 301 reads out an application from the 

application storage unit 303 according to the request from the reception device 20.  10 

In step S316, the communication unit 304, under control by the control unit 301, 

provides (transmits) the application read out from the application storage unit 303 to 

the requesting reception device 20.  After the processing in step S316 finishes, the 

process returns to step S313, and the processing thereafter is repeated. 

[0138] 15 

 The above thus describes the application provision process. 

[0139] 

 Note that in the foregoing description, the reception device 20 is described 

as receiving broadcast content transmitted from the transmission device 10, but the 

reception device 20 may also performing streaming playback by receiving 20 

communication content delivered by a delivery server (not illustrated) provided on 

the Internet 90.  In this case, the application operates together with the 

communication content.  For example, the communication content is audio-visual 

(AV) content such as an already-broadcast TV program, an already-premiered movie, 

or an original video program delivered by video on demand (VOD).  In other words, 25 

the broadcast content and the communication content are examples of AV content. 

[0140] 

 In addition, a dedicated verification server (not illustrated) that conducts a 

process of verifying an electronic signature attached to an application may be 

provided on the Internet 90, and the reception device 20 may control operation of an 30 

application according to a process result of the electronic signature verification 
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process from the verification server, without conducting the electronic signature 

verification process in FIG. 15. 

[0141] 

 <Computer to which the present technology is applied> 

[0142] 5 

 The series of processes described above can be executed by hardware but 

can also be executed by software.  When the series of processes is executed by 

software, a program that constructs such software is installed into a computer.  Here, 

the expression “computer” includes a computer in which dedicated hardware is 

incorporated and a general-purpose personal computer or the like that is capable of 10 

executing various functions when various programs are installed. 

[0143] 

 FIG. 18 is a block diagram showing an example configuration of the 

hardware of a computer that executes the series of processes described earlier 

according to a program. 15 

[0144] 

 In a computer 900, a CPU (Central Processing Unit) 901, a ROM (Read 

Only Memory) 902, and a RAM (Random Access Memory) 903 are mutually 

connected by a bus 904.  An input/output interface 905 is also connected to the bus 

904.  An input unit 906, an output unit 907, a recording unit 908, a communication 20 

unit 909, and a drive 910 are connected to the input/output interface 905. 

[0145] 

 The input unit 906 is configured from a keyboard, a mouse, a microphone or 

the like.  The output unit 907 configured from a display, a speaker or the like.  The 

recording unit 908 is configured from a hard disk, a non-volatile memory or the like.  25 

The communication unit 909 is configured from a network interface or the like.  

The drive 910 drives a removable medium 911 such as a magnetic disk, an optical 

disk, a magneto-optical disk, a semiconductor memory or the like. 

[0146] 

 In the computer 900 configured as described above, as one example the 30 

CPU 901 loads a program stored in the recording unit 908 via the input/output 
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interface 905 and the bus 904 into the RAM 903 and executes the program to carry 

out the series of processes described earlier. 

[0147] 

 As one example, the program executed by the computer 900 (the CPU 901) 

may be provided by being recorded on the removable medium 911 as a packaged 5 

medium or the like.  The program can also be provided via a wired or wireless 

transfer medium, such as a local area network, the Internet, or a digital satellite 

broadcast. 

[0148] 

 In the computer 900, by loading the removable medium 911 into the drive 10 

910, the program can be installed into the recording unit 908 via the input/output 

interface 905.  It is also possible to receive the program from a wired or wireless 

transfer medium using the communication unit 909 and install the program into the 

recording unit 908.  As another alternative, the program can be installed in advance 

into the ROM 902 or the recording unit 908. 15 

[0149] 

 Note that the program executed by the computer 900 may be a program in 

which processes are carried out in a time series in the order described in this 

specification or may be a program in which processes are carried out in parallel or at 

necessary timing, such as when the processes are called. 20 

[0150] 

 In the specification herein, process steps stating a program for causing the 

computer 900 to perform various processes are not strictly limited to being processed 

in a time series following the order depicted in the flowchart, but may also be 

processed in parallel or individually (such as by parallel processing or object-25 

orientated processing, for example).  Also, while the program may be processed by 

a single computer, the program may also be processed in a distributed manner by 

multiple computers.  Furthermore, the program may also be transferred to a remote 

computer and executed. 

[0151] 30 

 Further, in the present disclosure, a system has the meaning of a set of a 
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plurality of configured elements (such as an apparatus or a module (part)), and does 

not take into account whether or not all the configured elements are in the same 

casing. Therefore, the system may be either a plurality of apparatuses, stored in 

separate casings and connected through a network, or a plurality of modules within a 

single casing. 5 

[0152] 

 An embodiment of the disclosure is not limited to the embodiments 

described above, and various changes and modifications may be made without 

departing from the scope of the disclosure.  For example, the present disclosure can 

adopt a configuration of cloud computing which processes by allocating and 10 

connecting one function by a plurality of apparatuses through a network. 

[0153] 

 Further, each step described by the above-mentioned flow charts can be 

executed by one apparatus or by allocating a plurality of apparatuses.  In addition, 

in the case where a plurality of processes are included in one step, the plurality of 15 

processes included in this one step can be executed by one apparatus or by sharing a 

plurality of apparatuses. 

[0154] 

 Additionally, the present technology may also be configured as below. 

[0155] 20 

(1) 

 A reception device including: 

 a content reception unit configured to receive AV content; 

 an application acquisition unit configured to acquire an application that 

operates together with the AV content; and 25 

 an application control unit configured to control operation of the application 

according to a verification result of whether or not the application is trustworthy. 

(2) 

 The reception device according to (1), 

 wherein the AV content is broadcast content transmitted by a broadcast 30 

wave, and 
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 wherein the reception device further includes 

  an electronic certificate acquisition unit configured to acquire an 

electronic certificate, transmitted by the broadcast wave, for verifying an electronic 

signature attached to the application, and 

  an electronic signature verification unit configured to use the 5 

electronic certificate to verify the electronic signature attached to the application. 

(3) 

 The reception device according to (1) or (2), 

 wherein the application control unit launches and executes the application 

only when the application is trustworthy. 10 

(4) 

 The reception device according to (2) or (3), 

 wherein the electronic certificate is a certificate shared in common with 

respective channels. 

(5) 15 

 The reception device according to (2) or (3), 

 wherein the electronic certificate is a different certificate for each channel. 

(6) 

 The reception device according to (2) or (3), 

 wherein an electronic program guide transmitted by the broadcast wave 20 

associates an identifier of the electronic certificate with each channel, and 

 wherein the electronic certificate acquisition unit acquires, on a basis of the 

electronic program guide, the electronic certificate from a broadcast wave of a 

channel corresponding to the identifier of the electronic certificate obtained from the 

electronic signature attached to the application. 25 

(7) 

 The reception device according to any one of (2) to (6), 

 wherein the electronic certificate is shared with another electronic device on 

a same network. 

(8) 30 

 The reception device according to any one of (1) to (7), 
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 wherein the application acquisition unit acquires the application from a 

designated server via a network. 

(9) 

 A reception method of a reception device, the reception method including 

the steps of, by the reception device: 5 

 receiving AV content; 

 acquiring an application that operates together with the AV content; and 

 controlling operation of the application according to a verification result of 

whether or not the application is trustworthy. 

(10) 10 

 A transmission method including the steps of: 

 acquiring an electronic certificate for verifying an electronic signature 

attached to an application that operates together with AV content; 

 transmitting the electronic certificate together with the AV content; 

 acquiring the application with the electronic signature attached; and 15 

 transmitting the application. 

(11) 

 The transmission method according to (10), 

 wherein the AV content is broadcast content transmitted by a broadcast 

wave, and 20 

 wherein the electronic certificate is transmitted by the broadcast wave 

together with the broadcast content. 

(12) 

 The transmission method according to (10) or (11), 

 wherein the application is transmitted via a network in response to a request 25 

from a receiver. 

 

Reference Signs List 

[0156] 

1 integrated broadcast-broadband system 30 

10 transmission device 
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20 reception device 

30 application server 

40 terminal device 

90 Internet 

101 electronic certificate acquisition unit 5 

107 transmission unit 

202 tuner 

210 control unit 

212 memory 

213 communication unit 10 

251 electronic certificate acquisition unit 

252 application acquisition unit 

253 electronic signature verification unit 

254 application control unit 

301 control unit 15 

302 application acquisition unit 

304 communication unit 

900 computer 

901 CPU 

 20 
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CLAIMS 

Claim 1 

 A reception device comprising: 

 a content reception unit configured to receive AV content; 

 an application acquisition unit configured to acquire an application that 5 

operates together with the AV content; and 

 an application control unit configured to control operation of the application 

according to a verification result of whether or not the application is trustworthy. 

 

Claim 2 10 

 The reception device according to claim 1, 

 wherein the AV content is broadcast content transmitted by a broadcast 

wave, and 

 wherein the reception device further includes 

  an electronic certificate acquisition unit configured to acquire an 15 

electronic certificate, transmitted by the broadcast wave, for verifying an electronic 

signature attached to the application, and 

  an electronic signature verification unit configured to use the 

electronic certificate to verify the electronic signature attached to the application. 

 20 

Claim 3 

 The reception device according to claim 2, 

 wherein the application control unit launches and executes the application 

only when the application is trustworthy. 

 25 

Claim 4 

 The reception device according to claim 3, 

 wherein the electronic certificate is a certificate shared in common with 

respective channels. 

 30 

Claim 5 
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 The reception device according to claim 3, 

 wherein the electronic certificate is a different certificate for each channel. 

 

Claim 6 

 The reception device according to claim 3, 5 

 wherein an electronic program guide transmitted by the broadcast wave 

associates an identifier of the electronic certificate with each channel, and 

 wherein the electronic certificate acquisition unit acquires, on a basis of the 

electronic program guide, the electronic certificate from a broadcast wave of a 

channel corresponding to the identifier of the electronic certificate obtained from the 10 

electronic signature attached to the application. 

 

Claim 7 

 The reception device according to claim 3, 

 wherein the electronic certificate is shared with another electronic device on 15 

a same network. 

 

Claim 8 

 The reception device according to claim 1, 

 wherein the application acquisition unit acquires the application from a 20 

designated server via a network. 

 

Claim 9 

 A reception method of a reception device, the reception method comprising 

the steps of, by the reception device: 25 

 receiving AV content; 

 acquiring an application that operates together with the AV content; and 

 controlling operation of the application according to a verification result of 

whether or not the application is trustworthy. 

 30 

Claim 10 
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 A transmission method comprising the steps of: 

 acquiring an electronic certificate for verifying an electronic signature 

attached to an application that operates together with AV content; 

 transmitting the electronic certificate together with the AV content; 

 acquiring the application with the electronic signature attached; and 5 

 transmitting the application. 

 

Claim 11 

 The transmission method according to claim 10, 

 wherein the AV content is broadcast content transmitted by a broadcast 10 

wave, and 

 wherein the electronic certificate is transmitted by the broadcast wave 

together with the broadcast content. 

 

Claim 12 15 

 The transmission method according to claim 11, 

 wherein the application is transmitted via a network in response to a request 

from a receiver. 

 

 20 
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