TECHNIQUE FOR DETECTING MALICIOUS ELECTRONIC MESSAGES

Technical Field

The present disclosure relates generally to security aspects in information technology. In par-
ticular, the disclosure relates to a technique for detecting malicious electronic messages which
are transmitted from at least one message sending device to at least one message receiving

device.

Background

Electronic messages, such as electronic mail messages (or e-mails), instant messages, faxes
and so on, are the method of choice for exchanging information with one another. As the use
of electronic messages has become very popular, it is not surprising that electronic messages,
such as e-mails, are frequently used for malware proliferation. In this context the term “mal-
ware” or “malicious software” refers to any software or software portions used to disrupt
computer operations, gather sensitive information, or gain access to private or corporate com-
puter systems. Malware embedded in or attached to electronic messages and distributed via
electronic messages can include, among others, viruses, worms, trojan horses, ransomware,

scareware, adware and/or other malicious programs.

In order to impede malware proliferation across a communications network, numerous anti-
malware solutions following different protection or combat strategies are on the market. For
instance, there are anti-malware solutions available which are designed to provide real-time
protection against installation of malicious software on a computer device by scanning all in-
coming network data for malware and by immediately blocking any detected threats. Also
there are anti-malware solutions available which are designed to detect and remove malicious

software that has already been installed on a computer device.
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Moreover, in order to efficiently impede malware proliferation in communications networks,
appropriate anti-malware solutions are provided for remote messaging servers of the commu-
nications networks which are designed to route messages originating from one or more mes-
sage sending devices to one or more message receiving devices. Such anti-malware solutions
on are usually realized in the form of software and hardware modules implemented in the
messaging servers which are designed to perform an anti-malware check for each message.
That is, the messaging servers scan the messages for malware and only clean messages (i.e.,
non-malicious messages) are routed to the message receiving devices, whereas malicious
messages are filtered out by the messaging servers, even before the malicious message can

reach a receiving device.

Such anti-malware solutions usually work on the basis of a comparison of the message con-
tent with known virus signatures. A virus signature is an algorithm or a static hash (i.e., a nu-
merical value of a portion of code unique to the virus) that can be used as fingerprint for a
specific virus. Such an anti-malware detection technique is very efficient, but has the short-
coming that only viruses already known by the anti-malware software can be efficiently fil-
tered out. Even in case the known virus signatures of the anti-malware module are regularly
updated, there is some risk that newest generation malware (so called “zero-day malware”)
may remain undetected. Hence, the known anti-malware detection for communications sys-
tems or communications networks has the risk that newest generation malware remains unde-
tected for a longer period of time. Accordingly, malicious messages which are erroneously

considered to be clean may be routed to message receiving devices rather than filtered out.

Accordingly, there is a need for an efficient malware detection technique in communications

networks which overcomes the above-mentioned technical disadvantages.

Summary

To overcome the above-identified technical problem, according to a first aspect there is pro-
vided a method of detecting malicious electronic messages transmitted from at least one mes-
sage sending device to at least one message receiving device. The method comprises the steps
of generating at least one signature for an electronic message to be transmitted from the at

least one message sending device to the at least one message receiving device; storing the



generated at least one signature in a data storage unit; determining whether the electronic
message is malicious; if the electronic message is determined to be malicious, determining on
the basis of the generated at least one signature, whether electronic messages comparable to
the determined malicious message were classified as non-malicious and transmitted to the at
least one message receiving device in the past; and if it is determined that electronic messages
comparable to the determined malicious message were classified as non-malicious and trans-
mitted to the at least one message receiving device in the past, notifying the at least one mes-

sage receiving device about a potential threat.

In the present disclosure the term “electronic message” (or abbreviated “message”), may have
to be construed broadly. As “electronic message”, or “message”, any digital data item or any
digital data portion may be meant which contains a message in the form of symbols, alphabet-
ic and/or numerical characters, graphical elements, and so one, and which can be used in or-
der to embed or attach malware. For instance, as ‘“electronic message”, or “message” an elec-
tronic mail message, an instant message or any other type of electronic message may be

meant.

The method may be carried out on a messaging server. The messaging server may be arranged
in a communications network across which messages can be transmitted from the at least one
message sending device to the at least one message receiving device. The messaging server
may be designed to route messages from the at least one message sending device to the at
least one message receiving device for which the messages are intended. For this purpose, the
messaging server may be in (continuous) communication with the at least one message send-
ing device and the at least one message receiving device. The server may be implemented as a
single computer device or as a computer system comprising distributed computer devices

which are configured to carry out the above-described method.

The at least one message sending device may be any device configured to send electronic
messages, such as a smartphone, tablet, personal computer, and/or any other private or corpo-
rate computer device. In a similar way, the at least one message receiving device may be any
device configured to send electronic messages, such as a smartphone, tablet, personal com-

puter, and/or any other private or corporate computer device.
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The steps of generating at least one signature, storing the at least one signature in the data
storage unit, and determining whether the message is malicious may be repeated for each new
message (i.e., for each currently received message in a continuous message flow) to be trans-
mitted to the at least one message receiving device. That is, the messaging server may repeat
for each message currently received from the at least one message sending device, the signa-
ture generation and storing steps as well as the anti-malware determining step. Thus, over
time a large number of signatures can be collected, wherein each signature can be associated
with a specific message which have been received and distributed. Accordingly, the data stor-
age unit may comprise a large number of message signatures which can be associated with

messages received and distributed to the at least one message receiving device in the past.

Moreover, the above mentioned step of determining whether messages comparable to the de-
termined malicious message were classified as non-malicious and transmitted to the at least
one message receiving device in the past (i.e., step d in claim 1) as well as the step of notify-
ing the at least one message receiving device about a potential threat (i.e., step e in claim 1)
may be repeated for those newly received messages, for which a specific malicious behaviour
or malicious content has been identified for the first time. For newly received clean messages
(i.e., messages for which no malicious behaviour or malicious content has been determined)

these steps may be omitted.

The step of determining whether messages comparable to the determined malicious message
were classified as non-malicious and transmitted to the at least one message receiving device
in the past (i.e., step d in claim 1) may further comprise at least one of the following sub-
steps: comparing the at least one signature of the determined malicious message against the
signatures already stored in the data storage unit which can be associated with previously
transmitted messages; and selecting those signatures of previously transmitted messages from
the data storage unit, which has been found to be comparable to the at least one signature of
the determined malicious message. Signatures stored in the data storage unit may be regarded
as comparable to the at least one signature of the determined malicious message, if the signa-
tures are identical or highly similar to each other. Whether two signatures are highly similar
can be determined by estimating whether a degree of similarity between the two signatures

exceeds a predetermined threshold value.



The step of generating at least one signature may further comprise generating a message iden-
tifier (ID) for each electronic message to be transmitted to the at least one receiving device.
Further, the step of storing the generated at least one signature in a data storage unit may fur-
ther comprise storing, for each message to be transmitted, the generated message ID together
with the generated at least one signature in the data storage unit. By associating the generated
signatures with corresponding IDs, each signature in the data storage unit can be associated

with a specific message transmitted to a specific message receiving device later on.

According to one implementation the step of generating at least one signature can further
comprise generating, for each message to be transmitted, specific message information suita-
ble for classifying the transmitted message later on. The generated specific message infor-
mation may be stored together with the generated at least one signature (and the generated ID)
in the data storage unit. The generated specific message information may comprise at least
one of the following information: transmission time of the message, message sender infor-
mation, message destination information, and information about message attachments. Ac-
cordingly, the generated specific message information may be used to identify when a specific
message has been transmitted, from which message sending device the specific message has

been received and/or to which message receiving device the specific message has been sent.

For each message to be transmitted the at least one signature may be generated on the basis of
at least one of the following information: at least one message attachment property; and a
URL information of the transmitting message sending device. As message attachment proper-
ty at least one of a name of the attachment, file type of the attachment (e.g., is the attachment
a text file, music file, image file and so on), and file extension information (e.g., is the file an
executable file) can be used. The attachment properties may be provided as a hash value. The
URL information may comprise a complete URL or a portion of the URL which can be asso-

ciated with a specific message sending device.

The step of determining whether the electronic message is malicious may comprise compar-
ing the electronic message with known virus signatures; and classifying the electronic mes-
sage as malicious, if the message sufficiently matches one of the known virus signatures. For
comparison a Black List (BL) containing known virus signatures may be used. The BL with

known virus signatures may be provided and regularly updated by an anti-virus software ven-
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dor. In addition or alternatively, heuristic methods can be used in order to detect malicious

electronic messages.

According to one implementation the step of notifying the at least one message receiving de-
vice may comprise providing information to the at least one message receiving device which
indicates that a specific message transmitted in the past be malicious (i.e., may comprise a

threat).

The method may further comprise the steps of transmitting the message to the (addressed) at
least one message receiving device, if the message has been classified as non-malicious; and

blocking the message, if the message has been classified as malicious.

According to another aspect, a computer program product with program code portions is pro-
vided for carrying out the above described method when the computer program product is ex-
ecuted on a computer device (e.g. a messaging server). The computer program product may

be stored on a (non-transitory) computer-readable recording medium.

According to another aspect a messaging server is provided, wherein the messaging server is
configured to transmit electronic messages received from at least one message sending device
to at least one message receiving device. The messaging server is further configured to detect
malicious electronic messages and comprises the following components: a generating unit
configured to generate at least one signature for an electronic message to be transmitted from
the at least one message sending device to the at least one message receiving device; a data
storage unit configured to store the generated at least one signature; an antivirus unit config-
ured to determine whether the electronic message is malicious or not; a determining unit con-
figured to determine, in the case of a determined malicious message, whether electronic mes-
sages comparable to the determined malicious message were classified as non-malicious and
transmitted to the at least one message receiving device in the past; and a signalling unit con-
figured to signal a potential threat to the at least one message receiving device, if it is deter-
mined that electronic messages comparable to the determined malicious message were classi-

fied as non-malicious and transmitted to the at least one message receiving device in the past.
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The messaging server may be implemented in the form of a single computer device or in the
form of distributed computer devices which are arranged in a network remote from the at least
one message sending device and the at least one message receiving device. The messaging
server may be in (continuous) communication with the at least one message sending device
and the at least one message receiving device in order to receive messages from the at least
one message sending device and to transmit the received messages to the at least one message

receiving device.

According to still another aspect, a messaging system is provided, which comprises the above
described messaging server, at least one message sending device, and at least one message
receiving device. The messaging server is in communication with the at least one message

sending device and the at least one message receiving device.

Brief Description of the Drawings

Further details, aspects and advantages of the present disclosure described herein will become

apparent from the following drawings, in which:

Fig. 1 is a block diagram illustrating a messaging system configured to detect mali-
cious electronic messages according to an exemplary embodiment of the pre-
sent invention;

Fig. 2 is a block diagram illustrating a messaging server configured to detect mali-
cious electronic messages according to an exemplary embodiment of the pre-
sent invention;

Figs. 3a/3b  are flow diagrams illustrating a method of detecting malicious electronic mes-
sages according to an exemplary embodiment of the present invention; and

Fig. 4 is a further schematic representation of the method of Fig. 3.

Detailed Description

In the following description, for purposes of explanation and not limitation, specific details

are set forth in order to provide for a thorough understanding of the technique presented here-
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in. It will be apparent to one skilled in the art that the disclosed technique may be practised in

other embodiments that depart from these specific details.

Fig. 1 illustrates, in the form of a block diagram, an exemplary embodiment of a messaging
system 1 which can implement the below described technique for detecting malicious elec-

tronic messages.

The messaging system 1 comprises at least one messaging server 1000, one or more message
sending devices 110, 120, 130, and one or more message receiving devices 210, 220, 230.
The one or more message sending devices 110, 120, 130 and the one or more message receiv-
ing devices 210, 220, 230 may each be implemented in the form of portable user terminals
(such as PDAs, cell phones, smartphones, notebooks) or fixed computer devices. The messag-
ing server 1000 may be realized in the form of a single computer device or in the form of two
or more computer devices distributed over a network 2. The invention does not depend on the
above described hardware implementation details of the messaging server 1000, the message

sending devices 110, 120, 130 and the message receiving devices 210, 220, 230.

As illustrated in Fig. 1, the messaging server 1000 is arranged remote from the corresponding
message sending devices 110, 120, 130 and message receiving devices 210, 220, 230. The
messaging server 1000 is configured to route messages 100 received from the one or more
message sending devices 110, 120, 130 to one or more specific message receiving devices
210, for which the messages are intended. For this purpose, the messaging server 1000 is ar-
ranged to be in (continuous) communication with each of the message sending devices 110,
120, 130 and each of the message receiving devices 210, 220, 230. The communication be-
tween the messaging server 1000 on the one hand and the corresponding message sending de-
vices 110, 120, 130 and message receiving devices 210, 220, 230 on the other hand can be
established via corresponding wireless and/or wired communication channels. Moreover, any
known communication standard can be used in order to communicate one or more messages
100 between the message sending devices 110, 120, 130 and the message receiving devices

210, 220, 230. For instance, the TCP/IP protocol can be used for message communication.

The messaging server 1000 is designed to receive one or more messages 100 from communi-

cating message sending devices 110, 120, 130, and to route the received messages 100 to cor-
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responding message receiving devices 210, 220, 230, for which the received messages 100 are
destined. According to the exemplary illustration in Fig. 1 the messaging server 1000 is de-
signed to route a message 100 received from the message sending device 110 to the destined

message receiving device 230.

The server 1000 is further configured to perform an anti-malware check (e.g., an antivirus
scan) for each received message 100 before the message 100 is routed to the corresponding
message receiving devices 210, 220, 230. The server 1000 will block all those messages 100
which are identified as malicious messages (i.e., which comprise malicious content), whereas
messages 100 which are identified as non-malicious (i.e., clean messages) are directly routed

to the corresponding message receiving devices 210, 220, 230.

With reference to Fig. 2, the structure and functionality of the messaging server 1000 is fur-

ther described.

The server 1000 comprises a generation unit 1010, an antivirus unit 1020 (in Fig. 2 referred to
as AV unit), a comparing unit 1030, a signalling unit 1040 and a data storage unit 1050. Fur-
ther, the server 1000 comprises a first communication interface 1070 and a second communi-
cation interface 1080. The units 1010, 1020, 1030, 1040, 1050 as well as the interfaces 1070,

1080 are in communication with each other.

Each of the generating unit 1010, comparing unit 1030, signalling unit 1040 and the AV unit
1020 can be implemented as a separate software module, hardware module or a combined
software/hardware module. Alternatively, the generating unit 1010, comparing unit 1030, sig-
nalling unit 1040 and the AV unit 1020 can also be implemented as sub-modules of a com-
monly designed software and/or hardware module as illustrated by the dotted box in Fig. 1.
One skilled in the art will appreciate that the above mentioned units 1010, 1020, 1030, 1040
may be implemented using software functioning in conjunction with a programmed micro-
processor, using an Application Specific Integrated Circuit (ASIC), a Digital Signal Processor

(DSP) or general purpose computer.

Regardless of the above mentioned implementation details, the generating unit 1010 is in

communication with the input unit 1070 and is configured to generate, on the basis of re-
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ceived messages 100 from the input unit 1070, at least one signature for each electronic mes-
sage 100. According to one implementation, the generating unit 1010 is also configured to
generate a message identifier (ID) for each message 100 for which the at least one signature is

generated.

The data storage unit 1050 is configured to store for each message 100 the at least one signa-

ture and associated message ID generated and handed over by the generating unit 1010.

The AV unit 1020 is configured to provide an anti-virus analysis (AV analysis) for each elec-
tronic message 100 received via the input unit 1070. The AV analysis involves a comparing
analysis performed on the basis of an updatable Black List (BL) provided by an anti-virus
software vendor. The BL comprises a complete list of malware signatures of all known mal-
ware against which the message content (including the message attachments) is compared.
Moreover, since the BL is updatable, the BL can be regularly supplemented by the newest
malware signatures. It is noted that the present invention does not depend on the specific AV
analysis technique. It is also conceivable that the AV unit 1020 uses heuristic techniques
and/or emulation techniques in addition to the above mentioned BL comparison. Still further
it is also conceivable that an external AV analysis system or external AV service is used in-
stead of or additional to the AV unit 1020 in order to perform one or more AV checks for the

received messages 100.

The AV unit 1020 is further configured to filter out and block those messages 100 which are
found to comprise malicious content. Such messages are classified by the AV unit 1020 as
malicious messages. Therefore, the AV unit 1020 allows a transmission of only those mes-

sages 100 to the message receiving devices 210, 220, 230, which are found to be clean.

The comparing unit 1030 is configured to compare the generated signatures of currently or
recently received malicious messages 100 revealing new types of threats (i.e. signatures gen-
erated by the generating unit 1010 for messages comprising zero-day malware) with signa-
tures of previously received messages 100, which are stored in the data storage unit 1050. The
comparing unit 1030 is further configured to select those signatures associated with previous-
ly transmitted messages 100 from the data storage unit 1050, which are found to be compara-

ble with the generated signatures of the currently or recently received malicious messages
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100. Still further, the comparing unit 1030 is configured to identify, on the basis of the select-
ed signatures and the associated message IDs, the corresponding messages which have been
transmitted in the past and which have been considered to be clean messages (i.e., non-

malicious messages).

The signalling unit 1040 is configured to generate, on the basis of the identified messages, at
least one notification 105 indicating that specific messages transmitted in the past may be ma-
licious. The notification(s) 105 may comprise a list of those messages which have been con-
sidered as clean messages in the past, but which have found to reveal signatures comparable
to the signature(s) of the current message, which has been classified as malicious for the first

time.

The first communication interface 1070 is configured to receive electronic messages 100 from
the corresponding message sending devices 110, 120, 130 and to provide the received elec-
tronic messages 100 to the comparing unit 1010 and AV unit 1020. Further, the second com-
munication interface 1080 is configured to transmit those messages 100, which are deter-
mined to be clean by the AV unit 1020 (and therefore not blocked by the AV unit 1020), to
the message receiving devices 210, 220, 230. Moreover, the second communication interface
1080 may also be configured to transmit the generated notification(s) 105 to the respective
message receiving devices 210, 220, 230. Both communication interfaces 1070, 1080 can be
implemented in the form of a wireless communication interface (for instance, radio transmis-
sion interface) and/or a wired communication interface, depending on how the communica-
tion between the respective message sending devices 110, 120,130 and the message receiving

devices 210, 220, 230 is implemented.

The functionalities of the units 1010, 1020, 1030, 1040 shown in Fig. 2 are further explained
in conjunction with the two flow diagrams 300, 350 in Figs. 3a and 3b. The flow diagrams
300, 350 illustrate a method of detecting malicious electronic messages 100 transmitted from
the one or more message sending devices 110, 120, 130 to the one or more message receiving
devices 210, 220, 230. The method is performed in the messaging server 1000 as already ex-
plained above in conjunction with Fig. 2 and comprises for each message 100 received from

at least one of the at least one message sending devices 210, 220, 230 the following steps.
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The method starts with step 310 in Fig. 3a, according to which for each received message 100
at least one signature indicative of message properties is generated by the generation module
110. The generated at least one signature can map message properties such as message at-
tachment properties (for instance, at least one of a name, file type, and file extension of a
message attachment), a URL information associated with the message receiving device, from
which the message stems. It is noted that the message signatures are generated by the generat-
ing unit 1010 in real-time for each incoming message 100. Moreover the generated message
signatures may be different from the malware signatures used by the AV unit 1020 and pro-
vided by an anti-virus software vendor. Further, for each received message 100 a message ID
is generated and allocated to the generated at least one signature so that the signatures can be

associated with the message 100 later on.

Moreover, according to one implementation specific message information suitable for classi-
fying and identifying the transmitted messages can additionally be generated for each mes-
sage 100. Such information may comprise at least one of a message time, a message sender
information, message destination information and message attachment information available
to the messaging server 1000 at the time the message is received from the at least one mes-
sage sending device 110, 120, 130. The message time may indicate a time instant at which the
message 100 was received from a message sending device 110, 120, 130 or transmitted to a
message receiving device 210, 220, 230. The sender information may comprise a name, IP
address or other information for identifying the message sending device 110, 120, 130 from
which the message 100 has been received. In a similar way, the destination information may
comprise a name, [P address or other information for identifying the message receiving device
210, 220, 230 to which the message 100 has been sent. The message attachment information
may, for instance, comprise at least an attachment name or similar information for identifying

the attachment.

In a subsequent step 315, for each received message 100 the generated at least one signature
(and, optional, specific message information) are stored together with the generated ID in the
data storage unit 1050. Hence, within a continuous message flow from the at least one mes-
sage sending device 110, 120, 130 to the at least one message receiving device 210, 220, 230,

message signatures (and, optional, specific message information) are recorded for each mes-
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sage 100 and made available for analysing in retrospect whether messages 100 transmitted in

the past contained malware or not.

In a subsequent step 320, each received message 100 is provided to the AV unit 1020. The
AV unit 1020 immediately performs an AV analysis in order to determine whether the re-
ceived message 100 is malicious or not. For the purpose of determining whether the received
message 100 is malicious or not, the AV unit 1020 can apply an AV detection technique as

described in conjunction with Fig. 2 above.

If it is determined, by the AV unit 1020, that the received message 100 is not malicious (cf.
decision step 325 and “NO” branch in Fig. 3a), the message 100 is transmitted to the corre-
sponding message receiving devices 210, 220, 230 (step 330 in Fig. 3a). In such a case the

method terminates for the considered message 100 and restarts with a newly received mes-

sage 100 (i.e., the next received message 100 in the message flow).

If, however, it is determined, by the AV unit 1020, that the received message 100 is malicious
(see “YES” branch in Fig. 3a), the message 100 to be transmitted to the at least one message
receiving device 210, 220, 230 is blocked. Optionally, a notification can be transmitted to the
destined message receiving device 302, 304, 306 indicating that the message 100 has been
blocked because the message 100 has been classified as malicious message (not shown in Fig.

3a).

In addition, if it is determined, by the AV unit 1020, that the received message 100 is mali-
cious (see “YES” branch in Fig. 3a), it is further checked in the subsequent method step 345
whether the malicious message 100 comprises new malware (i.e. a new threat) which has not
been detected by the AV unit 1020 so far. More specifically, it is checked whether the deter-
mined malware constitutes a zero-day malware which could only be detected by the AV unit
1020 taking into account the latest malware signature updates made available by an anti-virus
provider. If it is found that the determined malware or threat has been already detected in the
past, the malware is regarded as not new and the algorithm is stopped for the currently con-
sidered message (see “NO” branch in Fig. 3a). If it is found that the malware is detected for
the first time by the AV module 1020, the malware is regarded as a zero-day malware and the

method continues with steps 350 and 360 (see “YES” branch in Fig. 3a.)
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In step 350 it is determined, on the basis of the generated at least one signature, whether mes-
sages 100 comparable to the determined malicious message 100 were classified as non-
malicious and transmitted to at least one message receiving device 210, 220, 230 in the past.
The determining step 350 is performed by the comparing unit 1030 and comprises the follow-
ing sub-steps illustrated in the flow diagram of Fig. 3b. In sub-step 352 the generated at least
one signature of the determined malicious message 100 is compared with signatures of the
data storage unit 1050 which have been generated and stored in the data storage unit 1050 for
previously transmitted electronic messages 100. The comparison is performed on the basis of
a similarity check. That is, signatures compared to one another are regarded as comparable if
the signatures are found to be identical or highly similar. It is noted that compared signatures
are regarded as identical if their signature information corresponds to 100 %. Signatures to be
compared with each other are regarded as highly similar if the correspondence between the
respective signature information exceeds a predetermined threshold value. Preferably a signa-
ture information correspondence of 80% or higher is required in order to consider the signa-
tures as highly similar. More preferably a signature information correspondence of 90% or

higher, is required in order to consider the signatures as highly similar.

If none of the signatures stored in the storage unit 1050 is found to be comparable (i.e., identi-
cal or highly similar) to the generated at least one signature (see decision step 353, “NO”
branch), the algorithm stops (step 354) for the currently received message 100 and restarts at
step 310 for a newly received message 100. If, however, some of the signatures stored in the
storage unit 1050 are found to be comparable to the generated at least one signature (decision
step 353, “YES” branch), the method continues with sub-step 355 by identifying those elec-
tronic messages transmitted in the past that are found to have comparable signatures. The
message identification is performed on the basis of the message IDs (and the additional mes-

sage information) stored in the storage unit 1050 in conjunction with each stored signature.

Based on the identified messages, the signalling unit 1040 notifies in a subsequent step 360
(cf. again Fig. 3a) the at least one message receiving device 210, 220, 230 about potential
threat(s) in the transmitted message(s) 100. According to one implementation the notifying
comprises generating and communicating a notification 105 to the at least one message re-

ceiving device 210, 220, 230, wherein the generated notification 105 comprises a list of the
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identified messages, and optionally, the type of threat identified for each message. Hence, by
receiving the notification 105 the at least one message sending device 210, 220 230 can be
warned about a new malware infiltrated on the message sending device 210, 220, 230. Based
on this information the user of the message sending device 210, 220, 230 can take adequate
security actions in order to limit potential damages caused by the infiltrated malware. Addi-
tionally or alternatively, the notification 105 may cause the message receiving device 210,
230 to perform an automated security actions. That is, the notification 105 from the message
receiving device 230 may trigger an automated security action at the message receiving de-
vice 210, 230 in order to limit potential damages caused by a malicious message 100. Such
security actions may comprise at least one of the following actions: flagging the message 100,
moving the message in a specific directory, quarantining the message, subjecting the message
to a further user-side AV analysis, and deleting the message 100. The message receiving de-
vice 210, 230 may automatically select at least one of the above mentioned security action
depending on the identified type of threat of the message.

As not all identified messages 100 may be transmitted to each of the message receiving de-
vices 210, 220, 230, the message list may be generated for each specific message receiving
device 210, 220, 230 individually comprising only those identified messages which have been
transmitted to the specific message receiving device 210, 220, 230. That is, for each specific
message receiving 210, 220, 230 device a specific list containing only the messages transmit-

ted to the specific message receiving devices 210, 220, 230 is generated.

It is noted that for each received message 100, the method terminates with step 356 and re-

starts at step 310 for a subsequent new message.

The benefit of the above described malware detection technique is further discussed in con-
junction with Fig. 4. Fig. 4 illustrates a diagram comprising a vertically running time line and
a horizontally running event line. The time line comprises different points in time t0, t1, and
t2, wherein t0 represents a current point in time, which in Fig. 4 is also referred to as “obser-
vation time”. The points in time t1 and t2 represent earlier points in time. That is, t2 repre-
sents a point in time, at which a new malware or threat can appear in a message 100, but re-
mains undetected by the AV unit 1020 because the AV unit 1020 is not sensitive to the new

malware yet. Further, t1 represents a point in time between t0 and t2, at which new virus sig-
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natures are made available for the AV unit 1020 in order to detect and filter out messages

comprising the new malware.

Thus, as illustrated by the vertical arrows in Fig. 3b, only for points in time later than t1 the
new malware can be detected and messages comprising the new malware can be filtered out.
Moreover, there exists a time gap from tl to t2 in which the new malware already exists, but
cannot be detected yet due to lack of appropriate malware signatures for the AV unit 1020. In
conventional messaging servers not implementing the disclosed detection technique this time
gap cannot be closed and new malware can be spread in an unobstructed way over a plurality
of messaging devices. Moreover, since users of the messaging devices usually rely on the
malware filtering capabilities of the messaging server, it is likely that the new malware re-

mains undetected for long periods of time on the message receiving devices.

The disclosed malware detection technique closes this time gap by collecting and storing sig-
natures for all transmitted messages, that is, also for messages sent between t1 and t2. The
collected signatures are compared with signatures of malicious messages comprising the new
malware (i.e., zero-day malware messages) detected at time instances later than t1. If messag-
es transmitted between t1 and t2 exist having signatures comparable to the signatures of the
detected zero-day malware messages, notifications are generated and transmitted to the corre-
sponding message receiving devices indicating that zero-day malware messages have been
transmitted in the past. Hence, with the claimed malware detection technique users of mes-
sage receiving devices can be warned at an early stage against zero-day malware messages so
that the users can take appropriate countermeasures. Further, since the present malware detec-
tion technique generates and compares its own signatures which may be different from mal-
ware signatures provided by anti-virus software vendors, the present technique is independent
from specific AV detection techniques. Rather, the claimed malware detection technique is
compatible with any conventional AV detection techniques. Thus, the claimed malware detec-

tion technique can be easily implemented in already existing messaging servers.

While the technique presented herein has been described with respect to particular embodi-
ments, those skilled in the art will recognize that the present invention is not limited to the

specific embodiments described and illustrated herein. It is to be understood that the disclo-
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sure is only illustrative. Accordingly, it is intended that the present invention be limited only

by the scope of the claims appended hereto.
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CLAIMS

A method of detecting malicious electronic messages (100) transmitted from at least one

message sending device (110, 120, 130) to at least one message receiving device (210,

220, 230, the method comprising the steps of:

a)

b)
c)
d)

generating at least one signature for an electronic message (100) to be transmitted
from the at least one message sending device to the at least one message receiving
device (210, 220, 230);

storing the generated at least one signature in a data storage unit (1050);
determining whether the electronic message (100) is malicious;

if the electronic message (100) is determined to be malicious, determining on the
basis of the generated at least one signature, whether electronic messages (100)
comparable to the determined malicious message (100) were classified as non-
malicious and transmitted to the at least one message receiving device (210, 220,
230) in the past; and

if it is determined that electronic messages (100) comparable to the determined
malicious message (100) were classified as non-malicious and transmitted to the at
least one message receiving device (210, 220, 230) in the past, notifying the at

least one message receiving device (210, 220, 230) about a potential threat.

The method according to claim 1, wherein at least the steps (a) to (c) are repeated for

each new message to be transmitted from the at least one message sending device (110,

120, 130) to the at least one message receiving device (210, 220, 230).

The method according to claim 1, wherein step (d) further comprises comparing the

generated at least one signature of the determined malicious message with signatures in

the data storage unit (1050) which are associated with previously transmitted electronic

messages (100).
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The method according to claim 1, wherein step (a) and step (b) further comprise: gener-
ating a message identifier (ID) for the electronic message (100) and storing the generat-
ed message ID together with the generated at least one signature in the data storage unit

(1050).

The method according to claim 1, wherein step (a) further comprises: generating, for the
electronic message (100) to be transmitted, specific message information suitable for

classifying the transmitted message later on.

The method according to claim 5, wherein step (b) further comprises: storing the gener-
ated specific message information together with the generated at least one signature in

the data storage unit (1050).

The method according to claim 5 or 6, wherein the specific message information com-
prises at least one of the following information:

- transmission time of the message;

- message sender information;

- message destination information; and

- information about message attachments.

The method according to claim 1, wherein the signature is generated on the basis of at
least one of the following elements:

- at least on message attachment property; and

- URL information associated with the message sending device which the message

stems from.

The method according to claim 1, wherein step (c) further comprises:
- comparing the electronic message (100) with known virus signatures; and
- classifying the electronic message (100) as malicious, if the message (100) suffi-

ciently matches one of the known virus signatures.
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The method according to claim 1, further comprising at least one of the following steps:

- transmitting the electronic message (100) to the at least one message receiving de-
vice, if the message (100) has been classified as non-malicious; and

- blocking the electronic message (100), if the message (100) has been classified as

malicious.

The method according to claim 1, wherein step (e) further comprises: providing infor-
mation to the at least one message receiving device (110, 120, 130) which indicates that

a specific message transmitted in the past may be malicious.

A computer program product with program code portions for carrying out the method
according to at least one of the preceding claims, when the computer program product is

executed on a computer device.

The computer program product according to claim 12, which is stored on a computer-

readable recording medium.

A messaging server (1000) which is configured to transmit electronic messages (100)
received from at least one message sending device (110, 120, 130) to at least one data
receiving device (210, 220, 230), wherein the messaging server (1000) is designed to
detect malicious electronic messages (100) and comprises:

- a generating unit (1010) configured to generate at least one signature for an elec-
tronic message (100) to be transmitted from the at least one message sending de-
vice (110, 120, 130) to the at least one message receiving device (210, 220, 230);

- a data storage unit (1050) configured to store the generated at least one signature;

- an antivirus unit (1020) configured to determine whether the electronic message
(100) is malicious or not;

- a determining unit (1030) configured to determine in the case of a determined ma-
licious message whether electronic messages (100) comparable to the determined
malicious message (100) were classified as non-malicious and transmitted to the at
least one message receiving device (210, 220, 230) in the past; and

- a signalling unit (1040) configured to signal a potential threat to the at least one

message receiving device (210, 220, 230), if it is determined that electronic mes-
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sages (100) comparable to the determined malicious message (100) were classified

as non-malicious and transmitted to the at least one message receiving device
(210, 220, 230) in the past.

15. A messaging system (1) comprising:

at least one message sending device (110, 120, 130);

at least one message receiving device (210, 220, 230); and

the messaging server (1000) according to claim 14, wherein the messaging server
(1000) is in communication with the at least one message sending device (110,

120, 130) and the at least one message receiving device (210, 220, 230).



