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service provider with the content of his data, and may not be overly worried about the privacy

implications of the service provider automatically scanning the data for the purposes of content
targeted advertising. But in other possible scenarios, such as a free, advertising-supported word
processor, the data is not typically stored or accessible to the provider of the software. It is thus

desirable to find a way to target ads to users such that privacy is not violated.
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accomplished in part by downloading and decrypting the desired data on the client via the client
and then running the content-targeted advertisements stored on the client against the decrypted
data.



server and the client can keep the key. Thus, the
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[0023] Fig. 10 illustrates an exemplary environment for implementing various aspects of

the invention.
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[0028ht ext Falsame mpplicaticns inswhicle datport aontenins étpﬁéton@ﬁ.el[‘/@@ﬂ@]contem
carill %cﬂgaﬁl Bt%%l’g lltl enc@%{]ﬁ%m érg %egéxjvérg g %h%ﬁ %n\aéﬁl‘g%nsg&@&gﬁ&rqof the
key snherthenaiottded oeserer 150 d:c&mect@ito the| netveork dpginotsee itheriser’s
out of the view o erver .or .n t
prmﬁg ﬁo%eq}sagp y?t cap étélbf%guc calg%nt rtr%rﬁ%teae acyvgrtlsmgﬁo cpgégﬁssgdrﬁd on the
sel®PP | ArCexbimple, miphebe @OHhckD $n thé syt eypé(applllmnm meé datatin the cloud”
screened the network,. 120 t eterm ne
sPpgE 5 GV B P SO SIoEr ] Wt S SE BE Y [ enywhoe. The
cofite AR cludé ﬁrgt fable abjpdtunel dstdycudienaletrails] sl thealike.
be downl oade

and stored on.the user'.s co o
[0039] i ent ) Refgyiag npwdo figet- therg is @8@@@§d3S&%%E#éﬁﬁmﬁ?Mhmws
didplayBig cBﬁt@ntCthﬂg@t@& a&‘@ﬁls&ﬁélﬁ% &€ wies bR detor dRkhelibl acoardance with an
content-targeted a vert|S|§3 process to determ ne an

asprckfithg sublegt IREIoN- e ks sypiem280 aiids ehBAtagemen SEBROTSH! 10 thatcan

detcPEn8RP G IR whdiker URSilieft 200 SWHBRE or dHRIE Bnd iﬂlﬁlv%%éfﬂnt display
I's not contacted and no infornmation is_passed to

componeat 230rthat|can sedect) greror@ndre adyegiseraentssigisplay based on Whﬂlpér the client
ZZH $Ednlifle 811 il Ot oRHNE e RANGRR 94(5:@% ke 998 CartddEmonitor click-

server to access and sénd nore ad-rél’ated i nfornation
thnouglt dfedvertsentsats éelg.ofor bilingvirescest ancnew Ghypdisermts g@welated

mta PnQ tlo(ﬁ agling)p&: éeﬁ’i t%l% Cc!'flegtaﬁ% & di (1 ﬁ%?a@'ttgﬂfe usé, g‘ﬁﬂ %ﬁcl@tﬁrg@ted

can ‘actu be st
adeefrmeytxems dudhoasCtick hdre tostey il boo‘kha@ Gmnﬂ@nkstmwm’éaméargely if not
n_of the ke SO th mork 120 or
coE’@f‘“’\F&‘“i@ tl@%Wﬁ%%@S& ¢ 8nq %léen %Oare d10e3 not see the
[0051¢r S pWheatie ctiem220ts offine, difiéretaypes bi foi'matt.nf:hmemsements can be
n dvert.i si.ng for cont.ent .star

ey o AT ST S GO o He R pRohejited
adﬁ&ﬂéﬂﬁg aA i@ o@ph@e-weadaadzatﬁ;dﬁ@nehmq)ay pafthil adtdriements. Pay per

whi ch_a user can store his/he t a server .
call advestiemens F%IHWIWW%S“"‘?H%!@% S Preplder Bayif 8 Credit
CHRI R |1r%ta‘ﬁ5’é SGhcif G Bk GAAUTBRE oINS Nepherk o SMNDEetworks

the ik
or Bank § can set up a special phone number that is specific to this advertisement. MNO

Networks can monitor all traffic on that phone line or Bank $ can send MNO Networks their
6



[0030] Referring nowto Fig. 2, there is denonstrated
a system 200 that facilitates displaying

woanicane2sg ar get ed adverti senents to users whenproffusSoen15054
or online in accordance with an aspect of the subject

1nc8%%§%gﬁ§§1% lf]o%?treggrn dﬂ}élt’ﬂ cggegf/g\?o Wﬁ{@%gtds ertalﬁ the volume

of triféic gérieendd cd2Be pisonetihé biethe adweftiseinere andbiillBank $ on a per-call or per
" a vertuﬁgnent di spl ay conponent 230 that can sel ect
IMSHRCTHR 57 adver t i senments to di spl ay based on whet her

[003bE cl i emtintab®coufor3ithi lso by digildyled aeadviiticementd, |Regerdlesdef the
net wo Intern

e F e GG DI el PLdirenb S BE oret Fub8 By g tores

da@bﬂs@@ﬁﬁﬁhﬂ&ﬁéclﬁbﬁv\&s%ﬂ}{ﬂtlSem?ntS or ad-rel ated
nformati on cannot be sent to. t

[00@,3]3 pl ay Alhousl cligkghroughapdivity: prith auetng]l;vlﬁ)z]? tg,dl%tz t%asﬂ(n)le when offline,

us@INEY LIPRIBI 18 cB4CHh ABline ghdle?ﬂfseﬁ@ﬁt@td Bew H&dlﬁéﬁaﬁc&wﬁk Héwever,
G ant bookstore.com' are largely if not co

thej additipead cpnrenthaavd beachaskan thinelicgt Gogpptep pbiley cb?nrt Isiqline. Thus,
wh[al(ri) Qﬁge]r cl\m& B3n %H Stgﬁlllé &RErtiddnt, /Rl Jah BE dlréﬂtédfcﬁ' ISE&n ﬁlMllféeS

_ or mat vertisenents can be enployed. Exanple
infomuation @gbndmdhe@ﬂwemsmem g assyiingghat timp infaemeRom ey sgied to the

BRI RN ID 0 DS

admmsenmhﬂ and d\llﬁb‘il’IOf edmrtiasmcxamWh@‘e usess otiskehigemor information) can be
recor daﬂ grotﬁag ed \%I%E:E{het: glle?lﬁg Io t&rg Bank $ Credit Card"

I'magi he nk $ advertises through
[0084D Net V\WithSthe heion ddatenoookigponent BHhdetdtsahat theadlienis anline again, an

B

The Rpdatdd Mﬂnélhdb&eﬂbwﬁ@%lﬁd ammemehwwmgnm adwmsements and/or

theirincomn [l l.ist and/or phone r
renlpbiAldg AU AL NETiSE e YO TR BT 1P 5% G peegired t
petibBéaly CoRBED Heafdtvidtk RIEtoRPRIReonlide s d@lyeﬁlb@nents For example, users
adverti senent and bill Bank $ on a

cap pgreqyiFrelte Reindiqghy resonnegics e nepy Rk 4 I Og%ﬁ ﬁsbwgmﬁwse of a free

veﬁio%Q)f lfébt%?ll BAR e DRV RE, tsbBe ARBlichs WRBHPhE keTsfar®hay Bedisabled
type of offline advertisenents enployed, they should

(e Bepgtibreadronky nass) wntil dipruser eaf@bls#lé?aa@@n%?&%@a@% nefiygrk 240.
[Om:l lCE : Eflgﬁ &Rk th ¥ 1g[0§‘ | th&@ is 1[1%’0%]1 a@ilstté?ﬁ’ B8 ¢hat facilitates controlling

acti1 vi he network i s not
the Saciophlity mﬁ@rw emt)hcrautlﬁ@ prog@@r@n mﬁyntsktaﬁﬁtdl ongpdeygh pEadvertising permitted
oS 4B 5 EOLL SISy B Ml L0 s
mayagdnant omponentSI10 grat detcrmnws the leviel dfcadvértising alaveediby a user on the

cligxﬁlygﬁnwtg T%g%{chmﬁ% 0.2 lﬁis Ber l‘él/el é#zc‘dvglleis c&H éakéenaﬁl aﬁghcatlon control

el she ecte or s
compbenn B30 t0 @rahe@ﬂirfdnmllgndlhﬁoﬁ(ﬂl\@plﬂqaﬂmrwrthe clicasmanhineg20. However,
hat this.informati on was s d ot client.'s .
bt A5 aPPETROTR S50F P o Rt o8 g 3ph R orgro be disabled o
mmwwﬁeﬁmﬁkwunpre53|ons of each adverti senent and nunber
of advert%%enents

sers click for . .
P30 o1 nat RS ik ddhaEd aareaied dsutiee AT e aeifigies
dlﬁldyﬁ@tcoh‘éntotfnf il @dveledddts Wrpplidakien pRBAGR MEMcordance with an aspect
onponent 210 detects that the client is on{el ne

of he subject invention. The system 400 includes a server 410 and at least one 8lent machine
420. The server 410 has stored therein encrypted content and encrypted advertisements 430
which may correspond to such content. When certain content from the server 410 is desired by

the user, such encrypted data can be sent to the client 420, whereupon it can be decrypted by a
7



updat e conponent 260 can sel ectively update the
advertisenents in the ad storage database 250. The

wapdsiieesgay i ncl ude renovi ng expired adverti SEOEMISS006/015054
addi ng new advertisenents, and/or replacing ol der

e Ghh e Bl P IH ERATRL S R AR50/ OB B 427 Bfr us

require connect to
dedigition kky Bd0is hot rswalbld rtco)tlme neer o wsald\ﬂmt thegisersinesnot F’@ﬁ cannot tamper

wi&é@eﬁ%pﬁ%& o3 gcrhfe}(‘iggrﬁ% be qenis ?&tfﬁte g‘ﬁtpr rggaa th ' s%)'ﬂgfghet%%% Iéolgmg the

decﬁflptﬁmfkéywn the lchém BarDiie epiybied ad welhassamf ddded S{ecur(ﬁ' h’&asmres e,

[0(\82]me f u Isgﬁgtpg‘g@ had{heipgﬁﬁa%ly eirvi(eelptqaﬁ%n%%pé):hcﬁlons Which can run

clié® E&Q' dn&ﬁBi‘cﬂleﬂt ORIPIRE Whﬂéltalk(ﬂlgttb @ s Thk sat4&.mdy@3BYertising
Turning now to _Fig there|%|Ilustratedas,[¥te§1t

supgOTsed: Fhe SR SO AR AT 19 Gy adAERTHE f‘v‘ fn

sofdffe BRPoILE Bhre At Bl Gfe@f@p&gedi 1€k kigiple fraHEs] wke el gikelthe standard
of advertising permtted the user in a%%or dance

POj emﬂ@ﬁota@é»éhﬁtn agy cliops S@famr@equlci GRpBFL: 2B 10 fhertisppRiRyould
ne%gzgrﬂ % ed KR&E& JQQHPB%EUI cg’r;l-ge isedt I—Iowever an 1mmoral
he IeveI ertisin | owed b use
useygolf eregﬂmee}atl cb@ﬁp@ﬁwe ﬁ]pt Wgs;lmsnzgecyg @rotgqoh@r@ lqy@m@;l without
I
the Jdv&qye%{e kS ;[gg% gl%rkr A s%?twafé c?g Elléc{rf]%aﬂae‘%ﬁas%gﬁlﬁ Qlkey specific to the
champbﬁwaie ion to t he client machi ne 320. However, | ower
[ong}’te lh: g%%aldv\égtral}'l élﬁ}nnlgal gs%p %o(iﬁd’lgﬁ%o&gfnﬁe &fen E&rfﬁvaf%"c‘ltﬂngrﬂ& place
wHeﬁ:SthdS secteeey if O0RA]andRéfr creata gheiramwrnt adieii sgﬁwalre thah does _npsdISplay the
ady: ! es{etrg: gﬂal’gflté tag{l/n gl?qqgrgg ! aIt %oil?dfdﬁc%&e%ee(ﬁie?f s%ﬁlv%' and delete the
paR 0O fhe 36 that aPROS flﬁﬁd&rﬁﬂefnhntanT@ﬁlﬁe@it bm?h of ’mese&iab}aeoi the client

nventi on., The s ste 0 des. a s
sofr RS G TR I8Y {FEHEIGR LA e 26T it Sl G el Wedor Digia
RigiitOFRfadehehtab Ride Reysy Bidd ntROLee thaam pancofithé ecdie particularly
advertisenents 430 which ga% 5 s({gond to s,

sexiioRe At SRR BB DB TAVCERS ity BH i oy pey. A
nuf®s! Jf%i:hf?i)ﬁués%n Ys Bded tSMBIRvE NS gdat br 16 @ sbﬁw&%f&bde itself can
to the cli'ent 420, whereupon |t can be decry 41 ¥
begawuypigdhendsiecryoies on diet{lva o Patievlan te éadq Genizining the, pregst key can be
entg‘ggt%’ af Erofbafle colld%s (felcb?%ﬁ, AL OlicnPbt BB otheF §STeMlokPondi ¥an check

Is not revealed’to the user to ensure that the
foudebngagtsens brrokpaintst Additionally.cepepanetinsertersthafi chpgkgymepgritical

se&if)gp ﬁcﬂcﬁﬁ%&d@?ﬁg AL Sode! Shdf fgl‘fstt dE&?pt%&ﬂés@éEe% ofhefi¥eifiction

ecryption ey on the client can be
cogn@}yy‘pureids1aable\m¢d1ﬁ<a$tomredi@@@ds &tnatly.tuge n’étaéstﬁdélarq\*@m}l be

loa/eg ¥s 1%1§ke sup aﬁ%ﬂe &%%WB‘%J éo‘aFI endtlﬁls sb LEVR0 Y §t9d ?Q&Ware can verify

run c e on th
thamlmualt/ansmglmbcke hhahdubn@p tappaedwither . The ser ver may be

T e e

enS@bﬁm r'IEhe@nBIhd l&yhzen Beifrecly fiaén fohsyvenseftvolirs, (yhalg dlck. prIVElteekey can be

ol d,
i RO ER 5 B o PSR B Sl or e
m%looeaﬂl% 9&51[@1@5}7@%& ROk foEERE B bf the bltendl bphagmy edsing public key
ternatlvel , . a_ speci al rotgizctjP can

be, used. . .
CrppsoRERRY 2LIGWS kil Gisep BBY BsdPnEtienaRlit Fof ngiapoe, @ version of

anse‘ﬁfaﬁl"é@ﬁl?caﬁ&@éanlb% 881dtiht SvosleFIrRWith hidhp 8PereAbfhaill k& drayThe public
enmai |
keys can be 51gned and subject to revocation checks. In this way, a client can connect up to its

server and deliver its signed public key. The server can check the signature and then use the
8



the advertisenents. Thus, the server software can

encrypt the email using a key specific to the client
weabdonaexs [ 0038] However, an imoral user coubdTasemdelsoss

the client software and flnd the place where the

put?l?fcl{ \?\lar lfeq 1] e%o %ﬁ %gnté’rﬁ sﬁ%?@@e“éfaﬁ 5&%5{ @‘fmﬁ ks twith the

es not vertl Eement s,
publictley aad semést a}dvemsmgrrﬂfm adverdisiog shayld bf: alerypidd withdhempssege

B e
serg€re Rathowrsyoritylie thdtltlmytcosldfthewa)nﬁd E@Imomr'](ﬂ Itl:qcllﬁ%hﬂwh@gythout
t he technol.o

Sy GsSE B (o R LR A0 RHERPE S e Bey gt BE bubli
keyRkeanSitit @ séstivh kk}efbr payhSetdit ehdigption dizorifhar toltb&ktl&ni ynd then

sectjons that dis advert.i sing,  have not .been .
en g B S P g P S S Ve RS B pteon, b
1n%ﬂﬁmmﬁgé@@mﬁ@n be used to achieve this goal. For

exanp software code itself can, be encryp %ﬁ %
(0Q4E y pt C el ﬁbrmdalm Bigh mymiss Pt glicpis gfe using@ ragigulat public key, that

puﬁlwe@'cﬁ?ﬁ Bélrekr&éaeds—eaﬁﬂ ?Iacé@dﬁ £RRiRBte 2L, TRfRY ®ntbbehecked
code’is decry P he client or some other system
¥

or eeferprsre periqgicell Fedstermie vhethargaiblic Sey’ beetiics fﬁlﬁgone bad.
[O(ﬁﬁf' i onghdiohs I&%ﬁoﬁ%@f ﬂ?cbd?&ﬁ%é &5ih Eﬂ%%ﬁbj@ﬁ%%ﬁmlll now be

tical sections a vert|S|ng cod e,
de$caibedvit @ seties of s, uthetOr’c@sugéfgétOQﬁ andtahmevwfséﬁmmhe ﬁlﬂkdmt invention is

noﬁﬁ%ﬁ%"l& tXe bxfdelu gti' e[s% % \/\% it QJCBIQIQ ceWifh tHE g&;ﬁﬂventlon

use o trhste re can be enpl oye
occmkmdlﬁ‘ureet drideat amdﬂ@r oda@my:piﬂy with otheleactsdira thet shewn end deFprébed

d hard
heﬁgg g Fx%rgaré \ﬁ? geﬁ% eed o ¥ e Iaﬁt WIE d‘ﬁ@%%tg‘f"t a%%gﬁr Jélgt'e Bt & &gﬁlodology
cowlarattermﬂvefyl be regreseated end sdries ofSiateprelbledl stateeyr e:)/leyl}s,tsugT @yihy state

for the encrypt] ublic ke

aisem. o Uprarereibedhar iRy & i R mom G R iy dudic in
acédrdb[nleéjw(t& ﬂﬁafs)dlijﬁ@dl)vfehfbri; :qe C|l i ent. Tlfﬁer e may be ﬁ

singl e public ke [ cli of t war.e, or ere
o) e Sheenterey wEly Srhvhise oy SRani o 5t <BmpleF bpod 500 tha
faifitaleB Bissihy Sﬂfonfeﬁf thMeled adddsisomemskth Cesk&y toszp)méaﬁlﬁ pm@mms in

allows multiple servers to displ ﬂl %§§ gLy
acgqriAg WLESR A9PRGOR Hlecubiset iBRiQh T9F miefhod 300 juvolves sicting

ad%i{dédnfeﬁtslo% cfidf nPRhBOhos 1oh&br aMbK, YR EMissthdnls dARBY downloaded
different mail servers. The public keys can be

si g
froamthe §meqnequ ofhsT PeV Bk FeHOTaRA EREPd Op EIGHER! vy 20; Ahemethod 500
caft SR %ﬁ@?tflfég ﬂ%e&fenﬂﬁoﬁlﬁle Iob SErR&. VR lea@sub&k bV RRvertitéments stored

S|gne e server can check the signature
onethiclichean b disphEgsi ﬁhedlswégasqd@ndb@ dliga¥'s wafe (Sffine @r online) at 530.

Th%?{g cﬁﬂ%reﬁ%%@?s dta Epe%:ée ntAE)A dﬁé@%la@&?@’tﬁé Hel QE%M%Qﬁce the

ey and sen rtising.
userchv/ability &i m’@re&hwuh dnx@vamlsmmmt eath beispinewheas limitsd.alyer instance, an
tent eyent .npdj on Y 5
adv?{F 15eF HQ%’I % osgg cr ?l%]ebr%ndve ﬁ@% -l%/ag?d agggﬂlgrea ein'tscl'aéﬁgr than click-based
adwértisementswaten tictignt ilafflinehey coul d then buil d verS|ons

the cljent.software_w t hout adv td nt.s..(e. g. ;
08438t orr - EaRirhi 6 nisnenbied Mehid QEFTEFR iGeupdating
adifvérﬁﬁdﬁibﬂtstﬁ&ﬁed drethpeibdnt 6f IKEYS \tflﬁbnttli@ct‘lﬁmi it onlireds shoom. Kéen online,
or. a s ic.encr ion al 0 e_.client
sy B S S PieY Hiets el aR AP LR BV BT SR
adv8EiSnRRtsk@Meh Nﬂ% EfimBd-OM1” BE&pHtddande réti®le Glomthe clidut’s storage and

replaced with more current advertisements. In addition, advertisements can be selected to be

9



may be nore efficient. [0040] If an abnormally high

nunber of clients are using a particular public key,
woOhede/1pedsi ¢ key can be revoked - and pl aced ORC®&US2006/015054

certificate revocation list. The list can be checked

o LR 50 AEERLY 4SS R g o
limited twdmhsmg; dggzgg?MMgmrmlkhnﬁhmtbubj ect | n?/ent i on
08 ncor LrSBRTERIP B e B URShYERs b il o Serhflry method

700 thuefatilitates controtiing a lavel efifubgtiohhiéty of ateappbiéatiac bs a chent.sBimemethod

e R Y T
an®§tbr@g 22 Gdast af syt 61BE addBMsEMmEICon s cltenbaﬁhﬂmear ai 720. Bar730, a level

of @cbfﬁytléllélg gﬁl'télfl;}t(%?sfglfystgé {4{&? glg)hmgp[j ne .ar l%ﬂ ci/s%:nt {i] %nd;{ f]?xg/ gqngl og rélunctlonahty

of HARIESRAbFIkaBSH AnSiRE b §hle1eﬂt RiEHd e hdhtedlorsdoatr&lfedQk 740 based on
events, such as in a state diagram Moreover, not all

thel1P‘reb§f3fdé(?@§ﬂn&élﬂf§VQﬁié’ytbf‘eus%qU| red to inplement a

%hodol R, . I8N BeGO% 8N ERartichnfbnbthfing H@b}&ﬁ{pldr?%ﬂkﬂ 800 that
[0042] Re efring nowto Fig. 5 thefe is

faCdlt@tg-"r qmlrafg tha t@@nﬁnhtaggerﬁétaﬁmtwsmentﬁ prigctadzfer diprlant ensthe client-run
ap@icﬁt@én%/ d?gm%&% GordaREIGHELh éﬁ%? bf the SR BivitioR. The method 800

catl on progra I n accordance wth an
mvabpe delivefing mtesuw}depdt/ertlw@ms tomclienhimachine s § 1 Gal ensuring the

hi
aispl 86830 3} Gelnplhs NERH HAGREL ATl ke sBBO0 B
[0G46pm t heAh etepiplay method 9@ as shewmir Rigdt maefollew ta fither facilitate

B TRVENIE I N e,
applatdn ia dBplagel Thk nathod o0 Sz&mﬁmes’tlﬂradrypnng the cm?teme,rWhereby the
ené’?@ﬂq%%e%# qagl % ogratpglhf1 hﬁeééjs?lgl{ thbaS gﬁdt F]gnts %qv]%]?ltée rcéﬁr{ssponding

prlfvé?cé RBysOfin amdeont 4 S@ﬁmtéof@amemltg f@mlh@ubdc key dah®e pR@ided by a

AT R T A AR WY SIS
appItatiGHIGEnnid by Elidnt. SIE bny B p&iHRAS GisdoRerdil, 3pd ﬂl)/lctbfnang* oAt least
phone- based advertisements rather than click

onaanpémtm@aéhﬁ dJiepjrap by lipytpd prsed an e {qveipf. faf{lm&%?etected (at 930).

gt | NUi G @R td Frobidd adfitiorNodRteRIMRE MrloulBpBAS oH89 st invention,
ilitates updating advertisenents stored on the

Fig; 110 end the ffollovgng disanpsen arp elt@ﬂdfs%thr«w@d%brl%éen@aléﬁmﬂon ofa
su %%&g&ltlhg @nvu%gl\ﬁ@ 10$6 Wﬁlai %Bﬁ?&p@c@s 5tm?e §b)eBthvén@Bn may be

ect at ed at . For exanpl e,
implgwented. sMndn th@ mmmnm nadvssanci lnﬁm@mral contehaficprputergxecutable

msﬁrt(gur:téo%gﬁs}ﬂglga ﬂ’r%ﬁl :ﬁfodﬁ ek %Q{;cu?edlsok aggﬁ??%%’o&ﬁ%é%? gth}é\f' &enlces,
thazd wldil¢d inehmemt willracpghize ghat écurezdnti(m coe glembe implerhented in combination
nt's stor t are th ofile
wit g e Sh o P LIRS bt Eomabn o pder B sl |
[ooimmgr apGeeralydhevevge paizemhimodules inelndet roatines, [;Mgta@s objects,
Tur ni ng, now ere is trated
comP U BT L aspe iy eplst Rt B pafiytr detatypes
The @péradld dnRBortndn Y10 i bnll UnE Edagipld dflayuitdblcasperifipg enadohmeant and is
on a client. The nethod
not intended to suggest any limitation as to the scope of use or functionality of the invention.
Other well known computer systems, environments, and/or configurations that may be suitable

for use with the invention include but are not limited to, personal computers, hand-held or laptop

devices, multiprocessor systems, microprocessor-based systems, programmable consumer
10



700 i nvol ves receiving one or nore content-targeted
advertisenents on a client conputer at 710 and storing

wabkodepaerssa subset of the advertisements on thecTiusens/ 015054
conmputer at 720. At 730, a level of advertising

ele@t?o&u;ts &e%?or@f’cts i}ﬁl %Ft%o . aF'ﬁerAlé ?&ﬁqtﬁf}g RGO G

evel gast one
emvdjpphientathabincludethis agowrsystfhms erdevams aulthdpbike: egul ated or

oL i RSP B G B R T B

varidud bipects 6DIMS ﬁrrvaﬁtidmgncﬂmiee xeompweryl Ont TloccoB@dter G2 includes a

facjlit [ h
prosgigineer CA e & it Borel R3b 00 S 3T bir P8 TR wstemtus 1018
co@%l?dalsllif]ﬁaﬁ eéfipdrentd irRld@sebutinbt laﬁmamrtd,ahe:gzstmﬂ rheraasry a8 reotthe

of

e sub ect invention, OQ i nvo
progessing dpit A& 4 o Ercessg %&Jgr‘f ?aggﬁém Qb yaglous %Fil%?ﬁ? Processors.
DulBfitdpfocdsoB hid 8ihel BillsipobstgortabhitetitePd dyo &h belmployed as the
adverti senents if and/or when the content is displayed
progessgganit1BbM6] An exenpl ary nethod 900 as shown in

0050L- 9 M Labhows i® 8ch§ bh&y Jragieldl typbEofans b'tfdd:\ﬂe(ﬁﬁﬂ&ludmg the
the content-targeted advertisenents selected for

megfiospbusyor oyemopecanirpéart a paipherpidius erexiesAalibys, and/pr alpeal bus using any
var-m)z o%pﬁgﬁ]&ggﬁ)&lﬂ%ﬁgpﬁlblﬂkﬁ Wiyt Hot%’rﬁfeﬁ R, i1 'P-%lt%'ﬂ? Industrial Standard

tent ere € encr |on used can enp

Arghifebture (l&y), Mmh—cthhmel Amhyfeqtmrg éM@dx),cEXt@ﬁP%I%@égxﬁh dntelligent
DR HIGHBAR 4115%}, qus aﬁci%ﬁi‘ﬁu}/s |Lb§ %@&%@%ﬁg@% \ﬁ/rlhé dgﬁl@ét‘%PCI)
UrmvetsaUSﬁrfaUBpﬁa(rHSB), Advadd Gralbiecsﬁ@t’tf(A@PQlO@rsgmi GmmuteoMemory Card
t (|
R T
[00shE f uncThemsysttmtnyenadry 4016 1ﬁ@lsdes ®nlat1h mﬂmom)al 020rand novokatile
evel .of t.a

me%lé)itryz é?gd a[?ng?asg%lﬁ?ut}c{ugwgas’%d (%E(P e?on[tzBmBg 81\9 ngIC %%Eésqg transfer

infogghtioh G8Rleercelethetd within thb&fompu&r aEpeaich aodurinigatasitidp), Betored in
i nventi on, 0 and | SCUSS

ng. d re
noRYNENREEbE 192 Bl OB Oh R Pl eB R gy Remory 1022
ca Hclu@dledd @ﬂ9 Erfb‘iﬂdi*ﬂ(l&T)M pRopiEithablOROM (PRUNIY; I@levmmallgzus
aspects of fthe subLect i nvention %ﬁ% éﬁ? g %
progmEahin BOMh RGN lesirigabcerspa ROV (FPRSaHb o5 ash temory.
VAl ﬁéﬁm@flOQ@ HRHIAEY rafddRe alcalRnfniotp tRAM, vfidh ackUs Bxtaal cache
prograWIHD ul es, execut ed by one or nore conputers or

mesdnr Byiway ebilustrasion andsindt limitationa RANGisgveilapje ip mapy Syms syeh as
syﬁé'ﬂ%ll M“CS%N@O Byfitle R!L\ﬁ@gﬁ@AM Sfﬁdﬁ?&h‘bﬁéjDRﬂM (SDRAM), double

nation w t am nodul es and/or as a

ro

datoonis SRRANDBR SR AMareahasner SORANHES DR ymchiink DRAM
| dul | ud t

(sfﬁﬂg_ &%mm%8ﬁ§¥ﬂ& conpgéﬁﬁkﬂB ul es include routines,

ogr ents,” data structures, etc.
[Oﬂfmat per Compmtpa]ﬂﬂiz alsb a‘rclttdasﬂemomblq/mmlrmﬁblep‘mlﬁttilfdmnaﬁlatlle
t The..op tin ®En [ n
coglyg%ﬁté‘g%ef mgdl SFI aﬁ gusérge s:f? ){a%gnv &rlsk:]s%r%%e 1%)2&-J b}’skgﬁ?age 1024
indlidegtaield noolimligye sdevirnylilte erma@lbﬁlcmhsla&nteoﬂd)ﬂw dm«;ipae dﬂpe drive,

R ST SR HRE S BB, Hbbiion i
star@iRf 10041 Eat ih€lide sidtade Mddia RParatelyta@in eonfisifiation evithiotter Btbmge media
1n<|‘égci/& Iblgq(.)lg)t Ih?p%::' ’905 @F égt{gﬁ rqe %&fg’%ﬁ lsﬁcrlrl] ats ael(cj:ortn(p)act Rk ﬁ?)rﬂ/?dewce (CD-
ROM), CD recordable drive (CD-R Drive), CD rewritable drive (CD-RW Drive) or a digital
versatile disk ROM drive (DVD-ROM). To facilitate connection of the disk storage devices
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devi ces, multiprocessor systens, m croprocessor-based

systens, programrabl e consunerel ectronics, network
weCsn6/139238 conput er s, mai nframe conputers, di st PChuseme/015054

conmputing environments that include the above systens

IO%rto de sesgtgr% ’bugg(gl gt F?en{c;vlélﬁe of r%gdrg&loo%%ehrd{e%c%ri?%ﬁ:altbpused such as

environnment 1
nﬂmﬁpééﬁkhtlng various aspects of the invention includes

[Oogiﬂg g gg g,t 5 tQ, ﬁ‘% %ppi%%iedctgﬁg‘;f% ? Q_\ Flngs(rarégr% Sgﬁ\%%% gﬁlt Qcts as an intermediary
betsiai esishus thk®hfc cdihlﬁltaym)emsbdtscrﬂa@dﬂl mgalge elsaraygteemonment

IOHJEE%ISne t S nC %:éarr]lg)psré i sir)]/gtt mdlq#r%.t qgeféf?ﬂg.ﬁ%sgeem %‘%, Wlich can be
stold QR Qs sft@agé HIOR4 li@tl 4o eafolemd alycarfresvarceofthavampgusdd sygstem 1012.

processors. essors and
Syl apnieoians 4050 OB S TapreaS R ShESourRSP by appragive system
IOiMroﬂgl‘Pﬁx%ﬁﬁakﬂ"ﬂo&{ﬂést 1039444 prb Qe Q@hta T84 syt eithdd issytih8nemory

can any of several types of bus structur
1016rm0adiilal~;g SEry 19%%%%%?@(6%?9&? thep 6‘11}1\@&1“%%%“ be

imPEhEREENRA vARS Qﬁer&ﬁ{g%!;'ﬂéijns &'%mbﬁhﬁﬁ’ér@ lof Bpdrifm@lsyetss.
usi ng a% variety of availab bus architectures

[005AL| udi ndy usds@ntersopmpiands Cédnft)’éna“ﬂ?ll ingip the jgpmputet i3 thrpugh input
dei&%ﬂq%@l Iﬁ?&m k%% 1%8 n{clugé) %‘ﬁBﬂnﬁt@r’tB‘e‘J pomth Idev1ce such as a

i'tect end’e I SA (EISA), Intel
maDee, veclﬁhlé,atyﬂmtoosh padDE)yboayEMcmh@e Jemﬁlck,\&agye pad, Satellite dish,

scagger ’H}%@%é %@@&?%ﬁ%?ggﬁﬂﬁ%‘é&mglp qv):b ca C_a};)%ﬁ@ﬁ% like. These

eri al G aphi cs Port
andPethainalt dSdegsebmreciV hoer prod@asing unitt 18 4 thrdugh slhe system bus 1018 via

mtAga(cg P?%@Lm(}é()%ﬁ?& Cf: QM IO.?? éncéu%g:tatlolrﬁ:xr%e e?%?%&fé&{ g'igﬁrallel port, a
gain® pbri|Gas awﬁivatfsalls_erlai”BﬁD(r@SBhﬂ Q)ﬁtpandbv[w(’w b04Atuise mnmeecvfahwsame type
or BB L AL g Forapt P it 3k o SR SRR imput o
coﬁ:lbﬁBif-‘Img dﬂd&@bttﬁpﬁthﬂoﬁﬁumn i cbﬁil;ﬂter saieho &Som‘tpmtlchglce 1040.
u | S Store
Ougpt P A B i PltaR s O SomBABRAET e 1040 e
mcgirﬁgi‘é ébeé'l&?sza 1n|td?§£rﬁ&% dtl%lildut?ﬁ\ﬂ dévilﬁlﬁmlﬂy tHaReyhire Tpec1al adapters.
electrica
TH PR eI 4081 MELFPY BioK S5 BB HON PR RO o ey poind

cafl HRE YroyiOh @lehh o EBARENon R B ch Bl JuERS ddvaRA0MD akrBs §ystem bus
menory (RAM, which acts as external cache nmenor

10}y lt dfouid qudahat ofhendryicedend/qrsy ey fiflevirggurpyde Both fnb mput and
synchronous RAM

Ou%éwh ei/sr? g%{'f%r}é(m&g ? DFQ%@’&%ly s1 gﬁ‘c hr onous DRAM ( SDRAM) ,

[0&f51ibl e dEomputert lénsmeme(amn as;@vwd;e e@wrfm,e@ausgmal

&%%@%?&%Sm’f‘%?% %%u%eﬁ; S A %) RAADYSe remote

compner(9ii0é4 correcrmersabilepmpabat Betredrmmutwr, atnet\@,orb Beputerkstation, a

it pie e b Raml R €0 g h e Bnf i, and

tylhcanlytlﬁﬂiude@ maflgui atlesf thd dlan@tsmgcnﬂbbd celafive ko chmputer 10120 gjoy purposes
of gl:qv% on ﬂvaggﬂngr&%@?{)gl \éiejzl J ?UZ4I6 #élﬁ%‘taye v? Flgrrlghl\c/) e computerqg 1044.
Reagtid ddnputer@) 8044 is logically connected to computer 1012 through a network interface

1048 and then physically connected via communication connection 1050. Network interface

1048 encompasses communication networks such as local-area networks (LAN) and wide-area
networks (WAN). LAN technologies include Fiber Distributed Data Interface (FDDI), Copper

Distributed Data Interface (CDDI), Ethernet/IEEE 1102.3, Token Ring/IEEE 1102.5 and the
12



storage 1024 can include storage nedi a separately or

in conmbination with other storage nedia including, but
woabtoslidessed to, an optical disk drive such asprar/us2006/015054

conpact disk ROM device (CDROM), CD recordable drive

like Sg{&ﬁ tFCh\I/lg I cg\@%t(ér%?ﬁq éﬂfed\ﬁ? é@gw linl?? )eirBdit Switching

netfveuks liké hﬁ@ral@fﬂwmtes@lgluﬂ Netveorldi (SXDN) and argdatipoy theresn.qpadket
S e or non-renovabl e
SW‘?‘“%!“@ %Oé ¥ grrlgt‘?lﬁstﬁliﬁouﬁsc’“agre%nggﬁgggs i nterface 1026.

[00660053] IGonimuricatibe canppetivafspt @0 refamtto Eie@ardt@red@ﬁ@&ie@es)loyed to

o e 5 S WAL TS RS i 050

shoRREb A 1LsEhti @NYhrit) MFRTRtcohPlier 1030cih ce&ﬂlﬂsfo\/lﬁ re&tematilowdmpumnl 012.
rati ng system 1028. Ogeratln

e m 1028, i C
The koo STBFERNS S AR: FeHgR torBoRe & Uéte%eclé}%} P%F‘des for
ex&[bqjar? b6t Bnly SiAREHAC &R eXferdall R clGOIaRIHs Slichsd Slh@dérrib(iﬂcﬂudmg regular
thji%stemappllcatlons 1030 take advant
(5]

a t
preqEssespodsmsyeabls uradeds pid Iole RfsmYy Ig?f@taéarﬂtef@%d Ethernet cards.

[0057f ough Wﬁﬁgﬂé@ﬁ@eﬂggsléhﬁéi %Q?@lnaﬁgjesfék%ﬁlédnfdﬁé b8 ftvention. It is,

Sstored eit In system nenory 1016 or on di sk storage
of quBpsd, not possible to dpssribppieaceancevrblerpmbingtion pfyjoapenents or

h
mekh%&(?gémsoi% I%g n%? ﬁg {ng%rﬁa;ﬁ?gg etk grcg i{ﬂ?/ér{]vf%)g ;}}Sﬂlt? gl%g&fo[?fhhd?ﬁ ]sklll in the
art usg recopiieg thatowanyeindler omnblmt@nmd R@mlutﬁm@ls hithe sehignl ingention are
R I

pOﬁsﬁ%ﬁ. cor%.g y, th li: SH%){ %?%/qeﬁnﬁcfn el%:l ngfegl%@d to e%%cle %g¥ C{ﬁ\%?tglégég,
mogifichticns, aad Wmukﬁmns thntafo K ledthin, thcsiw'lﬁtulsd s¢ope ofithp appended claims.

rol 58 G LSRR USSR 98 RS i o

thewlah@6) sGENEmAis ilveiied 3By idclugdndintaheanhedeimilarhe the tamd ‘comprising” as

ot her jnput devjces connect to t rOCessi| uni t
COI’@’Iﬁmglh i’sdﬁtﬁwr‘it?‘de E‘i"sﬁ“@’rlﬁyﬁggs ﬁgﬁ%g\?fﬂ% & g%gl port (s)
1038. Interface port(s) 1038 include, for exanple, a
serial port, a parallel port, a gane port, and a
uni versal serial bus (USB). Qutput device(s) 1040 use
some of the same type of ports as input device(s)
1036. Thus, for exanple, a USB port qmay be used to
provide input to conputer 1012, and to out put
i nformati on fromconputer 1012 to an out put device
1040. CQutput adapter 1042 is provided to illustrate
that there are sone output devices 1040 |ike nonitors,
speakers, and printers anong other output devices 1040
that require special adapters. The output adapters
1042 include, by way of illustration and not
[imtation, video and sound cards that provide a neans
of connection between the output device 1040 and the
system bus 1018. It should be noted that other devices
and/ or systens of devices provide both input and
out put capabilities such as renote conputer(s) 1044.
[ 0055] Conputer 1012 can operate in a networked
envi ronnent using | ogical connections to one or nore
renote conputers, such as renote conputer(s) 1044. The
renote conputer(s) 1044 can be a personal conputer, a
server, a router, a network PC, a workstation, a
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m croprocessor based appliance, a peer device or other
comon network node and the |ike, and typically
wonalsudess many or all of the el enents descri be®#CT/US2006/015054
relative to conputer 1012. For purposes of brevity,
only a nmenory storage devigeag#6 is illustrated with
renote conputer(s) 1044. Renote conputer(s) 1044 is
| ogically connected to conputer 1012 through a network
inhﬁéfacqﬁlo 8 and then physically connected via
comtufi REAISH onnect i on 1050. Network interface 1048
enconpasses comruni cati on networks such as | ocal -area

net wor ks (LAN)..and w de-area network A . LAN ..
L {echivi oy fa bR bl s P A B i ents sy
( FDD¥Omporepies rdobivéy dobtehiedrgBirt advertiseméts end BB 9 subset of the
Et hernet/I| EEE 1102. 3, Token Ring/I| EEE 1102.5 and
adveriseRgs ONRRISEEHMRNDBAYES i ncl ude, but are not |imited
t 0, arPivBikisdrRenP @isplbhy bdniiohent Ghak GleplhysHioldreifunitgtsTRIMMAE kisbset of
l'i ke Integrated Services Digital Networks ISDN% and .
adwggtisementeasa Tunetioash copad KItng ip vehromPURs IgfRRED, G qontext relating
to PGk Ak _oﬂ:ﬁ? %@[dvh% ohifstlinPShus; doRREIF a CHIwRN RitdadtiodS or
connection(s) 1050 refers to the hardware/ software
geagnqphipyas demogrephiningarmetien ahepiibe ®sef-nt er f ace 1048 to the
bus 1018. Wil e communi cati on connection 1050 i s shown
for illustrative clarity inside conputer 1012, it can
2. al sthdwystemtadichah 1tfertheo ogroprising BOnanageppat component that determines if
har dwar e/ sof t war . I :
o BBl g oL B 80 Rl BlschRAPAGH Al B Seccting
adveuisomssts toodisplay dsntfematiah ofiwhktlex tlercomiputeris londine gi ef-liseic h
as, nodens including regul ar tel ephone grade nodens,
cabl e nodens and DSL nodens, | SDN adapters, and
3. Et heha\gktemedtdtim [1 PRGHGr cHhpiisihgs cdgmnend el cortieds lened vk

i ncl ydes exanpl es of the subject. i nvention., |t ,i f
fonchoplly PrRGHC B Car o B Rt o DR ey i e clent
coRPItBr Ratfluhion bf ROIPOAGREBINg hemtdtiohogiees for

pur poses of describing the subject invention, but one

of ordinary skill in the art nmay recogni ze that many
4. T ur rhegysearndticiah i1 oRshandmpaLingh sdcuel Tomboldiethatteje@aines if

I nventi'on are possible. Accordingly, the subject
SOﬁWW@ﬁﬂﬁGWtQ@“@ﬁﬁ@ﬁﬁ@éwP@y@ﬁﬁ?&%@og%Fdsuch al terations,

nodi fi cations, and variations that fall within the

spirit and scope of the appended clains. Furthernore
5.t0 Thesystetmeoficlaimay forther comprising prpReigeompaneyt gt sefctively updates
adfér{iﬁﬁlremt BG461 ﬁg L8ht g&ﬁﬁﬁﬁérmﬂeﬂ theQfiertRBmBhiBs FBn-1i8sICch

ermis Intended to be T nclusive I1n a nmanner simlar
to the term"conprising” as "conprising” is

i nt [ d eppl . bt : [ :

6 o1 a1 BEATNES i TR SEREE B Auceh A 1 £08Y ifkchelaFudion of

gebg@aphic dralfce slewbgpplay infifrmetdort relating taragyleas @ne user of the client computer.
advertisenents, conprising: a conponent that receives
content-targeted adverti senments and stores a subset of

7.1 he Taedwateni sfvlahnt 1S firtheeconlpriging a se@wgruhat storeamdntent in an encrypted
advertisement djsplay,cqonmpanent that displays

formythatis F?EWE&:?‘? #F‘S’Hﬁeﬁ k¥ %Gﬁﬁét"o%?‘n%rdv ertisements as a
function of context relating to user conputer
interaction, the cqftext re

t.i.n .
A computer implemented method that ac111ta9es delivery of content-based
advertisements, comprising:
storing advertisements on a client computer;

determining whether the computer is on-line or offline; and
14



to at | east one of the follow ng: online/offline
status; content of a textual interaction; or
wgeagriagis c or denographi c i nformati on about tRETWSE06/015054
2. The systemof claim1l further conprising a
nan [
oD o SRTRAFAGhalcREmET B B PR Lombit £ fition of whether
ﬂwdbmpMaMsommp@uBﬁfhmelectlng advertisenents to display
as a function of whether the conmputer is on-line or
off-line. 3. The systemof claim1, further conprising
9. a cmmmm oftchudrn 8¢ funtheradomptigiugmonitoringrelitl rraigh t:'u;tivity on the client

ided in_.co ctlo th a Licat.on.pr .
Ao oyE Dl e RUEE PRt ising P BB R 1 Bl ARk ki
uﬁ@ﬁmﬂgygﬁmmﬁmn@n@ﬁmﬁ1tted by the user. 4. The system of
claim1, further conprising a security conponent that
determines if software relating to adverti senent
10.d1 spleadethaboReaR STRAhE @hpriSing JélengStis tdRIREMETtOVIAaR auction
further conprising an update conponent that
modelj ectivel y updates adverti senent stored on the client
conmput er when the client conputer is on-line. 6. The

systemof claim1, the subset of advertisenents
11.sel Basteethodrofisigim & Sirther aomprision ewployias gmaphi eeriods o he subset of

ad&fﬂ&%&ﬂ? R Erdif e 'ﬁ%tdui)ﬂerfoﬁé @aﬁ'b@g hiftiBh of ﬁéﬁ%nc@rlﬁ di$pRY, duration

e Client conp e system of al m
of ftonagdhar the ot c@nm@eramsmqhveémhty hﬁthe ed\srtissmeinansir stopagg apacity of
e A ormthat is received and decrypted by the
ﬂw&?%gnp&ggﬁéuter 8. A conputer inplenented nethod that
facilitates dellvery of content-based advertisenents,

12 ggg}gﬁe{ tﬂg%%tf ieﬁ{?: » gr%}/\}%lé se"g?ﬂéd%gtg ﬁ;cp n% e{r? Q&ntent-tar%eted

or offline; anddi spl ayi ng a subset of the

1 oo ERESK Sk RSS! e e SPBE St MBI i o
as ARInbEsh s g@bgishic dndrdrdemographi prefilkg nonitoring click

t hrough activity on the client conputer, and upon the
client conmputer being on-line delivering the click

14! hr oORe@B6d bdldih 8, eQubRE bfadvirGseaifls RemhpEREPaK-pdr.call 0.
The nethod of claim8, further conprising selling the

adypaiiseENtSenent s via an auction nodel. 11. The nethod of
claim8, further conprising enploying tine-out periods
for the subset of advertisenents, wherein the tine-out

15per Asempetgnreadable mediem havingsioms Biren egmppterFreptahe instructions for

(mﬁﬂﬁgg#lca Ecﬁ%&hﬁ?e on the client conputer,

11ty of the advertisenent, and/or storage
capacity of the client conputer. 12. The method of

16° | aiym Xt ?‘ip{.\%@p %ﬁ%xﬁeﬁt&?métﬂgfﬁgt Ay Sirsﬁlh}$ Sf%‘ﬁ{eﬁt @bfprising:

con
delivering content and advertisements to a client computer; and

ensuring display of the advertisements if the content is to be displayed.
17.  The method further comprising encrypting the content.

18.  The method of claim 17, encrypting the content comprises employing encryption that

uses a public key such that only trusted clients have corresponding private keys.
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13. The nmethod of claim8, wherein the subset of
advertisenents are selected at least in part as a
wouowiid@3s of user geographi ¢ and/ or denogr aphi BCT/US2006/015054
profile. 14. The method of claim38, the subset of
adv rti
10.95 T R Rteh i AR SRR et BRG] GRTRB R forthe
pMﬂmmemGWMaXE¢mn&hhﬁmMmstructlons for carrying out the
acts of claim@8. 16. A conputer-inplenented nethod
that facilitates display of content, conprising:
20.del Theahidth@l sremirnb, mﬂhieradmmmgsxﬁmﬁta*mg fa tamering miith

mput er ;. and ensurln of th ver.t i {
s SPHE CHREL RIS PERBE OGS g Ber SR e Sh g o the
apﬁhuﬁﬂdﬂgkog@&ﬁﬁg aﬁjnta@onedf@a[m{p&mglg the content. 18. The
nmet hod of claim 17, encrypting the content conprises
enpl oyi ng encryption that uses a public key such that
only trusted clients have correspondi ng private
keys. 19. The nethod of claim18, further conprising
receiving a certificate of authenticity for the public
key provided by a trusted party. 20. The method of
claim 16, further conprising nonitoring for tanpering
with advertisenent-related software running on the
conputer, and limting functionality of the
application programas a function of tanpering.
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