A METHOD OF ENCRYPTI NG AND TRANSFERRI NG DATA BETWEEN A
SENDER AND A RECEI VER USI NG A NETWORK [ 001] The

w@e@san33i nvention relates to a nmethod of encrR@EL/GBY05/001479
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and transferring data between a sender and a receiver

using a network thereby resulting in transfer of data

in a secure manner. [002] I m tthe present day sensitive

data is increasingly sent in electronic formfroma

sender to METHGei QRrENCRY BULHG cANR URBRHAEERRING RASA
becone_nore a ant._to _ensure that the data

can nof%E”%EWt%rEEBPEEn%NDr ead by Wduttior| Z ed PRbhY ‘g

that is to say, the data nust be transferred in a

secure manner so that the content of the data can only
PeoBrcessgd byrtRensendereardohhe reaeaieter .td 0@3] méthod of
one case, a secure connection link can be set up

et mpehi ag semdbr tAanndearivgeidadia Bossiera taarﬁsa‘réierof and a
the data occurs. However, in S|Luat|ons wher e, say

#w&v%apsw&p@e RACBRER of PEEEOW sﬁ?%“aof}&uhpcatrr@nsfer of
dg EH tgggﬁ er Sensitive data anongst thensel ves
and to

peop & i another remote office in a two- way

NeOWEr EheﬁﬂuﬁfﬁréﬁénﬂlaaQVQﬁhﬁgﬁﬁﬂkhaﬁaﬁakhﬁg increasingly
arrangenments for so many secure connection |inks
seiui Y= se beldi toohal £owem diveere antesdtt wee e2 Feceiver. In such
addition, there are considerable hardware and ti nme

RSO RRFRT0l vidd RS ne SRS AgTSuchPf %ean&mp% Fpnt to
e\‘i\lﬁ&&f% ﬁe gaggaﬁﬁwaﬂaéa/stcsg? ndbi $d Slﬁégfeégkga tg ®read by

pl'e in each office are connected toget

by=soher { o6 aledgiltd anethaer Ethetsetsapd the Ofifatt@esmust be
conmuni cation over the Internet. It is also necessary

tiaheler codpliox enseypre omaanard@@r Vit tontkef caatenst of the

both the sender and receiyv whi ch
data can only Ee accessed y the sender and the receiver.

[003] In one case, a secure connection link can be set up
between a sender A and a receiver B before transfer of the
data occurs. Howevér, in situations where 'say 10 individual
people in one office wish to communicate with and transfer
sensitive data amongst themselves and to 10 people in another
remote office in a twb—way manner, there are the
disadvantades that making arrangements for so many sSecure

connection links requires additional hardware and software.

"In: addition, there are considerable hardware and time

" resources involved in maintaining such links and their

associated password systems. This is especially true when the
people in each office are connected together by some form of
Intranet or Ethernet and the offices communication over the
Internet. It is also necessary to have complex encryption and
decryption software at both the sender and receiver, which

requires additional hardware and software systems, and the



requi res additional hardware and software systens, and

t heassoci ated speci ali st mai ntenance costs. [004] In
wa@p@then3case, a single sender may wi sh to trapcf/eB2005/001479

differing data to a plurality of discrete receivers.

However, this has the sane di sadvantages to those

menti oned above. In particutag, it is necessary for

the sender to set up conplex security provisions to

e itdiee possawi all systmasntecanes Mpeedver, additiona

har dwar e_and software s stens nust be set to store
%ﬁ&lﬁﬂh?%rﬁ%ﬂa¥§y§f : [%0§19$ﬁ% feqﬁgé &FSh to
[ u
SRS R BT bR RELENT ;Slc%sé@“a%
Hbﬂ&#érC&WM%|héy tM@I@BméamesbdﬁhhedgGEﬁﬁbyﬁmmie mentioned
processing capacity, it is often not technically
5 glroand . chbl@ax@mw@rthetfamnewssaryt ﬁ@rmé@es@@nrd@r to set

connectj ons where high | evels o%ﬂ on and
%&%ﬂ%% SFEFhvBI HeaVLF 608}  kepd etaassword systems
q#glcﬁ%féoggP bg 4 §%QO58% iﬁ? Qﬁﬂaggfgﬁare systems
ni‘cal fesources bot e server and receiver,
ntdlﬁy pvebveys eoesktbhat agan mefinda itotsdath | srpd t dmed to

the receiver, even when this cost is small. [007] An
HGEr nat Indeéd, for an sagrlert tonashe Magdhaled el ¢es besuch as

transferred and_then t dth d dat
10 GRASDIAL  POREr. RELShGarhy M TdtoPParomst have ternet

Medsv@r%})c?r§cr§§fi NgapEHPYLLES @M%ha%@et 9getihely Wididbry and

nmenory he rel evant software to enabl e decryption

Hodds iang raapad Wat at My edtein ridt Sddiatiicensl ywherssticable
t he deV|ce of the receiver has relatively poor
thrardevee e thes ofacekity akphg tlw;@wwaﬁ@ur%s@@rl@é@tﬂ@ns where
enabl e secure transfeg of data s of not

it tiesmt e, of 0BF L YRELGRe 2B d5fprE l@ﬁcﬁf&i%ﬁ’%‘foﬁd-

15 fﬁ&gypt'ﬁﬁllst digital certificates can be used to reduce
the demand on technical resources for both the éerver and
receiver, they involve a  cost that can often not be
justified to the receiver, even when this cost is small.

[007] An alternative is for a sender to encrypt the data
20 to be trahsferred and then to send the encrypted data over
a network. However, once again, the receiver must have
hardware processing resources available together with memory
for the relevant software to enable decryption of the

encrypted data. Moreover, in situations where the device of

25 the receiver has relatively poor hardware resources, taking

up valuable resources to enable secure transfer of data is
often not practicable.

[008] The use of complex encryption- and decryption
techniques requires the installation of special software on

30 the sender’s apparatus and the receiver’s apparatus. This is



techni ques requires the installation of special

software on the sender's apparatus and the receiver's
wa@ppanssss. This i sboth inconvenient and cost|BCT/GB2005/001479

Mor eover, the installation procedure can be conpl ex

and tinme consum ng, and can cause conflicts with other

software on their respective 5pparatus Furt her nor e,

the additional software can require a |evel of

urtdred sicag vpowentt handi ssanrfauai | ¥breovart hetlpparetissl Lation

and can t ake ugﬁvalua le me this is

ry. space,

%ﬂ??ﬁ e Rt %%m¥h%o%?%?%§%fdaﬂgn&an cause

v, I £ for
{beﬂofﬂimldcetnéet L syséotfet?asa% R L
U S8 EHTR BN NGie I &40 £ Bo€ONSsdEtARL € 8&ht rBgutiPe @S level of
wel | as significant conmputer processing and | ocal
5 prEvsTss ires puvees thaki ési sneveatkplendpptloprapraraius and can
t hose situations where the sendg% and/or the receiver

e éﬁba‘faa]t%%b {ReBRFY SPPFRT ¢ BALambEnPasftipndarly true in
tf?{] ceafssaé d, £ echai g ?Bré@é%fﬁsgd %%O]deyl%fees s

ore a need for a method and systemto transfer
[dats i N B Sesug gmanNeror hathe Cabokeduteat henbeneheghods and
techni cal resources required by the sender and/or ‘
ayaﬂamﬁﬂﬁpnnﬂﬁﬂatn@n8ﬁ¢300f|ﬂatheln & Sectifgt manner rGQUlre
publ|c/ r|vate ke enc ption i ed t he sender

10 qu : FﬁEF | B8 ﬁ@?L a@h ?h%?l %F?ggecomputer
t r t |
FEREY 5 %aﬁ?%{aéﬂ%%@?r?" OEITTOREER] TRELFY 4G clearly

afamo;;ﬁlattr@tww@@te EAYeationst heeeei Shorownded #nd/or the
met hod of encrypting and transferring data between a
r@em‘teireranuaa raexp@qr\aetmuswn*ghaonéwm klimpeedetdgint of the

ris steps of: a server receiving fromthe
%#F%?éhﬂ% r%ﬁo?ﬁ%e?60e|ver

15 [0010] There 15 therefore a need for a method and system to

transfer data in a secure manner that can reduce the level
of technical resources required by the sender and/or
receivers apparatus. Also, in the case that public/private
key encryption is used, the sender must be confident that
20 the public key which they believe belongs to the receiver
has not been replaced by the public key of an interloper.
[0011] According to one aspect of the present invention
there is provided a method of encrypting and transferring
data between a sender and a receiver using a network, the
25 mgthod'comprising the steps of:--
. a server receiving from the sender an identifier of
the receiver;
establishing a transfer specific encryption key
specific to the transfer;

30 encrypting the data using the transfer specific



establishing a transfer specific encryption key
specific to the transfer; encrypting the data using
wao b@sttaest er specificencryption key; the servBCT/GB2005/001479
accessing receiver specific information according to
the received identifier of the receiver and
encrypting, with the receiver4specific information,
said transfer specific encryption key; transferring
emiver vertciroyptleal ddat a and t he encrypted transfer specific

encryptlon keg over the network for recei ?
recei vertP§ n@d §¥?€e@999ﬁ§%ﬂ%uf?9?ﬁﬁ?%enggé ggr

SRR ﬁd Lhansler - s0eey L4 ¢ 1eReRIan keyicridherSeLYetr and
accessing the receiver specific |nf'rnat|on to decrypt
dnte y@rarpt edithansier repedividrc speeyplionik@ysmanton, said
decrypting the encrypted data using the decrypted

5 tmeasdfesr sprecific emerypiion key: [0012] Preferably,

the nethod further co ta
communi catFoht ?¥ﬁkn%egﬁﬁgﬁgiﬁgﬁgﬁﬁ%ea é ?W% Eg?vgpcrypted

Le t
DTS MRS, Ry R0 YR IRy weceter
h@Oﬁpﬁis@§céiﬁéﬂyl shing the conmunication |ink betmeen
the sender and the server to be a secure link. [0014]
In one cls®,serieeatdrordl Fird Harome iy irses igstra ] esmnﬁ?gfypted

the communi cation |ink between the sender and server
10 tegmsd&ar t%?%f%#ﬂﬁﬂ@WﬁF¥?ﬁﬁ%%r€% of .a password of the

sender. [,0015].d.n anot hc&f eeggaqgg MRy theJmbked. specific

further conprlsesestabll |ng
information to decrypt the encrypted transfer specific

grmatlon

encryptlon key; and
decrypting the encrypted data u51ng the decrypted
15 transfer specific encryption key.
[0012] ©Preferably, the method further comprises establishing
a communication link between the sender and the server and
sending'said identifier of the receiver to the server.
[0013] In one embodiment, the method further comprises
20 establishiﬁg'the communication link between the sender and
the server to be a secure link. |
[0014] In one case, the method further comprises
establishing<the communication link between the sender and
server subject to a check by the server of a password of the
25 sender.
[0015] In another embodiment, the method further comprises
establishing a communication link. between the receiver and
the server and sending said identifier of the receiver to
the server.

30 [0016] In one - case, the method further comprises
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a comuni cation |ink between the receiver and the
server and sending said identifier of the receiver to
wo b@saenser. [0016] In one case, the method fup€tieB2005/001479
conpri sesestabl i shing the communication |ink between
the receiver and the server to be a secure |ink.
[0017] In a particul ar case; Yhe nethod further
conpri ses establishing the communi cation |ink between
eshieblésdilvegr taed coamuer caiBjoactl ing Retheek et keceiver and
server of a pggsmord of the, receiver. [0018]
ChrefErasty, testabt i SRFHECt ﬁéngransf er specific
[%6€5ﬂpt' d§e¥aE@$Saleaﬁg at the senderyapd th€r comprises
establ i shed transfer speC|Flé encryption key 1s sent

ek®abhe ssenverhel @RkRunkkaAohher nkapet werer Ypkl #¢ckieer and
data using the transfer specific encryption key takes
splcaes aubiketséoder chpod20y theaspaveircg@fap password of the
enbqdi nent, the sender receives fromthe server the
T&REryYFted transfer specific encryption key and the

[%%ﬂ%gf tﬂﬁé@éﬁ%& e gocoypie iHatatﬁ}g tHe, SOEEYPt @becific

transfer speci Tl encryption key'to recelver over

ehie yRetiwer ke 8Q&Es blazrothethenbeddeentnd e established
receiver receives fromthe server the decrypted
treassieer spperific ermerypiion key bndsdeEr pt ithg tSeever.

encrypted data ysing the decrypted,transfer ecific
BNt on R iR caPRee. SPCPHECHBRIber. THRolig e the
t%%hgkﬁﬁngggﬁﬁ. bodi tiéﬁﬂ%ﬂ%'@g%gg bhectrapst@e sender.
Specific encryption specifi'c takes place at the

[senver . 102 drdira fardrbadiatentys eheepehyiel ngddiees from

data using the transfer specific encryption key takes
tpbageraﬁrthbesgmqupted transfer specific encryption key and
the sender transfers fhe encrypted data and the encrypted
transfer specific encryption key to the receiver over the
network.

tOOZl] In another embodiment, the receiver receives from the
server the decrypted transfer specific encryption key and
decrypting the encrypted data using the decrypted transfer
specific encryption key takes place at the receiver.

[0022] In still another embodiment, establishing the
transfer specific encryption key specific takes place at the
server.

‘'[0023] = In a particular case, encrypting the data using the
transfer specific encryption key takes place at the server.
[0024] 1In one embodiment, the server transfers the encrypted
data and the encrypted transfer specific encryption key to
the receiver over the network.

[0025] 1In another embodiment, decrypting the encrypted data

using the decrypted transfer specific encryption key takes
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[0024] In one enbodi nent, the server transfers the

encrypted data and the encrypted transfer specific
wep@sgpson key to the receiver over the netwoP&T/GB2005/001479

[0025] In another enbodi ment, decrypting the encrypted

data using the decrypted transfer specific encryption

key takesplace at the server @nd the server transfers

the decrypted data to the receiver. [0026% Preferably,

pllreaetthodh¢ useheercamer itdes ruith hot san$ densi £her deicrypted

the receiver fromthe sender to the server. [0027] In

odf ehf€Lt he nethod further conprises

[%%@%ﬂuy?HE%%%%Fi&)e{h@fT%gg%?ef§£¥ﬁérfEeﬁbkﬁsﬁg sending an

recei'ver to server. Conveni ently,

iRInRad ifadr tdferticonpetSeset - feshabhesbendea nessage server.
aut hentication code (MAC) value for the data prior to
[BRer\pt | Ty ane st eerbadlneet MACh ¢ anaehedgétmahey emprises

the .encrypted data. and the encryptied transfer specifi,.c
SEREH 100 WP HpHEBoP ADEREN Y o OAC T et R ey SERELver to
9at a after decrypting and validating it against the
tranggif?ed MAC val ue. [0029] In one enbodi nent,

[eneRy pt iaghdei diangf ethepaethbd €necypti eompay suses
one or nore of a public key encryption nethod, a
bl owf i srestliajokisiing secr wesesde cfukeneicappoppojcode (MAC)

Eriee A i SR s Rt Rol°oF "GREPEETRG & server for
cren Vel gt rsnal et nout  eeer g sender gat oo
esiceptefd data and the encrypted transfer specific encryption
key; and . |

establishing a MAC value for the data after
decrypting and validating it against the transferred MAC
value.
[0029] In one embodiment, encrypting the transfer specific
encryption key uses one or more of a public key encryption
'method, a blowfish algorithm, secret code of server.
[0030] According to another aspect of the present invention
there 1is provided a method of operating a server for
encrypting and transferring data between a sender and ‘a
receiver using a network, the method comprising the steps
of:-

receiving from the sender an identifier of the
receiver;

accessing receiver specific information according to
the received identifier of the receiver and encrypting, with
the receiver specific information, a transfer specific

encryption key that is used to encrypt the data;



receiving fromthe sender an identifier of the
recei ver; accessing receiver specific information

w@ewendizag to the received identifier of the rRPCEGB2I05/001479
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and encrypting, with the receiver specific

information, a transfer specific encryption key that

is used to encrypt the datayrécegiving fromthe

recei ver the encrypted transfer specific encryption

key afterethivengrypprd thet aearivdie eher gpregpted transfer

transfer specifi¢ encryptiaon key have been_transferred
SRR ire ABEWBPKLPBr fSiber Fesyyttf}?e FREEVIEPaci i agd the

t | ve Lfic.lnf ti pt e
B I A TR el
1o SThodidrenter tHige MREBREr R fopefatieigtaseritsy receiver
further conprises establishing in the server a

transf eracpessing enbeypreonikey speectiféct o iffermation to
transfer. [0032] In another _enbodi nent, the nethod of
st i Serber e LR EoRpEPEBs It be BriaE Thogmeey -

[{dob%tlaendfﬁ grf'iéergﬂﬁ cgf.rtnéﬁﬁd £he gARELYAL Len OlfJ%YEai;H.%%; fd Gerver

e transfer; an ranSferring the encrypte
trasder copeelifsee esstyplionikgy 10 the sesdeer [H03FHansfer

"Preferably, the nethod of operating a server further

spepirfi iseseericyypt dmgke hesgacafia thetder vaansdiawy t he
transfer_specific eng&gg [ on key.

0034], | h .
5%t r et e PG YN THet odt@% dﬁg%g9$ngﬂgtg§%§gplng a
Jﬁzg\;é]:erfuq:cyﬂ%r 3o ;i@%%f %%Eb??ih ef?Bﬁrﬁ'ﬂéegeﬁj@éf‘ @'{qfansfer

e encrypted transfer specific encryption key over
d et ke F @bt T @CekPy Byetheiteeei vae. Hr035er;

referably, the nmethod of operating a server further
conpri sesndr ansfrerfidmginde thecr ypeerpt pdnsteanghrei firecific
encryption key to the sender.
[0033] Preferably, the method of operating a server further
comprises encLypting the data in the server using the
transfer specific encryption key. ,
[0034] In another preferred embodiment, the method of
operating a server further comprises transferring the
encrypted data and the encrypted transfer specific encryption
key over the network for receipt by the receiver.
[0035] Preferably, the method of operating a server further
comprises transferring the decrypted transfer specific,
encryption key to-the receiver.
[0036] In another embodiment, the method of operating a
server further comprises decrypting the encrypted data in the
server using the debrypted transfer specific encryption key.
[0037] According to another aspect of the present‘inventioﬁ

there 1s provided a computer medium for a method of

encrypting and transferring data between a sender 'and a



encryption key to the receiver. [0036] |In another

enbodi nent, the nethod of operating a server further
w@owpnises decrypting the encrypted data in t heBCHEB®5/001479

usi ng the decrypted transfer specific encryption key.

[ 0037] According to another aspect of the present

i nvention there is provi ded-a8conputer nediumfor a

nmet hod of encrypting and transferring data between a

reeredere mngs e cei netwosk hgt henaedonk, inied udddioum

including :- conputer code for receiving fromthe

sender afCTRIERET fi9f XHe FECEIVENYandr a8t abPfsHiFRfeT an

gae éﬁ%ﬁé? shecibic §§85¥9&£0”a§§y é@%&%{#&@#ﬁ the transfer

ransfer:; conputer code for encrypting the at a usi ng
dde itriansdrefrgpecdd | Ee @NEpyPLFO8 kBY theorpidherfeagde

or accessing receiver specific information according

5 to the recmpwedri dads f fer ofnthgptbeei dre addta using the
encrypting, with the recejver sggcific i nformati on,
AN GGt L e cF R F YRSy pkP¥h key; computer code
for tran ' t ncr. e t : pt e
transfer§é€%%#$?c g%%?ypf%%% %ggﬁ%%%ﬁﬂ?heggggag%¥ fg%elelc
ireGainRit Ih t Becbeeenver toCanit eecedded OfLdeRERFYERY of the
fromthe receiver the 'encrypted transfer specific o
mEEriMET onakdy amtryitiagcessvhght hdéheecergeeigpeci fapecific
information to decrypt the encrypted transfer specific

10 iR A ey S SRR €S PGB FoPHGEPY JPPnY e

encrypte S| tra e L £
encryp;i%#ﬁﬁ%@%yf%%%%%ﬁihgg%gﬁg%ggébafEggp%%§€§§téanata and
trveshiceRpwied Po¥hbecdesggddieth W hdrsferiencekto tdeer the
acconmpanyi ng drawi ngs, in which: -

network for receipt by the receiver;

computer code for receiving from the receiver the

15 encrypted transfer specific encryption key and for accessing

the receiver specific information to decrypt the encrypted
transfer specific encryption key; and

computer code for decrypting tﬁe encrypted data using
the decrypted transfer specific encryption key.
20 [0038] An example of the present invention will now be
described with reference to the accompanying draw%ngs, in
which: -
[0039] Figﬁre 1 shows a schematic diagram of a system
operating a method of the present invention encrypting and
25 transferring data between a sender and a receiver using a
network;
[0040] Figure 2 shows a schematic bloék diagram of the
operating modules of the server used in figure 1;
[0041] Figure 3 1is a flowchart showing the processes

30 involved- in the sender and the server for the present
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[0039] Figure 1 shows a schematic diagram of a system

operating a nethod of the present invention encrypting
wa@eastirassf erri ng data between a sender and a PEDEBY@5/001479

using a network; [0040] Figure 2 shows a schematic

bl ock di agram of the operating nodul es of the server

used in figure 1 ; [0041] FTg%ré 3is a flowhart

showi ng the processes involved- in the sender and the

igaendriororta heept edat | Aivent Foa sendend t@att e romiiaiey

to th r; [00 Fi 4 is .a fl h
BRng THETR ocbecks v ool at & heHEERY e iind PERE =552
fﬁyaﬂyédr%$e§?8n§%c%qV@Q R | checebyed.f nomide onse to an
[004 Re and 2

server. erring nowto figures 1 ,

chkase S v S ySt&in oper a&&tagr one enbodi ment of a
met hod of encrypting and transferring data between a
[9dddr HReferrcei vow use ndi@Uur@swrk. aef err i Rjeeg show a

the draw ngs,. th t t t t d .
SYRLRSt BPCdatA HeORECTAOUORABT Apparit UCd OtF g oyPting and

tk%%%%é??i F@%@ﬁ“%séggen[%Q%ﬂndéktghﬁ exafpl&ivdheysing a

sender apparatus . conprises a conmputer 101

ne@Meat.eRd e ar keyboar dhd0drawithatsg st ceydb8mangeantes to
external display device 105. The data source can
ecomyrtsenal dirsasfeadslatef bedmeesort sendey igprafadce 100 and
connection to a data #@&rary, the data source storing

% HEEEL PHEFIThsfelred to the receiver. The
%%qgﬂterlﬁoghfése§aﬁ§g§fa{hécggﬁéePu§p$9§a€QBHQQbi%%mprises

Ho a“m croprocessor a nenory 103 "a displ ay

d nd@fifwecer 1041 aonneptieddend ce kaybohade 1009, andafa source
web browser 110 for connecting to the Internet via a :
106nmect iaon epttierjaD4dsgiry diepiay iPAPer TaBedata iseurce can

connect-ed tocfhe' , .
comprise a isc reader of some sort or an interface

connection to a data librafy, fhe data source storing the
data to be transferred to the receiver. The computer 101 has
a general access bus 106 connecting to a microprocessor 102,
a memory 103, a display interface 104, an dinput device
interface'109, and a web browser 110 for connecting to the
Interne£ via a connection 111.

[0045] ’Thé display dinterface 104 1is connected to the
external display«device 105 whilst the input device interface
109 is connected to the keyboard 107 and the data source
108. The memory 103 will typically store the sender’s ID and
the sender’s password although these may be input via the
keyboard 107 in response to display prompts on the display
device 105. ‘ l

[0046] 1In this example, the receiver apparatus 200 comprises
a mobile phone having an Internet capability via a web

browser 210 connecting to the Internet via a connection 211.



external display device 105 whilst the input device
interface 109 is connected to the keyboard 107 and the

walaioa/1sser ce 108. The nmenory 103 will typi cal | BCHGBR@®5/001479

10

15

20

25

30

the sender's ID and the sender's password al t hough

these may be input via the keyboard 107 in response to

di splay pronpts on the displ & device 105. [0046] In

this exanple, the receiver apparatus 200 conprises a
Tisbided pHoheohavewmgsagh | at epPRRECEAPRbILEI By teld ighgsh 1s well
br owser 2 connecting tg.the Internet viia a
W%Wﬁkc%?o%gﬁlfF" e?ngew&ﬁﬂsrgﬁlhgﬁ/gﬁfﬁr&%ﬁﬁkﬁ%%¥?bnThe web
' I'qgﬁgj' 1 knpo j h apd swislgl -
Her%éjg}g?i EI’ed eré_’éc.stT e%?/ve% %?%32%? iggéggﬁnggtsegOt6or&g>tnrgcung
general c aesesSe Hsisr 2062 ¢coaneinidiyy t20H, nhcdappdegsdorterface
202, a menory 20-3, a display interface 204, and an
Z0puendeaincenput ed¢uéee 209t e Thecd 5? ay hatErTdey dgperface

[ [ ted I nt egr di spl ay devi 205 whi .
ATie THpUEPREGFRE Tt oFT SER-985°F s RN citaran 08 whilst
trfd egy tk§¥99§édi%9§rfggg @%@Dﬁﬁ;%%%ﬂ@éﬁe&ygbcéhlﬁﬁgegral.

store the receiver -ID and the receiver' s passwor

@yielgh thgse may bremnbpyt 203 thel keythgareh PDY istore, the
response to display pronpts on the display device 205.
rHee igspdreatids 2200 the tese livied]’ §d €9 svogitaia Ll [d1qweht these may

for, sendin nd receivin i.Is via a connect.ion 213

e AR gy O KCOGPAT B Ao 3G PO TS o S Grigardy Prompts

C%Pt%%edhgpgﬁﬁeae¥E@ea2Qgpnﬁﬁé'éﬁbégg%uékﬁéﬁ|ﬁﬂ¥ﬂﬂé¥”&ncludes
I agram of the structure of the server is shown in

dn @l 2 c1Tdhs slpucbur ecofdithe et viescad vindeenails via a

expl ained in conbination with a description of the

aepereattiiom ofl3 heo syRe e BEIRAE- present invention

K TR e LBl et B 2o i1 0r ok gttt via
4 Nddldion 302. A detailed block diagram of the structure
of fhe server 1s shown in fi§ure 2. This structure of the
server will be explainéd in combination with a description
of the operation of the system of thé present invention.
[0048] Referring to figures 1 and 2, prior to use of the
present system, both the sender and receiver are initially
registered with the server 300 and ﬁheir details are stored4
in a server database module 306. In this embodiment, the
information stored includes at least an ID and password. for
each sender and receiver.

[0049] The sender wishes to transfer data held at the data
source 108 to the receiver. In order for the sender to
transfer the déta, the sender needs to know the ID of the
receiver .and the web address of the server 300. This
information may be stored in the memory 103 of the sender or

can be manually input through the keyboard 107 in response
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registered with the server 300 and their details are
stored in a server database nodule 306. In this

wepdsdient, the i nformati on stored i ncl udes arCt/682105/001479

an I D and p assword for each sender and receiver.
[0049] The sender wi shes to transfer data held at the
data source 108 to the recegividr.” In order for the
sender to transfer the data, the sender needs to know
cheonifs tde teeefdyeplagndevheewe Saddr ess of the

server 300. This informatio be stored.i.n.th

Hgﬁgﬁy 103 %?Ov%elgeﬁﬁgPrSrEcgﬁ¥8e5ﬁ5ﬁ35Igyoiﬁ€ﬁ§UdeS a web

gdéyvfzﬁ%gfsd e-ksyboped 107 {ind resRaNsst oy ps ogptengRkhen 302.
I splay device 105. [0050] A s shown in figure 2 , the

3RS Veeb 3G dvwed udes convvedcised veo 391 doapngctledst @dtheand is
Internet via a connection 302. The web server is

aeovirredlladl thy @n isFar1aes S0 aidt - Fhesntthel Iserder gontacts

s e o vBC a°SBer ol PREICHCR LS Achses an SS

quﬂ<ﬂ§ §gﬁi§ﬂgﬁb the details oF whieh are WRlll xnown to

nown to those skilled in the art. The m croprocessor
HksloesiDbed ahl ameacsess ffae thersgnderegsmrt hg04 does not!
present systemuntil a password check has been _
oM ereeedy AOHUITRBOSCRFREoRPUNEE FFSHIH aB¥ekem gntil a

dat abas dul e 306. The detaijls .of suc ass :

Hﬁ?esé”ﬁ%rcgr gg@\%?]f kﬁ%ﬁm ?Dﬁelnhe cé’ﬂplaeﬁcaecg\r gofhe?l}g%?g noP> 0
qlddbedhefeen [900dd s AL ena£9PR5Et hBAuRE BE. The details

password check, a screen display is sent by the server

F00stieh t pesswsetddehecRy completihgkhbive soredre &he and are

sender sends to the server the identity of the

rheors fagre 11D odes eileilt ReFfe data to be transferred,

LS SpBPLR, Do ae R ot ee 8- JISE o scrcen
display is sent by the server 300 to the' sender. By
completing this screen, the sender sends to the server the
identity of the receiver 'ID together with the data to be
transferred, which is obtained from the data source 108.
These inputs are acted on by the modules towards to upper
edge of the figure.

[0052] On'receipt of the receiver ID and the data to be
sent, the server microprocessor 304 forwards the data to a
message authentication code (MAC) generator module 307. As
is known in the art, such a generator produces a piece of
code that is combuted by using a part or whole of the data
in combination with a cryptographic digest algorithm. In the
present case, the known MD hash algorithm is wused to
generate an MD hash value from the data. The MD hash value
is forwarded to an email client 312 connected to the

Internet via a link 316 so as to be ready for processing
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edge of the figure. [0052] On receipt of the receiver
ID and the data to be sent, the server m croprocessor
w@esfionBdar ds the data to a nessage aut henti cap@CDGBR@®EM01479

(MAC) generator nodule 307. A s is known in the art/

such a generator produces a piece of code that is
computed by using a part or wihofe of the data in

conmbi nation with a cryptographic digest algorithm In
inhe prgsert «<sa ¢haiknown MD hash al gorithmis used

to generate an ND hash val.ue fromthe data. Thi Mg
[RASR Iy alin® I%eToorVas dea d S EREESSE dfit PepsLe 308 before
connect t ' i . b .
SO R RS ] TSIREE UGR RAGL 105065 gy peeines

e reeRimed dat@. i Ascoppkassad iim tmdu e 308hbekeseion key
bei ng encrypted by nodul e 309 using a session key
iebtgemedatedmizomodal ea3tdm Angmberkn@aevifacebsrta random
the session key is generated froma random nunbe

NHRSEITSETIRF A Pantom nlitber S§EALPRt §PY3LE Sfric to this
dsﬁsaSI gndke%fhl S éP%féI:éJg té:hépégfdatlac a%etm&{éange%romes a
°f ereoP, i t 'Therefore be

conmes. a transfer specific
+@RGYRIH 0Bpkeyrithepaefypied daha | sheonsecugdtéy data is
forwarded to the email client 312 ready for processiqg
ciontse caeparlty ofoamaedadl| .td 005d] eMad lseskiomt key 4 reoppdy for
nodul e 310 is al so encrypted in nopdul e 313 using the
PE@SIEISs gy BTt HRATE K y?%r?@ﬁgg'key encryption

iq for e t i.ch i | -
GRS 1, P SO, TR ORAY SRS Mol yocea o
mdEd les F1W themenatyptesh i@ wegdube 31gubsiagkay/private key
bl owfi sh al gorithm which incorporates the password of .
ehloe yipedeinveteshinthué s dotrai araind ¥onREhe adamrdgeorsoshich 1is
Thi.s password i s out put accordigg to ,the I D of t?e
veddei KW H o Ratdsd F5tom Thereafter, the ou put * from module

313 is further encrypted in module 314 using a blowfish
algorithﬁ which incorporétés the password of the receiver
which is obtained from the database 306. This password is
output according to the Ib of the receiver forwarded from
the microprocessor on bus 315. The encrybted session key is
forwarded to the email client 312 ready for processing into
a part‘of‘an email.

[0055] The email client 312 processes the MD hash value,
the eﬁcrypted data and the encrypted session key in known
manner to construct an ‘email which is then sent to the
appropriate address of the receiver provided by the
microprocessor on bus 315 following access to the database
306. In known manner, the email client allocates a unique
label to the email and logs the sgnding thereof. A
confirmation of the sending of the email is also sent to the

sender either using the web server 301 or the email client
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the m croprocessor on bus 315. The encrypted session

key is forwarded to the email client 312 ready for
wEe@sessBng into a part of an emmil. [0055] TheCEGBR005/001479

client 312 processes the MD hash val ue, the encrypted

data and the encrypted session key in known manner to

construct an email which is tBem sent to the

appropriate address of the receiver provided by the

3@i26r opr ocessor on bus 315 follow ng access to the

dat abase 306 . In k . th il client
(4055dat e BiiPdhe Aol 1o SRE oK) I EndSFBYS L AQO can be

[ t.her : A_coentj.r [ 0 h di ng;
B e e R o B T e 2 ©F
tWRb ne@ivey pidhor2dde mmaidoctdent3i2the [ 8036] Tbeset up to
emai|l that is sent by the server 300 can be received
eiithelre alypittatheaneerivert Heo emnfrapbifent ofl Xafat heing the
nobi | e phone 200. The content of the email .i.s s

SYS &M hér altdet PRESFECei vaY P lgntrgﬁsfgﬁl&f aigg%gtically
a%%ﬁ%%t%h%h§y§gﬁg%9gwggft%%@aggggﬁﬂﬁﬁﬂki%Pd@%ﬁﬂﬂﬂcation link

autormat’i cally activate rowser 210 to i1nitiate
. +t@ CeRBUNgsatken 30mk tm t heyseewee, 30Ondén afyntese, of  the
under control of the mcroprocessor 202, the receiver
mderoarios asiteo meld 2addihes seskivies sonfactandhe sekuprgdress of

link such as an SSL link is_established, the details . ,
the wAPENSEr e2REI | 2 kitih 4t SK°H e@Si na?heégﬂr‘t.sllnk 1S

eEQ%B%TQﬂngﬁ{ﬂ@p&895§§?ro%o%ﬂgﬂﬁ§ Q?% haw aesesStb0 those

the present systemuntil a password check has been

skannleet edh byhsogdute 305 isereer wicitdaproddds@ECBES toes not
dat abase nodul e 306. The details of such password
adiecksacresnekb kbewpiesatie avstanduatd 1t erepdpeongt check

descri bed here. , . , :
has been completed by module 305 in conjunction with access

to database module 306. The details of such password checks
are well known in the art and are therefore not described
here.

[0057] Only after completion of a successful password check,
the encrypted data, ‘the encrypted session' key and the MD
hash value contained in the -email are sent on the secure
link to the server 300 via the web server 301. These are

acted on by the modules towards to lower edge of the figure.

[0058] If will be apparent that if'the chosen method of
sending and reading email is b§ web mail then the separate
email client 213 is unnecessary.

[0059] On receipt thereof, the server microprocessor 304
forwards the encrypted session key to a module 320 which
applies a reverse blowfish algorithm in combination with the

password of the receiver which is obtained from the database
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[0057] Only after conpletion of a successful password

check, the encrypted data, -the encrypted session key
w@psukm3M D hash val ue contai ned in the enai | PEr/6B2@®aN01479

on the secure link to the server 300 via the web

server 301. These are acted on by the nodul es towards

to |l ower edge of the figure. 1¢0658] It will be

apparent that if the chosen nmethod of sending and
3péadimgbernilli sapygondbngaitio thea tihe gepahst erepeiver. The

client 213 is unpec ary. [0059 recei pt thereof,
OPhEUSer A AT odelecr $S0RTY L (FRCEART St e’ module

ssi k t ul I.C [ rever

REoNFToR L S0P FERAL n Edneinat Fob o ThUERE Aeseusry of ond
thbe Jacei vef whi-ehei sfobhaiseethddiansd heclgat abagedds eession

bus 315 according to the ID of the receiver. The

keyt ot rfacorharctil) el 320etgrotenedurt her decrypted in

nodul. e 321 using.th rivate key. of t SA ti
(8541 o Hnar 61 H80a 2 8F NHHEELLADR= ( hESE U by CopRgessed

rigi.nal ' ; 310. i =P :
PR SR Y Rl A 01 FRppapasSBten sesaion
KeYWEDTRA KOy | de Elats s £64 | in nbdalhiee 3334~ usi ng t he
decrypted session key before being deconpressed in
[f0ddlle Fo wiltdoerdulss 30%/h arodifl &azhy vadmevdshgsmerated in

val ue i.s _generated in nodul e 32 romthe decrypted

At GeC Aot ESR ot A S A R R S G h@At S dnd under
L.GLORr ‘ € 2326

TSEEl oSSR 08l DFcTEg o0 SAOUAR, qagconancrs

ahashpead i ragmast tbevhDihagh valuedwdcei yatefaomit MB hash

receiver to ensure that they match. [0062] Assuni ng

velae tdusivBthaghe vidPubaish selvectiaraialdtateeni Rhe receiver

modul e 32 , the decrypted data fromnodule 324 is
t§eﬁ@%&£ﬂ<éﬁ?ﬁf€h?¥é@? E?'over the secure |link

[0062] Assuming that - the MD hash value 1is correctly

validated in module 326, the decrypted data from module 324
is sent back to the receiver over the secure liﬁk.

[0063] Figure 3 is a flowchart showing the processes
iﬁvolved in the sender and the server for the present
iﬁvention to send data from the sender to the server.
[0064] Initially, the sender wishes to t;ansfer specific

data to a specific receiver. having a known receiver ID. At

. step S1A, the sender makes contact with the server in an

25

30

attempt to establish a secure . communication 1link, for
example, an SSL link. Establishing this link involves running
through certain connection protocols and the abovementioned
password check and can take the form of a display of a web
page on the display device 105, the input of appropriate
login data on the web page and so forth. As mentiocned

before, the establishing of such a communication link and the
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[0063] Figure 3 is a flowhart showi ng the processes
involved in the sender and the server for the present
w0 pooentizen to send data fromthe sender to thePGEGB2005/001479
[0064] Initially, the sender wi shes to transfer
specific data to a specific receiver having a known
receiver ID. At step SIA thé3sender makes contact
with the server in an attenpt to establish a secure
pessmMericc athasrk |4k, wébt &rawpl €0 &moSSL 11 rihe art and will

Establishing. thjis, link involves running through
n@@r?ﬁiﬁﬁ%%ﬁﬁiQﬁ o piotdtbl 225Rd t he agovenen?ioned

r r di f
BR33 %@%@é&,ﬂsp ayi@aé;@owg {%E?taﬁéaéi‘, ﬁe}ngxh@ s&nder,

age on Ice 10 e input o
adpRpr afiic el ogidp datB en i amah fagehandomauhdebbioA 1ink
s mentioned before, the establishing of such a :
byonmunhtagi drhiduth age¢rtiedpassaonactheck rFretoepls and ‘the
nown to .those in the art and will not be described in .
GBI T4 50, BOBEOFa DB Fer | hn SFESFan¥e o CCBR SoECK in
ramdbhe .se , r i st t t Lsh -
“CRE Eommins oot IR 6y TRk nge Thr sU3h SertAreey that is

adQNnees i b ¥ 0b 6C ebogmand dafte cabaverenbeonetepasaydr dhat all
check. The server will then check in step S2B to see
palsstioed hedlisd havk hasnbpersedde [t Hdte i kind | has not been

f icati b t dth [ |
oS che i AR eSBEEHOBH CoECH e Tt iPagehser goes
t%eegr§§£a%f§g§§siﬁ§ the, passmor dsghacks fald&d, fdif involve

~server goes to error processing step S3B. Such a step

|y hiektV al-tembtiist Rer eathenpiss tocesiablicafiian link. Assuming
communi cation link. Assuming that a valid, _
themanivedtlido rednimi icateisambl inhels ehbabioebsd, nbPesprocess
to step S4B tqo wait for receipt of the receiver I.D

MOFRA Ehe SA&PaSRS 58 FRdir Grr SACOARE  GUE Sesgidgs ID-and

t%%idgﬂéﬂ¥%j5§ Efgﬁ%ﬁg¥fgdijr@E%%r§Qt step can be included
at this point if required.

[0066] In the sender, a check is made in step S2A to also
see whether a wvalid 1link has been made, that is all
protocols of communication have been ﬁet and that all
password checks have been péssed. If the link has not been
established, or the password check failed, the sender goes
to error processing step S3A: Such a step may involve
further attempts to establish a communication link. Assuming
that a valid communication link is established, the process
moves to step S4A to send the receiver ID and the data to be
transferred. A time out step can be included at this point
if required.

[0067] 1In one example, a data transfer web page 1is
displayed on the display device 105 which requires the input

of the ID of the receiver and an attachment of the data, for



[0066] In the sender, a check is nade in step S2A to
al so see whether a valid |link has been made, that is

wa@bdosprssocol s of conmuni cati on have been net BCTGBR@SE/001479
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all password checks have been passed. If the |ink has
not been established, or the password check fail ed,
the sender goes to error procdéssing step S3A. Such a

step may involve further attenpts to establish a
et catfiigre Ihqwtaﬁsgj:mtﬂiga tdedta $oplded 108. The completed

YTLSELEON LLgk 8 SRLablished, (e, PLosess, TBKES s winy
A4 PSBEFERS AT UL PR o1 DS LSR5 ncores

diransfier weto page dstdi sphayedropatbe di splay device
105 which requires the input of the ID of the receiver
[ 8n athactermniofof Hahalatata ffdﬁ'aébéa”?ﬁm @ ¢ i received by

| ocat ed at data sou ted data

tiraren A O5 eSO ukiE FBCerarBerfurbS0p e g proceeds
e r t to t

7 P08 900 LA DS LG |00 B SACUIR R GE gy w0 poen

vENeieC aiienie afo the daita tananFoatwapage the nedeiey et b.yle email
the server 300 in step S4B after which the process
Pricededsl3 o @f@%@chnthﬁu Breceps pHecsefperto step S6B.

MD h he d
R Ger g et SarSer o P fccaha  tScFPuhees st 2P, example by
ggﬂéﬁ%gahercrpétﬁceﬁ QEQ?GQ% to ﬁr%é%m}&@@@]coinntﬂee&andom

a is conpressed, for exanple by zipping.

ﬁUMﬁérlqbﬁéﬁﬁtéﬂEBﬁlraBdQEEBHmbarﬁawgﬁﬁéﬁaﬁQHQOHES31on key
nunber generator 311 is obtained to generate a session
Mh%ﬁhMﬂ&ﬁﬁQ%ﬁ%ﬁ%%l¢¢Cthbstﬁagadﬁfénﬁ ahsf 8pereafter in step

Th t tep S8B, d wi
e GRSSFAR ey AROCT KR Borgiied B @ Fe SToFuditeasnd the

éﬂ%fﬂﬁ%éﬂnﬂét§li§nfo§%grded to the email client 312.

[0070] The process then moves to step S9B in which the
session key is encrypted using a public RSA key. Thereafter,
the process moves to step S10B to retrieve the password: of
the receiver after which, in step S11B, the result of step
S9B is encrypted with a blowfish algorithm using the password
retrieved in step S10B. The resultant encrypted session key
is then forwarded to the email client 312.

[0071] In the following step S12B, an email is formulated
in known manner by the email client 312 into an appropriate.
format for transfer by HTML, for examp%e "by base 64
encoding. It can aléo have an HTML attachment file, or in-
line HTML code for the encrypted data and encrypted session
key. The email ig thén sent and the sending of the email is
logged in the wusual way, and confirmation sent to the

sender, after which the process ends.



[0070] The process then noves to step S9B in which the
session key is encrypted using a public RSA key.

wab@sasf3ser, the process noves to step Sl OB t oPCEGBR@3001479
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t he password of the receiver after which, in step

SIIB, the result of step S9B is encrypted with a

bl owfi sh al gorithm using the lPassword retrieved in

step SI OB. The resultant encrypted session key is then

FQdY Aadelr deﬂttmﬂheb@n@agpamanetnttm thoogmpiincppgains the MD
is for I ated in kn

f ol |
Hestiher DY he R I 43521 negoa tbor BrvAEes session
P rgfgrégfysé§rhP&%EHNkieEQE e%ﬁgpbﬁagi ?%%%é%%bly also

encodi ng. It can al so have an - attachne

i9fclivyddd ne HML dodex fray drfad lenaheptretbadater and connect back
encrypted session key. The enmil is then sent and the
tsendhag iﬁrYﬁé erfdils i $inbgged Pﬁnﬁhéuﬁ§dart%ﬁyﬂﬁéﬁ@tlcally

St i ages) Fie T F'lgiriaa%;tr@ﬂ@m T nBoglai fo the
é%%?éy'n%hkh g%@lhgﬁg @Euﬁeaﬁg M@t fata,nand chosen

encrypte eSSIO key, pre I dden
dy ekds. dhedenpi laner et ee alims ial sosl ru:ddm@seam HEM.the email
link to enable the receiver to connect back to the
asness ghish¢i preesvesnfigured to automatically

t th h dd d the HTM. f back t
AP A DL Pk BhE s st Rk e ke Eapddtrataic ot the

%%%Q%/ft%l’? o SERAET . 2RRdLhRe BRRIl: sl Srpddr essed to

e e dr ess o e recelver [0073] At step SHA
ﬂdw&endleigxﬁﬂ@ewea@orm rftedv Oreef  tdeowsiangi nheof prueesses
emai | and the process ends. [0074] Figure 4 is a
irivdcted t 1shdWeng aded rocesdeShenveitved i t hesponse to an
receiver and h server in response to an enai

i VEFS T O@e?@%rserver
[0075] At step SlOlA, the receiver 200 receives the email

from the server which contains, amongst other things, the

encrypted data, the encrypted session key, and the MD hash

value. The email can be downloaded either using webmail or

using the email client 212 over the link 213. At step S102A,
the receiver ﬁpens the email and makes contact with the
server in an attempt to establish a secure communication
link, for example, an SSL link. In a similar manner to that
described above, establishing this 1link involves running
through certain connection protocols and a password check
similar. to that discussed above in relation to module 305
and can take the form of a display of a web page on the
display device 105, the input of appropriate login data on

the web page and so forth. As mentioned before, theﬁ
establishing of such a communication link and the password

check are well known to those in the art and will not be



[0075] At step SIA A, the receiver 200 receives the
email fromthe server which contains, anongst other
wao hiosgs733t he encrypted data, the encrypted sesBCDGBR@®§/001479

and the MD hash value. The email can be downl oaded

ei ther using webmail or using the email client 212

over the link 213. At step SIU02A the receiver opens

the emai|l and makes contact with the server in an
dﬂ&qyﬁhedcﬂ@s@%b&i%hhereecure communi cation link, for

e an SSL link. ILn a sim.l t 0.t hat
%g) |beﬁh%boéﬁrvé§tabPPsmq%fRQﬁ%? qge{ﬁ9gF@8g from the

Adyning thr cerian ?8””%‘[5%0”8@6%00@05 AL Bdlish the

password check similar to that di scussed above in

dgddrd iga tienodihe 30p anthrtay t akeotihR fesm&fna connection
di spl ay of a web page on the display device 105, the
n«qcmccdfs appt opr¢ akeovopent daredonasAEoRED Cbeg;éi afd@esgerver

forth. menti oned bhef ore, the establ hi f

bRk ] oh) Pt I thcSsey et Hevonftl 118k has

ﬂg@ W'?lre&%th@r?‘ft'_{‘stgf ant o ando v ! bfn%mﬁe%%%el ed h'aQ/'e been
ta ere 0

076] e server, in response to contact

rfgtomtdethaceiadr , pad Swotd i esecnsshepesmae& tpassed. If the
establish the comuni cation link by running through
ldevk dias eorindmErore Pradtioadiest amyt tthe aversias iGresdk failled,

assword check. The server then checks in S102
10 2 HR RS Lo ar T EoT: RonSes Eag o hahosTPag, “H0eh o ster
t f QML ve b t d,t hatndd
H%ra}s)squ\lg\?%%é e(]:f%s ha\r%]e %{%ﬁﬁ%{gsgg %Ies?étmaellﬁpnk has ncgitlcatlon
ldean eshsblinshed, wWiat heapassabidl chealuhdidaed.ort helink  is

serve oes to error processing -step S103B. Such a
lntaa?hadfwotbe faradesrs aneeapt $ot ctear abllP4R £o wait for

rce%rﬁmi”f% ot el Pt e b tihet: e bt By 85885 LAy deoluding
15 1R SLEPrpIP4B R MR 1 OT encrypted session key and the MD
hash value. A time out step can be included at this point if
reqﬁired. |

[0077] In the receiver, a check is made in step S103A to

also see whethef a valid link has been 'made, that is all

‘20 protocols of communication have been met and that all

password checks have been passed. If the link has not been
established, or the password check failed, the sender goes
to error processing step S104A. Such a step may involve

further attempts to establish a communication link. A time

\

25 out step can be included at this point if required.

[0078] Assuming that a valid communication 1link 1is
established, the process moves to step S105A to send the
receiver ID and the other information mentioned in the

preceding paragraph. The latter can be in the form of hidden

30 HTML fields in the email which are submitted to the server
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recei pt of the receiver ID and other information

i ncludi ng the encrypted data, the encrypted session
wlegosanmi3t he MD hash value. A .tinme out step cBCI/G82005/001479

included at this point if required. [0077] In the

receiver, a check is made in _step S103A to al so see

whether a valid |ink has beed®made , that is al

protocol s of conmunication have been net and that all |
308ssvict dvthecks kaparsedn Pazsselihel Profeadlnkiasthst timing

been established, or the password check, failed, the _.
a§@nd€Fr@€§§nFﬁﬁﬁ?rd%”brd% oL s?gp %ﬁOiA.lébgﬂeg fields,
p%EQROQE%'éﬁgﬂﬁghfﬁgt€ﬁ%i@&t@HpgﬁiEop§§%§QhH%Q &ituations.
communi catton IT1nk. Atime out step ctan be .included

[@0 7N s G brodeseqiunr etde [s@RAT R JthASSUM s t hat siep S105B

valid comunication link is established, the process :
topvest tieet eph810Bs T sendLt Hdia ekefodVer Diged thedule 306

ot her infarmation nentj in.the precedi ng . .
DR bicE Then TS GAHCRe [He rehy ST ol Reddden Koy is
iel ds; | enn; j.C Syhyi t e
ds@g%?gr fgodﬁjf{tﬁwl 5 bgﬁgggglggn:blﬁf\ftl t he B%gggcg?ﬂi?opassword
rehe ildwsdgiangdtapr angementthd oprseads ngheh M3vds to an RSA

hi dden fields, passwords etc can be varied to suit

deartictdloar sfiamiatiOns. 1noFRIFhTRAepriseasist | oif t feep S106B is
server then nov to step S105B t etrieve the.. .
IBRESHIES Gt T RVEYA T oft fothl BIS0BSEY T fRi-Ehresults
N ste ;%ﬁg p ion key is decrypted

%ﬁ Fﬁkiﬁ% g&ai% a?%gé?t%ﬁ?ﬂéﬁﬁg t he password yP
[I0@BIieV ethd e st efr SHONB. pIdes Ps oaesss t henStO8Bs inowanch the

RSA decryption step S107B in which the result of step 4
s$108B compeesyptieddasingl ® hedgrivried kaysigio t e decrypted

St 0 Saheek e et DELSERR A KEBEIE . che process
m%%%§8961§¥3§*516@% to de-compress the data.

[o081] In the next step, S110B, the server produces an MD
hash value unique to the data from step S109B. Thereafter,
in step S111B, the MD hash value from step S110B is checked
against the MD hash value received at step S104B. Assﬁming
that the MD hash value is validated, the process proceeds to
step S113B and the now unencrypted data of the sender is
forwarded to the receiver over the secure link. Thé sending
of this data is logged and the process ends. If the MD hash
value can not be validated, the process branches to error
processing S112B. This can involve logging of the error and
sending of an error message to the reéeiver to indicate that
the data may have been corrupted or compromised.

[0082] At step S106A the receiver receives the unencrypted
data and the process ends.

[0083] In the embodiment of the invention described above,



still conpressed data is decrypted u'sing the
decrypted session key produced fromstep S107B. After

WO i0s/1113Be process noves to step S109B to de- cRPOPGBI®S/001479
the data. [0081] In the next step, SII OB, the server
produces an MD hash val ue unique to the data from step
S109B. Thereafter, in step'fﬂéb B, the MD hash val ue
fromstep SII1 OB is checked against the MD hash val ue
tﬂ@:e@m@dr%te@@@y)pisn@mBanﬂsdaﬁtmgtmat prReeNd Ha&stparried out
vaI is vali the ocess(frocee s to ste

%é%‘(ﬁ% S S5 S e dfeercﬁlsve Ol no% need
afngg(vﬁg]g d é%éﬁg%a%eogs ot Be SEEUEEIL HendThe receive

|s data 1s logged and the proCess ends.
ddtd hezriV@altaslIm@me itan Nainrasld matted hawhwe giiocesware,
branches to error processing S112B. This can involve
5 dwgykrg Wiet herdvese aneneendiany oPrafceprisg nﬂé@%@t@@ces, to

WS ﬁﬁ%rﬁ%s&é%ﬁ%ﬁ 167 obasy Ay ST Eh - STgbacc tion,

ttﬁée arc%fe%/ 4 he, ypengrypied adcatt"’héa%rtx}:?r and does

process‘en [0083 I'n the enbodi nent of the
‘ﬂdﬁi\/&ﬂiécbrtcdwﬁrldieftaabmce dtherentsaneieanc Matdaregndince the

decryption process is carried out at the server 300.
TP i sal ade b rledeitadre dd liste rded-henys SSpkeadi ralspecial

10 SELIBLE % D9 AL AE SSCUSLAAENS, o d 200l E Bl e o

n%re&Qf rf?etklﬂé‘rgé‘ﬁﬁér TTSED%C@E%QV ocessing resources,

to enabl'e RSA encryption and blowfish encryption. In
[@ddi4])i orHowdecnLCcERS bpoepasswindsntsonabnkal redocaipadses the
server and does not need to be maintained at the ,
addmtarat vty eoferthssi ﬁéécth@néndfflﬁdwenb@rfﬁd d&ér st i Bahgure 2
akes Elace on the ﬁirver peC|at ran enent s
gtess r

FﬁvﬂgF ent?ypti%n S§RA dec argchoﬁaﬁéed%% this
15 dﬁﬁfﬂ%%é%ﬂB%?’éﬁer§%ﬁéf§%10n of a session key from a random

number generator and the compres’sing of the data and the
encryption of the compressed data with that session key are
all conducted within the sender. However, a secure link is
established with the server as above, but in this éase only
20 the generated session key is sent to the server. After the
same password check as above, the modules S313 and S314
again generate an encrypted session key which in this case
is returned to the sender. The encrypted data, the encrypted
session key and the hash value are then provided to a sender
25 email cliént (not shown) which is also connected to the
Internet. This email client constructs an.email as above
before sending it to the receiver. It can be seen tﬁerefore
that steps S5B to S8B in figure 3 now take place in the
sender. This can reduce the processing demands placed on the

30 server.
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[0084] However, the present invention also enconpasses

the alternative of the functions within box 317 of
wo p@aner321 bei ng provided in the sender. That iBCT/GB3@§/001479

in this nodification, the generation of a session key

froma random nunber generator and the conpressing of

the data and the encryption 6t the conpressed data

with that session key are all conducted within the

[9888ér . ThreveceizesecureciivaR i shestetibhedt withipitheemail
cierv r as, above, but in this case onL¥ t.he gener at ed

e

&880 RTIRYATs WeiS1D the SBFVEr 25 Affer 1ORE Ssdrte
[B@%%Wof%dwgﬁéiﬁﬁjﬂ?%ﬂ%séﬁﬁ f@g&$€§o§3&§s§ngn§%%?asses the

agai n generate an encrypted session key which in this
atasenhs iket wethd curhe isenderithie Enerlypk efi2dabvd, figure 2
the encrypted session key and the hash value are then
bpiogi duePtied séRddihenifFeéVRENCNGFot 2BhERRN whi & hreseived
falso onnected to ﬁhe lntgrnet. Thi s .emai | clignt . th
EBRs St B el 12 ast@bbVe SBEF or'd' @it M Tt te3EheT: the
dRELTptabn I cale PgasgeNLhheelene Adhal o3f s 98 88ta, the

figure 3 now take place in the sender. This can
geaduee iidhe ¢f ogassiDnthadnendsupl aned tire thelidation thereof
server.[0085] The receiver receives the email at their
agraillcepeatichnd ¢ahhprotles sradrl eami IHAte Ve £ igFeeuge Link

.. [0086]. However, th resent inventjon also., . .

18 She"iFR eP Rt iSve G (9o PARCET oty ik fpis case

o'hﬁ.? b 322 Qfptld JWE 2 i ng, provided £9 the Leeokyer Arter
once an email"is received fromthe server. That is to

thay sae tdisswod faroatk as dihevelectlyptmodudést B820akad S321

the deconpression of the data, the generation of an M -

agadh decserindhenhsessiogdatiedn vhAchesn shésSacpse is returned
onducted within %He recei v Jowever & . Secy

)

P TR A TEHET wi FHot RECEEFVEH 4 Hhoe, SBUTUBRegnrEing the
d%@%%pted session key,' decompressed, an MD hash value
generated and checked for validity against the MD hash value
received in the email. It can be seen therefore that steps
S108B to S113 in figure 4 now take place in the receiver.
This can reduce the processing demands placed on the server.
[0087] It will be appreciated that both the modifications
mentioned above can be implemented at the same time.
Nevertheless, with the present invention, the encryption of
the session key, in combination with the password of the
receiver, takes place in the server.

[0088] It will be appreciated that-a group of users can be
registered . to receive emails when required. For example, the
IT department of a firm may register all employees. In this
case, 1in the event that the password check fails in the

server, reference to other passwords in that group can be

consulted.



only the encrypted session key is sent to the server.

After the sane password check as above, the nodul es
W®E3me/1a7361 S321 agai n decrypt the session key wdTOBRIVS/001479

this case is returned to the receiver. The encrypted

data is decrypted using the decrypted session key,

deconpressed, an MD hash val #& generated and checked

for validity against the MD hash value received in the

[@%E9). |1Incambbeigearn st hef etbee irhantstapsrsgo8Bing special

S113 in figure_4 nom1take lace in the receiver., This ,
%9%?%%%mcégﬁﬁé b?@cé&ﬁr1 %eﬁﬁﬁ@?ﬁﬂ%&e&ﬁﬁnW?ﬁ?lver' as 1is

et afe o[ PR8ZL Id lwéd gbaepéegw ed Qg 8t Rewnloaded

i €2t FORS S menti oned above can be il e

g SBAB tdaPreNeyeriigl esn #eistherpbaSetlocess and then
invention, the encryption of the session key, in

5 ioathildatd.on with the password of the receiver, takes
Iace in_the server 088] It will ap reC|at d
a Hr oupl bt J%%r@RQﬁAQk§?%%|§¥Eﬁs J%Q§%e §e correct

r%fwﬂéeymnggsgﬁgyaf%% Egigﬁlfé@n%}olgg)ee%&eﬁgtd%ﬂ@rtm in the

may regi ster a hi's case, in

Hihss evanta llati tihe passweedceheskt faddsyphidhel serfictively
reference to other passwords in that group can be

aevsidd eay [00BYjat ingnblodi Henhgsbf veheei nkést ipgsword check
requiring special software installed for, the sender ar

10 e e ddis ekinlg P v &ERWAE o ERBS B kA Fed NN Steﬁéfegrtm step
tdYs o€ &_9 Loadgd,, gwmﬁhse erver during the

regli stration p cess and then |n al'l’'ed. [0090] It
wddi1ibe sppreciatadd had sppeect heeeoriread {e£ceevehption is

-password is required to decrypt the data in the
uBlsowfdests @l lgor thamseavert i Corrrcbedesmandesh ¢ carry out
éiéfCt|;§%¥a§£E%%E%tg%pt gdot%ggnTHKEM%EEE%E\ggsg%ord for
15 example, by looking up 0ld passwords of the receiver and
‘trying each one in turn to decrypt the data. If one of those
passwords produces the correct MD5 hash wvalue then the
decryption has bsen successful. Howeverf if none of those
passwords work, then the receiver is not the intended
20 receivsr or the data has been corrupted during transfer.
[0092] If ths receiver does not have a password and is not
already registered at the server 300, the server can Qenerate
a one shot password which it sends to the receiver by
whatever secure means are appropriate, e.g. secure post or
25 by a secure link,or by secure email, requiring the user to
change their password to a secure password to be used |
thereafter.
[0093] With the present invenfion, the identities of both

the sender and the receiver may be verified so that the

30 sender can send data to a receiver who does not have special



10

15

20

25

30

during the Iink between the receiver and the server in

step 102A can be dispensed with if required. [0091] It
wowdos/ 181330 be appreciated that if decryption i BCT/GB2005/001479

unsuccessful, the server 300 can be arranged to carry

out further checks to attenpt to obtain the correct

password, for exanple, by FodKing up ol d passwords of

the receiver and 'trying each one in turn to decrypt

st waartea. insft adree bfs q Hasat palseweedsipebdiicesonfiddent of the

cqrrect ash | ue then the, decryptipon has been,
O§&@E§%sfﬁ$§1£5%50%§%a1f ﬂ%nea%$th%§e ptggmoﬁggr%gF%Pn and

r ' ! t b nt ggeLy o5 Req t
R d e bt o unred HUrTag (ranet oy £F Lobo81 °Fr SERer ©
Jneecal waetdeesanotchaverahpassaws dvadithnd deatrygtrehdhe data,
regi stered at the server 300, the server can generate

aadoneshellpasswsredaitiiash t@ sbael thathen edetyerhpgh they
what ever secur.e neans, are_appyopriate . Q. .secure
2SR By SR UTE T Rk B7C byoSBcalabaRarES Medui ring.

ser t heyr t re S
R Sl  ROFERR o7U] GO L n BRE TG, ppBRSSHRS many
fiorent i @n, nbhe édentikites dfsbotdvrgel sengerfand ddemple, a
receiver may be verified so that the sender can send
chapates a & eeefverahhdiddbslnessiafansseital ebheapand held

i nstall ed that th ' is confjd f th
LA e el uheseenve s e denL ol 0 T
i%ecg¥@Eb9%b§ egptéoﬁﬁﬁtEQQQtetM@ﬁ%H MY #dPW R so be an

sender to check whether a receiver has received and

adeemypitad d heylatet antdpnbyngl Hewiaet ecei ver to check
whet her data which they are expecting to receive has

(9665 1di spat whéd yast . speD9I4hathevsendéhearer ¢eeRet vépvention,
.ngpp r%ér &%?2§%3 %ﬁgﬁg%rgo£ﬂg' Eegfgig%glLE%‘“%&éE% of the

password of the other, these being held at the server.
Consequently, the level of security required by the sender
and receiver 1s not so high as - other known forms of
transferring data in a secure manner.

[0096] With the present invention, the: server maintains
receiver specific information, such as a password, which is
used by the server. in an encryption process. The server
obtains this information from a data store, which has a list
of receiver IDs and the receiver specific information which
is held secret. The receiver specific information may
comprise a password, a pass phrase, a PIN number, a hash
value or any other information to be used for verification
of identity.

[0097] The network used with present invention may be the
Internet, a local intranet such as an Ethernet network, a

telephone network, a radio network, or any other type of



conmputer, a personal digital assistance or other hand
hel d device, a |ap top conputer, a nobile tel ephone.

wab@saenser is preferably a conputer, althoughP@T/GBeNws/001479
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al so be an alternative type of conmputing device.
[0095] It will be seen that mnth t he present

i nvention, neither the sender?hotf the recipient is
aware of the password of the other, these being held

%ﬁt‘f%k s%@%e?raf@?%%ﬁmﬂ@tat Her¢Esetbby , selew i tye Internet

ired by th r and r celver IS

L g s re o BoE! pRR e Rtk SRt G h P server

amanehe LOAY6L %Hho&h%e@%%%nttﬂenvseew@p,arwetﬁ@r ¥€keiver.
mai ntai ns receiver specific information, such as a

passpor dThehisehhdesxr used hyddieesermey be ahdemctypédorno the
process. The server obtains thls information froma
PA BRI Ehad emaids addirpseest Péc‘éT—]v%F DEEVaRY addresses)

SESIEL, REFLALS, hoLS! RLLON-HE! Tl Sy 1eh0 887 Shvetarea e

PaSsMOrG @ 1SS BPE3SEs . a'fﬂ@J@%ﬂPﬁJ ﬁaPaS@aV@|Qﬁ Rhst of
any other information to be used for verification of

nelenitit yadd 08 953 Thel netdwrdbased amd fopresemy have a list
invention may be the Internet, a | ocal |ntranet such
G @PeEt RBEnet’hgeEewdtie Q?E%Q%%h@ﬁ@rﬁéﬁméﬂﬁ OF Mg@ito IDs are

net.wor k ot r type ofnetmork for tr sferr
TR, 2 PPRFER ABTy "\ Wler? THE Y nt STRLFCF s SRESA T IR Suthdnation.
F§69§Pnnfﬁt'éﬂb' %m%%%@m%%k“58ﬁ HﬁﬁaSEE%%%n%ndlﬁ9§ntlon, the
sender and/or between the server and the receiver.

400881 Fbe sendemadndla exeseeretayddle iwenfud i ed the server
the server by their emmil addresses (or other network

HHlr &5988) onlpweler theheyenfral sbhhaveamsat | pgde may be

erJgkﬁ%éﬁHﬂr3%agggpg?lggeé£cE§ﬁ 85 gg ' §E¥§btlo§1nodules

The secret code can be used in the encryption in addition to
using the receiver specific information. These two pieces of
information may simply be concatenated to be used in the
encryption process. The use of the secret key provides an
enhanced level of security to the system.

[OOlOOj It will be appreciated that the server does not need
to retain the session. key or any of the data being sent to
the receiver. These may be stored in volatile memory on the
server, and overwritten when further data and keys are
encrypted. This has the advantage that the server does not
need to have a large amount of memory available for storing
old and possibly redundant data and/or'keys.

[00101] The carrier medium can comprise a transient medium,
e.g. an electrical, optical, microwave, RF, electromagnetic,
acoustic or magnetic signal (e.g. a TCp IP signal over an IP

network such as the internet), or a carrier medium such as



network addresses in its database, and/or it may have
a list of user |IDs, where the network address and/ or

wWQ@g@5/111331 are each associated with secret receP@BEGB2005/001479
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15

specific information. [0099] In one enbodi nent of the
present invention, the server 300 may include a secret
code uni que to the server and>krmown only to the
server. This secret code nay be included into the
apl DbpPe eiskyptGDnREMd desd/pdisk, mydul eEogTEHENgREE ememory
code can be used in the encryption in additiont o

IM7¢ 't he receiver specific information. These two
(Rlo262S afniTd OEABL LRYCHRY ofl HBSY LRe..L Qs &4iL0thens of
used i'n the encryption process. e use of the secret
wkelt Riyi des parsehancesl pevebrobdseaodiyndmr d,heit will be
system [00100] It will be appreciated that the server
agppegendt weethraer etkdild achelmesBpomrtkeyhayy #ayienst kdanges
data being sent to the receiver. These may be. stored .
PR T ETTe PRSI GiF IR S OO KB e U LRERR WrERTEing
ffrgﬁnt hﬁ{e d@E%g@nQﬁ!‘eﬁ/ﬁea&% %%&%&t,eqﬂhi-r Siga%éfﬁened by the
advantage that the server does not need to have a
diarge .anpuat ©fc $ERDr Vireaaidiahl echar sindi ngpwlitaitbn, for
possi bly redundant data and/or' keys. [00101] The .
egampiler, nedibm mealplitenmlige apregasieast wedi uwgn edgstribute
an el ectrical, qptical, m.cropave, RF, :
MO B o R GHERIRE S U SIPE 16t PHREReUE7S1 gl (YT Camanner,
£ hEP dpSi 8 oﬁ’é(e\gs@f.] Egnﬂg:\“,@h uch s %(Q?vé?t ebnNelkrieve
, or a carrier nedl umsuch asa floppy disk, CD ROV
thar defleskpted pgranermb) e Iren®r sideVizze mah0810. 2anks can
Whil e the invention has been-described in terns of
dilsatr idng et dutesidm 9 f sipeehieny eda ¥rolds neat §heily wusitomers

e apparent to those skill in the art that variqus
QRSP CAnHe FAOBSED Efle WiFerrTiR chbodenehiRed above to
r‘@t&ll%% depar tde'%%ils, with the details being distributed in

a secure manner.
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fromthe -scope of the invention, which is defined by
the clains. The present invention can find

wa@ppbitcasi on, for exanple, with nobile phone pPOWGH2008/001479
who can distribute nonthly statements to nobil e phone
users in a secure manner, the nobile phone user
connecting to the server to Z&rieve the encrypted
statenent. In a siml|ar manner, banks can distributes
details of incom ng paynentC&AIYSt hei r customers who
sinmply can connect to the server as described above to
retrieve such details, with the details being

iStyHbut ed in.a segur n 1 :
[%g?hg g%'encr;%f%%g éﬁd&?r%ﬁé¥g¢€#ﬁg éggaggéP%ggﬁ%éng data
e’ aNtdsehdBCel Vel a UskBEH Pe NELYWORY, at RetWBlRod the method
conprising the steps of:- a server receiving fromthe

qymmhﬂ§ﬂmgihhﬁn$ﬁémﬁ of:the receiver; establishing a
transfer specific encryption key specific to the .
transferd é%%Y?%t¥%§e%%£n%aﬁﬁo%gFH§ PRBIEF A dentifier of
t%%?%@&kﬁj? ;yptipn key; the server accessing receiver
specf?lc i nf'ormati on according to the received
identifiestHb11ideifgCel velr Ak &NCI3Pdit,c Wdtdyion - key
recei ver specific information, said transfer specific
sercriyfgtd do keye tramsferring the encrypted data and

the encrypted transfer specific encryption key over .
the net ihREYR'0FRY eddiSt 9Byt h%s?%‘éei@éef; nctrt?éy efpPecific

éﬁ%ﬁ?ﬁ@f&%fﬁe 1the receiver the encrypted transfer
Spécific encryption key;

the server accessing receiver specific information
according to the received identifier of the receiver and
encrypting, with the receiver specific information, said
transfer specific encryption key;

transferring the encrypted data and the encrypted
transfer specific encryption key over the network.for receipt
by the réceiver;

the server receiving from the receiver the encrypted
transfer specific encryption key;

the .server accessing the receiver specific
inférmation to decrypt the encrypted transfer specific
encryption key; and ‘

decrypting the encrypted data using the decrypted
transfer specific encryption key.
[00104] 2. A method according to claim 1 further
comprising establishing a communication link between the
sender and the server and sending said identifier of the
receiver to the server.

[001051 3. A method according. to claim 2 further



10

t he server accessing the receiver specific information
to decrypt the encrypted transfer specific encryption
waxeos/1ar36l decrypting the encrypted data usi ng PEEGB2005/001479

decrypted transfer specific encryption key. [00104] 2

A met hod according to claim21 further conprising
establ i shing a conmmuni cati on4’i nk between the sender
and the server and sending said identifier of the
copgeiivdng testdiel behiey . the0tosuaicaAimet hoihk between the
according to claim2 furtherconprising .establishin
SEmeSCorfithi I3 | B T hkEBe ﬁe@nsﬁﬁ8r§eﬂ&@i“and t he )

[%%ﬁxﬁﬂ.tQ.be a2§?&@§ﬁoé'§5 o&ggﬁgﬁhxﬂ clﬁ&ﬂEEhQ9r 3 further
according to claim2 or FOrthe conpri sing

ceuipahldishy ngstidiel Comami enki edmnunk daetiveen e setdeen the
and server subject to a check by the server of a

spasewor andf selrwegensidr]e¢00to7]a schepkpghothaceeryiary of a
to any preceding claimfurther conprising establishin

P& SSH| iQ§n§Qﬁ1???§?%etmeen the receiver and the )

I\her d sendin e B |54 fot r ' ; ;
ERT2, o “Tochofr Rt AN S oy fa e A mE clain
flarhRer coampRtiissintg «@slaahliisshingg at Reraomiwitdain aink letween
bet ween the receiver and the server to be a secure
the krecqdioBIOHNF thA setived accbrafndin®d skifnigepEifier of
further co risiﬁe%establishing t he conmuni cation |ink

thér WSt iR riet et Ver SahtcSer ver subj ect to a check by

[E'b%o%ﬁ”@f of a pazsmpsd 05&:8?35& ei gy 00110158 further
net hod according to any precedi ng cl ai mwherein

cRuipalldishi ngs 41l 1 $1asd et hspeohiiug ieneriypt i Dinkepetween the

receiver and the server to be a secure link.

[00109] 7. A method according to claim 5 or 6 further

15 comprising establishing the communication link between the

receiver and server subject to a check by the server of a
password of the receiver.
[00110] 8. A method according to any preceding claim

wherein establishing the transfer specific encryption key

20 takes place at the sender and the established transfer

specific encryption key is sent to the server.
[001111 9. A method according to any preceding claim
wherein encrypting the data using the transfer specific

encryption key takes place at the sender.

25 [00112] 10. A method according to claim 9 wherein the

sender receives from the server the encrypted transfer
specific encryption key and the sender transfers the
encrypted data and the encrypted transfer specific encryption

key to the receiver over the network.

30 [001131 11. A method according to any one of claims 1 to
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takes place at the sender and the established transfer

specific encryption key is sent to the server. [00111]
wW@®2005A1738t hod according to any precedi ng cl ai nP@IEB2I05/001479

encrypting the data using the transfer specific

encryption key takes place at the sender. [00112] 10.

A net hod according to clai m $8herein the sender

receives fromthe server the encrypted transfer

Ispheirkiin eher ypeedlickeyeandvenel sanddre tyeistfertq Kecrypted

encrypted data.and the encrypted transfer specific
CEREISPTT GRKey LEoCPHEYPECRRVERY (RAT G YRICHEF e encrypted

1 .17, rdi a : ' :
R P ATt e R ] SheBLEon ey

teeessy plledtd ranstfies speeitée. encryption key and
decrypting the encrypted data using the decrypted
[00dAdflerl Speci A aedmad Ay Keyy ttakesyploage oft allgdms 1 to7

recei.ver. [00114],12. A nethod accordi ng_t.o any one, of

RRTE ST AT LFS SOEARr T bt HGt + FECdrer eriesiEePon  key
i fi-C i on akes place at the server.

b %%%1 J%T%?qﬁgﬁgéﬁo%ggﬁﬁgiding to clai.m 12 wherein

[@narypat i 1%, t he AMdatngetitsddig ddxeotdansf etospetafiinc 12 wherein

encryption key takes place at the server. [00116] 14. .

eACYaDIddhdacdtr dilagat uséhnai hE3 Wanwfer t Beesefyer encryption

ers the encr ed data and the encrypted

t r ansf t
Kﬁﬁa&ﬂﬁﬁssﬁﬁﬁﬁ?i%tgﬁ%?yﬁ?Fgﬁrkey to the receiver over

o gt wor k. [ Q0L nd@: RAcBRLnAd aGeOordhing 4% aPNePBen the
of clains 1 to 10 and 12 to 14 wherein decrypting the

sentieppt edathatrarysi n@pet hendegpypided datansted speei f eticrypted
encryption key takes place at the server and the
teaneden rapeef5Ct hacdepiypreddat bot §he receiver over the

network.
[00117] 15. A method according to any one of claims 1 to
10 and 12 to 14 wherein decrypting the encrypted data using
the decrypted transfer specific encryption key takes place
af the server and the server transfers the decrypted data to
the receiver.
[00118] 1e6. A method according to any preceding claim
further comprising sendiﬁg an identifier of the receiver from
the sender to the server.
[00115] 17. A method according to any preceding claim
further comprising sénding an identifier of the receiver from
the receiver to the server.
[00120] 18. A method according to any preceding claim
further comprising:-

establishing a message‘ authentication code (MAC)
value for the data prior to encrypting; }

transferring the MAC ' value together with the



the receiver. [00118] 16. A nethod according to any
precedi ng claimfurther conprising sending an

wo dstiBBer of the receiver fromthe sender toP€hEB2005/001479

server. [00119] 17. A nethod according to any

preceding claimfurther conprising sending an

identifier of the receiver Tromthe recei ver to the

server. [00120] 18. A nethod according to any . .
Pracediery Ata mrtuthRepnebPERS| RpnsTesta¢shi agncryption
message. aut henti cati on code (MAC) value for the data

]?Jeﬁf’or encrypting; transferring the MAC val ue

toget herowi 4911 beengr yat edpdat &, and t heoenceypt ediata  after
transfer specific encryption key; and establishing a :
ARG W irey f andt hes dadat add el tdeggyphsng tard vabndatirngd MAC
it against the transferred MAC val ue. [00121] 19. A

5 VeltUtod according to any preceding clai mwherein
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rypti the transfer, specifi,c_encryption key uses .
AR 100! of A BRErRe KESSerifuRt ol nevhontoetitiy claim
Wi s e Al gt thm cand. Serd ety code: iofi SeIMsypd QL 3A%y uses
20. A nmethod of operating a server for encrypting and
drraanst empireg cdata pebiveen kays endery@nicbra metkoder a blowfish
using a network, the nethod conprising the steps of:-

Flerai Wiy fadn speresendedcanti geftvefi-er of the

a0 25738 AT S SRR o, SR EN socrypcing
AR SN YR A Ph g Wid Ha tHEL 1 EERT ¥eLe8REEI EhE a receiver using
Information, a transfer specific
a network, the method comprising the steps of:-

receiving from fhe sender an ‘identifier of the
receiver; (

accessing receiver specific information according to
the received identifier of the receiver and encrypting, with
the receiver specific information, a transfer specific
encryption key that is used to encrypt the data;

y receiving from the receiver the encrypted transfer
specific encryption key after the encrypted data and the
enciypted transfer specific encryption key have been
transferred over the network for receipt by'the recelver

accessing the receiver specific information to
decrypt the encrypted transfer specific encryption key.

[00123] 21. A method of operating a - server according to
claim 20 further comprising establishing in the server a
transfer specific encryption key specific to the transfer.
[00124] 22. A method of operating a server according to
claim 20 further comprising receiving from the sender a

transfer specific encryption key specific to the transfer;



encryption key that is used to encrypt the data;
receiving fromthe receiver the encrypted transfer

W@ p®siliizal encrypti on key after the encrypted JdeCEHGBA@®S/001479
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the encrypted transfer specific encryption key have
been transferred over the network for receipt by the
recei ver accessing the recefvéP specific information
to decrypt the encrypted transfer specific encryption
key. [00823] Rranafgperhod ofheperatbivpfes séressfer specific
according to claim20 further conprising establishing
?ﬂcfﬁ8k§ngg?Ya%Pr§ﬁ§?é%”ggﬁbific encryption key

bEl Coho thext fer..40 0 ;
BB8F 2t a8 sorver aecer dih o 1 &t B0 Tor ther ccoTding o
6REPIISS| dPaiweenvi ng f pomihe rsendesmpri s 8A§f &ncrypting the
specific encryption key specific to the transfer; .and
dabasiar iy shevehcmypinad thanstensépecisiasific encryption

gncryption key to the sender. [00125] 23. A nethod of
Pérating a server according to one of claims 20 to 22

te'@w@{ QDI | ShNG@ACIY I NGod AL fad 3, %etrj%%d'g%%’férding to

using the transfer specific encryption key

24y Anaeiifodofiperat t8g23 Ferrttle racedgh NGid® BA¥nsferring
one of clains 20 to 23 further conprising transferring

the anreyyied daatan@ncthethencepprydtedanstensfer specific

specific encryption key over the_network, for. receipt ,
BHE et Fat cREUPoT P8 A58 POk e b A or b e P Becetver
Be6yef) ageordi ng Lo ARy e YeLl@iiE 2056024 TdddRling o
conprising transferring the decrypted transfer
Sppecohecogneylydisore keyo t R4t iarcaeei inpdiGAkB]lt2nsferring
met hod of operating a server according to any one of

ehai meowre@4 tranpber corpetsihy dereyyppthgnt heey to the

receiver.
[00128] 26. A method of operating a server according to
any one of claims 20 to 24 further comprising decrypting the
encrypted data in the server using the decrypted transfer
specific encryption key.
[00129] 27. A computer medium for a method of encrypting
and transferring data between a sender and a receiver using
a network, the medium including:—‘

computer code for receiving from the sender an
identifier of the receiver and establishing -a fransfer
specific encryption key specific to the transfer;

computer code for encrypting the data using the
transfer specific encryption key;

computer code for accessing receiver specific
information according to the received identifier of the
receiver and encrypting, with the «receiver specific

information, said transfer specific encryption key;



encrypted data in the server using the decrypted
transfer specific encryption key. [00129] 27. A

w@orpsaissl nedi um for a nmethod of encrypting aneiCT/GB2005/001479
transferring data between a sender and a receiver
using ,a network, the nediumincluding :- conputer
code for receiving fromthe sehder an identifier of
the receiver and establishing a transfer specific
encrypt i epnReyespeeds ifon ¢ nae feranigieithecenpuvetedodeta and
for encryptin he data using, the transfer, specific
Uier SRETRELy: CEORBAESr TOMETUT ACCESd T edBivepver the
Sherl fi ced pf 1L,ON,3C di t:q the received
|dent€%igépo$ét %b?eggigg% g%%eéﬁgfgpting, with the
recei vercsppaté&ic dodfeorfmt | 08cesai gt rfaneef ethspeeickiizer the
encryption key; conputer code for transferring the '

5 esrerypited e e IprRciehce e Rty sgetifor accessing

ncryption key over .the network for receipt by the
Bt Ve SRR Febaa TS A | 1y FRGRYPRY the. encrypted
ARG M éﬁ@cfﬁf&ygﬁég%z%{%ﬁf REy3PEaHl i C encryption
ey and for accessing e recelver specific

I nf or mat temptibe decsyPtf dheleanspiined theassteypspeacidtse using
encryption key/ and conputer code for decrypting the
tém:r%em@xpm atusnagerherdetEypt eacrvandPar keecific
encryption key.



