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The present invention provides a method
and apparatus for measuring transaction rc;pon;e 2
time (36). The method and apparatus can identify ?
. . CLIENT SERVER
service request sequence corresponding to a trans-
action and the start and stop times for transaction. , COMPUTER COMPUTER
The invention can be applied non-intrusively/non- 28 . 32
invasively to the service packets (38) communi- .
cated between a source (32) and a destination
node (28).
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ser.vi ce packets. A service packet is sinply an item of I nformati on,
or .a nessage, communi cated between conputers. In the course of
performng a transaction, the client conput er may request one or nore
of "the server conputers to 25 transfer service packets containing data to
the client conputer or provide service packets containing data to the
server conputer WO9¥§4%ernit the server conputer(s) to pr BEBYS96/13035
request. The server conputers can in turn request the services of

ot her server conputers in WO 97/ 06494 .

PCT/ US96/ 12035 RESPONSE TIME MEASUREMENTY? APPARATUS) AN METHORI t h t he
data transfer request fromthe client conput er. Per f or mance
nonitoring of the network is inmportant to ascertain periods of

significant transaction user delays pSqxddrUsiE PiRdisonvity. Performance
nmoni t or.i ng generally seeks to neasure the response tine for a

transaction or s appl mhat ipresehic inveptisA lisMRiirectBe GeReratiyi ted ther

the servers and network to performthe transaction or
. measurement of response time in computer applications and
specifically to the use of non-intrusive devices to measure

response time in multi-tiered computer networks.

10 BACKGROUND OF THE INVENTION
Multi-tiered computer networks are widely used to
provide one or more users with a wide variety of
information and computer resources. In multi-tiered
computer nétworks, client compute.rs (e.g., users) interact
15 with server computers to perform an application which is
partitioned into one or more transactions. An application
is a group of meaningful transactions, and a transaction is
a unit of wmeaningful work as perceived by the user. A
transaction is typically a collection of service requests,
20 with the service request typically being a collection of
service packets. A service packet is simply an item of
information, or a message, communicated between computers.
In the course of performing a transaction, the client
computer may request one or more of the server computers to
25 transfer service packets containing data to the client
computer or provide service packets containing data to the
server computer(s) to permit the server computer(s) to
- process the request. The server' computers can in turn

request the services of other server computers in



application. Statistical analysis can be perforned on the 10 response
times to facilitate analysis of servers and net wor k performance.
Two net hods are commonly used to nonitor network per f or mance and
provi de response tines. Intrusive/invasive nonitoring techni ques alter
tthe software code on the client 15 conputer to include a marker conmand.
The mar ker coNYRR7@6494 informa |istening device of transWGEYHEHIPS t he
initial service request packet to initiate timng nmeasurenent and
recei pt of the final results or acknow edgenent packet to cease
timng neasurenddhnectidbAnNwifhl théVAAtH Netrd ey @ eqiidstNBRtbihOthéigeclient
techni ques, in contrast, typically do not alter the software code.
Rat her, a probe c®mPH§€Fted into a comuni cation |ine between the

e ana sVt Cong b ASHIBRLAR, b A A S S 281
provide 25 a F%ggQrgﬁkh”%kEQEEsf%&p%ﬂ i%iggnsetransag%%%P.user delays

| ntrusi vel/invasi ve and non-1 nfrusi vé/ nof-1 nvasi ni qués eac

?hgﬂgﬁe[hgft?%ﬁgggﬁr§ﬁéf‘ﬁé&h&éﬁ%%fﬁ&. Per firahlUe Moy 83L YRy { GERGELLEF
seeks to measure the response time for a transaction or
application. The response time is the time required for
the servers and network to perform the transaction or
application. Statistical analysis can be performed on the

10 response times to facilitate analysis of servers and
network performance.

Two methods are commonly used to monitor network
performance and provide response times. Intrusive/invasive
monitoring techniques alter the software code on the client

15 computer to include a marker command. The marker commands
inform a listening device of transmission of the initial
service request packet to initiate timing measurement and
receipt of the final results or acknowledgement packet to
cease timing measurement. Non-intrusive/non-invasive

20 wmonitoring techniques, in contrast, typically do not alter
the software code. Rather, a probe is inserted into a
communication line between the client and server computers
to monitor the delays between transmission of individual
packets between the client and server computers to provide

25 a rough estimate of response time.

Intrusive/invasive and non-intrusive/non-invasive
techniques each have a number of drawbacks. In the case of

intrusive/invasive techniques, though the transaction
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- 3- response tine is provided, few nulti-tiered applications are
witten with enbedded mar ker conmands in the code. -Even if the
applications were to have enbedded marker commands, t echni cal

probl ens, can arise due to and consolidation of 5 application-enbedded
response tine WORPeP4cs to a central | ocation, especi alfGFYBF1HBDI | e
user computers. In the case of non-iagLusive/ non-invasive
techniques, it is only possible to determne the rate of information
transm ssion réSpowss tife isoppovided, f few muliti+tietred pappkications
Such 10 techniques are typically unable to determ ne the response

time for a transaere oridttempithankedded magkeri aerpandse/in the codesiEven

S nt Vel ¢ ; _ ; /
i ch "especi al AF iEheieRRiatdgne’ vert ko S s ma

the correspondin i t -

transaction . syoRiddL PARN,, BonTLE Ae°ERTRRE LBoLpiat o

conputers per §or nypg) Hia it i daibelaaeac 2BsPoAEE Stie WWAtABtAkbs to ai déhtrailial
service requests pertaining to a variety of di fferent user

transactions. Exi 3écagiomni especipllachfoxjusebil® user cgomphbers. matlzh thee
service ‘packets in the various’ service requests to a specjfic
transacti on. case of non-intrusive/non-invasive techniques, it is only
possible to determine the rate of information transmission
between the computers for individual packets. Such
10 techniques are typically unable to determine the response
time for a transaction or application. Neither intrusive/
invasive nor non-intrusive/non-invasive monitoring
techniques are able to match, especially in multi-tiered
networké, individual packets with the corresponding
15 transaction to compute a response time for the transaction
or related application. As noted above, each of the server
computers performing an application can process a series of
individual service requests pertaining to a variety of
different user transactions. Existing monitoring techniques
20 are unable to match the service packets in the various
service requests to a épecific transaction.

There is a need for an apparatus and method for
measuring the response time for a transaction or an
application, especially in multi-tiered computer networks.

25 There is a related need for an apparatus and method for

measuring the response time for a transaction or an

application using non-intrusive/non-invasive -techniques.



There is a need for an apparatus and nethod for measuring the

response tine for a transaction or an application, especially in
.multi-tiered conputer networks. 25 There is a related need for an
apparatus and net hod for measuring the response tine for a

t rFansaction or an application using non-intrusive/non-invasive.

t echni ques. WO 97/06494 WO 97/ 06494 PCT/US96/12035

PCT/ US96/ 12035 —4- -4- There is a
need for an apparatus and nethod for measuring the response tine for a
transaction or an Thense | dat innekdt fios- adhe appamratod iamch vmduabd SEoyi ce

packets with the corresponding transaction or application.
SUMVARY OF THE | NRRR@YR3pg the responge ;td@ent IPFyent Fsﬁnﬁﬂa?&!swq haBe

ransact i on cor r SRRHEER KhaP, dk P BH18r "ER, s, adpat tlagqf " derveed *
communi cat ed bet Vﬁf&{@tss‘%}iﬂt‘fletﬁgdso ﬁorf@ﬁ{g‘ 125h80c8208 or app1idatidRthod
i ncludes the steps: (1) providing
5
SUMMARY OF THE INVENTION
The present invention addresses these and other needs
by providing in one aspect a method for identifying a
transaction corresponding to a plurality of service packets
10 communicated between a source node and a destination node.
The method includes the steps: (i) providing a
communications data set including a plurality of service
packets and information relating to the order in which the
service packets are communicated on a communications line
15 Dbetween the source and destination nodes and (ii) comparing
the communications data set against a pattern
characterization data set to determine whether at least a
portion of the plurality of service packets are part of the
transaction. The pattern characterization data set includes
20 information relating to a predetermined ordering of service
packets that comprise the transaction. The method is
amenable to non-intrusive/non-invasive measuring techniques
and can provide near real-time response time information,
even for multi-tiered computer networks.
25 The invention is based in part upon the recognition
that the service packets communicated along' the

. communications line constitute patterns of service requests

that occur repeatedly in an operational environment. These



conmuni cations data set including a plurality of service packets and

I nformation relating to the order in which the servi ce packets are
comuni cated on a communi cations line. 15 between the source and

destinati on nodes and (ii) comparing t he communi cat i ons data  set
agai nst a pattern characterization data set to determ ne whet her
at |least a w749 of the plurality of service packets ar BCPES/12M35t he
transaction. The pattern characterization data set includes 20

information relating to a predetermi ned orderihg of service packet s

that conprise the LEaY3aE! I OPeqilér MEiAd drhis coﬂ@%& tqq different

non-intrusive/ non-invasive measuring techniques d can provide near
real -ti me responsetirafiBattionndlypeis. It v beenMiidcdviediedd P ULRESE

networ ks. 25 The invention is based in part upon the recognition
that the servi ceerpickerequestmpatterag carore tHhbermined onwimg catignal
line constitute patterns of service requests | that occur repeatedly in

an operational envPFERRERINT THRChNiques. Onggp ifisndified, the start and stop

glc;rllc grsggi 12035 5 timgsr Vfit:.’cr.e tfxquiaeaséterrp a&gg r TN dg&raxr-xﬁf eoé] dtot Oprovide a

response time for the transaction.

A probe can be used to read the packets on a real-time
basis from the communications line with the packets being
recorded along with a received time (e.g., the time at

10 which the packet was read by the probe) in the
communications data set.

The packets can be filtered based on a node address
and/or port number. In a preferred embodiment, the service
packets correspond to a plurality of threads and the

15 packets are sorted by thread.

The service request packets can be identified by their
contents and destination. The service result packets can
then be correlated with the corresponding service request

20 packets. The start and stop times for the service request
can then be determined.

After identification of the service requests
corresponding to the transaction, the response time for the
transaction can be détermined using the various start and

25 stop times for the service regquests.

In another aspect of the present invention, a non-

intrusive system is provided for identifying a transaction

comprising a plurality of service packets communicated



- transaction types. It has been di scovered that these servi ce request
patterns can be determ ned using signal processing techni ques. Once
identified, the start and stop 5 tinmes for the pattern can be determ ned
t'o provide a response tinme for the transaction. A probe can
be used to read the packets on a real-tine basis fromthe
comuni cati on?¥4%%i t h t he packets being recorded al oRgrYFa6(2035
received tine (e.g., the time at 10 whichgthe packet was read by
the probe) in the conmmuni cations data set. ™ The packets
can be filtered betwdennsauncearatidestination avvdlew. phDhié systesr inthudes:
preferred enbodi nent, the service packets correspond to a plurality of
threads and the (i3 apdewdce Lrr rererding a pkplity of servicehpackels ce
request packets can be.id n%ifieghby t heir, . cogtents and .destination.
The service resuFPRPRBRERTSE AR the ‘qommnieatirpg) LR and {idhed device,
correspondi ng seryi . t n ' . for

t he service requé’st 88&&3??1%{%%%31%2@5}3?&% rﬁoﬁ-egt}?lgsag{&cg' cko/s&’% ? g?}gkfﬁﬁﬂé’
identificatiof af ttdisadteioH CEhat €4HEThdes at CIUARSPRNPoREibA 02 the

transaction, the response tine for the transaction can be determ ned
usi ng the vari oupluralfitgndf packets. '

In yet another aspect, the present invention provides:

a method for identifying a transaction comprising a

plurality of service packets communicated between source

10 and destination nodes that includes the steps: (i)

providing a communications data set including (a) a

plurality of service packets corresponding to a plurality

of service requests and (b) the start and stop times for

each service request and (ii) comparing the time interval

15 ©between the stop of a first service regquest and the start

of a second service request against a predetermined wvalue

for the time interval to identify a sequence of service
requests that comprise a transaction.

The comparing step can be performed in several

20 iterations where the time interval is varied to select an

optimal predetermined value for the time interval between

service requests to yield a substantially optimal listing

of service request sequences as a possible transaction. The

resultant number of transaction service regquest patterns

25 are then used to determine an optimal wvalue for the

predetermined time interval. 'For a range of time intervals

the number of transaction service regquest patterns remains

constant. The optimal value for the predetermined time



25, stop tinmes for the service requests. I n anot her aspect of the
present invention, a non- I ntrusive systemis provided for identifying
a transaction conprising a plurality of service packets comunicated
WD 97/ 06494 PCT/ US96/ 12035

- 6% bet ween source and destination nodes. The system i ncl udes:

(i) a device fJYOP¥RBMing a plurality of service packets PCIBIRRHO4At ed
on the comunications line and (ii) a device,q. i n comruni cation with
the recording device, for identifying 5 a transaction that includes at

| east a portion ofintk@val ispkHeahiépoDit PFEKGiTs range of valllle¥et 8pOWAEr
aspect, the present invention provides a nethod for identifying a

transacti on conpr p$i eyample, affiam aﬂenylﬁy:l.xwra/|seevpaeke¢gummpqueat:ecdS)
bet ween source 10 _and destination nodes that includes the steps:

(i)
provi di ng a comuMBéRg; dHhe dHF&dS'é?mmcthﬂbuﬁﬁ) é'-he methag a‘F?’Eyfb}Fther

servi ce packets corr ondi Q. a ur al i ervice requests
(b) the start and *2F gB FlﬁgggF%%ng Q seconé predeterm ed value, compar§

5 the time intervals, between service requests, against the
second predetermined value to identify a second sequence(s)
of service requests corresponding to a second
transaction(s), and recording the second sequence(s) of
service requests and the number of occurrences of each of

10 the second sequence(s) in a second data set. The method
next selecting a third predetermined wvalue (which is the
optimal predetermined value) based on the relationship
between (i) the number of the seguence(s) of service
requests and the predetermined value and (ii) the number of

15 the second sequence(s} of service requests and the second
predetermined value. The method then comprises as before
the time interval between service requests against the
third predetermined value for the time interval to identify
a third sequence(s) of service requests corresponding to a

20 thira transaction(s). The service reguest seguence for the
third transaction is deemed to be the optimal sequence. The
third sequence is then compared against the communications
data set to determine whether at least a portion of the
plurality of service reguests correspond to one or more

25 transaction(s).

The method produces the pattern characterization data
set referred to above. _ The patterh characterization data

set lists a plurality of service request sequences for



each service request and (ii) conparing the tinme interval 15 between the

st.op of a first service request and the start of a second service
request agai nst a predeterm ned val ue for the tine interval to

i dentify a sequence of service requests that conprise a transaction
The conparing step can be perfornmed in several 20 iterations where the
time interval WOYH#%MJ to select an opti mal predet er mi nBEFYEA6{A2035 or
the tine interval between service requesgs to yield a substantially
optimal listing of service request sequences as a possible

transacti on. The compardschtagdinstiitde servigesaequeastss diromC ehecgorparing

patterns 25 are then used to _determ ne an optimal value for the
predet er mi ned ti mfteRrer FRiS agditionahgonparisan istepr jg $o determinguiber

of transaction seryice request patterns rengins constant. The optjnma
val ue for the pre&éFeFﬁFﬁgﬁetFﬁguesgs as orgpred, by, bime are contained in = .

ﬁfgggfg?/éfofﬁis FgﬁggagFeggJ%ngaﬁﬁgﬁ&%?tion dgFZé§3%bletn;${g?|ith:PEying
a service request seqU@RCE( $inal aspect, the present invention includes a
non-intrusive system for determining transaction 1level
activity between a source and destination node. The system
includes: (i) a device for recording a plurality of service
packets communicated on a communications 1line between
10 source and destination nodes and (ii) a device for
determining the number of transactions in communication
with the recording device. The service packets relate to
a number of transactions and the recording device provides
the communications data set.
15 In one embodiment, the determining device is a device
for comparing the time interval between the stop time of a
first service reguest and the start time of a second
service request against a predetermined value for the time
interval to identify a sequence of service requests in the

20 communications data set that together comprise a

transaction.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 depicts an embodiment of the present invention
25 connected to a computer network; |
Fig; 2 depicts another embodiment of the present
invention connected to a multi-tiered cdmputer network;

Fig. 3 depicts a service packet;



usi ng the predeterm ned val ues, the nmethod can further I ncl ude
selecting a second predeterm ned value, conparing 5 the tine intervals,
bet ween service requests, against the second predeterm ned value to
i'dentify a second sequence(s) of service requests correspondi ng
to a second transaction(s), and recording the second se uence(s)
of servi YO ¥@M¢st s and the number of occurrences of eabRI/B¥S 13035t he
second sequence(s) in a second data set. Thg et hod next selecting a
third predeterm ned value (which is the opti mal predeterm ned val ue)

based on the rel ati ongigp 4 depDetsea diiainphBCof UEhE I sévidie parfte@BCEASA Of
service requests and the predeterm ned value and (ii) the nunber of

15 the second segezndsesyedanestsvice requests and the second
-predeterm ned value. The nethod then conprises as before the tine

i nterval between servFig-r & RRRicts %tr‘fsﬂé’nse t%‘PFFrﬁmﬁrédé’tréPﬁPﬁEélm
I f the t f f
val ue for e | ogggbéag Bgﬂbgfq$fc§%rvice % %gfsequence(s) of service

requests correspon I ransac on The service request

sequence for g§he ] g‘srd A SALPIOP iaS fREdehBoREnthe QEt | fFhethod
sequence. The third sequence is then conpared agal nst the

conmmuni cations accogdiifigstd the gelesefit nEnvditiilesr fot debefminiiny ke8ponset he
plurality of service requests correspond to one or nore 25 transaction(s).
The net hod produddmethe pattern characterization data

Fig. 7 depicts the interactions of service requests in
the pattern finding and matching steps;

10 Fig. 8 1is a plot of the predetermined time value
against the number of transactions discovered;

Figs. 9%A-B depict a second embodiment of a method
according to the present invention for determining response
time;

15 Figs. 10-11 depict the interactions of service
requests in the pattern finding and matching steps; and

Fig. 12 is_a graphical presentation of CPU utilization

versus response time for a transaction.

20 DETAILED DESCRIPTION
The present invention is Qirected to a method and
apparatus for measuring response times for a transaction or
an application using non-intrusive/non-invasive techniques.
As noted above, non-intrusive/mon-invasive monitoring
25 technigques do not interrupt the software code to measure
response time. Rather, such techniques monitor the network
communications between the client computer and the various

server computers. Unlike existing performance monitoring



set referred to above. The pattern characterization data set lists a
pl.urality of service request sequences for : WO 97/ 06494

PCT/ US96/ 12035 _ - 8- conmparison

agai nst the service requests fromthe conparing step. This additional
conparison step is to determne if the service requests as ordered by
time are cont aVREH0FA4 the pattern characterization dat PCIEISIE1208

In a final aspect, the present invention i nci ides a non-i ntrusive
system for determ ning transaction |evel activity between a source
and destination nesithodsie =i eflethod dMCkHdeSprédent? dAVEALISR' MAcHeA NI
a plurality of service packets communi cated on a conmmunications line
between 10 sourselectrl sfasticeapackets @ik asandiated )start dadisiop ftime
determ ning the nunber of, transactions in comruni cation with the .
recording devi ce. intormakion £95, thet §eF\é?-%ﬁ dPagkets wifhnthecsoxyfesponding
transactions and ép&re or di %dew Ge gr ovi de communi cat i ons dat a

sag EBR1IZaR O, Reker (EOF CRA bt aeny | the

set. 15 She: enpod!
5 method provides response times for the transaction or

application. The present invention is useful not only for
performance monitoring but also for billing and monitoring
6f service level agreement compliance.
The Apparatus Configuration
10 The apparatus configuration according to the present
invention is depicted in Figs. 1 and 2. Referring to Fig.
1, the simplest single network segment is depicted. In the
network, a recording device or probe 20 is connected to a
communication line or busline 24 between a client computer
15 28 and a server computer 32. The recording &evice 20
selects service packets transmitted along the communication
line 24 and provides the service packet and the time at
which the service packet was received by the recording
device 20 to the monitoring computer 36 for analysis. Fig.
20 2 depicts a more complex multi-tiered architecture with
multiple network segments. Recording devices 20 a,b are
connected via a communications device 22, such as a moden,
to the communication 1lines 24a,b between the network
segments 26a,b. The network segments include client
25 computer 28 and server computers 32a,b c,d and the
communication lines 24 a, b. As can be seen from these
figures, the present invention does not measure response

time within the various client and server computers as in



f.or conparing the tinme interval between the stop tinme of a first
service request and the start tine of a second servi ce request against
a predeterm ned value for the tine interval to identify a sequence of
service requests in the 20 comunications data set that together
conprise a ransacti on. BRI EF DESCRI PTI ON. OF THE
DRKE\VNGS wo”’%“‘lg—lfg. 1 depicts an enbodi nent of the preseprﬁmi’q?%?ﬁ?on
25 connected to a conputer network; -11- Fig. 2 depicts another
enbodi ment of the present i nvention connected to a nmulti-tiered
conput er networ kintrusive/inviasdve3 mieplttdsirgy stechndqgpasketbut measures\O
97/ 06494 _ ) PCT/ US96/ 12035

-9- FiRgSpenESitdme By @paﬁ?ﬁmsing the nekvork mmiyamiqms on
service request; the response tine fo

t
transaction tqerl\?WHdcﬁkgﬂ%e]r“% %§§ PEEBthe file et computer ‘and the

various server computers.

5 The number and locations of the recording device(s) 20
in a multi-tiered computer network depend upon the
application. Typically, a recording device 20 will be
located on any portion of the communication line 24 that is
between the points of access of the drivers of client or

10 server computers to the communications line 24. In this
manner, all of the service packets communicated on the
communications line 24 will be read by a recording device
20 and an accurate determination of the response time for
a transaction or application involving multiple client

15 and/or server computers can be made.

The text of a typical service packet communicated
between computers in a multi-tiered computer network is
depicted in Fig. 3. As can be seen from Fig. 3, a service
packet 38 typically includes a node address 40, which

20 identifies the source and destination of the service
packet, a port number 44, and additional information 48.
Depending upon the application, the service packet can have
additional information, such as a database request, file
system request and object broker request.

25 There are generally two types of service packets,
namely service request and service results packets.
Service request packets request a server computer to

perform a specifi: action. Service results packets are



5. Figs. 6A-E depict a first enbodi nent of a nethod according to

the present invention for determ ning response o tine; Fig. 7

depicts the interactions of ~service requests in - the pattern finding

and matchi ng steps; 10 Fig. 8 is a plot of the predeterm ned tine

val ue agai nst the nunber of transactions discovered; Fi gs.

9A- B depi ct a WOHGRM%nbodi ment of a method =~ according td’qrﬂés’m@%gnt

i nvention for determ ning response timg,- 15 Figs. 10-11

depict the interactions of service requests in the pattern finding

and matchi ng st epssrvit® packets derpratzd sin gesponsel tboecdhwd aseowice

CPU utilization versus response tinme for a transaction. 20 |

DETAI LED DESCRI Pretiyest packet.The Sgr¥dert nesudkei packets rqan ceonpin a

nmet hod and apparatus for _neasuring, response tinges_for g transacetﬁ'ggtg or
d -

an application uNaHGetInoEntrECrRREHOR -+ ipg thenthipation regu

above, non-intrusive/non-inyasive | tor] 25 techni ques do not
i nterrupt the so%%vgc s E64Eto 1&%3@%%% géélpeq"r'esponse time. Rather, such

techni ques nogitor thedghifkkrate the UBHIdELWEEypEs VEEbdriAce baBkets
conputer and the various server conputers. Unlike existing performance

noni toring in a service ;equest, an example of a service request

involving numerous service packets is depicted in Fig. 4.

A typical service request 52 begins with the service

request packet 56 (which can be multiple service packets)

10 issued by, for example, a client computer to a server

computer. The server computer then transmits a service

request acknowledgement packet 60 to the client computer

and begins processing the request. When the server

computer has completed processing the service request, the

15 server computer sends a service results notification packet

64 to the client computer that the server computer is ready

to send the service reguest's data to the client computer.

The client computer then transmits a service results

transmission packet' 68 requesting transmission of the data.

20 The service computer commences transmitting service results

packets 72. The service results completion packet 76

notifies the client computer that the final service results

packet has been transmitted, and the service results

acknowledgement packet 80 notifies the server computer that

25 the information has been received. The response time to

complete the service request is the difference between the

received time for the service request packet 56 and the



VWD 97/ 06494 PCT/ US96/ 12035
-10- nmet hods, the nethod of the present invention natches
sel ected service packets and associated start and stop tine
i'nformation for the service packets with the correspondi ng

t-ransaction or application. After the matching step, the 5 nethod

provi des resp¥R&H6M4res for the transaction or appl i c RGTBIF6/12A
present invention is useful not only for _,,_ performance nonitoring but
also for billing and nonitoring of service |evel agreenent

conpl i ance. received time for TRBeANBINALYES deaiplctilon | &¥knotfl edgment The
apparatus configuration according to the present I nvention is
depicted in Fi gpacke&n802. Referring to Fig. 1, the sinplest single

network segnment is depicted. In the network, a recording device or
probe 20 is connect e@®t ofyrther dliuskrate Jrhe i eesRonfss| iti®e24 68 wlen a

L STt TP 1 eckiealBiBh] o SBAAG BEPY Sl oF £r0SEALA) Wil 2

sel ects service packet al ong"t commun
and provi desgt hgedgiivkC efeket a0t e ddd®iBkd with reference to Figs.

2 and 5. A type "A" transaction executed on the client
computer 28 makes service request 1 of server computer 32a
and service request 2 of server computer 32b. To complete
service request 1, server computer 32b makes service
10 request 3 of server computer 32c. When service request 1 is
completed, the type "A" transaction makes service requests
4 and 5 of server computer 32d and service type 6 (e.dq.,
service request 6) of server computer 32c. The pattern of
service requests to the various server computers identifies
15 the transaction. as a type "A" transaction. The.response
time for the type "AY transaction is measured from the
start time of service requests 1 and 2 to the stop time of
service request 5. Thus, the transaction response time is
simply a collection of individual service request response

20 times.

The Filtering of Service Packets

Figs. 6A~E provide a flow schematic depicting a first
embodiment of a performance monitoring method according to
the present invention. The method collects selected service
25 packets from the recording device(s) and filters the
selected service packets to form a communications data set.
The network communications are filtered to yield only those

service packets relevant to the application(s) of interest.



whji ch the service packet was received by the recording device 20 to
the nonitoring conputer 36 for analysis. Fig. 20 2 depicts a nore conplex

multi-tiered architecture with- mul ti pl e network segnments. Recording
devices 20 a,b are connected via a conmmuni cati ons device 22, such as a
nodem to the communi cation |lines 24a,b between the network

segnents 26a, BYOIOPA¥ net work segnents include client 25 EOHHS68203528
and server conputers 32a,b c,d and the_j4- communication |lines 24 a,
b. As can be seen fromthese figures, the present invention does not
measure response As wilhebei tdpprddiatesd,i oiit ds epbsaiithsethat couptiples
as in WO 97/ 06494 . PCT/ US96/ 12035
-11- i ntrusi *EPLAGASIORS oM the i SAPe dHifmfueomPRtier nEeguess the same
response tine by gnnitorin% t he ne npcations on

wor k_conmmu t he .
communi cati ons 1i H&PBePheERTYRESE %’éﬂ’f‘ BofBETE  Ant Y °°n_‘p'*7§rri'og§1'5e’r§/er
conputers. 5  also PSsSHHIE: 32%8?%5825%9%%%&&' LSO RIbRdede¥E6f (Sile 20

inamlti-tiered conplUter networ pend upo
5 server computer to another server computer of the sanme

type.

The first embodiment is based on the assumption that
the packets of a given transaction are located on only one
thread. A given thread can, however, have packets from

10 more than one transéction. A second embodiment of the
present invention is discussed below for an application in
which a given transaction occurs on more than one thread.

As used herein, a thread is a specific identifiable
connection or session between a service reguestor node and

15 a service provider node. A thread is preferably identified
such that it can have only one service reguest on it at a
given point in time. As will be appreciated, in some
applications the node address is not an adequate identifier
of each thread because there can be multiple sessions for

20 a given node address. In such cases, the connection or
session identification information is used to further
identify the thread to which the service packet is to be
dispatched. A thread can be either a user thread, which is
a thread that is uniquely identifiable to a specific client

25 computer, or a shared thread, which is a thread shared
among multiple user requests.

Referring to Fig. 6A, one or more recording devices 20

first read in command box 100 one or more service packets



application. Typically, a recording device 20 wll be | ocat ed on any
partion of the comrunication line 24 that is bet ween the points of
access of the drivers of client or 10 server conputers to the

comuni cations line 24. 1In this manner, all of the service packets
coenmmuni cated on % comuni cations line 24 wll be read_b recordi ng
devi ce 28VA A4 accurate deternmination of the responseP 9‘?’818

a transaction or application involving nul tijgle client 15 and/or server
conput ers can be made. The text of a typical service packet
conmmuni cat ed froet thencommmicxtsions ainel 24t iBased onMhs elodee bddrissks
depicted in Fig. 3. As can be seen fromFig. 3, a service packet 38
typically include¥ ®P¥ar shueads identifieation mﬁema'ﬂq;y thermréénand

dest t ft t nb 44 ddi
destnaton of URvigpafaernra iRl e, BB Shore R0 bl
have addi ti 3 ngj‘t”f %%t%%(s?“cgn@oﬁ- dsahase rc%ﬁéﬁ%&r

system request an ect request There are’g neraI'F§/ t wo
types *of ser\§ cethaek@ky, of intdruBd.y IFCEY| Cthd VA LePLCIREH L SecBEblS

packets. Servi ce request packets request a server conputer to
performa specif aodacheomlmesgyal servisel packesic keiss 1@@as by the recording
| device 20 (e.g., received time); otherwise, no record is
made of the service packet. If one were interested in a
particular subset of service requests, the recording device

10 20 could filter based not only on the node address or other
thread identification information but also on the port
number. The port number is useful for filtering if the
application is configured such that there is only one
service request on a port at a given point in time.

15 In a command box 104, the service packet is recorded
in a communications data set by being dispatched to an
appropriate thread data set. The communications data set
contains the service packets read by all of the recording
devices organized by the thread. There is a thread data set

20 for each thread. In ﬁost applications, a plurality of
thread data sets in the communications data set are active
at any point in time.

The service packet is next examined in decision box
108 to determine_if it is a service request packet. This

25 is accomplished by searching in the text of the service
.packet for a kéy word(s) and/or symbol(s) unique to a
service request packet; that is, the words and/or symbols

are not used in service results packets. The words and/or
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-12- servi ce packets generated in response to the service

request packet. Service results packets can contain a variety of

i-nformation including the information requested by the service request

packet. 5 - To illustrate the use of two types of service packets

in a service rYQRBO#M%M 5y exanpl e of a service request i Op(p03s

nunmer ous service packets is depicted in Fig.g A typical service

request 52 begins with the service request packet 56 (which can be

mul tiple servi ce sypiadiss)usdd insshed $sgrdior canabpl espexiflicertto camgiven to

a server conputer. The server conputer, then transmts a service
PPhic

request acknow edyERSACHIQN andéer it conput er and begi ns
processi ng the reques

Wien t.h _ : has ond begl 7
rocets T 1he ey, o Wen 0 N s an S 0SSR RRS
resul ts notificatigg nackele o Sﬁgéeﬁe 481 ?éfggggegpg{.gr,f%;?ti& yer

conmputer is read ~to send t Service reqt s data he cl1en
conputer. 5 Theokl hant €oMdentikheninr JeTTeliona 56 Viee rewdl iservice

transm ssi on packet 68 requesting transm ssion of the data.
completion packet. The service completion packet is the
final service results packet in a service reguest. As
noted above, there will only be one set of service packets
for a specific service regquest that is serial on the thread

10 at a particular moment in time. The set of service packets
for a given service request comprise a service data subset.
Accordingly, the matching of the service request packet
with the corresponding service results packets is a
relatively straightforward process.

15 There - are two methods to identify <the service
completion packet. In one method, the text in each service
results packet is searched for key word(s) and/or symbol(s)
only associated with one or more of the service results
packets. 1In the other method . the service packet having

20 the latest received time is assumed to be the service
completion packet. In .other words, the last service packet
on the thread before the iinmediately succeeding service
request packet is assumed to the service completion packet.
The last packet on the thread can be sent by either the

25 client or server computer. Which of the two methods is
preferred in a specific case depends upon the application.

After the service request and service completion

packets are identified in decision box 116, the start and



20 The service conputer conmences transmitting service results

packets 72. The service results conpl etion packet 76 notifies the
client computer that the final service results . packet has been
transmtted, and the service results acknow edgenent packet 80
netifies the server conputer that 25 the information has been recejved
The response tWQR/6¢P4 conpl ete the service request is thé’c?i'i"f*?‘@?

bet ween t he received tine for the seryj-e request packet 56 and the
WD 97/ 06494 PCT/ US96/ 12035

-13- r ecei Vetbp itilnds0 £ orh €hee sereice argussito arac keonk-ddd nibmtcommand
packet 80. To further illustrate the response tinme for a
transaction, an ksmnBRe dn atheamereundgations vAaganFas oadongswikhythe

requests will be described with ref nce to Figs. 2 and 5.
"A" transaction E’k’éﬁﬂescrgggﬁﬂ%*é"%ﬁ%te Inform lb‘ﬁg‘l hst%?dzg rﬁ%g' °§eer¥/eﬁ°€‘§aé/&e
request 1 of Serygr, oMU Chnd2fossin) 8 deSEEXIAE BEUIES! 12cAE 1AL VCimne

conput er 32b. To conp’fe e ervi ce” request
service 5§ start time is the received time for the service request

packet, and the stop time is the received time for the
service completion packet. The service request identifier
can be any suitable means for identifying the type of
service to which the service request pertains. By way of
10 example, the service request identifier can be a command or
a portion thereof, especially in data processing
applications. The communications data set can include
other information, including the location of the recording
device 20 on the communications line 24, network type and
15 other recording information.

The preceding steps are repeated on a packet-by-packet
basis for the service packets communicated along a section
of the communications line 24 over a selected time period.
The time period can be discrete or continuous. In either

20 case, the communications data set is, after an appropriate
time interval, subjected to the steps discussed below to
identify response time.

For service packets having encrypted or compressed
data, it is typically necessary to know or determine the

25 compression algorithm before applying the filtering steps.
Additional steps may therefore be regquired to unencrypt or

uncompress the packets.

Bce

server conmputer 32b nmekes



10 request 3 of server conputer 32c. When service request 1 is

cenpl eted, the type "A" transaction makes service requests 4 and 5 of
server conmputer 32d and service type 6 (e.g., _.service request 6) of
server conmputer 32c. The pattern of service requests to the various
sérver conpute tifies the transaction as a type "A' transaction.
The response Wos‘?(ﬁ}é for the type "A' transaction is measur®d/P¥8HPhe
start tinme of service requests 1 and 2 to thg.stop tine of service
request 5. Thus, the transactlon response t| me is Si rrply a collection
of 1 ndividual service requds o 9 fl ) The
Filtering of Service Packets . 6A- E provide a ow schemati c
depicting a first In, B odiFdsS offa &%ISGFﬁ&ﬂEe Hmet-”&n%y‘m%oadeps
according to se | [ hQd | |l ects sel ecte
service 25 packe sggm edr@égcqi?'d%lo % (}n (?r"f‘l | tETPY

sel ected servi ce gaakales tRe &S %@mscgaweetd%ala&uf% stifence

net work comuni cations are fi I tere to yreld only thos Vi ce

packets rel evmnt dfo s8evipdl reqguestts)tidt | Rbgethér comprise a possible
transaction pattern. Generally, the monitoring computer 36
identifies the service request sequence by comparing the
time interval between the stop time of a first service
request and the start time of a succeeding service request

10 against a predetermined value for the time interval. If
the time interval is less than or equal to the
.predetermined value, the service requests are deemed to be
part of the same transaction and if the time interval is
more than the predetermined value, the service requests are

15 deemed to be part of separate transactions. Accordingly,
the selected time interval is selected based on the maximum
projected time interval between adjacent service reguests
for the two service requests to be considered part of the
same transa_ction.

20 Referring to Fig. 6B to initiate the transaction
pattern finding steps, a selected time interval can be
increased or decreased by a selected time increment in
decision box 124. If the selected time interval is at the
upper or lower limit of the desired range of time interval

25 values, processing is terminated. The selected time
interval and incremental increases or decreases thereof are
discussed in greater detail below. As will be appreciated,

a smaller selected time interval yields a smaller number of
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- 14- As will be appreciated, it is possible that nultiple
applications on the sanme client conputer request the sane type of
services froma specific server conputer. It is + al so possible that a
service. provider may mgrate from one 5 server conputer to another server
conput er of th@"’s%?(?é‘” t ype. The first enbodi menfCT’gs%Q%@g on
t he assunption that t he packets of a gijwen transaction are | ocated on
only one thread. A given thread can, however, have packets from 10
nore than one tr gposadiilen trandastiondpatiberhsctihamfa t hrger sqleected: time:
invention is discussed below for an application in whi ch a given
transacti on occuddt®¥viddre than one thread. As used herein, a

thread is a specific identifiable,. onpection or session between .
service requester nod&Nd i%i)e%t’sc’é} vi®Ce gy’%vi?ﬁa'r‘??d’d‘«?ie As?ﬁ?%% iﬁ'me
preferably identijijfval, %ﬁn&ﬁ?&oﬂi&ggaév”ﬁ Py PHCSRhYhE Crbgd4SE!

onit at a gl ven p0|nt In tine. eappremate , In sone
applications $he opeis a6l ea3li vndheansaliastid etigdentintetvals a Aerkded

t hread because there can be nultiple sessions for 20 a given node

addr ess. | n sucteguesds, fike, cdonecontainr informgbionogandgaatiedi cini dhe

information is used to further - identify the thread to which the _

service packet | $UGpgsding steps. As discussed below, the service request
file will contain the service requests sorted by thread and
selected time interval.

10 Returning to Fig. 6B, the monitoring computer next
reads in command box 132 a service request from the
communications data set and, in decision box 13s,
determines if all of the service requests in the
communications data set have been read. If so, the

15 monitoring computer goes to decision box 124. If not, the
monitoring computer dispatches the service request in
command box 144 to the appropriate thread to form a thread
data set with one thread data set existing for each thread.
As the various service requests are read from the

20 communications data set and dispatched to the thread data
sets for each selected time interval, a collection of
service requests can form in each thread data set. The
service requests in each thread data subset are ordered by
their respective start and stop times. - Thus, as noted

25 above, each of the service requests in the collection is

separated from an adjacent service request by a tinme

interval. Command boxes 132, 144 are repeated until all of



di spatched. A thread can be either a user thread, which is a thread
that is uniquely identifiable to a specific cllent 25 conputer, or a

shared thread, which is a thread shared anong multiple user requests.
Referring to Fig. 6A, one or nore recording devices 20 first read in
command box 10Q_one or nore service packets WO 97/ 06 %ﬁ S96/12035
PCT/ US96/ 12035 WO 97/064%4 - 15- from

comruni cations |line 24. Based on the node adglgess or other thread
identification information, a recording device 20 determines if the
servi ce packet pethei rsgrwéca'he'-‘equest@l iientthecc#qmmipgyzioaﬁd/dﬂta s|et/ care

‘conput er (s) 5 t hreads I nt erest. so, the service packet is

recor ded gﬁdgphé eflj h¥ thee rﬁﬁqx?ﬂiﬁbﬁéaeﬁﬁgdr¥%ﬂFtﬁPQQﬁyaﬁecord|ng

devi 20 . g., [ h d of t.h
device 20 (2.9 10 Xifd| O oGhAR 3, BB SG0 S, sBiing} I
service requests, aie LEPEEEUd0 ¢ia Cantlivall apldl Hdekc! aNasodedot il

on the node address or hread 1dentification infornafion
also on the p@t computer proceeds to command box 140. In command box 140,

the service requests from the communications data set are
all received into the various thread data sets. As will be:
appreciated, the ensuing steps in Fig. 6C are performed for
each selected time interval in the service request file.
10 The service requests in each thread data set are next
examined in decision box 148 to determine if the various
service requests are local to another service request in
the.thread data set. A service request is local to another
service request if the time interval between the service
15 requests is. no more .than the selected time interwval. If
the service requests are local to one another, the service
requests are considered to be components of the same
transaction. If the service requests are not local to one
another, the service requests are considered to be
20 components of different or separate transactions.
Referring to Fig. 7, a string or sequence of service
requests of the type generated in each thread data set in
the service request file is illustrated. The string or
sequence of service requests can refer either to a
25 collection of service requests that are local with respect
to at least one other service request in the sequence or to
a single service reguest that is not local to another

service request. As will be appreciated, a possible



nunber. The port nunber is useful for filtering if the application is
configured such that there is only one - service request on a port at a
given point in tine. 15 . In a command box 104, the service packet is
recor ded in a communi cations data set by being dispatched to an
appropriate thread data set. The communi cati ons data set contains the
servi ce packetWOPEMAy al| of the recording devi ces or FEAUS12835 t he
thread. There is a thread data set 20 for_ﬁa_ch t hr ead. | n nost
applications, a plurality of thread data sets in the comrunications

data set are actitt@nsactidh pa¥t@PhNéan hdvé®ne or more sdbeicemédirstacket
IS next exam ned in decision box 108 to determine if it is a service

request packet. THius, 2Bn FigaZcokbki stime tintegyedsi dFa-d tseparatingf thee
service packet for a key wor dgs) and/ or synbol F}gé uni que, tg a
service request RERECe Teguests 1HGATR Y NIRIMATres FhAB| the selegted, Kime
In service results tpackelt s. The words and/ or WO 97/ 06494

PCT/ US96/ 12035  *h-ervat. - 16- symbol s used in

the search cag be spegid ixC steQ'vi‘chi‘&Quest in a thread data set is local to

another service reguest in the thread data set, the s_ervice
requests in command box 150 are combined and added as a new
possible transaction pattern to a possible transaction list
in a pattern characterization data set in the service

10 request file. As will be appreciated, the service request
can be local to another service request that is either
discrete or part of a string or segquence of a number of
service requests. In this manner, a sequence of service
requests corresponding to a given possible transaction

15 pattern is progressively expanded to include additional
service requests.

The pattern characterization data set can include a
variety of information, including the various selected time
intervals and the corresponding thread data sets, with each

20 thread data set including variables for identification of
the thread, the various service requests -associated with
the thread organized in service request sequences, and the
nuﬁber of occurrences of each service request sequence.
This 1list of service reguest sequences is hereinafter

25 referred to as the possible transaction pattern list.

The pattern characterization data set can also include
other information depending upon the appli'cation. By way

of exainple, the pattern characterization data set can



transaction and/ or application. If the service packet is an
initial service request packet, the subsequent service packets are
read i n command 5 box 112 to.identify in decision-box 116 the service
conpl etion packet. The service conpletion packet is the final service
results packet in a service request. As not ed above, there will only
be one set of X0 ¥Sd%packets for a specific service reqREBFUSIHAPS s
serial on the thread 10 at a particular mygnt in time. The set of

servi ce packets for a given service request conprise a service data

subset . Accoisiéngde tHdharansabt hon ofypd asswiciatedr eijtle dadifGetfuence
with the correspondi ng service results packets is a relatively
straightforward m%mxcelsequests Tihee transactipn timehogn be dageft ppony
the service Ietlon packet. In one nmethod, the text in each

service resuﬁ‘% §f59§?c‘|’|"ec¥“‘?’€ﬁ %%F&Fg}"%n’iﬁ%ﬁ%ﬁﬁ‘rﬁ& (‘%’?

only associ at ed mnth one or of the service re ackets

t he ot her nethod, ?%1%%r:{ﬁ%e adﬁ?@f“eﬁgw ﬁarrﬁﬁport:%enq e & eﬁ“?&ftt"i"ﬁe

i s assuned togbe ggegserﬁﬁe_ceservwecg &4t Ofadaci@ler)l,n other words, the
| ast service packet on the thread before the i mrediately succeedlng

service request [rekefenaratiom et tithd hpattiert Ceharngettizatipacidata
The | ast packet on the thread can be sent by either the

set is initiated in command box 140 by receiving a service

request from a thread data set in the record file. If the

subject service reguest is not local to a previous service

10 request in the thread data set, the service redquest

segquence that immediately precedes in time the subject

service regquest, if any, is compared in decision box 152 to

previously identified patterns in all of the thread data

sets for the related selected time interval in the pattern

15 characterization data set to determine if the pattern has

previously been recorded (discovered) for the selected time

interval.

If the preceding service request sequence is not a new

possible transaétion pattern, the number of occurrences of

20 the possible transaction pattern for the selected time

interval is incremented in command box 156. More

specifically, the recorded number of occurrences of the

possible transaction pattern having the same segquence of
service requests is increased by one.

25 Returning to decision box 152, if the service request

sequence preceding the subject service request is a new

possible transaction pattern for the selected time

interval, the monitoring computer in command box 160



25 client or server conputer. Which of the two nethods is preferred

I n a specific case depends upon the application. After the
service request and service conpletion packets are identified in
deci si on box 116, the start and WD 97/ 06494

PET/ US96/ 12035 -17- stop tines f t he
service requedYO & ¥4M¥acor ded i n command box 120 in the ESW%W@@ i ons
data set along with the thread identitihgation information and a

servi ce request identifier and possibly recording device | ocation.

The 5 start tifRcordshethecaietraddd neefaest hactmienicee orquUEss possible
packet, and the stop tine is the received tinme for the service
conple%ion gackeﬁranﬁecyépviB@tteqme%isﬁdentifier can be any suitable
means for identifying_the type of S ice to ich t service uest
pertains. By way of Mteﬁx%%w%",‘d ﬁ‘l’é‘e§e$é¥0e16r°e'q ?tp?ﬂ%’}r}%ﬁi Eranfgﬁgggna '
command or 2tRALh 9srl DT €REe1a1 EERPYR dohmalrl HIA A64PHRCERFLATa
applications. The comunications data set can 1 nclude ot her

information, §ncChe Rériieel eeghest Strikg £6£0tKH Nklected@iimee idkepWalhe
communi cations |line 24, network type and
beginning with_the subject service request. Based on the
fact that the subject service request is not local to the
immediately preceding service request, the program assumes
that the service request sequence.of which the immediately
10 preceding service request is a.part is completed. Because
the service request is not local to a prior service
request, the monitoring computer assumes that the service
request is a part of a new service request sequence.
After command box 164 is completed, the monitoring
15 computer determines in decision box 168 if the end of the
thread data set(s) in the record file has been reached for
all of the service requests in all of the selected time
intervals. If so, the process is terminated. If not, the
computer procéeds to command box 172 and receives another
20 service request from a thread data set in the record file.
After command boxes 150 and 172 are completed, the
monitoring computer returns to command box 140 and the
preceding steps are repeated until all service requests in
the record file have been read and processed.
25 In a communications data set having a plurality of
threads, the monitoring computer applies the transaction
pattern finding steps in parallel to service requests from

different threads. Thus, the service requests in a



15 other recording information. The preceding steps are repeated
on a packet - by- packet basis for the service packets comruni cated al ong
a section of the comunications line 24 over a selected tine period.
The tinme period can be discrete or continuous. In either 20 case, the
communi cations data set is, after an appropriate time interval,
subjected to t WOBMENE di scussed bel ow t o i dentify respoRfSdUsopiRess

For service packets having encrypted or conpygssed data, it is
typically necessary to know or determne the 25 conpression algorithm

bef ore applyi ng tprufaliteyi of stitfferent thtdeiati odata StsHts nayetfuﬁamyzea be

required to unencrypt_or unconpress the packets.

97/ 06494 simultaneously. Accordlnglpu/qpsggpzz@ggnt in time, a
- 18- ct| Patt er F| ndi.ng St In a
series of transac?}wggft %naag?efﬁgs Qﬁg ?d in detail

bel ow, the moni toring £ENPULEEedfireq embdNHAES dil1LAYHN VAL HO TR

set to identify a seguence
S selected time interval is selected by first selecting a

series of selected time intervals for decision box 124. As
noted above, the predetermined values can be selected using
a predetermined increment in decision box 124. The values
used for the selected time intervals are usually subsecond

10 intervals ranging, for example, from about 50 to about 500
milliseconds.

Referring to Fig. 8, after the performance of the
above-noted command and decision boxes with wvarious
selected time intervals, +the numbers of ©possible -

i5 transaction patterns from the pattern characterization data
set (e.g., vertical axis) are plotted against the
corresponding selected time intervals (e.g., horizontal
axis). BAn optimal value for the selected time interval is
selected in the central portion of the plateau 176 on the

20 curve 180. Using the optimal value in decision box 124,
the transaction pattern finding steps are repeated to yield
a secondlpattern characterization data set. The transaction
patterns in the second pattern characterization data set
are believed to be the substantially optimal listing of

25 transaction patterns for the various service requests in
the record file.

Referring to Fig. 9A, the second embodiment of the

present invention is depicted. Fig. 9A replaces Fig. 6C



5 of service requests that together conprise a possible transaction
pattern. Generally, the nonitoring conputer 36 i dentifies the service
réquest sequence by tonparing the time interval between the stop tine
of a first service request and the start tine of a succeeding service
request 10 against a predeterm ned value for the tine interval. |If

the tinme inteW@P7964%94 ess than or equal to the pr edet ePATHBI6/1298% ¢,
the service requests are deened to be —oRart of the sanme transaction
and if the tinme interval is nore than the predeterm ned val ue, the
service requests s3de otherwiss sk tthebgapar stohs aPahel €it&0GMSddiMent in
Accordingly, the selected tine interval 1s selected based on the

maxi mum pr ojfdgsed 6Ai and Bt efigl. bBet v cmkeatiantdallycidenbical) s iFig.
for the two service requests to_be considered part_of the sane
transaction. 2092 excapd &on flegision byp 200 | apd | cemmand Pexn28ét ofs
pattern finding st . a,selected tine interval.can.be o L NC S
decreased by a s@oget%edapf’x%'i nctemditor embo n(l:elnséj'onuﬁai%kfmﬁl??f etjt}ﬁ%rt
sel ected 1M1 NaiieRinehta! (18 appHfRL’ BV abpiidafiofd® @R o

range of tine interv 25" values, “‘processing is termnated.
selected time  tranadtidnsanghatCrREVE! ahor @CIEREeS die damireades fidrer @of
are - discussed in greater detail below. As will be appreciated, a

smal | er sel ect ed txiansacafienyal yiel ds a smaller nunber of

There are generally three situations where an

application or transaction has more than one thread per

10 transaction. In one situation, a specific thread will
perform only one service request type. After the service
request type is performed, the application or transaction
utilizes other threads. In another case, the application
or transaction is performed on a number of user threads in

15 sequence. For example, a number of service requests are
performed on one user thread and a number of later service
requests are performed on another user thread. In this
manner, the application or transaction can move back and
forth among user threads. In the last case, two or more

20 client computers use a shared thread to perform service
requests.

To address the use of more than one thread for a
transaction, decision box 200, in response to a negative
response to decision box 148, determines if the service

25 request sequence that immediately precedes in time the
subject service reguest is local to a service request in

other thread data sets.
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i nt erval

interval, the no

i nformati on go¥e@
service request

PCT/ US96/ 12035
| e transaction patterns than a | arger selected tine
After selection of the appropriate selected tine
nitoring conputer 36 in conmand box- 128 5 opens for al

of the selected tine intervals a service request file, to contain
PHIMY i n t he succeedi ng steps. As di sSCUBCTUSHERGH,

filewill contain the §ng|ce requests sorted by
selected tine interval. 10 Returning to Fig. 6B,

t hread and
nmoni t ori ng conpu

ter nesferringr €¢adFigs.comemdl DoOx1il32tKe SEh¥eECpbeLisEd

fromthe connunlcatlons data set and, in deC|S|on box 136,

determnes if
conmuni cati ons d

Fesulgs ime de§é450-90e bmqa@gt ©f | comphwing the service
ata set have_been re so, the 15 nonitoring

conput er goes torE@@P§Fﬁn1%d&1%§9FentlFhHBPd 4¢ﬁ9 sets apRi tkustyatetput

di spatches the S&J.

.G "SI IdE requellIBRY PR¥ohd thPedd %Rl SO £

thread to forn1a t read

5

10

15

20

25

local to the immediately preceding service request sequence
(e.g., service 'requests 156a-c) in another thread data set
because a time interval ATc between the service request
156c and a service request 156d in the service request
sequence is no more than the selected time interval. In
Fig. 10, a service request 210 in one thread data set is
not local to the service request sequence (e.g., service
requests 214a-b) in another thread data set because the
service request overlaps the service request sequence. In
other words, the service request is not local to the
service request sequence if the service request was
initiated or incomplete before the completion or
initiation, respectively, of a service request in the
service request sequence. For a discrete service request
or service request sequence to be copied to another thread
data set, it is thus critical that the service regquest or
service request sequence does not overlap a portion of the
service request sequence on the other thread data set
(e.g., service requests 214a-b). 1In Fig. 11, a service
request 218 in one thread data set is not local to the
service request sequence (e.g., service requests 222a-b) in
another thread data set because the time intervals ATe

between the service request 218 and the service requests

I
t he

t he

e



data set with one thread data set existing for each thread. As the

various service requests are read fromthe 20 comunications data set and
di spatched to the thread data. sets for each selected tine interval, a
col | ection of service requests can formin each thread data set. The

service reque ' ch thread data subset are ordered by their
respective sta 92&@8& op tines. Thus, as noted 25 above,PEe$P632035 he

service requests in the collection is sgparated from an adj acent
service request by a tine i nterval . Command boxes 132, 144 are
repeated until al R28b in the serviife Weéqitek sequence are greater than the
PCT/ US96/ 12035 - 20- the service requests
in the communi cat PFBhScHadtime interval. sorted by thread for each sel ected
time interval. After the conputer in decision box 124 determ nes

the - all selected £iFBTYHRAATE dﬁ b?é%Yl&?angeeﬁtt ﬁequsn%ngﬁneb?
t seryl ce reqguests
proceeds to Com_mﬁgaf?gfe Qd ‘Il:@ SRETEP mQPél T’.Lé ead . %%a|%?%st¥'é §a¥+%isor

fromthe comruni cations éé.t a set are recei

thread data sets.p&paYiél.be For eRBRSES) atRE. e iBBS WeedteRty | BeFlfice 6C
are performed for
request sequence in one thread data set can be sequentially
transferred to a second thread data set and to a third
thread data set (e.g., series) or to two or more other
thread data sets at substantially the same time (e.gq.,
10 parallel).

If the service request sequence is local to a service
request in another thread, the service request sequence in
command box 204 is transferred to the possible transaction
pattern list in the other thread data set. After completing’

15 command box 204, the monitoring computer returns to command
box 140.

If the service regquest sequence is not local to a
service request in another thread, the monitoring computer
continues to decision box 152.

20
The Transaction Pattern Matching Steps

In the tfansaction pattern matching steps, the
communications data set is compared against the pattern
characterization data set from the transaction pattern

25  finding steps to determine whether at least a portion of
the plurality of service packets are part of one or more
transactions. The start and stop times of the service

requests corresponding to the service packets can then be



each selected tinme interval in the service request file. 10 The

service requests in each thread data set are next exanm ned in decision
box 148 to determine if the various service requests are local to

anot her service request in ~ the thread data set. A service request is

| ocal to anot her service request if the tinme interval between the
service 15 rQdEW¥ is no nore than the selected tine int ePGFRUSIS/RP3S

the service requests are |ocal to one anothehg_the service requests
are considered to be conponents of the sane transaction. |If the

servi ce requests amsedntb ppoweidé a aresponse thinehfér tHee transactibAqara)or
are considered to be_ 20 conponents of different or separate transactions.
Referring to Fig. aPPldcatiPhg or sequence of service requests of the
type generated in each_thread data sef in the service request file is

illustrated. The striRGEBFFind toedfiddrceSBi &or itidiatguecthe taanpastion
P o s one oRLEREL QLA APNES, TS WG od RBEE 441812 panbG "

to at | east one o r servicer ues e S

service reques§ thkahmahd"Bbx! 856! tdOoréPRiNe serviceS telheSt5CHHES! from the
wi || be. appreciated, a possible
communicationg data set.

In command box 254, a service request is read from the
communications data set and dispatched in command box 258
to the appropriate thread to form a threa& data set in the

10 service record file with one thread data set existing for
each thread.

In decision box 256, the monitoring computer
determines if the 1last service request in the
communications data set has been read. If so, the

15 monitoring computer proceeds to command box 262. If not,
the monitoring computer returns to command box 254. In
this manner, all service requests in the communications
data set are sorted by thread data set before the steps of
Fig. 6E.

20 Referring to Fig. 6E, the service request sequences in
each thread data set, which are ordered based on start and
stop times, are conmpared agé inst the pattern
characterization data set to determine whether at least a
portion of the service request sequences are part of a

25 possible transaction pattern.

In decision box 266, the matching process is initiated
by comparing a subject service request in a thread data set

against the initial service request in the wvarious
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-21- transaction pattern can have one or nobre service requests.

Thus, in Fig 7, the tine intervals ATa-d separating the service
requests 156a-e are no nore than the selected time.- = interval. 5

| f- a service request in a thread data set is local to anot her service
request in theWor7#864 dat a set, the service request s i n REHHPHIRBDX
150 are conbi ned and added as a new possibl e transaction pattern to a
possi bl e transaction |i st in a pattern characterization data set in

the service 10 reaupsctiidre patAorid bpRaiabRr eebRt 881 bhetRE! Mikéad HERS!
can be local to another service request that is either di screte or

part of a string osetmgimntheofpattramrbechafacterizadioncalatequests. IiEn the s

manner, a sequence of service requests correspondlng to a-given
possi bl e transact | SREViES HﬁEQQE§149$SpP@§r@§§FbeP9YeQ§aﬁ Bdlﬁbt+%blﬁﬁﬁ¥i°e
addi ti onal service.,e

Gata sor can inc Jeddssts ”eaﬁﬁ%ﬁrﬁ%‘fmﬁa B R et e
selected LiMe 5  ¢hdt hvahdeandehbe fHy dmg@dr%%gmstsm&ﬁ&

each 20 thread data set Including varia Ies for ntificatron of
service reguest in command box 262 and the decision box 266

is repeated. If the service request matches an initial
service request, another service regquest from the thread
data set is received in command box 270.

10 In decision box 274, the monitoring computer
determines whether the service reguest received in command
box 270 is local to the initial service request identified
in decision Yox 266. If not, the monitoring computer
returns to command box 262 and repeats the steps described

15 above with another service request. If so, the monitoring
computer in decision box 278 determines based on the
transaction pattern in the pattern characterization data
set if the service reguest read in command box 270 is the
final service request in the transaction pattern.

20 To determine if the service reguest is the final
service request in a probable transaction, the monitoring
computer relies upon the sequence of service reguests in
the transaction patterns in the thread data set. If the
service request is not the final service request in the

25 probable transaction, the monitoring computer returns to
command box 270. If the service request is the final

service request, the monitoring computer records in command



the thread, the various service requests associated with the thread

organi zed in service request sequences, and the ‘nunber of occurrences
of each service request sequence. This list of service request
sequences is hereinafter 25 referred to as the possible transaction
pattern |ist. The pattern characterization data set can al so

i ncl ude WR 86434t or mat i on dependi ng upon the appli cat i BA/UES/ 15085

of exanple, the pattern characterization dafgsset can WO

97/ 06494 PCT/ US96/ 12035

-22- i ncl udebblke kBansthei ostaype aEboGEFEd tindh €oeh SREUEepLébable
of service requests. The transaction type can be based upon t he

identity of one otrapsackionhpatiexn and pyoseedsi hot ecision homyi286.r equest

sequence corresponding_to_the transaction .5 (e.g., the service reguest
i dgnt ifier). P In,deqinton (Ph a2 n if d&tt‘%r fetgzpiped, Fhaki bh bt a

S LD ehat o, bR SRUTRURERS HRhdbed 5P A UeR gope B5H SHben
request is nots | Ogfhrh@tarPEEy| Do SEEW iR ridiudstlWRuentdst Nend NpEEgran
data set, the service request
is terminatedﬂ Otherwise, the computer returns to command
box 262. Preferably, the preceding steps are performed in
parallel for all of the thread data sets.

The preceding steps yield a pattern analysis data set

10 containing the various service request sequences that
together comprise the various transactions, the response
times for each transaction, and the location of the
recording device. The pattern analysis data set can
include additional information, such as user identification

15 and thread identification.

Referring to Fig. 9B, the second embodiment of the
present invention is depicted. Fig. 9B replaces Fig. 6E
and otherwise has the same steps as the first embodiment in
Fig. 6D. Fig. 9B is substantially identical to Fig. 6E

20 except for decision box 300 and command box 304. To address
the use of more than one thread for a transaction, decision
box 300, in response to a negative response to decision box
274, determines if the service request sequence is local to
a service request in another thread data set. If the

25 service request sequence is local to a service request in
one or more other thread data set(s), the service request

sequence in command box 304 is transferred to the other

thread data set(s). After completing command box 304, the



sequence that immedi ately precedes in time the subject service
request, if any, is conpared in decision box 152 to previ ously
identified patterns in all of the thread data sets for the related
selected tinme interval in the pattern 15 characterization data set to
determne if the pattern has previously been recorded (discovered) for
the sel ected WY/06494 | nterval . | f the preceding gﬁT'\VF%sélz%@quest
sequence is not a new possi bl e transactj;qn pattern, the nunber of
occurrences of 20 the possible transaction pattern for the selected tine

interval is incpRERoedng ompateRngethens 120.commdhae box 26meci LEcahky,
the recorded nunber of occurrences of the possi bl e transaction pattern

having the sane semrrice request sequénce risymest dorsliteremanyise arguesis
Returning to decision box_ 152, if the service request uence

precedi ng the subjigct 2othere thyerd: data &8k thepo’%%’?jofr%%t n SEMBUEET

pattern for the sel ect.ed ti « b I he nonitoring conputer in
command box 160 contifn @5’7?6%2@%&%&? 278,

PCT/ US96/ 12035 After completion of the preceding steps of the first

or second embodiments, the information in the pattern
analysis data set can be used to generate performance
statistics andtransaction counts. For example, the
resulting transaction response data can be aggregated into

10 a fixed time interval, such as five minutes, and response
time statistics, such as maximum, mean, standard deviation,
and 70th, 80th and 90th percentiles, calculated by
transaction type. The discrete transaction response time
information can be used to analyze response times by

15 service request breakdown within the transaction or by user
class and other variants. An example of an analysis report
for a transaction is shown in Fig. 12. The data can also
be used to determine transaction counts performed over a
discrete time period.

20 The pattern characterization data set can include
transaction patterns determined by a process other than the
transaction pattern finding steps. By way of example, a
test can be performed for the transactions of interest to
identify the service request sequences generated during the

25 transactions. This method may be incomplete in some cases
because a tfansaction can generate a multiplicity of
service request sequences based on the particular responses

selected by the user.



- 23- records the service request sequence on the possible

transaction pattern |ist. After conmand boxes 156, 160, the

possi bl e transaction pattern list is initialized in command box 164 to
begin a 5 new service request string for the selected tinme interval

begi nning with the subject service request. Based on the fact that the
subj ect servi c&VQ¥HE®4t is not |local to the i mredi at el y PFECRHI8S
service request, the program assunes thag,Lhe service request sequence

of which the inmediately 10 preceding service request is a part is

conpl eted. Because Thé hexr sezacttieon pgtitstn iSindiing and| mdtclaing stéps can
service request, the nonitoring conputer assunes that the service
request is a part Bf amifzed, &° r eQifRArSegiRpeEPlete servigsg ; grequest

command box 164 is conpleted, the nmonitorin 15 . conputer deternjnes i
deci si on box 168 | FeANBRERT: of SUFR SSXViPR, gﬁﬂ“ﬁﬁ?asng}‘?g‘fe? na’c'?\erq"m??r]gly

file has been reaclgﬁg fxcgsqlst_ ??I lsiglq-ttti%lﬁnﬁert\ﬂ.eceséf ot st%ﬂé{gfﬂ!{e}x& al rﬁﬁe

selected tinme I'nt erva e process 1S fermna not

conputer proceesls acefdTRGd SOX shidiaad pLAGILLES agRathed 2 AnsaBEYHAC has
request froma thread data set in the record file. After conmand

boxes 150 and 172 aleeadypbtartiedtde endingrhhe @relegtedntimer period isefare
command ‘box 140 and the precedi ng steps are repeated until all service
requests in . a transaction has ended. To eliminate incomplete service
request sequences, any service request sequence in a thread
data set that is not separated from a preceding or
10 succeeding service request by a time interval that is more
than the selected time interval is discardead. This
modification assumes, of course, that any service requests
separated by a time interval that is more than the selected
time interval are not part of the same service request
15 seguence. -

While various embodiments of the present invention
have been described in detail, it is apparent that
modifications and adaptations of those enrbodiments will
occur to those skilled in the art. It is to be expressly

20 understood, however, that such modifications and

adaptations are within the scope of the present invention,

as set forth in the appended claims.



the record file have been read and processed. 25 In a comuni cations
data set having a plurality of : t hreads, the nonitoring conputer

applies the transaction pat t hinck t in parallel to service
requests from different thr eﬁl“l”"l‘ﬂ"lﬂlm Iﬂme service requests in a
W0 97/ 06494 . * ¢ b m s PET/US96/ 12035

- 24- pl urwPioFAe494 different thread data sets are anal yzeRFT/USI6/12035

si mul t aneousl y. Accordingly, at any point_gg_tine, a plurality of
thread data sets can be active. - In @ preferred enbodi nent, an
optimal value for f{het i8S cEfid gdtine interval is selected by first

sel ecting a series of selected tine intervals for decision box 124. As
not ed above, the predet®im ned wetiesl caffobe skfemtifyirgy nga  transaction
predeterm ned increnent in decision box 124. The val ues used for the
sel ect.ed time int eFPEFSSBPRAIRG gl BP suBsedMWalify | neEr vArvigeyi ngackess

exanpl e, from about 50 to out, 500 mllisecopnds. . Ref erring
to Fig. 8, after tﬁgmﬂ'gm.co'gﬁﬂ# (’%e%”e% g source noé)e and a destination node,
o 5 comprising: '

providing a communications data set comprising a
plurality of service packets and information relating to
the order in which said service packets are communicated on
a communications 1line between a source node and a

10 destination node; and

comparing said communications gQata set against a
pattern characterization data set comprising information
relating to a predetermined ordering of service packets
corresponding to a transaction to determine whether at

15 1least a portion of said plurality of service packets
correspond to said transaction.

2. The method as claimed in Claim 1, wherein said
communications data set includes a received tine
corresponding to each service packet and said providing

20 step comprises:

reading with a probe said servicé packets from said
communications line; and

recording said service packets and said received time,
wherein said received time corresponds substantially to the

25 time said packet is read by said probe.

3. The method as claimed in Claim 2, wherein said

probe is located between said source and destination nodes

and further comprising:



above- not ed command and deci si on boxes with various selected tine

I nterval s, the nunbers of possible 15 transaction patterns fromthe
pattern characterization data set g axis) are
plotted against the corr espondi rllllllmﬂu““uﬂm MI‘I ntervals (e.qg.,
hori zont al axis). An optimal value*fof the Sel%ect'ed tine interval is

selected in theWOdM648# portion of the plateau 176 on the 20 PS50,
Using the optinmal value in decision box 124, _3,_ the transaction pattern

finding steps are repeated to yield a second pattern characterization
data set. The transacti ciiding tpatsaddnseceivbé tbtBentbpad tryceived packet a
characterization data set are believed to be the substantially opti mal

listing of 25 trakernaiton time ecpsresponding osubstansislly requdhes time

the record file. . Referring.,to Fi 9A, the second enbqdj nent of
t he o esent | TRTRITRR Y dAetvige PREkeBAtrhrarel oy Had Probe’to
WO 97/ 06494 . /
- 25- and ot her% slee%sats Pife osf ar?%lgt Eﬁ‘s‘r%es ? %f#r%zg eé‘ﬁggg}:jr.r%rr:]tn?%e.

5 4. The method as claimed in Claim 1, wherein a

plurality of said service packets have at least one of a
node address and port number and said communications data
set includes a received time corresponding to each service
packet and said providing step comprises:
10 reading with a probe said service packets from said
communications line;
filtering said service packets based on at least one
of node address and port number to form filtered service
packets; and
15 recording said filtered service packets and said
received time, wherein said received -time corresponds
substantially to the time said filtered service packet is
read by said probe.
5. The method as claimed in Claim 1, wherein said
20 service packets correspond to a plurality of threads with
each thread corresponding to thread identification
information and said comparing step comprises:
gorting said service packets in said communications
data set into a plurality of thread data sets wherein the
25 service packets in each thread data set have the same

thread identification information.



Fi.gs. 6A and B. Fig. 6Cis substantially identical to Fig. 9A except
for decision box 200 and command box 204. As not ed above, the second
enbodi ment, unlike the first 5 enbﬂmmamuu"lmm I“lﬂppl icable to

appl i cations and/ or transacti ) e than one thread for

a- transacti on. There are cgenera’fl I;? three situatj re an
appl i cati on oWQ¥Pe¥4cti on has nore than one thread per 10 gﬁ@ﬁ&n\g@?on.

In one situation, a specific thread wll -sgperformonly one service
request type. After the service request type is performed, the
application or transacéion The metldd z&s clabmed himadiain nl anehéreinasaid
the application or transaction is performed on a number of user

threads in 15 seguvhce pagketscinadnde sexviAmreguest RACketsandsperyice
perfornmed on one user_thread_and a nunber of.l|later seryice haguest s
°FRe 2

are performed on BRSPAEF PaSKerRy o SRCN PRTYHFR Teduegk, GOFT
appl i cation or t rgn%i%%oﬁ%%%\é%ﬁ%&da%m aringOstLp AP 14RRY: L hr eads.

In the | ast case, ient conputerS use a shared thread to

perform servige r ¢§ER€i fying service1¥b€?@&ﬁsﬁaéﬁ§tswfnOéaﬂ@reerhaoe
one thread for a transacti on, decision box 200, in response to a
negative r es packetiobadsed sororthsxcom@ntde ofr sahdssefvice pagkatse 25

request -sequence that i medi ately precedes_in tine the .
7. The method as claimed in Claim 1, wherein said

service packets include service request packets and service
results packets and said comparing step comprises:
10 identifying service reqguest packets in said service
packets based on the contents of said service packets;
correlating service results packets with corresponding
service request packets; and
determining the start and stop times for the service
15 reguest.
8. The method as claimed in Claim 7, further
comprising:
computing a response time for said transact;on.
9. The method as claimed in ¢Claim 7, further
20 comprising:
comparing the time interval between the stop of a
first service request and the start of a second service
request against a predetermined value for said time
interval to identify a sequence of service requests
25 corresponding to a transaction, wherein said predetermined
ordering of service packets corresponds to said sequence of

service regquests.



subj ect service request is local to a service request in ot her thread
dat a sets. WO 97/06494
PCT/ US96/ 12035 - 26- ' Referring to
Figs. 7 and 10-11, the three possible Lllljmulllfmuﬂﬂlﬂu deci si on box 200 of
conparing the service requests inid i 88id data_sets are

il lustrated. |VO9706494Fi g 7 -a service request 156d in one t REEHPOHABE set
S 5 local to the imediately preceding segyice request sequence

(e.g., service requests 156a-c) in another thread data set because a
time interval ATc betweeob.t he#heemethodr aguetaimed inlBfsimnd, awhergigesaid
request 156d in the service request sequence is no nore than the

sel ected tine intemexivicen packe¥s g.cor¥espopdr e ar eplusaltly iof ogervice
thread data set is not local to the service request sequence (e.g.,
servi ce requESARestR apg FALY CAPRAT NG 8XEP(SPEPEEeBecause t he
service request overlapgs.the service request_sequence., In ot her
words, the service rquégfgi smﬁs?h:f’b%aﬁ’ t?lfﬁg i%rvi%?virceeg“elsg‘quggt said
sequence if the seEKhGEcatBHESHaMES set withNid iRk SbrvidEOoPRhRl& in

before the conpletion or
said predetermined ordering of service packets;

second matching a second service request in said
communications data set with a second service request in
said predetermined ordering of service packets, wherein a

10 time interval between said first and second service
requests is no more than a predetermined value.

11. The method as claimed in Claim 1, wherein said
service packets correspond to a plurality of service
requests, said service reguests correspond to a plurality

15 of thread data sets, and said comparing step comprises:
first matching a first service request corresponding
to a first thread with a first service reguest in saiad
predetermined ordering of service packets;

second matching a second service request corresponding

20 to a second thread with a second service reguest in said
predetermined ordering of service packets, wherein a time
interval between said first and second service requests is
no more than a predeternined value.

12. A non-intrusive system for identifying a

25 transaction corresponding to a plurality of service packets
communicated between a source node and a destination node,

comprising:



initiation, respectively, of a service request in the service
request sequence. For a discrete service request cH"EHr[”u ! :"H Hmt
sequence to be copied to another thread 20 data set, it05FrSg .

t-hat the service request or servi ce request sequence does not overl ap
& portion of the servi ce request sequence on the other thread data set
(e.g., serviceopwgessests 214a-b). In Fig. 11, a service PGTARY6/4303918 i n
one thread data set is not local to the 25 7s_ervi ce request sequence

(e.g., service requests 222a-b) in anot’her thread data set because the

time intervals ATe  medidl W& +B8oSEI-Vi C8 HAUHRIitglrantriivileeS PadKets
requests WO 97/ 06494

PCT/ US96/ 12035 communicated on a communications 12ie between?a?&ource hwde
servi ce request sequence_are greater than the selected tinme interval.
A service requestanst gerdestinatdiqnstnadguesaddcareanrding meangsbheipgd i
one or nore thread data sets in ries_or 5, For _exanpl e, the

I lel..
service request df° ion wi eﬁﬁégtcg’@ﬂ%h‘ggf‘?f‘%ﬂénﬁﬁréﬁﬂ data set

can be sequenglally means, in communication with said recording means, for

identifying a transaction corresponding to at least a
portion of said plurality of packets.
13. The non-intrusive system as claimed in Claim 12,
wherein said identifying means comprises means for
10 comparing said plurality of s2rvice packets and the order
in which said service packets are received by said
recording means against a predetermined ordering of service
packets relating to said transaction.
14. The non-intrusive system as claimed in Claim 12,
15 wherein said recording means is located on a portion of
said communications 1line between said source and
destination nodes.
15, A nmethod for identifying a transaction
corresponding to a plurality of service packets
20 communicated between a source node and a destination node,
comprising:
providing a communications data set comprising (i) a
plurality of service packets correspohding to a plurality
of service requests and (ii) the start and stop times for
25 each service reguest; and
comparing the time interval between the stop of a
first service request and the start of a second service

request against a predetermined value for said time



transferred to a second thread data set and to a third thread data

Sibstanti Al Ty the sare tim (e g 10 parallel) o ﬂlﬂﬂlmllmlll |

service request sequence is local to a service request *i nt anot
t-hread, the service request sequence in comand box 204 is
transferred t WQ¥®64¥dssi bl e transacti on pattern |ist |PCH/BRICHINEr

t hread data set.

After conpleting 15 connqﬂg box 204, the nonitoring

conputer returns to comuand box 140. I f the service
request sequence ift&p¥al OE6l i@éntify a sERisHEL dsfeqy@ﬁd st donddtead,
the nonitoring conputer continues to decision box 152. 20

The Transaction Peexxespandigig i St &psnsaction. |n the transaction
pattern matching stgps t he comuni cations data set is conpared.

agai nst the pattern

pattern 25 f|nd|n eps. det rn1ne whet at St portion of

the plurality of g’é %"pnb‘a{.&%tga \a ng'?eﬁfr%?é“ £% 50 "o © ¢ phout c5%8ns.

The start andgstop; iiiggbéﬁdgjmeserV|ce requests correspondlng to the
e

crEhe dethod, asofladnadsin Elaknt e (wheraid isgdd

service packets can then be

10

15

20

25

17. The_method as claimed in Claim 15, wherein a
portion of said service packets correspond to a thread and
at least two service packets correspond to different
threads and said service packets comprise a plurality of
service request packets and service result packets
corresponding to different service requests and said
comparing step comprises:

identifying service request packets in said service
packets;

correlating service result packets with corresponding
service reguest packets to form a plurality of service data
subsets with the service packets in each service data
subset corresponding to a service request; and

sorting said service data subsets by thread to form a
plurality of thread data sets of service requests with the
service packets in said thread data set having the same
thread addresses.

18. The method as claimed in cClaim 15, wherein a
plurality of sequences of service requests correspond to a
plurality of transactions and séid comparing step

comprises:

*
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- 28- used to provide a response time for the tranf Hl ml u uuu
appl i cation. Referring to Fig. 6D, to initia N

pattern matchi ng steps, a service request file is opened in 5 comand box

250 to receive service requests read fromthe communi cati ons data
set . WO 9068 mand box 254, a service request is rea8CTUSHRPRS
comuni cati ons data set and dispatched in coggand box 258 to the

appropriate thread to forma thread data set in the 10 service record

file with one thread daésof@ingXefdH Hr fsHia sequtaiest BFegdrvice requestd
deci si on box 256, the nonitoring conputer determnes if the | ast

service requestandjthe number of corwxmenrces @fs eaght sequaice lims abpahtermad.

If so, the 15 nonitoripg conputer proceeds to conmmand box 262. If not,
the nonitoring co%ﬁf%?t?ﬁig?wr;?&%%d box 254. In thi s manner,

e e SeEUESt S, LSRG | 887, chasgd 4oL 3! ol
’ 5 comprising:
selectinq a second predetermined value;
comparing said time interval against said second
predetermined value to identify a second sequence of said
service requests corresponding to a second transaction; and

10 recording each of said second sequences of service
requests and the number of occurrences of each of said
second sequences in a second data set. |

20. The method as..claimed in cClaim 19, further
comprising:

15 selecting a third predetermined value based on the
relationship between (i) the number of said sequences of
service requests and said predetermined Galue and (ii) the
number of said second sequences of service requests and
said second predetermined value.

20 21. The method as claimed in Claim 20, further
comprising:

comparing said time interval against said third
predetermined value for said time interval to identify a
third seguence : ¥ said service requests corresponding to a

25 third transaction.



20 Referring to Fig. 6E, the service reqguest sequences in each

thread data set, which are ordered ba st op tines,
are conpar ed agai nst t.he pattB nﬂllmabh Hﬂ*ri zation data set to
determ ne whether at |east a por L ce request sequences

are part of a 25 ossi bl e transaction pattern. I n _deci si box
266, the mat chWR§”Pe8tess is initiated P by conparing a sJﬁngé?a?g#vi ce
request in a thread data set agai nst thggnitial service request in

t he various WO 97/ 06494

PCT/ US96/ 12035 22. The method as claim@d- in Claimnsz2it i dmrther
patterns obtained fromall of the thread data sets in the pattern
characterizati on awpriging: f the servi ce request does not natch any

of the initial service requests.i.n the.transaction pattern btaisgcig

for all of 5 the thr&HP% mﬁﬁgrinﬁﬁ&ﬁﬂputﬁ?q?%’&% veS I iTer
servi ce request |%m%gl%52%tadn é@etéieﬁ'éééﬂ@%nbé’xw er_ati $ecast a

repeated. |f the Service request nmatches an initla servi ce request,
anot her servicg reshy@stond 'd¥Ndai@ phafatlity of service packets correspond to
said transaction.
23. The method as claimed in Claim 22, further
comprising:
computing a response time for séid transaction.

10 24. The method as claimed in Claim 15, wherein said
comparing step produces a pattern characterization data set
listing a plurality of sequences of service requests and
further comprising:

second comparing said service requests from said

15 comparing step with said pattern characterization data set
to determine if said service requests are contained in said
pattern characterization data set.

25. The method as claimed in Claim 15, wherein said
first service request corresponds to a first thread and

20 said second service request corresponds to a second thread.

26. A non-intrusive systen for determining
transaction level activity between a source node and a
destination node, comprising:

means for recording a plurality of service packets

25 communicated on a communications line between a soﬁrce node
and a destination node, wherein said service packets relate

to a number of transactions and said recording means is in

communication with said communications line; and



data set is received in command box 270. 10 In decision box 274,

the noni tmmmlmummmmm) _ determ nes whet her the service request
received i X 270 is local to the initial service request
identified* ¢ tn Mectsi‘on box 266. If not, the nonitoring conputer

returns to conmand box 262 and repeats the steps described 15 above wit.h

anot her servi WOY08#4st. |f so, the nonitoring conput ePCTPS%EB8 on

box 278 determ nes based on the transacgjon pattern in the pattern
characterization data set if the service request read in comand box

270 is the final meamscCeoreqeesininiigesdidaiuaderodrptirhfsactidts in
To determne if the service request is the final service request in a

probabl e transact communpeakbentwithgald recomgingrmeanses upon the sequence
of service requests in t he transacti,on patterns in the thread g%ta

set. Lf the servi €8-r eQURSIONTBUSINEG PYALP™ 2P G @ Mo dBsFL1RAm A
box 270, 11 thovberelf, Fafatcebatpligy Dhhahe Ll | menfiPTREP
noni toring congput eempBEHESshiaCHINE ity of service packets and the order
in which said service packets are received by said
recording means against a predetermined ordering of service
packets relating to said transaction.
28. The non~intrusive system as claimed ih Claim 26,
10 wherein at least a portion of said plurality of packets
relate to different service request packets, said recording
means provides a first data set including (i) said
plurality of packets and (ii) the start and stop times for
each service request, and said determining means comprises
15 means for comparing the time interval between the stop time
of a first service request and the start time of a second
service reguest against a predetermined value for said time
interval to identify a sequence of said service requests

corresponding to a transaction.



WO 97/ 06494 PCT/ US96/ 12035

- 30- box 282 the start and stop tinme for the probable
transaction pattern and proceeds to decision box 286. I n deci sion
box 282, if it is determned that if all of the service requests in
4he thread data sets have been 5 characterized into service request
sequences, tWO%PHt am " is ternminated. O herwise, the FSHHFPEI205:t ur ns
to command box 262. Preferably, the preceding steps are perforned in
paral lel for all of the thread data sets. The precedi ng steps
yield a pattern analysis data set 10 containing the various service
reguest sequences that t oget her conipr/iﬁ?the various transactions, the-
response times for each transaction, ahd the |ocation of the

recordi ng devi ce. The pattern anal ysis data set can i ncl ude
addi:tional information, such as user identification 15 and thread

i dentification. Referring to Fig. 9B, the second enbodi nent of

t he . presept Tnventron 1S depicted. Fig. 9B repl afesFryg-—6E and
ot herwi se has fhe sane steps asfthe first enbodi t |n Fig. 6D. | Fig.
g? f 3
re f

9B is substant]ally identical tpp Fig. 6E 20 exc br deci si on box J00
and comand bok 304.CHiENHddr ess t he use of han @ERVERead flor a

transaction, deci sSCOMPUTER COMPUTER
28 32

RECORDING
DEVICE
20

MONITORING
COMPUTER
36

Fig. 1
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o

box 300, .in response to a negative response to deci sion box 274,
determnes if the service request sequence is local to a service
‘request in another thread data set. If the 25 service request sequence
.is local to a service request in one or nore- other thread data set(s),
.t he service regpest sequence in command box 304 is trgeiﬁﬁﬁéﬁ'sto t he
ot her t WPEHM¥ht a set(s). After coppy qt 7fng _command bo , e

WO 97/ 06494 _ PCT/ US96/ 12035

- 31- nonitoring conputer returns to conmand box 262. [If the

service request sequence is not local to a service request i n anot her
thread data set, the nonitoring conputer continues to decision box
278. 5 After conpletion ofgighe preceding steps of the first or
second enbodi nents, the informayion in the pattern anal ysi s data set
can .be used to[generate perjornance Statistijcs andtffan I ‘

al

counts. For Jexa the. rgsul &i angaction riesp tal]can
be aggregat ed intoﬁekgwra fex i me 'n$EF@g$i sfich as fijve ﬁ?ﬁﬁ?@f ind
COMPUTER A

response fi GOMPBTER i ¢s, sdch an, st areAMPUEERG on,

28 32a 32¢
| 242
¢ %—l I ;> ql 3
™~ 22
RECORDING SERVER SERVER
DEVICE COMPUTERB COMPUTER D
20a - 32b 32d
24b
MONITORING | RECORDING
COMPUTER DEVICE
36 20b t;/\
26b

Fig. 2
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and 70th, 80th and 90th percentiles, calcul ated by transaction type.
The discrete transaction response tine information can be used to
anal yze response tines by 15 service request breakdown within the
transaction or by user class and other variants. An exanple of an
anal ysi s report for a transaction is shown in Fig. 12, T@g 691263% can
al so beWQ8web4%0 det erm ne transacti on counts perfor me§CHVE?

di screte tinme period. 20 The pattern characterization data set
can incl ude transaction patterns determ ned by a process other than
t he transaction pattern finding steps. By way of exanple, a t est
can be .perforned for the transacti ons_of i9terest to identify the
servi ce request sequences generated darlﬂg the 25 transactions. This

met hod may be inconplete in sonme cases - because a transaction can
generate a multiplicity of servi ce request sequences based on the .
particul ar responses sel ected by the user. WO 97/ 06494
PCT/ US96/ 12035 - 32-

NODE ADDRESS | PORT NO. | INFORMATION TEXT
40 44 48
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The transaction pattern finding and matching steps can be nodified
to discard inconplete service request sequences. Such service
Fequest sequences are typically - the result of initiating the selected
time period for 5 recording of service packets-after a transaction has

already started or ending the selected tinme period before a
transacti on weseeded. To elininate inconplete service PCTAISEULP3S
sequences, any service request sequence in a thread data set that is
not separated froma preceding or 10 succeeding service request by a tine
interval that is nore than the seMedtfed time interval is discarded.
Thi s nodi fi cati on assunes, of course, that any service requests '
separated by a tinme interval that is nore than the sel ected time
interval are not part of the sane service request 15 sequence.
Whi | e vari ous enbodi nents of the present invention have been descri bed
in detail, it is apparent that nodi fi cati ons and adaptations of those
enbodi nents w || occur to those skilled in the art. It is to be
expressly 20 understood, however, that such nodi fications and
adaptations are within the scope of the present invention, as set
forth in the appended cl ai ns.
| TIME
A
STOP -+ SERVICE COMPLETION ACKNOWLEDGEMENT PACKET 80
A ATME 1 SERVICE RESULTS COMPLETION PACKET 76
—+—  SERVICE RESULTS PACKET 72
—  SERVICE RESULTS PACKET 72
SERVICE SERVICE ~T~  SERVICE RESULTS PACKET 72
REQUEST RESULTS -1  SERVICE RESULTS PACKET 72
92 PACKETS -~  SERVICE RESULTS PACKET 72
—  SERVICE RESULTS TRANSMISSION PACKET 68
—+  SERVICE RESULTS NOTIFICATION PACKET 64
¢ —~  SERVICE REQUEST PROCESSED BY SERVER COMPUTER
—  SERVICE REQUEST ACKNOWLEDGEMENT PACKET 60
Y START —  SERVICE REQUEST PACKET(S) 56
TIME

Fig. 4
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- 33- What is clained is: 1. A nethod for i dentifying
a transaction corresponding to a plurality of service
packet s comuni cat ed between a source node and a destination node, 5
conpri si ng: provi ding a conmuni cati ons data set conprising a
plurality of W&%M04packets and information relating to PCTYUSS6/A03er i n
whi ch said service packets are connunicasqdjou a comruni cations |ine
bet ween a source node and a 10 destination node; and conpari ng
said communi cations data set against a pattern characterization data
set conprising information - relating to a predeterm ned ordering of
servi ce packets corresponding to a transaction to determ ne whet her at
15 least a portion of said plurality of service packets correspond to
sai d transacti on. 2. Thesnethod as claimed in Caim1, wherein
sai d conmuni cations data se%%;ﬁncludes a received tinme
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correspondi ng to each service packet and said providing 20

conpri ses:
comuni cations line; and
received tine,
the 25 time said packet
as cl ai med iWO@IBA4% 2, wherein said
source and destinati on nodes
97/ 06494

- 34- adding to said received t & ¢
transit time corresponding substantiallyt
service packet to travel from said probe t

sour ce nhode and destianrﬁﬁ—ﬁﬁq§r—4}————>
Claim1, wherein a pluraligy of said

of a node address [and port [nunber and

step

reading wth a probe said service packets from said
recordi ng said service packets and said
wherein said received tine corresponds substantially to
is read by said probe. 3. T t hod
probe is | ocated B&?ﬁﬁgﬁsggfd
and further conprising: WO

PCJ/ US96/ 12035

a received packet a
} required by a

east one of said
quSéE%E thod as clainmed in
S GK atkets have at | east one

ni cati ons data
ch service

set includes a received tine coTresponding to

DISPATCH TO APPROPRIATE
THREAD DATA SET 104

SERVICE REQUEST
PACKET?
108

READ SUBSEQUENT
SERVICE PACKETS 112

SERVICE COMPLETION
PACKET?
116

RECORD SERVICE REQUEST
START AND STOP TIMES 120

Fig. 6A
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packet and said providing step conprises: 10 reading with a probe
said service packets from said comuni cations |ine;

filtering said service packets based on at | east one " of node address
-and port nunber to formfiltered service packets; and 15

-recording said filtered service packets and said received tine

wherein sai WQ¥6#¥ed time corresponds g ubstantial |y POUPSE1BRe said
filtered service packet is read by !a]é?probe. 5. The
method as clained in Caim1, wherein said 20 service packets correspond
to a plurality of threads with each thread corresponding to thread
identification i nformati on and said conparing step conpri ses: |
sorting said service packets in said c ni cati ons data set into a
plurality of thread data sets wherei 25 .service packets in each
thread data set have the sane ~thread i tification information

WO 97/ 06494 INCREMENT SELECTED CT/Ng96/ 12035

TIME INTERVAL WHILE
STILL IN RANGE?

OPEN SERVICE REQUEST FILE 128

|

READ SERVICE REQUEST 132 {——y

END OF
COMMUNICATIONS
DATA SET?

136

YES

NO

DISPATCH TO APPROPRIATE
THREAD FOR PROCESSING 144

Fig. 6B l
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-.35- 6. The nethod as clainmed in aim1l, wherein said

servi ce packets include service request packets and service results
packets, each service request corresponds to a servi ce request, and
sai d conparing step conprises: 5 identifying service request packets
l-n said service packets based on the contents of said service packets.
7. The met hS¥P 806843 med in Caim 1, Wnege,q ?al ser JFEES Q&%’éts

i ncl ude service request packets and sefvi results packets and sai d
conparing step conprises: 10 |drnt|fy|ng service request packets in
sai d service packet s bapged—er gf said service packets;
correl ating service results pReERENE ' servi ce request -

packets; and dcie)quﬂagﬁhﬁ 4 argjand or the service
15 request. 8. cl ai

7, further
conpri si ng: conmput . [ '
9. The nethod as clained i , conpki si ng:

conparing the|tinme interval between | service
request and the start of a second .2 request agai pst a
predet erm ned| val ue for said tinpe
1S SERVICE REQUEST ~\_YE® [ ADD SERVICE REQUESTT0
LOCAL TO PREVIOUS POSSIBLE TRANSACTION
SERVICE REQUEST? PATTERN LIST 150
RECORD IS PATTERN A NEW DTN
TRANSACTION TRANSACTION OCCURRENCES
PATTERN 160 PATTERN?
152 1%

——>| INITIALIZE PATTERN LIST 164 [€¢———

READ NEXT SERVIGE REQUEST ON THREAD 172

Fig. 6C
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interval to identify a sequence of service requests 25 corresponding to a
transaction, wherein said predeterm ned ordering of service packets
torresponds to said sequence of service requests. WO

97/ 06494 PCT/ US96/ 12035

- 36- 10. The nethod as clained in aim1, wherein said

servi ce pach¥®87464% espond to a plurality of service F%é%ﬁ(lgménd sai d
conparing step conpri ses: first matching a first service request
in said 5 communi cations data set with a first service request in

sai d predeterm ned ordering of servigq/gagkets; second matching a
second service request in said communi cations data set with a second

-service request in sai d predeterm ned ordering of service packets,

~wherein a 10 tinme interval bétween said |first and second service
requests is no nore than a. pred¢OBENSERICR Al gie. 11. The nethod as

claimed in Caim1, wherein sai {REQUESTRIIE/250¢ packets correspond to a

plurality of service

¥

READ SERVICE |¢
REQUEST 254

END OF
COMMUNICATIONS
DATA SET?
256

YES

DISPATCHTO
APPROPRIATE
THREAD FOR
PROCESSING 258

.Fig 6D
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requests, said service requests correspond to a plurality 15 of thread

data sets, and said conparing step conprises: first matching a
first service request corresponding to a first thréad with a first
.service request in said predet erm ned ordering of service packets;
.second matching a second service request corresponding 20 to a second

t hread wit hWO¥&6#Md service request in gaid pr edet er AIEHEPOAIR2r i ng of
servi ce packets, wherein a tine 18/4r7al between said first and second
service requests is no nore than a predeterm ned val ue. 12.
A non-intrusive system for identifying a 25 transaction
corresponding to a plurality of service packets - comuni cat ed between a-
source node and a desti natian nade lsing: WO 97/ 06494
PCT/ US96/ 12035 » RECEIVE SERVICE REQUESTS OK THREAD 262 means for
recording a plhrflity*of se&uLce_paéﬂLfc fa¥alaaaaTa N on a

communi cations}liine bptween a source node
recordi ng nmean$ Keinglin

and a destinati on node, said

MATCH SERVICE REQUESTTO

INTIAL SERVICE REQUEST IN

PATTERN LIST?
5%

RECEIVE ADDITIONAL SERVICE REQUESTS ONTHREAD 270  {€——

MATCHTONEXT
SERVICE REQUESTS
IN PATTERN LIST?
214

NO

FINAL SERVICE
REQUEST IN PATTERN?
278

NO

RECORD TRANSACTION TIMINGS 282

Fig.6E
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communi cation with said communications line; and 5 neans,

\* SERVICE

in
communi cation with said recordi ng neans, for identifying a transaction
corresponding to at |east a portion of said plurality of packets.
13. The non-intrusive systemas clainmed in Caim12, wherein said
i.dentifying nmeans conprises neans for 10 conparing said pl urﬁigéi% 3%f
servi ce packewesanel9s he or der in which said service paéﬁg o6zl
received by said recordi ng nmeans ai i Nst, a predeterm ned ordering of
service packets relating to said tfardaclti on. 14. The
non-intrusive systemas clained in Caim12, 15 wherein said recording
nmeans is | ocated on a portion of said communications |ine between
said source and destinati on nodes. 15. A nmethod for
identifying a transaction corresponding to a plurality of _
service packets 20 comunicated between a source node and a destination
node, conpri si ng: provi di ng a comruni cati ons data set
conprising (i) a plurality of service packets rresponding to a
plurality of service requests and (ii) the stg2 and stop tinmes for
25 each service request; and conparing/fhe time interval between
the stop of a first service request and the sfart of a second service
k%
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request against a predeterm ned value for said tine - WD 97/ 06494
PCT/ US96/ 12035 - 38- interval to
identify a sequence-of said service requests corresponding to a
transacti on. 16. The nethod as clainmed in Caim15, wherein said
predet erni ned val ue ranges from about 50 to about 500 5 nllllsecong

{7. The net heeb emesdsai ned in C ai m 15, wherein a por t | BrI/E3osd4)

servi ce packets correspond to a thread and at | east two service
packets correspond to different t hreads and said service packets
conprise a plurality of 10 service request packets and service
result packets corresponding to different service requests and said
conparing step conpri ses: Lﬁg ii yi ng service request packets in
sai d service packets; 15 ating service result packets

Wi th correspondi ng service request packets to forma plurality of
service data '

180

OPTIMAL VALUE

v

176

SELECTED TIME INTERVALS

Fig. 8
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subsets with the service packets in each service data subset
corresponding to a service request; and - sorting said service data
subsets by thread to forma 20 plurality of thread data sets of service
requests with the service packets in said thread data set having the
sane t hread addresses. 18. The net hod as cl a%ﬁ@ Mizcgsai m
15, wherein avo970649 ural ity of sequences of service reques 8rrespond to
a 25 plurality of transactions and1§ﬁ'9 conparing step

conpri ses: WO 97/ 06494 . -

PCT/ US96/ 12035 - 39- recordi ng
each of said sequences of service request and t he nunber of
occurrences of each seguence.fT T ac i ' ta set.
19, The method ab T2 ed Tr > RELENE SRV REERTONTHREIS 10 oF6 st no: :

sel ecting a secopd predeterm nea varae,

conparing said tyne
I nterval against|said qecond

1S SERVICE REQUEST | ADSERICEREQESTTO
{OCAL YO PREVIOUS SERVICE REQUEST) POSSIBLE TRANSACTION
TRANSFER 148 PATTERN LIST 150
TRANSACTION
PATTERNLISTTO
OTHER THREAD
DATA SET 204
1S ANOTHER THREAD'S SERVC
VES . REQUEST LOCAL TOPREVIOUS
SERVICE REQUEST?
RECORD INCREMENT
TRANSACTION IS PATTERN ANEW PATTERY
PATTERN 180 TRANSACTION OCCURRENCES

5 INTIALIZEPATTERNLIST f64

END OF THREAD
DATA SET (5)?
168

[ READ NEXT SERVICE REQUEST ONTHRERD 172 Fig. 9A
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predeterm ned value to identify a second s

requests corresponding to a second transacti on;

each of said second sequences of service
occurrences of each of said second se
20. The method as claimed in daim19, fur
sel ect i ng a twosxnbsaedet er m ned val ue base
between (i) the nunber of said sequence$
predeterm ned value and (ii) the

service requests and said second pre

equence of said service
and 10 recordi ng
requests and the nunber of

guences in a second data set.
t her conprisin
on the rel 5?1%87‘?5’&?055

service requests and said
er of said second sequences of
eterm ned value. 20 21.

The nethod as «clainmed in daim 20,
conparing said tinme interval against said
for said time interval to identify a

further

cofpri si ng:
third p edeterm ned val ue

third seque

requests correspondin

RECENICSERICE REQUESTS ONTHER 32494

PCT/ US96/ 12035

TRANSFER SERVICE
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TO OTHER THREAD
DATA SET 304
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INITIAL SERVICE REQUEST IN
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ATCH TO SERVIC
REQUEST ON ANOTHER
USER THREAD?

A
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FINAL SERVICE
REQUEST IN PATTERN?
218

NO
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NO
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22. The nethod as clainmed in aim?2l1, further conpri si ng:

conparing sai d third sequence agai nst sai d conmuni cati ons
data set to determ ne whether at least a 5 portion of said plurality of
'servi ce packets correspond to said transaction. . 23. The
method as clainmed in daim22, further conpri si ng: conputi ng
a response ti MOPYW4M,i 4 transaction. 10 24. The net hoowsss/iees ned
in Caim1l5, wherein said . conparing step produces a pattern
characterization data set listing a plurality of sequences of service
requests and further conpri sing: second conparing said
service requests fromsaid 15 conparin tep wth said pattern
characteri zati on data set to deterih i7f said service requests are
contained in said- pattern characteri Zzation data set. 25. The
met hod as clainmed in Caim15, wherein said first service request
corresponds to a first thread and 20 said second service request
corresponds to a second thread. 26. A non-intrusive system
for “determ ning transaction |level activity between a source node and
a destinati on node, conprising:

214a 210 214b

N
AN
N

foe > s -

Fig. 10
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means for recording a plurality of service packets 25 conmmunicated on a
comuni cations |ine between a source node and a destination node,
wherei n said service packets relate to a nunber of transactions and
said recording nmeans is in comuni cation with said comruni cati ons

l.i ne; and WO 97/ 06494

PCT/ US96/ 1200 97/06494 -41- PCT/URE/A203% or
determ ni ng sai d nunber of transaction% [ 7 comuni cation with said
recordi ng nmeans. 27. The non-intrusive systemas clainmed in Caim
26, wherein said determnning neans conprises neans for 5 conparing
said plurality of service packets and the order in which said service
packets are received by said recordi ng means agai nst a predeterm ned
ordering of service packets relating to said transacti on. :

28. The non-intrusive systemas clainmed in Caim26, 10 wherein at |east
a portion of said plurality of packets relate to different service
request packets, said recording means provides a first data set

including (i) said '

218

<—Ale —»

222b

/
Fig. 11
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plurality .f packets and (ii) the start and stop tinmes for each
servi ce request, and said determ ning neans conprises 15 neans for
conparing the time interval between the stop tinme of a first service
rsequest and the start tinme of a second service request against a
predeterm ned val ue for said tine i nyerval to identify e of
sai d servi ce Weauess9s correspondi qp7/9 A transact i on. PCTAUSSRH2HSS
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