WO 2005/048567 PCTIUS2004/034706 [0001] METHOD AND SYSTEM
FOR PROVIDING INTELLIGENT REMOTE ACCESS TO WIRELESS
TRANSMIT/RECEIVE UNITS [0002] FIELD OF INVENTION [00031 The
present invention is related to wireless communication systems. More
WOLIREARAFR, the present invention is related to a method &d/Systessions
providing remote access to wireless/transmit receive units so that network
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Therefore, for purposes of clarity, also shown in Figure 1is & sample protocol
stack 108. In protocol stack 108, the highest level is the application layer 112,

The application layer 112 is the layer where processes of two entities

communicate with each other. Below the application layer 112 is the transport
layer 114, which provides for logical communication between two communicating
entities go that, from the application’s perspective, it is if the two entities are
directly connected to each other. There are two doMant transport layer
protocols; transmission control protocol (TCP) and user datagram protocol (UDP).
Beneath the transport layer 114 iz the network layer 118. The network layer
116 encapsulates datagrams from the transport layer 114 and encapsulates them
in packets and routes them through a network to their respective destinations
using the Internet Protocol (IP). Such packets are often referred to ag IP packets,

Below the network layer 116 are the data Iink layer 118 and the physieal layer
120 where the task of moving IP packets between individual links is performed.
The protocols implemented at the Hnk layer 118 and physical layer 120 may vary



120 where the task of moving IP packets between individual links is
performed. The protocols implemented at the link layer 118 and physical
layer 120 may-vary WO 2005/048567 PCT/US2004/034706 depending
on the type of link being crossed (e.g. wire or wireless). Herein, purely for
Wwcyithesresice, protocols implemented at the link layer 118mAghiRbygiedd 706
layer 120 are collectively referred to as medium access control (MAC)
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be relatively complex requiring functionality at each layer of the protocol stack
108 and significant amounts of data to be exchanged over the air, For example,
where an application level network management protocol is used, each message
122 (also shown in Figure 1) is encapsulated with a TOP or UDP datagram 124,
which is encapsulated within an IP packet 126 within 2 MAC frame 198
Therefore, communicating managerent functions to and from a WTRU using an
- application level network management protocol is a very inefficient use of
bandwidth, Further, even where such inefficient use of bandwidth may be
tolerable, WIRUs often do nol implement application level soffware for
performing network management functions thereby making such

commuinications impossible.



bandwidth. Further, even where such inefficient use of bandwidth may be
tolerable, WTRUSs often do not implement application level software for
performing network management functions thereby making such
communications impossible. -2 [0009] It would therefore be desirable to
provide a method and system whereby network management functions
may be efficiently communicated to and from WTRUSs. [0010] SUMMARY
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[0010b}]  In accordance with a second aspect of the present invention, there is
provided a base station comprising: a receiver configured to receive network
management information using an application level network management
protocol from a system controller; a translator configured to translate the
application level network management protocol to a medium access control
(MAC) protocol; and a transmitter configured to transmit the translated network
management information to a wireless transmit/receive unit (WTRU) using the

MAC protocol.

[0010c]  In accordance with a third aspect of the present mvention, there is
provided a method for communicating information between network entities in
a wireless communication network, the method comprising: receiving network
management information concerning a wireless transmit/receive unit (WTRU)
at a base station using a medium access conirol (MAC) communication
protocol, wherein the network management information is periodically updated;

storing the periodically updated network management information at the base



management information concerning a wireless transmit/receive unit
(WTRU) at a base station using a medium access control (MAC)
communication protocol, wherein the network management information is
periodically updated; storing the periodically updated network
management information at the base -J station; receiving at the base
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accessed by system controllers using application level network management

protocols.
[0012] BRIEF DESCRIPTION OF THE DRAWINGS
[00 1S} Figure 1 is a block diagram of a conventional wireless

communication system, protocol stack, and encapsulated application layer
message.

[0014] Figure 2 is a block diagram of a wireless communication system in
accordance with the present invention.

[0015] Figure S 1s block diagram of an 802.11 type wireless network.
[0016] Figure 4 is a block diagram of a base station, a WTRU, and a
network management station of the 802.11 type wireless network shown in
Figure 3 wherein network management functions are communicated to and from
a WTRU in accordance with the present invention.

[0017] Figure 5 is a flow diagram of a method wherein a system controller
may obtain parameters from a WTRU in accordance with the present invention.
{0018} Figure 6 is a flow diagram of a method wherein a system controller
may update or otherwise change parameters of 8 WTRU in accordance with the

present invention.



[0016] Figure 4 is a block diagram of a base station, a WTRU, and a
network management station of the 802.11 type wireless network shown
in Figure 3 wherein network management functions are communicated to
and from a WTRU in accordance with the present invention. [0017] Figure
WOR(&5Q4864%7 diagram of a method wherein a system controB€r/Tisagsalmenirs
parameters from a WTRU in accordance with the present invention.
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Further, the use of MAC messaging protocols is preferred because they utilize the
date link and physical layers where the information of interest to the syatem
controller is located. To explain further, the type of information related to the
management of WIRUs that is of inferest to n site controller includes WTRLJ
performance, configuration, and fauli reporting, For example, the performance
parameters may include a received/transmitted packet error rate, the
configuration parameters may include a WTRU’s preferred service provider, and
the fault reporting parameters may include a number of failed authentication
attempts. Since these items are available at the data link and physical layers,
the present invention nses MAC messaging protocols between base stations and
WTRUs and application level network management protocols between the
controllers and base stations. Further, a translator is provided in base stations
so that the system controllers have direct access to the WTRUs.

[0022] By way of example, referring now to Figure 2, there is shown a

system 200 in accordance with the present invention. The system 200 inciudes at
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data link and physical layers where the information of interest to the
system controller is located. To explain further, the type of information
related to the management of WTRUSs that is of interest to a site controller
includes WTRU performance, configuration, and fault reporting. For
Weiehripessthe performance parameters may include a  pot/us2004/634706
received/transmitted packet error rate, the configuration parameters may
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system controller 206_may. then access the parameters o0
ra%‘i ﬁé%&?g?ﬁnﬁ#grg EWIBH M S0t may also write to them as well. In this

embodiment, the system controlier 206 may transmit updated parameters to the

WTRU 202 by sending a message using an application level network
management protocol to base station 204, Then, onee the updated parameters
are received by base station 204, the translator 208 translates them into 8 MAC
messaging protocol format and forwards the translated parameters to WIRU
202. WTRU 202 then updates its paramsters accordingly. The system controller
206 may also utilize this embodiment to send messages (via base station 204) to
- WTRU 202 instructing it to report back to the base station 204, who will forward
the report to the system controller 206, when certain events occur.,
{0025] To provide & more specific example of how the present invention
may be implemented in an 802.11 type network, reference is made to Figures 3
and 4. It is noted that while the network shown in Figure 8 is referred o0 as &
“B02.11 type network,” the system may be any type of network in the 802 family
of networks including but not limited to wireless local area networks (WLAN s},



using an application level network management protocol. The base station
204 is preferably configured to periodically query the WTRU 202 for its
parameters to avoid having outdated data in its database 210. [0024] In
another embodiment, the system controller 206 may not only read the

wopassmeiers of WTRU 202, but may also write to them as prglk:dBotiSs s 706
embodiment, the system controller 206 may transmit updated parameters
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another type of application level network management protocel that may be used
is the extended markup language (XML) protocol.

0627 The NMS 306 may transmit SNMFP messages through an SNMP
port 400. It is noted that with respect to the transport level, either TCP or UDP
may be used as desired. The parameters that are of interest to an NMS 306 in an
802.11 type network are maintained in a management information base (MIB),
Typically, in 802.11 type networks, base stations and WIRUs each maintsin &
MIB wherein their respective parameters are stored. For exampie, in the present
invention, base station 314 includes a database 402 wherein a MIR iz maintained
for the base station itself (i.e. MIBuase station. Additionally, the base station 514
includes a database 404 wherein a MIB of all WTRUs associated with base
station 314 are maintained (i.e. MIBwrrus). As explained above, base station 814
also includes a transiator 408 for translating back and forth between SNMP and
a MAC messaging protocol. In this embodiment, the MAC messaging protoeol is
preferably an 802.11k messaging protocol. The 802.11k messaging protocol is &
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(BSS). The base stations 314, 316 are preferably connected to the 1 MS
306 over a network 319. [0026) Referring now to Figure 4, a block
diagram of a WTRU 312, a base station 314, and NMS 306 in network
300 of Figure 3 is shown. The NMS 306 communicates network
Wonraegeseient information to and from base station 314 usirg@es4/034706
application level network management protocol. Purely by way of
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base station 314 also in includes a tran Fanara
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thendimentothrddSE messaging protocol is preferably an 802.11k
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ohiek R MME306He-eRiai MIR nrmAon e 9RliAg. 30338 ve. The base
station 314 receives the request at its SNMP port 408 and provides the WIRU's
312 parameters to the NMS 306 in SNMP format. Where the MIBs are stored in
database 404 in SNMP format, the MIB for WTRU 812 is simply transmitted to
the NMS 306. Where the MIBs are stored in 802.11k messaging format, the MIB
for WIRU 312 is translated by the translator 406 and then sent to the NMS 508,
The MIBs are preferably prdvidecl from the base station 314 ¢ the NMS 306
using the SNMP ports 408, 400. As noted above, if WIRTPs 312 MIB is stale (i.e.
bas been in database 404 for over a predetermined amount of time), base station
314 will obtain a fresh MIB from WTRU 312,

f0030] In another embodiment of the present invention, the NMS 308 may
send an SNMP message to base station 314 requesting that certain WIRU 312
traps are set whereby WIRU 812 will report when certain events happen. The
NMS 306 sends an SNMP message (i.e. an SNMP Trap message) 0 & base
station 314 for a particular WTRU 812. The base station 814 receives the SNMP |
message through the SNMP port 408, The translator 406 in the base station 314

.



station 314, the NMS 306 simply sends a request using SNMP (i.e. an
SNMP Get message) and the base station 314 receives the request and
responds as requested. Therefore, in the present invention, the base
station 314 preferably periodically obtains the WTRU's 312 MIB using
WoHYS{%R¥essaging and stores it in database 404 so thatithe/VyHRBIMBS
are available in the base station 314. It is noted that the MIB may be
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400. As rloted %ove, if Fé}J 12 MIB i%HEfam% (i.e. as%gggﬂ%%
PR Mo BT A R B M cREaR ot o) VT e M.
paithobtain sfebh MiBansANRED SBYRIHOR30] divangthere phodinaent of

Q@g&%@t ' E,'REB:‘% ay.se SNMP message,to |,
%O%e statelor?%}%}requegﬁﬁg f a%%%h%ﬁ?%ﬁ” ?Fgﬁ?ﬁgeogﬁ%ﬁé‘?@by
thiEriz ispica i leBpetmseriaming ansntberafipethT hdvaiMSB06 sends

sabsENME message (i.e. an SNMP Trap message) to a base station 314

. particylar WTRU 312..The, station 314 receives the SNMP
{Eggé?sage trl#(%tg ert‘rlitt-i‘g %ﬁ%@%@'@%ﬁ%ﬁt |SRBPaE o RRapARsters

usipgoaMY over the air may be optimized using the teachings of the present

invention. For example, by setiing parameters and/or certain triggers using the
translator of the present invention, WI'RUs may be configured te revert to
certain default configurations based on certain ovents. More specifically, a
WTRU 812 may be configured to revert to a default configuration when it returns
to its home network, for example. This may be used to eliminate the need for low
volume SNMP signaling altogether for purposes of setting WIRU parameters,
Alternatively, the parameters may be set using the transiator and & combination
of application level and MAC level messaging, as deseribed herein.

[0033] The base station 314 components described herein are preferahly
implemented on a single integrated cireunit, such as an application specific
integrated circuit (ASIC). However, the components may also be readily

implemented on multiple separate integrated circuits.



-7 WO 2005/048567 PCT/US2004/034706 translates the SNMP message
into an 802.11k message. Then, the base station 314 transmits the
802.11k message to request the particular WTRU 312 report the trap
condition to the base station 314 when the triggering event has occurred.
WA devent actually occurs, the WTRU 312 sends anBOR2iE204/034706
message to the base station 314. The translator 406 of the base station
[8824hen trafeferdsgheviesBigednto SNMAasHsandsibto haNMSs »
ri [ can_set MBB.para of
T R e o o B Sah o 14 Wi
ﬁ?\i‘lﬁ %B@&ﬁgr?eﬁa’ﬁ%%éﬂﬁ%ﬁé@%a Firhetate s8R ek kecamda of &

Sttt i e
3 rcumstanc o interface directly with the _
312.’6%'%'erefore, %q%%%h%eeﬁ%g IMEnt the RISE88 s Moifigaresreine

Braiesaiit Afearrdaciier SRBVIFeTEERAY dsamenrith frbenpardTdRes:ShIMR Bgent

ssedbatdbp VT RLks S paisnelers My irsoiing slandard. ¢,
SNMP15 Set)ﬁmesig%m over the air. Even though this sg%nasl_lng IS
Fansmitted UMy BRGNP, thidts apsideaiidanievel
nyshagesighalinged idheeiaraithie s these afiadkis Rokosibsiantiab o).
1903, I ing.of MIB, configuration parameters
using%ﬂégggosé?%g%?%%y%g%%ﬁz%g t%ilnzbsthgea ttagbaacﬁ%igﬁ? the oF

CHrETEE MLt b thskrmprabiysedinggsaiabetersarsdiot geftdimay
biggestesngbestansiaieratiie Presantdveiien, WIRYS Ma%88es

figured to revert to .certain default configurations based on certain
P B L R R s B e g ventron
thiefhaRecotiiRratiorrasden inssigriattotitpd aihe pstivadibs fsvekaBer:
s FBRNASHeioElnanate oy Vol SNAP signalin
;élt ether for pu rpo@sseﬁ%tt%ﬁ%%%%%ﬁa%g?e%&%%rnea |§‘é%’,nﬁ1neg’
2 ?g?ﬁ’é BROR T ROEPE Rp theR PRe BT REMa T e BIetiFatienyanfeters is

a
rg}apﬁ@%xtim teisalaandiMAtrevel-messagingdas ¥eschad iereiDrmat,
{00387 Referring now to Figure 8, there is shown a flow diagram of a
method 700 wherein a system controller may update or otherwise change
parameters of 8 WIRU. In this embodiment, the system controller has write
access to the parameters of the WI'RU. The method 700 begins in step 702 where
a system controller issues a request using an application level .netwof}&:
management protocol o update parameters of a WTRU(G), The updated
parameters are preferably sent with the request. In step 704, the request is
received at the base station and transiated to MAC messaging protocol format,
The base station then forwards the request to the WI'RU in step 706. The WIRLJ
then updates its parameters according to the request in step 708. Method 700
may also be used to set traps at WIRUs where WTRUs perform certain actions
when certain events oceur, as explained above.

16036) It iz important to note that the present invention may be
implemented in any type of wireless communication system. By way of example,
the present invention may be implemented in UMTS-TDD, UMTS-FDD,

-O.



[0033] The base station 314 components described herein are preferably
implemented on a single integrated circuit, such as an application specific
integrated circuit (ASIC). However, the components may also be readily
implemented on multiple separate integrated circuits. -8 WO 2005/048567
W{PRH/es8#004/034706 [0034] Referring now to Figure 5, theterisahawiioa
flow diagram of a method 600 wherein a system controller may obtain

PRMARI6s TOSCDWARGEM H DA OR160Q, bR steR 602 WheBPor

1 a.coverage area.of 3 wireless communication system.
e e R A A R e rrre e e
theresensaraandiorsusitrrerived dr s sagfmged eotbodinNes iinpate2 06,
dheniiERbA{raBsMitS e RABMERISIO the base,Slptign using a MAC

messaging protocol, The base station translates the parameters from the
FIRERBLER I pPotSEbr s art A eatireiesas lamegémeitis awessnt
ifsteq®B8) and stores the translated parameters (step 610). The
translated parameters are preferably stored in a database residing in or
otherwise affiliated with the base station. As noted above, steps 604 to
610 may be repeate"a as necessary to maintain a ffesh set of data. Once
the translated parameters are stored at the base station, the controller
may obtain them from the base station as needed using any type of
application level network management protocol (step 612). It is noted
that, in an additional embodiment, the translation step may be triggered
once an actual request for parameters is received. In this case, the
parameters are stored in MAC messaging format, [003555] Referring now
to Figure 6, there is shown a flow diagram of a method 700 wherein a
system controller may update or otherwise change parameters of a
WTRU. In this embodiment, the system controller has write access to the
parameters of the WTRU. The method 700 begins in step 702 where a
system controller issues a request using an application level network
management protocol to update parameters of a WTRU(S). The updated
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parameters are preferably sent with the request. In step 704, the request
is received at the base station and translated to MAC messaging protocol
format. The base station then forwards the request to the WTRU in step
706. The WTRU then updates its parameters according to the request in
step 708. Method 700 may also be used to set traps at WTRUs where
WTRUs perform certain actions when certain events occur, as explained
above. [0036] It is important to note that the present invention may be
implemented in any type of wireless communication system. By way of
C%&We’ the present invention may be implemented in UMTS-TDD,
-FDD, -9 W(c) 2005/048567 PCT/US2004/034706 CDMAZ2000,
TDSODMA, GSM, WLAN, WPAN, WMAN or any other type of wireless
communicaiometisientol Wahamaltbaudh theveaturassidelamenteelation

the present invention are described in the preferred embodiments in
beferiuRF EorhbiiiTs latHEsitre 6PRIBMEBIRAERN bectisetkaldie method
coMBFiflSo combinations with or without other features and elements of the

present” invention. 40 CLAIMS 1. A method for communicating network

mankt§eitiig infsreakiombetgemantetnionmantitiesinm wirejsssm controller

ﬁ&‘;@ iGat r e method comprising: receiving network
u"Sm n?g%;I qﬁ]@%ﬁﬁ%«a&n%{%’g&ﬁ A %r}g m %Ic%nﬁlaﬁe)rc%’sing an application
levelneblatkgndreagemeantprospagt:trams|atfogniae aietiork managemeriion

in{ormati n from the %gglication level network management protocal to a

L R RO T AR NRSS TSRS RS (MACT HESS B A Bratesess sprol (MAC)

mdsansmiting:desinghwork management information to a wireless
transmit/recejve unit (WTRU) using the MAC messaging protocol.
fransmitting the network management informaiion to a wireless

transmit/receive unit (WTRU) using the MAC messaging protocol.

2. The method of claim | wherein the application level network

management protocol is simple network management protocol (SNMP).
3. The method of claim 2 wherein the system controller issues a
SNMP (Get) message to obtain network management information from a

WIRU.

4. The method of claim 1 wherein the MAC messaging protocol is
802.11k.

5. The method of claim 2 wherein the system controller issues a

SNMP (Trap) message to set at least one parameter of the WTRU.

11-



2. The method of claim 1 wherein the application level network
management protocol is simple network management protocol (SNMP). 3.
The method of claim 2 wherein the system controller issues a SNMP
(Get) message to obtain network management information from a WTRU.
4. The method of claim 1 wherein the MAC messaging protocol is
802.11k. 5. The method of claim 2 wherein the system controller issues a
SNMP (Trap) message to set at least one parameter of the WTRU. -11 6.
The method of claim 5 wherein the base station translates the SNMP
(TRAP) mepRaoRLaR0 82 ddinnessagrandtanatl s g lanalntetls e
message to the WTRU. 7. The method of claim 1 erelnt e application
S“ﬂé@l nERMIK mressageriermp@stdddiisrextenge chntarkens faitg uhget(Xidiayed
messa Q(%S% st%e}?{%ompnsmg a receiver configured to receive network
agemen information using an application level network management
protocol from a system controller a translator configured to translate the
application agemen rOtOCF%l to a medium access

control (MA pFB? aﬂr‘ﬁn%mﬁ’f tBhf Eré‘tﬂ’%“fﬁeﬁ‘rﬁ’é’rni?‘t’ﬁé network

mahagsiated priwek m%ﬂ%ﬁ%@ﬁiaﬂﬁﬁg'iﬁﬁtg%@ @wirejess
transmit/receive unit (WTRU) using the MAC protocol. 9. The base station

of claim 8, further comprising: a receiver configured to receive network

manggeme/gtﬂgégrg}g;@péé %MAC messaging protocol from a
WTRU; a translator conflgured to translate the MAC messaging protocol

to ard m@plimnonﬂﬁgaﬁ@ttnm&cmmamﬁt prategoinamdinfranstivttersing

con % edt it t etranslatednlpetwork nagement information to
ste

an a rﬁogontro |relel'3 l%lng %aélg%prpca gnolteo\?e ?\??O?igyswnl controliet;

a transiator configured to translate the application level network
management protocol to a medium access control (MAC) protocol; and
a transmitter configured to transmit the translated network management

information to a wireless transmit/receive unit (WTRU) using the MAC protocol.

9. The base station of claim &, further comprising:

a receiver configured fo receive network management information using
the MAC messaging protocol from a WTRU;

a translator configured to translate the MAC messaging protocol to an
application level network management protocol; and

a transmitter configured to transmit the translated network management
information to a system controller using the application level network

management protocol.

10.  The base station of claim 8 wherein the application level network

management protocol is simple network management protocol (SNMP).
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management protocol. 10. The base station of claim 8 wherein the
application level network management protocol is simple network
management protocol (SNMP). -12 11. The base station of claim 8
wherein the system controller issues a SNMP (Get) message to obtain a
management information base (MIB) from a WTRU. 12. The base station
of claim 8, further comprising: a memory configured to periodically obtain
and store a management information base (MIB) of a WTRU associated
with the base station. 13. The base station of claim 12, wherein the MIBs

are stpred.jp tiapslated Jproratiang g‘%ﬁé%@ﬁ%@%@e%?@&%@ﬂe&%ssmes a

respond to SNMP (GET) messages by selecting thé appropriate M
SNwetlintinexioagarid obiriing imanagensystemiconatilerbigk ThEBadeom a
?}%ipn of claim. 12, wherein the base station is configured to request a
IB from a WTRU when a MIB is stored in the memory more than a
predetermined amount of time. 15. The base station of claim 8, wherein

the application Jevel network, management protocal is extended markup
Iangailj ge ?im%?iéét%%ﬂfo%a@ag)m iCARE iB¥mation between
netwonrneidiescimAmireless GRIABIIBICRIABRGIVARK Hisreth@@nagement
compr_ising: receiving network management information concerning a

infprraption Rlcehve WRMasesjaied withethedie s81HE™m medium

access control (MAC) communication protocol, wherein the network
management information is periodically updated; -13 storing the
periddicallylligdbed seatiork shatagenent witeraiatithe aMi8s bagestored in

rran AR £EGRIAH AR RS SR D 2SRRGSO MBI B ET)
messages by selecting the appropriate MIB stored in memory and sending it to

the system controller.

14, The base station of claim 12, wherein the base station is configured
to request a MIB from a WTRU when a MIB is stored in the memory more than

a predetermined amount of time.

15.  The base station of claim 8, wherein the application level network

management protocol is extended markup language (XML).

16. A method for communicating information between network entities
in a wireless communication network, the method comprising:

recetving network management information concerning a wireless
transmit/receive unit (WTRU) at a base station using a medium access control
(MAC) communication protocol, wherein the network management information

is periodically updated;
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information from a system controller; translating at the base station the
stored periodically updated network management information from the
MAC communication protocol to an application level network
management protocol; and transmitting the translated network
management information from the base station to the system controller
using the application level network management protocol. 17. The
method of claim 16, wherein the periodically updated network
management information is updated based upon a timer. 18. The method

of claig kg, 1W9?8ji%&ﬁ'@aﬁgt‘ﬂ8§§ﬂg@%@%&§ rﬁ‘rﬁﬂgg&?&ﬁrﬁﬁ&maﬁm at the
management information base (MIB). 19. The method of claim 16,
bagghweéianthe MAC communication protocol is IEEE 802.11. 20. The

methggg?f.clairgtl%hwhgr%int %tMACaCOFQrQJ%n-Ca%g)?n ett%gr ol i:%”lzlal;z Eement
802 11K FLETRE method of clarm fl6 Wheren e application A
infeetamién franagemenh pretoedids; simple network management protocol

SNMP). -14 . .

( tralgslatmg at the base station the stored periodically updated network
management mformation from the MAC communication protocol to an
application level network management protocol; and

transmitting the translated network management information from the
base station to the system controller using the application level network

management protocol.

17, The method of claim 16, wherein the periodically updated network

management information is updated based upon a timer.

18.  The method of claim 16, wherein the network management

information 1s a management information base (MIB).

19. The method of claim 16, wherein the MAC communication

protocol is IEEE 802.11.

20.  The method of claim 19, wherein the MAC communication

protocol is IEEE 802.11k.

21, The method of claim 16, wherein the application level network

management protocol is simple network management protocol (SNMP).

-14-



