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techni ques such as cod Itiple access
(CDVR), tinme division nu‘gtki gg@ﬂ!s (TDWR) ,
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wireless local loops, Internet telephony, and satellite communication systems. An

exemplary application is a cellular telephone system for mobile subscribers. (As used
herein, the term “cellular” system encompasses both cellular and personal
communications services (PCS) system frequencies.) Modern communication systems,
such as a wireless communication system, designed to allow multiple users to access a
common communications medium have been developed for such cellular systems.
These modern communication systems may be based on multiple access techniques
such as code division multiple access (CDMA), time division multiple access (TDMA),
frequency division multiple access (FDMA), space division multiple access (SDMA),
polarization division multiple access (PDMA), or other modulation techniques known in
the art. These modulation techniques demodulate signals received from multiple users
of a communication system, thereby enabling an increase in the capacity of the

communication system. In connection therewith, various wireless communication
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Pl?(fﬁenlgqu% [glpﬂ) tgfagmt:%é é@%: vag@ esq-ﬁgr?lrr}l%vr\{lsca%lon sys%ern %n addition to voice
communications, a mobile station may access other network data services, such as
Instant Messaging Service (IMS), provisioned by a home 3G system.

A mobile station may have access to a Wireless Local Access Network (WLAN)
which could provide an alternative communications channel for accessing network data
services provisioned by the home 3G system, without using the home 3G system’s
“cellular” capacity. Figure 1 shows the 3G-WLAN interworking architecture. The
Mobile Station (MS), via a Wireless Local Area Network (WLAN) system, can access

services in MS’s home network. The Packet Data Interworking Function (PDIF) acts as
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(WLAN) system can access services in MS's hone
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acts as WD 2008/ 070251 PCT/ US2007/079331 3 a secure
gat eway guardi ng the network Services (e.g., lnstant
Messagi ng Service (I MS)) against unauthorized access.
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encryption security association is establlshed for

transporting first-type p§UMM£ARYom the secure
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a8k arliehchyPlioh r RESRT 4ssdkghtitd tsh8stablished for transporting second-type
packets from the secure gateway to the mobile station, and a second null-encryption
security association is established for transporting second-type packets from the mobile
station to the secure gateway. Second-type packets are selected for transport using the
second null-encryption security association based on a traffic selector. Also, second-
type packets may be selected for transport using the first null-encryption security

association based on a traffic selector.



second nul |l -encryption security association based on a
traffic selector. Also, second- type packets may be
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security association based on a traffic selector. WO
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gat eway, and neans for se I Ng second-t ype
om the mobile station to the secure gateway, and means for selecting second-type

packets for transport using the second null-encryption security association based on a
traffic selector.

Yet another aspect of the invention may reside is computer program product
comprising computer readable medium comprising code for causing a computer to
establish a first encryption security association for transporting first-type packets over a

wireless local area network from a secure gateway to a mobile station, code for causing



packets for transport using the second null-encryption
security association based on a traffic selector.
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i s conputer program product conprising conputer
readabl e nedi um conprising code for causing a conputer
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' fi C .a. W : ]

b SEmphEPREBIINg 4 dpaha LRGRArYChy e flon fof Bpfiring fis
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establ i'shing security associations between a nobile

betaeeonmabie staier arda spateviEyewdy0020] Figure 4 is a

bl ock_di agram.of a.nobile. stat.jon.. DETAILED

DESCRI ]Fgﬁ%fs[a(}g%ﬁ dl%@"\/@ra gt@l?e%}ogry" i s used herein
to mean "serving as an exanple, instance, or
illustration.”™ Any enbodi nent descri bed herein as

"exenpl ary" is not RICEAHHED DBESERIBEIQNMnst rued as
pr ef e?‘ﬁ@ 9109({ “e‘?{%ﬁ@?«l&??%ﬁﬂg% ﬁéslrg{nktgtrﬁ&rn ‘%m%%s{ﬁte&ample, instance,
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st dlubteion VS nyasmadiess deriived abre(nAds) exctaplary eig ubpheBisarily to
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A ets

renote station transmts and recelve z)a’ta pac
tifer egghmeneomyubsoiber bais,emay be mobile or stationary, and may communicate

with one or more base stations, also known as base transceiver stations (BTSs) or node
Bs. A remote station transmits and receives data packets through one or more base
stations to a base station controller, also known as radio network controllers (RNCs).
Base stations and base station controllers are parts of a network called an access
network. An access network transports data packets between multiple remote stations.
The access network may be further connected to additional networks outside the access
network, such as a corporate intranet or the Internet, and may transport data packets
between each remote station and such outside networks. A remote station that has

established an active traffic channel connection with one or more base stations is called



stations to a base station controller, also known as
radi o network controllers (RNCs). Base stations and

wha®e/0Hat i on controllers are parts of a net woPRI/U8100®079331

[0023]

[0024]

[0025]

an access network. An access network transports data
packets between nultiple renobe stations. The access
network may be further connected to additional
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$RirfmbR fRidnMecAdLAPMAET BB bIQE Hitich Blc@ledar BHMIKE also known as a
station may be any data device that comrunicates
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cenotted &1 at Invernéetsl 10ant edPublid SwitchatkTelephoac RNeowarkg BSEN) 112 via

for rd i nk. [0023 h ref renc.e to Fiqure 2,
Ll@&ﬁ%m&. %paﬁl &ﬁrﬁ‘i%ﬁémw $SEPR eraadegumﬁa@eld phone, or

W&ﬁoﬁ“c&ﬁbﬁt%ﬁ rWHbl'e% %ﬁ&hﬁﬁ&l&dv@stéfﬁzmo%% anp[H%zr fny one of a
base stations (BS) 4, one or nore base station

gwnberai] reulstptemssmﬁmlmsi sachcay eodgedivisiok mﬂaplecmc@s (CDMA),

Bl PSRl SRPoTFORd iy Balfpn ddfdess FDMA)
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may i nclude a handhel d phone, or a |aptop conputer.
Wth@ré‘Q@dlé@tmmwlméﬁueé KNy {ee 200 may enpl oy any one

of a \KﬂHln;%%reﬁ)Je OD# gufaecfetﬁ é@%&?ﬁ'a@%@? s@rUféQs §§0V1ded by the

code division nu cces’s Ime divi
MS’§ lhpine tﬁ@@gslserﬁtTdal\@)G) Ifd’[\@ﬁ]ﬂkel’&yAdPa/dkSt Datanntdrivptkéng Function
access (FDWA), ace division nmultiple access féSDMA)’ ,
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th reference again to Figu n access
therR/-CtSéE 1|sradr¢ad15edndnyptbdh eia MBts tramspertt thodal -tige methatdi amd apparatus

3G). network 18. A Pac ta. lnterworking Function
e T R o it On R S 5 et meses TAGSToHE been the MS
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Initiation Protocol (SIP) signaling exchanged between

sigealiplg nagsdages at the MS.

Since encryption/decryption of VolIP media packets (one per 20 msec) could
incur non-trivial processing load in PDIF and MS, IPsec encryption should be disabled
on VolP media packets transported between MS and PDIF. The method and apparatus
described below conserves processing resources in the MS and more particularly, in the

PDIF that supports many MSs.
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between the M5 and the PDIF. The goal is to avoid

nested | Psec encryption/decryption on the SIP
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&Bied and ﬁbﬁbnb@%@p@nﬁ?sy@tm@ﬂptmmﬂ athdrenodi 134H padket Baws (c.g., c-
Vo| P nmedi a ck ts transported between MS and PDI F.

1Rl Mastagstt INh@%bpar at us  descri bed bel ow conserves

proceggl Beall FSRY LB prﬁlel\ﬁSaﬂlﬁ meretopé%faho'hﬁy has |Ilysec SAs in
in the DI F that supports many . WD 2008/ 070251

é@ﬁ/dﬂ@@ﬁ)@?/ O‘W%B)Bec BAp 00285h anctlen drestazbderd@eda%e@ch IPsec SA is

enc | on P signal.in VoI P di cke

GRElirBhony ' Phe Thise ¥ a8 rroehpfiony peb e s IBRGCRR of Tor mutl-

@ﬂdi*ﬂitlolﬂonThéV@iSD%K uréd eStrdflic Gelec®rs {fﬁthle SREHBILSlicy Database
etc.). [0027 goal of the nethod is for the M

éﬂPdD)FﬂDFIF thag thesngd ﬁlics”]’pttondPB@s%fé isaeplied to $& Kignaling messages and

LRI Bl RELRIRER AR ST R PR over
foéftics for encryption, and the other |Psec SA is for

nul | - _encrypt.ion. The M5 conf i gures the tra

sel ecPyrige ilIHtl%lﬂgfggé\?g?tﬂa;tlopoMsc%ﬂdlﬂ?lgb%ﬁéaé’hSk( sﬁ9§au§ JBspc SA for
LSRN M RALR, ORRER hBRPKL Bl fom

PECkdhwsingathd dskeblishnoent pafi thins [me(SASAthiesMszpﬂd €DIF aise IKEV2 to
| KEv2

raff 0028] .Dur.| i i t |
R S s e it 1D oo e Bsiemition) Biss SAspil apply

{0kl p@ﬂ&'fsy REdRSd @b thermkfd ﬁ&idﬁﬁs‘ ald yu 'f)%keltml ating from the
packets) destined for and originated fromthe %/5

MSr&iHbaddn@sest ablishment of this IPsec SA the M5 and

PDI F E ure e I C ecto

the. oo (TS ey RS GG ROMS BulRSEARERIT i via e
txchahde cﬁ%lkfﬁEszmIﬂ)K Qitht the PMESGF | the 341 bBt& s Adclient/server
al |l packets ori (I:u nat i n% fromthe M5 s |IP address.

pob rombegethat Wil e usehter Faviying swhseauent NP vmngbing arassages, and

Bl REN3LL 850 8. profefich @@Qﬁz{%ﬁ@ RfohEen the Ms and P-CSCF.

alfteerntid 343 %tainspdfet clivarsesires poltahumbdrb, the MSedsdsoCreate-Child-SA

carry| n equent Sl P signaling nessa and these
‘83 Gtadlistha lo@tn@atpélanﬂysqc cf%ﬁ@gvgt@lm P diopally for

Vol GM? (e:l?et%(?rg{fmﬁ eergﬂébﬁ EndiP Pﬁ’%gﬂgﬂ%m&?‘?tlor&l?sec SA, the MS
and PDIF use IKEv2 to configure the trafﬁc selectors in the SPD, such that the null-
encryption IPsec SA will be applied to packets with the client/server port numbers
(indicating the packets are carrying encrypted SIP signaling messages).

Moreover, the MS and PDIF may configure additional traffic selectors in the
SPD such that the null-encryption IPsec SA will apply to VoIP media packets. There
are two methods to do this:

1) If the MS is statically configured to always send VoIP media packets with

source port x and receive VolP media packets with destination port y, then during the

establishment of the null-encryption IPsec SA, the MS can configure additional traffic



exchange to establish a null-encryption | Psec SA for
SIP signaling and optionally for VolP nedia packets.

woenosfy2she establi shnment of the null -encryptiRCI/UPNeT079331
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[0033]

[0034]

[0035]

SA, the M5 and PDIF use I KEv2 to configure the
traffic selectors in the SPD, 8such that the null -
encryption IPsec SAwll be applied to packets with

%)ég%z(gnjg iéfr‘)? ort§ &Va% gﬁ thd WP ElSn ét?dlg@ﬁjé &ﬁf gétfb‘ﬁ IPsec SA will be

e carryi encrypte S|gna in
m;qﬂ'&dg@MS-oﬂ@ﬁ%ﬂl thesomdt port kand/B1SaredimRiBidd paalyets with port y.
confi e addltlo traffic.s Iegtors

inth PD . .
such tthe jpart rJt’eésn%rr@‘ pgifapsagsca Aopeyqry e‘@ﬂ?ﬁe%on then in

Qlﬂo%ﬂﬁgigaof%% SIP JRELE thAl® Eﬂ@@vsr(?ﬁlbﬁ’g&tg%r@gaﬁlﬁlesgort u) it
[ 0031] If t Ms I1s statically configured to al

wdhdsamlsEnW©ﬂ%nmdmk1mckeman® whesahuprare(fpoetamplarmpdrt v) it wﬂl use to

recei ol P. ned;j k w th St i
{EERe S M Tk BeD 36 LS s TR ED R LR EouREE s o update
1hRSREISAelcdtbR é_l_m @@ O {0 8e 3P, heNdat theafull L& cWption TPsec
2008/ 070251 P S2007/ 079331 8 selectors (for ports

sAawdl bg appliadnte MPprigugded pheketst wih mert u epd Afpterannated packets
{’Vﬁﬁﬁ’gﬁ%A will be applied to Ms-originated packets
i ofrt x and Ms-term nated packets with port vy.

[ 0032]Fhé2)\/l$ that fiee Rlotvimy B8R forar efdy famVisabbiying waﬁﬂserver port
for every Vol P session, then in the beginning of ever

wembers £681 B S{hexabengd disMwisenl Kfor to epiablishambl- encryptlon IPsee
V\Z%i or Qck'e{s Wl {hoséjcc‘l‘f‘en%/goﬁ %ﬂ&byﬁl(ﬁleg@% ?iatg %h%‘é%aﬁ?&g encrypted

por or exanp
Sﬁbﬂgneélnymdésagesilaad niarskietrmt nérdaieto 1% enatypt@deagalKEBeﬁNeen the MS and

e AR T S% R ) ohewisdraght Flsrin b sPD to apply

hile AbhhHSNAPYRE KANoh PSSP maBiaMphdkeRe amR! PBEF s the following
M5-ori gi nat ed packets wth port u and Ms-term nated

petekers swppbtt fponullﬁncrymmssﬂPSEm SAME HBsigraknfestagingi agd support

F?Sh iors: i §1 i qigt ai ns ¢ ent/server port
gcrfypg%l he®¢ 45 %Géi RIERE uses | KEV2 to

est ablwighreferétek o BIRGF Flt dndrs, bis 8pectR thOprefine Kﬁzfeﬁtldﬂ By reside

those client/port nunbers (these packets w | |

et mgthed 38R dey¢ffieignt muppait ghardkaty b?é@gegg?e@ob%ﬁgmmlgds 102 and
FRoBLARER 0 (i, TEDIE) S BOFIRSBAREDS) Rl M 22 o

idcaddingch@rd eatioes. | In théeeBiOD, & dirappiryptictusdcutycdsyqaiidtion ESA1 is
| Psec. SA on Vol P nedj a ackets The PDI F has the
F%fmhéwdn r traspRIiiBg sﬁrststubwﬁ% chofromyihe SSFE yastsveR to the mobile

fncgs%r SJnH as§eg&ﬁi 1%9'5@%11‘1 Ffrdgsgéféﬂgﬁ) §A2f19 Established for

|on|PsecS Ia pac
aﬁ;@d]]tmwﬁrkt typé packeserdr thid gobidsstdtiend B¢ sane gEspegt (step 304)

Rh LB B oSt €k RSB A enporing
SdcBhd-BpeMaclkf? R the sccure gateway to the mobile station (step 306), and a
second null-encryption security association N-ESA2 is established for transporting
second-type packets from the mobile station to the secure gateway (step 308). Second-
type packets are selected for transport using the second null-encryption security
association based on a traffic selector. Also, second-type packets may be selected for
transport using the first null-encryption security association based on a traffic selector.
The first-type packets are those packets requiring encryption, and are transported

using the first and second encryption security associations. The second-type packets are



a secure gateway 20 (e.g., a PDIF) over a wirel ess
| ocal area network WLAN 22 for accessing hone

w@e00smest In the nethod, a first encrypti on SRCUDB1097/079331

[0036]

[0037]
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[0039]

association ESA1 is established for transporting
first-type packets fromthe s@cure gateway to the
nmobile station (step 302), and a second encryption
cj.at ' tab

B D e R bR T il Pl YoiP. ote). and are
sh@aponed ting the fegand sec@at] avdyen(ispapn S4)ity ashiexdtiona
first_null yption security association N
est bl Faficrssiee Fonré?f’é’pliﬁﬁrieﬁ%}lfygé‘&‘éicﬂ’i]& knppa ta&)egbthg nr@alﬁa station
Eﬁlﬁtll%eéé\ﬂﬁl% @ﬁ‘év@é’@y The thdtfc WPREDLL n ?raISé ONcbBt8iBn 3A8)or source TP

second nul |l -encryption security association
&chS‘AZandspca’s natwbies héd phdiet’s rtapes payt bandetesamoeh dyt anpessociated 1P
@ﬁ etsgfron1the nobil e station to the secure gateway
5 aBA/ey POISRURN: "t ype packets are sel ected for
t r ans peinatSdNotht e fH e GOIBEtoN Hlak- RREIYEE bEDr &ﬁ‘@éiﬂblfs}dmg the first
associ ation based on a traffic selector. Al's
sk eneend 9@@yptauk%chrlw‘aa,ssmat53é$e@1t banayobe dweénp@é @ifter establishing

J@ {l)tgie %‘efc ?%tsee%%flr){ ?({}baggnfly ' E%y £3 s@%' t%g In?&ﬂe station

mag ldebaoplﬂee trmﬁise;erea@k ahs for@aqud tHengafBioGENpiol &ntheaéi&dure gateway

are transported wusing the first and second encryption

quRg thet SyC%ds%nmﬂpa HECUrty assoeiRHAR (1§ al PaRikibe scaie 2ygyvay may

3000 T2 RInRCTALSA00HY WRARE 2 ANASSPRRKELS I Ring the fin

are already encrypted (e.g., S S|gna I ng,

eﬂmy@uonandnﬂye&mbhﬁnm@mﬁtﬂd)using t he flrst and second

nul | - t|on r|t associ.ations. 3%%

Craf f I OUET dReTs: doHFdEnsF R ceinticg i Edoahd §g, second null-

tIo'ﬁeseEG%Hy |a%o§faﬁbﬁs°éhch %Eh@z Herheclﬁﬁcs'é&?ntg 3t LSVAavion. TE@ch security

tratfic selector nay be a déstination and/or source IP

addeiatsen may beor seomeanti® funng| Zﬂac Kbt 'honteyysevipgymbye be provided by a

et.ermn sso at ed ess and/.or port
M ETeR s Sop A pPRRO R Btylork 18 ThE PR P Bied gy packer
day elteRemikiag ifgiction 205 TAPkdcohil-Mgpet frekdth kSbcte@ R tRAGRIIEUsing the
ption security associations, or it nmay be

enc
@ﬁ/ BPE-EnPin Btk 4ss0fidfipn Mg be Prayioushdensaasetvoice-over-1P

LT T T A A —

{SiPypuctictshe trafflc selector to the secure gateway

usi ng_the second encryption security associ ation (step
310) , Wth fereacscin Eleyht dwayot aspa@tvgﬁa PHEPpRY dedide in a

fﬁgﬁgt%ﬁnqoé Ofn%ﬁldﬂl#f hahs a{fo@ &ta%ﬁklﬁﬁ of 1 :eggrygﬁ%ﬂ Osecurity

irst encryptioll security associatfion
808 8ol for (brtahmortm:g ﬁrsd(s;tpa@aeld:taem(at\slrdésstlheal area network from a
i nvention, i rst. and _.second n

Y EEGAL B PO SRR R e . SN BBt sRigpd cneryption
%8R8 alsbORtiorEasn tr%ﬁﬁié[rthﬂ fir@I$RC batkeRNoV@Y thRewaeless local arca

secure | P tunnel 24. The hone services may be provided

hgtwark from the mobile station to the secure gateway, means for establishing a first
null-encryption security association for transporting second-type packets over the
wireless local area network from the secure gateway to the mobile station, means for
establishing a second null-encryption security association for transporting second-type
packets over the wireless local arca network from the mobile station to the secure

gateway, and means for selecting second-type packets for transport using the second

null-encryption security association based on a traffic selector. The means described



t hird-generati on nobile phone home network 18. The
secure gateway may be a packet data interworking

w0 evsiTem 20. The second-type packets sel ect edP€DDS2007/079331
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transport using the second null-encryption security
associ ati on may be previousl yllencrypted voi ce-over-1P
(Vol P) packets, or they may be are previously
[ [ r - - c -
PR Gee 3 SRk lhe B o PhORRble kANEA sRACKRASr include o
lamornderitd 0¥, kaypade 0@ enicrophona dlsl, | déspityad 100 8pchR2r, antenna, ctc.,
i ncl udi ng_.means, for establishing a first encryption
@%Qﬁﬁmﬁvgfﬁ§§$@F£ P¥n for transporting first-type
packeig Qﬂcﬁﬁeraasp/béteéfeﬁé ihRG&bn &R rdRIR" donfgu® fogram product
secure gateway to the nobile station, neans for
eshjpriding homputar s@dalrld reetbwmpsicbnas thecuemony desac#@d,iomprising
fo ransporting first-t .packets over.the w.rel ess ..
Flalo SPRARE o FotBPES st R B T CoR St iogricel ypgsocition for
ﬁ%?bﬁin@&lr@t\l@ﬁe piRaROVEPE weRIRPIdcahirBgn@woklf fibm a secure gateway
nul I -encryption security association for transporting
tee gnebitoy platim ciasesfopvepsing @ coipebie & chtablath arseepnd encryption
rk fr. re.ga t [ t1LO
RELHS/ bbbl 167 PR &7 LR Rein R R U, SBkb"Tocal area
8GO frymaks awbitistifioh @6 tHe ROSRQatdwag, s®IzoBE cdsig a computer to
packets over the wireless |ocal area network fromthe
Aot adirsfulrencey PtiRe SeBit eSsoga ey rarmparthgansodoype packets
S8 %ﬁglegﬁelﬁgﬁ%éay&?w&%% ﬁlef Rburk ?%%I%? & tHéSth&g%:?t slt]'ﬁion, code
second null-encryption security associati on based on
fortaaasihg @ swhmodtroto. cstdbdisimpasesontke selt-ichagptit 2008107Ba&dtion for
PCT/ US2007/ 079331 0, above may jnc)ude a contr.ol :
proeadesseays-vig aodlgt T &eawﬁfsfﬁ%)&_va t4IF Aghvorh B gde mobile
RatioP P Qe R, ak@ YO fordQBsin@aCd R0 48R ct second-type
di spl ay 410, speaker, antenna, etc., as is typical of
padkotsi foe trphspod. usﬁng)ﬂn@]seq(md mdbmtceyptmp@gmltgfassmtlon based on a
%n nt%on may reside i s conputer program product
%ﬁ%?e ‘WB conput er readabl e nedium such as the
MENDr YhekRVdfGRilf# dthe GRTR6HIE vhderstad ehdt Ohfos@bisdghBsignals may be
conmputer to establish a first encryption security
epsventad iusher ey of raanapeyt ofndiffarenst teeRnedogiesc Red dechpisues.  For
i | . . r. .ga .
PPELESE IR SBlShe nfhAA SERN SGRLBIRY, nd chiv
that aldyl b @fGened dhesughyyt thenab@ec desctiptias i at i @presented by
for transporting first-type packets over the wrel ess
VRS, SHE RN nE UV IS PV HOBTIIE ‘Raldt poRATiges, Metical fields or
SRHLE Pah bi hERpfcausi ng a conputer to
sta Eish gw@¥r§% éﬁﬁl -encryption security association
for tThesspof skilgwseklo fidthey ppppacketisat the evariohe illustrative logical

i rel ess local. area network fromthe secure gateway to.
PR o BPAYCS R, BEEOTBI SEbs | SryC 0o RbLRaRCT g With the
esbaihcaR cﬁsc}‘i&@@ ot day ERC IYREMORed 8§ Wldctr¥nic hardware, computer

association for ' o .
software, or combinations of both. To clearly illustrate this interchangeability of

hardware and software, various illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system. Skilled artisans may

implement the described functionality in varying ways for each particular application,



transporting second-type packets over the wreless
| ocal area network fromthe nobile station to the

W@ ewanm2gat eway, and code for causing a conputRCT/US2007/079331
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sel ect second-type packets for transport using the

second nul |l -encryption securikly association based on a
traffic selector. [0041] Those of skill in the art

tré\ﬁe)[t)élrug% gﬁ@g@gﬁﬁp&l &&%oﬂg][hilgﬁlggltroli 0 1n@é?'?r gdd%%laﬁsu'@iy d@ﬁlrture from
meabm@hﬁQM£mﬁaWMHh@nhm1ques For exanple, data

i nstructi ons, mrands,, i nfo i on na
synbofll ¢ VAHQUL:H \bséra“t’?]alt’gﬁ“rﬁly%l;gk% e@e%lﬁ% <f' weraw@%qaa%mbed in

E(Qﬁ‘leét%v%ltg GRC EmBL iR nfEBH sdGscli SRIES ge& fﬂYpleﬁﬂéﬂtE@g{E Performed

cgrrent s, elect romagneti c waves, magn tic fields or
pihtd geesal ppiposalprddesdodsa ahgltqbasngnad;lmgqesmr @MP), an application

S o teslrd eTRE (ARl te!d B Gdmep I its ARey FPOA) or other
prgidmahabl®! ]Q)%K:S debREUldeRrct& | gatdli drS trardistoR! 188ICT tdidBrete hardware
steps described in connection with the enbodi nents

@nrgmmg@d oheneicempimptiore thosgaf ei%lﬁﬂ@ﬂ tcaﬁerépr@t theofyingtions described

H%el g?ne(f“ rigﬁﬂass g}ioég{ hfll\@r b £a] Cﬁ%ﬁgoecg ?/mot% QR&‘H&UVG, the

b@b@b@@r alaaynﬁe syt varentiohal ip@@t&sSdﬂ usitralet, Vﬁucrocontroller or state
components, bl ocks, nodules, circuits, and st eps have
@é@lﬁnaesér P@é%ﬁs‘alba‘é‘éf Yo &@a}qlglemﬁnt?‘é s GPmbHfipn of computing

n’pféesheh > yconw;fagf&ﬁr of Ug h])gFUQﬁ& | PN dr6 ob&sor, a hpelurahty of

war e or software depe S upon t
pagroproudsacrs, mqodm wate witrgndcadsss gncagusitioaiwitls a iIDRFoswed, or any
ﬂ»the overal |l .system Skilled artisans may i nplenent
piher ek &pn a?%hctlonallty in varying ways for each

parti ¢yl aficRPRKI £ahi@Bd O AQRNA7Q8R%bed in connection with the
PCT/ US2007/ 079331 11 but such inplenmentation

debediinonts dismesied heotin beayi he empodicd dlisstle audiardyvaae, in a software

departure f t he scope of t nvent,i o
FORRS Nt B st SR e sl Bl o tware module
magdulcgitle ANR AN Eléhdopy,dBSEH inRk@RbryN RONINARGHrON BRRIGM memory,
t he enbodi nents di scl osed herein may be inplenented or

EEPR@Mé@PmWI Feeasteyenieard |dighey raprég@vwlaéws arCDR@Myjor aany other

r?\g(glrstc?[i%ac@?c?@%% 1%18% Ct;ilg aﬁpg ' %%HIB)?J?% r‘r%caélk]){]ée&lérg S coupled to
ﬁli‘erlﬁyce(sﬁ%kh e plbh@;l@or @h&@ﬁd&ﬁﬁf&ﬁhe&mh%rﬁ glelviveies information to,

dlscrete gate or tran i star 01_ﬁglc di screte hardma
teniyaenmicdigp. dythe SNSTREYS R tSHEREOMeARST FHydd tegral to the

g(%"cés%lm The Fo‘é@s%&‘ Q&Pt %?&5 | DREdiuhehEY Residd %ea[he}l'xﬁic The ASIC

ur pose pro essor Croprocessor,
alay ecsndxt inveeyset teemrptﬂ 0 heﬁscaﬂtemayvda ethcapgoccssnwani the rs‘a)lrage medium
oce troller n1crocontro||er or state

or
ERTHE STt ERBIeisyR 418G BBl erent ed as a
conbi pAlheNorOmdk® MREMpAYy embodiments, the functions described may be

implemented in hardware, software, firmware, or any combination thereof. If
implemented in software as a computer program product, the functions may be stored
on or transmitted over as one or more instructions or code on a computer-readable
medium. Computer-readable media includes both computer storage media and
communication media including any medium that facilitates transfer of a computer
program from one place to another. A storage media may be any available media that

can be accessed by a computer. By way of example, and not limitation, such computer-



devices, e.g., a conbination of a DSP and a
m croprocessor, a plurality of mcroprocessors, one

W®@R00BOTE@SM Cr opr ocessors in conjunction wth ap@B8BS2007/079331

[0046]

core, or any other such configuration. [0044] The
steps of a nethod or algorithi described in connection
with the enbodinents disclosed herein may be enbodi ed

f : :
(I8 AL DRI R AR, 30 LIBROVTRBBAERP P i
gofatgwamgrrmd talli s stasrage mesnhehemlaglndﬂél‘dltomgmdqv,lceﬁj @sdny other medium

nmory, ROM nenory, EP mepory,
%559@{ B¢ ysednigr Gy %rkstorgﬂxl@ﬁ%{;gﬂ&g@% P%‘ﬂ@ matheégl%mf iggfructions or
gty sﬁtu%fes i0f fﬁa@fcaﬁt%r Q&%ss%ﬁ%&gl Lot erl N ARE ANt corBetion is

exenplary storage nmediumis co t he processor
ppbrly Hernprdoeessoputcarcadadd mediommatioonefangrg, #nthe software is

HiaFned FOR.  ieGt Obge Stedion el BUE BB F ! Ao, fiber
OHRCEDRO EWlst'a%aB’f aGRasAbs@fdr 1iRe (58P, 38 SirtRdl WEhAS¥gics such as
reside in an ASIC. The ASIC may reside in a user

indapdda aadio,| andt micrewavess Henj the coptial gabts é®spppiandalilthewisted pair,
BtSEr ?wurnFe%is W, glg% chdgs %%rageds %cﬁé %OnFc gvge?\;esare Mh@uded in
aser "term nal fl 1§ ne or hore’exe

ﬁlﬁmﬁhffﬁ)ﬁtcﬁ médiemf Lth@k laﬁdﬁﬂlsdeﬁs?ﬁsleb&ﬁrdm%nblades cornpact disc (CD),
npl enmented in hardware, software, firmware, or an

laosisliveaOPBRRl dhtes bl vorsati %ﬁ%%\%bédlqpﬁywmr%u-w @isc where
GRRP YL HePdAE H&Qq{f&% uw@ fvéfﬂ%tdl%sre ubE d5h OJp%Qany with

on or tr tted over as one’or nore inStructions
octe. ofiombmnpnﬂ off -the aadbalt eshouﬂddalsmnbeCﬁrcpuieérwttmadﬁial scope of

medi a i ncl ydes hoth conputer storage nedia and
EURRHIRT r@ﬁiiar%g‘hmﬁg]ﬂi a including any nedi um t hat

facil TB@fn%%lotuﬁ aBgti gﬁoﬁ’Bf Re ‘El?s@%&%mb&ﬁ&%@"@ HoOe@ '&S‘v‘enable any
pl ace to anot her. storage nedia nmay be any avail able
peshraskithet in thanartibe nabc os ssdthbyracatonpetten, \Byiowamodifications to

BB PaS s Gt e S R TR dn Wy amdfhe generic

FRRNGPIeS e RN heRIMm 1e&3@; KM anhbediRehts AAtHowRHeparting from
di sk storage, magnetic disk storage or other nagnetic

degpiyerdeopcestheonventipnot Hus, thediresent mvartionais neé inferded to be

11%1 %&”tg Yth8 ren%o%ﬁrﬁ ﬂ? Sshg\?ﬁi Ipetré) @S cfg é gcéo@&ec{)ﬂ{en\xx%est scope
ruction ructures an

mm«admhyh@pmwmui &1d nodkeBRatudiyitusse béden i s

properly termed a conputer-readabl e medium For

exanple, if the software is transmtted froma

YRt %FNE{ %r ot her renote source using a

coaxi a ? optic cable, tw sted pair,

di gital subscrlber line (DSL), or wreless

technol ogi es such as infrared, radio, and m crowave,

then the coaxial cable, fiber optic cable, tw sted

pair,



DSL, or wreless technol ogi es such as infrared, radio,

and m crowave are included in the definition of
wore@sim25sDi sk and di sc, as used herein, includeGI/US2007/079331

conpact disc (CD), |laser disc, optical disc, digital

versatile disc (DVD), floppy i sk and blu-ray disc

where disks usually reproduce data magnetically,

whi |l e di scs reproduce data ‘Ai §Ily with |asers.

Combi nati ons of the above shou al so be included

wi thin the scope of conputer-readable nedia. [0046]

The previous descriptjon of the disclosed enbodi nepts .

i's prbvide e 518 iRt trﬁ@éli’%ﬂ% KPR DG G50 AHBOBif station and

L Qe ARk a%&vazscﬁzelr hewRERSEMcal B8 HebwPdHc aiv '?Jri fdSssing home services,

nodi ficatiohs to these enbodinents w be readily

apppemnsamg: to those skilled in the art, and the generic

principl.es, defi herein may be appl.ied t.o ot her

ErbodF IR § Rtk CHGEHRE] U WoRROT GO, 5 fmgpreing first-type

BEREE Rbmt e {ONRNEAORay THURe rhéIBIcPSBEAN andN¥EMYlisBRgl $ second
not intended to be |imted to the enbodi nents shown
prorghtionbereufity pesopietior dor dedsnorengrifieisyps gophets from the mobile
nsistent with the principles and novel features

TR0%] BT s GhT 1'S BLATVED 1 S WD 2008/ 070251

PCT/ Us2a80idhig 938t ndiB-chdepihdn scburidy a¥8ddigtbnf @F transporting second-
ef ficient transport of packets between a nmohile .

Spamreetafiam de seewir gagareiayhonebila sigier| awdestagliging a second

) r £ or S S ervi )
BTG S BRRRDTY, TAPRRE st oa ety fom e
asbic statioroto thosecureagueanyt amd) first-type packets from

t he secure gate to the bile stati.on, and .
est ablISal gseamﬂyaﬁ cpacg(ﬁ% @wﬁaaﬁpogteew tthe second; yill-gperyption

§RUrity ABSRAIhIvASed df Straffi¥RelcPREket s from the nobile
stati'on to the secure gateway; establishing a first

nul | -encryption security association for transporting

Secon N ¢ y%erggtﬁgé;ﬁot Se c{io |t1ita5$ﬁoslﬁtgocfl§3ra§léeg§$§e ¢ Xlea ?n E:lgl?n 1, wherein

nmobi | st a

thdlthafRAO Sy i9 pre%sleﬁgdréd/a@sm@bi th fRImébiRNSARManAGhe secure
second-type packets fromthe nobile station to the

gdewre gateway; and sel ecting second-type packets for
transport using the second null-encryption security
associ ation based on a traffic selector. 2. A nethod

for eBfici anhethodisRfidicraftrapgkedfpadisctsad dofimdd imcleinail fvherein
1, wherein the traffic_selector is preconfigured and

b dtakiie wlesdars & Hestimation B addigss ghd aprd npmicsecur e

4. A method for efficient transport of packets as defined in claim 1, wherein

the traffic selector is a source IP address and port number.

5. A method for efficient transport of packets as defined in claim 1, wherein
the traffic selector is developed prior to establishing the first and second encryption

security associations.

6. A method for efficient transport of packets as defined in claim 1, wherein
the traffic selector is developed after establishing the first and second encryption

security associations.



gateway. 3. A nethod for efficient transport of
packets as defined in claiml, wherein the traffic

W@ 20080712F1 i s a destination | P address and por t PEIERI®NT/079331

4. A method for efficient transport of packets as

defined in claim1, wherein the traffic selector is a
source | P address and port nunber. 5. A nethod for

efficient transport of packets as defined in claiml,
wherein the traffic selector is devel oped prior to

est abVi shi Agntthed fdarresficiandrasgoone’ pankaty it dedimed sreclaim Hywherein

ssoci.ations. 6. A nethod for efficgient transport of
PacRetil Haigetgilogsithe EP 1Cn%e§e,ctqm@ﬁefpwar@%§*ettra%? jsgloctor to the
SRLRGAwdySusHpMfie ORBHd @ﬁé_r?ﬁticﬁ%&%t&%@éo@&tib@% first and

y

second encryption securi associ at1 ons.

2008/ 070251 PCT/ US2007/079331 14 7. A nethod for

efficpent tra t : kets as. defined,i L ai,m 6 :
her ot AT 1o BRI A RO E gBE e 44T LIS, wherein
el 86ire lgaidy fdetyBp Hithettherié sabdtbCariefopGh@t tROtrifli@ selector to the
secure gateway using the second encryption security
usRothcdirbtomcy/plipn AOUHBOSPOHAtEdE | ci ent transport of

packets as defined in claim6, wherein the secure

gat eway devel ops the traffic selector and forwards the

traffoc sehanétbod fo chfdent UiSih§i@rt dfepatkdtsis dfeey pi ¢10in 1, wherein
security assocjation. 9. A nethod for efficient ) )
theahshape s§Fonsh BRIECRCTHBIQIL FEHEIEY ARSOSIaHPRAS #1C Gl &jGhild security
Lhsifdigst and second null-encryption security

assocl ations are each a child security association.

10. A nmethod for efficient transport of packets as

defin in claj : erein each. securit ssoci.ation :
e & Sour & Mg sl e ursnadt laueredr Sdafies dglam o whercin
EdANSARI) aQbcRAGKRlaSscBseJR UMed in claim 1, wherein
t he hone” services are provided by a third-generation

nobi | e phone honme network. 12. A nethod for efficient

the sLbur eAgaR B P RO TR BP e aihethdh B ik ot 1. wherein

fhdMoticQBrvided ard’pravidb@dy EQl!iir(ﬁ%éﬂe@étﬁiﬁtméﬁiﬁriﬁ@ﬁé hor@E network.
packets as defined in claim1, wherein the

second-type packets selected for transport using the

e e : PO ' ' '
e oo et AR R RSl AR B ARG im 1 whrsn
tietsbade gaewey fd paeiét dataminspwotkigf fupaddeet s as def i ned

in claim1l1, wherein
13. A method for efficient transport of packets as defined in claim 1, wherein
the second-type packets selected for transport using the second null-encryption security

association are previously encrypted voice-over-IP packets.

14. A method for efficient transport of packets as defined in claim 1, wherein
the second-type packets selected for transport using the second null-encryption security

association are previously encrypted session initiation protocol packets.

15. A method for efficient transport of packets as defined in claim 1, further
comprising selecting packets for transport using the first null-encryption security

association based on a traffic selector.



the second-type packets selected for transport using

the second null-encryption security association are
w@e@siooesi y encrypted session initiation prot oR@I/US2007/079331

packets. 15. A nethod for efficient transport of

packets as defined in claim 15 further conprising

sel ecting packets for transport using the first

nul | -encryption security association based on a

traffic selector. WO 2008/ 070251 PCT/ US2007/079331 15

16. Aléobi Aensliikidtaion, conisiigi:ng: nmeans for

establishing a first cryption security associati

for tr ans@%m rigr qu}a@ﬂSﬁ% pf'irékeﬁtngry@vgp SEcHi e aiation for

Jcr%‘s@brtﬁ‘lg ﬂgbé"@ﬁéf(e{sr&/@ 2wietdds Fbcg%rgé(‘ﬁéﬁwoirlerBﬁea secure gateway

nobt | t at nmeans for establishing a second

wrtbe ypbilostageuri ty associ ation for transporting

first-type packets qrhthe mﬁrehfss Iogal ar ea ation f

net wor k f r 3th Ornﬁi?f‘tf MG A 196" STTRBT SR SGr Y assoclation ot

| ?ﬁﬂf)ﬁg fBaRpefpckasoadl ilehwieled fdckShrea network from the mobile
nu

encrypti'on security association for transporting
galtnie-thy prsurgaketay; over the wirel ess | ocal area

network fr he s y to_th bi
station: W]glg%:]%s or r%g%glggpga?% Iglllg% Cgﬁ)él%ﬁ Aec&rlty association for

ﬁbhsboﬂi’ﬁ@ﬁ)é@dﬂd%?p@ PetNetd yveRrIBO Gl ochDirca he@RsR dfon g sccure
second-tgpe %ackets over the wireless local area

gaevey to the sipbilpstalieli e station to the secure

gat eway; o

for transpo rg%rﬁﬁfg)i'f] %ssgtfaft?l?]sh e% g@ndgﬂg ﬂrgh)ﬁ? %edgﬁl{f}k @dciation for
Bamspmtmg sassmietypt packebased tlmw&elessa]‘ofcalcarsashﬁmod{ froni7the mobile
bllﬁgstation as de ined in claim116, wherein the

Fﬁﬂ??%: G B> 3t econfi gured and known to both

the nobi | en3hal foPReRBEhd Eb%oﬁ@-%eepagﬁé@\f@iytraﬂsﬁortﬁsmg the second
nmobil e station as defined in claim16, wherein t

nulhffdrgptaml sscurdy absocrtion bated wata todfic Reledolr ess and port
nunber. 19. A nobile station as defined in claim16,
wherein the traffic selector is a source |P address

and port nundekile &tioPasrabiihed st @dibd m6 awhéleini thedraffic selector is
claim 16, wherein the first and second

pigronfugveed andi kmavwade beihtthe mobde patipnnrs he sceug gataweni | d
security association. 21. A nobile station as defined

in claim16, wherein each security association is a

secur 8.1 P Aunolle station as defined in claim 16, wherein the traffic selector is a

destination IP address and port number.

19. A mobile station as defined in claim 16, wherein the traffic selector is a

source IP address and port number.

20. A mobile station as defined in claim 16, wherein the first and second

null-encryption security associations are each a child security association.

21. A mobile station as defined in claim 16, wherein each security

association is a secure [P tunnel.



WD 2008/ 070251 PCT/ US2007/ 079331 16 22. A nobile

station as defined in claim16, wherein the secure
wW@210802025i s a packet data interworking functiPeI/UEBN7/E79331

nobil e station as defined in claim16, wherein the

second-type packets selectedl€or transport using the

second nul | -encryption security association are

previ gusly V.QI 4 .

o1 1 et A Hop KRG QY B et PRAErEn tisoofhs eatoway is

pakondhtd inpewpddkefimctisel ect ed for transport usi ng the

second nul |l -encryption security association are

previously encrypted session initiation protoco

packeds. 2».mAbikciRIbhes REAL AIARCH %her&f?fﬂ%rse%ﬂal vpe packets

conput er readabl e nmedi um conpri sing: "code for cau3|n8

selaterp dbertransp@s tedlg she asebonds tnudlpaneyyptionnsecgvtyurassogiation  are

associ.ation %ﬁr trgnsEﬁ%tin tfirst-type packets over a

RV ioly snprypief VRIeE0vey from a secure gateway to

a nobile station, code for causing a conputer to

establish a second encryption security association

for tPhnspdrmobily statioatastdgfachiaciaims] G vderaim thosiceasidetype packets
Le?gc%d faf et%mg@cgrwo rslénéf ftﬁgn steggndmt{?lllll e%cls}{gglgbogecilﬁtf h<1‘§‘5001at10n are

or causi ng

p&b@hklly?ehc@pfedrssisw’mlihitraﬁﬁﬁ: pmcjo@packs@c urity
associ ation for transporting second-type packets over
the wireless |local area network fromthe secure

gat ewgy tOAldG, tp‘ﬁgﬁb:plrcﬁgréfh?récﬁl@t c819]9ﬁ51£%r causing a

conputer to es econd nu cryption
security assopitaticadablomedinmneporisingg second-type
packets over thea, wi.rel ess |ocal area net

rk fr.om .
the nobile statPUS (Y CHENEEurEmYLL" vk%yﬁstaﬁﬁﬁb do diEsts gperyption

causi gguanCARYIRIN foP tﬁﬁslp%?ﬁnﬁ@@%e IYBt P& %tv?'lrél@Js local area
transport "using the second null-encryption securit

assochenbdnirbasedcon gatetvagfd i cobgeetionr .

code for causing a computer to establish a second encryption
security association for transporting first-type packets over the wireless local
area network from the mobile station to the secure gateway;

code for causing a computer to establish a first null-encryption
security association for transporting second-type packets over the wireless local
area network from the secure gateway to the mobile station;

code for causing a computer to establish a second null-encryption
security association for transporting second-type packets over thea wireless local
area network from the mobile station to the secure gateway; and

code for causing a computer to select second-type packets for
transport using the second null-encryption security association based on a traffic

selector.



