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system for filtering undesired electronlc mai | . Description of the Rel ated
Art Generally, the term"spanmt has conelto refer to posting el ectronic
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used herein, the ternPAl '%MT MECHAMISM sendi ng of
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Unsol i ci t ed Comreibisapplieatiinlis § tédEpyatias-in-pet b @S. Mﬁiﬂ@%@lﬁb hiehk enuil
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up on advertising content while on the jOb In addition, there is an 21 MAY.
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BACKGROUND OF THE INVENTION
Field of the Invention
This inv_ention. genereil]y concems électronic messaging. In particular, the

present invention concerns a system for filtering undesired electronic mail.

Description of the Related Art

Gmemuy, the term "spam"” has come to refer to posting electronic messages to
NEWs groups or mailing fo addrésses on an address list the same message an
‘unacceptably large number (generally, 20-25) of times. As used herein, the term
“spam” or “junk mail” refers to the sending of unsolicited electronic messages (or
"email”) to a‘la:ge number of users on the Internet, This includes email
advcrtisemcnts,-somctimes referred to as Unsolicited Comrheréiai Email (UCE), as
well as non-commercial bulk email that advocates some political or social position. A
“sparmer” is a person or organization th#t generates ths Jjunk mail.

The principal objection to junk mail is that it is theft of an organization's
resources, such as time spent by employees to open each message, classify it
‘(Iegitimate vs. junk), and delete the message. ‘Time is also spent by employees

following up on advertising content while on the job. In addition, there is an



2 increased security risk fromvisiting web sites advertised in enail

, messages. Enpl oyees may al so be deceived into acting irrproperzl%Yl Y%@Kas ‘
to release confidential information, due to a forged nessage. f\ll et '
~there is a loss of the mnetwork admnistrator's tinme to deal with spamand -
forged messages, .as well-as the use of network bandw dth, disk space, and
syst em m¥eEsPRquired to store the nessage. Finally, PCAAISASIBM0cess of
deleting junk mail, users may inadvertently discard or overl ook other

| nportant nessages. Anot her objection to junk mail is that it is
frequently used to advertise objecti on#ol e, fraudul ent, or danger ous
content, such. as pornography, illegal pyramd ,schepes or to propagate:
financi al- semedspramtm% facprg(yisﬁ@ga’vegé}tp erg%piepqu‘é}eéfﬂgg&‘m For instance,
the recent Melissa virus and Expl oreZi p. worm have been spread al nost

excl usi vel y Briployeesamdy alsatheaieheiesdtisto aStingimpronsdlissugh 2s tagelgasey danger ous only

I f the user opens the attachnent that contains the malicious code, but

many users epgiiestist hifetidadch e tea forgaithessmy. S8 getbtheredea ldse offthen| oad or
activate dangerous code, such as Java applets, Javascript, and ActiveX

controls. EnpiordddaisiaiRor Nihe RLRADWith khappiidfuiged ficksafes, angelpgané HTM.) can
downl oad malicious Java applets or scripts that execute with.the mail

user’ s pr i Vi S4G3y ARG AARIIE S Dare R dysATA R 1000 WRo e acti vate

certain power that were distributed with certain

operatin SySt ens..a browsers. Ln i | ready on the
oPer s 00t BiFRn . PrifeREhes f SebileTpfidhl sbiE b thdandity o2 OF |
this existi code can.be. i nvoked b an enai,l a t Q. a

conput er Vi :&%Q‘“}rg?ﬁ?"ﬁﬁ@?l? °@€dWP§§“t€#§iaﬁ%&m e fqﬁgagﬁ?-‘&%%%h{%r del et e
any information on the user's disk drive. Boé‘ﬂ Spa%& and t hose who

- produce mal iitds Beaventhygused foadvertiss obiegtionshie fapdulentr rous Bl f4°8s when

they distribute mail or code. |nstead of mailing directly 21 MAY 2004 WO
01/ 38999 as pornography, illegal pyramid schemes or to propagate financial scams. :

Spam can also be a serious security;problem. For instance, the recent Melissa
virus and ExploreZip.worm have beeﬁ spread almost exclusively via_ email
attachments. Such viruses are usually dangerous only if the user opens the attachment -

~ that contains the malicious code, but many users open such attachments.

Email may also be used to download or activate dangérous céde, such as Java

| applets, J avas?ﬁpt, and Ac;ﬁveX controls. Email programs that 'suppbrt Hypertcxf
Markup Language (HTML) can download malicious Java applcts or scripts that
_ execute with the mail user;s privileges and perniissions. Email has also been used to |

activate certain powerful ActiveX controls that were di-stributed with certain operating
systems and browsers. In this case, the code is already on the user’s system, but is'
invoked in 2 way that is dangerous. For 'hmtaﬁce, this existing code can be invoked by
#n email message to install a computer virus, turn off security checking, or to read,
modify, or delete any information on the user's disk drive.

Both spammers, and those who produce malicious code, typically attempt to

hide their identities when they distribute mail or code. Instead of mailing directly



PCTI USO0131900 3 from an easily-traced account at a major |nternet
provider, they may, for instance, send their mail froma spa%mA?;gdoq/
network, using forged headers, and relay the nessage through™ ate
host s.- Consequently, the:sanme nechanisns that can be wused to bl ock spam
can al so Uﬁgg to provirde a | ayer of protection for keeping malicious
code out UA%8? gani zation's internal network. Sinple REITSOPBENGET er
Protocol (SMIP) Sinple Mail Transfer Protocol (SMIP) is the predom nant -
emai | protocol used on the Internet. As,described in Request for Conments
(RFC) 821, SMIP provides for the transfer of el ectronic mail froma sending

SMIP agent t v, e used with the
Transm ssi onﬂ%}grﬁl%ﬁ%& tbr@%* Mq;}%gatlﬂ%" @?‘s%hfﬁﬂayfﬁg %Staf‘creansf er email
bet ween | nt ern known a e Tran fer nts As shown
in Figure 1,5 ﬁ%ﬂ?}f WPS%%S?E‘XE”& °ﬂf’\)\i§m§ ALY f%\?@ ayt ® User Agent
(UA) and the MIFA. User Agent prograns provide a human interface to the

mai | system ‘&Fﬁdaﬁr@%%égqﬂﬁédia%hﬁ’ﬁs Sonsaanentlyy the samagmechanismshat caadd savi ng
emai | nmessages. Message Transfer Agents handle the details of sending

emai | acr ossusedhte blotkspamtcan Alexbe whied p provi8es Ryeraf peotedition ferkeegme i s typical ly
sent in the following manner. A user 1040 (located at a personal conputer
or a term nahalitboriscede sut bfarporblinization'yintemal Adivotly) create-an emai |l nessage.
When the User Agent conpl etes processing of the nmessage, it places the

message text and control information in a queue 1042 of outgoi ng nessages.
This queue is typically inplenented as a collection of files actcessible to

the MTA. In §91@M§5§T@83%§pm{0wge may be created on a personal -
conputer and transferre he "queue usi ng nethods such as the Post O‘frce
Protocol 2 1 MAY %ngﬂle%pﬂagﬁg%?olggi l(élél%@?lls %i}egpquommant email protocol

used on the Internet. As described in Request for Comments (RFC) 821, SMTP

provides for the transfer of electronic rrlail from a sending SM‘I‘_P agent to a receiving
SMTP agent. SMTP is most commonly used with the Transmission Control
Protocol/Internet Protocol (TCP/IP) to transfer email between Internet hosts known as
Message Transfer Agents (MT. As) As shown in Figure 1, Internet mail opr:rates-at-
two distinct levels: the User Agent (UA) and the MTA. User Agent programs proﬁde
a human interface to the mail system and are concerned with sendiﬁg, reéding, editing,

- and saving email messages. Message T_ranrsfer Agents handle the details of sending
email across the Internet.

According to SMTP, an email message is typically sent in the following.
manner. A user 1040 (located rit—a personal complrter or a terminal devic;e) uns a UA
program 1041 to create an email message. When the User Agent completes processing
of the message, it places the message text and control information in a queue 1042 of
outgoing messages. This queue is typically implemented as a collection of files
accessible to the MTA. In some instances, the message may be created on a personal

computer and transferred to the queue using methods such as the Post Office Protocol



(POP) or Interactive Mail Access Protocol (IMAP). The sending network wl|
have one ‘or nore hosts that run a MIA 1043, such as Unix sen%cﬁhhyb?/ 04
Sendnmai |, Inc. of California or Mcrosoft Exchange. By convefition, q
establ i shes a Transmi ssion Control Protocol (TCP) connection to the c N
reserved SMIP port (TCP 25) on the destination host and uses the Sinple

Mai | TrARMEPr ot ocol (SMIP) 1044 to transfer the neRSHEHOZMYss t he
Internet. The SMIP session between the sending and receiving MAs results
in the message being transferred froma queue 1042 on the sending host to
a queue 1046 on the receiving host. V\h-gn' the message transfer is conpleted,

the receivi 1045, 0ses t TCP ection used by SMIP, the sending
host 1043 r%@h}t?@mvﬁ&%%@eﬁs&g?ﬁowmr queue, and the recipient 1048
can use hi s/ her confidqqt_ljr ed User_Agent program 1047 to read the nessage in
the mail queue 1Bugsendmgpgtwork will have,pngon moEs hosts hat BRRMIAIP4Sssuglh exanpl.e
of the SMIP nessages sent across the Internet. In this exanple, '
sender @ enpasUnfs seslonildy Sendinaih fre. ofCalifornia @b Mignsafidinchaes. Byp- | evel domai n
nane "dom’' does not actually exist, and is used for illustrative purposes
only to avocahveraiony it esighlislesa TrasmidsiondiontrdlBrotoddl T CBrwinngrtibn st the Message
Transfer Agent 1001 sends an email nessage to the receiving host 1002. At

step 1010, fhavaIESMTP@oMTFCPRS)bh the déstination Aest hhdibed e SififleMGRI Vi ng host' s
reserved SMIP port. This is shown as a dashed line with an italics

descri pti ongi, | llﬂtpz ' , : ol nessages. This
typically m{\?gslfgﬂeﬁsrt)ﬁgﬂzﬁg C F?gt%wgg%%iﬁ%ﬁgg%eg?%%&?mS) to get the

| P address of tﬁ%h%@g% LAabh gﬁ#&%e Qgﬁdﬁgg?igcﬂgﬂnéwgge%% Mai | Exchange

(MX) record for mal n. exanpl e | I'n escomcom has a single
X oot il ek B B8R o e S0 31500
S the receiving host. When the message transfer is completed, the receiving MTA 1045
closes the TCP connection used by SMTP, thé sending host 1043 removes the
message from its mail queue, and the recipient 1048 can use his/her configured Userr
Agent prbgrém 1047 to read the message in the mail queune 1046.
Figure2isa gfaphical representation of an example of the SMTP messages
- sent across the Internet. In this example, sender@rgmote.dorn- sends a messageto -
user@escom.com (The top-level domain name "dom" does not actually exist, and is
used for illustrative purposes only to ?void referring to a éxample domain).
The sending host’s Message Transfer Agent 1001 sends an email message to
the receiving host 1002, At step 1010, the sending MTA opens a TCP connec_;tion to
- the receiving host’s reserved SMTP port. This is shown as a dﬁhed line with an
italics description to differentiate it from the subsequent protocol messages. This
typiéally involves making calls to the Domain ﬁame Systefn (DNS) to get the IP |
address of the destination host or the IP address from a Mail Exchange (MX) record

for the domain. For example, the domain éscom:com has a single MX record that lists

the IP address 192.135.140.3, Other networks, particularly large Internet Service




Providers (I1SPs), mght have multiple MX records that define a prioritized
list of IP addresses to be used to send enail to that donain21ﬁm§y§§?ﬂgrg
MIA typically establishes the connection by: (1) making a socKet = syste
call to acquire a socket (a structure used to nmanage network

comuni cations); -(2) filling in the socket structure with the destination
IP'addressw?Ql.’%f??s’ 192.135.140.3); (3) defining the proPoT@kedzastol y
(Internet) and destination port nunber (by convention, the MIAs use the
reserved TCP port 25); and, (4) nuking % connect systemcall to open a TCP
connection to the renote MIA and returning a descriptor. for the

comuni cati ons chan The, process. of openi a TCP connection causes the
recei ving ho °‘§d°r§)@§é%ﬂ“ﬁb‘p}?§§fn€ﬁipﬁwmefé‘t°€§rg%t Aefinerprigsifizgd liss obPsoci at e
the TCP connection with a process that is |istening on the destination TCP
port. The TcCrddwifaeiobessed tg send amailde thetdamsim| pi pe bet ween the sending MTA
1001. on the sending host and the receiving MA 1002 on the receiving
host. SMIP is |i ndhosinding dTA tyipicalty establishes thatonnettionfyo(i) aekingasseaes,
responses, and nessage data are transferred as a sequence of ASClI

characters emsgstengcali tblacquireiarseckeeQdtriditrehsgdad matibe Atwdkl cdnimkisflioddll, the
receiving MIA sends a service greeting nmessage when it is ready to

proceed. The (g)fRRid i thd RS SPuctiFDWRE tHeMletlintoh 1PRAABAE £N36E 1334), H! 09r am
and version nunber, date/tinme/tinezone, and perhaps adgl tional 1 nformation

o5, oo 0 (Gl BT B RS R B B 1,
pogin i th » 30T AN bR ERALRG A Tce RREPTIGE (R king ERapER e 6Elanc ng Wi
Y 9P Nl LSl o B SR DR e b SThon
communications chaxmc_:l. ﬁ -
The process of openipg a TCP connection causes the receiving host’s
operating system (or netwquing software) to associate the TCP connection with a
process that is listening on the destination TCP port. The TCP conhection is a;
bi-directional pipe between the sending MTA 1001 on the sending host and the
receiving MTA 1002 on the receiving host. SMTP is Iine.—oxientéd, which means that
-~ all protocol messages, responses, and message data are transferred as a sequence of
ASCI charactefs ending with é, line feed (newline) chﬁfacter.
In step 1011, the receiving MTA sends a service greeting meésage when it is
ready to proceéd. Thé greeﬁng message typically gives thé host name, MTA program
and version number, dalte/time/timezone, and perhaps additional information as
deemed by ﬁe hogf administrator. The greeting lines begin with the three—charactl‘er'
numeric code "220", By convention, the last/only‘ line begins with the four-charact.er
-sequence "220 " and any preceding lines begin with "220-".
When the greeting messﬁge is received, the sending MTA may optionally send

‘a I-IELO message, step 1012, that lists its host name. Some mail servers require the



sending host to issue this nmessage, and others do not. If the client

(sending) MIA issues the HELO nessage, then the server (recegil\gﬂmm
t ea P

i ssues .a HELO response, step 1013, that lists its nane. For
(ESMIP), the sending host sends an EHLO nessage that perforns essentially
the sane ‘R’ng{éﬁﬁ‘n as the"HELO nessage. In this case, the receiving host
.gener at es ™ -line reply listing the extended SMIP PERWS0ABLIE0 t hat it
supports. At step 1014, the sending MIA sénds a MAIL From nessage to
identify the emmil address of the sender of the nessage, e.g.,
- sender @enote.dom By convention, the I'nternet address is forned by .

concat enat i . sendi ng.user's acc t . narn the " sign, and the

domai n narren%?&{?%éosgg’ﬂfﬂl%gllsr%%sts?ge’l'ﬁrgpqligegﬁﬁ F%Sﬁglf(f‘lfi&%t sendwg) Wﬁeal |y

encl osed in .angl g _%igkets, htﬁwever, this is not usuall éﬁr equired by the
recei vi ng marPostar FEHO MEsase, then 10 strwsriressinimgdd LA bissren a B{BLO respoges,t he MAI-
address. At ste% 1015, the receiving mail server sends either a "250" '
response if $¥1 b%é@bb&t%@mme%Mé&W ESHETR): the senditig tostsends as " 550",
if the nessage is not accepted. The receiving nmail server nmay reject the
addr ess for a8EHl&rnessagde that performs efeentally thosai@fusdtion s the HEI@ uResagé., t he
I dentity of the sender. At step 1016, the sending MIA sends a RCPT To:

nmessage to ilnldhid daby teheceivirshdiostgenerfates B niuli-BAS APl IRGhP IRYktelled MATPESSATE,
e.g., user@scomcom Again, this is a standard I nternet address, enclosed

i n. angl e- beasitabds thablt saps 1017, , the receiving server replies with a
"250" status nessage if 1t accepts the address, and sone other value if

the MAIL nessageat se'i14366 6RLHED I R H{ggi .9 3.4 ssues a 550

message if the specified recl pﬁ%r%fgégﬁégs I'S Ir?lr(%)@j 'S ag%%llﬁemﬁﬁassmrd

file or aliggafl ' sen | tipl T nmessages (step

‘ 1016), usually %‘%ﬁsf gfrrthgzsac Ek(rjd(-}fgiﬂa pgggr%?é’gg%('g‘f ﬁe_ gﬁ@ﬂ“ﬂ&t‘ﬁ% mai n. The
ocel ving. S BinEhuidnSiY SRerfer S3RALAS Formiad By cdtbatbnbling e soning sices acegunt

name, the "@" sign, and the domain name of the sending host. The résulting address
is typically enclosed in angle-brackets, however, this is not usually required by the
receiving mail server. It is noted that spammers can easily forge the MAIL address.
| At step 1015, the receiving mail server sends either a "250" response if it .
~ accepts the MAIL message or some other value such as "550", if the message is not
accepted. The receiving mail server may reject the address for syntactical reasons
(e.g., n0 "@" sign) 01; because of the identity of the sender,
At st_ep 1016, the sendiﬁg .MTA sends a RCPT To: message to identify .the
| address of an intended recipient of the message, ¢.g., usef@chom.com. Again, this is
a standard Internet address, enclosed in__‘angle-bracke'ts. At Stcp 1017, the receiving
server replies with a "250" status message if it accépts the address, and some other
value if the MAIL message is not ‘accepted.‘ For example, sendmail 8.9.3 issues a 550
n;essage if the specified recipient address is not listed in the password file or alias list.
The sending MTA may send multiple RCPT messages (step 1016), usually one for

each recipient at the destination domain. The receiving server issues a separate "250"

e g




7 or "550" response as shown in step 1017 for each recipient. At step
1018, the sending nail server sends a DATA nessage when it haa.I "ggjnéddd_ ed
all of the recipients. The server sends a response (nomnally, ™ "eoas
shown i n step 1019) telling the sending server to begin sending the nmessage
one line %@1#8%9”6’ foltowed by a single period when the nessage is

conpl ete. Re sendi ng MIA receives this reply, it BEHUBOWNEOt ext of
the emai |- fessage one line at a tine as shown in step 1020. Note that it
does not wait for a response after each line during this phase of the
protocol. The nessage includes the SMrp message header, the body of the
message, and attachnent s erh . .encqded), i f supported by the ‘'sending
User Agent pP’g’gﬁBrﬁ“WS% e:i’agﬁ?f?ir‘?é‘? COIREEt heen conpl eted, the
sending MTA wites a single period (".") on aline by itself (step 1021)
to informthe desdtsieni®f. hepspdingsrailsaever sends ®PATWamessageadwn ithae r ecei vi ng
MIA typically responds (step 1022) with a "250" nmessage if the nessage was
recei ved andidsalified allof thegkcipienth e severcends aFhsponser(domipall)yF2$4"en sends a
“quit" (step 1023) and the receiving MIA responds with a "221" nessage as

shown in st ephob@ad stay 10 19) edirny thdrending Bereérito Begi s@iding the HERQYEE dnb @neane
I nformation, using a text representation of the SMIP nessages between the

sendi ng MIA {iaaiiid, IO bAREingR period WhenRmbRaORoRpRte, The first
character of each line indicates the direction of the protocol nessage. The

'>" character i ndysg} &5 siagNITRG::AR: s 15, PEAIOARLFERRREGFENT DY the

sending MIA, -and "<" ‘indicates the directidon of a nessage sent by the

el v el ol BSL B o0 ODNGR BB Rla Al ReRRT S, 20 19

transmtted. The enmail nmessage rans
t he nessage._and exten tqQ the first ank fi As described in RFC 822,
Standard f or “tHP8S frﬁi’Pg@f‘eg sf%ﬁﬁ 08@3@1‘7 %@gg@e message includes the :

SMTP message header, the b'ody of the message, ami any attachments (perhaps
encoded) if supported by the sending User Agent program.
When the message transfer has been completed, the sending MTA writes a
* single period (".") on a line by itself (step 1021) to inform the destination server of the
end of the message. The receiving MTA typically responds (step 1022) with a w50M
message if the message was received and saved to disk without errors. The sending
MTA then sends a "quit“ (step 1623) and the receiving MTA responds with a "221" |
message as shown in step 1024 and closes the connection. |
Fi gure 3 shows the same information, using a text representation of the SMTP
messages between the sending MTA (remote.dom) and receiving MTA (éscom.co%n).
' The first character of each line indicates the direction of the protocol message. The
">" character indicates the direction of the protocol message sent by the’sending
MTA, and "<" indicatés the directidn of a message sent by the receiving MTA. T hese
characters do not form a part of the message being. trlans-m_itted.

The email message header is transferred at the beginning of the message and

extends to the first blank line. As described in RFC 822, Standard for the Format of



PCTI USOOI 31900 8 ARPA Internet Text Messages, the email nessage header

i ncl udes Received: lines added by each MIA that received theg:[gﬂ qgg?o%he
nmessage timestanp, nmessage ID, To and From addresses, and th g]e f

t he message. The nessage header is followed by the body of the nessage (in:
this case, a single line“of text), the termnating period, and the final
handshakiH@04#%%%he end of the message. Here, the ter mPCHASAUHAE0 | one
refers to the overall email nessage as well as the multiple protocol
messages (e.g., HELO MAILL and RCPT) that are used by SMIP. Spanmer

. Techni ques The two primary techni ques, Uused by spamers are relaying and

di i S di PC ' | -half of .all spa
at 1 anpt & ar Ak ygEeCHext fesiRecn e RB) TEPPRUGR A ARTHECRRERA I Lo t hat

permts relaying. Many of these open relay sites have been recently added
to the Int eraﬁéﬁdqw qaply MTA thgbregpived tgwessa%ey f B RERIRFSR RIS TREp At i ces,
and consequently may permt relaying without regard to its consequences.
Appr oxi mat elTp apd&rorhaddtessts, puhthe Subjectiof the nessage. r B essdgedwader i al up PC to
the recipient mail host. The use of direct SMIP froma PC provides the -
ability to ffoliayeed tyrthé bodyAS thepmessage (inythis ease, acingielie df texs), ther cent age i s
likely to rise. The remainder (approximately 15% of junk mail is from

users, that 3@R@@fing PeriRl endihe BRFIAAAIshEMing dtehe cal OEiHaGneaLigwOHkre, lRegar dl ess of
whi ch techni que is used, however, alnost all junk mail have simlar

char act er i Stz luls Bhd relFRSB WA AIITREN B LBV hBY futipler ged_emi |

address in order to~“discourage conplaints by the recipients of the spam

Lok R e G ARERUR b 1 e

Spammer Techniques

The two primary techniques used by spammers are relaying and directing
SMTP from a dialup PC. Approximately one-half of all spam attempts are re_layed
from an attacker through an intermediate site that permits relaying. Many of these
open relay sites have been recently added to the Intemet without regard fo good
system administration practices, an& cbnsequéntly may permit relasdﬁg without regard
to its consequenées. _

| Approximately one-third of junk mail is sentldirectly from a dialup PC to the

recipient mailhost. ’fhe use of direct SMTP from aPC prdvides the ability to forge _
email. As open relays are closed, this p&cmtage is ﬁkely to rise. The remainder
{approximately 15%) of junk méil is ﬁorﬁ users that appeaf to have an account on the
sendl;ng network. | |

Regardless of Which tcchniqﬁe is used, however, almost all junk mail have
similar characteristics. Junk mail messég'es almost invariably have a forged email
address in order to discourage complaints by the recipients of the spam. Contact

information is provided somewhere in the body of the message, and may be another



PCT/ US00131900 .9 enumil address, a link to a web page or a tel ephone
nunber. I n addition, junk mail frequent | y does not include taq nﬁﬁ?‘iﬁo%”t' S
address in the header of the nmessage. This is done prinmarily~as '

performance optim zation. In" addition, junk mail is usually sent from a
"t hr onaway. account I n-which the spammer sends a batch of nessages
(usually t s of nmessages) and then noves on aftePChEsamgimancel ed.

Simlarly, spanm ng networks sonetines perform spam runs froma mil
server, then take the host offline to a 0|d conplaints. Such networks
operate until they are wi dely blackli st then register a new domain and
carry on business,under different na An rs th an enmni| address
at an Inter ngr[na@gq#esg,ea 1&%&9?8‘@ pagegs te %@Bﬁm&rﬁé\g%"?’dw Bahi | . After
acquiring an_.address |ist, the user _can send a nessa?e to each address on
the list usi ﬁ‘ﬁq‘ieﬁﬂy degs mat inglpdatha racipiest's aidipspip thaheadespf theppnseager Thins shown
in the exanpl'es in Figures 2 and 3, nost |ISPs record the sender's actual
emai | addres® donepumgdwnganmemmsomf reci pients conplain, the ISP
wll often termnate the user's account, sonetinmes billing cleanup fees in
accordance with Inhsdditie,jmiknail Baseiiy adit Eokdze titoliveay” aAdmt, inGelisiequent | y,
this technique is not favored by nost spamers. Relay Abuse Relaying is
not i nherentthg Si@a&ﬂnerﬁaﬁds)aMhbhﬁﬁ&sﬁgdsqhsﬁmﬁtha&aﬁismh{e@a%&j atPMéd esy and

conveni ence for systemadm nistrators to test their syst ens. In
addi tion,  Bigtestatafes bing Ghd¥ed. RuRfIAH), Sphmifin ROL hosts
. have to be abl e to handl egr | nt er net f'ir%gll naé]ll;%?]%tvmornﬁé ggcrl ers often

I th t ' dt
e o oV T 4 888 o et S S5 B G ) S

PCTI US_OO/ 31 ggeQworks operate until they are widely blacklisted, then register a new domain and

carry on business under a different name.

Any persen with an email eddress at an Internet Service Provider (ISP) -
account can send juqk email, After acquiring an address list, the user can send a
message to each address on the kst using the mailér program provided by the ISP.
However, as shown in the examples in Figures 2 and 3, most ISPs record the sender's
actual email address in outgoing message headers. If recipients complain, the ISP will |
often terminate the user's account, sometimes billing cieanup fees in accordance with
the network’s Acceptable Use Policy (AUP). Conscquently, thlS technique is not

favored by most Spamimers.

Relay Abuse

Relaying is not inherently bad. Early mailhosts relayed as a matter of courtesy
and convenience for system administrators to test their mail systems. In addition;
most networks relay internally so that not all network hosts have to be-able to handle
Internef mail, Small neﬁvork subscribers oﬁen relay through a "smart host" provided

by their ISP that is configured to handle the more complicated aspects of Internet



10 nmail. This arrangenent is intentional and usually is not abused. -The
probl em occurs when a host indiscrimnately relays nmail from 30% %tﬂl to
any ot her donain. These hosts are known as "open relays". The practi’ce 1s,
sonetines referred to-as "third-party relaying", since the relay host &s P
neither the initial sender of the nessage nor the-intended recipient. Open
rel ays WOHPE9% he spammer to easily forge his/her idePEVESPO3EHQure 4 shows
how a spanmmer at spam dom 1060 relays mail via relay.dom 1061 to a variety
of different users at different targelg dormai ns 1062, - 1074, etc. At step
1063, the spamrer connects to relay.dom as described with regard to '
Figure 2. Fo. L arit P responses teeti,ng pessages, 250, etc.) are

- not shovvn'’inf’iili‘tﬂlﬁ‘i‘ssm'?a‘f'1 e%tergntog ag@gg}aﬁ?ﬁéwiﬁ% forges a MAIL From
message |isti ngg%n address at the apen rel ay h‘gst 10&%. The for.ged MAIL
address can be" T @Ecies when a hop FF@““‘%%%‘W BT A O™y of the
net n. dom hosts, or sonewhere else. The forged, MAIL From _address may be
the sane ake anyetheydomain. These hnsts #re kneWs ay©@PeRLEsliyE - The Pragticedgyybe di f ferent .
At one tinme spamrers conmonly forged addresses at ACL. COM or other large.
net wor ks, dewEtimeerefdneddo a'thii-pesty nelngng!'osingel the felphost ippeitheethal acti on by
ACQL in particular has largely stopped that practice. The spamer is able to
f orge the inial send@d@F B Indsagahonthdimeemdedrebipiecot. she is able to override the
normal user authentication functions, perhaps as a trusted user of a

network server (g{en@&aﬁsfpermime%gp?e&@ﬁeﬁ& edil§ fdigé BisMecidedtity. Figustdeps 1065, 1066,
n

the spammer sends nmultiple nmessages with a list of destination

addr esses. slﬁlc:)j;vgﬁ&\!v)ig%a?ﬁlﬁ& ai%?%n.dohb%@%lﬁ?@ﬁaiﬁﬁﬁ%aﬁd&f\ﬁél%%%ﬁ@w the text

of the emall nessa a pe d, and a quit nessage to relay.dom Wen
lav. d : . . ) L |
it it TR B AEGRR s shpBhO 162, 10, BESATHE 10kd ke TR queues

spammer connects to relay.dom, as described with regard to Figure 2. For claﬁty,

SMTP responses (greeting n;lessages, 250, etc.) are not shown in this ﬁgure.

At step 1064, the spammer forges a MAIL From message listing an address at
the open relay host 1061. The forged MAIL address can be at any network, incluaing
spam;dom, relay.dom, any' of the netn.dom hosts, or somewhere élse. The forged
'MAIL From: address may be the same as the From: line in the message header, or it
may be different. At one time spﬁnmm commonly forged addresses at AOL.COM or
other large networks, because those networks were so well known, imt legal action by
AOL in particular has largely stopped that practice. The spammér is able to forge the
MAIL address i:sually because he or she is able to override the .norma.l user
authentication functions, perhaps asa trusted user of a network servcf or as tﬁe |
operator of a single-usér PC. | | |

At gteps 1065, 1066, the spammer sends multiple RCPT messages with a list
of destination addresses. Finally, step 1068, the spammer sends a DATA message,
the text of the email message, a period, and a quit message to relay.dom. When

relay.dom receives the message, it stores the message in its mail queues until it has
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or until. the nessage has tinmed out. If it cannot deliver a '
wll typically retry periodically (perhaps every 10 m nutes gﬁﬁggmopdsé :

once per day). The relay host will usually keep undelivered nessages in
Its queuex‘;(gg Hg)yto a week. The result is that spamdomw || send the

" message onc 138t he rel ay host 1061 will forward a copyI/B$00431800 nessage to
each host 1062, 1074 in the address list. For exanple, relay.domw || open
a connection 1070 to host netl.dom 106ﬁ,- send the MAIL nessage 1071, send
t he RCPT nessage 1072, and then send t d text. of the message 1073. The

relay host 1Q61 repeats this process for host net2.dom 1074, as shown by
steps 1075-1 W?dgﬁﬁemag%@m ?1(3‘6‘? t&'igﬁ?tdg%?ﬁ's"rclﬂglttg%%%ﬂ&? hagtimedam dom
listed 100 different hosts i'n the RCPT addresses it sent to relaydom then
rel ay. dom wi PPt gﬁt enpet debives amesiage ihwilldypieallyoery nerigdicalipHperbiarsteavenyl ty i n
filtering relayed junk mail is shown in part by this exanple. |f the

* spammer 1060 19 ainyss or peshapispnceren dayd.d Thasslny hostiwill abuailp kespaindylivendt (e. g. ,
"good@ el ay. donf) then as observed by netl.dom 1062, the nessage appears to

be from a | egésagavint its quews foatp toed wgekdom Thi s exanpl e shows abuse of one
open relay. The current generation of relaying tools will also permt the

spamer to enter Thelrésalt isthat spRRAom&ViB ¥erldQBd MessAftbrich SnRE I'él‘%‘_'lﬁ)st‘"’i I'l use
different relays for different groups of addresses. Thus, different users

at the sane 1Gg1GAN fIRRAQ pBYhE &%@hgﬁo%mo"s@ioﬁiﬁfqﬂ ih?‘mgig{iéargsfs?@i pat hs.

The primary.techni que in blocking relayed spam i nvol ves ases of

bl ackl | 1 o0 16 cohESaER ol ME o BRI TS o PUB L 5 g 30110

to determ ne whet sending 'S an open re | e,
ﬁgg? rr:aun ! S ﬁc gMaiﬂa g{e%%%eg@?l,}%n%hgg’alﬁwka%gﬁoyiz a}u;' ﬁlerll I:en%qger tg)?tsofct)ﬁe the sending
' _ message 1073, The relay hos.t 1061 repeats this process for host net2.dom 1074, as
~ shown by steps 1075-1078, and any reﬁ:taining target hosts (not shown). Ifspam.dom.
listed 100 different hosts in the RCPT addres“ses it sent to relay.dom, then relay.dom
will attempt to send tﬁe message 100 times.
The diffioulty in filtering relayed junk mail is shown in part by this example.
If the spammer 1060 forges the MAIL From addrcss to match the relay host (e.g,
k "good@relay.dom") then as observed by netl.dém 1062, the message appeérs to be
- from a legitimate user at relay.dom. This examplé shows abuse of one open relay.
The current generation of reléying tools will also permit the spammer to enter a list of
. open relay hosts,-and the sofn&are will use different relays for different groups of
addresses. Thus, different users at the same target network may receive spam reléyed
via different paths. |
~ The primary technique in blocking relayed spam involves databases of
blacklisted IP addresses, which can be consulted by spat'n. filtering software to

determine whether the sending host is an open relay. For example, sendmail 8.9.3

provides an option to look up the IP address of the sending host in such a database,




WO 01/ 38999 PCTI US00/ 31900 12 and reject the mail if the database indicates
that the | P address is an open relay. Exanples of online bl aclélslil\g%]Y

dat abases include, for instance, the Mail Abuse Prevention Syst WS)
Real ti me Bl ackhole List (RBL) and the Internet Ml K Relay Services. Survey:
(rrvi RSS(;. The problemw th such bl acklisting databases is that. they are
stati c WAPMBP9% han dynanic. Consequently, an open r &ISHRIFP,He abused at

| east once, reported to the database, confirnmed by the database

organi zati.on, then added to the dat aq?se, before it w.ll be bl ocked.
Because dat abase nmethods are static, The entry for a host nust be nmanually

renoved when the host's majler i.s,.fiX o.t no l.onger relays. This takes
an exchan@gr?JF“ﬁ‘@s‘E%ib@él}e"ia?g?s@é?c}‘%‘?s @?elkﬁd‘?fﬁilst _ ?P,enfﬁ@'se' renot e '
dat abase nethods involve connections to the database, 3gLver, a | ookup on
t hat servéixa(lmﬂﬁs@iioml?é“kh%idﬁ@b%w%ﬁﬂge’f%@%ﬂmgm& Bi®her. users).
Because these databases are global, they are not under control of |ocal
adni ni st r dtrevention Systen: QYIAPS) RenltimeBhickhols bist BBL) and the bvegpgMathat has an
open relay, then the organization nust either stop using blacklists such
as MAPS orRdidySebvic@Subvey(INIRSS))g mai | from the custoner bl ocked because of
an entry in the MAPS or | MRSS dat abases. These dat abase organi zati ons

typically take T'h@i)?cfb!iéﬁhﬁdtﬁ%@dﬂlﬁﬂﬂﬁiﬂgfd&ﬁbﬁéﬁstﬁabﬂﬁ?dﬁlé(%thﬁci'di@rltﬂﬁlernet for
open relay addresses. The organi zation then typically verifies the relay

stat us bef@hgypl achOMLe, ARSs) Aud Be SabFRISE: okl rhtecaRIgEal case, an

open rel ay”can be y attenpting to send a nessage fromuser Ato

The rel ay SR P arRBE bR Ba e B e e D et s 1
et AR B AL SR 110 oo ©
have rel aynei‘giual%} remzedz Qvggfn the host's mailer is fixed so it no longer relays. This takes an
exchange of messages, re-testing, etc. In addition, these remote database methods
involve connections to the database server, a lookup on that server (wlﬁch may be
doing lookups for hundreds of other users). Because these databases are global, they
‘are not under control of local administrators. That is, if an orgﬁnization hasa
customer that has an opén relay, then the organization must either stop using
blacklists such as MAPS ot IMRSS, or risk having mail ﬁﬁm the customer biocfced
because of an entry in the MAPS or IMRSS databases. |
. These database organizations typically take refervals from admixiistrators
throughout the Mtemét for open relay addresses. The organization then typically
verifies the rélay status before placing the address in the database. In the genefal case,
an open relay can be confirmed by attempting to send a message from user A to user
" B, using the candidate relay address as an intermediate forwarder.‘ ’I‘iw relay host may
in tumn relay the lﬁessage through additional hosts in its network (known as | |

*"multi-hop" relaying), before sending it to user B. However, if user B eventually

receives the message, then the host must have relayed.



WO 01/ 38999 PCTI USCA 31900 13- A nuch sinpler test can be perfornmed by
sinply telneting to the SMIP port (TCP 25) of the suspected OEQ'MA?' A
~then typing in SMIP commands as indicated in the ">" sequenc€s In Figure 5
~and observing the responses indicated in the "<" sequences. |If the two
net wor ks gjoe%éprgl ated (i.e., the renmpte host is not acting as a
legitimate's P?host for the I ocal organi zation) and tMI/EWePL ed rel ay
host returns a "250" response to the RCPT nessage, then the renote host
probably is an open relay. After the rgsponse to the RCPT nessage is
received, the testing host can close the test connection wthout actually
'sendi ng any data. ,However, this test Js t perfect]ly acc e, as it fails
Lo dont Ty ml i AT SEleratt SantEPetpined by shuiy Eide € s B poa” © hso:
responses to e. RCPT nmessage, but actually reject the relay attenpt during
later mail pﬁﬁﬁ’e%%m&esmﬁﬁa‘gwnmﬁﬁnmgmi%ﬁﬂecmw indigated Bpammer
can use a dialup PC 1080 running a SMIP direct program 1081 that is able
to establ i shthefiriseguencesciniFiguse 3 anflobgerviag theyresponseh indicgeii i thol<" of the target
mai | host. The term "di al up” as used herein.refers to a class of Internet
subscri ber s ssquerses. & the b fepwarks are aimelaisd(i.¢. chsemotedmst inaatnicthgz 2% | r equest s
(i.e., not a mil server), having a related if not sequential nane space,
~often using legiyinmte suedr] hosefosihg fieel gt und tRdugene Rlay Yo ¥tk g at the
| owest tier of pricing offered by an ISP. It includes various nmeans of
connect i ng, YY" Abponé ok ROPT Mela¥s thenlthd Rlobié HLRrdbABly ikt dbeh Ryl SP. f OF
exanple, wired cable or pocket radio. The spamrer typically provides a

si ngl e copy Rﬁeﬁhémg@t ISRCER | Stredafve@ Al GSH rogram
est abli shes an SMIP conngct?ﬁon. 18’5%%% eac ver’g'sr?re'rnt e F/#%\&g%ﬁg?s-gggﬂe@er s the
message,  and, i QESR USinb abflfy \Ritding My dhed HIIG AR ER By ok Slrrecly MY 2004

' accurate, as it fails to identifir multi-hop feiays. There are also some hosts that give

"250" responses to the RCPT message, but actually reject the relay attempt during

later mail processing.

PC-based SMTP Direct
Figure 6 shows how a spammer can usea diatup PC 1080 running a SMTP
direct program 1081 that is able to estaﬁlish SMTP connecﬁons 1044 directly to the
- SMTP pbrt of the target maithost. The term "dialup” as used herein refers to a c;.lass of
Internet subscribers -char#cterizéd by an inability to service incoming maﬂ requests
(i.e., not a mail server), having a related if not sequential name space, often using
-dynamically-assigned addresses; and generally existing at the lowest tier of pricing
| offered by an ISP, It includes various means of connecting, nét all of which involve
literally dialing in to the ISP, for example, wired cable or pocket radio. The spammer
- typically provides a single copy of a message 1082 and a list of addresses 1083. The
program establishes an SMTP éonnectién 1044 té each remote MTA 1045, delivers

the message, and proceeds to the next entry in the address list. -




WO 01/38999 PCT/ USOQ 31900 14 Because the Dialup SMIP Direct program 1081

runs under the control of the spanmer, the program can be conf,i
forge any emmil| address, hostnane, or any field (e.g., the F%H%Amdeass)_

in the message header. Consequently, a nessage received by a user 1048 x
that is sent by this neans nmay appear to be sent by a co-worker, from

one' s maNe¥B9%®r om fri ends on another network, or eveRCBYSHHI00 oci pi ent

hi nsel f. The primary nethod for bl.ocking junk mail from SMIP Direct hosts

is by wusing centralized blacklists.. These include the MAPS Di al up User

List (DUL). The DUL lists various bl ocks of |IP addresses that are known to

be used for dialup PCs, Lre L utions The..solutions that .arg presently

avail able to blo cﬁuﬁﬁfke%rl?p %ﬁﬁfrﬁ?t@r%%%?&alg ne?% Sre tcglgt(r)or]?’gg?e First,

the use of centralized bl acklisting dat bases,eggﬂc as ,described above for
_ I

the RBL, | MSSSimertheprogram esnchs seniigifed 1 QLAY fiest RPTRAR §F §t abases,
such as sendmai |l checking a | ocal database and bl ocking email that matches
entries in tiek (dgt,diefsen: aidress) jin the mekgagyhasden Conseayamtieaaanessag®t domai ns,
such as for instance if sendnail receives "MAIL From sender X
c@onexi st emdceived by a uiet 1048 thatiegenichy this eneaws thaybappaarde be sent bpaot find the
domai n "nonexi stent.dont listed in the Domain Nanme System (DNS). Fourth,

whi tel i stingoRRibe dfondbif'stfHgerSforh Bthdfor adotiRf nedork, 6f &h bylthe sender
addresses that are not included in a local whitelist of permssible

addresses. ElLf 'Qathr’n%‘éﬁ‘. filtering may be used to reject email  from unknown
hosts that do I:Ir11ot Ist the recipient's email| address in the header of the

message. And si xthe 61 SR DREAURKTR unkRail BGH SMPTH BiirB&thobtld Hgy™i | | ocat ed
in the user's il e et %_omnf(glgéi ng the 21 MAY 2004 WO 0T/ 38999
using centralized blacklists. These include the MAPS Dialup User List (DUL). The

DUL lists various blocks of IP addresses that are known to be used for dialup PCs.

Current Solutions

The solutions that are presently available to block Junk mail fall into seven

- general categories. First, the use of centralized blacklisting databases, such as

described above for the RBL, IMRSS, and DUL. Second, the use of local blacklisting
databases, such as .sendmail checking a local database and biocking email that | |
matches entries in the database. Third, blocking miail ﬁ'drﬁ nonexistent domains, such
as for instance if sendmail receives "MAIL From: <sender@nonexistent.dom>“, it
will reject tﬁe mail because it cannot find the domain "nonexistent.dom" listed in the
Domaiﬁ Name System (DNS).

Fourth, whitelisting methods are used, so that a filter can reject all sender -
addressgé that are not included in a local whitelist of permissible addresses. Fifth,
Bee filtering may be used to reject email from unknown hosts that do not list the
recipient’s email address in the header of the message. And sixth, client methods may

be used to reject junk mail located in the user’s mailbox without downloading the
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client protocols such as POP provides relief to individual ugﬁﬂm\ 2{{?4 '
still allows junk mail to be stored on the SMIP - server. Seve ) ! r

el ectrronic mail, such as based on the energing Secure/ Miltipurpose
Internet Mail Extension (SIM114E) and OpenPGP standards uses public key
crypt ogr aPfRO%8%8r ovi de security services such as secr eBgr/US00/31900 :
(confidentiality), integrity (ability to detect nodification),

aut henti cati on, and non-repudi ati on. ﬁ ammers are unlikely to use ,
integrity and non repudiation services,”™in particular, since these involve
a digital signature signed with nder' rivate key, However, these
systens do n%laﬁﬁ? P%Fé%é“ c?F‘lﬁ’%h?gb%g]f?&ﬁlﬁ°€?IEEEPIH@F°I§WP%HQPUS% public
key cryptography. Further, these services typically operate as part of the .
User Agent, BEpVides efiefijeindividugbusexspbys still allavesdusipmpdl tode stared on the SMslBayed or
sent fromdialup conputers. SUMARY OF THE INVENTION It is therefore a
primary objeé¥v@af the invention to provide an email filtering system and
method. It is another object of the invention to provide an email filtering
system t hat substSuvtrith|sbonredléofoniaingl, shus basyd on Heem@Aghd 0SS of conpany
resources associated with junk mail. It is another object. to provide an

emai | filterSthe/MaEpirpbRInterabt MEEEMEAidEBSAVIMBYardat b OP saaldriSuskd | tering
based upon characteristics of the incomng connection and the renote host.

| n accor dancgubic by ﬁgggéanﬁgl?{t@ﬁ%ﬁﬁ@ Secufty sBFideY Such'ab E&f’ecg &%ﬁﬁ?éﬂﬁa@ﬁﬁ IO rdance

wth apreferred’e Is pravided. i n a conventl Ire
configuratio : o J The,. Active Filter
proxy pr obesﬁ%%ﬁ&%%&%ﬁ{ngg@%m%&gﬂ%gﬁ& ahf hom-rb{iSaidifon.

Spammers are unlikely to use integrity and non-repudiation services, in particular,

‘since these involve a digital signature signed with the sender's private key. However,
these systems do not provide a solution to spam, since not everfone uses public key
cryptography. Further, these éervices tyl?fcally operate as paﬁ of the User Agent, so
S/hdlth or OpenPGP-protected spam can still be relayed c.)rrsent from dialup

computers.

SUMMARY OF THE INVENTION

Itis th_erefore a primary object of the invention to provide an email filtering

* 'system and method. It is another object of the invention to provide an email filtering’

system that suﬁstantiélly eliminates se@urity risks and loss of company I'GSOUIC;S
associated with junk mail, It is another object to provide an email filter that operates
at the MTA level and performs active filtering based upon characteristics of the
incoming connection and the reniote hést.

In accordance with these objectives, an Active Filter proxy in accordance with
a preferred embodiment is provided in a conventional firewall configuration between

a remote host and a local MTA. The Active Filter proxy probes the sending host at



WO 01/ 38999 PCT/ US00/ 31900 16 the tine it connects and inplenents a series
of tests to determine if the renbte host is likely to be eithgr N p
customer (Active Dialup testing), or an open relay (Active R?ﬁﬂﬁt@@#g).
It also queries the mail server that handles email to the supposed sender =

of the message to determine if the mail server will- accept email for that
addr esYOOUMPY ve User testing). Together, these testBCHEH¥OBEE0t he primary

sources of junk mail. These tests reject SMIP enmil based on -
characteristics of the received SI\/rI'P1 protocol fields and the configuration

of the renpte host. The Active Dialup test considers certain
characterjistics, typical .of dialup PCs, ' IL.nclude.the i nablLLkjty to

oper at e atgle g"?é?-??égecgsn@ddlélﬁgﬁf’ﬁsﬁ sgneg é’&ﬁegeﬁ?(lp%?te% 8'e§%%ten§8ét e Active
Rel ay tesf .concludes that if the renmpte host appears to relay. for a test
connect i offel¥ 1ohs ejtheng; diglup WBE%&‘PW"”&@“? @F“@%PE‘?“ r?‘ﬁlé&&%’f’ve User test
detects obvious forgeries by blocking email where the configured nail host
for the sRelaetesting). It also quesiss the roail sspiey thabhandles emailirthbesippesedause t hese
techni ques are perfornmed at the tinme of the initial SMIP data connection,,

t hey charsodenf te nidssage eonddtenirest tha smailtseiver widhdceept emeil for thahaddressne, t hus
avoiding the latency problens of static blacklisting. databases. Further,

rej ect ed (ARtive UsRdestifg). ToREHEFPthad)tesi Rldrest i pHiMadisotickwjurik@ailr oxy host or
the mail host. Instead, - the rejected nessage remai ns on the renote host,

whet her an opefheketbay reéfdct SVAPEallGasclilnTharkstbiistioPo thé Radivédsarpcked by at

| east one of these tests does not make it onto the local mmil server or

user cli %}Bﬁml%ﬂﬁgg&'g%&wﬁgﬂﬁoﬁ%?ﬁ%%ﬁ&e%ﬁﬁgﬁQAQﬁmgﬁb%stVi ruses or

ot her mal’i cious co 't cannot distract the I ntended recipient from

1t b TOR G B PR BB Bl et cont e
or malici o%lél‘.lsaté: a?snat s%p\;[er zlm% éelqgmff}? Z(lj Xqutfentit r?amnlggs gc%gx%é. %l}c %\(re %Oe?aAi( test
concludes that if the remote host appears to relay for a test connection, then it will
probably relay for spammers. The Active User test detects obvious forgeries 'by ,
blocking email where the configured mailhost for the sender will not acce.pt areplyto '
ﬁat address.
Because these techniques are performed at the time of the initial SMTP dz;,ta
~ connection, they characterize the remote host as it is cdnﬁgured af that time, thus
avoiding the lat.ency problems of static blacklisting databases. Further, rcjected mail
does not consume any disk storage on either the proxy host or the mailhost. Instead,
the rejected message remains on the remote host, whether an open relay or dialup PC
Thus, j unk mail that is blocked by at least dne of these tests does not make it
onto thé local mail server or user clients. Consequently, it cannot be used to propagafe
viruses or other malicious code and it cannot distract the intended recipient from
his/her work, '-.The Active Filtering proxy can bé chained with other content 'ﬁltering
proxies in a conventional fashion to reject other objectionable or malicious content in

the body of the message.




WO 01/38999 PCTI USOQ 31900 17 M ninmal involvenment is required by email

adm ni strators, whien conpared with the adm nistrative cost of 9 iﬂﬂmj unk
mail frommail servers, cleaning up after a virus or other malicCious code
attack, conpl ai ning about junk mail, and solving other problens.

Adninistr%h@ﬁ I nvol venment general ly consists of reviewi ng | ogs and adding
| P address DI¥¥K2 and domain names to trusted dat abasesPUNEBW/ 3P essary. |t
is not practical, and perhaps not possible, to blacklist all current and
future sources, of space, or to mhiteh?st all benign sources of legitimte
emai |, because the Internet grows and changes so qui ckly. However, it is

readily possible f : 1 Ni_S rs t.o defi the relatively few
(per haps tens or %%E?@%‘r@lvﬁ%ﬁﬁ'{s&ﬂﬁ gév%fﬂnmﬁ ""Jsgﬁﬁrs’c%hwylp the Active
Filtering nethods to.characterize the yepuminder of the hosts that connect.
The net hod aN’é‘B%@W‘H%@‘Yﬁ@%‘Eﬁ‘F‘?’?V“@ Bk giag fom wail ssrverp sleaBing PP addr esses
detected by certain sensor points back into the IP filtering list, so that
those hosts @412 ViEs enaesmatrionscols aftlsdromplaning asubjuniPriailpdodsolvinghani sm
This provides a performance inprovenment by quickly rejecting subsequent
connect i ons Plhermrottems ddminisatortinatveentegeatminchnsisa e ravidwesg gs d one of
the Active Filtering tests. The present invention is conpatible with all
known SMIP Midding I¥ address ibiicks swtdofminammes tetritadatatabides VG hades Ry, Of
responsibilities for the proxy and the MIA The proxy offloads the

rej ection of junk@abd pradieall fdtpeitiiss AT foRRfs] (OBbdklisCAT IR ank §@hlel MaL €

emai | . The MIA may -provi de ot her conventional Spamfiltering nethods of

its own (forsdasedBam  RiehitdiGt ﬂﬂ%g%isﬁﬁ:‘é&tof%gﬁn&%é ?ﬁgﬁl%@upesﬁgor may

reject mail because the RCPT user not exi ’'0ca t wor k.
These and ot | | td el l.. as ny of the intended
advant ages tﬁmg&?%&aﬁ&%ne%gg%h%@gqo%ﬁﬁ 1%%5@&%%5?{@ erence is

made to the Mt&? %4deﬁne the rélatively few (perhaps tens or hundreds) trusted domain

names and to rely on the Active Filtering methods to characterize the remainder of the
hosts that connect.
. The m‘ethod also provides the abilify to automatically append IP addresseé
N q§tected by _certain sensor points back into the IP filtering list, so that those h—osts can
be subsequently blocked by a simple IP lookup mechanism. This i)rovides a
ferformant:e improvement by quickly rejecting subsequent éonnections from IP
addresses that have already been rejected by one of the Active Filtering tests.

The presént invention is compatible with afl hown SMTP MTAs. The
architecnlfe permits a natural sei;aration of responsibilities for the proxy and the
MTA. The proxy offloads the rejection of junk mail, so that the MTA need ohly

| consider legitimate email. The MTA may provide other conventional spam-ﬁ_lteﬂng
methods of its own (for example, rejecting noﬁ-existcnt MAIL From domains) or may
reject mail because the RCPT user does not exis_t on the local network,

These aﬁd other objects bf the inve:ition, as well as many of the intended

advantages thereof, will become more readily apparent when reference is made to the



WO 01/ 38999 PCT/ USOQ 31900 18 follow ng description taken in conjunction
with the acconpanyi ng draw ngs. BRI EF DESCRI PTI ON OF THE DRA%N%AS'WLF 1
depicts.the general architecture-for Internet electronic mail “using tThe
Sinple Mail Transfer Protocol (SMIP). Figure 2 is.a graphical <
representation of an exchange of SMIP protocol nessages involved in

t ransf ermﬂ’:’ﬁ”gi ngle electronic mai|l nessage from one PFFESEPE1908 hot her .
Figure 3 is a printout of the nmessage of Fig. 2, show ng the protocol
transactions, message header, and nessgge body. Figure 4 shows how a bul k
mai | programtakes advantage of an open rel ay host el sewhere on the

| . . - . . . h
rolay to 1 oRivi feSe TR R EARRRRth B b8 e NSRS PP 1D 11

reci pient MIAs. Spammers typically use relaying to of fl oad processing

from their conputer and obscure their involvenment in sending the nessage.
Figure 5 shows the SMIP nmessages used to.performa sinple test of a renote
host to determine if it is an open relay. Figure 6 shows how spamers nmay
transfer mail directly froma SMIP direct programon a personal conputer,
to the input port of a MA Spamers typically use this nethod to nake
nmessage forgery easier and to avoid their network's controls on outgoing
emai | . Fi guBRIEF DESERIMTION OF JGTRDRAWINGS Active Filter proxy server system
in 21 MAY 2004 WD 01/38999 PCT/ US00/ 31900 19

Figure 1 depicts the general architecture for Internet electronic mail using the

£

Simple Mail Transfer Protocol (SMTP).
| Figure 2 is a graphical representation of an exchange of SMTP protocol
messages iﬁvolvéd in transferring a single electronic mail message from one MTA to
another. _
Figure 3 is a printout of the message of Fig. 2, showing the protocol-
transactions, message header, and messagé'body. |
Figure 4 shows how a b;ﬂk mail program takes advantage of an open relay -
host elsewhere on the Internet to store a single message and a list of addresses,
causing the relay to forward thc.message to each éddress in the address list at recipient
MTAs. Spammers typically use relaying to of‘ﬂoad procgssing from their computer
and oﬁscufe tﬁeir involvement in sending the message.
Figure 5 shows thé SMTP messages used to perform a simple test 6f a ren;ote
host to determine if it is an open relay. | |
| Figure 6 éhows how spammers may transfer mail directly from a SMTP direct
prograin on a personal computer fo the input poﬁ of a MTA. Spammers typically use
this method to make message forgery easier and to avoid their network's controls on
outgoing email.

Figure 7 is a block diagram of the Active Filter proxy server system in




accordance with the preferred enbodi nent. Figures 8-12 show specific
architectures in accordance with the present invention when dﬁﬁk%ﬁodﬁth
ot her emmi| processing systenms. Figure 8 shows the general architectlre, in
whi ch the Active Filtering proxy is connected in a preferred enbodinment as
part of a‘ﬁ(i,gﬁ%ggﬁl between the Internet 1100 and 't he organi zation's MA
Figure 9 shows the proxy and MIA residing on the sane cB&HUS®@AB1%E gures 10
and 11 show the present invention inplenented as part of a SMIP wrapper
process or in the MIA itself, respectivgjy. Figure 12 shows how a proxy may
be chained with a content-filtering proxy for enhanced control over

| ncom ng emlatcordanBdivith the pRlfeA cifbo@feh! €W of the protocol transactions
exchanged in transferring a single emall message froma renote host, the

Active Filtering p{g‘aﬁ&@%ﬁe{\?%ﬁwﬁ@ cthﬁgcmgsrhl tag?%@ggeg@ thFIP ures 14-23 show

the details of the protoco eractions.. Mt or the
transfer of 1.hal e enail ssa froma renmote host 1400, through an
Active Filt g}v?%tg&p%e?&%g@’%ﬁﬁ% ,emg@grqcsse]éxg SYHeMS4402. Figure 14 shows
the initial connegtion fromthe renote host to the proxy, a blacklist
check, and di spl aﬁ‘gﬁ‘fe 8shaws e gengralacchilgetire. dn whish therAstive Ridteting progyiise 15
shows the processing of the remote host's HELO and MAIL transactions by .
attenpting t ePrEpeed & ansclamekembodiment s mmoidf o firdwilidetwee the hitemiet HODOSt . 4
‘Figure 16 shows the general framework for the Active Dialup test. Figure 17
shows det ai | ardghe piganipatiohsMB4A. enbodi ment for a sequential nanme 21 MAY 2004
r WO 01/38999 PCTI US00/ 31900 20 . o
Figure 9 shows the proxy and MTA residing on the same computer,
- Figures 10 and 11 show the present invention implemented as part of a SMTP
wrapper process or in the MTA itself, respectively. |
Figure 12 shows how a Proxy may be chained with a content-ﬁlteﬁng proxy
for enhanced control over incoming email.
Figure 13 shows an overview of the protocol transactions exchanged in
fransferring a single email message from a remote host, the Active Filtering proxy
server, and the protected MTA.
Figures 14-23 show the details of the protocol interactions and proceséing flow
for the transfer of a single email message from a remote host 1400, through an Active
Filtering proxy server 1401, to-a local MTA 1402. |
Figure 14 shows the initial connection from the remote host to the proxy, a
blacklist bheck, and display of a greeting message to the remote host.
Figure 15 shows the processing of the remote host's HELQ and MAIL

transactions by attempting to open a reverse test conmection 1418' to the remote host.

Figure 16 shows the general framework for the Active Dialup test,

Figure 17 shows details of the preferred embodiment for a sequential name




check used in the Active Dialup test. Figure 18 shows the Active Rel ay
test. Figure 19 illustrates the Active User. verification met?gq“ ?%&f 20
shows how the proxy opens a connection to the | ocal MIA 1403 {\ anster a
valid nessage. Figure 21 shows the transfer of the-data in the enail ‘
message (header, body, -attachnents, etc.) and how'the connection is
closed. PYQEFS9% i|iustrates an alternative enbodi mentPGTAFSOMERNACE | ve

D al up test based upon edit distances between the renpte host name and its
nei ghbors' nanes. Figure 23 shows a 55 ond alternative enbodi nent for the
Active Dialup test based upon the inabffity to establish reverse test
connections to.neighbors of t.he renote host. Figure 24 is a bl ock diagram
of the Acti fi‘e%qsf‘gwtg?gwegéa%w%ystem in accordance with the alternate
preferred enbodi nent having an gptional per-recipient whitelist database
and quar ant i ni ng Figorgli sioysthedctive Belay t¥ftew f1 ow chart showi ng t he |
processing of the MAIL From nessage with respect to the enbodi nent of Fig.
24. This i ncl ude§igunel Pidlustsates Hicl Active Bgerrverifiention thethodi bed in Figures 15-19,-
however, enforcenent of the decision is nade separately for each )
subsequent reci pFigure 20shows hove theiproxypeisRconestion to thé-logul MTAG 403 tan
overview flow chart of per-RCPT whitelist processing for an individual

reci pi ent. -ﬂ%ﬁsf&r;{)o@ﬁd(ﬁ%ﬁgﬁts to the local MIA after the first authorized
recipient is identified. Figure 27 shows how the pr.oxy quarantines a

eSS LNt LR PR g BRIy et e (o
' aﬁachments, etc.) ahd how the connection is closed.
Figure 22 illustrates an alternative embodiment for the Active Dialup test
~ based upon edit distgnces between the remote host name and its nei ghbors'-namr-;s.
| Figure 23 shows a second altemative émbodiment for the Active Dialup test
based upon the inability to establish reverse test conne;ctions to neigﬂboré of the
remoté host, |
Figure 24 is a block diagram of the Acﬁve Filter proxy server system in
accordance with the alternate preferred embodiment having an optional per-recipient
whitelist database and quarantining, |
Figure 25 is an overview flow chart showing the processiné of the MAIL From
message with respect to the émbodiment of Fig. 24. This includes the Active Filtering
methods described in Figures 15-19, however, enforcement of the ciécision is madé
separately for each sﬁbsequent recipient identified in an RCPT message.
Figure 26 is an over_view flow chart of per-RCPT whitelist prﬁcessiﬁg for an
individual recipient. The proxy connects to the local MTA after the first authorized
recipient is identified.

- Figure 27 shows how the proxy quarantines a message that did not pass Active

Filtering and is not whitelisted for the current recipient.



Fi gure 28 shows the processing.of the remainder of the email nessage,

begi nning with the DATA transaction. An email nessage can be t,, .
directly to one group of recipients and al so quaranti ned for%ﬂ@%‘f‘ﬁder

of recipients. Figure 29 shows the retrieval of a quarantined nessage by a
user or a 'm3§495at or, With the proxy transferring the quarantined nessage
to the MTA as 1t would any other valid message. DETAI LRGI/¥S0%EXRPPOTI ON OF
THE PREFERRED EMBODI MENTS I n describing a preferred enbodi ment of the
invention illustrated in the draw ngs,21speci fic termnology will be
resorted to for the sake of clarity. HOwever, the invention is not

intended to be 1iy : f e . SO | ect and it is to be
under st ood t hat eggﬁg'g%é%v%?%ﬁgc%%’; @%%%@E?Fr@&%ad S8 val ent's whi ch
operate in imlar to agconplish.a simlar purpose.  Architectures
Figure 7 ill gﬁwge@upﬁgﬂg% s °’E’E8nﬁ%‘?lil Tessegs faubr fgusivsddisetlyyer . The
server runs_as a progess, 1104 on a host conputer (preferably a firewall
host 1103 as™ A6 RFPUP PhTepiPights andslso qusranipekion ém@fﬁrpéwdpbnmosts on the
Internet 1100 and_a mail host 1105. The pr-oxy design requires services

provi ded by the dagie2showathweirievabpfa quarantindr@dssagecbytahmeraper at i ng system
1090.- The hardware platform 1091 i ncl udes one or nopre processors, Menory,
di sk st or agesdnsinistrates with theiprixgtfasfersing Hequarandied nithsagp foBE MY & iand anmount
of menory required depends upon the anticipated processing |oad. A snall
net wor kK m ghwouddihdy atleer whlidmé&ssgengl € processor and 32 nmegabytes of random
access nenor y (RAM, while a larger network m ght require nultiprocessor
21 MAY 2004 WO 01/38999 - PCT/ US00/ 31900 22 inplenmentation with hundreds
of negabytes of RAM The hardware platform provides disk storage for the

Progr am usedpEPATBR SESCHIPRION OF B PREPERREDMBODIMENTS
In describing a preferl:ed embodiment of the inv_ention illustrated in the
drawings, specific terminology will be resorted to for the sake of clarity. However,
the invention is not intended to be limited to the specific terms so seiected, and it is to
be understood that each specific term inclﬁdes all technical equivalehts which operate

in a similar manner to accomplish a similar purpose.

Architectures |
Figure 7 illustrates the design of the Active Filteﬁng proxy server. The server
runs as a process 1104 6n a host cémputer (preférably a firewall host 1103 as shown
inll*;igure 8), iﬁterposed betweeﬁ remote hosts on the Internet 1100 and a mailhost
1105. The proxy design requires sérvices provided by the computer hardware plétform |
1091 '.'md the operating sjstem 1090. The hardware platform 1091 includes o-n.e or
more processors, memory, disk storage, and network interfaces. The number of
‘processors and amount of memory required depends upon the anticipated processing
load. A small network might suffice with a single processor and 32 megabytes of

random access memory (RAM), while a larger network nﬁght require multiprocessor




system 1090, various configuration databases (1093 - 1098), and a log file
1099. Two network interfaces are preferred if the nail host 1§q h&é(ﬂ!‘pe
hi dden behind a firewall. The platformmay also include a console (‘no
shown) for configuring and controlling the server, however, this may al so
be perfowﬁl I3 the network. The operating system 1090 provides an
execution environment for the proxy process of proxy PLa; SM"?@ t he
hardware 1091. It provides Transm ssion Control. Protocol (TCP) socket
servi ces, Domai n Nane System ( DNS) sery' ces, file system services, nenory
managenent servi-ces, and |ogging servicés. |In nodem operating systens
(such as So i L NUX. ' ' ) menory
managemnent #’ﬁé}g’?‘%ﬁ&o%‘&%era eedgtg gm}ggz@% %@f%%%&ég%lpﬁag&g&\gp%lbgﬁ‘ menory space
t hat exceeds the unt of, physical nepor, vai ] abl e i nce .the program
e of  pr BSA74es 208 Sarage Sy theRrOBRE SOl P RO 1108 GSeEhE t he o
bl ackl i st database 1095 and | og 1099 are read-only, these nmay be read in
once from drykem HR, waripye genfiguralion detahpses (199301%098), ard mlos B H9Y). TWhe
operating systemal so provides the abstraction of TCP sockets 1092 and
1089. Each sewksk intedfecesiafe mrefeared ot reaithostt1 185 ifyto ba hiddenubshindacfirewalk socket
1092 is associated wth a renote host (shown subsequently-as Figure 13

i tem 1400) Thelplatiorm magKied intRAL aiconsokednbtishower)Tor cinfigaring sat cadtiolling Wi th t he
| ocal Message Transfer Agent 1402 (Figure 13). An additional socket (not

shown) s UgRGEerveY, hOR&RT, tEIS maGARD BE bérfimed Giadhe netdd. (Fi gure 15) or 1903
(Fig. 19). The operating system al so provides a neans, such as the UN X

I nternet Daenon ’f‘l&é’kﬁﬂeﬁ@ﬁng_&%‘cm&’hﬁb%r&ﬁh&%@ﬁ&ﬂﬁ@ﬁ&vﬁr%%&t@&tﬁé‘%gngzr%Y, 1104)

when connections are recéived fromthe Internet 1100. 21 NAY

01/38999 P loﬁés%%%}?990&%&#@%&:%@&bmnqﬁsﬁ@amsinmiou%n&luSt ed DB

1093, which is u 1o I dent

Protocol (TCP) socket services, Domain Name System (DNS) services, file system
services, fncmory management services, and logging s.ervices-. In modem operating
: systéms (such as Solaris, i.inux, AIX, and Windo;avs NT), the file and memory

managemen£ functions cooéerate to provide access to a virtual memory space that
exceeds the amount of phﬁicﬂ rﬁcmory availa,blé. Since the program image of proxy
1104 and all of the configuration files exceptl the blacklist database 1095 and log 1099
are read-only, these ﬁay be read m once from disk then éubsequently accessed from
virtual memory.

| The operating system also provides the abstraction of TCP sockets 1092 and
1089. Each socket identifies a remote ﬁost endpofnt, such that the socket 1092 is
associated with a remote host (shov;m subsequently as Figure 13 item 1400) and the
socket 1089 is used to control communications with the local Message Transfer VAgent
1402 (Figure 13). An édditional socket (not shown) is used for each test connection,
e.g., 1418 (Figure 15) or 190:_& (Fig. 19). The operating system also provides a means,
such as the UNIX Internet Daemon (inetd), for dispatching programs (such as the

proxy 1104) when connections are received from the Intemet 1100.




trusted networks that are permtted to bypass further filtering; Witelist:
DB 1094, which contains individual email addresses that are %WAX%JO
bypass further filtering; Blacklist DB 1095, which identifies addr esses
of renbte hosts that will be blocked i mediately after they connect to the
proxy serwgyeysigbay DB 1096, which contains configuration data for the
Active Dialup filter, including addresses of untrustedP(TIS031Lt are
known not to be dialup clients; Dialup DB 1097, which identifies untrusted
hosts that are known not to be dialup ¢4 ents; Configuration DB 1098,
“which includes general data such as the | P address and port for the

- Mai | host 1105, - ks tg@g%i- nﬁﬁi hq;B 1) es., .etc.. and System
Log 1099, as tyB?%ﬁ%ﬁ?hBégﬁl e “%%@he y ??g’ggﬁ.ﬁz%%ﬁﬁoﬁ@&% ndows NT

Event Log sefVi - r [r odi s for _eac t abase to be

provi ded as {éwéegdg“é"% rgﬁh?ﬁagég mﬂﬁ%@@% @aﬁnﬁgﬁqﬁyw, Xﬁ%ﬁﬁtﬂ@@%ay provi de

for nmerging s or, .al) .d ases into si ngl e confjgurati on database,
however pr ef ‘é’ﬁgﬁ F?Ptﬂﬁ%‘lnﬁ’d?a‘f‘@bw agg,rgs%gxgt_ are peritied to bypagsdrtherof er r ed

enbodi ment, the Active Filtering Proxy 1104 is run once for each incom ng
connection r BlaeklisthDBH899, Nglmhﬂ@qnhﬁ%@, addegssgs of samote hosts that will be
configuration. dat abases 1093-1098, interacts with the renote host to

det er mi ne i fbipakefl immediktelyyaficrthtycoansbtor the pwiy servdr; Relay DB 4086, ehicher cl oses
the connection (without any mail being transferred) or opens a connection
vi a the soclkentah3@6nfigurgion dith firfike ActiveiIialp Silter, indludRgHaMkE&icf W th the

mai | host 1105. In either case, the proxy wites one or nore |log entries to

- the Log 1099mtrkited Restitiiatdesmon@nosdbe didhe dRaSASRIub DEP1do9Satice | | € but
i nstead perfornms all transfers fromnmenory buffers. That 1s, the proxy

receives a iMERCBARBEE HHOMLSAOK B Kt ufol AN fisippopt i onal Iy

val idates the contents of the buffer, and S contents of the
buf fer via s06&&fn , PCT] 0/ 31900 24
mai | host 110008 FnickPHonAA e e it AR P hidl s 300 sl MRS

. processing q‘i‘@ﬂ permissible domain names for RCPT messages, etc; and System Log 1099, as

typicall_y' provided by the UNIX syslog facility or Windows NT Event Log service.
~ The i:referred embodimen_t is for each database to be provided as a separate file.
HoWever, alternative embodiments may provide for merging soﬁze or all databases
_ into a single conﬁ guration database, hﬁWever preferab_ly excluding the Log 1099.
| Further to the preferred embodiment, the Active Fillter_ing Proxy 1104 is run
once for each incoming connection received from the Internet 1 100, reads the
| configuration databases 1093-1098, interacts with thé remote host to determine if it is
likely to be a source of junk mail, and either closes the connection (without any mail
being transferred) or opens a connection via thg socket 1089 to permit the remote host
to communicate with thé mailhost 1105. In either case, the proxy writes éne or more
' log entries to the Log 1099. The proxy does not save the message to a local file but
instead performs all transfers from meniory buffers. That is, the proxy receives a
SMTP message from socket 1092 into a memory buffer, optionally validates the

contents of the buffer, and then sends the contents of the buffer via socket 1089 to the




message; however, alternative enbodi ments may provide for a single proxy

that sinultaneously handles multiple nmessages. Figures
architectures that provide Active Filtering of junk mail
I nternet 1100 and addressed to an MIA 1106 on the organi

8- 12 SRawaN Y604
recei ved fromthe

zation's nmil «

server 1105. The Active:Filtering proxy 1104 (Fig. '7) runs on a separate
firewal | Wheis8999103 (Fig. 8) or on the same mail servePCHESS1997 that is
running the MIA 1106 (Fig. 9). The nethods can be inplenented as part of a

mai | wrapper 1110 (Fig. 10), or can ?ﬂ?

itself (Fig. 11). If it runs as a sep 4ate proxy server

integrated as part of the MIA 1113

1103 (Fig. 8), it

can ‘be chai ned, W ot her proxy, servers, 1116 to .inpl enent.nore conpl ex
filtering p&iae? i%%i%%‘ef%f.m%eb(?ﬁwm’ Ry %‘“ﬁﬁ%ﬂ?"fsﬁﬂﬁ Gaes, at-a
m nimum a router 1101, Internet A connection 1100, Local Ar eﬁ Net wor k ( LAN)

1102 and MTAessEe howayeHigmatys embodireats By RIBHEHI0E 2 gingle

aio all of the

architectures shown in Figs. 8-12. The packet-filtering router 1101 routes

packet s frosimilendouslyhasiies inOdple messagesSMTP proxy server
The router operates at the network | ayer of the protocol

vira the LAN 1102.
reference nodel, .

usi ng the I nter nPigufés 8t1aGhéw ¥iee aichitectiirds tiiay AlovideldwtiveFiltering of juslopaidpr i at e

changes to the socket programming interface, the present

i nvention al so

operates W fdreiyed 8bmiRS MRkt | F)0hd BABERBEDIoSn MTA 1866 drithe onghizRi@fOCOl
version 6 (1 Pv6) or Novell Netware. Internet connection 1100, which is

bet veen the v AubgE: 1ibA1 TAIACRH IR phAS'1 04 058 7) b 67 b ipapitpBIeRY 2t the

physi cal |ayer of t

R R
2t the app! fEi Do of SBR0sin b bnpleeatet e oL B SR

e protocol hierarchy by wired or dialup circuits (such

t | s such
e MR (sLip).

pl\be@gé'-qa),oper ates

net

or can be integrated as part of the MTA 1113 itself (Fig. 11). Ifit runs as a separate

proxy server 1103 (Fig. 8), it can be chained with other proxy servers 1116 to

implement more complex filtering policies (Fig. 12).

The organization's network includes, at a minimum, a router 1101, Internet

connection 1100, Local Area Network (LAN) 1102 and MTA 1106. Accordingly,

these components are common to all of the architectures shown in Figs, 8-12. The

packet-filtering router 1101 routes packets from the Internet 1100 to the SMTP proxy

server via the LAN 1102. The router operates at the network layer of the protocol

reference model using the Internet Protocol version 4 (IPv4). However, with

appropriate changes to the socket programming interface, the present invention also

-pperates with other network layer protocols such as Internet Protocol version 6 (IPv6)

or Novel_l Netvvate.

Internet connection 1 100, which is between the router 1101 and external hosts,

is typically provided at the physical layer of the protocol hierarchy by wired or dialup

circuits (such as dialup modem, ISDN, ADSL, or cable TV) using link-layer protocols

such as Point-to-Point Protocol (PPP) or Single Line Interface Protocol (SLIP). The

*



connection. As with Figure 7, the firewall host 1103 has two separate LAN
I nterfaces 1102 and 1117. LAN 1102 interconnects the |nternet 1(1@%}'%641
the firewall host 1103. LAN 1117 connects the firewall host 1103 w he
organi‘zation's protected servers (e.g., 1105) and workstations (not
shown). T {s6ys are typically Ethernet or Token Ring technol ogy.
However , '?ﬁzﬁf)resent' invention is independent of the tygﬁT’U%W-”ll_SQN

technol ogy (adapters, device drivers) used by the organi zati'on. Each
architecture of Figs. 8-12 has one or e MIAs 1106. These i ncl ude
prograns such as Unix sendmail, M crosoft Exchange, Netscape Messagi ng-

Server, Lot -\VRj ver., . speci.al - pyr pose SMIP
servers usedﬁ?%@m%ﬁpgﬁgeg%ﬁpgﬁg% é’le"rmlcaen 6?8@?%?8P9t°g%8%?rﬁgr MTA
prograns. These As may thensel ves perform sone degree of junk-mail
filtering (fg?m& Mbl e, automated searches of the MAPS Real ti me Bl ackhol e _
List (RBL), MAPS Dialup User List 1(DUL; | MRSS relay list, or other :
dat abases. Howevefs Withdigyre % dhedirewali hastl 103 has e separate L\ NrintarfacssigOMIA 1113,
t he net hods descri bed by the present invention are conpatible with but do
not depend ofAnd hd7¢haiNtH 08 fintevronngaobe drtemetd 100 ith thesfrawall hdst ¢1630g

mechani sms. Turning now to Figure 8, the Active Filtering nechanisns are

i npl enent ed AN Bl 7 Shfiectp theiyeveatihost 1 103 odthske ckdorzabion'apbedicaatoersf i rewal |
host 1103, as is typical in a firewall architecture. The proxy server is

i dentified ate.m, NB5) antbakiatgions WMOshb0S) Thise IiA1es LDFpicallERRIepE fOr the

| ocal organization and has bound port 25 so that all connections to port

25 of host 116&:nRih o7 € r filter
S i B S B AR A d |

1104. ....... 2.1 38999 PCTI U
of LAN technology (adapters, device drivers) used by the organization.

Each architecture of li‘igs. 8-12 has one or more MTAs 1106, These include
p'rqgrams such as Unix Qendmail, Microsoft Exchange, Netscape Messaging Server,
Lotus SMTP, Apple Internet Mail Server, special-purpose SMTP servers used by the
various Internet service providers, and other MTA programs. These MTAs may -
themselves perform some dcg;-ee of junk-mail filtering (for example, automated
searches of the MAPS Realtime Blackhole List (RBL), MS Dialup User List
(DUL), IMRSS relay list, or other databases. However, except as described for the
Active Filtering MTA 1113, the methods described by the present invention aré,
comj;-étible with but do not depend on the choice of MTA 1106 or the MTA’'s
spam-filtering mechanisms. |

Tuming now to Figure 8, Fhé Active Filtering mechanisms are iinplemented as
an SMTP prdxy server process 1104 on a dedicated firewall host 1103, as is typical in
a ﬁljewali architecture. The proxy server is identified as a Mail Exchange (MX) host
in the DNS information for the local organization and has bound port 25 so that all
.connections to port 25 of host 1103 will b§ directed to the proxy server process of

filter 1104.




Thus, when a renpte host attenpts to send mail to a user at the | ocal
network, t.he renote host gets the nane of the px..gx.y._.-ser-ver.rr-fur-aq}.m.aq.%.r
record, translates the nane into an |IP address, -acquires a socket, an(fl
opens a Transm ssion Control Protocol (TCP) connection to port 25 of the -
fi revva&‘} 'ﬂﬁ?t 1103, in accordance with standard-socket programm ng '
practi & M he active probi ng of the renote host &AEUENAI0zes it as
unlikely to be a source of spam then the proxy server process 1104 opens
a connection to port 25 of the mail t 1105 (which has Iikew se been bound
by the MIA 1106), transfers the iniTial protocol nessages to the MIA 1106,
and then tra arent | asses, data to the A 1106, .The router 1101,
firewal | host %3‘” Wa’y rﬁ%pﬁﬁﬁ)gg&%g@pﬁ%%fﬁﬂ?Iqjagf";ggﬁse&a&yegg:af B9 | ed on a
single LAN 1102. In this case, the firewall host 1103 has a single

physi cal PRRFTE Bpst §ets thgdpme of the proxysery prlyqrm the MK recorduirangdgesthe i nterf ace
functions (nessage arrival, via the router 1101, and nessage delivery to
the mai| B¥Reato adB eddrespoBpuirascsogkes apd opens a JragmyssioniGatrol AN i nterface i s’
conceptual ly, the sane as shown in Figure 8 wth the exception that the;
firewal | Protocoli(TCR) canentionbepard 25 bffhe firkwiall hokt|100% ip acdoriaficefwigin t he | nt ér net -
1100 to the mail 'server host 1105. In this case, the router 1101 nust be

confi g‘ureﬂaﬁadbbaekpﬁﬁﬁ&ndhgﬁﬁbﬁ@cmcﬁv bihg of the@Em&b hd® the nail
server host 1105. Wth respect to Figure 9, the sane Active Filtering proxy

1104 r unschascrizRiOE 8Bk 1o e SWRck 0B §adCiheh) ﬁﬁ?révéﬂs%rve;- Pockt pyos 1104

perfornms the sane functions as it does when | S on"a separate firewall

host (i . eppendd hnnébtion & I\?"_ %‘@% E%ﬁhc{gﬁgt?gz‘ghi[cﬁgm%gel%emq&d o establish

an SMIP f:onnectlon to the _ _ pr(r)]xy. Serve h{04_ may use
o ovi dod By AL RS 0563 TR GRY RSt R IB A s idimoo”

PCT/ 1 cha%g'p%pe%ﬂy passes data to the MTA 1106. ol

The router 1101, firewall host 1103-and mail server host 1105 can also be
installed on a single LAN 1102. In this case, the firewall host 1103 has a single
physical LAN interface device that is shared by the two Ioéqﬂ interface functions
(message arﬁxial, via the router 1101, and message delivery to the mail server host
1105). The use of a shared physical LAN interface is cénceptually‘the same as shown
in Figure 8, with the exception that the firewall host 1103 cénnot be cbnﬁguréd to

block packets from the Internet 1100 to the mail server host 1105, In this case, the

router 1101 must be configured to block such direct access from the Internet to the

mail server host 1105,

With respcct to Figure 9, the same Active Filtering proxy 1104 runs as a

process on the maﬂ server hostr 1107. The proxy 1104 perfofms the same functions as
it does when it runs on a separate firewall host (i.e., ‘Fig.- 8), except that it does not
necessarily need to establish an SMTP connection to the MTA 1106. Instead tﬁe

proxy server 1104 may use any available InterProcess Communications (IPC) method -

1108 that is provided by the mail server host 1107.



27 Depending on the operating system there are several alternatives for
comuni cating with the MIA 1.106. A first alternative, for in%ﬁﬁggﬁ”2004

i ncludes a TCP connection to sone port other than TCP 25. Port 'S used,
al t hough any other TCP port could be used. The router 1101 nust then be
configuregmhﬁpgygvent packet comunications directly to the selected port
(e.g., 26). 2¢ond alternative with Unix hosts runni nBCEESMEEL08 | is for
the proxy 1104 to be configured to save the nessage into a file, and pass
the file to sendmail using the sendnmail, conmand line interface. Still yet,
inathird alternative with Unix hosts,“'the proxy 1104 could use a Unix

domai n socket, n ' r.. r chani sm t hat, .S su rted by the
local MIA 1106.. W.“%ﬁ?g’f‘?‘%&?&%ﬁ%%@%‘v erlgiaﬁsgf'frﬁlgﬂ?@ﬁ%‘%gf%gy may be

i ncluded as part of a per _program 1110, for exanpl e, the Trusted
| nf or mat i on %@P@H@W*P&ﬁlq\%&ﬁpp “H%?tl@ﬂ%m? fey nstapgregludes g Heler smap
program The smap programis. essentially an SMIP proxy, but its primary
function is FREpeqign kn snene portrfthasdian TR 25, Foreh is wsedradthengh anhethersk{chai |
program from attacks (such as unauthorized use of the DEBUG option), from’
st ack over f | pont couidcbskused. aFk rontent 161 iraist thert e configatd sqksventpackeendmai | . Thus,
the purpose of a wapper 1110 is to protect the MIA 1106, and Active
Filtering i scommuaiiatibhsadisecflytoahe selectelpont (g, 209C met hods 1108 are possi bl e,
al t hough the FWK smap program uses the sendmail command |ine interface.

There i's no need Aﬂz_cdﬁdﬂfb}haﬁP@ﬁitﬂUnﬁﬁibK@hﬁﬂiﬂgtﬁﬁdlﬁ@,is?bf‘lﬁ@pfoﬁ?li@t erface to
sendmail is not visible to renote hosts. As shown in Figure 11, the Active

Filtering taghpebdighr it R esdTeRd ard MIA
1106, resulting in‘a %3%%?@%@%‘?9 ¢ PR ARIEAY 4, 8 o %3@?"#3‘%‘% Y 2004

WO 01/ 38999 (Bl dntanddRe interface. Still yet, in a third alternative with Unix hosts, the '

proxy 1104 could use a Unix domain socket, named pipe, or other mechanism that is

supported by the local MTA 1.106.
In Figure 10, the Active Filtering technology may be included as part of a
MTA wrapper program 1110, for example, the Trusted Information :Systems (TIS)

. Firewall Toolkit (FWTK). sendmail wrapper smap program. The smap program is_.
essentially an SMTP pro:;y, but its primary fanction is not to block junk mail but
rather to protéct the sendmail program from attacks (such as unauthorized use of the
DEBUG option), from stack overflow attacks, anci ﬁ'om other external attacks on
sendmail. Thlis, the purpose of a wrapﬁer 1.1 10 is to protect the MTA 1106, and
Active Filtering is-an aﬁciliary ﬁmcti@n. Various IPC methods 1168 are possible,
although the FWTK smap pfogram ﬁses the sendmail command line interface. There
is no need to do any special packet ﬁltgﬁng, since the interface to sendmail is not

: visiblé to rémote hosts.

As shown in Figure 11, the Active Filtering technology 1112 could be
irﬁplemented as part of a standard MTA 1106, resulting in a special MTA 1113 with

Active Filtering.




28 As shown in Figure 12, the Active Filtering proxy 1104 (on firewall
host 1103) can be chained wth other proxy servers 1116 (on fbl’,,emﬁlrlzdmsts
1114) to performother nmail filtering functions. For exanple, vari ous
products, such as in accordance with U S. Patent- No. 5,623,600, provide
filtering of viruses and-other malicious code. Preferably however, the
Active FngQ@ﬁs?{’@ proxy 1104 is the first host in the Eﬁ'&%’ﬁ"“@fwﬁgroxi es,
that is, closest to the Internet, so it is best able to determ ne the
essential characteristics of the renot.g host that is attenpting to send
email. The two filtering proxies 11047and 1116 provide inproved filtering

- by requiring each nessage. 1o ss, t.hr h_bot I t.er re it can be
accessed at a clﬁéﬁwﬁb‘g%ﬁ? }’gﬁ’.“'WH%%@H“%‘@A@M‘*\@“ﬁ.‘ﬁt‘)"t%je‘?’f’%g pro xy has
full access to the renpte ht,?‘St’ ot her confi% rati ons.are si bl e. For
i nstance, t H&03d¢en bechained 3t oienpraxy diRveshil] 2‘?‘} @Wiaﬁ8°3t?)}§§$t°servers (as
well as the MIA) may ran on the same proxy host. In addition, invocation
of the cont eaform dthermuailfilferiog fungigns s exprenle, yariansarodusts; feh el ent
Vectoring Protocol (CVP), rather than by serially linking the two proxies.
This archi hewtdanes with BiS. PaiokdNd. 5683,60¢ powidsdilleinpef vddesxchntiothiehe chain, for
exanpl e, proxies having other spam detection nechani sns or other content .
filtering teplighede. WeldrablEhdvaever, the ActigeFittering praxy 1 f0ariethe diest hostt
necessarily have to be a one-to-one relationship between the nunber. of

Active Filt gf fe@ilin bfiofesI Rt isOfloseldtd\he Mhtbibt sl isHeaibl A8 dbRAninE & €xanpl e,
in Figure 8 based upon performance and | oading considerations, there m ght

be three fi ]m%rt : : A Dhahl ch runni ng
an Active Firéfst@@ralkﬁg r%ﬁ&%}%&%@g&ﬁgﬁ%gg?ﬁmﬁw% s?t S oaé\lhq%gitﬁﬁe | P :
addr ess, ang each

NS dat abas BERProRPEE0RBAY ) PR AR g sRadehd ol pRERGEL | 10°
oy e s R bk feiefsd a8 66 Bbatbea oS Bidek WMo 0" T O 0ed) emai |

to deliver.

> oN

Provided the Active Filtering prdxy has full access to the remote host, other
: conﬁgurations are possible. For instance, the Actiire Filtering and content filtering
proxy servers (as well as the MI‘A) may run on the Same proxy host. In additioﬁ,
invocation of the content ﬁltering Proxy may use a means such as the Content
Vectoring Protocol (CVP), rather than by serially linking the two proxies. This
architecture permits additional proxies to be atided to ﬁe chain, for example, proxies
having other spam detection mechanis_ms or other content filtering téchniques._

With respect to Figures 8-12, there does not necessarily have to be a
one-to-one relationship between the number of Active Filters and the number of
MTAs within an organization. For example, in Figure 8 based upon performance and
loading considerations, there might be three firewall hosts 1103, each connected to the
LAN 1102, each running an Active Filtering Proxy prbcess 1104, each having its own
unique IP address, and each being conﬁéured as a MX ﬁost w_ithin the organization’s

- DNS database. All three proxy servers 1103 would connect to the MTA 1106 only

when they have legitimate (non-dialup, non-relayed; non-forged) email to deliver,




PCT/ USO0/ 31900 29 While the individual active filtering processes

t hensel ves involve additional time and conputing resources, bhag Yc%ddtpad
the processing of junk mail in such a way as to reduce the overall Toad on

tthe MFA 1105. Wthin thése various architectures, Active Filtering operates
primarily as a server wth respect to the initial connection fromthe

r enot e hoé‘&"lgﬁﬁf’?? Is a client server protocol, in whi cRCTE0BEN®Ot e host
(client) issues requests to the local host (server). Although the renote
host initiates the connection and eachgﬁubsequent prot ocol exchange,
transfer of the nmessage is under contr of Active Filtering proxy 1104,
whi ch. may degi. to.reject.a particular SMIP transaction or even

di sconnect f rometRpRA citysdiltenpg, progespes \emseivesipyoiye ¢idiiapalitingandand it s

i npl enentations in 1110 and 1112)- provides for actively probing the renote
host with a PUGRHEE respymees, thessoffioadthe precsssingeoftipkymaibintsu¢ng whpastot er i st i cs
of the renote host that historically have a high correlation with sources
_of junk mai | red@ssheovemil logd aptheMI'A Hi05vi des an overvi ew of -t he present
invention, with nore detail ed operation shown in Figs. 14-29. The figure

~ shows the key stewﬁhmmebgﬁmhmﬁwcm,A&Nemterﬂgewatw@imm wahi date a
single email nmessage froma renote host 1400 and transfer tﬁe message to

the prot ect eskriéf Avith46:gect fo the RitfaR behnSMbE AR MRS fdndidhokt SR1TP & used for
actively probing the renote host in order to performActive D alup 1420

det ect i on angicheidryes PB%C@M 9 bh B8 bl 9(%% {“ﬁe‘é‘?{%‘é’% fcﬁﬂé’slts tgg]@@ﬁ&li on may be

established to a different mail host for t'estin e Active

P Ler Pyl M 200 Y OR-ARARS: RTH TRUH20: 29 caltiGhuLtiosPONdS 10

proxy 1104 s
protocol exchange, transfer of the message is under conirol of Active Filtering proxy

1104, which may decide to re;ject a particular SMTP transaction or even disconnect
from the rcmoté host. The Active Filtering proxy 1104 (and its iniplemcntations in

_ 11:10 and 1112) pro(r_ides for active]ywprobing the remote host with a reverse SMTP-
connection to identify certain characteristics of the remote host that historically have a

high correlation with sources of junk mail.

Operation |

-Figure 13 provides an oyerview of the present inventiqn, with more detailed
operation shqwn in Figs. 14-29, i‘he figure shows the key steps used by the Active
Filter Proxy 1401 to validate a single email message from a remote host 1400 and
transfer the mcésage to the protectéd MTA 1402. A separate SMTP connection 1418
15 used for actively probing the remote host in order to perform Activ_e Dialup 1420
detection and Active Relay 1450 detection. An additional connection may be

established to a different mailhost for Active User testing. The Active Filter Proxy




The proxy 1401 is shown in Fig. 13 connected between the renote host 1400
and the | ocal MIA 1402. The proxy 1401 and MIA 1402 may be Io%t@QYaﬁo 4
separate hosts, as shown in Figures 8 an d 12, or at a sanme host as shown
in Figures 9-11. "Because.the proxy 1401 controls when it reads data on the-
connecti%&ég% it is not possible for the renote host 1400 to proceed -
with transt 8F°8f its message until the proxy 1401 conpCo{USSU3PW fi|tering.
The proxy only handl es incom ng email and does not process outgoing enail
fromthe MIA to renpte hosts. Qutgoingygmail is sent directly fromthe MIA
1402 to the network. Wth respect to Internet standards, the present

i nvention mMayhe. i :?ﬁggqg”%?%&}%&%%iﬂw%_ghanges to SMIP or any ot her

protocol . Rather, uses nu pl e SMIP connecti ons,

appropriately tiped to mt the pro serve 0 aracteriz he renote
oot 5400, Thus, Theros 81 Bsteubi Ble” 4 eSS bervoenBireppiatiost Fitoc o host
1400, and invplves transacti ons 1410, 14 1480, 1484, 1488, 1493, and
1495. The SFAdhe IasplddLAJAOZ 4Tl prexy -]rﬁorliaﬁég@‘%%qzﬁéaymwwtls?@ﬁt%g pr oxy

. 1401, and jnvolves transactions_beginning at step 1450. This session is,
used only t Bosis aashown imFigurss 8 and &3 96 Alsarterhgph as skowneimBligresd®41.1400. 1t does
not actually send an enmil nessage fromthe proxy server 1401 to the renote
host 1400. Becaaskcthé prory 140 eoptrals whems i reads ddtd 0d thembmectiorh B403cindswett i ons to
DNS nane servers and, if the connection 1418 fails, may nmake an SMIP
connect i on . passibledfolMhé tenfotciimn pa00(tMiGocbabwith Sansten of italels@sesurgil ten in step
1413. Taken together, the processing perforrmed by the Active Filtering
proxy 1401 proRy M40185mpletes fite fltemhd) OrRGre:B hly@aledinc SiRlpeniidsind 4480

establishes a TCP connection 1403 to the proxy. First, as shown at step

I’gég fi Ustogeg Figdggi/oﬁéro\i?gbin%%%ﬂ%ﬁth% RETA Ko reinobdhbsk0 %tééﬁgoaﬁag’ﬁg Q_é’m

directly from the MTA 1402 to the network.

Y

With respect to Internet standards, the present invention may be iﬁplemented
without any changes to SMTP or aﬁy other protocol. Rather, this method uses
multiple SMTP conr;ectibns, appropriately timed to permit the Proxy server to
characterize the remote hﬁst 1400. Thus, the SMTP connection 1403 is initiated by
the remote host 1400, and involves transactions 1410, 1413, 1480, 1484, 1488, 1493,
and 1495, The SMTP conmection 1418 is initiated by the Active Filtering proxy 1401,
and involves u'ansactioﬁs Begiiming at step 1450, This session is used only to acquire
protocol responses from the remote host 1400. It does not actually send an email
message ﬁ'om‘ the proxytserver 1401 to the remote host 1400. In addition, the proxy
server 1401 _mékes other connections to DNS name servers and, if the conﬁectiori
1418 fails, may make an SMTP connection to the Mail Exchange (MX) host for the
address given in step 1413, |

Taken together, the processing performed by the Aétive Filtering proxy 1401
involves the following acﬁons when a remote host 1400 establishes a TCP connection

1403 to the proxy. First, as shown at step 1406, the proxy server 1401 gets the IP




address of the renote host and conpares the |P address withr a dat abase of

di sal l oned addresses. If the IP address of the renote host 1 t an
entry in the database, the proxy server closes the TCP conneCtion I
wi thout transferring an email nessage. This is described in greater detail

“in Figure 14. At steps 1410 and 1413, the proxy server processes the HELO
(opt i onal YORKB\AI L nessages fromthe rempte host 140®CTIURGO/BIN. nessage

. contains the address of the purported sender of the incom ng nessage,
which is comonly forged in junk enai I1 Except for trusted addresses (e.g.
trusted hosts or whitelisted addresses)3 and other reverse test connections

1418 (to prevent | es of reverse tes nnect i ons) he r ttenpts
to open a r &0 eése"cﬁéﬁ%ﬁemé’ r‘h?étcatnl%(fﬁmg%f%&lf @)‘fcﬁ’ées? E’Hﬁf"‘élh@é?s\?@f &ﬁz’ggﬁ?‘?The
response (or |ack of response) fromthe renpte host dictates:the subsequent
processi ng adfssses | ¥ thedR agdrgss,oftheippptebpe 40Gmatchesamnsntry infhedatabase, it nay
be because the renpte host is a dialup workstation. Accordingly, the proxy
t hen per f or rie moxy seeveDclabesghe TR conngetionAg03 withent trensferding premait ovi der s
typically block service requests (such as SMIP) to their dialup custoners
usi ng dynamnimeskdgea@his ésdesaribed imggreatersdeiajiie figoge 14Dynanmi ¢ Host Confi gurati on
Prot ocol, DHCP, which automatically assigns |IP addresses to client

stations | oggi ng Avsteps B10GRE 41 3) tHe\Weduy)servdiiiRodesR thet HEID (Lpesnalcai t ai n
heuristics based on the nanme of the host and its neighbors to categorize

the host as MAMi @bddised FroMQBe Fndtdibst 14001 TheddhBOREEAEScInfinsiRS ddRss @ di al up,

the proxy cl oses connections 1403 wthout transferring the emai|l nessage.

LTS, RS ot bl by SRR 119 15t
rore, LY Ml ESRRERS chfeFAMAES 40 i B S B RSn O
PCT/ Usoa's 1% %r 1:'35:%erse test co_fmections— 1418 (to prevent cycles of reverse test connections), the

proxy attempts to open a reverse test connection 1418 to the remote server host. The

response (or lack of r-esponsé) frém the remote hoét dictates the sub#equeut processing

flow. | |

If the proxy cannot open the reverse connection, it may bg _because fhe remote

hostisa dialup' workstation. Accdrdingly, the proxy then pf;rfouns Active Dialup

testing. 1420. intemet service providers typicélly block service requests (such as

SMTP) to their dialﬁp customers using dynamic IP addresses (e.g., assigngd by

Dynamic Host Configuration Protocol, DHCP, which automatically assigns IP

'a'ddresses to client sfations ]oggiﬁg onto a TCP/IP hetwork). The proxy then uses

certain heuristics based on the name of the host and its neighbors to categorize the

host as a dialup or nﬁn—dia;lup. If it categorizes the hostAelxs a diﬂup, the proxy closes

| connections 1403 witﬁout transferring the email message. Otherwise, it performs

Active User testing.of the Mail Exchange (MX) host for the From address given in the

MAIL message. Active Dialup is described more fully with respect to Figures 16-17.

The administrator éan configure the types of testing to be conducted by the



proxy. The proxy reads the configuration database 1098 to determ ne the
proper filtering nodes. Thus, the adm nistrator can set the zqqhh%‘i on
database 1098 to include flags for Active Dialup filtering, Active Relay
filtering on a reverse connection, Active User filtering, Bee filtering, -
and/ or toéﬁgfend a filter to the blacklist database 1095 when any filter
finds anWeh{*?%Br obl em The proxy filter will then cobeHE¥EROappropriate
filtering for the flags set in the configuration database 1098, but wl|

not take any action for flags that ar ot set. If the reverse connection

I's successfully opened, then the proxy perforns Active Relay 1450 testing.

Under Active Relay testin 450 e . C | 1418 is
opened, t heR™¥He _?WQVTﬁ&tﬁg‘émgﬂﬁﬁﬁté%{l\bﬁ?)orﬁm%n'{}wgcfo nessages to
determne if_the renote host would rela i1 f.or t.he.lqcal roxy. If so,
Chen 11 f ol GERETeoS: Rty e ataimelo pa s i gmigpehion dreskass 10R8 Voi 1 17 om
ot her sources. If the reverse test nmessages 1450 indicate an open relay or
the renote inehie flagy forActiverRialyp filterng Achrdhdaydilienng on g gyeleoxy pref er abl y
sends an error nessage and inmedi ately cl oses the connection. Active Relay
testing is dimectzmeActiverdiser filldring, Béc filtering pad/or teappind widtes® thef the results
of the Active Dialup test are negative (that is, the proxy does not.
categori ze blackliseamRitasd P65 when anylfildr fipds anrentdilerobdam| The mbxy fikerAvilli ve Rel ay
test are indetermnate (the proxy is unable to successfully conclude Rel ay

testing on {RatondultREsIpréate AIREIRE Fd ehea@X vet ifklid coipdiitibs dhigidsye User
testing 1901. Here the.proxy identifies a mailhost responsible for

processing ﬁf@éz&,%@pﬂ@r&éit;w%&faleﬂoéﬁpﬁsgsmafe%tseﬁes.s.age and queries that

mai | host as to [ accept - mail to that address. These protocol

ot shown on. 71 glie e ol iRL6 RRRAUA, hifie B XERR BRERECTL: host

not shown on Fi gure e renote host
1400. If 21AM$% l%ggy4l4\%)tg\1i£g3.88§ eupkcc:;:r\liéﬂégyot/es%]ﬁg(}%&%nce the reverse

connection 1418 is opened, then the proxy 1401 sends HELO, MAIL From, and

-

RCPT To messages to determine if the remote host would relay mail for the local -
prbx'y. If so, then it follows that the remote host is a high,risk for relaying mail ﬁ'om .
other sources. If the reverse test messages 1450 indicate an open rglay or the remote
host rejects fhe MAIL From address 1413, the proxy preferably sends an error |
mess—ége and immediately closes the connection. Active Relay testing is diécusséd
more fully with respect to Figure 18, |

If the results of the Active Dialdp test are negative (that is, the proiy does not
categorize the rer;10te host as .a dialup) or the results of the Active Relay test are |
indeterminate (the proxy is unaf;le to successfully conclude Relay fesﬁng 611 ﬁat
connection), then the i)foxy 1401 conducts Active User testing 1901. Here the proxy
identifies a mailhost responsible for processing mail to the supposed sender of the
message and queries that maithost as to whether it will accept mail to that address.
.'lfhese protocol interactions are similar to those used in the Active Relay method but

are not shown on Figure 13 since they do not usually involve the remote host 1400. If




the configured mail host for that address will not accept a reply to the
MAI L From address, then the sender's address is probably forgchA?c%ddae
proxy 1401 sends an error nessage and i mediately cl oses the connection.
Active User testing is nore fully discussed in relation to Figure 19. I|f

t he proxy 1401 does not-reject the MAIL - Fromtransaction 1413.fol | ow ng

the Acti vWOBUE8h, Active Relay and/or Active User testPGRfUS00BI900 i n step
1470 the proxy opens a data connection to the MFA 1402. In step 1472, if a
HELO nmessage was received in step 141Q, then the proxy.sends it to the

MTA. In step 1474, the proxy sends t hé3MAI L From message (received in step.
1413) to the MIA,_ and sends the MIA response back to the renpte host. This
is more ful | e aenfiguredarpilipst for that gddressvall nps ageent a peply toteeMAReFiomoxy 1401
opens the connection 1470 to the MIA 1402, it transfers protocol nessages
(e.g., RCPT aidgss, timnTie sendot’s addressdgprobishly forgadastethe pp8B 140Hdendsad grrdrt93) , and
the dot and quit nessages 1495) to the MIA as they are received. This
occurs tr ansipessagetany imintdiatelyelmacthptomectioh. ActioslUss tdstipaik ndecfufly | t er 1491
that scans:lines of the nmessage header for To: or Cc: lines containing a

| ocal donai ndisbasRd in fefatibh tolkigsren9t find such a header line, as is comonly -
done in junk mail nessages, the Bcc filter 1491 returns an error to the

renote host and gf@egsxaliko Stk 1e NTASI sfers MIA
1402 pr ot ocol resp‘glngeg?(e.lg@wgSOt{aﬁ%lg%ﬁ not.Fﬁng%S%?%éﬁis%fgy{é%ﬁgy'to t he

remot e host {14Q0. LS i ' i} tail.in Fi s 20 and
21.. Wen theﬂ]mrrgg%‘i'rf-gliltja]i e *?%ﬁﬁ?&??ﬁ%%ﬁ%‘@é}ﬁ#ﬁﬁ@fhﬁs @hrleml\?h lf%égnor mal | y
closes the connection,to the pro 4 ich intun.closes the
connecti on tR*PhE e?*"_eﬁr@%”e""nﬂsi'f’g 104% NE]I“% }%Q%Agﬁ‘ &ep h&@aﬁé& TEsPasR at i ons,
e Proxy S| RldceRSa wtep 1418 b the oy sonds i 1 the MTA! T tep 1474, e proy

serids the MAIL From messaée (received in step 1413) to the MTA, and semis the -
MTA response bacﬁ to the remote host. Tms is ﬁzore fully described with respect to
Figure 20.

Once the proxy 14b1 opens the c'onnectio-n 1470 to the MTA 1402, it transfers
protocol messages (e.g., RCPT 1480, DATA 1484, message data (héader 1488 and
body 1493), and the dot and quit messages 1495) to the MTA as they are received.

'- This occurs transparently with the cxceptiﬁn of a conventional Bec filter 1491 that

' scans lines of the message header for To: of Ce: lines containing a local domain name.
If it does not find such a header line, as is comménly done in junk mail messages, the
Bec filter 1491 returns an error to the remote host and closes 2!l connections. The
proxy 1401 also transfers MTA 1402 protocoi responses (e.g., 25 0,.'550, not shown)
transparently to the remote host 1400. This is described in greater detail in Figures 20
and 21. |

When thg ﬁessagc is msfeﬁed successfully, the MTA 1402 normally closes
the connection to the proxy 1401, which in turn closes thé connection to the remote

host 1400. In single-threaded implementations, the proxy simply exits. In-




mul ti-threaded inplenmentations, the proxy deallocates the resources _
(sockets, nenory buffers, etc.) used for the nmessage exchang?.!qﬁﬂYrﬁﬁﬁs
internal state variables to indicate that the nessage i s no [onger active.
Figures 14-23 detail the methods and apparatus of the Active Filtering:

met hods shown in Figure 13. These di agranms use a conbi nation of the

pr ot ocol Wonaisgmge format favored in protocol docunent aPCHHS00BEMWC| ogi c
diagrams for the Active Filter proxy itself as is commonly used in

sof tware docunentation. There are three primary participants throughout the
protocol descriptions, nanmely Renote Host 1400, Active Filter Proxy 1401
and Local MIA 1402. Rempte Host 1400, shown at the left ‘in the figures, is
the host t hamlti-Sirepdedimmlpmentatigns dieproxy deallqcgres fhe respurges SrDCBRAYS host
may be a sending MIA, a telnet session froma user shell account on the
renot e host buffers,&tcOWBEd fir theanessags sxabangerzpdrasety igralsiatecvagiablento  Acti ve
Filter Proxy 1401 is | ocated between the Renote Host 1400 and Local MIA .
1402, and i tndidahatitiie tbssageiisiod lengdr attive. f i gures. Local MIA 1402 is shown at
‘the right in the figures. The flow of mail froma legitimte host to the

local protected piMiAs 1423 ah@iMheintetidde aid fpparats athé lAewveBiltbingn | ef t to
right. The systemfurther interacts with DNS nane servers, as well as the

Sender s copLlgut oA AR 1 Thale ikl oS @ioR e e BRI or 1y 10

Figures 8-1 ctive Filtering design nmay be inplenented in various

forms. Fi Qules.iropha Rl nPeiflof Bddutrrbitide, Bid BER Waprab Pl AcATESS t hat

may or may no e sane host as th al MIA process 1402. -
The system s, applicable.to eac dj of - Fi s 8-12 since the proxy
1401 and thgﬁﬁ'&gﬁgfq‘éﬁsésg?gﬁ?&%ggﬁgﬁ erac E‘il/[|E‘]<%1nq%{§’ﬁ'ma formof Inter ,
Process Conmunications, (1 PC) or i,ntra-procgss comunicati.ons for which the
details of this Dherkpry tbge prispysy hESER G PRIEY desriptons,

namely Remote Host 1400, Active Filter Proxy 1401 and Local MTA 1402. Remote
Host 1400, showﬁ at the left in the figures, is the host that is attempting to send mail
to the local domain. This ﬁost may be a sending MTA, a telnet seséicn from a user
shell account on the remote host, or a SMTP direct session from a user ﬁorkstation.
Active Filter Proxy 1401 is located between the Remote Host 1400 and Loc;al MTA
1402, and is shown in the middle of the figures. Local MTA 1402 is shown at the
right in the figures. The flow of mﬁil from a legitimate host to tﬁe local protected |
MTA is shown in the figures as flowing from left to right. The syétem further
interacts with DNS name servers, as well as the Sender's configured mailhost (Fig.
19). | | |
| Referring back mornentarily to Figures 8-12, the Active Filtering design may
be implemented .in variéus forms. Figures 13-21 apply to an Active Filter proxy
server process that ﬁay or may not be located on the same host as the local MTA
| ;irocess 1402. The system is applicable to each embodiment of Figures 8-12 since the
proxy 1401 and the MTA 1402 ‘are‘z assumed to interact via some form of Inter Process

Communications (IPC) or intra-process communications for which the details of this




| PC are irrelevant. In accordance with the preferred enbodi nent, the proxy
runs on a separate host that is part of a firewall (Fig. 8).okiQigYSigo4t he
proxy may run as two processes on the sane host, using a TCP connectli on
bet ween the two processes. In all cases, the proxy host 1401 is preferably
a Mail Exchange (MX) host.for the |Iocal domain-and is configured to |listen
on the SMM®HER¥? (TCP. 25) for connections from renpt POREIS3HAO0. | n t he
preferred enbodinent, the proxy runs on a Unix systemand the Unix inetd
(I nternet Daenon) program (not shown) i configured (via the
/etc/inetd.conf file). to start a separgse I nstance of ‘the Active Filtering
process wheng eceives.the TCP cq ction to rt 25, Thus, the proxy
process 140 1wk¢a%ré frééjevgnts ihﬁaq%grdﬁ%% é‘ﬁ@@ﬁea*?{ape’&‘f ?Igg‘%l’f@ﬁ‘%’i the RIOXY marision rejected
the nessage or transferred the nessage tqQ the M[A. Connect-Tine | P Address
Filtering OpEfParRiediosighatitrRarqf pdigrwal (58,81 Apyeysn the prxypaydeR as eed wit h
reference to Fig. 14, which is after the proxy 1401 receives a connection
1403 .f r om t hBropespgstoa theossme hosting 8tk qonpection betwpenithetwo pieeespesoxy 1401 gets
the renote hosts | P address and hostname fromthe Domain Nane System
(DNS). This is tipiaizhdey, theeprdxyrhosdl 46 is prefbiablyg MiibExphamec@idEOsf fonct i on to
get the 32-bit | P address of the connecting host and then converting it to

~a dot t ed- quathe te@althimaireard.is ddAgreB1ol{3Rn 20 the SMITR pott (RGP R5)efor cal | s :
get host byaddro to get the renote hostnanme (e.g., "smp.renote.dont) from

the | P addr egghnaflidngRbh ferfté ARG 1200 3B )prdf@redehitolintdde thCRB%Y Shehey Oof DNS
I nformati on about the renpote host. Properly configured hosts have a DNS :

Poi nter (PTR) yh&GQkteh b ] "E‘ﬁﬁ o%rﬂngx and an
Address (A r ecorgl‘?‘ﬂat rrglps t éeta a{negmﬁgg{ e 8{) res g?l%ho%g& address. At
the end of 1 =T T L r g both the IP .
address and é}oﬁxﬁ%ﬂ?ﬁl B%-{g? %gcg{ggt?lr%’g %@%,m%?\%éﬁgp%%mg%‘:% ot e E&we

Filtering process when it receives the TCP connection to port 25. Thus, the proxy ' '

process 1401 handles a single message and exits when it has either rejected the

" message or transferred the message to the MTA.

Connect-Time IP Address Filtering

Operaﬁon of the filter proxy 14dl will now be deéﬁbed with reference to Fig.
14, which is after the proxj 14d1 r'ecei\‘res a connectidn 1403 from the remote host
1400. Starting at step 1404, the proxy 1401 gets the remote host's IP address and
hostname from the Domain Name System (DNS). Thisf'isr typically performed by
calling ther ge_tpeemarﬁeo function to get the 32-bit IP address of the connecting host

- and then converting it to a dotted-quad format (e.g.,192.168.200.201).

Thc i:roxy then calls gethostbyaddr() to get the remote hosmarﬁe (e.g.,
"smip.remote.dom") from the IP address and calls gethostbyname() to verify the
consistency of DNS infopnation about the remote host, Properly ﬁonﬁ gured hosts
have a DNS Pointer (PTR) record that maps the IP address to a host name, and an

Address (A) record that maps the name to the corresponding IP address. At the end of



n indicator as to the consistency of this information. At this stage, the
proxy only acquires namng information about the.remote . ost. yhta QgL
at this point, decide to reject the nessage. In-addition, the . (Nﬂ nistrator -
can provide a filtering configuration rule that blocks mail from hosts* tat-
”33%9 not have a valid DNS configuration. In keeping with the general theme
at Lost of the spam problemis becauseP@¥Ustsonfi gured systens: '

(m sconfigured open ,lays, and the failure of I1SPs to use their own packet"
routers to stop outgoing 9M'P omtheir dialups), there are also nmany
m sconfi gured nane servers. So it is possible e proxy could get a

: I on.fro ny, servers.in. Table 1. _:annectinghost name fronvalid
s SEHANEE bRl g PR PR REEES pitmePia ErEeip P e werl |
‘ % 168. 20%. 200abc. rept e donl92. 168. 200. 200 consi stent info
N Igcalrds e SOPSEtRnRY pihisialopB#iPd2. 168. 200. 99 i nconsi stent info
)2.168. 200. 202unavai | abl en/a i nconplete info Table | At step 1405, the
pr St higigagss fiemeaxyionlt asquires maminglindtmationghowgi remett as trusted. fisted
networ ks are usually defined manually by using a suitable editor. to enter
ost} o dogsmet gbthisqfointy deside tb rejrictihe kfessans. dn hdiditidn, et ed dat abase 1093 (Fig. 7).
The proxy | ooks the host nane or | P address in-a database of trusted

dmiredtator kamaoeide a figterifg qadg@ston ralethat bicks Siall #BasiRsisS Preferably a single
linear file. A host nane, e.g., st37.renote.dom’ nmatches an entry

1at do Retkiaee £l0dHd DS Eb ot 1l 1 ith Q{?lzﬂ] rﬂ% 004 21 MAY 2004 WO
01/38999 PCTI US00131900 37 t E]Zm?g’gt bﬁeg orSva_r ,atzfor the length of the

10sE6Thd PamrbBIaH is BebadsP ¢ B&%&nﬂgﬁretdrsysﬁgtﬁg(misconﬁgured open

lays, and the failure of ISPs to use their own packet routers to stop outgoing SMTP

om their diatups), there are also many misconfigured name servers. So it is possible

e proxy could get a connection from any servers in Table 1.

onnecting host name from valid address from

lost g;thostbyaddr() gethostbyname()

92.168.200.200 = abc.remote.dom 192.168.200.200 consistent info

32.168.200.201 smipremote.dom  192.168.200.99 inconsistent info

32.168.200.202 wnavailable . wa incomplete info
- Table 1

At step 1405, the proxy determines if the remote host is categorized as trusted.
1sted networks are usually defined manually by using a suitable etﬁtor to enter IP : o e St
Iresses of trusted networks into the trusted databasé 1093 (Fig. -7). The proxy looks o
the host name or IP address in a database of trusted network names and IP address
cks. This database is preferably a single linear file. A host name, e.g.,

st37.remote.dom" matches an entry "remote.dom" if the two strings match from



processing continues with display of the greeting nessage in step 1409. If
the host is not trusted, the system proceeds to step 1406, V\h'?qlmh§, Z”ﬂ(EIO
shown in Fig. 13. Here, the proxy determ nes whether the renote network has
been ‘bl acklisted. The proxy conpares the |IP address of the renote host
1400 with entries in the blacklist database. Preferably, the blackli st

dat abase V¥ 0383 %enented as a linear file containing orRCHYS0M/EMer |ine.
Each filter consists of an ASCI| dotted-quad address followed by a forward
slash "/" and the nunber of bits to be ;[}orrpared, for exanple,

"192. 168. 200. 201/ 24", wi th opti onal texfual information such as the date
the filter reat ed, ,the, host n ,.and the:reason. The proxy conpares
the renote tﬁ%@f“%"ﬂ%%ﬁrﬁérs@e}%Pﬁhogﬂﬁisp?rgfs@%‘r@&ﬁng%@‘ﬁ% ng the two I'P
addresses to 32-bit values, XORs the twg values, and right shifts the
result so t Haecessingcanfaues yathidisplay of thypefingmessagesinsterd409.24) remain. If the
result is -zero, then the renote host 1400 matches that particular filter.
However, the proXfthe host i mobtrpstesd, thgsysierh grocidda dkiteps 1406gwhipbisedsohes ot her
than this type of long-term |P-based blacklisting. For instance, the
proxy can i rshbwalén Fiask Hesd, ithegpréwy détanmines whetker thew@dmbeaictwdre bas ekack| i sti ng
for selected types of problens. Blacklisting by domain name is useful when
.an adni ni st rieMdcRIist@d) SHe\peSxyRompared e FPRAUNss Of thi Héikot8Bbst 146000iRerdddst | cul ar
domai-n, e.g., ".KR' (Korea), but does not -anticipate-a need to receive any
l egitimate ' dmkm , i; ; e i .2l L on

dat abase 109%”83?\%‘%@%? a ?'st 0 étﬂ%e(rabr}%gl,lﬁg%%&ig?l%lﬁ’@lego&%%g&g?gn ost nanme

h -1 h on.. Short-
o okl st 1 ngtbeonEe B A B iy Bef OK o BT oh ARCIPMIBERY . ™ et

28825 ch 82 / %@g@%&%y%%%&%@ g%%l "?'San\g%e! nu?n%e}' 8f I:l»ilsrp)'ise go%l;sage%,'%; 21 MAY

example, *192.168.200.201/24", with optional téxtual_ information such as the date the

| filter was created, the host name, and the reason. The .proxy comparés the remote
host's IP address with a filter entry by converting the two IP addresses to 32-bit
values, XORs the two values, and right shifts the result so that only the specified
number of bits (e.g., 24) remain. If the result is zero, then the remote host 1400
matches that particular filter.

However, the proxy can also provide other b}ack_listing approaches other than
tlns type of long-term, IP-based blacklisting. For instance, the proxy can inclu@e
blacklisting by domain name and short-term blackiisting for selected types of
problems. ﬁlacklisting by domain name is useful when an administrator observes a
large amount of junk mail.from a particular domain, e.g., “XR" (Korea), but does noi '
anticipate a need to receive aﬁy_lcgitimate m?.il from those domains. In this case, the
“confi guration database 1098 contaiﬁs a list of patterns, and if the connection hdst .
nﬁe matches any of these patterns, the proxy closes the connection.

Short-term blacklisting can be used to handle temporary situations (such as

remote hosts with bad DNS conﬁgurations) as well as to limit bursts or



retransm ssions of junk mail when long-term blacklisting is not desirable.
Short-term bl acklisting uses an additional blacklist file thag A 04
periodically cleared out by the operating system ‘At step 14 g i¥2t0ne :
‘renote host is blacklisted, the proxy 1401 issues an error reply to the
renote host (e.g., "550-SMIP adm nistratively bl ocked"% cl oses the
connect WOHUBAYE | ogs the rejected connection, and exPETUNORE®At any emmi |
bei ng- ‘transferred. The systemlog 1099 (Fig. 7) nmay be configured to |og
on the local host or on a renmpote hos such as the |ocal MIA 1402. If the
renote host 1400 is trusted or the |I¥ address acquired in 1404 does not

match any entry in the.black]ist .1406 hen. .. Is i r..dl spl ays the
SMIP gr eet FGRFRISHER§&: Jg’b‘éﬁa‘_‘ﬂlﬁﬁ?.mﬂf%%élg%hﬁc%hﬁp fﬁtﬁ%gﬁéﬁé{ éshLogvfmeﬂ n Figure
15 when the renote host sends data on the g@gﬁ%ﬁon@ec‘%i oq1 403. At this
poi nt, t heblcklistingiugss aw edditionablackiisldile thatis § hoeges Al BYd%1 MrA 1402
The proxy connects to the server (Fig. 20) only after validating the MAIL.
From nessagperatidpsystam. of |inear files for the trusted database and the

bl ackli st database m ght not be optimal for performance in all networks..

Accordingly, traskesltenEike emorhost{sblacklisted,dhaproxyl b0l jissnespnerior ef er abl y be
mai ntained in a hashed list or domfile. Blacklisted |IP addresses m ght

preferably, ﬁ&ﬁ;{%&h&ﬂlﬁsﬂ @.gh "5 STSMTR afiaimbaativelShlockdtin) cléses e or even in
Cont ent Addressabl e Menory (CAM for increased perfornmance. The check for

a blacklis ' RfccORe Md&its bahbitApensdtbabgase, seeking
to the ap%?%ﬁ#&é‘talggg’atégs,tﬁgﬁ fefgggi rfa&?ﬁe bi't1 for ttﬁgﬁspeci fiii)ggd bl ock

(e.g., 1923%3&@%%0@&{{3@5 elég 1%%%33’- Helcohfifurki t 16SorPRk lochi Rt éhe bl ock

of address se’it I1s acceptable.. Blacklisted IP

addresses ar e appended AULogRLl Gl |t RhhkAGkhba oAk AhaREoRL MAY 2004

WO 01/ 389981p
the IP address acquired in 1404 does not match any entry in the blacklist 1406, then

the Active Filter displays the SMTP greeting message, step 1409. |
| Processing continues as shown in Figure 15 when the remote host sends data
. on the open connection 1403. At this point, the proxy has not éstablished a
connection to the locai MTA 1402 The proxy connects to the server'(F ig. 20) onlty
. affer validating the MA]L.F.rom message. o
The use of linear files for the trusfed database and the blacklist dafabase might
not be oi:timal for-performance in alt networks. Accordingly, trusted dornain names
(e.g., _“remﬁtc.dom‘?) might preferably be maintained in a hashed list or dbm file.
Blacklisted IP addresses might preferably be mai.ntained'inbiunap, a hashed list, dbm
file, or even in Content Addressable Memory (CAM) for increaséd performance. The
check for a blacklisted IP address conéists of ppeﬁing the bitmap ,database, éeeldng to
the appropriate byte, and reading the bit for the speciﬁ;ad block (e.g., 192.135.140) of .
IP addresses. If the bit is set, then the block of addresses is blanklisted, otherwise it is
ac;:eptable._ -

Blacklisted IP addresses are appended autggn,atic_ally to the blacklist database



39 by various sensors in subsequent filters (i.e., the Active D al up,
Active Relay and Active User Filters), subject to a confi gurégimﬂysﬁdd ng.
This permits the Active Filter proxy to react quickly to floo spam
froma particul ar host.. "However, if the sensor makes a bad decision, then
the incorrect filter nust be manually renoved by - editing the file. MAIL
Message PWG’dE@%"P?\g At Figure 15, the renpte host 1400 rRGI/AEeNs9%eM opti onal
HELO nmessage 1410. In this event, the proxy 1401 sinply reads the nessage
in step 1411, potentially 1ogs the neSéage, and sends a response 1412 to-
the renote host. This nessage is irreFévant with respect to junk mail
filtering, sjnce no access decisjons are de on:the contents of the HELO
message. At X ¥HOYySERsorg RS %WPE&FFG% €4 thg °§E“nﬁ‘§i‘?= AeeRGRAA L From
nmessage to the prox%/.' 1401. At step_1414, the proxy reads the nmessage from
the TCP connéetivediser Filters), mbieshigen conBgurationselting. E'hlsmmllts theldedwssFiltere pr esent ed
as "<nfaddr>", in the Internet address format consisting of the

concat enat i oproxy toaeagt guickiy toefloods@f spirg fromeapirtibulan host.nHoweveriftheer m " MAI L
JFrom address" refers to the entire address passed in- the MAIL From
nmessage, andsehdve niakés balikkdisibn, dfondinniatoiiccy filfee mustibe nidh@aliogibied BAME to the
right of the "@ sign. The filter proxy also ensures that the MAIL From
addr esses fregmingaheslecd |arge | SPs, such as ACL.com HOTMAIL. com and,
YAHOO. com nust cone froma host with the same nanme. This rejects a

consi derabl e anbunt of spam since spanrners often forge addresses with

wel | - known domai n-nanmes. This aspect, however, is usually only useful for

. large | SPs. %%%%&E proxy checks the MAIL From address to
determne if “WD 01138999 PCTI US00/ 31900 40 . ,

At Figure 15, the remote host 1400 may send an optional HELO message

141l0. In this event, the proxir 1401 simplf reads the messége in step 1411, potentially
- logsthe meséa_ge, and sends a response i412 to the remote host. This message is
_ irrelevantr with respect to junk mail ﬁlteriﬁg, since no acéess decisions are ma;ie on
‘the contents of the HELO message.
Atstep 1413, thé remote hoét 1400 sends a mandatory MAIL From message to
- the proxy 1401. At step 1414; the proxy reads the message from the TCP conﬁeéﬁon.
The message must contain an email address, represented as "<mfaddr>", in the |
Internet address format consisting of the concatenation ofa user name, "@" sign, and
domain name. The term "MAIL From address” refers to the entire address pas'sed in
the MAIL From message, anci the term "MAIL From do_rhain" refers to thé doniain _
name to the right of the "@" sign. The filter proxy also ensures that the MAIL From
addresses from selected large ISPs, such as AOL.con_i, HO’IMA]L.com and
YAHOO.com, must come from a host with the same name. This rejects é.
considerable amount of spam since spammers often forge addresses with well-known
domain names.- This aspect, however, is usually only useful for Iérge ISPs.

At step 1415, the proxy checks the MAIL From address to determine if the



renote connection is fromanother Active Filtering proxy 1401. For

I nstance, suppose host A and host B both have an Active Filt iM‘ﬂYFHW
handl i ng i ncom ng email connections. Host A opens a data conhection to
host B. In turn, host B opens a reverse test connection back to host A
When this happens, host A nust recognize the reverse test connection so
that it W@é’éﬁgﬂg? propagate a cycle where each proxy opBRYUSESIWPse test
connections to the other, until either the initial connection is termnated
or one of the proxies runs out of resgurces. This can be handled in

vari ous ways, such as using a reserved MAIL From address, (e.g.

"rel ayt est @ost b. sonenet ..doni') ..t | o]t LAy Gat : this s a relay
Ceat At or RER/SRGEean S PR &R SktapibBEL 6T, Bolifhnd bibgl Tt
maybe sent by host B tq indicate fhat. the connectjon is a reverse test
connect i on. hwaﬁ%éb%&he@hawﬂn%BV#IHF@&W%@@%%@B&'= i nvention,
the Active. Filtering proxy uses the reserved address "reverse" with the
| ocal "donai sonmsstions nHoskAcipensadaiaeonpection (ohefeBt I, hastd ensserved address
is used by all Active Filtering proxies. Continuing with step 1415, the,
proxy 1401 rdveskssticbnebifon bakk arhartidr §€lenttlns heppens, hosid mhstirecognine tiens t he
reserved nane "reverse" before the @synbol. |If so, the proxy issues an

error repl yreléibteftRohdbetidn ¥oaRit NoeoNGIPEspagate abgklewhirs cachroxyespehy/i ng  pr oxy
then cl oses the connection when it detects this address to prevent abuse by

spamrer s whBisofalt chB@Efons b fhe oBRE MEreiderihe Sitial kBrriebiich i§ &Minatdderr enot e
host (e.g., the proxy at host B) will not be able to test the | ocal host

“(e.g., hostoﬁbf@%‘) EBhs e bF Sé_&.éés! be possible. At step 1417, the proxy

)
filter 1401 skips ‘subsequent checking of the MAIL Fromargunent if the

Ga im stop 1405, Tyee pngis Rl AR A na AR Bidf <37 (01O

2004 WO 01/ :;3(;3 99 PCT/ US00/

ess, (e.g. "1e aytestéll't?s(t)b(?somenet.dom“) to explicitly indicate that this is a relay
test. Alternatively, an Extended SMTP (ESMTP) command such as "XREVTEST"
may be sent by host B to indiéate that the connection is a reverse test connection.

In accordance with the preferred embodiﬁent of the invéntion, the Active
Filtering proxy uses the reserved address "reverse” with the local domain name on
each reverse test connection. This reserved addresé is uséd by all Active Fiiteripg
proxies, Continﬁing with step 1415, the prt\)xy 1401 checks the MAI'L From address to
determine if it contains the res'erved name "revesse" before the @ syrﬁbol. If so, the |
proxy issues an error reply 1416 on the incoming connection and exits. The receiving |
proxy then closes the connection when it detects this address to prevent abuse by
spammers who might leam_this reserved address. In this case, the remote host (e.g.,

the prox.y at host B) wili not be able to test the local host (e.g., host A), but email will
still be possible. | |

At step 1417, the prox& filter 1401 si(ips subsequent checking of the MAIL
From argument if the connecting hostname matches a trusfed database entry, using

. the same method as in step 1405, or if the MATL From address matches an entry in



41 the systemwhitelist. The trusted database identifies networks with
which there are long-termtrust relationships, so that any u§qrM)f\?%(ﬂne
of these domains can send mail without restriction. |If the domain i's
trusteéd, step 1417, processing continues with step 1470. Also at step
1417, thewfi %er ski ps- subsequent checking of the MAIL From argunent if
the MAIL PPIAPERUress (user @lormai n) exactly mat ches an RCWUS00B1908 he
whitelist database. In the preferred enbodi ment, the whitelist file is a
text, file that contains addresses (OQ per line) that are periodically
m ned from sendmail log entries for out goi ng -("to=") nessages. These |og

entries are E N the.l | _.organi zati.on .to destination

addr esses on&gti’#egr%‘%%‘?%#’ k'is;ﬁ,.é %18“%\8%?%53 'td%'é s é&f’flﬁe‘ﬂflh’o‘ﬁgc%ﬂﬁﬁé‘é%es to
thewhitelist, file will ensure that the proxy will permt, incom ng emnail
from those pBPEHHE uptselations Ps’qug?"é ARNFEr SUR puegfi these dompigseanesend t he
whitelist database maybe inplenented as a hashed database (e.g., dbm
files, or evapl ‘(Yﬁbﬂl@fwcﬁpﬁ-ggﬂheé‘?mﬂlﬂ 1§ trusteddsterokdd 7mroeissing continiiesotithst entry,
processing continues with step 1470. The difference between the trusted
dat abase 109%epaldd.tAlso atistepdidil & itheifiltenskipesubS@derit shdckiniz of fierMAMUEB#cad host s,
mail is permtted fromany user on the renote host to any user on the

| ocal host:. d#Fgumenhiftiel NMATL Bt dddsess (WBer@domalhs exdctly GfitcdBd 3h g fHee naned
user on the renote host to any user on the local host. If the incom ng
connecti on iwhifelét defabkf a rel ay test and the nessage does not match any
of the trust criteria, then in step 1418, the proxy 1401 attenpts to open
t he reverse test[n fﬁ@ﬁﬂ@&'}éd%bﬁ)gin{ehétﬂe%feﬁstl}i@éﬁs ﬁi{%&)gge tﬂmc%nfa St P! cal | y

performed by calling” socket() to acquire a soc ructure to nmanage the
connection tgQa Qf: . 1400... &+ hen calling :

- connect () toaﬁcrhg%l%%(sota éPﬁ-ehntﬁg@avﬁ;{% sc(L)JE}E]\%ggﬁeﬁ? %’ selécg{‘éd{)'%)ggﬂmgs connecti on

using the S%ﬁ@gfng (%%a-'%\éss%%gs? ese olg/e% %ggrcpi.‘grlnu s'(,)e(x)lt );'tgx(e)?ocal |

organization to destination addresses on other networks, so adding these destination

addresses to the whitelist file wlill ensure that the proxy will permit incoming email
from those persons that local users have sent mail to. Howéver, the whi‘telist database
may be implemented as a hashed datab.ase (e.g., dbm) files, or even could be disabled.
If the address matches a whitelist entry, processing continues with 'step 1470. The
difference between the trusted databasé 1093 and the whitelis;t database 1094 is that

for trusted hosts, mail is permitted from any user on the remote host to any user on the
local Host. For whitelist ent;ies, mail 1s permitted oﬁly from the named user on the
remote host to any user on the local host.

If the incoming connection is not itself a relay test and the message does not
matéh any of the trust ¢ritéria, then in step 1418, the proxy 1401 attempts to open the
reverse test connection to.‘ the remote host 1400. This is typically perfbrmed by calling
sﬁcketo to acquire a socket s&ucﬁe to manage the connection to port 25 of the
remote IP address 1400, then calling connect() to request the networking software to

establish a TCP connection using the socket.




42 In. step 1419, the proxy 1401 checks the status of the connectO call.
TCP networ ki ng i npl enentations by convention return.a status Qfl I\ﬁﬁ{{chddh t he
connection is successful, otherwise TCP returns -1 and sets an error
nunber to indicate the specific error. If the reverse connection is
successful , then the proxy continues with step 1450 t erform Active -
Rel ay t'egiq%b"ss(”?i g. 18). However, if the reverse conne&f’gﬁ"- 3&?‘505, then the
proxy continues with Active Dialup testing in step 1420 (Fig. 16). In this
case, the connection nust have been bl ggked by the renote network (the
renot e host - 1400 cannot be offline since it has just connected to the
proxy server). | t,18f S _ ' keh Lo ctively
refused by the rfeﬁngng%%zlﬂg’st?éﬁggl or&?%%q%as@%%%e‘uc?g?s 61:%?5% Il result
in an error of ECONNREFUSED 61. |na few case the rempte n LK may

ST ont 1y bt BeiorRERRBRATnS B paa e e Sl b G R
giving an error response. In this case, the |ocal networkin soétware will,
return ETI VEwscessibptheswisn TCRaetpsr] and sebsian eps pupmberjoip Batﬁﬁ’f’gb‘?ﬂ %ation As
noted above, email fromdialup PCs running direct SMIP programs is a najor
pr obl em si newot HEths peverse comsetionsie suosessiul, dippdbn Brexy onteucs withisteptidedl fiel d
~or nessage header field. Approximately one-third of the junk mail attenpts
are from | ShaicahurtiscRelegtesting Figz 8pammer al nost al ways uses a rel atively
I nexpensive "throwaway".dialup account with an Internet service provider
(1SP). These di ajfoReverGf b Réversexpimeatidnyfaitgiien drrpr@iytonti@reasithrictive c s

| nposed by their respective | SPs. Because of the use of dynam c nane

al l ocati on 18, testildGh btep 142 PETAUD). B thidlcise] thE corfhbitivh @tisEBavebbén | SP permi ts
the user to onl egperateeﬁas ac iuﬁt. That 1s, the ISP uses its 21 MAY 2004

Vo 01/ 38 999 bﬁ)gﬂ-é&@% éﬁl%Peonetwogk (the remote host 1400 cannot be offline since it has

just connected to the proxy server). In most of these cases the connection will be

actively refused by the remote host 1400 (or its packet routers). This will result in an
error of ECONNREFUSED 61. In a few cases, the remote ﬁetwo:k may silently block
~ the TCP open request to the remote host 1400, without giving an error response. In
- this case, the local networking software will return ETIMEDOUT 60 as the network

€ITor,

Active Dialup Categorization
As noted above, email from dialup PCs running direct SMTP programs is a

 major proBlém' since the spamine: can use the program té_forge any protocol field or

message header field. Approximately one-third of the Jjunk mail attempt_s are- from

ISP dialup addresses. The spammer almost aiways uses 2 relatively inexpen'sivé

"throwaway" dialup account with an Internet service i:rovider (ISP). These dialup

accounts typically have certain characteristics ihlposéd by their respective ISPs.

Because of the uss of dynamic name allocation (e.&,, DECP) and because of pricing

strategies, the ISP permits the user to only operate as a client. That is, the ISP uses its



43 packet routers: to block network service requests such as SMIP to their
di al up users. The second characteristic of dialup accounts i%ﬂﬁg&iﬁlﬁ

| SPs use a regul ar nam ng schene for such dialup addresses so as to

si mpli*fy mai ntenance of .the DNS dat abase. The nanes frequently include

deci mal O heig@ﬁeci mal “representations of the last byte of the |P_ address.
In Fi gure™PBVSRE proxy 1401 continues with Active Di alRfF/GR90/BE00 on at step
1420 after determning at step 1419 that it cannot establish a reverse test
connection to the renote host 1400. T 'hs method is perforned only for

untrusted hosts, since the reverse connection is not attenpted for trusted
hosts, step i te . 1401 t.s .t etermne if the
T address or &ﬁgﬁ?ﬁgm,ﬁ%@gc%%%rg;saglcﬁ%e%ﬁ%sltsa u%rbas ry ‘ﬁ‘ﬁ‘e‘{ %8]% i“ﬁefrﬁlp ,
dat abase. Thg, Di al up,confi.guration ~database 1097 (Figure 7) lists blocks
of non-dial u ﬁaﬁ?&‘?"@@@’?"tﬁg 02%]‘1‘7&\%?@“ att“??é”sglg ey TPgRIRTdRmiRg | up (i . e.
w Il not accept a _reverse connection and have a sequential nam ng schene)
but that ar ewimmrﬁﬁphﬁbﬂum@dmsmsgw tosiaplify maipteaanca af thePNfodatabase

sequenti al l y-named mail hosts with some mail hosts dedi cated for outgoing

mai | and sofie nagiek frogueptlylindlude dertinil or héxadesirhal gepnesentatiohis of thaddshbpge Wi t h st ep
1421, there wll typically be only a few entries in this database because
nost non- di adfitiesIPaaddresdiar act eri zed correctly by the Active Dialup nethod.
The remaining entries are common across the Internet and. can -be '
pre-defined and th Fidudd 163 thePreXyd 401 Edntibled WithQRCtive DAY detdctiol@stdpe necessary
to add an entry to this database whenever any ISP installs or renanes a

bl ock of mai iﬁ@%ﬁ&&t%irﬁ%%pmatliﬂ'éﬁ&d%:ﬁiﬂﬁﬁl?areb%?ie@ n%%ﬁoﬁﬁf' be
[ e address bl ocks

centrally distributed. It s preferable to I'lst these few

than to att | fah - 9SS i ) S, lEeaddresses in
step 1421 a?‘gp%#’}é’ %%%E%dﬂe%gﬁggﬁg f@gﬁé&af&@k&%@%ﬂ&?@ﬁﬂ R}ﬁ% B804 vo
01/38999 Pmle%%ccexgog&e%ggn is not attempted for trusted hosts, step 1417.

At step 1421, the proxy 1401 attempts to determine if the IP address or domain
name matchés a non-dialup entry in the dialup database. The Dialuﬁ configuration
database 1097 (Figure 7) lists blocl;s of nén-dialup addresses tﬁat otherwise meet the
criteria for dialup (i.e., will not accept a reverse connection and have a sequential

: naming scheme) but that are known to not be dialups. For example, an ISP may have
sequentially-named maithosts with some mailhosts dedicated for outgoing mail and
some mailhosts dedicated for incoming mail.

R continue with step 1421, there will typically be only 2 few entries in this
database because most non-dialups are characterized correctly by the Active Dialup |

- method. The remaining. entries are commnton across the Internet and can be pre-defined

. and installed along with tile proxy server. It ﬁy be necessary to add an entry to this
database whenever any ISP installs or renames a block of mailhosts that appear much
like dialups, but this too can be centrally distributed. It is préferable to list these few
address blocks than to attempt to idenﬁfy all possible dialup addresses.

The addresses in step 1421 are preferably expressed as a dotted-quad IP



44 address, 'a slash "/", and a nunber of bits to be matched. For exanple,
the filter. 192.168.200.201/24 matches all addresses betmeenZ%%EA¢ 00.0
and 192.168. 200. 255. An address matches a particular filter 1T The Tilter
address 1097 (Fig. 7) and the renote host 1400 |IP address match for the *
speci fied nunber of bits. For exanple, the I P address 192.168. 200. 29

mat chesWOHA38? t er 192. 168. 200. 201/ 24 because the t wBCHUMNSLWRs are
identical for the first 24 bits, i.e., 192.168.200. The preferred

enbodi nent uses a flat ASCII file strycture for the dialup database. If

the requirenment for non-dialup entries grow significantly, other

representatjons: ( ed lLists, d fil.es r M : i rable for

per f or manc mgéﬁgﬁagbﬁﬂqndgﬁgmpgogg]ﬁ@sbgnﬁg@gﬁg@}rgﬁgﬁ lﬁ’Brg‘g/,gﬁ%hen the proxy
1401 bypasses any further dialup testing, d pr eds to step 1901. Rel ay
testing i 519?@1639%9893%@3%’11%@@ aglfirgsses bgtyesn ﬁ?gsl%zﬁéiﬂgdet ernined that the
reverse connection cannot be established to the renote host at step 14109.
If it doesl9ot68PADERS.ahy adsngss matches hpartientardilter ifithe filier addrpssd0PT  proceeds
with dialup testing in step 1422. At steps 1422-1424, the proxy 1401

conpar es t (Rig.Imaamd té rentvee wen#O0 TP adiréss statchviot theisperifiedmudibet of bitsi ghbor s,
using a heuristic approach to correlate a sequence of hanmes as dial ups

or' non- di afatgemple, thé P MREELTIAG8200.09 niatohes the filter FOANEBE0020HR4 of ten match
points are required to classify a renote host. as a dialup. This approach

takes i Nt Q. aee Ml YvolbRGedseIRL fchital for ¥R LN 1929682006 i n the nane,
and sequential nature of host nanes near the IP addr ess of ‘the renote host

1400. At step j‘ﬂ?eémé@&én&#o%%&g?&s%@ﬁﬂ 1RSER I AaRRrofor %GOt € host 1400

for certain sequences an or subtracts points. -The node name is the
AR B N N S I e
this i _nf or 'rf?ﬁﬁeise%rt]aﬁrdaso hshed ﬁ?tg,r mI e:;[, rc]n? cih)'v:% bzeo&g'irxﬁe o%g’éo%%%nce E
reasons. If the IP address mat-ches any entry, then the proxy 1401 bypasses any further
dialup testing, and proceeds to step 1901. Relay testing is not copducted since the
filter has already determined that the reverse connection ¢annot be establisi:ed to the
remote host at step 1419. Ifit does not match any entry 111 the non-dialup list, then-it
proceeds with dialup testing in step 1422. |
At éteps 1422-1424, the proicy 1401 compares the name of the connecting host
with its immediate neighbors, using a heuristic approach to correlate a sequence of
names as dialups pr'noh-dialups. In the preferred embodiment, a threshold total 6f teﬁ
match points are required tb classify a remote hbst asa dialﬁp. This approach takes
into éccount ﬂ1e remote host name, character sequences in the name, and sei;uential
.nature of host names near the IP address of thé remote host 1400. |
At .step 1422, the filter scans the node na:ﬁe of the remote host 1400 for
certain sequences and adds or subtracts points. The node name is the part of the host
name up to the first period, For example, the node name for "dial-37.rémotc.d0m“ is

"dial-37". The prefcrred embodiment obtains this information from an entry in the




PCT/ USOQ/ 31900 45 dial up configuration database 1097 (Fig. 7), which
contains text strings and associated points, separated by a glﬁq‘ﬂ 5.20 as
listed in Table 2. dial/5 ppp/5 slip/5 dhcp/5 sntp/-5 nail/- EL f
the preferred enbodi nent of Table 2, five points are assigned if the node
name contains "dial", "ppp" (for Point-to-Point protocol), "slip" (for
Single Liweomgess or "dhcp" (for Dynam c Host Confi gur gigramsedls@bgpcol ). Five
points are subtracted if the node name contains "sntp" (indicating a SMIP
host) or "mail" (indicating a mailhost). O course, other sequences. and
poi nt values may al so be used. The ab_oﬂé configuration data can be
extended to include other sequences that may subsequently be associated
with dial up %aup sonfigemation datsbaseot097 (gt B, whiok containgisktstrings amhansociatetl | P
address assigned in DNS, as described for step 1404. That is, a call to
get host byaddpaiuts seppeatdddstaisiash i asdistell in Tahilé 2. or the returned information is
not consistent. The Dialup DB 1097 has a Rej ect unknown-dial option to
~either reject the conggpsi on with appgsror nessagelipssdi cating a DNS nami ng
error or continue processing, thus relying on other filter layers to catch

‘the problem At step dfigA the proxymkf@l conparesyfipg node nane of the
renote host 1400 wth its neighbors and assigns additional points if the

nanes appear to follow a sequentialpQgfgRg schene. Further to the
. preferred enbodi nent, the proxy conparées "nanes of nei ghbor hosts by

perform 19, e | ) bl RSk SRR e RS o Rh " D 1
address) of B shmamns @idl? Shoph 7 pofnctodboint protosol: elip” or SngieTame i 0 ' " F1 O
or "dhcp" (for Dynamic Host Configuration Protocol). Five points are subtracted if |
the node name contains "sﬁlt;;" (indicating a SMTP host) or "mail" (indicating a
mailhost). Of course, other sequences and point values may also be used. Thé above
configuration data can be extended fo include other sequences that may subsequéntly
be associated with dialup hosts.
Not all remote hosts have a consistent name and IP address assigned in DNS,
as described for step 1404. That is, a call to gethostbyaddr() or gethostbyname() will
fz;iI, or the returned informatjon is not consistent. The Dialup DB 1097 has a Reject-
ﬁnknbwn—dial option to eii;her reject the connection with an error message indicating a
- DNS nﬁtﬁing error or cdntinue processing, tﬁus relying on othér filter layers to catch
| tﬁe pru.o_blem. | | -
At steﬁ 1423, the proxy 1401 coxhpares the node name of the remote host 1400
with its neighbors and assigns additiongl points if the names appear to follow a
sequential naming schéme. Mer to the preferred embodiment, the proxy éompares
| némes of neighbor hosts by performing the following actions for all IP add_fessés that

are within the range nnn-10 to nnn+10, where nnn is the node address (last byte of IP

address) of the remote host 1400. Details of step 1423 are provided in Fig. 17. For



WO 01/ 38999 PCTI US00131900 °

renote host

63.11.217.117,

nei ghbors.

46 exanple, the follow ng Table 3 for a
1Custl 17.tnt5.salt-1ake-city. ut. da.uu. net at g K¥2004
shows the I P addresses and node names for |ts nearest

O fset -

63.11.217.108 1custl 08

lcust 110wo &/%8%ol11. 217. 111 | cust |

63.11.217.113 1cust 113
15. -1 63.11.217. 116 -
cust118 2 63.11.217.119 1 custl
'63.11.217.121 lcust121 5 63.11.217.122 |custl122 21 MAY 2004 9 WO 01/ 38999
PCTI USOQ 31@8@nple, the following Table 3 for a remote host _

| P Addr ess Node Nane
-8 63.11.217.109 1cust 109 ..

-10 '63. 11. 217. 107 1lcust107 -9
-7 63.11.217. 110

11 -5 63.11.217. 112 pcrarsed/31900 - 4

-3 63.11.217. 114 lcust114 -2 63.11.217.115 | cust|

| cust 116 0 63.11.217.117 1lcustl 17

1 63.11.217.118 |
19 3463.11.217.120 1lcustl20 4

1Cust117.tnt5.salt-lake-city.ut.da.uu.net at IP address 63.11.217.117, shows the IP

addresses and node names for its 20 nearest neighbors.

Offset

-10 63.11.217.107

. IP Address Node Name

63.11.217.108
63.11.217.109
63.11.217.110
63.11.217.111
63.11.217.112
63.11.217.113
63.11.217.114
63.11.217.115
63.11.217.116
63.11.217.117
63.11.217.118
63.11.217.119
63.11.217.120
63.11.217.121

63.11.217.122

lcustl07
lcust108
lcust109
lcustl10
leustlll
lcustl12
lcustl13
lcustl14

1cust115

- 1custl16

lcust117
lcust118

1cust]119

lousti20

lcusti21

1cust122



47 663.11.217.123 | cust123 763.11.217.124 | cust124 863. 11.217.125 | custl 25.
963.11.217.126 | cust126 1063.11.217.127 |custl 27 Table 3 - Negaﬂﬁﬁyg&lll P
Addresses for Renote Host 63.11.217.117 This exanple shows h i

parti tul ar TSP sequentially naned its hosts over -the range to be
considered (and, indeed, throughout the entire block of addresses). In
this caseMOd3%8t byte of the IP address is identifiedcilussesiog i n t he
node nane, but this 1is not necessary for this approach to work. The proxy
can consi der either node nanes or conpl gte host nanes in evaluating

whet her the rempte host exists within & sequential nane space. In general,
it is nore efficient _to.C i -nod anes, however, an | SP can organize a
di al up nane space s8 t@eﬂtqrﬁhgséeg Ellz al nam ng schene occurs within an
intermedi ate node of the nape, such as the I P addresses 24.65.51. 66 and
24.65.51.67 for the Aarfdsll-21Z:186 3qustd4on. wave. hone. com and

~ 24.65.51. 67. on. wave. hone. com respectively. At step 1424, the proxy 1401
conpares the total c8rr6drl.21ddBer lofsti?tch points from steps 1422 and 1423
with the threshold nunber- of points (10, in the preferred enbodi nent)
required to charact egi 3.1t 71260leustiaé6t as a dialup. If the nunber of

mat ch poi nts exceeds the threshold, then it exits, step 1425. O herwi se,
nmessage transfer contg ngEe.AR7St&Ri12901. 21 MAY 2004 WO 01138999

PCT/ USOO 31900 48 At step 1425, the proxy 1401 issues an SMIP error
nessage (e.g., "550 _ o :

Table 3 - Neighboring IP Addresses for

" Remote Host 63.11.217.117

This example shows how this particular ISP sequentially named its hosts over
Vthc range to be considered (and, indeed, t_hroughout-the entire block of addressesj. In
this case the last byte of the IP address.is i&entiﬁéd directly in the node name, but this
is not necessary for this approach to work.

The proxy can co::sidér cither node names or com;iléte host names in
evaluatiﬁg whcthqf the Vremot'e host exists within a sequential Vname space. In general,
it is more efficient to consider node names, howe_ver, an ISP can organize a dialup

‘narme space so that the sequential nammg scheme occurs within an intermediate node
- ofthe namé, such as the IP addresses 24.65.51.66 and 24.65_.51.67 for. the names
24.65.51.66.0n.wave.home.com and 24.65.5 1.67.on.wa§e.home.com, respectively.

At step 1424, tile proxy 1401 ‘corrgpares the total current number of match
poitits from steps 1422 and 1423 with the threshold number of points (10, in the
preferred embodiment) required to characterize the remote .host as a dialup. Ifthe
nﬁmber of match points exceeds the thre_shold, then it exits, stép 1425, Otherwise,

message transfer continues with step 1901.




apparent di al‘up") and exits, thus closing the data connection w thout any

emai|l being transferred. In the preferred enbodi nent, the pr gs‘
the rejected dialup and adds the | P address of the renote hos?)‘i%ﬁgﬂ#ﬁ@d‘P

bl ackl i st dat abase. Figure 17 shows further detail of the processing fl'ow
for step 1423 in accordance with the preferred enbodi nent. Step 1500

calcul at ¥O/8Pbit | P address for the renpte host, WRCEASPHIIMPed in step
1504 to calculate the I.P address of one of its 20 neighbors. Steps 1501,
1502, and 1503 performthe remaining steps shown in the figure for x;10 to
x=+10, inclusive, while skipping the r te host at x=0O Wien the loop is
finished, the proxy exits to step 1424 of Fig. 16, which classifies the |
renote host as aAdpiaP ifrdothe pexy dfQl issren a3 TE FTpRmessags, ’asg@ nunber of
match points. Step 1505 limts the name conparison to the 8-bit (Qass Q)
addr ess bl oehpartm tialupShendierits, thue closinp the dasennestien, without grpemaiheing r enot e
host name in one ISP with neighbors in a block operated by a different
I'SP. |t XORsrahdferrsd? Hvite prdferpeddinbadinfent; thetpeoxyrdsodbgsathe rejeutrd didlep #id addr ess
for the renmote host and shifts the result right 8 bits. If the result is

non-zero, thgds thi'p 4HAt8\$Ahe remiof Hobt 13 tib Hldckliqdatabshdr ess bl ock than the
renote host, and is skipped. Thus, the range is absolutely bounded by a

“m ni mum node ad Vs Rfleric DR 6 AP Ok AW Rt Stepf142Pm SO that the
conparison for rg{ te‘%i(;gts 192. 1,e68. 200."2 would only cegnsi der node

addresses | Lol dd. 0 phferredlnBbflont. Sey0f LBHRAL b AS.LAAPEIakA Of Ner

8-bit bl ocks 0 dresse nimum ten a esses W ways be

cone der e 1RL2 AR e MRASIEAL G T8 SN ufle Mool 0 10) °0
o 5h st b JRPSh e RgTRLED, L o
's at the e rf]igur%fforaxi)ll(? _t%i;=§l-?('),%ﬁdlus%v%,zw}:}i:lge%k%pi(i)ﬁgzt?lg i'engorgg host \zla\ii 1|:=|0 When
the loop is finished, the proxy exits to step 1424 of Fig. 16, wilich classifies the
rcmOté hostas a diallip or non-diatup based on the accumulated number of match -
points.
Step 1505 limits the name comparison to the 8-bit (Class C) address block that
contains the remote host to avoid comparing a remote host name in one ISP with
neighbors in a block operated by a different ISP. I XORs the 32-bit IP address for the
neighbor x and the IP address for the remote host and shifts the result ﬁght 8 i)its. If
- the result is non-zero, then the‘ne.ighbror xisina ﬁﬁ&eﬁt address block than the
remote host, and is skipped. Thus, the range is absolutely bouncied by a minimum
node address of 0 and a maximum node address of 255, so that the comparison for
remote host 192.168.200.2 would only consider ﬁode addresses from b-l and 3-12, in
order to avoid compaﬁng names in other 8-bit blocks of addresses.-
At a minimum, ten addrésses will always be considered. Preferably, 10 names

are matched out of 20 (n-10 to n+10) so that if the remote host is at the beginning of 2

block, e.g., 192.135.140.0, then there will still be ten opportunities to match from 1 to




still be ten opportunities to match in the range 245 to 254. Steps 1506 and
1507 cal |l gethostbyaddrO to get the host structure for the i r

whi ch contains the host nane. Errors do not term nate the con%a(rmggr?,db';
Since“there may be gaps.in the DNS information near the rempte host. Steps
1509 and B%’E”Jlg %?rrpare t he respective lengths of the renpte host name and
its neigh 89 either is nore than one character |HETGE03KMh t he

ot her, then skip the neighbor x because the two nanes do not appear to be
part of a sequence. Step 1511 scans forgard and backwards to identify the
sequence of non-matching characters in"the names of the renote host and

its nei ghbor}ﬁ and e remﬁé%&'iffttﬁ@%mfgﬁ%@iﬂ?g%’%ﬁrlézfgﬂfogs {ae;&;ag 1 han

characters her " string ts
t hr ee char act |n | e t hen sk the.n or x because the two nanes
~do not appeaf tﬁ ‘?ftB‘é q?gagmg?s%n?é%% émgg%% %3?3 scans the two strings.
fromthe nanes of _the renpte host and . the ?hbor X to determne if

S 5]

ei ther contains atFRea0eadE07 68l 52 E;’V%ddr@t%g thg hesi strectyre forithe ¢ he range
a-f. If so, it sets the hexnode flag. In step 1514-1516, the proxy 1401
checks t he. hesighbaex,which mmélmmstmhﬁrrmmwtmmatme bargparison,o a
hexadeci nmal or  deci mal- val ue, based upon the setting of the hexnode fl ag.
In step 1517si11d§1&ren1apb@gapxjnﬂmmﬂiafousatiohmea'bhmbmbtehdktssmpeesmaindeen t he
two nane sequences. |If the distance.is |less than or equal to. the absolute

val ue of x, IN16mompdie tHeaespectiveiedgths bDthb eenfds Hosifant M@ G GEigEbGRRAIFt he mat ch
counter is increnented. For exanple, Table 4 shows the distance as

correl ated tethkiig ndftd B8t one &%ct%né&ﬂmﬂﬁ%i&?ﬁhm@ﬁirom%bgfxt he renote

host 63.11.217. 117, based on the information in Tab shown in thi-s

exanpl e, the,dist aR QOur nearest nei ghbors 21
MAY 2004 WO 01138995‘@%%%%@8%%%%5%%%% a(fgﬂélé:al ly equal to the

difference in | Ps"i‘é}dlrs?ﬁca}{?%o%%d aLE'Hfbk&E&ﬁs BABER RS sdifibdce OF 2

non-matching characters in the names of the remote host and its neighbor x. This
sequence may contain substrings of matching characters, but as shown in step 1512, if
either string is greatef than three characters in length, then skip the neighbor x because
the two names do riot appear to be part of a sequence. -

- Step 1513 scans the two stririgs from the names of the remote host and the
neighbor x to determine if either cont;lin's a hexadecimai—only digit, i.e., a characterin
the range a-f. If so, it sets the hexmode flag. In step 1514-1516, the proxy 1401 |
éi;écks the hexmode flag and converts thé séring forthehostxtoa hex_adecimal of
decimal value, based upon the setting of the hexmode flag, |

Iﬁ step 1517-1519, the proxy calculates thé absolute distance between the two
name seqﬁences. If the distance is less than or equal to the abéoiute value of x, then -
the names appear to be part of a sequence and the match counter is incremented. For
example, Table 4 shows the distance as correlated to'.the offset x for the four nearest
neighbors of the remote host 63.11.217.117, based on the information in Table 3. As

shown in this example, the distance calculated for each of the four nearest neighboré




sequence. IP Ofset (x)IP AddressNode NaneD stance -263.11.217.115l custl 152
-163.11.217. 116l custl 161 063.11.217.117l custl 17ski pped :

163. 11. 217. 118] cust 1181 63.1 1.217.1191cust1192 Table 4 - Di s24MABYiZA04 p
Addr esses Nei ghboring Renpote Host 63.11.217.117 The preferred enbodi nent.
detailed in Figure 17 provides categorization of a-dialup host based upon a
| i near 00911829 on of its neighbors' host names. It d®EF/USHY3ILWqui re each
host nane to directly encode its |IP address (as shown above), but also
permts other linear relationships. Ié-correctly handl es address bl ocks
that have one or nore legitimte nai(hosts, usual |y at the begi nning of
the bl ock, ,bhut use the rest,.of the _bl.qock for djal addresses. It permts
di scont i nui§ifexically eai t?lg’ﬁiglfgeﬁ%%fn Igrqggqcaee\@?qeﬁéhusrtgggqxgesiﬁgyaq Edhart of a
nane sequence that is sufficiently long. It correctly handles node
addresses &quene- top (e.g., 255) and bottom (e.g., 0) of a Cass C block of
addr esses, where nane discontinuities are nost likely to occur. It also
permts fixed-width nanes (e.g., "001" through "255") and variable-w dth
nanes (e.g., "1" through "255"). And, as indicated .in Figure 16, it

pernits eith ci nal exadeci ggal codin 21 MAY 2004 WO 01/38999.
PCT/ | 3500131%9%%(75%9?%%@‘?‘8% ed e%gaﬁnﬁggt s%isfﬁug?rent s these Active
Di al up nethods wig h thegbhpsid st fikiserns1406 (Figure 14). Bulk mailers who

use the SMIP direct nechanism wll typically retry fromdifferent
(dynami cal |y assiigned) bR1h2tLESses leustitléf r equentll y

0 63.11.217.117  1lcustll? skipped
1 | 63.11.217.118  lcustl18 1
2 6311217119  leustlld 2

Table 4 - Distance for IP Addresses

Neighboring Remote Host 63.11.217.117

The preferred embodirﬁentl detailed in Figﬁre 17 provides categorization of a
 dialup hést based upon a linear correlation of its neighbors' hos£ names. Itdoesnot
require eacﬁ'hosf name to directly encode ité P address (as shown above), butalso
permits other Imcar relationships. It coﬁecﬂy handles address blocks that have one or
more legitimate mailhosts, usually at the 5eginning qf the block, but use the rest of the
block for dialup addresses. It permits disbﬁntinuities in the name space, provided th.e.
remote host is part‘of a ﬂame seduence that is sufﬁcientlg.f long. It correctly handles
node addresses at the top (e.g., 255) and bottom (¢.g., 0) of a Class C blo_cl_c of |
addresses, where name discontinuities are most likely to occur. If also pemﬁts
fixed-width names _(e.g., "061" through "255") and variable-width names (é.g., "
ﬁough "255"). And, as indicated in Figure 16, it permits either decimal or |

hexadecimal encodings.




fromaddresses in the same Class C (8 bit) address range. By adding the-IP
address to the blacklist database, nomnally with the nunber ?Mt to be
mat ched set to 24, the nechanismtakes advantage of the rel a?i @8& of
a bl atklist database |oQkup as conpared with subsequent iterations of the
above actjyve dialup nechanism The filter can be’'left perpetually in .the
bl ackl i stweﬂ@ﬁ???se, or preferably renmoved fromthe bl 3VISH0/3988 abase i f

it is not used in sone nunber of days or weeks. Further, filters can be
manual | y added to handl e ‘any bl ocks of fli al up addresses that are not
Identified by the Active D alup rret'hoa. The preferred enbodi nent provides

for Active Dialu ct] L]l owin recgptipon. of..t.he | L. From nessage
on connection 145‘5‘.98%%&56&%@}’%18{%% 385@?‘88%& ch‘gcq‘vﬁ/kﬂzﬂuwl\@f’%ﬂ% and al so
prevents conti cycl of reyerse test connections since Active Dialup
det ecti on o%ﬁgﬁﬁ?&ﬁﬁﬁgw&}é}ﬁéh‘c‘ﬂﬂ EoVhpse teMIR dirget meghanism However |
in an alternate enbodi nent'a proxy m ght perform Active Dialup detection

i medi at el y wiltwicailyeetiy fiomy diffsecat callyrgpaignei b} addsses,huhfrequenthenot e
host 1400. "To pfevent continuous cycles of reverse test connections, the
proxy woul d franhaddregses frcthe bdmye Glass © (Srbit)caddressrtangpo By 2ddingtheilP addrepso 1422,
1423, and 1424 before attenpting to open a reverse test connection,

Further, if théigadktistdanbasaanmindly veththemanber s0biexas bE wlatckied sdi @ D1, @ey NMust
then imedi ately cl ose the connection, thus causing a renote Active

Filtering proe¢ianisth @idstadRaitpe Of iHe rélaiveRpad of a bRIKEIsE BathiREL 1eRANACT | On back
to the current proxy. The preferred enbodi nent shown in Figure 17 depends

upon adm ni $hingdred Wit fubdebubi et & OHIVE ﬁi\%ﬁgiﬁ? h SRR A0 Re rfgote

net wor ks continuing to use |ogical sequences 1ey assign nanes

Ergf In'[ a? inal ggm?ﬁéjlléfg ﬁ;é‘rﬁ&ual@’lﬁ lﬁmeﬁﬂ&%ﬁ&tdgﬁi)asg,adpﬁ&f&gﬁy CSaved fomngdef | ne and-
) bfackﬁst database if it is not used in sqme number of days or weeks. Further, filters
can be manually added to handle any blocks of dialup addresses that are not identified |
by the Active Dialup method. | | |
The preferred embodiment provides for Active Dialup detection following
reception of the MAIL From message on connection 1403, This permits logging of the
MAIL From_ address and also prevents continuous cycles of reverse test connections
. since Active Dialup detection occurs after the reverse connection test in step 1415.
However, in an alternate émbodime_:nt'a proxy might perférm Active 'Dialup
detection immediately after the proxy receives a connection 1403 from the remote
- host 1400. ‘T_o'prevént continuous cycles- of reverse test connections, the proxy Wéuld '
then preferably perform name categorization in steps 1422, 1423, and 1424 before
‘attempting to open a reverse test connection. Further, if the test connection is opened
successfully, the proxy must then immediately close the connectibn, thus causing a
remote Active Filtering pr{:;xy to exit before it can open a reverse test ponnection back

to the current proxy.

The preferred embodiment shown in Figure 17 depends upon administrators of




the interest of these admnistrators to use a sequential nam ng schene.
However, |SPs mght also assign irregular nanes or nane Ienggiiméﬁﬁgﬂﬁér
node addresses. The only conceivable reason for nmaki ng such

~would be to permit their-users to avoid Active Dialup detection, so such
addresses can be nanualiy added to the blacklist database if they are not
append &P $388hsequent Active User filtering. The folRCIUSAY310 er nati ve
enbodi ments are nore flexible with respect to detecting such irregular
nam ng sequences, but have other side_effects as noted, These enbodi nents
coul d be used in step 1423 in place o2 or in conjunction with, the .
preferred enbodi nent shown in Figure 17. In accordance with the alternative
embodi ment TeBIEAeworkErontinging 1o useregical ssapencenwhentheypssigs pamestehsite host as
di al up or non-dialup based on the edit distance between the renpote host's
name and i diglupeddybises. SuchweqestiaFmmes asrepsiest tocdefhaanglonaifitaia, so'igisino a " 7"

I nvol ves an edit di stance of one, as does insertion of a character, or

del eti on othe interbetbAtHees admitiisteaits tnadeiacaquentidl nathingfsetiehel HoweverISRO i sh a
reverse test connection 1418, a proxy can conclude that a | ow edit

di stance igighvSEasRn liﬁtégmafrhﬂnesrc&rmﬁleléﬁgﬁlg tdHBEnbdde adddebse® The ont§t Of
cl osel y-rel ated nanes consistent with di al up nane space. This net hod

LS %%ée&a%y,ggéoﬂq&m&nmw%@@m “}oﬁld@eQUPégﬂJtB&P&Qrsr ifferenced in.

Figure 16 step where names are closely-rela ut not necessarily

sequent i al %Y&Q:lve%éﬁgghetéﬁ?ﬁﬂﬁos]u@l%adﬁsgég% Smﬁgﬁg 6 tthe descri bed in

Figure 17 an provi acquiring Herhel 8T IMg%host nanes for
the renot ) 40 n step 1530 ce t he Dialup DB 1097
to acqui reqﬁ% dtaf]‘?P Ht(‘)ﬁlhﬁy%rﬁrngteapi’ﬁndﬁg% §'~8’§°‘} vf’z]sﬁ%fsqﬁﬂﬁgsteps 21 MAY
2004 WD 01/ 3899 igus 31900 53 . Possible threshol d val ues are 1,. 2, ‘and
3, since an edi teznatiye gpppdiments are more ﬂexxble with respect to _

B

detecting such irregular naming sequences, but have other side effects as noted, These -
embodiments could be useél in step VI4213 in place of, or in conjunction with, the . |
‘pfefexred embodiment shown in Figure 17. |
In accordance with the alternative embodiment shown in Figure 22, the proxy

can cafegorizé a remote host as dialup or non-dialﬁp based on tﬁg edit distarice
between.t_he remote ﬂost’s hanie and its neighbors’ names. For example, 5 change of a
"3" to a "7" involves an edit distance of one, as does insertion of chéracter, or
deletion of Ia character. In conjunction with its failure to estai?lish a reverse test
counéction 1418,a pfoxy can conclude that a low edit distance is evidence that the |
remote host name is paﬁ of a set of closely—relatpd names consistent with a dialup
naﬁe space. This method could be used to rgpl;ace the method shown in Figure 17

| (and referenced in Figure 16 step 1423) where names are closely-related, but not
necessarily sequential. With respect to Fig. 22, steps 1500-1520 are as described in -
Figure 17 and provide a method of acquiring the neighboring host names for the
remote host 1400. In step 1530, the proxy accesses the Dialup DB 1097 to acquire the

threshold value to be used in the remaining steps.



indicate identity and thus not be useful and an edit distance greater than
3 is too broad and would result in m scategorization' of non-di q'@gﬁ%ﬁﬁs

di al ups. An edit distance of 1 would indicate a high degree e}
{named would match only if they differed by one character), but would fall
to match panmes- such as "dial 39" and "dial40". A threshold of 2 is
probabl'y WRYPRFE even though it would inproperly cat REFVFBY3WHN | over
situations such as "dial99" to "diall00". A threshold of '3 would address
the af orenentioned rollover problem bgé woul d m scategorize, for exanple,
a rermte host. "mai | " surrounded by a sdfficient nunber of hosts with nanes

such as "main" " 'nmenu’ tep 153 e PLOX cans each
character of the P"ﬁﬁt’éﬁhﬁﬁh vﬁ&’eﬁﬁd lc%’ﬁﬂgﬁesé‘%? ﬁﬁ‘lifh f‘ﬁgoiﬁl‘%&@pondl ng
character in the renote host nane. If the two characters are identical
(step 1532),indiata identitysnd s aehbsveefl andan edifhdistanqegreatss than & s toa brgad  wo
nanmes. In steps 1533, 1534, and 1535, the proxy determnes if a character
mist be repl sdovhuld resdt ineniscatpeoristion efnanalishukkoststre diakips Hsoedit disianse
consistent wth the renote host nane. If so, it increments the edit

di st ance’ 1534F 1If wsuld hﬂicﬂ&i@i@ﬁcgrmmﬁcmﬁlhtbn(ﬁahtwwauldm dnheif thegpari son i s
conplete, the proxy then checks if the accunulated edit distance is |ess

then or equadifftred bj6nd tHasRH)] bht WRAH fail fomdttH Eantds Shaips RBEalBor sidep 1530. |If
so, it increments the match count 1538. The proxy then continues with the

next nane, agARieA MirB@iddf 238 HBbNSptintdl e%}:P&B@gh iBkd Rigrbp@yenbodi nent

the host may be categorized as either dialup or non-di al'up based on a

SO ot Al on SN AnARIR AN RIATR GRR6G- A aliSoRNEY AL OF O @ St
a at |

of (X, y) v SIS a classic s stical ow value (0.0)

Lt cat €0 10 b Shi Sl B rwﬁ‘?rrg&hesa%ze ekahies 1 9"

107, 108, 24 o h%‘s)toﬁm oAty S bt Fobes o ohdts with hames such as
"main", "'mai12“, and "me.nu". In stép 1531, the proxy scans each character of the
neighbor name and compares it with the corresponding character in the remote host
| name. If the twd characters are identical (step 1532), then the proxy adfances'the
character poiﬁter in the twro names. In steps 1533, 1534, and 1535, the proxy
determines if a character must be replaced, inserted, or deleted to make the neighbor
name consisten£ with the remote host name, If so, it increments the edit distance 1536
for the neighbdr natne and continues. When the comparison is complete, the proxy |
thqn_r;hecks_ if the accumulated edit distance is‘ less then or equal to the threshold read
from the Dialup DB in step 1530. If so, it increments the match count 1538. The -
proxy then continues w:th the next name, as determined by step 1502.

In another alrcrnative embodiment, the host may be categorized as eiﬂrer ,

dialup or non-dialup ba'sedkbn a correlation value between names and IP addresses.
The _correlation of a set of (x, y) values is a classic statistical problem. A low iralue

(0.0) indicates no correlation, while a value approaching 1.0 indicates ehigh

correlation. The x value in this case would be the node IP address (e.g., 107, 108,




109, etc.) and the y value would be sonme nuneric representation of the host
name (e.g., |Cust107, |Custl 08, 1Cust109, etc.). In this exag@gﬁﬁhﬂiﬁb4
correlation would be exactly 1.0 because the nanmes are assig

sequentially, but a |ower correlation mght still be evidence of a didlup *
address. Still another alternative enbodi ment involves categorizing the
renot e hB4$201B8MWBd on the ability to establish reverse PESUSHHMECti ons to
its neighbors as well as the renote host itself, step 1418 (Fig. 15). If a
suf ficient nunber of neighboring addresses also do not permt reverse test
connections, then it is reasonable to3@onclude that the remote host is a

di alup. This nethod m ght be used by itself to rep)ace t?g net hod shown in
Figure 17, &99,mstey) apdthesrisiugepuld heisomp purmeriqrserepentatiog of e st ngmen 1 espect

to Figure 23, the steps 1500-1520 are as -described in Figure 17 and
provide. a (egnkCustiD7,shCustiDsd Custi@ugla.)elthisgkample, the corselationtwauid bridr esses
for the renpte host. In step 1550, the proxy attenpts to connect to the

nei ghbor X, extetl{ U.0tbecuSEMNE nitRense assigmdrsedredtially, betedovéd @rrelation ndghits t he
status for the connection in step 1551. If the connection is not.

successful  4pbgs evidenOl hifip dddRis¢al for a block of dialup addresses, t he
proxy increnments the match count. However, if the proxy is able to

establish a rev DRGH " L8R et %m'z. fisRioRiest 2 fromthe .
mat ch count 1553§@§§]°éi1%gses . ﬁge%%gﬁgéﬁgct?onc 55%g Thi sowei ghting .
permts as ny as three neighbor 8 ' and still
categori ze F’%Sxf”éﬁﬁagﬂﬁbtgtes%@l Sg r%]’?rg% %St &%ﬁ%%%?%ﬁéﬁ ﬁ&ggﬁﬁ%g{e@ew’ th the
next nane, as determ ‘b t . _The di sadvant age.of tAhi ppr oach
'S hae T FEPIER el ST 1) Kr et AR Rk aine 4Rl DL O S
connections. However, it is less tinme consum n&t ciﬂgerfork this, test in
SMIP fil t eplshido Beetkpit Eevergissticpnnectiqns, themit 1 fE3naie tageapingds % mail

after it is received on the organization's mail server. 21 NAY 2004 WO

01/ 38999 PCRimdsI®ysBis 9@idalup. This method might be used by itself to replace the method

shown in Figure 17, or may be combined with the r_netho& in. Figﬁre 17. With respect
to Figure 23, the steps 1500-1520 are as described in Figure 17 and provide a meaﬁs
of stepping through each of the 20 nearést IP addresses for the remote host. In step
1550, the proxy attempts to connect to the neighbor x, using the same means

_ described‘in step 1418. It checks the status for the connection in step 1551. If the
connectiﬁn is not successful 1552, as would be typlcal fora blﬁck of dialup l-addressles,
the proxy increments the match count. However, if the proxy is able to establish a
reverse connection to the neighbor x, it subtracts 2 from thé ;hatch count 1553 and
closes the test connection 155;&. This weightiﬁg pefmifs as many as three ngighbofs‘ to
accept reverse connections and still categorize thé remote host as a dialup. The proxy
then continues with the next name, as determined by step 1502. The disadvantage of
fhis approach is tilat it may be time-consuming to attempt a large number of reverse
SMTP connections. Howcver, it is less time consuming to perform this test in SMTP
filtering software than it is to deal with the spam 6r junk mail after it is received on

the organization's mail server.




55 As descri bed above, various conventional systens maintain static

dat abases that list blocks of dialup addresses. However, the ?tlﬁhir%dqﬁth
these lists is that they are static (not dynam c). Consequently, €

Bl ock *of addresses can; be abused by dialup PCs numerous tines before it
goes on.ope. of these lists. Further, if such a block of addresses is

bl ockaded,"v%wgsgs"&bsequent ly reused for a legitimate naiMI#SHEB1900 t hen
legitimate mail will be rejected because of the history of that |P address.
-An advantage of the Active D alup fi I.tc§$ of the present invention is that
it is dynamc, and so categorizes the“renote host at connection tinme based
on non-response fo.a reyerse SMIP connection and certain characteristics
of the names of ‘f‘%‘&s‘i"é’ﬁ%&é’vméwlb?ﬁBnYePg%?lfwPé"*.m‘ﬂeﬁ*ﬂ%dﬁ@PW Testing In
Figure 18, the proxy 1401 continues with Active Relay testing at step 1450
after succes®eiist Ylogks efdialyp addresses. Jiovreven the grablsan with these listwisthatihey host
(step 1419, Figure 15). Active Relay testing is perforned only for
non-trust ed #estic (hotglynahaick rCansespently, 8 nesp blbak gfjaddredses tart brabusaddiyse
connection 1418 was successfully -established. The Active Relay test

char act er i zedialupBCs mmmdrens|tinset baotetit gaes pe ohe dfahdse Hsts.pRureer,\ifshchacept ance of
a reply to the supposed sender and whether the renpte host is likely to be
an open r el aockidfaddrésees)is B16Ehd il bl dsubBeqheritly teusREfoR Y 16pREhate thalldert@st i Ng the
validity of the MAIL From address on the reverse -connection and

| mpl ement i NGhen keglidte hBRtwill B Fdfectd bebdiSe SR ROBW britht Ip Sr&sS- These tests

are conducted while the renote”host 1400 is <connected to tﬁ'e proxy 1401 as

a factor in det ef%lodg{,&ga %%Q%Eﬁﬁbm%&f{’é}% f"?g%i ﬁvexﬂ%?xtié Sl ssage.' | f

the renote host gl ves an indicatron accept” a 21 MAY
200,4 . VO 0]djsfgg%%,ganﬁgéaltjesgg%e?éjﬂ?eor%mote host at connection time based on

non-response to a reverse SMTP connection and certain characteristics of the names

. of the remote host and its neighbors.

“Active Relay Testing
In Figure 18, the proxy 1401 continues with Active Relay testing at step 1450

after successfillly opening areverse tgsf connection to the remote host (step 1419,
Figure 15). Active Relay testing is pé’rfdnned only for non-&usted hosts (as
determined in step 1417) and if the reverse connection 1418 was successfully
established. The Active Relay test characterizes the remote host with respect to its:
perceived acceptance of a reply to the supposed sender and whethér the remote host is
likely to be an open relay. | |

The proxy 1401 performs Active Relay Testing by testing't.he validity éf the
MAIL From address on the reversg-connection and implémenting arelay test, such as
the one shown in Fi'gure 5. ‘Thcse tests are conducted while the remote host 1400 is
connected to the proxy 1401 as a factor in determining whether to accept the remote

host's message. If the remote host 1400 gives an indication that it will not accept a



56 reply email nmessage to the purported sender or that it will relay a '
test nessage from the proxy 1401, then that renpte host is a%1ﬁ@ﬁ§ﬁﬁﬁﬁﬁsed
risk for relaying nmail from sonmeone else to the |ocal MIA 140Z. the
other hand, if the renote host indicates that it will accept a reply '
message for the sender and that it will not relay for the Pproxy, then the
remot e h¥QOV3¥8bably is not an open relay. The proxy 12CHUSBMP8Y ns t hi s

test using the reverse SMIP connection 1418, then continues with the
protocol transactions in steps 1454, 56, . 1458 and 1465. The test sinply
nmonitors the responses fromthe renote~host, and does not actually send an
emai | nmessage to the renpte host 1400, The nggi ggA 1402 is pot invol ved

in this td%ply empil Begge pAagpummeried sepder gr BRhit will piey a{opbaessass t he
active relay.test, Steps 1453 through 1458 are prelimnary steps required
to progr essthe proxy d4dlethey thapeamotehast is at an inprsased gisk for selayingmyjt Gomde t he
answers to the relay test. In step 1453, the proxy server 1401 reads the
renot e hostsomeguecaldeito thelld&aP MTA 442 Orothe atherdrand,d f the mentotd Bost mxlicatesli cat ed i n
item 1011 in Figure 2, when an MIA receives a connection to its SMIP port,
it owrites itha iDyilllaofeplh eply Messhge foithe sandercamt] itheat ittwillnockelag for thehat it is
ready to receive mail. The proxy reads and discards each. line of the
greeti ng,_fﬁ&gJ,ﬂﬁame%khaﬂeﬁbgﬂpeolﬁbsﬂ&h&%oﬁ@xdﬁ§.crI_bed for Figure 2, since
the greeting does not contain any wuseful information. If any read fails or

if the first thﬁ%?gf?@}?rl@@fﬁéxﬁmﬂﬁﬂﬁ?ﬁst%ﬁgiﬂc%ﬁe%mkoﬁhggt@hzmiﬂ}e proxy

exits fromthe re estihg sequence and continues with Active User

testing of tﬁéhecoﬁﬂal%%v%éﬁegé}gﬁrcaﬁrmchmgﬂﬁ%g 51453 0lass bhls PAPriddo, i f

the greeting IS receive out errors, proXy “sends a nmessage to
the renote host. The .fext of the pes e is.a confiqurable stri (read
fromthe CC}PF?F %P%#%%é%&@ﬁ?%ﬁ%@?%@s‘d éﬁﬂ“%%ﬁmsén‘g%oxy is 21
MAY- 2004 WO 01/ 38999 ' ' - '

email message to the remote host 1400. The local MTA 1402 is not involved in this

test. .

At steps 1453-1 467, the proxy servef 1401 performs the active relay test. Steps |
1453 through 1458 are preli'minary steps required fo progress to the relay test, while
steps 1460 and 1467 provide the answers to the rélay test. | In step 1453, the prdxy :

. server 1401 reads the remote host's greeting 1452 from the open connection 1418. As
indicated in item 1011 in Figure 2, when an MTA receives a connectionr torits SMTP
port, itl writes its syster_n'greeting to the connection to indic_:ate that it is ready to |
receive mail. The proxy reads and ciiscards each fine of the greeting, handling
multi-line greeﬁngs as described for Figure 2, siﬁce the greeting doe§ not contain aﬁy ,
useful information. If any read fails or if the first three characters of the greeting are
not "220", the 'préxy exi_ts from the relay testing sequence and continues with Active
User testing df the supposed sender's‘mailhost in step 1901, |

In step 1454, if the greeting is recéived witiaout errbrs, the proxy 'Sends a. |
HELO message to the remote host. The text of the message is a conﬁgﬁable string

(read from the configuration database 1098, Fig.7), defined when the proxy is




PCT/ USOQ' 31900 57 installed, and typically identifies the |ocal host nane.
It should be noted that the HELO exchange is optional in m)sg ?ﬁ?to
However, sone hosts require a HELO, which is therefore prefer Bﬁ@ﬁl qdded
inthé relay test. In step 1455, the renote host 1400 sends its reply to
tthe HELO nessage. In step 1456, the proxy 1401 reads the HELO response
sent in sWQp?”i&%. If the read fails or if the first tROTASOEI&N0act ers of
the greeting are not "250", the proxy exits fromthe relay testing
sequence and continues with Active User_testing of the sender's mail host,
step 1901. If the HELO reply is received without errors at step 1456, then
the proxy issues a MAIL From-messag)g to the renpte host. As noted above,

the pref er r égstaliadoend apicallyddentifies e fosalhogtaume o fhshoyld benajed thetdher ot j £ y

another Active Filtering proxy that this is a reverse test connection so
t hat the renBEBOsKehangianptanel i neostensese dHowswer, somshostTuirelal FHELE, shoul d
identify the |local domain name (for |egal reasons). Thus, the nessage
appears as Méhith fsrthstefore preferably Gichadet] irdtharelayfibst renot e host 1400 wil | then
respond as shown in step 1457, typically with a "250" response (to

i ndi cate accept ang stkp 9455 theT5Bote h6s NONERnd iR rbplfichit BEELOmASHEMhance) . As
shown in step 1458, 1f the renote host 1400 replies wth anything other

than a " 250"y S9BBNEE proRy éﬂﬁ%aﬂ%empégﬂonségbﬁtﬂrs n49§.ix%zﬁe£éa8?as{sﬂg-

relay testing sequence and continues wth Active User testing o

sender’ s mai | AgL first ﬁ:ﬁ%gchﬂgérs o&'thetgge%ﬁﬁeﬁé}lg %ﬁt "? A ol m%ﬁgogxx%ﬁl\’]s%ﬁ tl{eh e _proxy’s

MAI L From nessage on reverse 8, e proxy 1401

e TSRS R S ORh B i S5, 4 pposec
sender of t hs%‘epnlgals.age ("nfaddr") as received previ oqsl’y in 21 MAY. 2004 .
If the HELO i'eply is ;eceived without ex-rorsl at step 1456, then the proxy
issues a MAIL From xﬁessage to the remote host. As noted above, the preferred
embodiment uses the reserved name "reverse” o notify another Active Filtering proxy
that this is a reverse test connection so that the remote proxy can avoid a connection
loop. The address should identify the local domain name (for legal reasons). Thus, the
message appears as MATL From: <reverse@loca1.dom>. | | |
The remote host 1400 will then respond as shown in sfep 1457, typically with
a"250" response ;(to'_ indicate a_cceplt-am‘.e) or a "550" response (to indicate |
non-acceptance). As shown in step 1458, if the remote host 1400 replies W1th
_anythi;lg other than a"250" respoﬁse, or does not respond, the proky exits ﬁ'om the
relay testing sequence and continugs witﬁ Active User testing of the sender's mailhost, |
step 1901.
ifthe remote host 1400 accepts the proxy's MAIL From message on the .
‘reverse connection 1418, then the proxy 1401 issues a RCPT message 1458 to the
remote host on the reverse test connection. The proxy gives the comi)lete MAIL From

address of the supposed sender of the message ("mfaddr™) as received previously in




WO 01/ 38999 58 PCTI US00131900 steps 1413 and 1414. This is equivalent to

~doing areal-tine reply to the sender of the nessage, except ta
is transferred. In steps 1458 and 1460 the proxy: determ nes F?r@‘h‘!%edr%te

host will accept the address of the supposed sender of the nessage. This *
may appear to be designed to determ ne the actual -exi stence of the user
"nf addWO Q38998 perfornmed by the Active User test at PET@IB0IMP and there is
sonme overlap if "nfaddr" actually. exists at the renbte host 1401.
However, in the general case, this ep is designed to determine if the _
renote host is configured to deliver®(either locally or by relaying) email

to the supposed sender_  If at, step 1460 the.reply js. "25Q" then the renote
host wi | | StaRscldl® andrif 1. T@Hﬁﬁﬂ%@&&ﬁ%& ,ggf)eaf- HQBETP&{?%B%WQ?W@EE\M th step
1462. Oherwise, if the reply is_ anything other than "250", the proxy
sends an message, excspothetqoagis wansfered.dat a  connection 1403 and exits, .t hus
closing the data connection 1403 and the reverse connection 1418. In the
preferred enmboblistapsi458dnd 1p60thy prky detommiinesdf the sgmate hest 31l acospithe f or t he
rejected nessage and adds the renote host's. | P address to the bl ackli st

dat abase 1&9&s 6ﬁh€ui&i}ﬁ;oge\i'saﬁfeﬁﬁﬂhemipishgegThEmayappanptcebe desizgnédiost . dom nmaybe a
custoner of bigisp.domand uses the "smart host" sntp.bigisp.domto handl e

its mail  fQeahdthe dordil Sxis@ndedF Bie\iRer Rithddeh@is pérforningd BPtheQUtiveserThus, i f
snt p. bi gi sp. dom connects with MAIL From soneone@nal | host. don» and accepts

2 rever seulaaluef Moalane issfEbovetlh sl acly Sho bfaRiGRAL (he proxy’s

RCPT To: - <someo ssage on the reverse test connection.

rovever i R RB-AARE Bt e B it

essage. | € bstis SpRndipRAl Beer (e PRI P HeESg) R ME L he oi tuation

where t hesupposed sender. If at step 1460 the reply is "250" then the remote host will accept |
mail to.this address, so the proxy contiﬁues wﬁh step 1462. Otherwise, if thc replg-; is
anything other than “250", thé- proxy sends an error response 1461 on the data |
connection 1403 and exits, thus 6iosing'the data connection 1403 and the reverse
connection 1418. In the preferred embodiment, the proxy also writes a system 1og :
entry for the rejected message an& adds the remote host's IP address to the blacklist
database 1095 (Figure 7) before exiting.
| For example, smallhost.dom may be a customer of bigisp.dom and ﬁse‘s the
"smart host" smtp.bigisp.dom to handle its mail forwarding and to receive mall when
itis Vnot online, Thi;s, if smtp.biéisp.dﬁm connects with MATL From; |
<someone@smallhpst.dom>_ and aGCepfs a reverse test connection, then
smtp.bigisp.dom should accepi the proxy's RCPT To: <someone@$ma1]l;o_st.dom>
message on the reverse test connection. However, if smtp.bigisp.dom connects with

" MAIL From: <getrichquick@bulkmail.dom> and accepfs a revcrsle‘test connection,

but will not accept a reply to the MAIL From address, this is evidence that the.

message is forged. It should be noted that this is only for the situation where the
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reverse test connection. If the network will not accept a re&zg\ﬁs t@%‘
connection because it has separate incom ng and outgoi ng mail Xr ) 4then
processing will follow the Active D alup-1420 path as shown in Figure 15.
“At- step 1462, the proxy 1401 att enpts to find if the | P address of the
renote hO$01BAWY nat ches a non-relay entry in the Rel apcTiescabpse 1096
~(Fig. 7). This database |ists blocks of addresses that the |ocal

or gani zati on nust exchange email wth, but which would fail the rel ay
test. There night typically be between8bout 5-50 entries in this

dat abase, with each entry covering a bl ock of addresses. These entries can
be pre- def i nEfoRAost wilkastept 3 (pEgrseestcamnetion If thametwerk yeilingkaccenta pr ef er abl y
‘before installing the Active Filtering proxy server. For sinplicity, the
preferred entsyerbntssitcondectidndeRubalp hepdrats inctMdR apd sutgbing noiilvervetsP addr esses
listed in steps 1406 and 1413) expresses these addresses as a dotted-quad
| P address, thef piovasidg silifollow e, Adive Déalii 1420/pathfas bhdwn inFigee Mt ched. Ot her
enbodi ments nmay use other representations (hashed lists, domfiled, or

CAM) for perf or MG 1R85 MSprody’ 1401 BdnipteQARASHMETE £4¥8Ss BPthe AL ! aY

entry, then the proxy 14G | bypasses any further relay and user testing,

and proceedShaait@o%&@%ﬁ&ﬁ%%ﬁ%ﬁaﬁ,&%&e1bpg)¢ig.ﬁg,'[ ddress of the

renote host does not match any entry in tHe non-re hen it
port orm gt SbbE AR of Ritesdt bt Kl Bl Gt et BB i 1 1 e
ame. - and t NETRICVR YRRl HE Ay 1P TP SRS RPSeeosRONaaP of o
peri ods) of THES B ATBRAOIOLGER SEREABREE § Hookss pddrasies, Hameniarnt
connects with MAIL From "al pha@amua. doni', the two domai ns match over the
‘scope."g anmeean bepre-defined by a site survey performed by gach organization, preferably before
o mstalhng the Active Filtering proxy server. For simplicity, the preferred embodimeht‘
of the Relay Database 1096 (as thh other IP addresses listed in steps 1406 aﬁd 1413)
ex_pressés these addresses as a dottt;d-quad IP address, a-forward slash "/", and a |
number of bits to be matched. Other emBodiments may use other representations
- (hashed lists, dbm filed, or CAM) forl éerfonnance reasons. |
If the IP éddress matches any non-relay entry, then the proxy 1401 bypasses
any further relay and user testing, and proceeds with xﬁessagc transfer in step 1470. If
- theIP address‘ of the remote host does not match any enfry in the non-relay list, then it
'cpntinues with the second part of Activg Relay testing at step 1463. Before |
performing the relay test, the proxy COmi)ares the MAIL From domain with the
connecting host name. A match at step. 1463 occﬁrs when the connecting ﬁost name
and the MAIL From domain are identical, beginning at the end of the two‘ strings, and
comparing backwards over the last two nodes (i.e., periods) of the two domains. For

example, if host "smtp.gamma.dom” connects with MAIL From

"alpha@gamma.dom”, the two domains match over the scope "gamma.dom”.
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"snt p. ganmma. dont’ connects with MAIL From "al pha@et.a. donf., . t??é‘h&@c&%i.ns
do not-match. If the two donmains match in step 1463, the prox the .
Rel ay dat abase 1096 at step 1464 to determine if "an adm ni strator has* ’
configured the proxy to -performloose relay testing. Wth | oose testing,
the prowpopsswme ts mail fromopen relays if the MAIL PeDOs@dd0ess nat ches
t he connecting host nane. In this case, the relay test nessage 1465 i s not
necessary, so the proxy continues with transfer of the nessage in step
1470. If either of the domains do not6&mtch in step 1463 or the Rel ay

dat abase is configured for strict relay testi n%, the proxy issues .a RCPT
message 14B8ewevsnnfhdst smip.gammademconeetewith MAJL From? ?lﬁg?éméﬁm{‘he proxy is
instal |l ed. The default includes the nanme "relayto" and the |ocal donmain
nanme (for thegead domsssodesjot nfatwh. exanpl e, RCPT To:  <rel ayto@ ocal . donk. The
configurabl e recipient address nmay be any syntactically correct address.

Even though a nE®sags dbfain€matBii st e4630ME protgichacks the Relayfdatabiey. not a
real user address in order to avoid address mning by spamsite '

adm ni Str af @fsSat (b 146 e AR it drthinidortae LorfRaRAE mexysOun 1N St ep
1466, typically th a "250" response (to indicate that it is willing to

relay) or "550" (to_indi 3 L becldd ShiaVhail kbmdpeP 1467, the
proxy 140‘1p65f2’f75}%Sgreeg&qhsé%é?%tﬂg&gﬂ?ﬁﬁeé’ P‘g[gFé}tyr‘lr%ssageml ?r o?n)tpt he renot e
host. If the reply is »250" .then the,r . L] ! y relay for
t he proxy,reﬁ’%&%?‘%lwﬁi[olj?"}ﬁ%ﬁ?ﬁgs%%é%n%ﬁﬁ#gh e H?ﬁeg%ﬂgp 1468 and
exits, thus, closing al connections. -Ln the preferr e di.oent, the
proxy al so’%it?sé@eﬁa%%/’!ﬁﬁéhﬁ’i‘%@e‘éeﬁi% S?h’Fprqxﬁég?tg}“gi-Wg‘g“ﬁﬁoé’g@%and appends
the I P address to the blacklist database (Figure 7, item 1095). If the
reply to tmessmerrsispdddlhe 1462 is a nything other than "250", then '

If either of the.domains do not match in step 1463 or the Relay database is -
configured for strict relay testing, ﬂle proxy issues a RCPT message 1465 identifying
a configurable string, defined ﬁhen the proxy is installed. The default includes thg
name: "relaytc;“ and the local domain name (for legal reasons), for example, RCPT To:
<relayto@local.dom>. The configurable recipieﬁt address may be any syntacticaﬂy
correct address. Even though a message is not sent the RCPT address is preferably.
- not areal user address in order to avoid address mining by spam site administrators.
The remote host 1400 will then respond as shﬁwn in step 1466, typically with
a"250" respoﬁse (to indicate that it is willing to relay) or "550" (to indicate that it will
not relay). In step 1467, the proxy 1401‘dete.n.nines the staﬁ_xs of j;he reply mgssage
from the remote host. | |
If the reply is "250",‘ then the remote host will apparently relay for the proxy,
so the proxy rejects the message as indicated in step 1468 and exits, thus closing all
conneétions’. In the‘préferred embodimeht, the proxy also writes a system log entry for
the rejected meséagc and appenc}s the IP address fo the blacklist database (Figure 7,

item 1095). If the reply to the RCPT message 1462 is anything other than "250", then
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host. i s not an open relay, and so the proxy continues wth rﬁ(ﬁw}\' M
t he nessage at step 1470. Thus, the proxy sends two RCPT nessages Y and

1465) “to the rempte host. The renpte host nust respond with a "250" to
message 1458 and with anything other than "250" -to nessage 1465. This
establ i sh¥Q W@48%? t he renpte host is responsible for t hRCTVI0D/3®BPO M addr ess
received in step 1414 but is not an open relay that will accept any RCPT
address. O her conbinations are describgd in the follow ng paragraphs. If
t he proxy responds with a "250" to bot 1RCPT,messages, then it is not
possible to tel.l ..if t MAI L From.address 1413. is legitimate or not. In

t he previ ous&“sé?%fﬁ%?set?ﬁéhq r&ﬁ’lol;i]’r?éttlénﬂté’gé’%‘bw R S0 SredpnyEsnEnehost . don
may be sent via an open relay smarthost sntp.bigisp.dom Alternately, the
message coul Withescpptisa of Biegesgsize 8t ieel4’Re renpte host is an open relay. For
exanple, referring to step 1064 of Figure 4, the spamer forged the MAIL
From addr ess " gooth@s.dheproysends MrauRCPmessagds €1458 rand Y4659 tethe egnote2 50"
responses to both nessages, the preferred enbodi mrent of the. Active Relay

met hod i s t chosejThe feridtehovemustgespandiwithg "2308 to Bk sdel 1458 add with ﬁgﬁﬁfglue“t
review of rejected nessages shows a legitinate address, the adm nistrator

of ‘an  Acti Véthérithdne250Go EreSsge ¢405. UTHEYEs@BREnES WBar hdciiofturk: id b sl O the
whitelist database (Figure 7, item 1094) or can bypass relay testing for

St p- bi gi Sp. e MAHSirb Al sRrekd reiitvedn BB 1419 is By #@Sﬁﬁé@g@%ﬁb%e 1096

(Fig. 7). The renote host may al so respond w-t exanple) to

esSage LASeoodpt i Pial RS8R o SUEHBR B bbyRE M

prom scuous relayi'ng reject any non-exis sses. In this
case the prolﬁ/%géa' cts the email nessage. The renpte host may respond with
a "550" (for'e %‘%e) to both RCPT ' .

If the proxy responds vs_rith a "250" to both RCPT messages, then it is not
possible to tell if the MAIL From address 1413.is legitimate or not, In the previous
example, a legitimate message from Qommne@s:ﬂallhost.dom> may be sent via an
open relay smarthost smtp.bigisp.dom. Alternately, thé message could well be forged,
since the i’em_ote host is an open relay. For example, referring to step 1064 of Figure 4,
the spammer forged the MAIL From address ';good@rclay.dom". Thus, wilen the
proxy receives "250" responses-to. both messages, the preferred embodiment of the
Acﬁvé Relay method is to reject the message and log its rejection. Ifa,sﬁbsequent
review of rejected messages shows a legiﬁmété address, the administrator of an
Active Filtcring proxy can then add the inciividual address to the whitelist database
(Figure 7, item 10§4) or can bypass relgy testiné for smtp.bigisp.dom by defining it as.

.a non-relay in the Relay database 1096 (Fig. 7).

The remofe host may also respond with a "550“. (for example) to message -1 458
and a "250" to message 1465. Some hosts will permit' promiscuous refaying but reject
any non-cxi.stent local addresses. In this éase the proxy rejects the email message.

The remote host may respond with a "550" (for example) to both RCPT
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this case the renote host itself is probably not an .ope.n...r.e.l..a?1.ﬂﬂﬁhgf&mmA
address is probably either forged by a user at the renpote hos e
exists a nulti-hop relay path through-some other host that is trusted by
the renmote host 1400. The administrator may nanually edit the relay

dat abas®Q@/38WE an I P address if a review, of |og enPET/ESOSAWAS t hat t he
renote host is an authorized "smart host", i.e., a host authorized to
handl e the | ocal network's outgoing enail. In addition, certain MIA :
prograns give a "250" reply to the RE&3T message 1465, but then discard the
message | ater on. These may be confjgured as trusted or as_ngn-relay. The
active rel mpssagashduithiscsens ths rematehast itselfisprabablygiet an opgnrelaydfhe badnt 11 om a
user at an open relay host or relayed by an open relay host. However, in
some cases address issproteablyssithey/forgsd by e nser akshe semotedwisbarithere eXigs abusi ness or

ot her reasons. For exanple, with respect to the bigisp exanple given
above, thenﬁlﬂﬂxd}ix%téy;p thrthrofigh doeneAditer kst fiat is emstedby thee conyote host 8400 i gur e t he
‘proxy to pernit emall sent fromsmallhost.domand relayed by bigisp.dom by
any one of the {1l |daithiSQat@GhiyihsmuallyloditdRd rell detabuse teidda TP addrass if I Ust ed
domain, (2) adding a whitelist entry for the specific address _ ,
“user @mal | hosty 69 '%ntﬁg%sgg&s GO frdrd 1A B4 BMn Gl Ysrh B hddigLaps dOM  even

though it "Is"ano pre-installation site survey can anticipate

?EEQnE | Sbéﬁﬁﬁa‘%%réz%%‘ I ¥l %%l‘é?ﬁwg%%iﬁffgﬁtf@oﬂ ki aéﬁnﬁéé*a%ntyhiéeﬂaﬁ: ays
TS B " organ _ y open
oroxy 15 i HERAPoBme e aan) aeP B ERCY Piiagt e G B ESEER ot o ot

relay or for hosts that do not routinely send nail tef the local
or gani zat i BRssagylpter oot Ehesmuay Byeanfisyrsd a5 tigted o1 as naterelae Active Rel ay net hod

determ nes the . _ . :
The active relay method permits automatic rejection of all email sent from a-

{=1

user at an open relay host or relayed by an open relay host. ﬁowever, in some cases it
is necessary to override this behavior, for business or othér reasons. For example, with-
respect to the bigisp example given above, the administrator of the Active Filtering
pro:iy can conﬁgt;rc the pfoxy to permit email sent from smallhost.dom and relayéd
by bigisp.dom by any one of the following actions: (1) defining bigisp.dom as a

- trusted domain, (2) adding a whitelist entry for the specific address
"user@smallhost.dom", (3) or adding a ﬁon-relay entry for bigisp.dom, even thotigh it
is an open relay. )

., A pre-installation site survey can mﬁcipate such problems by reviewing |
system logs and testing all hosts that have recenﬂy connected to the local organization
for relaying. Any open relays can then be configured in the respéctive databases
before the Active Filter proky is installed. No special actions are required for hosts
that do not relay or for hosts that do not- rolitinély send mail to the local organization.

| With reference again to Figure 18, if the Active Relay method determines the

remote host 1400 to be an open relay, it sends an error message 1468 to the remote




renote host 1400 to be an open relay, it sends an error nessage 1468 to the
renote 21 MAY 2004 WO 01/38999 PCTI US00/ 31900 63 host, appengﬁﬁlpgﬁf‘t
address of the open relay to the blacklist file, wites an en q1e

- dystemlog, and exits without transferring the message to the | ocal MIA.

QG herwise, if the renpte host is not an open relay, the proxy continues

W th messWQMBPUNsfer at step 1470. It is noted that rROTAS/BI00 Ny iS nore
accurate than user testing, so that user testing may be skipped. The
preferred enbodi nent- of the Active Rel ?y'-rre-t hod perforns testing in the
order shown in Figure 18. In particulafy this ordering avoids the relay

test sequence if the.r e ho I s cqonfigured. as nop rela step 1462)
or the dormi St ARRER s@ﬁgﬁrg‘idﬁ@%%f%’e‘?@?.rq@étf’i%?‘@q?‘g‘ﬂ&ﬁ?’i“&w%ﬂ"("éb’é‘bs 1463 and
1464) . However, alternative enbodinents may provide for other orders of
testing. Thethpeystepplopeangdexitevithout wrnrberingdhs messegs to fedecal MPh-r esponses to
the proxy's RCPT requests. However, certain MIA products issue a "250" to
these RCPT Qthgrvdst, if thetemdtethost iendt an opamerelizy, e proxy ¢ontinuesiwithanessddTA nessage
or the closing "." indicating the end of the nessage. The proxy can be

adapted to riemefsnatztept1d@s.clt ismoted it feldyytesting lsimgre hanratethamuser elathigct eri sti c
data (e.g., the product name) in the greeting nessage 1452. In this event,

t he proxy c%.mﬁgérqgsﬁﬁggﬁ?gy% edesponses for these products, such as a
response other than "354" to a ISATA message. Alternatively, the proxy can

be extended to aﬁ%g??c\%f?{cjtseﬂ{bﬁdiﬁﬁ _mwékéﬁ%ﬁ;&ageﬂm%samwae Active

User Testing The: er nmethod illustrated in Figure 19. "determnes if
e L g oo BAAEN M Sk bk g gl o9,
e_i ther a Mi the Exnfort]éaﬁo%? is%o'vreggured asa non-relay (step 1462) or'the domains match and '
loose relay testing is cOnﬁgm:ed (steps 1463 and 1464). However, alternative
eﬁabodiments may provide for other orders of testing.
The Active Relay method makes decisions based upon résponses td the
proxy’s RCPT fequests. ﬁowevcr, cei‘tain MTA products iésue a “250“ to these
RCPT requests but defer enforcement until i't,recéives a DATA message or the closing -
- “.”indicating the end of the message. 'The proxy can be adapted to_-recognize these
products by looking for ceﬂ@ characteristic data (e.g., the. product hame) in the
' greeﬁng messége 1452. In this event, the proxy can_monitor subseqﬁent resbonses for
these products, #uch as a response other ﬁlan “354" to a DATA message.

Alternatively, the proxy can be extended to acc'ept certain remote hosts based on

product type.

Active User Testing
.-The Active User method illustrated in Figure 19 determines if the MAIL From

address 1413 is acceptable to a mailhost 1900 configured to receive email for the

MAIL From domain. By convention, this mailhost is either a Mail Exchange (MX)
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the MAIL From nessage. This nethod uses the same SMIP mes-sagﬁq l\ﬂﬁmq(ﬂed
for the Active Relay method (Figure 18, steps 1454-1458), buf'i

cases the proxy accesses a different mail host than.the renote host 1400.
Wil e the Active Relay test is concerned with determning if the renote .
host 14000043898 ri sk for sending relayed or forged ehReFPSOMBEWI Active User
test accesses the nmail host 1900 responsible for receiving emil for the.
MAIL From domain to determne if it  wi,ll accept email for that address. If
It does not accept the MAIL. From addréess, then this indicates that the

MAIL From address is pro Ly .for and does R0 i 0 t networKk.
' For exanpl eRostRrdhfhost ﬁ@“ﬁ@ﬁﬁ@emﬁ?@%ﬁ%ﬁ?u géoé&@es%q ﬁtag%ervers,
out. renote. dom for sendi ng outgoi ng, enail and nk, renpte. dom.faqr _receiving

i nconi ng en®@¥ITP meﬁsagwepﬁw%@foz A‘%@@&%ﬁﬁh@gﬁm eautfddrldoth
out.renote.dom the proxy will be unable to establish a reverse test
connect i on ti iiBmoss casemthe proxyyiaceesses a diffsent maihest thap thei rematgthostddPP-gur ed to
accept incom ng SMIP connections. Assuming that the host nanes surrounding
out . r enot e. While die Artive REIPEREt it coreerndd avith determining éfithe resndiohost h4004Aet i ve User
nethod to attenpt to validate the MAIL From address. In this case the proxy

1401 woul d Jthaéfarb&dh@éreﬁﬁédmlgemhm,mmwmwamm theshaithas to t he
validity of the MAIL From address. This Active User nethod is not: '

conpl et el y ABEWLALEHY o I3 Giving <RIl H1088 MUIR SR doRinddldétbinaieirid evel of

testing when the" proxy cannot "query the renote host 1400 via the reverse

Lest. connecyon. . CORSPRNBAL Lfres 1R R ROEcER AT, LRk ve D 2l up

testing (where 'S No reverse test- connection 141 and after
encountering. err.ors jn_ AGti Rel testli , | S, hod i s not
highly rel i Sisimdigpes thal gheMALL From %ﬁ?glﬁpéé%glyme‘i 5P 80s hlY GasTBi

that network. -

For example, assume the rémote domain rémote,dom has two mail servers,
oﬁt.remote.dom for sending outgoing email and mx.remote.dom for ,rek;eiving '
_incoming email. If the proxy 1401 receives a coﬁnection 1403 from out.remote.dom,
the proxy will be unable to establish a reverse test connecﬁén 1418 to that particular
. hoét because it is not configured tﬁ accept incdming SMTP connections. Assuming
that the host names surrounding out.remote.dom do not appear to be dialups, it
| .remaiﬁs for-the Active. User method to attempt to validﬁte the MAIL From address. In
this case the proxy 1401 wouid find thé MX host mx.remot_e.dom aﬁd Query that host
as to the validity of the MAIL From address.
- This Active User method is not completely accurate by itself, but ddes provide
én additional level of testing when the pfoxy cannot query the remote host 1400 via
' the reverse test connection, Consequently, this method is used following Active
Dialup festing (t;vhei‘e there is no r;aversc test connection 1418) and after éncounteriﬁg
errors in Active Relay téstiﬁg. |

The reason this method is not highiy reliable by itself is that some large



21 MAY 2004 WO 01/38999 PCTI USOQ 31900 65 networks (AOL. COM YAHOO. COM

MSN. COM) accept (that is, give a "250" response to) all RCPT
i dentifying properly-formatted addresses on their respectivezmm4

this i's done both for performance reasons and to prevent outsiders from
verifying or collecting addresses on_ that network by sendi ng many

di fferent WOI8899 e addresses and nonitoring the respond€g/ussesivte, enough
‘networks do truthfully respond to RCPT nessages to nmake the Active User
met hod useful as a supplenent to the ﬁgtive D al up and Acti ve Rel ay

met hods. Wth respect to Figure 19, th& Acti ve Filtering proxy 1401 begins

operation at__st 0 [ther Active Dialup or Active Relay
testing. In %WW%@%@L&OM&S %&&@ﬁ%ﬁé@@ %""Fﬁii(ﬁ’ﬂ%tgﬁe&)@spesponsi bl e
for receiving mail to the MAIL From address 1413. The proxy searches the
Donmai n Nane R§rensg o) BNRGPT mewnges ideptifyingpronsely-fmmptted asddrasensenitheior recor ds

I dentifying Mail Exchange (MX) hosts for that domain. MX records include a
host nane anwsgeciicretworksaThieis danebdily far paxfermancaredshas arlddwpsdveqir i ority val ue
identifies the MX host that should be tried first. In the preferred

enmbodi ment, dutsidges fomy verifping becolibating alliressas on thatitietwtek bg sldingsninye DNS BI ND
res.init() and res queryO functions to access the MX records, however,

ot her net hod&ffet passiblé!aiebsted aR MBS forinB h nRE OGN endubh AGwWMksIBSt 1S ,
found, then the proxy uses the MAIL From address (that is, the host nane

to the i ghtendhtultifemdl tPREFPikSbedso ke Mbhkve U RGNS &3 [ N

mai | host. In step 1 e proxy attenpts to connect to t server

i dentified L;%B@%‘?Q'{‘ﬁ%‘?‘%ﬁ%%“f’% RX@V&E&% ; c)dgechani sns described in

step 1418, connection”is to the identified nail host
190, Lot et 1 5 PR 378 55 R P B Srin 3051
-, step 1901 subsequent to eithet1 Active Dialup 01.' Active Relay testing. In step 1902, '

the proxy identifies a mailhost 1900 respbnsible for receiving mail to the MATIL From

address 1413. The proxy searches the Domain Name.System (DNS) information for

the MAIL From domain for records identifying Mail Exchange (MZX) hosts for that

domain. MX records include a host name and priotity value, and by convention the

lowest priority value identiﬁes the MX host that should be tried first. In the preferred

embodiment, the proxy uses resolver library routines such as the DNS BIND res_init(}

;xnd res_query() functions to access the MX records, howevér, other méthods may be

used to access the name server. If no MX host is found, then the proxy uses the MAIL

From address (that is, ﬁe host name to the right of the "@" character in the MAIL

From address) as the maithost. |

In step 1903, the proxy atteﬁ:pts to connect to the mail server identified in step
1902. This follows the same mechénisms described in step 1418, cxcept.that the TCP
connection is fo the identified mailhost 1900 rather than to the remote host 1400, If

the connection is successful in step 1904, the proxy waits at step 1906 for the system

greeting 1905 from the mailhost. Otherwise, if the connection is unsuccessful, the



greeting 1905 fromthe mail host. O herwise, if the connection is .
unsuccessful, the 21 MAY 2004 WO 01138999 PCT/ USOQO 31900 66 Eﬁ%ﬂwﬂfbﬂ
enbodi nent of the proxy sinply proceeds to step 1470 for nessage transt.er
to the MTA. In alternative embodi ments, the proxy m ght successively cReck
for lower-priority MX hosts if the highest priority.host is not avail able.
It is noWed1s898% for sone networks where the sane host PEEASI0&190H0t h

incom ng and outgoing enail, the mail host 1900 may be the same (that is, .
have the sanme |IP ‘address) as the renmbte host 1400. In this case, the proxy
sinply makes a second test connectio % 0 the same host without regard to
havi ng previously tested the MAIL. ., From address f‘é? tthi s host. Steps
1905- 1912 fRpfemed embosimentob the proxy; simply groseqds (.step [ 440 forsaessags Handier ¢ 13,
respectively. After receiving the systemgreeting, the proxy issues a HELO
nmessage i n togheddTAQDaltemati e embadiments, she proxy might icerssivels chackfed reply, it
sends a MAIL From nessage in step 1909 with the reserved Active Filtering
t est addr eslewerypribrity M hosts iff the ighestprinrifGiost ispetsgidablen st ep 1911 with the
MAI L From address received in step 1414 (Figure 15). In step 1913 the
proxy inspects tifg noRi iy Sir's6me aptworiisoviichahdaink ioeskages both incoftngr epl y i s
"250", the proxy continues with nessage reception at -step 1470. |If the

domai n mai |Jbﬁ%ﬁtg$§%%nﬁh}’ﬁ§ nfilKost 8D00/meY Bithe kdnd (thal R0have thtName TP St €p 1914

the proxy 14017s s an error reply to the renote ﬁost 1400 on connection
Tel ecti on,  B4HEHR LERBAGERLA ] ool N pra RN RREH il ¥ SR O kil o1
bl acki 1ot (RPapaRL BekeCaP vl I ABREE Bl Bln) i BdaAn, ° 1 e

the number IPREES Bahoo that any subsequent conmection oo

Steps 1905-1912 follow steps 1452-1459 in the Active Relay test in Figure 18,

respectively. After receiving the system greeting, the proxy issues a HELO meséage in
stép 1907. Subsequently, after receiving the HELO reply, it sends a MAIL From
message in step 1909 with the reserved Active Filtering test address. And ﬁna]iy, it
sends gRCPT message in step 1911 with the MAIL From address received in step
1414 (Figure 15). |

In step 1913 the proxy inspects the mailhost's reply to the RCPT message. If
the reply is "250", the proxy continues with message rece;ition at step 1470. If the
domain mailhost 1900 gives any reply other than *250", then in step 1914 the proﬁy
1401 sends an error reply to the remote host 1400 on connection 1403, closes data
connection 1403 and test connection 1903, logs the rejection, adds the I a&dress of
the remote host 1400 to the blacklist dataf:ase, and exits. |

Preferably, when appending an IP addre;ss to the blacklist database 1095, -the
proxy adds a 4-byte IP address, e.g., 192.168.200.45, along with some number of bits
to be matched. Typically the number of bits is 24, so that any subsequent connection

by any host in the range 192.168.200.0 through 192.168.200.255 will be rejected by



by any host in the range 192. 168. 200. 0 t hrough 192. 168. 200. 255 w || be
rejected by 21 MAY 2004 WO 01/38999 PCT/ U500/ 31900 67 the bl agklh§tagga
mechani sm This takes into account that C ass C addresses are normal%y
assigned to organizations in nultiples of 256, so .subsequent connections in
the 192.168.200.x range are normally owned by the same irresponsible
organi zat "&P1588%i t  makes sense to block all of them PEEAESHEBE1906 f t he
ownership is subsequently determ ned to be sonmething nore or |ess than a
single class C, then the blacklist file_ can be manually edited to bl ock
one or nore hosts. Cther than the trust®dd dat abase, the preferred

" enbodi ment dge )t requiye any. .special databases to control .the Active
User test ne@'ﬁg}?f’n@fﬂ mF‘ﬁ’aH’ﬁma&gé Wfﬁ? ﬁ%"“@l’i‘b&‘ﬁ‘i i addressasaproengbevent s
unnecessarily testing networks such as ACL.COM that automatically respond

with a "250"assignedppraaagaions dsmultiples eE256; ¢ vipreqnent comnsetipneinthg ections to
this point have not involved any storage (other than log entries) being
al | ocat ed on12.168&00.x hangp anpripaliyt dvarcl/SAthesamne respusibie orgdnization, &gt s  have
been successful, then Figure 20 shows how the proxy 1401 corinects to the

MIA and tr amskes kéhsé teblodk dlil efithehHoweeasif e dwheghipiedibiueatly up t he
transfer of the nmessage to the MIA. In step 1470 the proxy connects to the

MIA usi ng t heetgmiRd iP5 WehelB9EMbRA lesé Mhn 4 KiRsIE BMEY G QhdnaBs viaERGAL | On 1418.
In summation, the proxy connects to the MIA “for nessages wth any of the

fol |l ow ng Ch‘%ﬁ?’fhﬁpﬁ mﬁ,&g%éd tg(gmg%é%ﬁéyag@ trusted domain (step 1417);

whitelisted 0 ress (step or email froma user wth an

account at a non-4j alup, - (o) AT ddi tion, subject
fo the val | dity Oipe i dndRbatOBk o ehifitiont el gl o " sy
wi il permt sr{)%clziéll databases to control the Active User test mechanism. In an alternative

. embodiment, a database prevents unnecessarily testing networks such as AOL.COM

that automatically respond with a "250" to RCPT addresses.

Connect to MTA .

All message rejections to this point have not involvéd any storage (other than
log entries) being allocated on ¢ither the proxy or the M'fA host computer. If all tests
have been successful, then Figure 20 shows how the proxy 1401 connects to the MTA
and transfers the injtial SMTP messages required to set up the transfer of the message
to the MTA. |

In stép 1470 the proxy cénnécts to the MTA using the same method described

for the reverse test connection 1418. In summation, the prdxy connects t§ the MTA
for messages thh any of the following characteristics: connection from a trusted
domain (step 1417);‘v§hitelisted MAIL From addressl (step 1417); or email from a user
with an account at a non-dialup, nonfreiéy host (step 1467). In addition, subject to the
validity of the user address as determined in step 1913, the proxy will permit mail

from hosts where the reverse connection fails, but host is configured as non-dialup




from hosts where the reverse connection fails, but host is configured as
non-di al up 21 MAY 2004 a WO 01/38999 PCT/ US00/ 31900 68 (Step2H§é¥2 0
reverse connection fails, but host is not detected as a dial up ( poléflz4); ,
reverse connection succeeds, but relay test is inconclusive (steps 1454, ‘
1456, 1458); reverse connection succeeds, but host is configured as non
rel ay (s™aptis®?) or reverse connection succeeds, MNAl PCEUSIVHEND eSS

mat ches connecting host, and the proxy is configured for |oose relay
testing (steps 1.463, 1464). At steps 1470-1475 of Fig. 20, the proxy 1401
connects to the local MIA 1402, send$8 he accunul ated i nformation received °
so far fromthe renote host, and starts to transfer data.between the
renot e 1400(stapdl42h) revEvie taroRctiontfeilspbus hgst ifnoh deteqtetbaspaiialup (strpck424l 1470 and
awaits a greeting 1471 fromthe MIA. Wen it receives the greeting, it
sends t he Heveseeamegivnir@edspbit hetay\Bsh it ihednclusive (taps 1484, 1456453 renot e
host 1406 in step 1430. If no HELO nessage was received fromthe renote

host, then thersPbshnkctitnBcdieds, Bt Rest iNniRteb@hoh4didy (step TRE2)¥rauyerdenen
awaits " the response 1473 fromthe MIA, and sends the MAIL From nessage

1474 that 1 bonpl el HEedd RO ors GRS iR bt ghask GRd ik FhoxTRe proxy - |

1401 then awaits t s response 1475 fromthe MAIL From nessage, and
wites that response, i ' | I te host 1400. In steps 1480
and 1481, tH “f?géorsl??fp%g*%%@lg\ype%pgy%%%ssage fromthe renote host
1400 and passes it tr rent he MIA 1402, t eps and 1483,
It receives the éWﬁ’Sﬁggm“ﬁ?fﬁ%h@W@h Oéafgglée Eﬂ?aieﬁ‘gcﬁg%é?‘int ly tc the

renmote host. The renote host may send nulti pl f these T negsages, each
50, Smtbs v b f
f

of which i $40asrade thejagcumyat TRRAHPD TEGFIVE ¢ {FEnal RAsb g g
enbodi nment, the proxy keeps track of the nunber o
starts to transfer data between the remote 1400 and the MTA 1402. The proxy opens

the TCP connection 1470 and awaits a greeting 1471 from the MTA. Whenit
receives the greeting; it sends the HELO message 1472 to the MTA that it received |
from the remote host 1400' in step 1430. If no HELO message was received from the
remote host, then the proxy does not send the message 1472.- The proxy then awaits
the response 1‘47'3 from the MTA, and Sends the MAIL From mess#ge 1474 that it-
received from the remote ﬁost 1400 in step 1433. The proxy 1401 then awaits the 7
MTA’s respoﬁse 1475 from .the MAIL From message, and writes that response
immediately to the remote host 1400. -

In steps 1480 and 1481, the proxy simply receives a RCP;f message froﬁ the
remote host 1400 and passes it transparently to the MTA 1402. In steps 1482 and
1483, it're;ceilves the SMTP reply from the MTA and passes it transparently to the
remote host. The remote host may send multiple of these RCPT. messages',' each of |
which is handled in the same way.

In an altérnative preferred embodiment, the proxy keeps track of the number of

recipients (both those accepted by the MTA and those rejected by the MTA) and

issues an error message when the remote host exceeds the maximum number of




reci pients (both those accepted by the MIA and those rejected by the MIA)
and i ssues an error nessage when. the renpte host exceeds thezqﬁﬁhﬁﬂﬁﬂo4
nunber of 21 MAY 2004 WO 01/38999 69 recipients configured in“the
conflguratlon dat abase 1098. PCTI USOO 31900 Message Transfer. and Bee
Filtering At this point; the proxy 1401 is operating in a transparent
pass-throWH1F8¥8.  Prior to step 1475, the proxy oper aRGRBU/3190E
.application level, where it handles the SMIP nessages -on behal f of the

| ocal MIA: Beginning with step 1475, Qf proxy operates in a filtering node
where it sinply transfers data betmeen he renote host 1400 and the MIA
1402, with limted filteri.n ure 2 sho he processi ng steps invol ved
i n transf er ricHglepi§so 1 Y2 %t he renpte host 1400 to the
MIA 1402. Except for the I|n1ted fllterlng performed in steps 1491 and
1492, the proxy transparently transfers the SMIP DATA comand 1484,

message header | ines 1488, nmessage body |ines 1490, 1493, and closing

prot ocol | i nessigkdFrafsferend Bec Fiteringe host 1400 to the MIA 1402. By
convention, the nmessage header is defined as all lines of the nessage down
to, but not i nclAdhiggeint, iR pkdxyI40 EilsRpsratingie a rhhapnoyis-airogphtmatespar ent | y
transfers SMIP replies fromthe MIAto the renote host (steps 1486 and

- 1497) . As | PSS BAYS, mefaiaxy&\érd?esa&hﬁ W&aﬁorplevémehei@a%aﬂﬁeér@@der and
nmessage body are not i ndi vi dual ly acknowl edged by the MIA. The proxy may

Bl nd. %Q?biwﬁ%"?%%*i”ﬁ%‘;%%%%? e e 7, BB 2 o
?EPELQniﬁd{ i o S RuPogole S or REABAF P et bR e 2sage

This can e tﬂ%f) bc? the?/?ﬂx iﬂﬁt with limited ﬁltermg

Figure 21 shows the processing steps involved in transferring the actual email

‘message from the remote host 1400 to the MTA 1402. Except for the limited filtering
- performed in steps 1491 and 1492, the i:roxy transpafenﬂy transfers the SMTP DATA
7 command 1484, message header lines 1488, message bociy lines 1490, 1493, and . |
closing protocol lines 1495 from the remote host 1400 to the MTA 1402. By
convention, the message header is defined as all lines of the message down to, but not
including, the first empty line. The proxy also &ansparenﬂy trgnsfers SMTP replies
from the MTA to the remote host (steps 1486 and 1497).- As is consistent with
SMTP, tile lines of the message header and message libdy are not individually
acknowledged by the MTA. |
The proxy may integrate any conventional filtering method, such as one that
- prevents Bliﬁd Carbon Copy (Bcc) messages. Such mail is characterized with 2 local
domain address in one of the RCPT To: messages 1480, but without a reference to the
local domain in the header lines 1488 of the message. This can eifher be legitimate
and intentional (as when a sender defines a Bec address in their mail reader) but is

- generally abused by junk mailers in order to save the processing time required to




and intentional (as when a.sender defines a Bee address in their mail

reader) but is generally abused by junk mailers in order to ??3.@ %04
processing tinme required to 21 MAY 2004 WD 01/38999 PCT/ USOQ ‘8

reprocess the message header for each recipient. 1n step 1491, the proxy
1401 checks To, Cc, and associ ated continuation lires for a |ocal domain
addr esSVOPHIS | ¢ er ‘permts Bee messages only for truBEBHSOZHMP esses. I it
has not found-a local To or Cc address when it reaches the last |ine of

t he nessage header, it wites an errg nessage to the renote host, closes.
the data connection 1403, | ogs the \9e appends the I P address of the
renote host to trge bl acﬁl I,st_ 140 and eX|ts step.1492. This appears to
the MTA 14Bpocess the mesiegs hesderdar capbEeciititect i on. The MTA typically |ogs this
event to the s%;stem | ogfile, but does not.  send the partial ssage to any
| ocal users. serehA911 the groxy d401 eltesks T G %@Gis"&al?é‘é’gn‘t‘ﬂ’én% &ction 1403
fromthe renote host and the connection 1470 to the | ocal MIA when it '
senses t hdor alotdi domainaddeess: | Die filtes poaaits Beemessagescanly fogusted | y, the renpte
host cl oses the connection by sending-a "QU T" nmessage 1495 to, the MIA,
1402. The aNGrssk4)EMit Was o€ fouad 8 lanliFo or Gs phirssewlhietDif reaciiesthelagidine b connecti on
1470. The proxy 1401 senses the closed connection and closes the

connect | Ofihé:ﬁQs%a%ferlﬁmefr HewfiReBh BrbiQfitssdgtPthe Himete hodscléses tHerdatasf er of the
single SMIP email nessage associated. with the current instance of the

proxy 140%ouabtod 193Plogthe Méﬁi—, aB¥dilds thelID alldiBssRF BlcbmhER hoftT B Ment

mul tiple nmessages fromnmultiple renote hosts are handl ed by relying on the

PrOXY SO WSl R A Blhe 481480 5Lt p o A 1482 Bl et ances of

the proxy process, “oné wever, other Inp EBient ati ons

Bt oxy. sor VP Pt ﬁhg;m%%@mogs i dvchPro thbysfAABBAIR, it B - N e2led

proxy ser

send the partial message to any local users.

In steps 1495-1498, the proxy 1401 closes the connection 1403 from the
remote host and the connection 1470 to the local MTA when it senses that either
connection has been terminated. Typically, the remote host closes the connection by
sending a "QUIT" messﬁge 1495 to the MTA 1402. The MTA then writes a status
response 1497 and closes the connection 1470. The proxy 1401 senses the closed
connection and closes the connection 1403 from the remote host 1400.

-This ends the transfer of the single SMTP email message associated with the .
current instance of the proxy 1401, and the proxy 1401 exits. In the preferred -
embodiment, multiple messages from multiple remote hosts are handled by relying on
the proxy server's operating system 1090 (Fig. 7) to run multiple instances of the

~ Proxy process, one for each mess.age. However, other imple_meqtations are consistent
with this invention such as, for example, a multi-threaded proxy server process that
handles multiple messages.

The preferred embodiment has been described as having IP filter testing 1406,

followed by Active Dialup testing 1420, Active Relay testihg 1450 and Active User




handl es mul ti pl e messages. The preferred enbodi nent has been described as
having IP filter testing 1406, followed by Active D al up tes?’gggAJ{%4
Active Relay testing 1450 and Active User 21 MAY 2004 WO 01/3

PCTI USOQ 31900 71 testi ng 1900. However, it should be appreciated that :
‘these testsmay be inplenented in various other orders. In addition, each .
of these W&S1188¥Ave individual uses, and need not be uBeTiU$tosmemnecti on
with one or nore of the other tests. The foregoing descriptions and

drawi ngs shoul d be considered as illustrative only of the prirnciples of
the invention. The invention maybe confil gured in a variety of different
manners and is,not |limted b preferred enbodi nent. Numerous

appl i cati ons tegfing; 1920. JHew eyt 1 WQQHPPGHPYWI‘F‘F“ thatAhese {estsarayrbedmplemented ski | | ed
in the art. For exanple, though the pref erred enbodi ment of the invention
is inpl errent’@d/a@wlswﬂyrgtﬁalts Hreadgition, eash ofithase testschave indivadita) uses, andyeed| so be
used, for instance, in an isolated intranetwork or using closed networking
pr ot ocol s S uidt ba aseidi edrinedtioh wathenne lonmeekbftheanher testst he event that it becones
illegal to connect to any mail server except to transfer legitimte emil,

a nessage nmay be Thedsrefdifig @derigtioh¥gnd\ihvingdyheild ba deksRffedSa Yiludfatvie have
recei ved your SMIP connection and are considering whether to accept your

emai | nmessaggy oﬂﬁﬁ%ﬂcﬁﬁﬁr&‘ﬁﬁ iBveaeh. n?ﬁgmt&a{sémm%é&r'ﬁgwa@qmeﬂe for

non-trusted hosts attenpt to deliver mail tot ile the
f d t h DNS,
ToP, and SVIB, %@%ﬁﬁf#&ﬁgﬁ.@q‘?’é‘ﬁ@ asgﬁ&f’éta%‘a*te?“ﬁ ?wk. g
t I | hi t ect 6
(1 Pvey "o APBBGHAR o e ghenps swifea%‘y Byt oat SRR et ¥BLrt e

t he |nvent|on h ne MIA-to- MIA rot ocols such as
Ext ended SMI® nal% ough epre%M eg' em{)o me hle?nventton%s lmplementgd ona

: globei network, such as the Internet, it may also be used, for instance, in an isolated
intranetwork or using closed networking protocols such as Novell Netware.

" In addition, in the event that i-t becomes illegal to corjtl_ect to any mail server
except to transfer legitimate email, a message may be transfe’rred to the MAIL From
address saying "We have received your SMTP comtection and are considering
whether -to accept your email message.” The preferred embodiment tests for relaying
only for non-trusted hosts who attempt to deliver mail to the locz_tl MTA.

| While the j)referred embodiment uses Internet standard protocols such as IPv4,
DNS, TCP, and SMTP, the iovention may also be used with other networking
protocols and network architectures, such as, for instance, IP version 6 (IPv6) or
X.500 name servzces, or protocols not yet developed Funher, the invention may be |
used with other backbone MTA-to-MTA protocols such as Extended SMTP
(ESMTP), the X-400 Message Handling System (MHS) or client-to-mailhost
protocols such as POP or IMAP when the Active Filtering ﬁmctioné are not
‘performed on the backbone. Further yet, the invention may be used with various

cryptographic architectures such as Secure Socket Layer (SSL), IP Security (IPSec),




(ESMIP), the X-400 Message Handling System (IVHS) or client-to-mail host
protocol s such as POP or | MAP when the Active Filtering funct bqu@A?r&(ﬂPt
‘performed on the backbone. Further yet, the invention may be used w -
various cryptographic architectures such as Secure Socket Layer (SSL), |IP
Security (IPSec), 21 MAY. 2004 A WO 01/38999 PCTI USG0/ 31900 72 SIMME or
OpenPGPV &3 8¥Pds, al t hough spammers are unlikely to BEBUSHBIM0Ot ocol s _
i nvol vi ng traceabl e encryption keys. The Active Filtering nmethods descri bed
in this application can be integrat ed?vvi th other suitable devices and/or
nmet hods to provide, additional capabi Aties. The proxy can al so be
configured with additional gat abases,  not described.in this application to
provi de f uSMMIE priApenBGE stamdands, althoush spanmess arg ppikely-(guse quy prpRcols i o
preferred enbodiment of the proxy does not provide for appending hosts
_det er mi nedinvelving traogableracaption keyén- di al up to these respective dat abases.
However, subject to performance requirenents, other enbodi nents of this’
proxy m ghTheActerHitemgmalpdsidedcabidad thinapliension sarsbe iategtatedavii d unnecessary
. re-testing. Per-Reci ient Wiitelisting and Quarantining Two additi onal

feat ures OobmbRitlISESidS dn@BBEtho®Rb pRivide BdditicnaberphlititiespThe pregy pi ent-
whitelisting and quarantining, can be used by individual users of the

network to ﬁﬁ@l} i A6 dMeabaiEe hbt RAFibbOIn this apglatiGE®Sages t hat
were rej ec%aen?%?/&%xct véed |I?eri ng. This enbodi nent useis’ﬁt he same Active
Filtering (fhat d RYpD ég%mﬁ 1450.4 and Active User
1900) testégoz‘ilg‘tegﬁe@glr‘?%ygysvart r&%@& eﬁlgaém?gbﬁ:l gu gééﬁ;}‘,_ng_; e!Unl | ke the system

 described | o hAUN S b proy VB S R 16FsppBafR sl QetkithiRlF o B oR

relay or non-dialup to these respective databases. However, subject to performance

requiremerits, other embodiments of this proxy might perform caching of tested

addresses so as to avoid unnecessary re-testing.

Per-Recipient Whitelisting and Quarantining

_ Two additional features of the preferred embodiment of the invention, per-recipient
whitelisting and guarantining, can bg;: used by individual users of the network to
manage their own incoming email and to retrieve messages that were rejected by '
Active Filtering. This embodiment uses the same Acﬁve'Filteﬁng (that is, Active

- Dialup ‘1420, Active Relay 1450, and Active User 1900) tests as described with |
reference to Fi gures 7-23. |
Unlike the sYstem described in Figures 7-23, which enfoi‘ccs access decisions during |
processing of the MAIL From message, these two additional features require that the

| proxy defer enforcement of Acﬁve Filtering decisions to RCPT time. This is because
the proxy does not know the recipients of an email message at MAIL From time. It is

only when the sending MTA 1400 identifies each intended recipient (that is, by




processing of the MAIL From nessage, these two additional features require
that the proxy defer enforcement of Active Filtering decisiong (ayeéta
time. ,This is because the proxy does not know the recipients of an email
nmessage at MAIL Fromtine. It is only when the sending MIA 1400

"identifi q,ﬁ%gg;ﬂ% i ntended recipient (that is, by 21 MAY 2004 WO 01/ 38999
PCT/ US00/ 31 % sendi ng an RCPT nessage) that the prB&Y/UIHFEINBan access
that recipient's whitelist and determ ne how to process the nessage for
that recipient. For exanple, one " reci pient nmay have a whitelist entry to
receive mail froma particular sender, while another recipient may choose -
to discard WER o L. Jhovever, that
per - r eci pi errlr?éd\/(\i}ldlcglt’age‘llr%%t | nas?:g%gﬁ{abtg% grl’?tﬁ ?%Hrllgmggcﬁg%gﬂ;’%gﬁ%?nrﬁéavﬁﬁqﬁ%ny

sui tabl e man nd.at, any suitable stage of il ocessing subsequent to
ROPT. Fi gur XYoL pEocss e epiies ot bt rkibispt dioe XA 99 ¢ i s
preferred enbodi.nent. Wth .respect to Figure 7, Figure 24 adds an optional
Per - r eci pi enfSeRH™ B’Iayg?ve[ga‘l’laffgété’“%@ﬁecqvéﬂa@a@@ # BatipnlansendengvhileQuar ant i ne
Dat abase 1610 for storage of rejected nmessages. These databases are
accessed by Regther pecipieny may chrase to disgard gupilfrom beteender. IRGPE heppparest, .
processing was al so added in Figure 24. The per-recipient filtering can be
f1exibly conh9wgyesthabpertrhapientovhitelisting ad quatantiting san Be petformetdn ahy ows t he
recipient to have a whitelist containing a single that will match any
sender’ s addsuitgsle amtinériand at amlyahitapleatage of sl osdssieg RibséREARIRTPT, t hat

reci pient. Second, the recipient can have a whitelist that enunerates

certain sendFiggre 2aMmtraed ddacifioRpdddbales Wby @ieprekdita Sibbdifoll Wigf [ N9 | n
this case, mail fromone of these senders t-ﬁat Is detected as a Spam ri sk

by Active Fi | 19 Q3 o ' g : oY l.acked for -
DY, At FLichRE gkl 1 P B! S ol Pt P ER Bl o for
reci pients CRfeRRtciiént thd §&hraftiod HaiabS 1B P stBlpl SHicbrea b MlCN case the

These databases are accessed by RCPT message processing, so a block for RCPT

message processing was also added in Figure 24.

The per—recibient filtering can be flexibly coﬁﬁgured by the recipiént. First, this
ﬁltéring allows the recipient to have a whitelist containing a single "@" that will
match any sender’s address and thus totally override Active Filtering fof that recipient.
Second, the recipient can have a whitelist thét enumerates certain sending
“domains/addresses fhat will override Active Filtering, In this case, mail from one of
these senders that is detected as a spam risk by Active Filtering will be permitted for
that recipient and blocked for 2l other recipients not having a matching whitelist. )
Third, other recipients can operate without éper-recipient whitelist, in which case the
Active Filtering decisions will block mail in accordance with Figures 1-23.

- The Per-RCPT Whitelist Database 1600 consists of a éollecti_on of whiteliét files,

where eéch file pertains only to a particular recipient. The wlhitelist files 1600 can be
configured by a system administrator, or with suitable access controls, by the

recipients themselves, so that one recipient can receive an Active Filtered message




Active Filtering decisions will block mail in accordance with Figures 1-23.
The Per-RCPT Witelist Database 1600 consists of a collecti OnZQfl\n&ii(ﬂM st
files, where each fi.le pertains only to a particular recipient. The '
whitelist files 1600 can be configured by a system admi nistrator, or With
suitabl e access controls, by the Trecipients thenselves, so that one

reci pi $Q0188999r ecei ve an Active Filtered nmessage 21 REVUSEHMMO 01/ 38999
PCT/ USOQ' 31900 74 froma particul ar sender while the nmessage is bl ocked
for another recipient. The per- recipient whitelist files 1600 are provided
in addition"to the systemwhitelist T094.. Accordingly, a particular
recipient will receive_ a ssage if the se roi |.sted i Lt her the
syst em whifem aipaticylansendsr W &l‘her‘%??ﬁﬁeéﬁﬁoé(e\aﬁ%a@f’ﬁlg{Ile%gﬁﬁtf er’]'%sé'adi tion, the
filter can quarantine nessages that would ot herw se be. r,el' ec‘gt ed. A

quar ant i nesdipiestwhitpist fHles K08 atepIoYiged in@dditign {o the system, whitelist H9%8k st or age,
where it can subsequently be reviewed and forwarded by either the

reci pi ent Aetordimglyragiatticuladrecipient wilt secivarhmesnagkif thesandseisdistediigured to
separately enable quarantining for Active Relay, Active Dialup, and/or
Active Usghef B efitenDiwhitelisp109&0athat ecipienps whigelisai600be configured to

quaranti ne nessages that fail Active Relay testing and reject nessages
that-fail IrAfaHi'ﬁ\sg i BkdRaPsh-Aitiné Eleksdges\that wduRbdtherwiie be Fejevted. ant
whitelisting and quarantining are perfornmed separately for each recipient,

that is, g&&mﬁﬂﬁ}ﬁ&ﬂ i?%@éi@ by RO Hioxy bt 9BEf0Alisk sttagtWhbreiR@RagE Wi t h
mul tiple reciprents rfgay e It'el 1sted for sonme reciplents and quaranti ned
(or rejected outri . : L, ChDl BN acourse, the
reci pi ent s‘%"r@%ﬁy th%}ége“égdoaﬁg &%eafdgg??%ieﬂg@g{n OIP the%agl%lénti ni hg need not
be configured, by t system, adnm.ni strator. .Thi | ef f ively renove
t hese fea?‘iﬁ’l“@%“%?‘b&rﬁ? x?'f’?“ttlfr?on}li%‘gff;{osﬁaéat&yeeg%b&%ﬂ&%e a'rgg%‘t enbodi nent

shown in Figures 7-23 rovides a unjformleve
( Actiw?e Relay, Active)Diglup, and.%r Active ther rer}]ectl%ns. IFor example, a proxy can

]

—

be coﬁﬁguied to quarantine messages that fail Active Relay testiﬁg and_reject
messages tﬁat fail Active Dialup andfor Active User tests. .
Per-recipient whitelisting and quarantining are performed separately for each
recipient, that is, for eacﬁ RCPT address. Thus, in general, an email message with
multiple recipients may be whitelisted for some recipients and quarantined (or
rejected outright) for the remaining recipients. of course, the recipient whiteligt need
ﬁot be déﬁned and/or the quarantining need not be configured by the system

. administrator, This would effecﬁvely remove these features from the filter proxy.
The present prefer’reri embodiment (‘shown in Figures 7-23) provides a uniform level
of junk mail protection for ail recipients. That is, the Active Filtering Proxy 1401
determines if the message is unacéeptéble (i.e., the remote host is an open rela_y; the
remote hosf is a dialup, or the message has a forged MAIL From address), thé_n either
accepts or rejects the message for all recipients. This is best suited for large
organizations such as Government agencies or commercial businesses that havea

consistent policy regarding junk mail and that have decided to block all potentially-




of junk nail protection for all recipients. That is, the Active Filtering
Proxy 1401 determnes if the nmessage is unacceptable (i.e., taq Mﬁﬁ(ﬁmhos'f
is an open relay, the renote host is a dialup, or the nessage has a torged
MAI L From address), then either accepts or rejects the message for all
recipients. This is best. suited for large organizations such as Governnent
‘agenci es YPW&Mer cial busi nesses that have a consi st ear/ysed/siee regar di ng
junk mail and that have decided to block all potentially 21 MAY 2004 WO
01/ 38999 PCT/ US00/ 31900 75 danger ous e?ﬁi | . However, nost |SPs and sone
busi nesses have users with w dely varyfhg - expectations regarding junk mail
filtering. nme_users..my want the proxy to block. all potentially

danger ous geroRf #Mailot her users will tolerate significant amounts of spam

but do not want to have a single messa%e i nadvertently bl ocked. For this
situation, tiaveverempstdShsiand spmebusinestes havedisery ithavidgly Yargiog Active Di al up
1420, and Active User 1900) are used in conjunction wth per-recipient
whitelists tespgstatiopsregandingjudk adail fBtering. tSome asert may watlthe praxy toi bidek.allt her wi se
be rejected by the Active Filtering tests and a quarantine nechanismto
save enuil tpbehtidlly desgeesik adilpyhikodtherasérs wilbtolenae sigatfickae amb@its ofspirah a

reci pient whitelist.. Thus, the whitelist 1600 is flexible to provide

support for pat do@fo@Waﬂrtgﬁﬂeé%_ldgw}nmyg'eﬁﬂa}dvét&iﬂ?Bio@kéd_l.l [For N ditulnl &% Or . for
an ISP that allows the individual recipients to define their own respective

filtering poldid BifteringEstd @Ghibd ROy YWH(L ﬁkﬁéé%&@@@z@&@ ﬁeﬁwﬂth;eﬁfboo nly if a

message woul d be I ntercepted by one of these Activeé tering tests.

CX 5l b SRS Onh kSl AR BBy 5, 7
passes fhe JeaSagetio, the: MEAAA0R LIRS o W0RLSBHLAG dagindii tel 1 sts 1600

quarantine mechanism to save“ email that is rejected by Active Filtering and does not

match a recipient whitelist, | |

Thus, the whitelist 1600 is flexible to provide support for a large organizatidn having

a single junk mail policy or for an ISP that allows the individual recipients to define

their own respective filtering policies. The recipient whitelists 1600 are ponsulted _

only if a message would be intercepted by one of these Active Filtering tests.

Otherwise, if the remote host is not an open relay; the remote hosf isnota dia_lup, and

‘the address does not appear to be forged, the proxy 1401 passes the message to the

M’I-'A'71402 without considering user whitelists lr'GOO and without saving the message

to the quarantine database 1610. Ifa particular recipient(s) does not have a recipient

whitelist 1600; then the proxy Mll deliver the message only if it successfully passesr ,

all of the Active Filtering tests. If an emﬁil message fails an Active Filtering test, is

not thtelisted by all recipients, and message quarantining is configured in thc.

Configuration Database 1098 (Figure 24), then the email message is quarantined for

the recipients that do not have a whitelist that maiches the sender’s address.

In accordance with the preferred embodiment of Fig, 24, each recipient whitelist 1600



to the quarantine database 1610. |If a particular recipient(s) does not have
a recipient whitelist 1600, then the proxy will. deliver the BRiAYS2604 Y
if it successfully passes all of the Active Filtering tests. If an email
message fails an Active Filtering test, is not whitelisted by all ’
reci pients, and nessage -quarantining is configured in the Configuration

Dat abaseWDLIS8¥® gure 24), then the enmmil nessage is BETARMWNAE for the
"recipients that do not have a whitelist that matches the sender’ s address.

In accordance with the preferred enbodJ’- nt of Fig. 24, each recipient
whitelist 1600 21 MAY 2004 WO 01/38999YL' CTI US00131900. 76 is mamintai-ned in

a separate file, |ocated in the directory. identjfjed.n the.configuration
dat abase 109gnaigigmed, Ma segarate ?ré""tanﬂn ﬁ‘ﬂ@ﬁ?ﬁt‘?ryédsm{‘ﬁ% IPE'}& Gonfigraons g |
address. For exanple, if a proxy 1401 is an MX host for the two donmins
escom com afietalfaso 1088 and havingagemgithat idepfifies dhe reqipigntisemal agdressg T have t he
reci pient whitelist database files 1600 of Table 5. alice@scomcom :
asn t h@ oo. medmpléyaf 4 E@dsy bl doan BEHi@ss oo the twordomains ¢sesm eorgand fon.rebm

post mast er @ 00. net psnmth@ o00.net .rjones@oo.net Table 5 - Sanpl e _
Whi t el i st Dgieabepient hdQlistairbetody thight Havd 6 reaipichalvhitelist davatiase fites p6Mequence of
one or nore substring patterns for the recipient identified in the file
name. |f a ysppspihes nultiple addresses (e.g., alice@scomcom and
asmth@oo.net), then there is preferably a separate file for each

address. Sub oRBddnEr NS ar gg fdoQet dentify senders -(MAIL From-
addr esses) t gcté@a}rgce permtted to o ersr?llede Active Filtering decisions and

thus send mail to the recipien mple, the file alice@scomcom
m ght cont 2?1?1 B8 dom bap@bdbm 58 B ,

postmaster@escom.com postmaster@foo.net

psmith@foo.net rjones@foo.net .

Table 5 — Sample Whitelist Database 1600

Each of the files of Table 5 contains a sequence of one or more Substring
patterns for the ;‘ecipient identified in the file name. If a user has multiple addresses
(e.g., alice@escom.com and asmith@foo.net), then there is preferably a separate file -
for eaéh address. . | |

Substrjng patterns are used to identify senders (MAIL From addresses) that are
permitted to override Active Filtering decisions and thus send mail to the recipient.
For example, the file alice@escom.com migilt contain @somedom.dom,
@elsewhere.net and jane@doe.com, Thus, MAIL From: <george@somedom.dom>

* via an openrelay to alice@escom.com would be permitted because the patténi

"@somedom.com"” is a substring of the MAIL From address. In addition, mail from
jane@doe.com would also be accepted, though mail from john@doe.com would not.

Thé proxy 1401 also has a system-wide whitelist file 1094 that pertains to all

recipients. As previously discussed with reference to Figure 15, the MAIL From




@l sewhere. net and jane@oe.com Thus, MAIL From <george@onedom don®> via
an open relay to alice@scomcomwould be pernmtted because tg? NEAY IR0,
"@onedom cont is a substring of the MAIL From address. In addition, nail
fromjane@loe. com woul. d-al so be accepted, though nmail fromjol m@loe.com
woul' d not.  The proxy 1401 also has a systemw de-whitelist file 1094 that
pertains WBOyF'q”SFeCi pients. As previously discussed w tR¢TESPEII8HCce to
Figure 15, the MAIL From 21 MAY 2004 WO 01/38999 PCT/ USOQ 31900 77 address
is whitelisted only if it is an exact c;?tch of an entry in the whitelist
dat abase 1094. However, the system whi'telist 1094 and recipient whiteli st

1600 entries gre ., preferably tested as substrings .of the NA rom address
Lo det or i neadiress is NGt i s S oxdhror s b P 1 e wSHUSh tsbiseant
whitelists 1600 do not override blacklisted, |IP addresses. |f a renote host
i s bl ackl i st K84 Baweyss e sysiemrivhitelist 1004 and gecipiens yhitelist 1600 eptiies a$nnect i on
fromthe renote host wthout proceeding to the exchange of MAIL From and
RCPT To nes sprefessblyitésted avmshstrings pEthe dAJEFeatn bddrass ta determineti€itiswmatoll t he
proxy is configured for quarantining, the proxy will save the enail

message to a seftashailé bé hdted that thieecipioat whitdliste 166l doawt overriddbleckjsted ant i ne
directory is specified in the Configuration Database 1098, for exanple,

/var/ spool / apralidese. IFRRniONst RMcEREeddas MiO®n InFinRa e, tHepoRPEILRE NMEssage
file, such as including the characters "qgf', the nuneric-nonth, day, hour

and i nut e, h@9hnédiEn BORARS fnldR BAL witifie PSR IORE SRchahgY or AP € the

conpl ete pathnanme for a quarantine file m ght

/ var / spool /'ﬁ%%@@é%&&%ﬁ%ﬁizmm. "Each quarantine file contains the

renote host''s name an ess, the MAIL From address, at |east one
"RCPT To address,. a DATA.

“fromthe renot elfﬁcfg?s?“agﬁbslrrieﬁgfgﬂ%? g.ch?f}gft%ﬁgggé @%Eﬁx&ﬁ&oﬁ:@%@d ?S u;(ra;ﬁ!t ;/ﬁg
file mght Cq(l)lgxgagtiin%g, ﬂm proxy will ;ave the email message to a separate file in the quarantine
directory. The quarantine directory is speciﬁled in the Configuration Databése 1098,
le: example, /var/spocl/asmtp/QD. The proxy assigns a name for each quarantine
inessage file, such as including the characters “qf’, the numeric month, day, hour and
minute, and the process ID for fhe proxy process. For example,‘the cdmplete
patﬁname for a quarantine ﬁle might ﬁe: /var/spool/asmtp/QD/qf03051459-21481.
Each quarantine file cdntains the remote host’s name and IP address, the MATL,
From.add.ress, at least one RCPT To address, a DATA line, and the text of the
message as received from the remote host. For ekample, the first few lines of a
quarantine file might contain:
connect ho#t-=mercury.somewhere.dom/ 192.168.100.10 -
MAIL From: <sender@somewhere.dom>
RCPT To: <bob@local.dom>
RCPT To: <carol@local.dom> |
- DATA

Received: from remote.dom (host.remote.dom [192.168.255.255]. .-




connect nost=nercury.sonewhere.don 192.168. 100. 10 MAIL From

<sender @onewher e. don> RCPT To: <bob@ ocal . don» RCPT To: <car%§!_)|@ 4:Iom>
DATA Recei ved: fromrenote.dom (host.renote.dom [192. 168. 255. L 21 MAY
2004 WD 01/ 38999 PCT/USOQ 31900 78 The proxy creates quarantine files when
required for a message nmatching the quarantine criteria. The quarantine
files rERBYPn the quarantine directory until they PSFESBYHIM |y renoved
by an adm nistrator, retrieved by all recipients, or automatically renoved
by-an operating system command (suchgas the UNI X Cron command) that finds
and deletes files of a certain age. For exanple, an adm nistrator may

periodically ., eviewthe guarantd agﬂg i Qgﬁ* te those
nessages thatThe(%?ﬁyaclr%algessﬁgarr%ntmgrﬂl%ﬁﬁlggﬁl na%?oeranq%%éa%g%{# an %rvvard (and

then del ete) those nessages whi are . relevant to the or ,zation's

busi ness. QW@FSQVH%@@%P% t‘%?‘ﬁ%‘&&ﬁ&?@“‘&‘&;ﬂé\‘ﬁﬁP%‘g‘gg&F r nmanagi ng -
quarantine files, but supplenentary tools permit admnistrators and user's
to forwar érequanualist emeved byan sdministraasregievsdRyallgcipisatsprartemeticallyt o t he

user's nmail box on the MITA. For exanple, an administrator can run a utility
pragr am ( gashvied py amopterating systeyn éomsmartdq(such@s therldNE ¢ron cemmamBdhatessage to t he
MIA, where it wll be delivered to the recipients l'isted in the quarantine

file. A nghidig doBRS RS Bf 4 ttdtaih ape Forekinnste, ahiadminifteatdr maypegodiallyo | i st
nmessages for that recipient, and to forward sel ected nessages for that

reci pi ent rdyibwl fhe qhl®Ritined MBdshd2@kn Erdert tb AelMfEAhostiDtesstpks they cdftailkpa®i | 1S
qguar anti ned. The Configuration Database 1098 contains settings to
separ at el y; 5046RIbICHALM bhd boPPard (ardiGhdn 1608 tRdke it HEtd Whish aéCt i ve Di al up
| relevant to the organization’s business. .
The proxy itself does not provide any capabilities for managing quarantine files, -
but supplementafy tools permit administrators and users to forward quarantined | _
messages from storage on the proxy host to the user’s mailbox on the MTA. For
example, an administrator can run autility program (gadmin) on the proxy host to
forward a quarantined message to the MTA, where it will be delivered to the
recipients listed in the unarantine' file. A fxetworlc user ¢an run a quarauﬁne client (qc)
program to list messages for that recipient, and to forward selected messages for that
recipient t§ the user’é mailbox on the MTA.
Not all rej ecte:_d mail is quarantined. The Configuration Database 1098 contains
settings to separately control quarantining of Active Relay r;ajecﬁons, Active Dialup
réj ections, and Active Use;; rejections, Thus, if an organization has a policy of not
- permitting any SM'I‘P Direct email, then the proxy can be_ conﬁgured to reject Active
Dialup messages without duaréntining, while quarantiﬁing messages rejected by the
~ Active Relay and Active User tests. |

One disadvantage of quarantining is that it requires disk storage on the proxy

server host. When a message is quarantined, the proxy makes a local copy of the




rej-ections, and Active User rejections. Thus, if an organization has a
policy of not permtting any SMIP Direct email, then the proxy may
conflgured to reject Active Dialup nessages Wi thout guar anti ni ng, whi
guaranti ni ng nessages rejected by the Active Relay and Active User tests.
One di sa%@&gﬁg of quarantining is that it requirtes disk storage on the

pr oxy 5t. Wen a message i s quarantined, the PETNS04EHES a |-ocal
copy of the 21 NAY 2004 WO 01/38999 PCT/ US00/ 31900 79 nessage on the
proxy's file system To prevent the prg %gy fromrunning out of disk space,
adm ni strators nust provide a Iarge pool of disk storage, nust periodically

nonitor dis nov.i.n tined
meosages  araredtn ¥ e Rt 45 ¢ ﬁﬁ%m&%& SHREE I StBre hreat
woul d be for_an ack to att, to f t he avail,abl e di sk storage
by repeat edl§*E e%tﬂz %‘F&E‘S‘}Fﬁg‘é‘g‘g&“ etH‘?B f{ﬂ} 56“?1@’ E?Hsatlpﬁﬂ?‘ili‘?g]d by the
proxy. This threé S reduced sonmewhat by automatic blacklisting of a
rempt e host TMHEF Iﬁliussigea@@pgtp[w@efqrpgafnsﬁgggla@éngg}@[an@tn@i meswees coul d be
nodified to relay a lar message from many different open relays, for

i nst ance. Adafig lerHleét!e-dﬁg?&dﬁuﬂwgle periody Qme possiblé theeat woulth he forfan attacker

quar anti ned nessage has nalicious content, the nessage may be retrieved by
a user who W ktfenfpyta filball thp eemldbk disk storags bglrepeamﬂlbreémlug laxgehRBdagesThi s ri sk
can be aneliorated sonewhat by using virus filtering tools to scan the

quar anti ne dhat eotldiby qharintiied bg the PpeoxyOTHIE tHreat HreRIEd sonidWaELYhutaAMRNt ages
are generally considered to be outweighed by the advantages of having

copi es " of emwRicklisti®g 60d Rfohobthifier ¥ irbuYserE iHe Rt inflsde Hub the GRS K RHYIRL age of

quarantining rejected email is that it provides the admnistrator with a

ready dat ab%ﬁﬂlﬂ%ﬁt@ileia %.r?@ﬁlre&q dﬁ"cﬂﬁ hl%&n%tglig)st ﬂ[rsgkdrYOes n(L‘)% ng | egal

action agai nst high- p e spa have.-to
retrieve t h&a‘iat@&’ &igﬁgﬁﬁage o?-qharantmmg is that if the quarantined message has malicious

content, the message may be retrieved by a user who will further spread the virus or
malicious content. This risk can be ameliorated somewhat by using virl_as filtering
tools to scan the quarantine directory fer malicious content. |
However, these disadvaﬁtages are generally conSidered'to be outweighed by the

advantages of having copies of einail rejected by the Active Filtering tests. One
advantage of Quarantining rejected email is that it provides the administrator with a
ready database of all collected junk mail for potentially pursuing legal action against .
high-profile spammers. The administrator does not have to retrieve this evidence from _
individual users in order to pursue legal action.

7 The operaﬁon of the preferred embodiment of Figure 24 will ﬁow be discussed
with reference to the flow charts of Figures 25-28. The same Active Filtering
methods (Active Relay 1450-1465, Active Dialup 1420-1423, and Active User 1901-
1913 tests) are used as described with reference to Figures 16, 18 and 19. However,
enforcement of the Active Relay, A_ctive Dialup, or Active User test results are

deferred until each RCPT message is received. The RCPT message identifies each




I ndi vidual users in order to pursue |egal action. The operation of the
preferred enbodi nent of Figure 24 will now be discussed wth 2 AV SHoa to
the flow charts of Figures 25-28. The sanme Active Filtering met ods
(Active Relay 1450-1465, Active Dialup 1420-1423, and Active User 1901~
1913 tests) are used as described with reference to Figures 16, 18 and 19.
However wo evsssmwcenent of the Active Relay, Active D alpgpusensidwti ve User
test results are deferred until each RCPT nessage is received. The RCPT
nmessage identifies each 21 MAY 2004 F WO 01/38999 PCT/ US00131900 80

i ntended recipient, which permits the8¢roxy to find the whitelist 1600 (if
It exists) to be used for that recipient. Consequently, for both

per - reci pi @téendab recipiémn,twhichopemnits the @roxy e findithe whitelist A6Q0 (@it existdte enbodi nent
i nvol ves changes to the proxy 1401 for MAIL From (Figure 25), RCPT To
(Figures 28e dsed fainttatpécipiestFCasequently, fovtminge-redpian editelyy and medsiige pref err ed

enbodi nent, the proxy provides node flags that can be set by an
admi ni st rah@h&ﬂuﬁ altB%at%ﬁlSMdMehﬂmﬂﬁHs%ﬁﬁ xné ?sm@%Mt ive
, node

Filtering tests. a particular node flag dial) is not set, -
t he proxy f ‘ der and, thus,
w | not r‘g}-&ggﬁ%&E%%ﬁ%ﬁj?@?gﬁrﬁ?ﬁiﬁ%%‘%Aﬁ@?@xéuﬁzsg?% ggrmde flags are

set, the proxg wi |l preferably performthe tests in the order shown in
Fi gure 25. PI%“SP%er. al ter natlve preferred enbodiments, the proxy can

performthe Ac |ve FiLlt est in other, ord ure 25, steps
a1 1o, "t preteyed RSt R e By pRIdeS Hort Digs bt e stinect | on
1418 to the rerrpjte host 1400. The 1i)roxy 1401 then perforns Active Relay
testing (1asedminstytor so thafdhepraniwill prrform oslydbessiscted ArtivpEitierng 6ts-per f or s

Active Dialup testing (1420-1423) otherw se. Final Ily t he proxy 1401
perforns Ifaparticular mode ﬂag (e.g., modedial) is not sef, the proxy will not perform that

particular j:est for any sender and, thus, will not reject any message for that reason; If
all of the mode ﬂé,gs are eet, the proxy will preferably perform the tests in the order
shown in Figure 25. In other elfemaﬁve pfeferred embodiments, the proxy can
perform the Active Filtering tests in other orders.

In Figme 25, steps 1413 - 1419, the proxy 1401 attempts o open a reverse test

- connection 1418 1;0 the remote host 1460. The proxy 1401 then performs Active
Relay testing (1450-1465) if the connection is successfully opened, or pefforms
Ac_:tive Dialup testing (i420-1423) otherwise. Finally, the proxy 1401 performs
Active User testing (1901-1913) if the results of Active User or Active Dialup testing |
are inconclusi\-re (e.g., protocol failure), or if the remote host is not identified asla
dialup 1602, -

The prbxy 1401, however, does not immediately enforce the Active Fiitering test
results by rejecting any messege that fails the relevant Actife Filtering tests. Instead,
the proxy 1401 checks for an open relay 1601, dialup 1602, or forged address 1603,

| and then sets a reject flag in step 1604 if it finds any of these conditions. The proxy

also reads quarantine flags (step 1605) from the Configuration Database 1098. There



Active User testing (1901-1913) if the results of Active User or Active
Dialup testing are inconclusive (e.g., protocol failure), or i fa§ 4 te
host js not identified as a dialup 1602. The proxy 14.01, however, . does
not imedi ately enforce the Active Filtering test results by rejecting any
message that fails the relevant Active Filtering.tests. Instead, the proxy
1401 chec¥8 W& 4n open relay 1601, dialup 1602, or foR§dfseipeess 1603,
and then sets a reject flag in step 1604 if it finds any of these
conditions. The proxy also reads quargntine flags (step 1605) fromthe

- Configuration Database 1098. There 21 NMAY 2004 WO 01/38999 PCT/ USCQ 31900

81 is a se _ . | f ' f the,thr aspects of Active:
Filtering, 9%%%%6%;@1&%?%%&&?%@ ﬁ%?g@i?e?g?peegfp ﬁgﬁ_‘fﬁgﬁ{}@ﬂ% ntined, for
“exanmpl e, while rejectin outri.ght Active D alup and Actjve User failures.
Finally, thé’eﬂ?lgidg ‘%‘h@ﬁﬂgléﬁﬁeéecpﬂ%smﬁﬁﬂ‘ta’?ﬂ@g e ExqpRle leTgiesting r emot e host

in step .1606, . Figures 26 and 27 i|llustrate the steps involved for the
proxy 1401 to¥irighbaeive Dialup anchAetivediser fafures, diinafly. dhe proay thenwends Bgst . The
.remote host may send multiple (n) RCPT nessages, up to the maxi num nunber
of recipient srionsedticssage it theperaoty host inrstep 1686.i ndi cat ed synbolically as
n=1- maxrcpt, where the maxi num nunber of recipients, maxrcpt, is defined

i n the' confi gurBigien2@latddyatestth@aRe stéps irviobed fda 3, protye1 401e6piogestast 1400
sends the RCPT nessage with the enail address of the intended recipient,
shown synbolsingRl RGP TasessigeTFoni the réhots hesp The hotd Rt Bl&?%féhd%h@;ﬂ@’tﬂ)es if the
nmessage is trusted, either (a) because the renote host matches an entry in

Le L1 St o0 TaMISAaSch A8 0k ol 505 of BBpichblrfiaT Pdps5, mat ches an

entry in the systemwhitelist 1094. In either ca Xy~ proceeds to

“transfer thﬁ‘hﬁ@ﬁﬂdﬁﬁﬁ&@;% . M axﬂﬁg | : 37 1f the

nmessage’is not trusted,” t ot(lalgapl ‘oxfllNg?@t er %Vggkp%%"ﬁg%%gé}%eﬁﬁe reject flag
recipients, maxrcpt, is defined in the configuration database 1098, In step 1630, the

remote host 1400 sends the RCPT message with the email address of the intended
‘recipient, shown symbolically as <rcpt-n>.

At step 1631, the Proxy determines if the message is trusted, either (a) because
the remote host matches an eniry in the trusted database 1093 or (b) because the
MATL From address matches an entry in thé system whitelist 1094, In eithér case, the
proxy proceeds to transfer the RCPT message to the MTA, be'ginni:_:g at step-1637.

If the message is not trusted, the proxy determines if it has -set the reject flag
1604 to indicate an open relay, dialup, or forged user address. If the flag is not set,
then Active Filtering found no problems, and so the proxy proceeds to step 1637 with
transfer of the RCPT message.

| Consequently, as a result of steps 1631 and 1632, any remaining messages are
untrusted and were ﬂégged by Active Filtering as a junk mail risk. These aré
messages that would have been rejected by the syétem in accordance with the Active
Dialup, Relay and User tests, as shown in Figure 7.

At step 1633 the proxy attempts to open the recipient's whitelist file 1600. This




1604 to indicate an open relay, dialup, or forged user address. If the flag
Is not set, then Active Filtering found no problens, and so 4
proceeds to step 1637 with transfer of the RCPT nessage. ConSequentTy, as
a result of steps 1631 and 1632, any remai ni ng nessages are untrusted and
were flagged by Active Filtering as a junk mail .risk. These are nessages

t hat wouP® HE@8¥9 been rejected by the systemin accor daREFUHH00t he Active
D al up, Relay and User tests, as shown in Figure 7. At step .1633 the proxy
attenpts to open the recipient's whitgki st file 1600. This 21 MAY 2004 WO
01/ 38999 PCTI.US00131900 82 consists getting the recipient whiteli st
-directory fromthe confjguration datahase 093%‘Ei appendi.n character to
separ at e t heongists O getting thekseiplepkyhiist gpsionsiiam Q%Bg?rﬁ °%E%P%ddress. For
exanple, ifthe.recipient whitelist directory is /yvar/spooi/asntp/ UN (where
UWis User VI%8s appemsding 2 "{heharabter tocsspisnte the dirgCtoryandifilengisothp #PPENIRG N t he
reci pient whitelist file is |lvar/spool/.asntp/UWNasmth@oo.net. The

reci pi ent afhg REPT addrestS For axample: ifithenecipient whitelist dicgetosy isf i | e because it is
uni'que for each possible recipient address and because it sinplifies fil,e
managenment . sMigoSydshiFUNCEER WWES UsatWhieslisis) agi theipcipienofs mul ti pl e
addresses with'a single profile, it is understood that a separate table

| ookup mechap sieeQUltk BEn 3 skifieht WiReRdid Bl € reci pi ent addresses to a
single fil-enane. ‘%%Hesfepn1634lé he proxy checks the return status fromthe

file open. m@ﬁ?ﬁ?@ﬂ%{ﬂ‘dm%%*ﬁs@?? eetf q?%gegfp«?é&hua&eéﬁs #s8a@%s b Rameet Pi ent does

not have a re ) whitelist file is not required
for every recipien nd the. whiteljs | dsBibleSeciSiefidi t i on of
the reci pi'eﬁ? %t&éﬁé@}e}ﬁ?% f'fi'g’fqrugtfé)rre%d{,édes?igie\%\f %1]%lout \%% ﬁaﬁeﬁdids%?%sugpﬁ

simplifies file management. While this scheme does not permit grouping of multiple

addresses with a'si.ngle .proﬁle, it is understood that a separate tabie lookup :
mechanism could be used to map multiple recipient addresses to a single filename.
Atstep 1634 tixe prox& checks the return status from the file open. The most
likely reason for a failure is that the recipient does not have a recipient whitelist file |
1606. A whitelist file is not required for every recipient, and the whitelist file is
created at the option of the recipient or sy;steni administrator. Users without whitelists
“receive email that is accepted by the Active Dialup, Relay and User tests of the Active
Filtering proxy. This includes m.all from trusted sources and non-relay, non-dialup
mail from legitimate addresseé.
Ifthe recipienf whitelist file 1600 is not available, the proxy proceeds to step
1650 where it checks the quarantine flags to determine whether to reject the message
for this recipient or t0 add the recipient to a quaraﬁtine file.
If the whitelist open was suécessﬁﬂ, at step 1635 the proxy reads entries in the
whitelist file to determine if any whitelist entry is a substring of the MAIL From
address. For example, if the MAIL From éddress was "george@somedom.ddm" then

any of the following pattemns would match that address: @, george@, george,



receive email that is accepted by the Active D alup, Relay and User tests
of the Active Filtering proxy. This includes mail fromtrustagg\ﬁg %@% and
pon-relay, non-dialup mail fromlegitimte addresses. |f the B,r
whitelist file 1600 is- not available, the proxy proceeds to step 1650
where it checks the quarant| ne flags to determ ne whether to reject the
message YOUIBHPY recipient or to add the recipient to BCHussAm ne file.

1f the whitelist open was successful, at step 1635 the proxy reads entries
inthe whitelist file to determne if any whitelist entry is a substring
of the MAIL. From . address. For exanpl 8 if the MAIL From address was
"george@onedom dom' t hen any of the faollowing patterns woul d match 't hat
address: @ slergdogs semprdomzdom, prEesRs@spmedenagsog PCTI USOO’ 31900 83
@onmedom dom sonedom dom or george@onmedom dom The "@ attern is a
speci al case t hdhe U@! pattesn is b spavial pase tharwihnalieh e MATL Beamadsesshe pr oxy
requires all MAIL From addresses to have an "@. The "@onedom dont' pattern
will allow theeausethe prozprequidesatiddAlleFromi dddfassasitahyvenaréd@"athe sonedom dom
Wwhil e the "george@onedom dont' pattern matches only the specific sender.

| f any pattegs oﬁﬁ&&ﬂ&@n*{&tefd‘\:\nﬂlaﬁbﬁﬂh@@dbﬁﬁﬁmréd&mmﬂeﬁ'diﬁ% WYudef @ansf ers the
RCPT nessage to the MIA inning at step 1637. O herw se, the proxy

proceeds to SeRrlERR, mleqﬁ‘é Qe SHa I s IO REdont D aFiEln G icHRE oﬂy%{easﬁaéélﬂ@ the

nmessage for that recipient, 71ogs the RCPT status (not shown), |ssues an
appropriate g gﬁ%us response, and waits for further input fromthe renot e
host. At step the proxy checks if this recipient is the first

aut hor.i zed reci ﬁ?ﬁg%attffgxoratc}éémfgﬁﬁﬁaﬂmmaJdre%Q’thenr}ﬁeErOX%ans?“”ElCt s to the

I\/rI'A as shown in
RCPT message to the MTA beginning at step 1637. Otherwise, the proxy proceeds to

step 1650 to determine whether to reject or quarantine the message for that recipient, -
logs the RCPT status (not shown), issﬁes an appmpﬁate status response, and wa.its for
further input from the femote host.

At step 1637,l the proxy checks if this recipient is the first authorized récipient
for this message. If so, the proxy connects to tﬁe MTA as shown in step 1640, sends
the HELO message received earlier from the remote host, and sends the MATL From
transaction received earlier in step 1413 (Figure 24). If any error bccﬁrs (not showﬁ),
the proxy clos_es the data connection 1403 from the remote host, logs the status, and

 exits. | |

The proxy sends the current RCP'f message to the MTA in step 1646, waits for
the MTA response, and sends the MTA responéc to the remote host in step 1648.
Providing an actual MTA response to the remofe host is important becaunse the proxy
does not khdw which users actually have mailboxes on the local MTA. The proxy
knows if a recipient has a whitelist, but all users do not necessarily have whitelist
files. Consequently, the proxy may accept a message for a recipient that does not have

a mailbox on the MTA. In this eveni, the proxy should retum the MTA’s error




the HELO nessage received earlier fromthe renote host, and sends the MAIL
From transaction received earlier in step 1413 (Figure 24). ki mmyﬁ]d‘pr
occurs (not shown), the proxy closes the data connection 1403 fromthe
renote host, logs the status, and exits. The proxy.sends the current RCPT
nmessage to the MIA in step 1646, waits for the MFA response, and sends the
MIA r esp3¥sU/38¥It he renpte host -in step 1648. Provi di RETARCAGal MIA
response to the renote host is inportant because the proxy -does not know"
whi ch users actually have nuail boxes onghe | ocal MIA. The proxy knows if a
reci pient has a-whitelist, but all usefs do not necessarily have whitelist
files. Consequent]|y, the proxy may accept a nessage for a recipient that
does not ha ssa&e%bffﬁ&?t%f?s{’(he MIA. In this event, the proxy should return
-the MIA's error_21 MAY 2004 WD 01/38999 PCT/ 31900, 84 nessage to the
renote host. Ccﬁﬂqtlﬁﬁmﬂg‘”%sfﬁséﬁ@p@dllégb"‘é '@mfgg’%%ﬂmﬂﬁkﬁdéﬂgg, t he proxy
checks the quarantine flags (fromstep 1605, Figure 25) to determine if ’
the emai| nawsagiecflogs frobestey kﬁOédt‘is'ereaE) tqdateamine %é'éﬁ raessage iy todst
recipient. The proxy perfornms this test only after deterrr ining that the
message i s redctedron ghiadntiet dgr theo@inent redipient e prekepriohmaithistest onlyet by Acti ve
~Filtering (step 1632), and that the current recipient does not have a
whitelist epfidrYefeRatningaha iRsmésszeiensansted (sepd 6303 tatlthdteject Migpewapuar ant i ne
flags are stored in the Configuration Database 1098 and retrieved after

det er mi ni nged: Bata chREFINESRAGRD 1837)SthdaRat Al ctent rédigiatt dBE: dobBdvelan Fi gure 25.

| ndi vi dual ?I ags are provided for each of the Active Filtering tests so

t hat i ndi vi @Hﬂéﬁst& at%t5}%%%§L@§(s%gI@Q_fdggfpendent |y enabl ed or

di sabl ed for quarantinir
The quarantine flags are stored in the Configuration Database 1098 and retrieved

after determixﬁng that the message failed an Active Filtering test in Figure 25.
Individual flags are provided for each of the Active Filtering tests so that individual
types of rejections can be independently enabled or disabled for quarantinin_g. These
flags permﬂ organizaﬁons to configure the f:uroxﬁ to quarantine some types of ﬁsky
messages (€.g., Active Reléy failures) while rej ecﬁng outright other types of messages
(e.g., Active Diélup and Active User failures), according to the‘ local organization’s |
policies. _While quarantine flags are defined only for the various Active Filtering
modes, other embodiments might provide additional flags for various conventional
spam-filtering rej ections, such as a non—é.ﬁstent MAIL From domain.

A message is quaraﬁtined for a recipient if the quarantine flag is set for the
corresponding Active F-iltering rejection. For example, if the remote host fails the
Active Reiay test and the Active Relay quaranﬁne flag is set; the proxy will perform
quaranfine processing beginning at step 1652. Otherwise, if th¢ corresponding flag is
not set, the proxy rejects the message for this recipient by sending a 550 response at
step 1655.

At step 1652 the proxy checks whether the quarantine file was opened for a




flags permt organizations to configure the proxy to quarantine sone types-
of risky nessages (e.g., Active Relay failures) while reject h?%ﬂ?tid ht
other types of nmessages (e.g., Active Dialup and Active User ures),
according to the local,-organization's policies. Wile quarantine flags are
defined only for the various Active Filtering nodes, other enbodi nents

m ght prowioda/ssmdi tional flags for various conventi onal pEPasgokided € i NY

rej ections, such as a non-existent MAIL From dormain. A nessage isS
gquarantined for a recipient if the quarantine flag is set for the
corresponding Active Filtering rejecti d. For exanple, if the renote host
fails the Active Relay test and the Active Relay quarantine flag is set;
the proxy wiPlevigusecipient. dimotcthe proxy pitespssioicregtelaagivquanagting fils farphd 652.

O herwise, if the corresponding flag is not set, the proxy rejects the
message for nkssageratetepil €53t Thiy imehds ryrevigihe quesiptinesdireatory sdnepfrdiife. At step
1652 the proxy checks whether the quarantine file was opened for a 21 MNAY
2004 WO 01/ 38%Burakon ﬂgwm%?%mgmﬁqu@kﬁné RF iHRIMEWithihfthfl Arectbrje Pr oxy

attenpts to create a new quarantine file for the nessage at step 1653.

Thi s 1 vl Ve i SIS dolinANaLAbAdinslnk B RO AR EAL NP

configuration fi 1098 and appendi ng a unirque nane-

that directo uni qu ' e . natjng the
nuneric 'm)nt'ﬁ, ga%Q@%ng'=§H§39%=hﬁﬁxg$g% s%iﬁé&%t%@%ﬁﬂ%%c@mcﬁﬁpr oxy
process along.w.th other.fixed characters suitable for, identifying a

Ciar ant i ne. ribitabie o Aeaftingiaiaraphi B 5 Busmtte, 1 Fateps Aoy ¥

"/ var/ spool fgsnt p/ D', g, current date gnd tine is March 5, 14:15 and the
proxy's- pr o?&nép‘?‘gg?%m&g&l@}’ cuentsaterand Hre isgiarch & il apdithe@rory’s e woul d
be: /var/spool/asntp/ glf 03051 415-15113.- At step 1654 the proxy checks
the return sRragassil}isdfd Bntheppthparae fogtheomaentingdide woyld be:

/var/spool/asmtp/QD/qf03051415-15113.

-

At step 1654 the proxy checks the return status from the file creation request. If
‘the proxy cannot create the file, for ¢xamp1e, because it already exists or because of
exceptions such as insufficient disk space or inadequate access rights, the proxy sends
a 550 rejection to the remote host for. t;hc_cunent recipient. Ifther quarantine file
creation is successful, tﬁe proxy appends SMTP control information, including the
remote host;s name and IP address, and the MAIL Fmﬁ address at step 1656.
Steps 1653-1656 are preferably performed only for the first recipient to be
quarantined and not for successive recipients. 'I‘ﬁe first recipient to be quarantined
'may or may hot be the first recipient. For example, if the first recipient has a whitelist
for the current sender then the message would be accépted for that recipient. Ifihe
second recipient then did not have a inatching whitelist for the sender, the quarantine
file wﬁuld then be opened for the second recipient.l
At step 1657 the proxy apﬁmds the current recipient address. This occurs for
each recipiént that is not whitelisted or accepted for some other reason. For example,

if a message has ten recipients, four of which are whitelisted, then the remaining six




t he proxy cannot create the file, for exanple, because it already exists or
because of exceptions such as insufficient disk space or ina%qtd%ryezmess
rights, the proxy sends a 550 rejection to the renote host for e.current
recipient. If the quarantine file <creation is successful, the proxy
appends SMIP control inf:ormation, including the renote host's nane and | P-
addr ess, VHhOI/3BIR® MAI L -From address at step 1656. Steps PCEASHIHY® ar e
preferably performed only for the first recipient to be ‘quarantined and
not for successive recipients. The fi rs:ste reci pient to be quarantined may
or may not be the first recipient. For®exanple, if the first recipient has .
a whitelist for the current sender thepn the nessage woul d be accepted for
that -reci pi &sipients weyldbe appended to beapaasiined¥en di d not have a mat chi ng
whitelist for the sender, the quarantine file would then be opened for the
second reci pi enThe proxyshensends 266 eregpopss todkrremate haskios thecamentr eci pi ent
address. This occurs for each recipient that is not whitelisted or
accept ed f orecipidme Inslitmarnyeths praxy bends @ X260 Iresponse fat stepnbG8dfjthe Inssageis
recipients, four of which are whitelisted, then the remaining six 21 MAY

2004 WO 01/ 3822RinBEidr Ui ¥eeiplent) Or 86550 aspetise i SepEsh of the nkpyagdidedt t 0 t he

quarantine file. The proxy then sends a "250" response to the renpte host

for the Curp&ﬁuﬁne&qmiﬁ@mocwimeg%ﬁmﬁgarwsueﬁﬁefsiﬁsﬁ)a?@ﬂie response " at

step 1658 i e nmessage’1s quarantined fof this recipient, or a "550"

response at gﬁ%‘.&ﬁgé? eSCoh{déopg?&gaz%@@%ngsqot guarantined. This m ght occur

i f the quar ag I's no 651) or if the quarantine file

ROPT t 1 ansact | ol EPRFOhPERES s FOET bmoi BRI s Pmdle s "The

reci pient may have been accept or, rejected t he A at step,1648;

rej ected byDPpshd4¢fige P&?’%’t‘@ﬁ' -%g%@?lpﬁp ‘E%I&YF%C’? ??Felﬁ%[g?rd'ﬁ’ﬁtﬁé Pgthey  the
t st 1658.

proxy at s %ﬁl‘A at step 1648;rejectcd by the proxy at step 1655; or accepted for quarantining by

i

the proxy at step 1658.

After sending the MTA's RCPT response to the remote host, the proxy waits for '
further input in accordance with the SMTP pl.'otocp-l. This may include addi_tior_zal
RCPT transactions (up fo maxrc_pf), a DATA message, ora QUIT ﬁlessage. The
maxrept value is retrieved from the Configuration Database 1098 as part of overall
initialization of the proxy. If the remote host attempts to send more than maxrcpt
RCPT zﬁessages, the proxy rejects the additional messages with a suitable error stétus
{(not shown). In accordance w1th the SMTP protocol, a sencﬁng MTA \.rvill send a

" DATA message when it has successfully transferred at least one RCPT, or a QUIT
message if no RCPTs were accepted by the feceiving MTA.

Figure 28 shows the steps invol\}ed in processing the DATA transaction and
subséquent text of the messager(inclurding the message header, bddy, and attachments,
if present). The addition of per-recipient whitelisﬁﬁg and quarantining in this
alternative preferred embodiment involves additional considerations in addition to

those shown in Figure 21.




After sending the MIA's RCPT response to the renote host, the proxy waits
for further input in accordance with the SMIP protocol. Thi SZWA%‘E
addi tjonal RCPT transactions (up to nmaxrcpt), a DATA nessage, or a
message.. The maxrcpt .value is retrieved fromthe Configuration Database
1098 as part of overall .initialization of the proxy. If the renote host
attenpt s WO 0488949 nore t han nmaxrcpt RCPT nessages, the proeosphect s the
addi ti onal messages with a suitable error status (not shown). In
accordance with the SMIP protocol, a sending MTA will send a DATA nessage
when it has successfully transferred aB71east one RCPT, or a QU T nessage
If no RCPTs were accepted by the receiving MIA. Figure 28 shows the steps
i nvol ved i n profusisf ald betrusdyl par-recipirntiwhitelisting: ¢ mpsage garchetditeetkt of t he
nmessage (including the nessage header, body, and attachnents, if present).
The addi t i onranéfeped toloae s¢d bfvetipishistand sinfultmgoasiyirepcadan ghaimigied fortily S
alternative preferred enbodi nent involves additional considerations in

addition to -reﬁahiﬂﬁlgr Mfs, i ¥hE oS erreQ en¥ONinedd) 4 24 138 8984
PCTI LTS60/ 31900 8 t§cgigr st of al %iflﬁggégause of per-reci pi%ent whitelisting, a

‘nmessage can hgig Flifefihd Wad LRASE Rrah gecgﬂgen 6ﬁo§vﬁger,c’éec51ﬁ9 P} &I}Ba%igﬂd

simul taneously rejected or” quarantin rt ‘remalnihg recrpients. In

th i gi nal ' A 1h falled - Acti Filterit
o0l L ANk ko B ERRREE RBRked iyl 11
whitelisting, .t.h . t i de for. litt]) text f

L Mg o P kR O A R DS PR MRS T
MIA and th t h t th tine file. Th d licati [
N o e el e i AR EIATE f TS BCoD S 0ot on 1=

.rejected outright (that is, with no collection of data) and nessages that
are saved t @ceesepnaiodnndlpmeyspges that are rejected outright (that is, with no collection of

* data) and messages ﬂlat are saved to a quarantine file,
At step 1661 the prdxy'.determines if the message was accepted for at least one -
‘. recipient. All mail from trusted hosts, hosts that successfully pass Active Filtering,
and mail authorized by recipient whitelists followsr this flow of processing.

If the email mess;age is author_ized for at leas_t one recipient, then the proxy
transfers data between the remote host and thé MTA as shown in figure 21 (steps
1485-i498). That is, the proxy receives the DATA coﬁmmd, message header,
Iﬁessage text, and the “.” and QUIT commands from the remote host and transfers
them trénsparently (except for Bee filtering) to the MTA. Where responses are
required by the SMTP protocol, the proxy accepts the respofxse from the MTA and
forwards it back to the remote host.

| In additioﬁ, the proxy also checks for the existence of an open quarantine file
each time it reads a line of text from the remote host. Ifthé quarantine file is open
~ (step 1675), the proxy duplicates the data gtreaﬂ1 and writes the line to the quarantine
file in step 1676. Otherwise, if the quafax;tine file is not open, then processing is the

same as shown in Figure 21."



At step 1661 the proxy determnes if the nessage was accepted for at | east
one recipient. All mail fromtrusted hosts, hosts that succes ARPE
Active Filtering, and mail authorized by recipient whitelists follows this
fl ow of processing. If.-the email nmessage is authorized for at |east one
recipient, then the proxy transfers data between the renote host and the
MIA as WRWEN Figure 21 (steps 1485-1498). That i sPCHHWOBYYKy receives

t he DATA command, nessage header, nessage text, and the "." and QUT
commands fromthe renote host and tr gsfers them transparently (except for
Bcc filtering) to the MIA. \Were res% nses are required by the SMIP

protocol,. the_proxy accept he.response fromthe A forwards it back
to the remote H'STF?PCFH"égﬂﬁpéloi‘EtE‘?ﬂ&%f@ﬁ?%ﬁ%ﬁ&?ﬂ%ﬁgﬁfqg?m?he exi st ence of
an open quarantine file each tinme it reads a line of text fromthe renote
host. |f treeipigatssthentheproxy bes o opspeda C?@Fgf?nfBﬂgﬁTgh 1% 8%l i cates t he
data streamand wites the line to the quarantine file in step 1676. '
Ct her wi se,thatfis follewefor enost joek mail,oviiese Activedipltaning rajeots the messsgt and thes t he  sane
as shown in Figure 21. 21 MAY 2004 k WD-01/38999 PCT/US00131900 88 Wth
respect t anésb#p ishif duthbrizedbg afyifecipivnt whitelzsge i s not authorized for any

reci pients, then the proxy has not opened a connection to the MIA. This is
the flow thaifthSrehidtd IWEENIOr QUEBbr d DA ABéskageWHENTR VA feeipidnts, t er i ng
rejects the message and the nessage is not authorized by any recipient

whi €l i St Syl of R RedlS e RS O Tuhaifi@TAnRERRO® W Lh no'val i d

reci pi ents, I's indlcates that the nessage was idéntified as a junk mail

Sk by ey ACLINE ol 1 1063 a Whkofd s ASchGALPVBIL TR0 2 Wh tel i st

that matc
address.

In step 1662, the proxy appends the IP address of the remﬁte host to the blacklist
database 1095. The proxy checks for fhe existence of the gutoblacklist flag in the '
' configuration database 1098. If the flag exists, the proxy appends the IP address to
the blacklist, otherwise the IP address is not added to the database. |
In step 1663 the proxy checks for existence of an open quarantine file. If the
,qual;antine file exists, the proxy appends the DATA lir;e (1665) and sends a response
(1666) in accordance with the SMTP protocol. Oﬂlerwise, if there is no quara._n’fcine
file, then the proxy sends a 550 error response to the remote host, logs the event, and
' c}dses the data connection 1403, as shown in step 1664.

- . If aquarantine ﬁlé eﬁcists, the jJroxy waits for thie remote host to send the
message header ahd text, oﬁc line at a time, as shoWn in Figure 21, steps 1488-1495.
At step 1667 the proxy reads each line from the remote host, At step 1668 the proxy
compares-each line of text with the SMTP end-of-message indicator (a period on a
line by itself). If the received line of text ié not an end-of-message, the proxf appends
the line of text to the quarantiné file. Optionally, not shown, the proxy may perform a

' maximum length check at this point to help deter attempts by attackers to use up all




address. _ In step 1662, the proxy appends the |IP address of the renote
host to the blacklist database 1095. The proxy checks for theqieaY 20048 of
the awtobl acklist flag in the configuration database 1098. If the flag

exi sts, the proxy appends the |IP address to the blacklist, otherw se the

| P addres&oi f/sélﬁ’gt added to the database. In step 1663 the proxy checks for
exi st ence” of V3A open quarantine file. If the quaranti RCHYI0319 sts, the
proxy appends the DATA |line (1665) and sends a response (1666) in"
accordance with the SMIP protocol. Ohggw se, if there is no quarantine
file, then the proxy sends a 550 error tTesponse to the renote host, |ogs

th t, , . i 403,. h ' t 1664. |f
n Guar ant | nalppreKy 8388 whate ORe I B 1nE Stica3 A N e Mt e

nmessage header._and text, one Line a time, as shown in Figure 21, steps
1488- 1495. PA?’%‘?%BS ‘E%%'%‘“?ﬂ e b'ﬂg P ﬁ@&é‘ag&%‘%f’ Fleang SMER Matopeliithe host. At
step 1668 the proxy conpares each line of text with the SMIP

end- of - mess dBEremats hogt ¢lpses thedataicgprestiom and ¢xits. by itself). If the received
-line of text is not an-end-of-nessage, the proxy appends the |line of text
to the quarant i Héhernrpxy finds e imedelice gntryint the tomfigyratitredatabaxs/1 098yit per f or m a
maxi mum | engt h check at this point  to help deter attenpts by attackers to
use up all fetfdrmviBéc BAGME ASEhOL RTFIHRe PLTIURS29B 1808e Bdxy bbids BichAesS di SK-
space. O herwise, if the current line indicates the end of nessage, the
proxy cl osesftHeencgsags Reatierie Jdoks for @ 3écaPdobiafl® hamRAMY: &% It CotiRSfidld SMIP
protocol with the renote host, closes the data connection, and exits. If

the proxy fiiaes IBtheRESRECTs BHEwtelifted &%ﬁ&@fs‘e%ﬁ%@,ﬁ@g%ﬁﬁ%ﬁn w98, it

perfornms Bcc testing as shown in Figure 21, 148 the proxy scans

each line QBtfoﬂ‘ﬁll,gﬁ%ﬁﬁg‘?ejaﬁ?ﬁlgﬁlesgageW&&eﬁ&%c&ﬂe&)&oﬂ domain narme in To:,

Cc:, or. contli nuat

One of the advantages of quarantining rejected messages is tﬁat the message is
available for teview by administrators or by inteﬁded recipients, and can be forwarded
to the MTA if it is a legitimate message. Various methods can be used to access the
quarantiﬁe database, including the methods shown in Figure 29 for fdrwarding desired

- messages to the MTA. | |

As shown in Figure 29, the proxy server includes the Active Filtcriﬁg Prbxy
program 1104 that handles incoming SMTP copnections from remote hosts on the
Internet 1100. If a message meets the quarantine criteria déscn'bed earlier, the proxy
stores the message in the QuarantinerDatabase 1610 and opﬁonally may append the IP
address of the remote host to the Blacklist Database 1095.

The system shown in Figure 29 provides two methods for retrieving quarantined
messages. An administrator can run the Quarantine Administrator (qadmin) ﬁtilitj;
1681 on the proxy sérver host to forward a quarantined message to all recipients listed
in the quarantine ﬁle; Users can run a Quarantine Client (qc) program 1684 on a
workstation 1683 or MTA 1402 to list and retrieve their quarantined messages.

The qadmin program 1681 opens a quarantine file (specified as a calling




lines. If the nessage is not whitelisted or otherwi se trusted, and a | ocal
domain was not found, the proxy rejects the nessage and cl 0S85 I\FIR?ZO(M
connection. One of the advantages of quarantining rejected neSsages Ts that
the message is available for review by adninistrators or by intended
recipients, and can be forwarded to the MTAif it-is a legitimte nessage.
Var i ous Wik18809 can be used to access the quarantine PERUAHEE0 | ncl udi ng

t he net hods shown in Figure 29 for forwardi ng desired nessages to the MIA
As shown in Figure 29, the proxy serv i ncludes the Active Filtering Proxy
program 1104 that handl es incomng S connections. fromrenote hosts on
the Internet 1100. If a ssage, neets .th ngin | t.eri a descri bed
earlier, tREugeBEetsthe #ﬁ%%@%*ﬁ&%ﬁeﬁém ¥se 1610 and
optionally may append the IP address of the renpte host to the. Blacklist
Dat abase 103Bibase@98,and establishesra TGP rangestion 1682todhe Md4.- Egendsihenods f or
retrieving quarantined nessages. An administrator can run the Quarantine
Adni ni st r aMAT Frasy REPT Mol and PATEGSmmoands remghoquaranting le ththetMTA, f orward a
quarantined nmessage to all recipients listed in the quarantine file. Users
can run a Chealrads ixarestlol ietmessipy fivmabe quardhfifé filerand tranuferkit ling-bpdind 683 or MIA
1402 to list and retrieve thei'r quaranti ned nessages. The gqadm n program

1681 0pens s @ust ANk QubdebstullySRRShiiiRthémedagniteiadnibrdfidn 2004 WO
.01/ 38999 PCTI U800131900u90 argunent), gets thgeeal anddrépss and port nunber

of the MIA_{ Confl. gurat.g : reRtastSpes a TCP
connectionr%%}'%%?ﬁ%&m%b%kg%g S %ﬁe’ mt%%%?ﬁt:c}hgtﬁ]éj RCPT ‘Is'to:, and DATA
commands fr t he _quar.antine, fi t t he| : aesl,est of the
message fr S%ﬁea g&&atﬁ? peRdets ifbil‘éﬁ“a%gmtgragrﬁs era her &‘stéltg-%géﬁqﬁﬁlé& to the MIA.
After | t itti t h dm

Cht 1 eo i v 100 g e the gL e IS BB Bhe PR R SR B e oSt 9 1P

A user can run the Quarantine Client (q¢) program 1684 on any workstation or

server. This program permits the user to list all messages in the quarantine database

1610 that were ac_ldressed. to the user and to ‘forward selected messages from that list to

the MTA 1402. The qgc client creates the user addresé by- getting the user’s login name
_from the éperating system and appending the local dpmaiﬂ name. The Quarantine -

. Protocol 1685 preferably provides cryp'tographit;. information (e.g., credentials) in
addition to the user’s email address or a log in by the user to the gs server in &der to
prevent spoofing of other users’ email'addresses. _

The gc program opens a2 TCP connection 1685 to the pfoxy server host 1401 and
interacts with a Quérantine Server (gs) prograin 1686 to access the user’s quarantine
files. The user can request qc to provide a listing of :;111 quarantined messages |

addressed to that user. Each line of the report represents a single quarantine message:

Name From - Subject
qf03051459-21481  sender@somewhere.dom Re: computer bid
qf03051522-21552 . dude@elsewherejp ~  MAKE MONEY FAST!!!!




addr ess, appends the sender's MAIL From address to each recipient's user
whitelist 1600, and renoves the quarantine file fromthe quaﬁqrﬁlhg? 04
gat abase 1610. A user can run the Quarantine Cient (qgc) progiram1 APon
any workstation or server. This programpermts the user to list all
messages in the quarantine database 1610 that were addressed to the user
and to f oV@R/AB9el ect ed nessages fromthat list to thedfiAwddosw The qc
client creates the user address by getting the user's login name fromthe
operating system and appendi ng the | ocal domain nane. The Quarantine °
Prot ocol 1685 preferably provides crypt%graphic information (e.g.,
credentials) in addition to the user's enail address or a log in by the
user to the gs server in order to prevent spoofing of other users' email
addr esses. The e /filomprmidentifestha diERnCineefthe messigeqb.gt, 0305145Pisoxy server
host 1401 and interacts with a Quarantine Server (Qqs) program 1686 to

access the usfarch$ 28230, tHMATL Flogfaddrhs; antSthe Setjert liR6IHeR thélGedsfgedr OVi de a
listing of all quarantined nessages addressed to that user. Each |ine of

the report R @ESERESes thd Hinmitift 8@ 16mTRSCAGBuraH'B j ect
of 03051459-2148? se%‘iger @ofrewher e. dome: comput gtrmtl)i d atgﬁ%gg%zz-zlssz

dude@! sewh i %léﬁ Ll A

PCT/ US00/ 3181(%%15155% e file Eé%%}g%snﬁaf}ﬁ Sw éﬁ’%ﬁﬁ%@%ﬁ?g@;he nmessage
e.g., 0305 + J: S 5.a 09 t he. L From address nd the
(Subjgect | i m]alﬁ% r?%‘flnn% tﬁgg’;r?gs\%sgﬁ%&drésf%&?glmgg? ‘\%/?'ee‘?{p E%‘i“sa“?ﬂ‘é%gdé@ﬁ?? ﬁg directory
fromthe Configuration Da ase. 1098 reads, the directory entries, and
opens each féng‘“P?i sﬂ?@’&?‘ig‘&‘?ﬁt? Eﬁl.liet‘,‘hi“ﬁ'b‘ fippmats tgwrpuﬂarl%saqhﬁ%w ng the
exact user address sent by the gc client. For each match, it returns the

y
file name, dJaiogastionforsubiegpetistingss he client, which formats the output and

caches the information for subsequent |istings.
: Based upon the information in the listing, the user may choose to forward a

pérticular message frqm the quarantine database 1610 to the MTA. 1402. For .
example, if the user requests the message qf0305 1459-21481', the gc client 1684 sends
the file n_ame_tb gs 1686, which verifies that the client’s email address is listed as é
recipient of the message, opens the file, establishes a connection 1682 with the MTA,
and msfers the_ message to the MTA. The MTA then queues the message to the
user’s mailbox.

After successfully tfansmitting the message, the gs prograin Temoves any entries
in the blacklist database 1095 that match the remote hpst's IP address and appends the
sel.lder.'s MAIL From address to the current user’s whitelist 1600. If tile current ﬁser is
the final recipient of the message, thé qs prograxﬁ removes the quarantine file from the |
quarantine détabase 1610. Otherwise, it removes the RCPT entry ‘for the current user
and writes the quarantine file back to storagt;.

The system (both the retrieval program and proxy) provides adaptive filter

| ma.ﬁagcnient. Retrieval of a quafantined message automatically configures the

blacklist and recipient whitelist to permit subsequent messages from the sender of the




Based upon the information in the listing, the user may choose to forward a
particul ar nessage fromthe quarantine database 1610 to the Iglﬁqyz%,odi)r..
~exanple,- if the user requests the nessage q#03051459-21481, the (c client
1684 sends the file nane to gs 1686, which verifies that the client's
“ermai|l address is listed as a recipient of the nessage, opens the file,

est abl V6h8Y3889connecti on 1682 with the MIA, and trand@/ES/EEessage to
the MIA. The MIA then queues the nessage to the wuser's nmil box. After
successfully transmtting the massag& .the gs program renoves any entries
in the blacklist database' 1095 that Imtch the renote host's | P address and
appends the sender's MAIL From address.to the cyrrent user' s whitelist
1600. |f ﬂH@Wﬁmsa&%eIPﬂ}@r&)F‘ﬁ@dW%%‘m?%Flﬁc efapuarapiingd s age. the gs
programrenoves the quarantine file fromthe quarantine database 1610.

Ot her wi se meissage eansesasdmineor pecheek the blagklist datakase 1Q95and gutomatigallywr i t es t he
quarantine file back to storage. The system (both the retrieval program and
proxy) pr osthohes ayofiifrs matching the IP addnesag Fherationalefor thisis|thayif the quar ant i ned
nmessage automatically configures the blacklist and recipient whitelist to
permt sulﬁ&egugefgthgim&ag@ﬁ.sf,ﬁ@muehfehéxemd&rhoedthithe:tzﬁc E¥agtQBdulO 01/ 38999
PCTI US00/ 31900 92 quaranti ned nessage. In the preferred enbodi nent, .

retri eval nof b sufiad) THIEsigH BS AR FRPSRIIEHIFHR u9érs 85tht Aewogiek t he
bl ackl i st ndat abase 1095 andlgggtorratica |y renoves any filters matching the

| P addr ersé’or rtlﬂgvrv]ﬁghﬁ@fa%ﬁdiﬁgﬁumtﬁwa ﬁlegéagés dnfl, hile refEv SR Madsd €01 ti mat e

(non-spam, e renpte Nost that sent the nessage should not be
bl ackl i sted.. Thi esign distributes responsibility to the users of the
net wor k thpe;@o\;feg&hnﬁb a"ﬁ%‘ f orwar di ng quar anti ned nessages and, thus,
renmovi ng bl acﬁl

aldgittion,%gtg‘ig\lr (S>f :I c?uraralnggé& ﬁlens%}ag% p@gfg}agly automatically results

in the send'er's MAIL From address being appended to the recipiént's user whitelist
1600. For example, a remote open relay host can send a sequencé of messages to |
local users. As a message arrives, the proxy _blacklists the remote host because it is an
open relay. Subsequently, if a user refrieves tﬁe mcssage; the retrieval program
(qadmin or qs) removes the blacklist entry 1095 for the remote i_;osf and appends the
sender's MAIL from address to the user‘;v. whitelist 1600. Addition of the whitelist
ent‘ry, matching the sender's address automatically prgventé. further blacklisting, even
though the remote host still fails Active Dialup (1420—1423), Active User
(1901-1913), or Active Relay (1450-1465) tesfs. The addition of a whitelist entry
maf&hiﬁg the sender suffices to prevent further blaéklisting. Thus, the entire process
of detection, blacldisting, quarantining, blacklist remo\}al- and acceptance of the sender
adapts to the reactions of _lbcal users and is performed without administrative
involvement. - |

Other alternative embodiments include web-based or email autoresponder
approaches for retrieval of quarantined messages. For example, with a web-based

approach, the user could run a web browser that accesses a HTTP serv'cf and a




In addition, retrieval of a quarantined nmessage preferably autonmatically
results in the sender's MAIL From address bei ng appended to rzquAY 004
recipient's user whitelist 1600. For exanple, a renote open felay h%sq can
send a sequence of nessages to |ocal users. As a nessage arrives, the
proxy bl acklists the renpte host because it is an open relay.
SubsequenMOL1/38%99 2 user retrieves the nessage, the retrpeEvedoopico@ram
(gadmin or gs) renoves the blacklist entry 1095 for the renote host and
appends the sender's MAIL from address to the user's whitelist 1600.

Addi tion of the whitelist entry matchPdg the sender's address
automatically prevents further blacklisting, even though the renote host
still fails %4beseappiicationorn the proxy foriievalistinge fromedhe quarotine d@dilye. or Active
Rel ay (1450-1465) tests. The addition of a whitelist entry matching the
sender suf f | Bidth thivapprazeigie Wser dah dist dpld doritardsquaraytindhmiessagel by elivkinga pr ocess
of detection, blacklisting, quarantining, blacklist renoval and acceptance
of the sendesearch¥ainsortcan tdaé messagésividithe bfowsaciaterfdse irSthiztdsd, teper f or ned

w thout adm nistrative involvenment. Qher alternative enbodi nents include

web- based OrregmRdllserdttsRESS my(agﬁaﬁ@@ﬁbﬁ&ri@roﬁri@wﬂaémergioc arant i ned

nmessages. For exanple, wth a web-based approach, the user “could run a web

browser 1 nal o e0)estac adhell b2 SET W Shly kinfhdes Vi 00RO 38290 ngs

PCT/ US001319 appl 1 cation on e proxy to

fromthe qu Nt | dat abase,., W.th this. roach he,user can |ist and

f or war d quafr;eﬁ lle?]te%gﬂ}gr&eg%?ég'so TYEFS 8t @QE%%WW%*%?%WSEW r ead
nmessages via,th owser, interface. Ip this case, the retrjeval server
shoul d pref %B%B{W@f&ir‘?‘@sﬁgﬁ%e °ﬁe&d$‘5§e‘iwqtﬁeft“ﬁ%3@éﬁ5%?1ypr ocess and
(b) restrict access_by a user to only the nessages where the user is |isted

as a reci pif¥fvgot fils@amgssage. Otherwise, an inquisitive user woul d be
-‘abl e to browse -

This preferred embodiment describes retrieval of messages quarantined by an
7 Active Filtering proxy sérver. However, the automatic removal of blacklist entries,
and the automatic addition of a user whitelist entry following retrieval of a
quarantined message is not Hmited to Active Filtering embodiments. The automatic
removal of blacklist entries during rctriéval of a quarantined message can be used in
any filtering embodiment haying_ a blacklist, quarantine storage, and a quaranfine
retrieval mechanism. Similarly, the automatic addition of a user whitelist entry during
retrieval of a quarantined message can be used in any filtering embodiment having
per-recipient whitelists, quarantined storage and a quarantine retrieval mechanism.
Though the f)refened embodiment uses separate whitelist files, other
embc;diments can provide the same genefal capability, for example, use of a single:
database containing authorized (Sender, récipient) pairs, use of wildcards, or use of
gcpepﬁdeny authorizations as are typically used in access control lists.
Retrieval of a quarantined message automatically updates the user's respective
whitelist 1600. In addjtibn, a user can also edit his or her whitelist by making add,

delete, or list requests to the Quarantine Client (qc) program 1684. The qc program




t hrough all quaranti ned nessages, even those addressed to other users, by
sinply qguessing at file names. This preferred enbodi nent descér,li,ﬁﬁ§2004
retrieval of messages-quarantined by an Active Filtering proxy server.
However, the automatic renmoval of blacklist entries, and the automatic
addition of a user whitelist entry followng retrieval of a quarantined
messageWo0138%99| i nited to Active Filtering enbodi ment #CTMSeH/HMOoNat i C
renoval of blacklist entries during retrieval of a quarantined nessage can
be used in any filtering enbodi nent having. a blacklist, quarantine
storage, and a .quarantine retrieval hanism Simlarly, the automatic
addition of g user whitelist entry during retrjeval of a quarantined
message caffigethssdit requestip thy QP%'F‘%W@ PHRaT: 168G )Yhich edifs ther eci pi ent
whitelists, quarantined storage and a quarantine retrieval nechani sm
Though t hewpiteistfiledfor &abeesi nent uses separate whitelist files, other

enbodi nents can provide the sane general capability, for exanple, use of a
si ngl e dat abdEmuglotheavhitelisy databdze d 600xhd (quananbining haye bpanatescribpdifors, use of
wi I'dcards, or use of accept/deny authorizations as are typically used in

access CONbgealitd the bémbiRation cFativéDiatupy Asfiv RlBemMdRESaTUSradstpmat i cal |y
updates the user's respective whitelist 1600. In addition, a user can also

edit his ¢ all aShats jeNBed inddr sts to the
Quar ant | ng&‘é’@‘?féﬁ%‘@%’&%da%?%@?‘%%&‘% Qﬁ%%ﬁ%@ %{g%?téﬁﬁrl%%ép% Sl B0 01/ 58989

PCT/ US00/ 3 9 ‘ foreque | S

TS Sy e i i AT B PR O, 1 vt prooram
dat ab 1600 d antini b i bed i.th th

e abase, 1500 G Ay T G RRERSTS Bty shF Lokl 15,
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t oget her or separ ateltﬁ/. : . )
the existence of the MAIL From domain, The content match checks for keywords in

- the MAIL From address. Ifthe fnessage contajns any word in thi‘sr list, the message is |
rejected. |
Thbugh the invention has been described for current spamming techniques, such
as épeciﬁc relaying, dialup and user methods, the invention should not be construed as
Jlimited to these cﬁrrent épproaches. The invention ;:an be implemented to address any
. developed re]aying; dialup and user (forgery) attacks, and can include any suitable
per-recipient whitelisting ﬁnd/or quarantining. Therefore, it is not desired to Iirnit the
invention td the speciﬁc examples disclosed or the exact construction and operation
s.hown‘ and described. Rather, all suitaﬁle modifications and equivalents may be |

resorted to, falling within the scope of the invention. ¢




O her nmechani sns can al so be incorporated into the proxy filter, such as a
check for domain existence and a content match. The domain e 4
function checks for the existence of the MAIL From donai n. ?e contenq
mat ch checks for keywords in the MAIL From address. If the nessage
contains any word in this list, the nessage is rejected. Though the

i nvention has been descri bed for current spanimng techni ques, such as
specific relaying, dialup and user mefflods, the invention should not be
construed as |imted to these current approaches. The invention can be
1l em&*nt(gjrd1 hg[ address any devel oped rel aying, dialup and user (forgery)
at t acks, é §n include any suitable per-recipient whitelisting and/or
quarantining. Therefore, it is not desired to limt the invention to the
speci fi ¢ Exanmphes. foﬂls&@btﬁ%@ﬁa&fepﬁﬁ?aﬁ%&%&oﬁ@%és@%ﬁ%gﬁ‘% Phdlileg Shown
and described. Rather, all suitable nodifications and equi val ents may be
resort ed &, senhifiophg r@nokd host 4@ dpeonsfort mere reeipitnt addresbs MY 36GH 95

CLAI M5 1. e Ccen Iectr c nmessage having a

sender adcg%lﬁﬁltgandéh%[étnﬁt:‘epg%iﬁr%ec “émnﬁsnl%(@lo £ 1B gﬁh%‘(’ﬁrlsrﬁr “Placi pi ent

addr ess esconipuecrSysl @epti@he RtRenia nitksa@o if fhiclrémbte (420X cRah BT td hHo

whet her the renpte host is a client conputer, and accepting the electronic

message it & ¢lient eamRWethost i s determined to not be a client conputer. 2.

The systemof claim1l, wherein said client filter does not accept the

el ectronix TRESSRER bf ol I SRk G NARL clfcht P

conputer. 3. Thé system of ¢l al mr21 tZ’areltn t g%ﬂ%t%&ﬁ@ tthg %{%r%ﬁfc

det er m nedessegeiéthe remptsritost i detetrained frobea Host covapater. ndi cat es t hat the

renote host uses a dial up m)dem cable nodem or ot her indi Vi dual

3ggifgbb?’2n@h fsgéfél}l’of Qﬁ%ma % %lrérxot% stqli'%jO)r%se Eie rmme reea;S c Ient 1f I's a
the remote host name indicates that the remote host uses a dialup modem, cable

modem, or other individual subscriber circuit, has a dynamically assigned network

address, or is a desktop computer.

4. The system of claim 1, said client filter determining whether remote host is a client
based on a remote host name and a name for at least one host neighboring the remote

host.

5. The system of claim 1, wherein said system attempts to establish a reverse
connection with the remote host and determines that the remote host is a client if said

system cannot establish said reverse connection.

6. The system of claim 5, further comprising a relay filter, wherein if the reverse
connection is established then said relay filter determines whether the remote host is an

open relay.

7. A system for selectively accepting an electronic message having a sender address
and sent from a remote host (1400) to one or more recipient addresses, the system

comprising a relay filter (1450) determining whether the remote host is an open relay -




4. The systemof claim1, said client filter determ ning whether renote
host is a client based on a renpte host name and a name for g nhﬁgséoogne
host nei ghboring the renote host. 5. The systemof claim1, wherein said
system attenpts to establish a reverse connection with the renpte host and
determnes that the renote host is a client if said system cannot
establish said reverse connection. 6. The systemof claim5, further
conprising a relay filter, wherein if2he reverse connection is
established then said relay filter determ nes whether the renote host is an
open relay., 7. A systemfor selectjvely accepting an el ectronic nessage
havi ng a %‘é AEEPULY eeégcmé?f’f'dmg%ﬁ@ i egloﬁ%lﬁ&t B ‘%’6@'@“‘(@4@@?‘3 POHabPRENOr  nor e
reci pi entrgggldr esses, the system conprising a relay filter (1450)
determ ni ng whether the renote host is an open relay 21 MAY 2004 96 and
accepti ng&rthe el ectronic nmessage if the renote host is determ ned to not be
an open % dihgysystem Pheclajips o hefeir saidmelay filterr doas mdi apeems| thy ddctbeic does
not acce . [ nmassage Lf the renote host is determ ned to be
an open ?%?Sg%’% lg{.h%%%gs;lsgte% Stf%r[g’r“s(%lﬁﬂbfans%e& r?18¥'ay filter establishing a
reverse connection fromsaid systemto the renote host and issuing a test
transact i9ofht aystlre dfedaitne7, vkl reldyh@ltdrastablisting s aetdrRcopfédtionaFdh @giged to a
t est address at domain that is unrelated to_the renpte host, and said
relay fi |S¥%?m&8tf§? FPIRPISNASh aRd dfsEingehisst tramaetions toy hegisaiote Boshytheftesthe
remote  hQflacA6h BBhS ali@sdeBIY 2 tERAGREL a@g'doﬁ%in tﬁa?ié%?éﬂtfe@fo ﬁ@'r&ﬁét‘ vel y
accepti ng an el ectronic nmessage having a sender address and sen £rom a
renot e haost, $ued) relay filte dotermining thetcthp rendte Adstriesis esen rehg iB§i8 ranote
conpri si rﬁgst%n a Sdtlje%stveri fti.cati on filter (1900, 1901) determ ning whet her
the senders KHAFEEE " SLIPUIY accepting the el ectronic message if the
sender address exists.

10. A system for selectively accepting an electronic message having a sender address

and sent from a remote host (1400) to one or more recipient addresses, the system
comprising an address verification filter (1900, 1901) determining whether the sender

address exists and accepting the electronic message if the sender address exists.

11. The system of claim 10, wherein said address verification filter does not accept the

clectronic message if the sender address is determined to not exist.

12. The system of claim 10, said address verification filter establishing a test
connection from said system to an authorized mailhost for the sender address, sending a
test transaction for the sender address at the authorized mailhost, and determining if the

authorized mailhost affirmatively accepts the sender address as a recipient.

13. A system for selectively accepting an electronic message having a sender address
and sent from a remote host (1400) to one or more recipient addresses, wherein said
system does not have any information about the remote host, the system comprising at

least one filter (1420, 1450, 1900, 1901, 1491) that determines whether the electronic




11. The system of claim 10, wherein said address verification filter does
not accept the electronic nessage if the sender address is dgtiemﬂi{r?ub“to
not exist. 12. The system of claim 10, said address verification filter
establishing a test connection fromsaid systemto an authorized mail host
for the sender address, sending a test transaction for the sender address
at the authorized mail host, and determining if the authorized mail host
affirmatively accepts the sender addr&ds as a recipient. 13. A systemfor
sel ectively accepting an el ectroni c nessage having a sender address and

sent froma remte host,(1400) to .one or no reci pi ent, addresses, wherein
said sysCEMEoES RET W&@ﬁ%é”*?ﬁ“&?ﬁﬁ#’% (ji@cm O‘icﬁ’érqné‘ﬁ%é{“h%?t{om%e

syst em coipssagé ifgaidlat 1daGiasnle AMRLEtbintiats th#ABO eledt?hiie né‘s%(age is]agg)%m 4491) that
det erm nes whether the electronic 21 MAY 2004 97 nmessagé 1Is sparn ri sk,

and a quarantine database (1610) for quarantining the el ectronic nessage
if said at%|Bigstystme ofqlaimy 13ewhegimeaid iyarantipe databaser oy quamstingyear s a
spamris . T i kel sald, quar.anti.ne. dat abase
only quair<e e{ﬁ(gtrﬁ?lnecsggsnégengc r o?ﬁ? (lzoaﬁrfér;?}sé agnéy‘\@%tl e %*38“% gn%gﬁgr idsatifyinedd i f
sai d at |spastrisknis donfigerd feteniardnyining, athespisdhel ddctioicoadsh@id@eniingd

quar anti nj %% ot herrégg/i,se the el ectronic nessage determned to be a spam
risk i s N8tCAPERTEY IS 59 acqeptedsyst em of claim 13, wherein said quarantine
dat abase only quarantines a nessage deternmned to be a spamrisk if said

al | at | epsstTiNGystdrh oI claidfNB! WheRth RaidP@iBradiing KiabltGsd Qﬂlfx gﬁk&ﬁ&lﬁfeg”a
quar antining, otherw se the electronic nessage determned to be a spam
risk i s rigessagecdgierstned ® berepay siskenf sfid oll st hnagtdonef filteridentifyinpra spamg a
reci pi ent. ac 1600 incl uding.a_ list of acceptabl ender
addr essesn$0#8§§n$@%§f%§ﬁg&%éql > SHCTHRS }lécggl?w%ce?ls?sﬁg%\ﬁeé%ﬂtlﬂﬁieﬁo pi ent
retrieves dphe figleis ant dcogted®! ectroni ¢ nessage fromthe quaranti ne database,
the sender's address is added to the recipient access database (1600).

16. The system of claim 14, further comprising a recipient access database (1600)
including a list of acceptable sender addresses for at least one recipient address,
wherein when the recipient retrieves the quarantined electronic message from the

quarantine database, the sender's address is added to the recipient access database

(1600).

17. The system of claim 14, further comprising a blacklist database (1095) having a list
of blacklisted remote hosts, wherein if the quarantined electronic message is retrieved
from said quarantine datz_ibase, then the blacklisted remote host for the retrieved

quarantined message is removed from said blacklist database.

18. The system of claim 13, further comprising a recipient access database (1600)
'including a list of acceptable sender addresses for at least one recipient address,
wherein the electronic message determined to be a spam risk is accepted by the system
if the sender address for that clectronic message is permitted by the recipient access

database.

19. A system for selectively accepting an eléctronic message having a sender address-

and sent from a remote host (1400) to one or more recipient addresses, wherein said




17. The systemof claim 14, further conprising a blacklist database (1095)
having a list of blacklisted renote hosts, wherein if the qu%q@hi{ 4

el ectronic nmessage is retrieved from said quarantine database, en the

bl ackl i sted renote host for the retrieved quarantined nessage is renoved
fromsaid blacklist database. 18. The system of claim 13, further
conprising a recipient access database (1600) including a |list of

accept abl e sender addresses for at | ed$t one reci pi ent address, wherein
the el ectronic nessage determined to be a spamrisk is accepted by the
system if the.send address for. that electronjc ssage is permtted by
the reci p§ygf${n g%e(?&ogli’a‘éea?rgblgioéma%@g Qﬁ‘ﬂg@% @m$%h0%$g§¥ SR ICYMRERBBEAf ng an
el ect r oni leadtems dlRr RAZ0N Y450, 98001900 UL Shatdldtb g Gkl WHAB: 3hd §ERLGDOSt
(1400) to one or nore recipient addresses, wherein said 21 MAY 2004 98
syst em dOBESSASR ihavepamnyisk, rindr raedipiantairsgss ditabase rfdé®)Hosludinghe lisy sf em
conpri si e Lltefr ( 0, 1450, 1900 901, 1491 h

determ ng% C%ae?lhe?e%?ﬁrgqg gé{e% Oflf?lr cga%ﬁe%eggé% i ]hgreé a qugﬁgfn é'lﬁ%jepiﬁ ?L%eci pi ent
access datlehamnéc MEGRAQY fornbhtitlicliern if tiat scalier aklk@ptiabbenigendgrinadeigsses for
each*reci&)i %nt, wherein the system accepts the electronic nessage for that
reci pi ent933%3%he sender address is permtted by the access database. 20.
The system of claim 19, further conprising a quarantine database (1610),
wher ei n_i0. 188ibtath o eARh 190rthb dofforBleS UaRfint NALLANRI Al0FSHIAGL e ToSSagE
is a spamrisk, said at least one filter s contigured for”“quarantining,
and t he switbdcastiomeléeridstenmines thas tiecklectronivi meessageds a epan diak, ahaise 1€a3600) |

t hen the gl ronic S e is quarantined fqr that recipient in  said
quar ant i nogwce}gke&%%oélﬂ%ie%ai%ﬁgu%r?gtfrﬂﬂg’(ﬂld eaf%gﬁr@ él’se?‘ﬁq? Fa ECIBigAY ant i ned
el ect r oni g cesesianbse S 60B, tHep B clebtfdimt HRkA 6 WG HRrHAEd ﬂﬁttﬁm\%agigglhﬁﬁ the

sender address is added to said recipient access database (16
satd quarantine database.

21. The system of claim 20, wherein if the quarantined electronic message is retrieved
from said quarantine database, then the sender address is added to said recipient access

database (1600).

22. The system of claim 20, further comprising a blacklist database (1095) including a
list of blacklisted remote hosts, wherein if the quarantined electronic message is
retrieved from said quarantine database, then the blacklisted remote host is removed

from said blacklist database.

23. The system of claim 19, further comprising a blacklist database (1095) having a list
of blacklisted network addresses, wherein the remote host is added to the blacklist
database if any of the at least one filter determines that the electronic message is a spam

risk and the sender address is not matched in any recipient access database (1600).

24. A method for selectively accepting an electronic message having a sender address
and sent from a remote host (1400) to one or more recipient addresses, the method

(1463) comprising the steps of determining if the remote host name is in the domain of




22. The systemof claim 20, further conprising a blacklist database (1095)

including a |ist of blacklisted renote hosts, wherein if the ied
el ectronic nmessage is retrieved fromsaid quarantine dat abasgﬁq@ﬁg{?qqﬁ

bl acklisted renpte host is renmoved fromsaid blacklist database. 23. The
system of claim 19, .further conprising a blacklist database (1095) having a
list of blacklisted network addresses, wherein the renote host is added to
the bl acklist database if any of the %t least one filter determines that
the el ectronic nessage is a spam risk and the sender address i s not

mat ched i i.ple ccess dat abase.(1600)., 24. A nethod for

sel ective ;?%g‘%:/dgég?‘?rﬁégs’ gll}]d %Cg‘%f]}gotﬁ"ﬁ gleﬁ%a%ééfée eg%?tﬁéog 1%%%@90%8%%@@6 and
sent fromeaderesddtess.host (1400) to one or nore recipient addresses, the

met hod (1463) conprising the steps of determining if the renote host nane
is in the,domin o 1 _MAY 2004 99 the sender address, and accepting the
message i:fsqt ﬁg‘er"é‘ﬁ%f’é A 24, furthse cempEsiAg gt eReeptisg tbie messigedf she 25. The

met hod Ofreﬁiogeéﬁﬂsgﬁ’noftHf%lg‘agmﬁ&rﬂ}{thc?é%ﬁﬁe%& gcepting the message if the

remote host is not int omain 0O e sender address. 26. A nethod for
sel ecti veI% accepting an el ectronic nessage transferred froma renote host
(1400) t 2ordemgthoddpmsetastivgiy enteptiogl pe sleelsonit hesagt ansfepedfromi gneendi ng

rotocol 1t ctions to the.reno host., and nitori.ng the renote host
Pes pons eshotséag é@etlp ARET MpRetehimrent ﬁ%‘ﬁF%gﬁ% the ‘F?S@PHR\‘RPWP“%{EE sgding pRtoset i ons

that m ghtanksctisaeeh the ERbWRGE AR MmonftérRHB MB rekR AN ﬁ%&ﬂs NherRGREPTI NG
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the electronic nmessage if the renpbte hosts accepts any of tohese
t r ansact i edher the remetethost wilb eceept frpysagionsnthet might bedaeé de fommardgnal sendi ng
domai n, tde, et 1 IS he _steps of sendi a test
transaction ;Eglem Vi ngglé}%)é’ g@’%%eﬁﬂgg%rﬂ{&gleg %I%ﬁ’eﬁﬁatgﬁd?itggﬂe%ﬁelhﬂf?t f or
t he sendiasgepdomgi of thevartkehsugtivde e- nmai | address as valid if the authorized
mai | host accepts the test transaction, and marking the e-nail address as

27. A method for verifying an ¢-mail address having a sending domain, the method
(1913) comprising the steps of sending a test transaction specifying the e-mail address
to an authorized mailhost for the sending domain, marking the e-mail address as valid if
the authorized mailhost accepts the test transaction, and marking the e-mail address as

invalid if the authorized mailhost does not accept the test transaction.

28. The method of claim 27, where the authorized mailhost is a mail exchanger host for

the domain of the e-mail address.

29. The method of claim 27, where the authorized mailhost is the host with the same

name as the sending domain.

30. A method for verifying an e-mail address having a sending domain, the method
comprisihg the steps of sending a first test transaction having the e-mail address to an
authorized mailhost for the sending domain, marking the e-mail address as invalid if the
authorized mailhost does not accept the first test transaction, sending a second test
transaction having an arbitrary e-mail address that is believed to not exist to the
- authorized mailhost, marking the e-mail address as valid if thé authorized mailhost

accepts the first test message and does not accept the second test transaction, and




invalid if the authorized nmail host does not accept the test transaction.
28. The nmethod of claim 27, where the authorized mail host is §1r@}_\y 00
exchanger host for the domain of the e-mail address. 29. The ne hodz of4
claim 27, where the authorized mail host is the host with the sane nane as
t he sending domain. 30. A nethod for verifying an e-mail address having a
sendi ng donai n, the nethod conprisi nq éhe steps of sending a first test
transaction having the e-nmai|l address P9 an authorized mail host for the
sendi ng dormain, marking the e-mail address as invalid if the authorized

mai | host : e fi .est .t ransactian, .sendi ng a,second test
transact i gln %%?%ﬁg@%%ﬁgg%l%gbr %rlba‘génr#dpaﬁe f&!}? 8‘%@0’{%’3 Ih?lg‘oﬁ'é‘i“icgl?f@amﬁ&gﬁot

exi st to filseandsechod iegathnsmdtiohest, marking the e-mail address as valid if
the authorized mail host accepts the first test nessage and does not accept

t he secong, test transactiqn, and 21 MAY 2004 100 marking the e-nmmi|l address
as i ndet e? i %‘éf‘%thf"???r }eﬁﬂYﬂﬁraF"zeQHnW eleglpnig gnessines hawving arseaderfaddesss and

second tegld §dn@IRAE LI @Dte Rdst (ﬁ@@ttg ﬁff&rm&%l % 1 Ee\ﬁf la%(dt%gs%g ptrhie 2%?@&}1 ost

el ectroni c message having a sende ess and sent fromd re

(1400) t ocammprising daterninieg ivicther thedemesdest istalobientstobgaiter Capice&iting the

determ ni whet her the renote host js a. client conputer, and accepting the
el ect r oni éggcr%)él QYESPEC &ﬁlée BW%E léosﬁlf‘éjte%n?m&gtt‘éfl?ﬁh?ﬂ’c%t FERPWE- a cl i ent
conmputer. 32. The nethod of claim 31, further conprising not accepting the

el ectroni32. MHssaghod bf clatke 31 SBher RaFhising BELQEFiNEMe CRBE® nfdskBRE
conputer. 33. The nethod of claim3l, wherein the renote host is determ ned

to be a chp&motefostigdeterappediohsst clivaheommireat es that the renote host uses
a di alup nodem cable nodem or other individual subscriber circuit, has a

dynanmi cal33y Tas MQRREMELRPLS K vAREIE B refiiptd RosPis RS er...34  The
met hod of claim 31, Wnerlei n ’s‘%&d 1st epreg]f)tédlzotsglrané:nl ng&{%ﬁétgﬁglr&?ﬂtelf $hot e
host remote host name indicates that the remote host uses a dialup modem, cable modem, or

other individual subscriber circuit, has a dynamically assigned network address, or is a

desktop computer.

34. The method of claim 31, wherein said step of determining whether the remote host
is a client computer is based on a remote host name and a name for at least one host

neighboring the remote host.

35. The method of claim 31, wherein said step of determining whether the remote host
is a client computer comprises establishing a reverse connection with the remote host
and determining that the remote host is a client if the reverse connection cannot be

- established.

36. A method for selectively accepting an electronic message having a sender address
and sent from a remote host (1400) to one or more recipient addresses, the method
comprising determining whether the sender address exists, and accepting the electronic

message if the sender address exists

37. The method of claim 36, further comprising not accepting the electronic message if

the sender address is determined not to exist.




is a client conputer is based on a renote host nane and a nane for at |east
one host neighboring the renote host. 35. The nethod of cl ai AY 4gain
said step of determ ning whether the renote host 1is a client~conputer
conprises establishing a reverse connection with the renote host and
determning that the renote host is a client if the reverse connection
cannot be established. 36. A nethod hfr sel ectively accepting an

el ectroni c nmessage having a sender ad less and sent froma renote host
(1400) to one or nore recipient addresses, the nethod conprising

det 1 Nni . ' d ti t he, el ect [
message | 10 The Rar o G RE el b8 30 bl e s P Bine ey

conpri si rigstnamnec@ptvitharnt bethefiae! maithast s SRYSeridbr alfilssS RBAAA addLess s
determ ned not. to, exist. 21 MAY 2004 101 38. The nethod of claim 36,

wher ei n stafi“ﬂa@f)ﬁpfob?}‘ed%ec“é?rnﬂ #y & dhe prbedzekmailhestandgdeterminisg i€ Grenect i on
with an I TR . r r sendi ng a test
Fransact | o ey ok R R &S S Rl ost . and
determning if the authorized mailhost affirmatively accepts the sender
addr ess &9- ar adiclsi efrman@@turarforaseldctively afcapting ha elestrenit eHesspl @ating @l ¥

acceptin l,ectroni c ssage havin ender address. and sent froma

renot e h%g?&( %ﬂgﬁgs ?rrby S(?Hgﬁfﬁn %’E?Féoz%? bﬁ%ﬁ?@ﬂ 13,487 a5 BWEE Teciint gddresses of

manuf act uhe a@mr@rdfshﬂguﬁcﬁmuﬁ@ﬁsﬁlgaﬂaéahﬁ)ufafré%tabﬁéai’dr&gt fh‘ﬁ%gdsto}e ereon
y a e

i nstructions which, when perforned rocessor, cause rocessor to
execut e thEeH Epbuetingsrwhichgwhen petfeiacdoby deprocessor, mguashibt eocestte wender

address xLskSm | t tronic age if .the sender address
ol sre. ahaliothols BARRRIiNDthel b B AR TEIRE e bR ErFE g & he
st eps of andacceptingfiieichgtrbhie nedsetier Dihie GertRs sd@essickistdie sender address is
determined to not exist. 41. The article of nmanufacture of claim 39,

wher ei n id.step.of ter in ofrpri ses
28! 91Ré DRadde o manurPa(Quregof claim 3S9, further comprising the steps of not

accepting the electronic message if the sender address is determined to not exist.

41. The article of manufacture of claim 39, wherein said step of determining comprises
establishing a test connection with an authorized mailhost for the sender address,
sending a fest transaction for the sender address at the authorized mailhost, and
determining if the authorized mailhost affirmatively accepts the sender address as a

recipient.

42. An article of manufacture for selectively accepting an electronic message having a
sender address and sent from a remote host (1400) to one or more recipient addresses,
the article of manufacture comprising a computer-readable format having stored
thereon instructions which, when performed by a processor, cause the processor to
execute the steps comprising the steps of determining whether the remote host is a
client computer, and accepting the electronic message if the remote host is determined

to not be a client computer.




establishing a test connection with an authorized mail host for the sender
address, sending a test transaction for the sender address ag tl\WEYZOM
aut hori zed mai |l host, and determning if the authorized mailh gt
affirmatively accepts the sender address as a recipient. 42. An article of
manuf acture for selectively accepting an el ectroni c nessage having a

sender address and sent froma renote Bgst (1400) to one or nore recipient
addresses, the article of manuf act ur & onprising a conputer-readabl e
format having stored thereon instructions which, when perforned by a
processor 43 capge o) e st eps. conprisin he steps
of determ ning ma;et{bﬁeekgf?ﬁ%ﬁl?%&n%%e&h@s :ﬁtsz’ Mﬁri%o prgg}gr;ﬂ}eeﬁt?pgﬁg né?f:cepti ng
the el ect #asaptongéies alyetriric tthessagmift thehsioté hoste i dBicABided 1t MOL QRna Cl i ent
conput er.co21 I}/AY 2004 102 43. The article of manufacture of claim42,
further cor%“?"}%r'r ng the steps of not accepting the electronic nessage if
the renote host is determned to be a client conputer. 44. The article of
manuf act W4 Tok agtiodé BT thanuMerei IR GiBle ' tienm.ned e a
client if the renote host nane inéldlgﬁ?azf es t a@g?%gbtr%élg‘%tlgdg@ggﬁmﬁésgosg% di al up
modem  chBidt fbtememete baskapmicrindivitdy tat $ebsmotdhost aisescalidialuhawdan,
dynam cal assigne ddress, .or i.s esktop conputer. 45. The
article oc!fa mr?a%ﬁifd gl?:lf S‘?re&ggy\glﬁde@]u%Z,su D gty igla§t3e[51y5?m’(?é]t13ér9ﬁ‘$lﬂilfﬁg

whet her  retigorkenddicss, bo i a dakRpGoipiterconput er is based on a renote host
nane and a nane for at |east one host neighboring the renote host. 46. The

article o g%nufa tupe of _clai rr%42, wherein said step of determ ning
whet her Phe ' i1 & Chgenuiastuze ef rlamm 42 owhereiar saichstep o detensinidy whtthey a

[ everse ARARBRIE AVt hRlicANBnl IR bl bn el RITHARD God Nabykle: Lm0t e

host is a client if the rever connect1on cannot Be estaBIFERE at
least one host neighboring the remote host.

46. The article of manufacture of claim 42, wherein said step of determining whether
the remote host is a client computer comprises establishing a reverse connection with

the remote host and determining that the remote host is a client if the reverse

connection cannot be established.




