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OTBETCTBEHHOCTBIO "TPYIIIA AMBH TAC"
(LIMITED LIABILITY COMPANY "GROUP IB
TDS") [RU/RUJ; teppuropust Munosanuoxuoro Llentpa

Kaxcoozo euoa nayuonanvroii oxpansl). AE, AG, AL, AM,
AOQ, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,

(54) Title: METHOD AND SYSTEM FOR DETECTING MALICIOUS FILES IN A NON-ISOLATED ENVIRONMENT
(54) Hazeanne wso6pererns: CIIOCOB Y CCTEMA BBISIBIIEHUS BPEJIOHOCHBIX ®AMIIOB B HEU30OJIMPOBAHHON

CPEJIE

onr2

111 Selection of files generated, containing a large number of files known
to be malicious and a large number of files known to be non-malicious.

112 Executable file analyzed in binary form; data extracted from file.

113 Executable file disassembled and data further extracted from file.

114 Parameters characteristic of malicious files and/or, on the contrary,
non-malicious files determined.

115 At least a first and a second fiow graph obtained from disassembled file

116 Extracted parameters split into number and line parameters and grouped
into a first atuibute vector and a second attribute vecior

120 Ensemble of classifiers generated.

131 Atleast one execulable file oblained

132 Trained ensemble of classifiers launched to identity malicious executable files.

133 Analysis results displayed

(57) Abstract: The invention relates to the field of computing. A comput-
er-implemented method comprises: a preparatory step in which: a selection
of files is generated, containing a malicious executable file and a non-mali-
cious executable file; an executable file is subjected to analysis, during which
data is extracted from a binary form and from a disassembled form of the ex-
ecutable file, wherein, using a statistical method, parameters that are charac-
teristic of malicious and/or, conversely, non-malicious files are additionally
determined, and wherein a first flow graph and a second flow graph are ad-
ditionally extracted; on the basis of the parameters obtained, a first attribute
vector and a second attribute vector are constructed; and an ensemble of clas-
sifiers is formed from: a first classifier trained on the first attribute vector,
a second classifier trained on the second attribute vector, a third classifier
trained on the first flow graph, and a fourth classifier trained on the second
flow graph, wherein a deciding priority is predetermined for each classifier;
and a working step in which: an executable file is obtained; the ensemble
of classifiers trained in the preparatory step is launched in order to identify
malicious executable files; and the analysis results are displayed.

(57) Pedepar: V306peTeHIE OTHOCHTCS K 00JaCTH BEMUCIHTCIBHON TEX-
HUKH. KOMITBIOTEPHO-PEaTi3y EMBIi CIOCO0 COACPIKHUT . MOArOTOBUTCIEHBIN
3Tam, Ha KOTOPOM: (DOPMHUPYIOT OAGOPKY (haiiioB, KOTOPAS COACPIKUT BPE-
JOHOCHBIH HCTIOMHACMBIH (Dalil H HEe BPCIOHOCHBIH HCIOJHACMEIN (aifr;
AHATH3HPYIOT HCHOIHACMBIH (aiin, IPH ITOM. U3BJICKAIOT JAHHEIC H3 OH-
HAPHOTO H JH3ACCEMOIHPOBAHHOIO BHIOB HCIOJHIECMOrO (haiima, mpuueM
JIOTIOTHUTENBHO CTATHCTHYECCKHM METOAOM ONPEACILIOT MapaMETPBl, Xa-
PaKTEPHBIC BPCIOHOCHBIM (haiiiaM W/HiIH Ha0O0POT HE BPECIOHOCHBIM, IPU-
YEM JOTIOTHHTE IbHO H3BJIEKAIOT IEPBHII H BTOPOii rpad) IOTOKOB; HA OCHOBE
MOJIyYCHHBIX HAPAMETPOB CTPOATCSA MEPBBIA H BTOPOH BEKTOP NPU3HAKOB,
CO3IAX0T aHCAMOJIb KJIACCH()UKATOPOB U3: NEPBOTO OOYUEHHOTO
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Ony0mkoBana:
—  C OMUEMOM 0 MeHCOYHaApOOHOM noucke (cmamvs 21.3)

KJIACCH(HKATOPA HA OCHOBE IEPBOIO BEKTOPA MPHU3HAKOB, BrOPOro OOYHUCHHOTO KIACCH(HKATOPA HA OCHOBE BTOPOTO BEKTOPA
TMPH3HAKOB, TPETHETO KJIACCU(PHUKATOPA, 0OYUCHHOTO Ha OCHOBE MEPBOTO rpald)a MOTOKOB, YETBEPTOTO KIACCH(PHKATOPA, O0YHUECHHOTO
Ha BTOPOM rpadie MOTOKOB MPUUEM I KAXKIOTO KIaCCH(HUKATOPA 3apaHee ONPEIC/LIOT PELIAOINMI IPHOPHTET, pabotuii Jram, Ha
KOTOPOM: IIOJIYYAIOT HCIIOMHACMBIH (DA, 3amyCcKaroT OOyUCHHBIH HA MOATOTOBHTEIBHOM ITAlle aHCAMONb KIACCH()HKATOPOB, MIL
BBUIBIICHUS BPEIOHOCHBIX HCIOIHIEMBIX (DAliIOB; BEIBOUIT PE3YIBTAT AHAIA3A.



