SYSTEM AND METHOD FOR TRUSTWORTHY METERI NG AND

WO 20863 VATI ON BACKGROUND [ 0001] A pay- as- yo®Cdd’sgp06/012811
pay- per-use busi ness nodel for the distribution of
personal conputers is built on the notion of

col | ' f - gQ IS
pencr s AR RS ILRAN S PARR T, HETERIRC AR
t hereof. When the pay-per-use funding or pre-paid tine
period is about to e 'AQTIYﬁg‘Iﬁ&er is given a chance
to "recharge"” the account to assure uninterrupted use
of the conputer. HoweBACKGROUNRAti on arises when the
fundi ng or usage tine period expires before the

[00013 c c Aupay-ds yonegrhamggher-Gntpisaiesd modi] Sathe digtiithdion of personal

compEEL bR E MR A iR T ik S go e s P e hngg or
beneftﬂnl(i)all gllvg? bhe ¢oRibutel BE §oRiek dbnihoRbnilth@es0 MMHea the pdy-pdraRE Y

) ow recharging, may encourage non-paynent when .
fundingher prietpiaicetiimea peried iseheutdn expjte, theriser is gaveantachagcester ‘reghgrge

e 55 ek SR b R B 082 s oo

the fuabigl il usdgeQindd p&vdf XpirePbdTorR NN &R ouktds reekiangpd.e Completely
defragnenting a disk drive, and_troubl eshooting, e

disabliess the cRIBUSS oy avieverHide e fion addiag valug andesgiorine spedkion
On th]g engk hgﬁdﬁ,‘ Ls}ad\{té?i\‘t}ﬁg al Qﬁv&ﬁl%%rqui@édt sk of W@?& A&y to

as expi e allow ng processes use
allownradintging nmay encoveaEtiongtaymentofhdnhbe tionfed tuse alidienertongh
subscriptjqon terns are satisfied. SUMVARY [ 0003] An
functignelgyido sHSEELSIUSY- unit, such as a graphics processor
or sound board, is configured with an_jnternal |,
[0002] 5 pABitionglly, syheaithmsysternis dyastiyatsdyigrddition th aﬁmng
reactQigih pRRAFRES hMGy i IRt BPEHTID, BEAERRRAAD, disk drive,
and t@ubleghoptiagtegl reovorkstipystemDE hemfbirerthermis taheedrtdelodi beneficial

eration of the conputer, the, oytpu ocessin nit
use oy CEBPRICRRTY SPSEED BiSh e errisady Sl AlPgRE Ry S?ﬁ used for
maint%ﬂ&cg BF fe%eﬁxg@%f%e QRN vRn tHNGIHGTHOR tBRCAS SthGed.

capability courages tanpering that ‘coul d defeat the
anal ysis process as well as providing a schene
operator with a secure end point for updates

associated with nonitori ng%rmiggré Qons and sancti oni ng

processes. [0004] Accordi aspect of the

di scl osure, a graphi.cs processing unit (GP be .
10003 o A PEeCe KinE S Py P SO Sp o CCu LR, i

l2¥, iREDOEAS P TARINNS] ABERDePSHP e Hofdal Wit

Conﬁé]gg%g?tgi ng1 or trgﬁabllé%hpo?l ng the cgnputer are g
procesiing | Hyeslgnal ealglsis proagsyingphpadlitydy uind for gnalysiy of ayitpirelate
that alqer prggéfltelziai\é? otrl]qa)ﬁ{] ﬁé’p%ﬁﬁ'n'g rc])raltl‘,hearlnlo&%N oit (g]p%re&;l?)% otf %hé Qo%ﬁdt&%’ the
output processing unit may determine if the output data is consistent with the current mode
of operation. The secure processing capability discourages tampering that could defeat the
analysis process as well as providing a scheme operator with a secure end point for

updates associated with monitoring operations and sanctioning processes.

[0004] According to one aspect of the disclosure, a graphics processing unit (GPU) may
be used to filter or analyze displayed graphics, such that only authorized graphic images

associated with recharging or troubleshooting the computer are displayed. The display
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aut hori zed graphic imges for use when operating under
WO 20@n0Edepns. [0005] According to another aspeptT@fs2000012811

di scl osure, a graphics or sound processing unit may be

used to help deternine when the conputer is engaged in

erapG3 B s ETA O S LS O SBU TR TpyPPU t0 ientiy
authBiisdd apthis thakes 96 We SheR Bpbriin i Rr 8aRE6hAt €d Wit h

screen savers, nmaintenance utilities, or other idle

[000%§ OCK e Fing Bdl axkgégér e%@gf @k aﬁcﬁﬁt‘ﬂ% €3 §h10§ BE AR pr&esking

ocessors-or yers, e out put processing unit
unit mey beued e dmmmne mbemticeonpytap nmggg@hlr@@ppgmleue and

the caonputer. BRIEF PTI TH
ther sppuleh i IAICHEd h ITSHARY Bl AP DS AT S B ock
dtstlﬂgﬁ%lﬁgb&fwe@n eRfRYERA aﬁ@éﬂﬂ@& Ithh[ LROA kaverg mzﬁntbﬁarﬁe utilities, or

representative bl ock di a%td%
otheg uﬂpptoecs,se{ O0DSEr-FsgeiaBd procgsses, napph 25 Wer gcessors or MP3

playree PjES eﬁ%ﬁtp,@ég%gﬁé%ﬁt %ﬁ?%@[%‘}rf’elﬁ? %\% : %ﬁ@tehﬁ i:d@essgs sug)ported

in tHerc@aMBRINg unit of the conputer of Fig. 2 and [0009]
Fig. 4 is a flowchart depicting a nethod of operating
a pay- per-use or pay-asyou go conputer. DETAI LED
DESCRI PTI ON OF VARI QUS EMBODI MENTS [ 0010] Al t hough the

fol | owi ng tegmtebesf%%mtm@ﬁi eIk dgAnpt i on of
nunerous dif shou
ool P, 55 BN AR BT A o

end of this di The det desc t|on isto
[00054 thgs{Ze%an&i\%eg éﬁ%re@rw&ﬁtﬂgﬁ i oeERr g Pt
ever¥ possi bl e _enmbodi nent si nce des r|b|n eve

008 ssFis alsewam Wed endasaresenye s dinem Shopingfhe logical
' e
i RAERA Gp LR SHEuR A eﬁet%&ﬁt%ﬁggw% Bt
ofPﬁngmd ogy devel oped after the filing date of this
patent, which would still fall within the scope of the
[000¥] 2 PR, 4699 Ndd dhartelepiatick atmthotief opetatisg o pay-pbiatse or pay-as-
unless a termis expressl y defined in this patent

yougeicamptiee sentence "As used herein, the term' ' is
hereby defined to nean..." or a si m' | ar sentence,
there is n0|ntent tollmt the meani ng_of 11erm
elther gy Aaciéll ’ 7 \\"':‘l ' O ) _.__ D .4 n or

ordi nary neani ng, and such term shoul d not be

[00107t eAﬂiheug}ﬂthB dolbwving tixt edds fonthsrdgpailadaloeatingion o yrumerous
dtff?rﬁ)gtrf:rnﬂtﬁ)gl gﬁ B%tgug#llyet tﬁ@c Ers{00 %ﬁ tﬁ%t tﬁ#ﬂeﬁel%%é%éfet%? tdﬁ‘:cglpnon is
defiRfY by BlefWdr8s bf @€ claimé B& f@ﬂttﬁatﬁh‘e aid &flis disclosure. The detailed
description is to be construed as exemplary only and does not describe every possible
embodiment since describing every possible embodiment would be impractical, if not
impossible. Numerous alternative embodiments could be implemented, using either
current technology or technology developed after the filing date of this patent, which

would still fall within the scope of the claims.

[0011] It should also be understood that, unless a term is expressly defined in this patent
using the sentence “As unsed herein, the term ° ’ is hereby defined to mean...” or a

similar sentence, there is no intent to limit the meaning of that term, either expressly or by
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end of this patent is referred to in this patent in a

manner consistent with a single neaning, that is done
woaooemaésmoof clarity only so as to not confusepPtcinais2006/012811

reader, and it is not intended that such claimterm by

I|mted by inplication or otherwi se, to that si ng e
impisation §eycmidrits| plain onafdmssy megning.rAnd|supke fermishogldioh byjinggypreted

th
o BSEHAIE S L0 R e S Ko B o
thafi @R{Engbe@BHthe |chl1rﬁs)e Ilemaa Extbﬁ thattagy merrﬁt editdabinebe claimdwe the
[ication of 35 U S . C. 112, sixth ra ‘34‘@&3&
enchafhis BhichHe relawedhid pdhie paent g gamanmgr FF%WB fa eaning,
that ﬂ;ﬁ?ﬂé Fo¥ @al&r dfrl:‘fdr% BilyXo%s BERdt. c'oﬂi%@ﬂfé%ﬁﬁr Vinkiht i@ hot ftended

grans’ or "i nstructions and I ntegrated
thatsuch ulaim te(rhfh)) limitedh bysn@bpdtwnajr otherwisedpfthat single meaning

f k | Mth
Fingib ey 2 SPgh elemeanis et Y frditknbs ~HEt MidEh BREL Mction
withOik 'tH@lte@ﬁalkﬁYaﬁ Struc@e@ NP ishot @ ded a8 tHel s¥Bpe SdryRIMim element

technol ogy, and econom c consi derations, when gui ded
be hyerpieteddhaseseqt the appliqation of 31 UsS.6i §& 1D sidh paiagtaph | |
be readily capabl e of generating such software
[0012t MNiudh afithe &wdnqwajﬁgn@tmahnychnﬂ@mmmqf thenfinméndiyle principles are best
Therefore, i.n t f. brevi

imgIRGHA PR 2501 BHOGRS AIETAR B EHRR R R et bts)

sudhlas E}%lﬂzlaﬁ& SRdifROTG e B is ekﬁécﬁﬁ‘%ﬁ’c{t danee oﬁd‘i’nelriﬂ kil ﬂ(&ﬁiﬁthstandmg
I nvention, further discussion of such software and

podsibdy sigiifiaant effinitl and meanlyidesige dhaieestrnetivateskht, ifen examples available
’ respe to the nci Ies an n
o PP S BB o BRRG B Ra bbby e concps and

anélﬂQs Yid186daRIGH stﬁ’ll He r&ﬁﬂ? @i}ﬁ'bledﬁ@eh@btlﬂé sichtsaftivare instructions
organi zers and the |ike may not be suitable for use in

ancprogremsayd des p@ty.m@;m@}%pgggq:rﬁ@@ moweafosg; infhg interest of brevity
an %1?}}'1%1#% H?Ill ﬁ,ga?r% ééekt dé’f o&ﬁr&gﬁ%{ﬁ%ﬁ%&t v on%(;,j‘;t? in accordance to the

pred&i eileytinrg fotisas rdhicyss&‘xﬁr cyﬂ sadSsdftwalre end IGm 1framguwrlbh@hmged to the
of the pay-per-use or busi pes
essPRf LR BIELc 40 Ty BRIRToR B S R P e T ea ST By

froma provided Internet service and still be useful
[0013] Wamy pmqr@@;glglgh-galug GPBauEHse personabdigital a5sisiaatse geganizers and

ere a [
the\gg?e JHigyho EI%Oé{II g)rlé)%c)?\ﬁk a’pr%%'é}/ﬁ toﬁturs‘? bhﬁﬁ ggféﬁﬂ w1thout
addifiénat e&curi®f. A!ﬂ&lsclfssabzﬂﬁlve cswtpeqmpmmttﬂmy mﬁedaﬁﬂmondt [ on
of future fees, this "untethered vt%_:lue Creates

FunsfigRaliey ARt YadeEy i SSERTLY SFFIC o ek iR guiEsReTty of B pay-per-use
or E 87‘34 ufcféllr é’clv gdégxgétas g‘é’teﬁ% : P6f ¢ J&é?lg)leo% p@f%nﬁscoirf@ﬂteg @an be disconnected

I ze operation it is
frodﬁéipﬁo&i@lleé Itternetigepact amhgilghe dsafud fcpromkiupmcessang, spreadsheets, etc.
npljsh the, authorlztlon roc t hout n
In aﬁ&aﬁhwh% B SPgm Dot e 8 SRRt e pRiyRek Ok e
bui ?{59 ﬁr(ﬂeir\bﬁté ARCokdTaRk pRstshal EMAterWEh the expectatlon of
us

tes a network 10 that may be used to inplenen
ﬁltarecfwsattus:"mthwad walpe'osrpalpom onposyRitiefar frandulaat Qwilkatms and

ther%t?y&melartl n %vﬂelﬁtaelgaggﬁe ufe gr ﬁatyl-"a%l—yo%r éovf?o%?puter is not authorized for full

operation it is desirable to support enough functionality to accomplish the authorization

process without providing enough functionality to tempt a user to use the computer in the

sanctioned mode.



network (VPN), or any other network that allows one or

nore conputers, conmuni cati on devi ces, databases,
wWeRe06/096890 be communi cati vely connected to eachparhseeo6/012811

The network 10 may be connected to a personal conputer

12 and a conputer termnal 14 via an Ethernet 16 and a
[001d}it eRig.1Billustnatessa hetmadtlk hethaOmabe tited totilplenteans dyhdnsic

etwork,10 .may be wirel essly connected to a |aptop .
80@56%6 alfOé/.lSl%&n%%@%&{l%mpr%%q SR 5e f0c.2 Viralprivate
ne’ﬁ%&éﬁd@ thEAL RO LSh# Al 18R 6Re BPoR Wnk é’r§,fcr<])¥eﬂn‘iﬂ‘nication

, 6F
_ im’l ar?%}fj a server 30 may be connected to
deviesswdatibasey, etsi, hgbacanmmicatteely comnk¢tad tegachmthes. The network 10

o R RS A SER ST 36 gAY EeRing! H vl Enemme

16 lahd b sdui@t18Satl £ RV 20 OF tHeCthdrhahdl@hd AEtRoE 1@may be
computer 110 that nay be connected to the network 10

witglpgsly sepegisditorp laniemeonapisercl? angdacpessonplotfénassistnt 2haia a

. ] f r r Oy SisQni .

wifd PR SR 26 PR, SHATRRNH Vel g may e
confeoie @ $siho Getviirk 1026inga dytigRcaBAbAY 3230d aadnfahy 34 aflly be

bus 121 that coupl es various system caopponents
conngeted i thg neteork 8 using pepdes comygnyMeationdiksig ng unit

120. The 'Sﬁ\/;St em bus 121 may be any of several t illpes of
[0038F dHig-illysteated medmpliting dgvive ibthy fomge obe coraprgery1 10 that may be

cont r i.pheral | si.n
coffBOER0 € huRTOGPORHY o PiRtepBRf R ¥y ool ot e
dyxsopdfewarapebvigibnihg 6y sté@hl QBmpsukits aff thbcé@phter BR) may include,

i nclude Industry Standard Architecture (| SA) bus,
butre pof lipikgdiela papeessing vt 4 20, gty mppemonyiiinandie sysiem bus 121

o L P4 AL TR AR 90516 s
unit h2@r Tloersystetn IQLBCIiZ)l thaysbeadnymflsenceral teysesdf brastruvturbsimcluding a
T
of bisr@iRuRRMBY Wal Bf %ﬁé&h%l@,nﬁﬁ%t ﬁ%?taﬁ@ﬁ/, sBén Q%Hiltéé‘ﬂ?rgs ABRde

configured to enforce the ternms of an agreemen
Industry\Bendaad dgdriteofure 18 Ag bngp Misro Channahdrchitsesnei (MCA) bus,

e B S0 B RS PRGOSy 5 BvES RF ALk b,
and Pé&iphbiial @bsfohdht MRERoAMRN(FUTE biPdlfEknow & MesRnBi¥bks e d
y one or nore discrete conmponents, the isolated

b
[O(HQ{"ﬁ UfHeR€b188Y b6R envianiBY 198 niHySRES 8dd @RuskR&ecution of

mot her board of the conputer. The ndtherboard may be
programsandaiatat Thetislated nemputingcenyooproegri25 meaynive degldysd end

technql g suitabl e f.or a given | i cation,and
contEiera o PG thr Bevg Lot agiarnsie OVeen aaBruddng gyt 110 and
seriiR8 bfoviddy nith,anGRlesst & the€tempitheriot he i sol ated

computing environment 125 i's disposed on or in the

[00'%3{/ h gﬂéﬂé(?%lged bh8pht e’i‘ﬁﬁgmﬁ&gﬁ% g &"lﬁ&tﬁﬁ?ﬂ&ﬁﬁl mére than one

coated in an epoxy orburied beneat _ .
mapmer e Whenrimplentanjest by are arangre disntete cobyzrnenty, the idolatgd emgmputing

envtirrc])(ra’mjersltof ﬁtﬁgy be disposed on the motherboard of the computer. The motherboard
may be any circuit interconnect and component mounting base technology suitable for a
given application and may range from a fiberglass material, to molded epoxy resin, Mylar,
ceramic, etc. When the isolated computing environment 125 is disposed on or in the

motherboard, the isolated computing environment 125 may be coated in an epoxy or
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conmputing environnment 125 may serve to increase the
difficulty of renoving or tanpering with the isol ated

woaopbeseg environnent 125 itself, associ ated ponas2@nmi2811
ground connections to the isolated conputing

b e@ﬁ ronment 125 ar data and addr connectj o | t&
el AT R TRP 5y Sn 0t P OMRRIRRST SRt Ty ng g isclate
coniIRY dhvitdnntt@it h s dap et 16 ﬁﬁréaﬂh@ﬁﬁﬁcﬁl@ﬁﬁﬂkhﬁglng or tampering

envi ronnent 125 cauSes per manent damage to the
mthﬂtmlbf@épdrnawmmvmnmgmﬂ@Sn@eK,o aysopiated ponistandgrgund
ter I_.noper 0] I t
cor BB HEA ot wBRTIRRh Fomb 1285 o£ U FRRR A s llfegons 0

the li$dltERcMERE Shigordrit 11201de@nﬁwhareng>vbb¢ﬁ Reliddisestthe solated
processing unit registers and data bugses (not

corpRfng eRYyonmMeRt 123 stuseeperagRst damaseinhs Biathsseoatd sndiey,
surkb%n@lln QOB oﬁb‘i’l?stﬁfél Igﬂde?.\f e Bﬁlﬁ% {%eialll(?fno ¥plee enul ated

In so or exa e operating system

OBy B R 208 s

protéeing @1t EIQG Chr6 idRist eftgr £50vdsIto proesdsingAmit eelstsd &id data busses
attack is limted by the strength of the hosting

(nop Acpigtehimdie lsqmgngmm&mgﬂlléwomwtl% may| heyalioly lhgted by
perfBEhEL g COMUGTLARAAR. ol PR St aL

Furkthermorepit treay bla]aﬁ thndts icoventiersal !botdbrS\kfﬂ:had:arﬂ seftaack modules

b%gurll@\ig,l};ﬁt b ‘;y %150 em%&%uﬁp&?ﬁg{‘q%&@%’? %@gﬁt attack is limited

by fiRadeRke mglh@ﬁ%yrﬁgg&%&{s conputer storage nedia and
ycomTunl Cg.tl on ?na % Conmput er storage nedia includes

[Oﬂgrgjld atddn@g?é}q 1 B?ygﬁgfhﬁt 1h1:lﬁdes %eﬁﬁggﬂgéﬁog@%%ég l?%hél%}ﬁl'fg‘y&ﬂ e

Compmbﬁ@adaiﬂe mefiarcanbe any swlbblasnmmt @n eaemdasbédEby computer

| nstr ata s ruc ram dul.es or
el Dot ahd Bp oS el TivE g G0 Sgemgvable
me&‘igt ﬁy' Wiyt &Qxﬁlﬂ 1R nﬁ%ﬂaﬁ@?@ﬂpu@r Q@é@laﬁﬁ'ﬁéﬁa H1ray comprise

ot hef nenory t echnol |'ogy, CD-ROM digital versatil
congpgdrsstarip¢Dhedia and h@nmaptcaw mddlgkC@npmtalgﬁoragagmétal igcludes

vol§ R R oS bl S RS e et hipt it any method
or t%}in%tbg’?%‘r HEabs 6ﬂ1n‘f(ﬁm%h@ﬁ gudhh® cof: gufeﬁﬁkaum@ SRt @hsadda

whi ch can accessed nput er Conmuni cati on
strugBuesa progpang glodyles @bgépe@at@;oﬁpmp*@tpr sterage Biedia includes, but is not
i KGO0 SRR I B 56002 SRRV 68, cD-ROM

digh#élrvetsafilewiske (DV DDt @thel batiip disk stmgaamagmetmmdsseﬂed uchgRetic
any information delivery nedia. term " noduyl ah@g
tap%lalﬁ%né‘il‘gﬁék 8LOFAZS 9% OH1eE n@a%ﬁtlctsr@a@gqff@é{m@ﬁ@r@ny REiee mgflium which

l}e%sg&‘ & dﬁ&% El?é éésirgcf’ i &Ima?i'bﬂ Qﬂg ?glgégﬂ d.aﬁ §§&§ghf%3{¢meﬂ% 0.

enco ormation int
Comnmrth‘&on mndianytically embodies computer readable instructions, data structures,

program modules or other data in a modulated data signal such as a carrier wave or other
transport mechanism and includes any information delivery media. The term “modulated
data signal” means a signal that has one or more of its characteristics set or changed in
such a manner as to encode information in the signal. By way of example, and not
limitation, communication media includes wired media such as a wired network or direct-

wired connection, and wireless media such as acoustic, radio frequency, infrared and other
-5



[imtation, communication nedia includes wired nmedia

such as a wired network or directwired connection, and
wonomlees®0 medi a such as acoustic, radi o frequeRCYUS2006/012811

infrared and ot herwi rel ess nedi a. Comnbi nati ons of the

of .th ove should als i nc d, wi. t hi e ...
wir BT CORPEaP S BB RO RO OB P e T udedhpithin the
scofEHPpkEd refMabradssigonput er storage nedia in the form
f volatile and/or nonvolatile nenory such as read

[00?@'23/ "I"‘&@ 'gg tein QM 138 inghes @&ﬂg{fﬂe?‘%@ﬁ?§ nﬁﬁﬁqwfhé R of volatile

SIC I npu it /'out put syst
andé@rmioayelatilg ntdmmrp asdlcasrreard ondg menivay (ROM) 1t3d amrlam:d‘om access

i nfo vveen e nments wit ut e 10 uch
eIy T e Pl s opppt satersy T O e Slaistpe e DA
roufFAN that el BitfabfeY i MoR DereA eRAGIRIWilliif @bﬁh@h@‘ﬂm &6ch as

that are’imedi ately accessible to and/or_present 6%‘[ 4

a and/or

durfyei stragt—opes typed]ly stopgd erQMslsalngAM i182 typicallggontains

oGR8 8 Lo 581 E3ppecon b

proBésE It TR0 U BGSwab 3T exampleparaliic Mndaition, M gure [20i0@dt atdseperating
co uter 110 nay al so include other

ppRljcatien pmwesol 35, othsr proerag) meAwWss 41¢:128d prrgsem data 137.
storage nmedi a. By way of exanple only, Figure 2
[0021) uStheabmputer hi0 thagiiakse inrlidecothergemhuable/aetsernovacor

to..non-renovabl e latil e
volifiglhE Ry P SRnaE S mel 1R G OF o TRRIFOF, Ry jffseaces
a har@kai|ve, 140 et edadk iflogh srBgRS t&ndii—ﬁlhoi@lﬂe lﬁﬁﬂ'o&ﬂle magnetlc
optical disk drive 155 that reads fromor wites

medignpmagasic ditkrirpledSi ithat spads i o wites b2 Krayaple, aorelglatﬂe
magrgr%fo i kloltS?ecfmdoa%é (fi%Ll &ﬁv 1@5 4t reads frc1m or writes to a removable,

hon-f eno e, atile/nonvol ati ['e conput er
norsolitikgeptivelcdisk Ii’fﬁaiuch an alﬂD B.SE(H ot nthblh@t&xbnrrpcﬂlar }Dther
operating environ i ncl ude, but are not I
rempygHlefPB-TEHRKAD J:eaé’@ i%@onvplaa@tfom%rywé%&edge a#&{f P%H 6 used in
e S
the $5ARhLy SR e B inqihdeg Bul RO RoL IR op ki uichlle,
casbettes,\ffrsh alemory oandsadigithl tversatﬂe disks,tdigitab uled 2dpet balsiagite RAM,

soifdsiiet, REREe e o TR o R i W50 i proallieieriod e
sys%?bﬁé/ﬂl(%ﬁllo‘uéh ﬁ@l@ﬁ-@@ﬁl@ﬁab‘l@mﬁnlﬂﬁrysﬂl&trﬂﬁé Bih ok 2dteice?1 40, and

renovabl e nmenory interface, such as interface 150.
magmmz zi}slqdreze dbil wad optienl diskidrived 8 aicdyRigalbovppueeed to the system

bus ZEJW% rfm‘)if?b o B TR AR EL A0 bl g o0 1 7

conhputer readabl e

O B B Sy P AL 82 B e
i1IuS¥ABPIErighRd Pﬁ'ﬂv%d% s%rhyeeof%ﬁuﬁer'rédd%l% RdtRetiess, ahtafstridures,

oper at i ng system 144, application pro rams_ 145, ot her

progremgmadulm)md etberidaga fou e qoimpyitesrh! Baimlipame 2, Mot exaptple, hard disk

dr1%ﬁ féﬁelp zlﬁ{s ¥ gﬁé %tgﬁﬁgpﬁi'z{t ‘g‘:{,sg’?%{-}% l}% %p@%:sf?%gpgrams 145, other
propfa@dghdtBled 856, 288 PRIgram data 147. Note that these components can either be

the same as or different from operating system 134, application programs 135, other
program modules 136, and program data 137. Operating system 144, application
programs 145, other program modules 146, and program data 147 are given different

numbers here to illustrate that, at a minimum, they are different copies. A user may enter
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program nodul es 136, and program data 137. QOperating
system 144, application prograns 145, other program
woundislees9d 46, and program data 147 are gi ven dpttaisens/o12811

nunbers here to illustrate that, at a mninmm they
are different copies, A user rc
o e TS T e R 230t Rh R P i o & kgyboard

162%’1%1#0 ﬁﬁm@ iY:@ 981 Qoﬁﬁ@orﬁi‘ Fl’:fél‘?écﬂb'a@ ¢ rilsiék,aeackBdll or touch pad.

erred to as a nouse, trackball or touch
Oﬂﬁﬁﬂlpuﬁdvmes (o ﬂhom)\mmsemcmdoa rmhmnhfynqmystl% |sawe pad, satellite

dlslglégéﬂ%glp %? ys,][.l? hng—ﬂtge r61% egiactﬁgaljelotrg@ﬁ?bgﬁbcted to the

proé¥sSing fuhﬁ"i 20 ‘ﬁﬁrﬂ @Qse‘i‘ Pnpfuld Brtd1FRE @66 tRg 1sLUQ>IupleE112<6) thersystamtbus,
a user input interface 160 that is coupl d

to
butsrlw@mobu@tedom Othalymtﬁéfa@@mde‘@tswuﬁwre@t% ag ﬁﬂ’é@ﬁb@“ game

t t
por % 5 S SLE PSP SR R bk 90 gREP 0B is o
corRb&Ed tof the 8ys¥ém Bus P2 Byiada\nteadessiwhae a(gmphmstmdcesmng kit 190.
system bus 121 via an interface,

e iy S Bl A i3
for. chErngeIs:{ 12% éth% ﬁ)lht%r%l bk %@1&5‘ s WorREdri108 ahdkpeakers 197.

> or con erlpheral out put
t 196
ool Bt o8 e er}eﬁﬂ%kaég?ﬁmgﬁ%mé gl

corfRMidIRREBAE olkEbRGeBR coalputdd) RecH asanemiote amepwer 18O Ehe remote
renote conputers, Such as a renote CO uter 1

comps Iesocmpm erersuB! AoipDBes. 4 SHBPS SAANIoh SEHR PG, & beer device
rver
t %Hu% é ér% ﬁ%@?{ckl BF esP&ﬁﬁ Q@MI §Ethe kleidAgy

I ncl udes many or

des@hbed)afbotvb @el@ﬂn&rfe mheccdmanen lﬂﬁdalﬂiougle onlglaanemeryt sorepedevice 181
onputer 110, _al thou onl nory.s .devi

hasitpEh ABSTBEAAs FIRE 1 AR EngRBn il Py P Fetude a

locﬁ&?@?ﬁe&%?ﬂ?%mﬁl | Nyide YbtaGicBudR ‘(WJQQL 877, 6afafpaRa include

a w de area networ 173,
otHetihetwasksa$ s netwbnkdg mntvtrenmmﬁs mrd@mmmlﬂffe rlﬂép Foi SApTpIiSE-

nvi ronnents are corr C n_offices,
Wl‘i“n‘l‘%‘mﬂt‘?rg’éW‘H S, ARIRESES %@?&5?@ intranets and the

| nt t. [0024] LAN net Ki
[0(32], |e :Sg(%ﬁ% geed ip ﬁé& ﬁzﬁmcggmg Ifgw?cgm&%ﬁg% ?(g'{r}ptitgxg{ ]hO is Eﬂ]ﬂﬂected to
thelIZAN 1Y 9o BEHDE fatdifloB of AfH11 760 FRckIusdd & 2 Whe

KI ng environnment, the conputer 110
neﬁthﬁglehmronmﬂnt;dhescmprﬁde}ﬁOMc@ly inclides amgdemslge or other

megRLOF Gt B HEhE CPUL RiARioNs 958t VAN iy et e e
&ﬁﬁlefﬁabvhlcmﬂa}bﬁe DRPNE GF dteingl, e tR)DhadvIdID tAZdystinabus 121

e user input interface 160, or other appropri ataﬁ

vianthe lnsaniigpmt mtﬁrfa:eriéﬂmq&@ ApPRPDFIBNE wgehanignoby HRFHE des
depicted relativy h t thereof

e e SR B ot H oo PR o 808ions theror

ma%*edé f&ted ﬁVth\é@éfn@cE nEMASIP sPragenidvicet Bbrlvmytcﬁ'teb(axnpleFalgiJmE
I lustrates renote applicatjon progrzi\gr?
linritagion Figurer? iHBsiatep remote application programs as res1d1ng on memory

device 181. It will be appreciated that the network connections shown are exemplary and

other means of establishing a communications link between the computers may be used.

[0025] The isolated computing environment may be or may be similar to the isolated

computing environment 125 introduced above. The isolated computing environment 125
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device 181. It wll be appreciated that the network
connections shown are exenplary and ot her neans of
woe@hosmhi ng a comruni cations |ink between thecT/Us2006/012811
conmputers may be used. [0025] The isolated conputing
environment may be or may be simlar to the isolated
may bt iamgeneoty| a logivesitcuit 26d hrtack du tectr dbowemplélghe timer may be

el By 131Gt BRIV of ‘e L sbotion gpay include
botle¥&atle @ind inbR-vbIaBRY mBMYry0 ell"ﬂétsifﬂaﬁ:@ %%ﬁﬁﬁtﬁ@é?ﬁ'itﬁnﬁkﬂ%a}bﬁmher

counting intervals of rea I me. e nenory nma

incluge ¢ digétabbgnetre vatificasionsitevio n\Wheh ane-vay mertticstionTdfen external

4. sql CRNMRUL i enwi r.on t may further include a
onith AR SRR OrrefY el e, R omber
generatar iayeiel oparDdf thd digithlesigrakure REdifidation ciregitli DRSal §i8hature

exanpl.e, verificatjon, of a server (not depicted), a )
tecmlaﬁ)&ﬁ% Weksaewe andhashing, piayatwe varifeationg sympmeatrigi agdtagymmetric

. P eatd : . gl ' onat
e Pl B R bR eR Dk of ishuead St FagifPA diffea
desargtiofriof at iisoiptedsgomymtting eneirchngsy gy @ BhigdrdthbaBatamnd

hej.r res [ Kk .are not discussed here in )
Apidttn oA AR DS b b bsOrgprated Potapats. From a security
ORI BY 1 . . . . . ent
P, 8 LSRG s 5956
envirerraer dlad car bbgecesské oplycda well defisedsioteufacesyprpuided bpthe hosted

ool o ek S a RN ABTRD BT BT RS v
the MbRtedelompiihs Bdronfieat hdreRiSogic OWiydas tye IM&rhest ed

application or logic. Particularly, any other party,

[0026)C! Bil DAhSRVAL SRbify eABBdiHnEsEGHE c¥hn fret 60 %]ﬁo%ﬁé B 1ogical
qongytlng envi ronnent " hosted | ogi ¢ on vi a t hese
relajionsgipf between Jn0pRBit chirtgolled 182 anvbthamtlex Empltianal components of the

ient. of the c ut er showi n ogi cal
comB RS} SR Skinhorpliodd Tom G hiPmblieticlft LIF 1 b5 Rt cnatrolier
192 oiyetie o gragtitOnatessiapRanand.san®utbul Pe SR IRErAdD195. or other
herej nafter referred to as the CPU not herboard 174.

interfate dsyicgut KEBTPSFRSRtIVEOUDY devige BED maybaphy cwrgsponding dejee,
it . [ ral i rf.ace 195, _or ot her
suctt ity Bl s BB R e OLBIPRER hient B 0
CPUrmytheeboand/ 1 odre dsnmoctssigg dak i126;, ths iehtaiScomputing environment
d sgl ?%q/lnom tor, a épeaker, a printer, etc. O
125165? Yt Bemony 3% apd dhe nefworkpierfatchbiOboar d 124 are t he
rocessing unit 120, the isolated conputing
[002§hvi ABa G A motinrbaarh] 24 mew inchdathe/isalad camputihg environment
' f The, CP therboard 124
125 Bt} W8y BGRB8 Sub bt RS, el asen ofF e RRlimemggy o4
Wheneth® oytphiodotiroteral920sih giHphive prdcessigy urde o ﬁledddt?ﬁﬁrmé&@&y 204
nd qutput nenory 204, VWen the output controller 192
mayﬁ@ ag I@Pgep’f’i’ie’é’é’%';‘ggeés dhp guipnt ¢onjrgbier davicestitvist20men by
SO A 1 g e TR rdToR BB O B progpem o he
partichlat foaapandgeotorell exgeced by the patticutd botpst famisllen] T instbied.

. h
Diffetbran sta%dtmo%els of output controller 192 may require different protocols and

Vs

data formats. Therefore, the output controller device driver 202 may be different for each
brand/model of output controller. The output memory 204 is a convenient depiction of

program data 137 such as display graphics, particularly static images that may be
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particul ar format and protocol expected by the

particul ar output controller 192 installed. Different
wonarsivesand nodel s of output controller 192 mapCTAI006012811

di fferent protocols and data formats. Therefore, the

output controller device driver 202 may be different
asgogietedawith aeyammmhes g6 rpdicatinn gt utidignprogranes 1 341H35,d 36 pbit may

PRk AITIISET S0, oo ot
OG89 Bl R3S 300 AR o 20

the'@ye 8f S8raphict F@ees@ﬁlgqmﬁ; @ nndd) infayl BEROARI pbiR @B ory Bepable of
output controller 192 depicted In Fig. 3 may _include
belggiyiitenrhyrthe graplies progessing wlsuoesssqs (Bptajsnictss) while being read by

w QUREERR Mo HEGBE: (ol Bptud) uomt B

compitingenviresment Z()Scshp%tﬁ’mddiymﬁ)i cmi_:lﬂ_tiﬁined erﬂleg)ut}nmdomlyt?lhaﬂ 192, as
. t t . t .(not 1 ¢t . e, output contro er

mfi 52 %EW%'P#@? 'e&'élg g?fsareg ggfaﬁe?ﬂ)e Sokted ryRine coREHpens g8 may

-mw&&@n@fn 916 ARy R4 &1&? Wb BHtor CABLAth iy
- 192, s Wil %g giesc ?bg% 'Bdéﬁ%w nsgr at er etggt*&tq'lﬁgs’keys’
certifiodtes, @dd bashpuotleng envi ronnent 208 may i ncl ude a

secure nenory 210 to provide trustworthy storage for,

[0029p ngAotidseribédibogs, thére sy etibiifdlatad esmpaite diwvibnments. A first

codes. [ 0029 descri bed above, there may be two .
that eopieplethe s '%@%ﬁ%ﬁ.ﬂ{ﬁwﬁ%@e a gecopdl Ghat pipports Hhe first with
reshbi& 1S IR Ry AR G?éflﬁé%dqﬁ%% tedf REndBYfr 192, In some
Supports the first with réspect to the output channel

casasthettivatinstancepef the stobudied conihing whypintnnean tray|Hegrhy 4i98ly hosted
bIn SO cases the two instances of the isol ated
Y 5 BEREEY r onment may be physical |y hosted by the

d . 003 Th t put trall 192 b
033151 T bitantsply 107 o bsep oo By TRUmRicrbamy by the
skl ao Sesatind shate L LRSSl e BBl o
12 $raf/thb €PE Gopthedboand 1 2Hemig bé adwpdedctortixutsblatedeouiputingemtironment
20€RER apieat ool | e s g aecurs hatrpe yep egystem bus

12B.EThE e DTaRBEIre HatinBEY 2%%9M&§‘ﬁlett% idob@bSHputing environments
onputing environnents 125 208 to authenticate eac

C
129 20feto athentipate cachraiiariand thenwemmynidate wsieg, émbociembediment,

' [ k i T fi,e-Hell .k
SRR PR L DR B D e
sesgibh Qs Aoy Isgegded oomminhicatidrOor dbrypar dapd Bdweat Mutually

bet ween mutual | y aut henti cated end points, e.sg. t he
authersicaied gn¢ paists £-8gihe isplatesheropuing zgvipgrgnenty, 825 208, The

oo e B BN 5 SRPBE FhheishiLbeteny
[00321e elr fﬁoclgpge}aﬁ%n?&l@%ﬁa{ten co%ﬁﬁtfn%%%f%nnllézn 15?¥na9ebeuussgg tot Fetermine
when the computer is running in a full operation mode or a sanctioned mode. As

discussed in the above-referenced United States patent application, value may be stored in
the isolated computing environment 125 and incrementally consumed as the computer is
used. In one alternative embodiment, the isolated computing environment may monitor
use over a specific period of time, for example, a calendar month. When the value or time
period is consumed, the isolated computing environment 125 may signal the processing
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when the conputer is running in a full operation node
or a sanctioned node. As discussed in the
weahowsaossdber enced United States patent appli caPComs2006/012811
val ue may be stored in the isolated conputing
envi ronnent 125 and increnentally consuned as the
unig bptotlanit the fuscidnality of e @iniperteralhisengninobidesliwing the
[ ted .c ut | envi r gnnent nopit or use ov a
prob 3108 féeas BER B oDy i T o8 Do apebcess. The Botated
conliting enVif&iinddh 225 alay@lserinterv¥Be REdikMe h&wﬁﬁﬁﬁ%‘ BRMAbilit) € The
. Jsolated conputing environnment 125 may signal the
isolgfed camppiing ervironment 123 inponj unetéon witle thegmedessing ohit tl A@ may

: hS.: ' i th rq sin
SO Efiy T BB LU, N5 O SES ey rve
undesicabisgde efftcts, fdtexamplel sloetheCtbepricestor £AYichoRRRing 1588es in
may al so intervene . to disable networking capability.
MR 465 apdae iRtRgacsA OF Aisablmgnetyerking @papilinoniphmit a

useis hbility 18 rBERGRSTrEQnitld jéhejc%gllpw é%l ow only certain

aut hori zed prograns to execute one of these options

[00@% W'Aglgﬂlteﬁ gﬁ%ﬁéﬂ\%%le incdf esg,{lfgl(e%)th? is ngog gheieléogarl}gé %?g}puting

. rocessor nay oc
envirenment 126 of ds GIPId/npehdérpbard dD4 knéatiial esminibat ol WithGhe

. neévvorki n%’capabi i t%) rg%y limt a user's abili t}/mtgq
isolpted pomputing evEopmen) 20894 dhe-gaphieeprogessing oG oP. Ahedsedated
i g . : _ i : : ' col at o

i e S L s A L T e
contpyting trsitdngtent 20fhihat thatomputer 110 ishpetating it eshnetiomidihode. The
. .environnent 208 of t raphi cs processing unit 190.
iso Y S0 B BenBen 05 ShORPb ehtncanghe e operaion of outpu

folldreoD] R bkAipls RB%enti | gl t hagliat ;
concon”puti ng enﬂibr or%ﬁmsnt t12 }Shetdr?gl%tﬁt@ ealcig%l%gi&&ﬁl%f% cl%g esponding
outgiberating i n a sancti oned node. The isol ated conputing

environment 208 nay then intervene in the nornal
[0033)er Afticonn dfe sonttipntd-cunde ppblation, MaR, inflley oep@mtBory 206 may be

chedRsT FERIS 1% aHls st BE oo B33l o paitor 197 Alternaively,
the @e@@fdpfé@&@tﬁ‘rgg%&iﬁli@ RBIRE N bedBbékel :?)Ff(;cﬁgg‘?%]&fﬁ%n F@{ﬂg ro%[ttput

206 may be ecked before it is a 0 be outpu
menQsy 28¢akpt exampls, daiduepresanting graphictimapest wyeby chdcked biefbre

beinrggﬂ{mt%%ﬁ{)] éljhg](glt t%lge%%y Igﬁgg Mr%ecg%%éz g S‘)Fltel)g& 3%10 %?/eri&!a{ngthods
may'tephgieydd yegilp i datd FBERS JRBokel o BEBMNAE wWARHRF & is associated

.,being witten to the output nmemory 206. Wen checki ng
withy pfeerames Hit asaushorized Srgmesiion susingra patiisulanpicdy ef operation, for
gr ioneh! t ] | ] .o determ ne.
cxaf Y8 Photioreiin iRl dpelefioll B Bn 7 SHGRI4T OFE b B comtoller
191 asithewainepde) by alispéaydeg brilp graplifcs AgsodiamdIWitlc sindfiondadaod
oger 2& ion, for 1(ﬁxangl e,. sanctioned- node operation or
opergiorh (Pt Al P sAn beeffergivalydimagind inopewstion & paly thwe as
applRAtEAAFR BitieMhaHrs g}ea&ét%iﬁéu % HRPA £ r@c%ﬁpg‘iﬁg‘&ex%activaﬁng
wi th sanctioned- node
the computer 110, or for diagnostics and maintenance. Screening output graphics can
avoid use of the other sanctioning measure outlined above and their various, often

undesirable or unpredictable, side-effects.

[0034] To summarize, the output controller 192 may validate that the output data or

media matches the execution mode. The output controller 192 may channel the output
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operation, the conputer 110 can be effectively limted
in operation to only those applications or utilities
woOhade/a6890 pr e- det ermi ned to be useful for rechacgiusgooeni2sil
reactivating the conputer 110, or for diagnostics and
mai_nt en Screeni ng out put graphics can ayoid_use
onlyif tth%alg{"f?érf%@ﬁ Etvenmors cﬁ“@ag@?l@n plithe camauish (@ Fhgjoutput data
. r
or g{agig_ 0 eécl‘taéﬁﬁlf 86%12% oqféahn%cg?ilhgne@ fo (E;ﬁ?%ﬁ{l@@l Signatures. The
quaifivation metada.tﬁznaydge atabheditb ehet dnﬂputtdam cnrunqlhn odrosided to the

ou{x}gﬂqqngnﬁ {b?)ggf})%g chh Ut Oﬂ{iﬁnag%glﬁ%ﬁf OUt %F digitally signed by
theAdoh@PiRe p E&ﬁdérf&%s&wie@?rm&i& of operation of t he
conmputer 110. The output data or nedia may be

[ﬂﬂgiggi t‘@g’{hﬂ@ the4R4iBB0 oﬁﬁ@g tS(!Hﬁtrofl&r mE¥BR Ether rok\)ude the

si gnatur e qua | cation netadata
outptit sighed dr block iteothent quitonsl aX1at <Bor nmjnpie,crathpr thah ddatking a graphics

the output controller 19
outgil e CBRTHE 4L g SsEt A Sy g e
ex SRR UL iRR¥HEEd ﬁfod§ ea[ (Yib}ﬂﬁy Ra, ?‘{’)b ?JsentE@ Q?’l%bnc\lc\mr&rﬁe or with
the maj or options for the output controller may be to
addsidtrigise. pimititie atShencbmrmﬂelsmgmbanddtmtﬁ pekdiptsignel. her
options exist. For exanple, rather than bl ocking a
[0(§6hp hWaen dwtquiiut cantgrlkep BO2 5 acgraphicd precesdiag uniyl 90, special

HEFPICH oy DO v e B ASRBHES AL RSB FA OBEo o BB
dlsbﬁyé@iﬁi)a%@r qeRIIel 1t Idda@aaed onRkEmd p'%bﬁptsaaﬁcyto aalow«b? ?hput
control l'er ‘may band Iimt an audio signal. 36]

charpders, thp atea o6 therdisplased imags thatis yerfied, @8 bp a@@g‘smm gf hash may

I der at
nal e 3G o7 PG Bhe PoR B 1 2uERIS gl g porion ofa
dlsglayéﬂ ayipliic tBHR. a [Eee] Jf vanebil rtQirl ifgadsei iktkratexdt amngdill
ts, and to allow for input characters, the area

all&? apthentisalipn wytB despreigthe RaR-cHOu aFqas &g acggnmlgﬁhahls signed or
autﬁélﬁﬂﬁ{eﬂr qié%i‘ %M}?&la’tg@%ﬁqy@d @@He&lﬂﬁ-{ g@ fsg.lsgff % éﬂ\sesﬁngr{he ranges of

areas or use
mepmory Oven vﬂﬁchathd Iaathleﬁty@tiog pitheidisplayet anegeas ketake phice. By
e b 5 g bt R i o fcd
dat@hR9De alCorRGE TR hdie .
* gd ataa a@g ocl at {évgth\ﬁl {bh ‘hgzﬂhg :Bg%lfg{/%d [ ng}gﬁé S%Efgsel%nals The
quetlxﬁcdtecﬁn ofcoutie siganlgés disfussehipmyore detail klosh t he
authentication of the displayed image is to take
[O(BV}aC eFurfByr @she tdse alf khe gpstiest procegsipg ueit 19@;rbgeérabefpe01ﬁc cases

a6 S D SR RSO 8 SR B Sk el Pt dcsgraphics
proREssHigalnid 100 ,2?18 e® gﬂ% ﬁé&%ll wnif 160 AHRbé f‘érfcﬁ%feﬂn t&fhe computer

out pUt sig cusse I'n nore det
110, 6led 7§, cﬁlptctgh@hmaﬁyttﬂaé te the erafesdilgeunjt hmon:lsolpted&em@htirg

en{RBEiGAt 125 & s BRI en {4 abe e CRbeR i br 03 fih perein
inchPRlAGESy th@ektedBNAlf furposes). Another method for mitigating a

“replacement” attack is to encrypt all or a portion of output graphics. Thus, an attack

using a replacement processing unit that is not capable of decryption or with the wrong

keys will not respond to output graphics signals.
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processing unit 190, the graphics processing unit 190
may be "anchored" to the conputer 110, that is,
wonrytogrvaphi cal ly tied to the processing unit PC2ASL006/012811
i sol ated conputing environment 125 of the notherboard
124 (see related application 11/039, 165, herein
[0038)c oApothat waly mnnnga@rmckmg bydppsswtpt sertyolleadg2He by having

e J5RFE B! B S00 hFRETE ST i B ooy

incl8ddsael elistiafesdetc © lsaGeHE) bn @ﬂﬁkﬁ@&’eﬁ]@cmm ohtpat ccbrﬁrolhlet 192
capabl e of dec&&% ion or with the wang.keys

willald pathenticetionanstthexgfarp hp e8abie trdacent Hisaugna Xﬁ‘iﬁm ﬁaé? 859590 the

oury§ 5B RE1 57, Fhleh il 6 BHad3Rg (R BN it or
corraptingethy ltcemahﬁmahbnsi Teewelemthe esmplutet hif) dddhe 1s7o'lat@d computing

MO e TR
emﬁb’}hﬁ%?tf I‘ﬁf"&f rt%gt §cﬁ%€féﬁﬁ%n§l?pﬁﬁ?m&oﬂcﬁ%ﬁ%ﬁﬁf§1 ing tH

and ta sent to the oufput controller 1
conﬁnumdst&nonm (usmgtktws exnhdegedimywdpn t tvm;iseldteldwompuﬁna gmrm:glments

s G e TR RSO SRr GP oo
the Q%Mon%ﬂéﬂ 1@‘2I sﬁEpe@%&hatTﬁEﬁ&@nﬁﬁﬁ@ﬁKﬁl 1§fatsfadk@d flt tdrgapped

by enpl oying a form of heart-beat schene,

strimgoot l;cptlrJIChgnSanhm)mth ity abave.Sieilany thy CORPUES Mﬁhﬁ% SAMPHENE
env% St il g%i%gﬁéﬁgﬁﬁgﬁ%“’% \é%ggléé gpﬁrrlélﬁggjr drlrlzt%?[gct uring

R e -

of ARHRRE g@fnl'u@{‘ l‘nsor@értt@%ﬁgate hftack§thadl aﬁd 9t bihRBSIsE use the
restrictions inline with the above. Simlarly the

windowborders, ithecgrahies rroeqssing it d AY pragheaviesrapgiedrith fixed window

restrict ancti.on pr sto . -4l | r
borfss S BR BcLiPBehadé. CExbBRLP el or HRORLRE! the
graghieddun&sllar 1@1&1‘1%' bd frdginipaydie rallaw&’aﬁswﬁcﬁmlﬂ)hﬂﬁﬂl aietldull borders,
raphics. In order to mtjigate att ksl; t expand or

o.& dehmey wesisiset Wi, WPIrwPle Pefayider thar 3 ek ppd having a
con%s%iéﬁ@vﬁ%br élglrg géf?rge%anac?& q%é%gfn%ﬁﬂ ‘gﬂg& Mé:'t%ﬁﬂﬂy using the

or’use in sanct1 on
borfepandi ng the flexibility of this nodel, the graphics
controller 191 may be programred to all owfor

(00801 f ReE@hd 3o Kibi 4 aanethed dr ()P@Ifadﬁ‘g 8 copter tsaiifsomgsea and
consi stent wdth, for exa t wider than

despribed) $An ensertingvnofly of o prsmista Ogasorvolye a%vea%fa#tﬁ@aﬂves
|
alrefal{lj'% 31% ééf; gor e?(%taxg%] Q@ﬁfé}%ﬁf In'g}ﬂn%ﬁ@&{ éc'%&h&gﬁ rr%% uWh@lg in the
fulld’aﬁdt@hlmgieatm eomptier 11Gmdy @mmceasdo dBsenvides dnd mmhtles
e seyer al

o R e R 58 s S b S e
modld! &3 BPAR Binpfited 316 hla§ B th FPIFeratipefatt Br hRRindby state. The
computer 110 may be metered in the operating state, for example, consuming usage
against a prepaid time limit, whereas in the standby state metering may be suspended.
Whether the computer 110 is metered in the sanctioned mode is a business decision. In
any case, whether determining full/sanctioned mode or operating/standby mode, a scheme

provider, for example, an Internet service provider, may have a direct interest in both the

accuracy of the measurement and the actions taken as a result of the measurement.
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full function node, the conputer 110 may provide
wo R66Pssot 0 al | services and utilities normal lpepi@366/012811
avai l able to the user, while a restricted set
avai | abl e when in the sanctioned node. Alternately,
t he conﬁuter 110 may be in an operating state or a
¥

[004}] andb phewmindlig Thancuin centrollen | fhpay evaitet@rfetiddta fomea
t
devBRHILI B, S8l Qo EHRTY Frnal ASKT'S09 24RO, GBI RF e
currRttopetatigly mﬁeb@ﬂ&t@n@me&,dfor V&E@ﬁﬂle rfuIll&&ndt@ﬁBdepd‘raﬂciﬂorl S
ed in the sanctioned node Is a business deci sion.

Opeliaﬁn%@ ndbys W heh el a&r&@mﬂuﬁn& gnyirAnmesh hé3 phthed node
CP[‘?’/Eno%é?E Tﬂ* Db a4BiARAR cur® S aﬂBﬁ’ Wlegx‘iﬁl 21f20\51th the
exanpl e,

nternet service provi
isolated ewrhpitimgenesonment 208 lof th‘eeouamt uonm;lleof Usimg the secure

coq%ﬁlgﬁﬂ@ma%}i%e@o L ns t 1[}%%@1\/11‘2&%%8@&%%& commumcate

bothﬁB&é 91|f(l)rﬁfat16193nd'r%e‘ﬁ@ieées§§}f lﬁp?i\rate@% aﬁﬁ@ﬁi RasH8¥fofiRation. The
driver 202. The ‘out put con recei ve 304

isolated penputingreniigantheny 208 enayunot l;me cbmst @qcmgto b @utsigte ok so the
for. exa ancti one

ol TR Riipe SRIMRe ek BERLpRIEAORE bR efea o

hasleB\Vdei tfifueR ! nebdbpdifed diRwWabld sl elgnaiarabd hed /igdated modes of
establish a secure conmuni cation channel 212 with the

opefaiign.aPaig I’é%’n‘?ﬁﬂfpﬁlée@ Ry PO HRER S20S, 61 GXREPlSy pigHt controller
fn 5080 Ry B e B SO Bl R o

Whemmmgmal aidicatiap l nrodaodeas ecovivied 304 copdrativheontings Sﬁﬁg)the

pdat ed i gnature or_hash |nfornat|on The i sql
curr@&rﬁs @CQHUH“F geviehl dDway Fesive G006 ra eBtryf sigeal %‘3 g data

intehddaBr é}%&{)&{e TIE'I}Q ?nlgcgncﬁﬁ &uﬂﬁlt hﬁ?llféttﬁ& -GTRL ki a3 v visual, audio or

envi ronnen mary node for updates
haptnce I ’Elteetﬂltet wanalsh bs intemletlifdi mak-wsr owtpuis apdaﬁ%pmitbmndﬂsamle

mac, tﬁ% ?a&? %ﬁg}r@gfg&\{%’ ogﬁ?%%l,rtg\g {orgtg)?lg r@@gr %ﬁmay determine

wheﬁ%ﬁdﬁﬂtﬁm s Pl cofQaEtalitiethe obsmad R1oUe datR ToMteR 210.

come fromthe service provider, but fromthe

[0043}NUT @ QEiFBhe ch‘r“éﬂed&? witiBelb éx‘aﬁhgfﬁ‘:toh@ Qhé‘ﬂ eSﬁ\f é@ﬁ%ll&ﬁl 92

recel ved 304, operation cont nues using t current

mayrmedify a Hﬁgﬁakmgrpmmre o tecmitii0 Gigmalyprice ¢@dwputding thmsigual paithe
i gnal ] ncl udi ng.dat ntededfo an output..Th .
oo SRR ul e T Pt el ikl RolenR the oot Bags
ultirAdtelly Qufut BadthhFalsd MR IIRAIIBM Yh-A i1fRce] the h@ﬁ@@@f th€butput signal
non- user out put s such as a prl nter or facsimle

and thechits siguslf Sr@mmélbleamodesseﬁpr epuiplathbr@pit gl matibe a

pay §HiRtico 80 Bl hBD o Ein TRYicATRRITAD SRR L Bt Gl Bt utput

mgn@lqﬁﬁbhh?itlblé-%th[s&%ﬁhedtﬁlodebﬁérml(ﬁlﬁ TR it ﬁt@igiﬁl Whdiidihg ﬁldlCla,
operating node, the outp controller 192 may verify a

maYd43911$18W11Y§l&jlﬁ‘ét Vedfing tingéalo%gr&mre%is neTvm o fhgrars, but briefly, a
halshgé’f{tf?éJ Eeﬁﬂrélﬁlatt@ r‘ghtﬂygi% ﬂé%] g trpﬂ?s@r?dg %ﬁg(}}g%%gxpfg%tﬁiﬁﬁ righ esecret key
ownddbwp atkhawm, tsusted authority. The 1solated computing environment 208 may then
decrypt the hash using its own key and compare it with a hash calculated by the isolated
computing environment 208. The keys may be derived symmetric keys or may be public

key technology key-pairs, both known in the art.
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ultimately out put but may al so include indicia that

i ndi cated the nature of the output signal and the
woubt@uve®dgnal ' s conpati bl e nodes. For exanpl epCrhis2006/012811

out put signal maybe a paynent screen and may al so

contain indicia related to "cut-outs," and that the
[00431t pdsimilgraliernative Snsletermiinguvhen anAuPRGHensl mmstent with the
0 n
opefiBfif Adofpoe Y HhHaRLIF e outfif AN dn LG LBUINERY hashes
of ldnnwmmtpnt $ipealmare prélogdeldrin éfel sgeura ntwmlry 810 pfithe isolated computing

[ f,
envEEnRoal Sufehghe SaurtenakByeisma oy B Rl eontetivg oo
envﬁHﬁrﬁa{t'ZbX calyi'lﬁte's §‘Ha§{ SChE SFRUE digiehi 6‘%&' WieR eea i ragESo MRYa is

hen decrypt the using its own ey and conpare jt
spewﬁcch ‘Bhavasge m&rmahan mﬁytaycqm@anygm hash@r élgmq}upmt@ggnal since the

e R SRTRRL 487 3 BB R G0 LB TR i

enviE6@WENtI208 niiclRE thel (104 Rkredhahthe aﬁtpai dignab abinpativitity with the
determ ning when an output signal is_ consistent with

curteplomedsecaattienigtomminedsiog adOﬁlaglhtabk&rqrfSire gt sshetBe. t he
out put signal. In this enbodi nent, hashes of known
[004)4]t pBthBSIgredl deteamel mslehwhm regult lnevegﬁe@ p@tpnteﬁma}s thapmay be
e isolated n env ron
madigd fof caR ey PR Lyt oS BORE o Sihued iR fibals may
be BA¥hIAAB 'E%Bhe%ﬁdﬁ@rﬁédeafcﬁ%xﬁnblésﬁést@iﬁteﬂm s&ﬂ&Wthm@ﬂMated
over what ever ran data 1s specified. The range

g
outpuiisignalareomt dikglyde %@ aagd mresapgiitned madse élﬁ 65@}9, non-validated

o S g SRR 5B 0 D) .«

subteUidnalimen be preemed 10288 oupticdevice! foe epampls] mesbabea dldicated
t he oqut put si gnal qurr(g Jabl lity, wwth the curren ml)de .
thatcthp oB@ng e vRe dlaskph gndsugseiicd arxt sippse 1gycknqthegalicrnative, a
0
e Y T
confpmter d@0 s intacsteryibyintdales m nonl-lmeeerbd @pdanoitpyt sigoa.is received that

RGBT AN W TR P —

out?ft%@ﬁ@é’ AbeoNaly, ﬁ%Ig%ﬂl QB BYitent GORALS idlRed\@mpritheg! ¥

| owed in"a sanctioned npode. Theref ore,
enviromaoat| 208 4¢ 8 lsnlatpdl pompgtm enviraymers 185 Gedieafine apan-validated

outﬁtﬁ?sﬁal% :%t{%%lijt(e)@ gﬁ% ﬁgegi gnp%l 1%6\”\? o n{ f% g\(}?elnyevaﬂlate

whélB4it6 Soturin@b 2R %pEMIIeE mAJEREGRGArt mﬁemg: ed that the
ori gi nal output was bl ocked and suggested next steps.

[0011§u] Y el mANed H‘i@ﬁcxﬂi écﬁﬁrﬁﬁéﬂo‘ﬁ@ﬂy ® 1@@&&? arh@shy it porhtidine
tput signal may be presented he out put devi ce.
quaiifienast dosiping u\u@rthe_ axecirion mode.sOanARHONS @éute iforge, that is, the

d t
erap i rgueh 90 S8y KBk bR EART 13 PeliC B RosBerkd Singow
begiind At &8 Gitie Perfint e nRRRIERE I r6cepit put devi ce.
Additionally, a signal nay be sent fromthe isol ated

[OOQﬂ”p W %o?@é’ff%%%@ﬁel%@% hve tEopesal a?ggﬁlolmtﬂrbﬂ@e a hint to

vironment 125 indicating a non-va )
the graphics controller 190 as to the location of the mndows/frames/mdgets that are

supposed to qualify with the execution mode. As long at the graphics controller 190 uses
this information as a hint, but does not use it in place of verification, the security model is

maintained. This hint allows the graphics controller 190 to focus on areas of potential
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out put was presented. The isol ated conputing

envi ronnent 125 may then eval uate whether to return to
wano@pesAdi ng node and restart netering. [0045pcriuspag/012811

be difficult conmputationally to identify a w ndow t hat

. potentially gqualifies as conplying with the execution
int¢tsdte Thipmodeliapends an the trasorfablecassumptian thet, the gephicaphitealler 190

: : | . ihsiics.to locate a
s SR, PR SR B IR R TR o6 Pk Gt areen
Simmitzalyy ifenmettripy datson is_[a@ﬁdﬁc]led,AtHaaiis,ngyefm_%f Mﬁhﬁiﬁ_tprcﬁ&ﬁ@r 190 is
S Lo e.the operating, system 134 provide a hint to
"ertaﬂ?s&’@P ggi\f’f‘ &%#3@&??%‘ dagsitgbquite meferipg thep dbsigrats b computer 110
wh@ﬂ&m%/f p@§% i e supposed to qualify
Orwith t grggecutP%%gﬁgggﬁﬂﬁgeﬁgng at the graphics
t rall : ' j ' S Al nt., byt
OB b AP RS S Mol ol ASseerbiancine
badkgrbehd tsremmimt Bhat ég theTgrashity oovhtrallérol® willenod beebi £&v non-

ntroll er 0 to focus on areas of potentialinterest.
ausficE FonBivo TEus g e il a0 et Was Gy phivt pedere turing
intd 8@ cEsRAMSE, control ler 190 is suspicious and al |l ows
only qualified w ndows/frames/w dgets to make it to

473 j terkn [ Sion.is .
00830 POEGEn G i b PR EE R byt
embalimentt af thetilnadntiah, it mfedd use; whddistldaliedhe %tﬁfpﬁ of tHeGfWntBN is
ring then_ it signals the conputer 110 or a .
AefiE BY Kircparts €6t T seident sy oot this préscds The deaitgd
desditi ' | by i
SRS, ORERRLE AR Rl RGO URID Y pory
embpdipeites theanvensiondreca®e desctibingevemqoegiblersmybodirnent would be
. ual i.fyi ng. wi nd [franes/w dgets, but. will allow what
imsffieshs EaP Lo NEREPE Al hiNG DS AR Amplamented,
usinsitier ERRABlechhd68ENeINB1de9 1304188k ek tl?eeﬁlﬁli%@déé Bt s patent
detai] ed description of nunerous different emmbo {mente o
whigh wopldl stifl\falh tviden thetscegreonfithe deaimsris@nigabelittveatiort. he
scope of the invention is defined by the words of the
[0049]ai Fhus; enany enadifications endsvediatibng g bpaiadain thEhechniques and

e} AR s Reb e S e et
the Plesérl gnvieINEt A QTDrdREIHUR ShAlBS 68 LRG0 &Y Y R ASh s:and

enbodi ment woul d be inpractical, It not I npossi :

appagatye desesibed hareineare illistrativedinhe mdsare oot dmbimg upphehestope of the
§LRg either current technol ogy or technol ogy

evel oped after the filing date of this patent, which
woul d still fall within the scope of the clains
defining the invention. [0049] Thus, many

nodi fications and variations nmay be nmade in the
techni ques and structures described and illustrated
herein wi thout departing fromthe spirit and scope of
the present invention. Accordingly, it should be
under stood that the nethods and

inv
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apparatus descri bed herein are illustrative only and

are not limting upon the scope of the invention. W\
woladermegho A nmet hod for operating a conmputer  PCT/US2006/012811

conprising: setting the conputer in a first operating

node; determ ni ng when an output signal is consistent

MAtﬁV@ﬁéHﬁlrst operati ng node; and presenting the

out put signal to a correspondi ng out put device when

the output signal is consistent with the first

opel-ath mgthad der. orRratilige avstputed composingm 1, furt her

conpri si ocki ng t.he out put signa from
pr esentaeggjﬁ%%c?rﬂg & re@rﬁ %%?Fﬂ’i’é‘gg’&?%m devi ce when
t he out pddterBiigifgwhies al OlitpaP§ighS iLnsidtehbwithehd ﬁfs%peratmg

operating node. 3. The nethod of claim1, further
conpr MY gandpresentl ng the output signal to the

corresp Qé ﬂﬂ Rﬁlttj%tg glxé?x&leto %‘Sﬂey&flfiﬁlgt%é %lgx%géal/vhérf' the

not con sten I'r'st
signabmmgtmgmdmomnmﬁemtuﬂhcmﬁm@Eoﬁamﬁmgﬁm&ﬁnd operati ng
node. 4. The nethod of claim1, further conprising:
degradi ng the out put signal to the corresponding
out:pufrhelmeﬂmomwimtlbﬁmmpuhpﬁél@gtal i's not consistent

Wi th thj? irst _operating node. 5. The nethod of claim

1, wher elpckingsthg Ooumuhsignal fropm Bresamatiog g dhe eqrgpspending output

consi kANt whkd {Pletoiﬁgjuft blgﬁél 199@%@%1&%@%&1{5"}{ #B%rerattmg mode.

conprises verifyin I git signature o
signal. 6. The nmethod of claim1, wherein the

detgr Th@h@&o%?%la?xﬁ 10 %u ﬁ@?‘l’%' S consistent with

the first operating node onprises verifying a

hash of prdssenmg thitoutiug sughal td theldoerespinding cufiputldaiige when the
mhereln t he det erm ni 5 when ﬁn out put signal is
consi SEBHESIgHA 1 Roh goysisient vaihd %ﬁfsﬁ §PsFatee MQpe peg signaling the

CO”D%&E}%tH%Qh%&BQ'SS&Jn'd% Lefihf Yidag, @ portion of the
p ed fo

out put signal.8. A conputer r operation in a
plurality of operating nodes conprisi ng: a first

CutpUInCIaKiGaor e, hirkSt el cOntrol | er coupl ed
to the first output device ¢ |ng a first
i sol at edegdimgtthegutputsigmah toethe po:a«mbonding output device when the

output signal is not consistent with the first operating mode.

5. The method of claim 1, wherein the determining when an output signal is
consistent with the first operating mode further comprises verifying a digital

signature of the output signal.

6. The method of claim 1, wherein the determining when an output signal is
consistent with the first operating mode further comprises verifying a hash of

the output signal.

7. The method of claim 1, wherein the determining when an output signal is
cousistent with the first operating mode further comprises cryptographically

verifying a portion of the output signal.
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a menory storing a bit pattern correspondi ng to output

data intended for presentation to the first output
wdevicpe¢sdaherein the first isolated conmputing PCT/US2006/012811

envi ronnent anal yzes the bit pattern to deternmine if

the ouf put data are consistent with . a current ..

opeﬁat}rﬁamnﬁ%aw r BRFANSR 2 Rty Ol OpRiHipg mages comprising:

clai m 8, »fugtdagiut @ONIBE;laaling a second i sol at ed

computing environnment ‘i n conmuni cation with the first

i sol at edadisstputiuh gomtralier oeupladt toftley fisbomtpyt deyicelpemprising:

current operati . e.to the first isqlated conputing

envi ronnent . iéﬂgf%gg%%ﬁ%ﬂ?@?ﬁ%?wgﬁgPﬁggal erein

first isol at ed ngpimyisiofigrbii faeBARdrebputdingCoSutphe data

second i sol ated conputing environnment tq change the

current 8perdsdiforgpratsatation tq the foshippinué Aevipe herdn din St

data are; ' A : ' o
mode of - FRReARTIhE Ryttt Wt B, PRREPA] dMermine if he
further vhipoedata bleeohsisteit with » olirrend bberatih@motls ofithe computer.
| east one of a display controller, a sound controller,

and a haptics controller. 12. The conputer of claim8,
whepei Thetdoaputdr 9 clan 8afigthe€ cutimptisinith eowvhd BONEEH computing
further conprises a cryptographic_capability and )

anal yZ8¥IpHBe;p C%W@mgmuwﬁ helirst isalated sqEpyting environment
digit ' . |

cl ai m il SuREFLTE, AfpFoldahadant o ot Rof i}
por t i envoénihére. out put data i ntended for presentation

to the first output device. 14. The conputer of claim

8, wherein the first output controller one of alters

or b0.ciiesonipated of plaim @atvherein filbisdlated compliting erdléronaRnt

when t.he out put data are not consistent with the

curre r’rflSt’Blﬁgrtg‘? F‘??Qnﬁ&rbi?g‘t% conpuiting ARYjEmeps to giangg, the purrent
contr : ' | SkNGe ' .
coupl Qi ing loddtE diet IR i TR Pl pBLbdniRidht with
devi cdhe eurpmd opersting modpbEtie bethpeten t he i nput and the
output for receiving data fromthe conputer and
presenting a formof the data to the device; and a
conirlitheabimpoter 0f elafma8efuither wherainrthe Atst ogipui ¢dmtr@ller is at least

conmponent .of _the co ter; erei n, the processor
recei WB&°f ﬁfibgpl%dtq%n&g% 3 RERtERy et nd i hspEFseqniglier.

node of the conputer and anal yzes the data to
det Lne if the data_is
?i.ﬂl]he computer of cla%m 8, wherein the first isolated computing environment
further comprises a cryptographic capability and analyzes the bit patterns using

at least one of a digital signature and a hash code.

13. The computer of claim 8, wherein the bit pattern corresponds to a portion of the

output data intended for presentation to the first output device.

14. The computer of claim 8, wherein the first output controller one of alters or
blocks the output data to the first output device when the output data are not

consistent with the current operating mode of the computer.
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consistent with the operating node of the conputer.

16. The output controller of claim15, wherein the
wdevisneeiss one of a display device, a sound devCTas2@na12811

a haptics device. 17. The output controller of claim

15, wherein the processor one of bl ocks, or degenerates
pr ek ARLRURIH contrelles foraisg in & CQMRMHRANYYRISHELn t he data
are not [ st ' rati ng node of the
comput er %Q@&fﬁg&gﬁ%ﬁe%g@ﬁﬁ&gl | er of claim 15,

wher ei n taheugpucesded tor devérey s the data to the device

when the data i s consi stent w t.h the erati node. of
the compdtRPeesi covpsd Betite tedReyart &1 SrDY it feqiing data
fur t NeGnCORRbPLRY ﬁﬁ@%ﬂewiﬁg 8o OFPUE idRG t6M deﬁ[ﬁé?ﬁkid

for analyzing if the data i S consistent with the
operating node of the conputer responsive to the

processor. 20. The output. contrell . Cl.al m:19

wherein the ias%(?%?l%w@g%lafef%gge g’ﬁ\‘/’:&%f)nh%ﬁg%tlg# l%%lhaeﬁomponem of
conpr ilgagnipuedry pt ographic facility and the isol ated

conputi ng environnment analyzes if the data is,

consi st erWherpinfihe PrecesselaedIYRg IHOHRAAN qaResRIdiRg iorangperating
veri f ¥rlogig .oﬂhel c%%ﬁ:}uteq%ﬁd %al?zeg e dRd 1o DR & (RGhtdis

hash code
consistent with the operating mode of the computer.

16. The output controller of claim 15, wherein the device is one of a display

device, a sound device, and a haptics device.

17. The output controller of claim 15, wherein the processor one of blocks or
degenerates presentation of the data to the device when the data are not

consistent with the operating mode of the computer.

18. The output controller of claim 15, wherein the processor presents the data to

the device when the data is consistent with the operating mode of the computer.

19. The output controller of claim 15, further comprising an isolated computing
environment for analyzing if the data is consistent with the operating mode of

the computer responsive to the processor.

20. The output controller of claim 19, wherein the isolated computing environment
further comprises a cryptographic facility and the isolated computing
environment analyzes if the data is consistent with the operating mode of the

computer by verifying at least one of a digital signature and a hash code.
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