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Method, sender apparatus and receiver apparatus for modulo

operation

The présent invention relates to a method, to a sender appa-
ratus and to a receiver apparatus for modulo operation.

Background

In access control systems, e.g. pay TV systems, square, or
more general, d—thlroots modulo X are used where X is a com—-
posite number having at least two large prime factors. Typi-
cally the length of such a number X (denoted |X|) is 64
bytes.

If a sender, e.g. a smart-card, communicates with a receiver
only few data are transmitted in order to save time. But this
results in an increased number of computation operations in

the sender and/or receiver.

Invention

It is one object of the invention to disclose a method for
' time-reduced modulo operations. This object is reached by the
inventive method disclosed in claim 1.

In principle the inventive method consists in secure sending
. ., 0f "a ‘number S'= D mod X or of a set of numbers S(j) = D(Jj)
@fﬁdd X,;j =1,...,1, from a sender device 28 to a receiver

.deﬁi¢§ 27, whereby .X is a product of at least two big prime
:'numbegéfand D is greater than X, comprising the following
steps: '

- picking a random number A or a set of random numbers A(j)

by said sender device; ' :

- calculating in said sender a value E = D+A*X or a set of

values E(Jj) = D(j)+A(j) *X, whereby X is stored in said send-

er, or calculating in said sender a set of values E(j) =



éqdafé o?gﬁﬁ?%léeneral d-th roots nodulo X are used where X is a
conposi te number having at |east two | arge prine factors. Typically the
fength of such a nunber X (denoted I XI') is 64 byteq. seng e.g. a
smart-card, conmunicates with a re- ceiver only fe ' ! [
order to save tinme. But this results in an increase
tation operations i.n the sender and/ o receiver. European Pat en
Application No. 0.428 252 disclos- es a systemfor controlling access to
broadcastptfp®B; whereby a fixed number B = A*X is stored in said

sender;
- transmitting via an interface 10 said value and said val-

ues, respectively, from said sender to said receiver;
- calculating by said receiver S = E mod X or S(j) = E(j) mod
X, whereby the number X is stored in said receiver device.

Advantageous additional embodiments of the inventive method
are resulting from the respective dependent claims.

It is a further object of the invention to disclose a sender
apparatus which utilizes the inventive method. This object is
reached by the inventive apparatus disclosed in claim 6.

In principle the inventive sender apparatus consists in first
computation means 25, first memory means 26 which are
connected to said first computation means and first data ex-
change means 24 which are connected to said first computation
means, whereby either
said first memory means store said modulus X and said first
computation means select said random number A or random num-—
bers A(j) and calculate said value E = D+A*X or calculate
. said set of values E(j) = D(j)+A(J)*X
i or - ' |
said first memory means store said fixed number B and said
first computation means calculate said set of values E(3j)
D(j)+B | |
and whereby said first data exchange means 24 send said value
E or said set of values E(j) to said receiver device 27.

Advantageous additional embodiments of the inventive sender
apparatus are resulting from the respective dependent claims.

It is a further object of the invention to disclose a receiv-
er apparatus which utilizes the inventive method. This object
is reached by the inventive apparatus disclosed in claim 7.
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m ssions. Invention It is one object of the invention to disclose a nethod

for time-reduced nodul o operations. This object ifstHi¢3aREE HAY deeR | nventive
met hod disclosed in claimi1. In principle the inlentlwggmﬂthg con>|sts in
secure sending of .a nunber S = D nod X or of a s D(j)
mod X, j = 1,...1i, froma sender device 28 to a receiver device 27,
whereby X is a product of at least two Big prinme nunbers and Dis greater

than X, com _ _ . _ .
In principle the inventive receiver apparatus consists in

second computation means 22, second memory means 21 which are
connected to said second computation means and second data
exchange means 23 which are connected to said second
computation means, whereby said second memory means store
said modulus X and said second computation means calculate
the modulo function S = E mod X of said value E or calculate
a set of modulo functions S(j) = E(j) mod X of saiq set of

values E(j).

Advantageous additional embodiments of the inventive receiver
apparatus are resulting from the respective dependent claims.

The invention is applicable when a first cryptographic device
(sender) communicates with a second cryptographic device
(receiver), especially when the devices use a modulo-~based
protocol. Thereby the required number of modular operations
is reduced or even eliminated. It can be avoided to Qo
modular operations by the first device.

This is particularly advantageous when said first device,
e.g. a smart-card, has a weaker computional power .(e.g. less
RAM ‘and/or ROM capacity, slower clock rate) than said second
device (e.g. a powerful processor acting as a verifier). .

There are such access controi systems where all the numbers
appearing in the first ("weaker") device have a size n*|X|
bytes before modular reduction, where n is a very small inte-
ger, typically 2 or 3.

There are different variants of the inventive method.

First variant: '

Let D be a number of length n*|X| bytes.

The sender wishes to communicate S = D mod X to the receiver.
For avoiding the modular reduction the sender chooses a ran-
dom number A, computes E = D+A*X and sends this value E to
the receiver. Since A is random the value of D is hidden in E
and the receiver can calculate S by:

S = E mod X, because
This Sheet Has Been Replaced
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pr|5|ng the follow ng steps: picking a random nunber A or a set of random
num bers A(j) by said sender device; calculating in said sender a value E
= D+tA*X or a set of values E(j) = D(j)+A(j)*X, wh : IS stored in said
sender, or calculating in said sender a set of

- 4 -

G

Emod X =D mod X + A*X mod X = D mod X.

Second variant:

The sender wishes to communicate a set of i numbers S(j) =
D(j) mod X to the receiver.

Number A is a secret of the sender. The sender keeps in a ROM
a pre-calculated constant B, B = A*ﬁ.

As before, let D(l),...,D(ij be a set of numbers (all bigger
than X) such that the set of values S(j) is to be send to the
receiver. Then these D(i) can be hidden by sending to the
receiver E(1) = D(1)+B,...,E(i) = D(i)+B. The receiver will
recover S(j) by calculatingt '
S(3) = E(j) mod X, because

E(j) mod X = D(j) mod X + B mod X = D(j) mod X.

Number i may have a value of 10.

The first and the second variant can be modified. This modi-
fication fits especially to smart-card applications. It al-
lows the sender to perform squarings or a multiplication
(which result is E) with only |X| RAM bytes.

For doing so the sender computes only the |[X| lower bytes of
E (denoted Low(E)) and sends them to the receiver. This com-
putation of Low(E) requires only |X| RAM cells. After the
receiver gets Low(E), the sender can reuse his |X| RAM bytes
to compute the |X] higher bytes of E (denoted High(E)). When
the receiver gets High(E) it calculates

E = Concatenation (High(E),Low(E))

and continues its calculations as before.

This Sheet Has Been Replaced
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ya]ues E()) EL+9_8_mheLeby—a—Lerd nunber B= A X is stored in said

sender; - transmtfi \ la a Hnt rface 10 said value and said val ues,
Tespectively, fro ¥ aid re- ceiver; - calculatlng by sai d
receiver S = E nod J L nod X, whereby t “u“uﬂr X_i.s stored in
said receiver devic s addi ti onal enbodi Fﬁ%ﬁﬂ?ﬂfhhbsmﬂw

ventive nethod are resulting fromthe rRespective d

Drawings

Preferred embodiments of the invention will now be described

with reference to the accompanying drawings, in which:

Fig. 1 shows an inventive communication protocol between
the sender and the receiver;

Fig. 2 shows a sender and a receiver.

Preferred- embodiments

¥ . . &

Fig. 1 shows an interface 10 between a sender, e.g. a weak
processor in a smart-card, and a receiver, e.g. a pay TV de-
coder, which may contain a powerful processor for calculating
the modulo function. The microprocessor in the sender
prepares a first number D or a first set of numbers D(3).
Then it chooses a random number A and calculates E = D+A*X or
it adds value B to each number D(j) and sends E and the set
E(j), respectively, via interface 10 to the receiver side.
The receiver calculates S = E mod X or S(j) = E(Jj) mod X from
the received numbers.

Advantageous the final length |E] or |E(J)| of E and E(j),
respectlvely,'ls less than four times the length |[X| of X.

In Fig. 2 a receiver device 27 and a sender device 28 are
depicted. The sender device contains a first microprocessor
25, first memory means 26 which are connected to microproces-
sor 25 and a first connector 24 for data exchange with re-
ceiver device 27. _

The receiver device 27 contains a second microprocessor 22,
second memory means 21 which are connected to microprocessor
22 and a second connector 23 for data exchange with sender

*

device 28.
First connector 24 and second connector 23 represent the in-

terface 10 in Fig. 1. The first memory means 26 store inter-
mediate calculation results and/or values X and/or B or
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'pendent g?alns ?t Is a further object of the invention to disclose a
sender apparatus which utilizes the inventive nmethod. This object S

feached by the inventive apparatus dis- closed in cl ajm6

i nventive sender apparatus consists in first conputatlgﬁﬁhﬁﬂmg ZA

menory neans 26 which are connected to said first conp
first data exchange neans 24 which are gornected to

.rlnciple t he

Low(E) /High(E). First microprocessor 25 computes data as

shown in the left side of Fig. 1.

The second memory means 21 store value X and/or intermediate
results. Second microprocessor 22 computes data as shown in

the right side of Fig. 1.

The invention can be used for identification (VideoCrypt or
EuroCrypt Pay TV system) and/or digital signature (credit
cards) and/or encryption, especially together with one or
more of the following systems for getting in the receiver

tion in the sender:

- Fiat-Shamir;

- Feige~Fiat-Shamir;

- Quisquater-Guillou;

- Fischer-Micali-Rackoff;

- Naccache (EP-A-91400111, EP-A-91400301);
- RSA;

- Rabin.

modulo calculated results without respective modulo calcula-

These systems are published according to the following list:
- Fiat-Shamir, "How to prove yourself: Practical solutions to
_ identification and signature problems", A.O0dlyzko editor,
SES Advances in Cryptologf, Proc. of Crypto '86, August 11 - 15,
(Lecture Notes in Computer Science 263), pp. 186 - 194,
Springer Verlég, 1987, Santa Barbara, California, USA

~ Feige~Fiat-Shamir, "Zero knowledge proofs of identity",

Journal of Cryptology, 1(2), pp. 77 - 94, 1988

- Quisquater-Guillou, "A bractical zero-knowledge protocol
fitted to security microprocessor minimizing both transmis-

sion and memory", C.G. Gilinther editor, Advances in

Cryptology, Proc. of Crypto '88, August 16 - 20, (Lectdie
Notes in Computer Science 330), pp. 123 -~ 128, Springer

Verlag, 1988, Santa Barbara, California, USA
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dai d Firs?gééﬂﬁagation means, whereby either said first nenory neans stbre
said nodulus X and said first conputation neans sele Ld_random nunmber A
or random nunbers A(j) and cal culate said value E = IR ShERe e sai d
set of values E(j) = D(j)+A(j)*X or said first menor anBEMieEg S
fixed nunber B and said first conputation neans cal cul ate said-set-af _j
values E(j) = IXj)+B -7 -
- Fischer-Micali~Rackoff, Unedited papers mentioned in the
bibliography of Fiat-Shamir

- RSA: Rivest-Shamir-Adeleman, "A method of obtaining Digital
Signatures and Public-key Cryptosystems", CACM, pp. 120 -
126, Vol. 21, No. 2, Feb. 1978 '

- Rabin, "Digitalized Signatures", Foundations of secure Com-
putations, R.A. DeMillo et al. editors, Academic Press, pp.
155 - 166, London, 1987
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"and where%y sala first data exchange nmeans 24-send said value E or said set
of values E(j) to said receive unlﬂ Hntﬂ t ageous addi ti onal

‘embodi nents of the in- ventive l@ m ar ef mesushsi0y

respec- tive dependent clains. s & frther obj ect _of REREa¢

di scl ose a receiver apparatus mhlch utilizes the inventive methoed
object is reached by the inventive app& atus dis- closed in claim7.

Claims

1. Method for secure sending of a number S =D mod X or of
a set of numbers S(j) = D(j) mod X, j =1,...,i, from a
sender device (28) to a receiver device (27), whereby X
is a product of at least two big prime numbers and D is
greater than X, characterized in the following steps:

- picking a random number A or a set of random numbers
A(j) by said sender device;

- calculating in said sender a value E = D+A*X or a set
of values E(j) = D(j)+A(j)*X, whereby X is stored in
said sender, or calculating in said sender a set of val-
ues E(j) = D(j)*B, whereby a fixed number B = A*X is
stored in said sender;

- transmitting via an interface (10) said value and said
values, respectively, from said sender to said receiver;
- calculating by said receiver S = E mod X or S(j) =
E(j) mod X, whereby the number X is stored in said re-

ceiver device.

2. Method according to claim 1, characterized in that the
" transmitted length of value E or of each of values E(j)
is less than four times the length of X.

3. Method aqcording to claim 1 or 2, charactérized in that
the length of X is in the range from 64 to 128 bytes.

4. Method according to any of claims 1 to 3, characterized
in that said sender device (28) calculafes, usingllxl
cells of memory means (26), and transmits in a first
step |X| lower bytes and in a second step |X| higher
bytes of said value E or of each of said values E(3),
whereby said recelver device (27) reconstructs said
value E or of each of said values E(j) by concatenatlng
High(E) and Low(E) or High(E(j)) and Low(E(J)) .

Sheet Has Been Replaced
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REPLACEMENT SHEET -3- In principle the inventive feée?Vér'apbafétUs con-
Sists in ﬁ§i?8§ onput ati on neans 22, second Meno ans 21 which are

‘connected to said second coan“m HI H nd seco : =X ge_eans
23 which are connected to sai i on fSB E

5. Method according to any of claims 1 to 4, characterized
in that said sender device (28) is a smart-card.

6. Sender apparatus (28) for a method according to any of
claims 1 to 5, consisting of first computation means
(25), first memory means (26) which are connected to
said first computation means and first data exchange
means (24) which are connected to said first computation
means, whereby either
said first ﬁemdry means store said modulus X and said
first computation means select said random number A or
random numbers A(j) and calculate said value E = D+A*X
or calculate said set of values E(3) = D(J)+A(]J)*X

or _
said first memory means store said fixed number B and

said first computation means calculate said set of val-
ues E(j) = D(j)+B

and whereby said first data exchange means (24) send
said value E or said set of values E(j) to said receiver
device (27).

7. . Receiver apparatus (27) for a method according to any of

claims 1 to 5, consisting of second computation means

s (22), second memory means (21) which are connected to
said second computation means and second data exchange
means (23) which are connected to said second
computation means, whereby said second .memory means
store said modulus X and said second computation means
calculate the modulo function S = E mod X of said value
E or calculate a set of modulo functions S(j) = E(j) mod
X of said set of values E(Jj).

8. Sender device according to claim 6, characterized in
that said sender device (28) is a smart-~card or a cred-

it-card or a passport or a door-key.
This Sheet Has Been Replaced
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means, wAEREBF1Laid s store said nodulus X and said
second conputation negmllmmmlm’@rmﬁe nodul o func E nod X of
said value E or calculateca setmo ul o functions

said set of values E(j). Advantageous additional e ' '
ventive receiver apparatus are resulting fromthe re- spe‘trvemdegend nt
claims. The invention is applicable whegpa first crypto- graphic device
(sender) conmuni cates with a second

S. Receiver device according to claim 7, characterized in
that said receiver device (27) is a pay TV decoder or a
credit-card verifier or a passport verifier or an

electronic lock.
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cryptographic device (receiver), especially when the de- vices use a

nodul o- based protocol. Thereby the re- quired:nunber of nodul ar operations
is reduced or even elimnated. It can be avoided to do oper ati ons
by the first device. This is particul arly advant ageous '
device, e.g. a smart-card, has a weaker computional po
and/ or ROM capacity, slower clock rate)ltthan said second devVi
power ful processor act- ing as a verifier).

Summary

In access control systems, e.g. pay TV systems, square, or
more general, d-th roots modulo X are used where X is a com-
posite number having at least two large prime factors. If a
sender, e.g. a smart-card, communicates with a receiver only
few data are transmitted in order to save time. But this re-~
sults in an increased number of computation operations in the
sender and/or receiver.
The invention is applicable when a first cryptographic device
(28) communicates with a second cryptographic device (27),
especially when the devices use a modulo-based protocol.
Thereby the required number of modular operations is reduced
or even eliminated. It can be avoided to do modular '
operations by the first device.
This is particularily advantageous when said first device has
a weaker computional power (e.g. less RAM and/or ROM ca-

' pacity, slower clock rate) than said second device.

This Sheet Has Been Replaced.
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There ar ®#%uch access control systens where all the numbers appearing in
the first ("weaker") device have a sizé n*l Xl.. bytes before nodul ar

‘reduction, where nis a very small int r, typically 2 or 3. There are
different variants of the inventive nethod. First var
nunber of length n*I XI bytes. The sender w shes to co
to the receiver. For avoiding the nodul ar reduction tt
random nunber A, conmputes E = D+A*X and

I
PREPARE D
N
T
E
!
CHOOSE R
RANDCM A c
X A
! C
E = D+A" X E
.SEND E : > RECEIVE E
S = E mod X

Fig.1
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ﬁethod, sender apparatus and receiver apparatus'for modulo

operation

The present invention relates to a method, to a sender appa-
ratus and to a receiver apparatus for modulo operation.

Background

In access control systems, e.g. pay TV systems, square, or

~more general, d-th roots modulo X are used where X is a com- .

posite number having at least two large prime factors. Typi-
cally the length of such a number X (denoted |X|) is 64
bytes.

If a sender, e.g. a smart~card, communicates with a receiver
only few data are transmitted in order to save time. But this
results in an increased number of computation operations in

the sender and/or receiver.

Invention

It is one object of the invention to disclose a method for

'’ time-reduced modulo operations. This object is reached by the

inventive method disclosed in claim 1.

In principle the inventive method consists in secure sending
of a number S = D mod X or of a set of numbers S(j) = D(3)
mod X, j =1,...,1i, from a sender device 28 to a receiver
device 27, whereby X is a product of at least two big prime
numbers and D is'greater than X, comprising the following
steps: '

- picking a random number A or a set of random numbers A(j)
by said sender device; | L :

~ calculating in said sender a value E = D+A*X or a set of
values E(j) = D(j)+A(j) *X, whereby X is stored in said send-
er, or calculating in said sender a set of values E(j) =



Secgnd variant: The sender w shesito connﬁnicate a set JFHEPQAQBQENTSEHEET:
[Xj) nod X to the receiver. Nunb. N : ecret of the pe r
in a Rw&le H@M% As pe 0{3 ,(a‘d‘ 1397
hat" "t

[Xl) ., D(i) unbers KRB g, f'X) spch setjo
val ues S(j) i the receiver. t hese (]} ) Fea—pe—hrddemr b
[Xi)+B.| The re- ceiver
2 .

sending to the recelver EX1)+B

will recover S(j) by calculatlng
D(j)*B, whereby a fixed number B = A*X is stored in said
sender;

- transmitting via an interface 10 said value and said val-
ues, respectively, from said sender to said receiver;

- calculating by said receiver S = E mod X or S(j) = E(j) mod
X, whereby the number X is stored in said receiver device.

Advantageous additional embodiments of the inventive method
are resulting from the respective dependent claims.

- It is a further object of the invention to disclose a sender -
apparatus which utilizes the inventive method. This object is
reached by the inventive apparatus disclosed in claim 6.

In principle the inventive sender apparatus consists in first
computation means 25, first memory means 26 which are
connected to said first computationh means and first data ex-
change means 24 which are connected to said first computation
means, whereby either

said first memory means store said modulus X and said first
computation means select said random number A or random num-
bers A(j) and calculate said value E = D+A*X or calculate
sa1d set of values E(j) = D(j)+A(j)*X

or

said first memory means store said fixed number B and said
first computation means calculate said set of values E(j)
D(3)+B | |

and whereby said first data exchange means 24 send said value
E or said set of values E(j) to said receiver device 27.

Advantageous additional embodiments of the inventive sender
apparatus are resulting from the respective dependent claims.

It is a further object of the invention to disclose a feceiv-
er apparatus which utilizes the inventive method. This object
is reached by the inventive apparatus disclosed in claim 7.




S(jj = E(j) mod X, because E(j) md X = D(j) mod X + B el REPLAGEMENT SHEET

Nunmber i may have a val ue of 10. - and the seconq vpri ant ‘f&arbsﬁe
nodi fied. This nodification fitsfe _ : ey t-card aaplliceM 1% s .

It allows the sender to perform Sgs tiplicagion (which |
result is E) with only I XI RAM bytes. For . t he sender conputes only
the I XI | ower bytes of E (denoted Low(ED% and sends themigQ the re-

In principle the inventive receiver apparatus consists in
second computation means 22, second memory means 21 which are .
connected to said second computation means and second data
exchange means 23 which are connected to said second
computation means, whereby said second memory means store

said modulus X and said second computation means calculate

the modulo function S = E mod X of said value E or calculate

a set of modulo functions S(j) = E(j) mod X of saiq set of

values E(J).

Advantageous additional embodimenﬁs of .the inventive receiver
apparatus are resulting from the respective dependent claims.

The invention is applicable when a first cryptographic device
(sender) communicates with a second cryptographic device
(receiver), especially when the devices use a modulo-based
protocol. Thereby the required number of modular operations
is reduced or even eliminated. It can be avoided to do
modular operations. by the first device. ‘

This is particularly advantageous when said first device,
e.g. a smart-card, has a weaker computional power .(e.g. less
RAM ‘and/or ROM capacity, slower clock fate) than said second
device (e.g. a powerful processor acting as a verifier). '

There are such access control systems where all the numbers
appearing in the first ("weaker") device have a size n*|X|
bytes before modular reduction, where n is a very small inte-
ger, typically 2 or 3.

There are different variants of the inventive method.

First wvariant: '

Let D be a number of length n*|X| bytes.

The sender wishes to communicate S = D mod X to the receiver.
For avoiding the modular reduction the sender chooses a ran-
dom number A, computes E = D+A*X and sends this value E to
the receiver. Since A’'is random the value of D is hidden in E
and the receiver can calculate S by:

S = E mod X, because This Sheet Has Been Replaced
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ceiver. This conput ati on of LoW(E] | XI RAM cells—AfteT égf
receiver gets Lom(E), the sendg¢ RAM ﬂyREBLA&MEN%ﬁ I‘
| XI' hi gher bytes of E (denoted . r ecei er —gets—trghtE)

cal cul ates E = Concatenation (H gh(E), Low E)) and conti njuel 6t1 MAR 1997

cal cul ati ons as before.

Emod X = D mod X + A*X mod X = D mod X.

Second variant:

The sender wishes to communicate a set of i numbers S(j)

D(j) mod X to the receiver.

Number A is a secret of the sender. The sender keeps in a ROM
a pre-calculated constant B, B = A*X.

As before, let D(1),...,D(i) be a set of numbers (all blgger
than X) such that -the set of values S(j) is to be send to the
receiver. Then these D(i) can be hidden by sending to the
receiver E(1) = D(1)+B,...,E(i) = D(i)+B. The receiver will
recover S(j) by calculating: - )
S(j) = E(j) mod X, because

E(J) mod X = D(j) mod X + B mod X = D(j) mod X.

Number i may have a value of 10.

The first and the second variant can be modified. This modi-
fication fits especially to smart-card applications. It al-
lows the sender to perform squarings or a multiplication
(which result is E) with only |X| RAM bytes.
For doing so the sender computes only the |X| lower bytes of
E (denoted Low(E)) and sends them to the receiver. This com-
putation of Low(E) requires only |X| RAM cells. After the
' receiver ‘gets Low(E), the sender can reuse his |[X| RAM bytes
" to compute thé |X] higher bytes of E (denoted~High(E)}. When
the receiver gets High(E) it calculates.
E = Concatenation (High(E),Low(E))
and continues its calculations as before.
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Drawings

Preferred embodiments of the invention will now be described
with reference to the accompanying drawings, in which:

Fig. 1 shows ‘an inventive communication protocol between
the sender and the receiver;
Fig. 2 shows a sender and a receiver.

Preferred.- embodiments

Fig. 1 shows an interface 10 between a sender, e.g. a weak
processor in a smart-card, and a receiver, e.g. a pay TV de-
coder, which may contain a powerful processor for calculating
the modulo function. The microprocessor in the sender
prepares a first number D or a first set of numbers D(Jj).
Then it chooses a random number A and calculates E = D+A*X or
it adds value B to each number D(j) and sends E and the set
E(j), respectively, via interface 10 to the receiver side.
The receiver calculates S = E mod X or S(j) = E(j) mod X from
the ‘received numbers.

Advantageous the final length |E| or |E(j)| of E and E(3),
respectlvely,'ls less than four times the 1ength |X| of X.

In Fig. 2 a receiver device 27 and a sender device 28 are
depicted. The sender device contains a first microprocessor
25, first memory means 26 which are connected to microproces-
sor 25 and a first connector 24 for data exchange with re-
ceiver device 27. |
The receiver device 27 contains a second microprocessor 22,
second memory means 21 which are connected to microprocessor
22 and a second connector 23 for data exchange with sender
device 28. ot
First connector 24 and second connector 23 represent the in-
terface 10 in Fig. 1. The first memory means 26 store inter-
mediate calculation results and/or values X and/or B or



g. a weak processor in a smart-car|
whi ch may contain a powerful proc-

function.
first set of nunbers ID(j). Then it chooses a ran
D+tA*X or it adds value B to each nunber D(j) and sendy H.and_ the set
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spectively, via interface 10 Lostbe receiver side. The re- ceiver
S=Enod Xor S(j) = E(j) nod X fromthe receilwed-nRurbers

Loﬁ(E)/High(E). First microprocessor 25 computes data as

shown in the left side of Fig. 1.
The second memory means 21 store value X and/or intermediate

results. Second microprocessor 22 computes data as shown in
the right side of Fig. 1.

The invention can be used for identification (VideoCrypt or
EuroCrypt Pay TV system) and/or digital signature (credit
cards) and/or encryption, especially together with one or
more of the following systems for getting in the receiver
modulo calculated results without respective modulo. calcula--
tion in the sender: . .

- Fiat-Shamir;

- Feige-Fiat-Shamir;

- Quisquater-Guillou;

- Fischer-Micali~Rackoff;

- Naccache (EP-A-91400111, EP-A~91400301);

- RSA;

- . Rabin.

These systems are published according to the following list:
-~ Fiat-Shamir, "How to prove yourself: Practical solutions to
identification and signature probléms", A.0dlyzko editdr,
Advances in éryptologf, Proc. of Crypfé 186, Augustfll - 15,
(Lecture Notes in Computer Science 263), pp. 186 - 194,
Springer Verlag, 1987, Santa Barbara, California, USA

- Feige-Fiat-Shamir, "Zero knowledge proofs of identity",
Journal of Cryptology, 1(2), pp. 77 - 94, 1988

- Quisquater-Guillou, "A bractical zero-knowledge protocol
fitted to security microprocessor minimizing both transmis-
sion and memory", C.G. Glinther editor, Advances in
Cryptology, Proc. of Crypto '88, August 16 - 20, (Lectdfe
Notes in Computer Science 330), pp. 123 - 128, Springer
Verlag, 1988, Santa Barbara, California, USA
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Signatures and Public-key Cryptosystems", CACM, pp. 120 -
126, Vol. 21, No. 2, Feb. 1978

- Rabin, "Digitalized Signatures", Foundations of secure Com-
putations, R.A. DeMillo et al. editors, Academic Press, pp.
155 - 166, London, 1987
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Method for secure sending of a number S = D mod X or of
a set of numbers S(j) = D(j) mod X, j =1,...,1i, from a
sender device (28) to a receiver device (27), whereby X
is a product of at least two big prime numbers and D is
greater than X, characterized in the following steps:
f-picking a random number A or a set of random numbers
A(j) by said sender device; _

- calculating in said sender a value E = D+A*X or a set
of values E(Jj) = D(j)+A(]j)*X, whereby X is stored in

'said sender, or calculating in said sender a set of val-

ues E(j) = D(j)*B, whereby a fixed number B = A*X is
stored in said sender;
- transmitting via an interface (10) said value and said

values, respectively, from said sender to said receiver;

- calculating by said receiver S = E mod X or S(j) =
E(j) mod X, whereby the number X is stored in said re-

ceiver device.

Method according to claim 1, characterized in that the

- transmitted length of value E or of each of values E(j)

is less than four times the length of X.

Method according to claim 1 or 2, characterized in that
the length of X is in the range from 64 to 128 bytes.

Method according to any of claims 1 to 3, characterized
in that said sender device (28) calculaﬁes, using |[X|
cells of memory means (26), and transmits in a first
step |X| lower bytes and in a second step |X] higher
bytes of said value E or of each of said values E(j),
whereby said receiver device (27) reconstructs said
value E or of each of said values E(j) by concatenéting
High(E)_and Low(E) or High(E(j)) and Low(E(j)).

* C L ] S *
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5. Method according to any of claims 1 to 4, characterized
in that said sender device (28) is a smart-card.

6. Sender apparatus (28) for a method according to any of
claims 1 to 5, consisting of first computation means
(25), first memory neans (26) which are connected to
said first computation means and first data exchange
means (24) which are connected to said first computation
means, whereby either
said firét memory means store said modulus X and said
first computation means select said random number A or

' random numbers A(j) and calculate said value E = D+A*X
or calculate said set of values E(j) = D(Jj)+A(]j)*X

. or

said first memory means store said fixed number B and
said first computation means calculate said set of val-
ues E(j) = D(j)+B

and whereby said first data exchange means (24) send
said value E or said set of values E(j) to said receiver
device (27).

- 7. . Receiver apparatus (27) for a method according to any of
claims 1 to 5, consisting of second computation means
(22), second memory means (21) which are connected to
said second computation means and second data exchange
means (23) which are connected to said second
computation means, whereby said second.memory means
store said modulus X and said second computation means
calculate the modulo function S = E mod X of said value
E or calculate a set of modulo functions S(j) = E(j) mod
X of said set of values E(j).

8. Sender device according to claim 6, characterized in
that said sender device (28) is a smart-card or a cred-

it-card or a passport or a door-key.
AR AR R
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9. Receiver device according to claim 7, characterized in
that said receiver device (27) is a pay TV decoder or a

credit-card verifier or a passport verifier or an
electronic lock.
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METHOD, SENDER APPARATUS AND RECEIVER APPARATUS
FOR MODULO OPERATION

ABSTRACT

In access control systems, e.g. pay TV systems, square, or
more general, d-th roots modulo X are used where X is a com-
posite number having at least two large prime factors. If a
sendér, e.g. a smart-card, communicates with a receiver_only

. few data a:e transmitted in order to save time. But this re-

sults in an increased number of computation operations in the
sender and/or receiver.

The invention is applicable when a first cryptographic device
(28) communicates with a . second cryptographic device (27),
especially when the devices use a modulo-based protocol.
Thereby the required number of modular operations is reduced
or even eliminated. It can be avoided to do modular
operations by the first device.

This is particularily advantageous when said first device has
a weaker computional power (e.g. less RAM and/or ROM ca-
pacity, slower clock rate) than said second device.

Fig. 2
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X 6_r of a set of nunbers S(j)_ = D(j) _rmd X = HBEFLéchgwigﬂﬁEaf 1;enslelr g?aﬁ,
| of a ea

sdevice (28) to a receiver device (27), whereb
two big prime nunbers and Dis greater than X{ ¢haracterized [nithe

follow ng steps: picking a random nunber A or|a|s4t8 AACT498%n niimbers A(j)
by said sender device; calculating in said sepd¢r _a value E =} D}yA*X or a

set of values E(j) = D(j)+A(j)*X whecghy X ip stored in said s{ander,

calculating in said

METHOD SENDER APPARATUS AND RECEIVER APPARATUS FOR-
MODULO OPERATION

Description

The present invention relates to a method, to a
sender apparatus and to a receiver apparatus for mod-
ulo operation.

Background

In access control systems, e.g. pay TV systems,

square, or more general, d-th roots modulo X are used
where X is a composite number having at least two large
prime factors. Typically the length of such a number X
(denoted iXl) is 64 bytes.
If a sender, e.g. a smart-card, communicates with a re-
ceiver only few data are transmitted in order to save
time. But this results in an increased number of compu-
-tation operations in the sender and/or receiver.

European Patent Application No. 0 428 252 disclos-
es a system for controlling access to broadcast trans-
missions.

Invention

Itis one object of the invention to disclose a method
for time-reduced modulo operations. This object is
reached by the inventive method disclosed in claim 1.

In principle the inventive method consists in,secure
sendingof a number S = D mod X or of a set of nufnbers
S(j) = D(j) mod X, j = 1,...,i, from a sender device 28 to
a receiver device 27, whereby X is a product of at least
two big prime numbers and D is greater than X, com-
prising the following steps:”

-  picking a random number A or a set of random num-
~ bers A(j) by said sender device;

- calculating in said sender a value E = D+A*X ora

set of values E(j) = D(j)+A(j)*X, whereby X is stored

in said sender, or calculating in said sender a set of

or



sender a set of val ues E(j) = D(j)*B, whereby a fixed nunber

stored in said sender; -. transmtting via an interface (10)_ ?it.ygl lm:-ia{gg',

sai d val ues,

characterized in that

val ues

_ respectively, fromsaid sender to said.receiver
calculating by said receiver S =E md Xor S (j) =E(j) nod
number X is stored in said receiver device. 2. Method accordi

| REPLACEMENT SHEET
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to claiml,

A'X is stored in said sender; .

- transmitting via an interface 10 said value and said
values, respectively, from said sender to said re-
ceiver;

- calculating by said receiver S = E mod X or S(j) =
E(j) mod X, whereby the number X is stored in said
receiver device.

Advantageous additional embodiments of the in-
ventive method are resulting from the respective de-
pendent claims.

It is a further object of the invention to disclose a
sender apparatus which utilizes the inventive method.
.This object is reached by the inventive apparatus dis-
closed in claim 6.

In principle the inventive sender apparalus consists
in first computation means 25, first memory means 26

which are
connected to said first computation means and first

' data exchange means 24 which are connected to
said first computation means, whereby either
said first memory means store said modulus X and
said first computation means select said random
number A or random numbers A(j) and calculate
said value E = D+A*X or calculate said set of values
E()) = D{+A()"X
or
said first memory means store said fixed number B
and said first computation means calculate said set
of values E(j) = D(})+8
and whereby said first data exchange means 24
send said value E or said set of values &(j) to said
receiver device 27.

Advantageous additional embodiments of the in-
ventive sender apparatus are resulting from the respec-

-tive dependent claims.

It is a further object of the invention to disclose a
receiver apparatus which utilizes the inventive method.
This object is reached by the inventive apparatus dis-
closed in claim 7.

RBfdd 25T O(foa! GHEBoYfa ViRkden bmbler @ =actrof
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In principle the inventive receiver apparatus con-
sists in second computation means 22, second memory
means 21 which are connected to said second compu-
tation means and second data exchange means 23
which are connected to said second computation
means, whereby said second memory means store said
modulus X and said second computation means calcu-
late the modulo function S = E mod X of said value E or
calculate a set of modulo functions S(j) = E(j) mod X of
said set of values E(j). ‘

Advantageous additional embodiments of the in-
ventive receiver apparatus are resulting from the re-
spective dependent claims.

The invention is applicable when a first crypto-

graphic device (sender) communicates with a second
cryptographic device (receiver), especially when the de-
vices use a modulo-based protocol. Thereby the re-
quired number of modular operations is reduced or even
eliminated. It can be avoided to do modular operations
by the first device.
This is particularly advantageous when said first device,
e.g. a smart-card, has a weaker computional power (e.
g. less RAM and/or ROM capacity, slower clock rate)
than said second device (e.g. a powerful processor act-
ing as a verifier).

There are such access control systems where all
the numbers appearing in the first ("weaker") device
have a size n*IX| bytes before modular reduction, where
n is a very small integer, typically 2 or 3.

There are different variants of the inventive method.
First variant:

Let D be a number of length n*IX| bytes.

The sender wishes to communicate S = D mod X to the
receiver. For avoiding the modular reduction the sender

chooses a random number A, computes E = D+A*X and
sends this value E to the receiver. Since A is random

the value of D is hidden in E and the receiver can cal-
culate S by:

S=Emod X,



- 9 - IX higher bytes of said value E or of each of said values E(j

L),
shereby said receiver device (27) re- constructs said val uefhy, y h
said values E (j) by concatenating Hi gh(E) and Lowm E) or Hi. m@%&EmdsmH

Low(E(j)). 5. Method according to any of claims 1 to 4, chajag- teriz$d1 ?
that sai d sender device (28) is a smart- card. 18 QC o

o4

because
Emod X=Dmod X + A*Xmod X=D mod X.

Second variant:
The sender wishes to communicate a set of i numbers
S(j) = D(j) mod X to the receiver.
Number A is a secret of the sender. The sender keeps
in a ROM a pre-calculated constant B, B = A*X.
As before, let D(1),...,D(i) be a set of numbers (all bigger
than X) such that the set of values S(j) is to be send to
the receiver. Then these D(i) can be hidden by sending
to the receiver E(1) = D(1)+B,...,E(i) = D(i)+B. The re-
ceiver will recover S(j) by calculating:

S(j) = E(j) mod X,
because

E(j) mod X = D(j) mod X + B mod X = D(j) mod X.

Number i may have a value of 10.

The first and the second variant can be maodified.
This modification fits especially to smart-card applica-
tions. It allows the sender to perform squarings or amul-
tiplication (which resutlt is E) with only IXI RAM bytes.
For doing so the sender computes only the IXI lower
bytes of E (denoted Low(E)) and sends them to the re-
ceiver. This computation of Low(E) requires only Xl
RAM cells. After the receiver gets Low(E), the sender
can reuse his IXI RAM bytes to compute the 1XI higher
bytes of E (denoted High(E)). When the receiver gets
High(E) it calculates
E = Concatenation (High(E),Low(E))
and continues its calculations as before.
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Drawings

Preferred embodiments of the invention will now be
described with reference to the accompanying draw-
ings, in which:

Fig. 1 shows an inventive communication protocol
between the sender and the receiver;
Fig. 2 shows a sender and a receiver.

Preferred embodiments

Fig. 1 shows an interface 10 between a sender, e.
g. a weak processor in a smart-card, and a receiver, e.
g. a pay TV decoder, which may contain a powerful proc-
essor for calculating the modulo function. The micro-
processor in the sender prepares a first number D or a
first set of numbers D(j). Then it chooses a random
number A and calculates E = D+A*X or it adds value B
to each number D(j) and sends E and the set E(j), re-
spectively, via interface 10 to the receiver side. The re-
ceiver calculates S = E mod X or S(j) = E(j) mod X from
the received numbers.
Advantageous the final length [El or IE(j)] of E and E(j),
respectively, is less than four times the length Xl of X.

In Fig. 2 a receiver device 27 and a sender device
28 are depicted. The sender device contains a first mi-
croprocessor 25, first memory means 26 which are con-
nected to microprocessor 25 and a first connector 24 for
data exchange with receiver device 27.
The receiver device 27 contains a second microproces-
sor 22, second memory means 21 which are connected
to microprocessor 22 and a second connector 23 for da-
ta exchange with sender device 28.
First connector 24 and second connector 23 represent
the interface 10 in Fig. 1. The first memory means 26
store intermediate calculation results and/or values X
and/or B or Low(E)/High(E). First microprocessor 25
computes data as shown in the left side of Fig. 1.
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val ues E(j)

nunber B and said first conputation nmeans cal- cul ate sai djsét
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(27).

The second memory means 21 store value X and/or in-

termediate results. Second microprocessor 22 com-

putes data.as shown in the right side of Fig. 1.

The invention can be used for identification (Vide-
oCrypt or EuroCrypt Pay TV system) and/or digital sig-
nature (credit cards) and/or encryption, especially to-
gether with one or more of the following systems for get-
ting in the receiver modulo calculated results without re-
spective modulo calculation in the sender:

-  Fiat-Shamir;

- Feige-Fiat-Shamir;

- Quisquater-Guillou;

-  Fischer-Micali-Rackoff;

- Naccache (EP-A-91400111, EP-A-91400301);
- RSA;

-  Habin.

These systems are published according to the fol-
lowing list:

-  Fiat-Shamir, "How to prove yourself: Practical solu-
tions to identification and signature problems”, A.
Odlyzko editor, Advances in Cryptology, Proc. of
Crypto ‘86, August 11 - 15, (Lecture Notes in Com-
puter Science 263), pp. 186 - 194, Springer Verlag,
1987, Santa Barbara, California, USA

- Feige-Fiat-éhamir, “Zero knowledge proofs of iden-
tity", Journal of Cryptology, 1(2), pp. 77 - 94, 1988

- Quisquater-Guillou, "A practical zero-knowledge
protocol fitted to security microprocessor minimiz-
ing both transmission and memory", C.G. Giinther
editor, Advances in Cryptology, Proc. of Crypto '88,
August 16 - 20, (Lecture Notes in Computer Sci-
ence 330), pp. 123 - 128, Springer Verlag, 1988,
Santa Barbara, California, USA




7. Receiver apparatus (27) for a method according to any
consi sting of second conputa- tion neans (22), second ne
whi ch are connected to said second conputation neans and
exchange nmeans (23) which are connected to said second c
wher eby said second nenory neans store said nodulus X an
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- RSA: Rivest-Shamir-Adeleman, "A method of ob-
taining Digital Signatures and Public-key Crypto-
systems", CACM, pp. 120- 126, Vol. 21, No. 2, Feb.
1978

- Rabin, "Digitalized Signatures", Foundations of se-
cure Computations, R.A. DeMillo et al. editors, Ac-
ademic Press, pp. 155 - 166, London, 1987
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.calculate a set of nodulo functions S(j) = E(j) nmod X o ' f U
E(j). 8. Sender device according to claim®6, characteri zgmcéﬂgwfssﬁﬁlr
sender device (28) is a smart-card or a credit-card or fp passport or _a

door-key. 9. Receiver device according to claim7, charphc{ef8iG&HB% tha
sai d receiver device (27) is a pay TV.g._

Claims

1. Method for secure sending of a number S = D mod
X or of a set of numbers S(j) = D(j) mod X, j=1,...,
i, from a sender device (28) to a receiver device
(27), whereby Xis a product of at least two big prime
numbers and D is greater than X, characterized in
the following steps:

-  picking a random number A or a set of random
numbers A(j) by said sender device;

- calculating in said sender a value E = D+A*X
or a set of values E(j) = D()+A(j)*X, whereby X
is stored in said sender, or calculating in said
sender a set of values E(j)'z D(j)*B, whereby a
fixed number B = A*X is stored in said sender;

- transmitting via an interface (10) said value and
said values, respectively, from said sender to
said receiver,

- calculating by said receiver S = E mod X or S
(i) = E(j) mod X, whereby the number Xis stored
in said receiver device.

2. Method according to claim 1, characterized in that
the transmitted length of value E or of each of values
E(j) is less than four times the length of X.

3. Method according to claim 1 or 2, characterized in
that the length of X is in the range from 64 to 128
bytes.

4. Method according to any of claims 1 to 3, charac-
terized in that said sender device (28) calculates,
using IXl cells of memory means (26), and transmits
in a first step IXI lower bytes and in a second step
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IXI higher bytes of said value E or of each of said
values E(j), whereby said receiver device (27) re-
constructs said value E or of each of said values E
(i) by concatenating High(E) and Low(E) or High(E
(7)) and Low(E(j)).

Method according to any of claims 1 to 4, charac-
terized in that said sender device (28) is a smart-
card.

Sender apparatus (28) for a method according to
any of claims 1 to 5 for secure sending of a number
S = D maod x or of a set of numbers S(j) = D(j) mod
X,j=1,....., i, from said sender to a receiver device
(27) consisting of first computation means (25), first
memory means (26) which are connected to said
first computation means and first data exchange
means (24) which are connected to said first com-
putation means, whereby either

said first memary means store said modulus X
and said first computation means select said
random number A or random numbers A(j) and
calculate said value E = D+A*X or calculate
said set of values E(j) = D(j)+A(j)*X or

said first memory means store said fixed
number B and said first computation means cal-
culate said set of values E(j) = D(j)+B

and whereby said first data exchange means
(24) send said value E or said set of values E
(j) to said receiver device (27).

Receiver apparatus (27) for a method according to
any of claims 1 to 5, consisting of second computa-
tion means (22), second memory means (21) which
are connected to said second computation means
and second data exchange means (23) which are
connected to said second computation means,
whereby said second memory means store said
modulus X and said second computation means
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calculaie the modulo .function S = E mod X of said
value E or calculate a set of modulo functions S(j)
= E(j) mod X of said set of values E(j).

Sender device according to claim 6, characterized
in that said sender device (28) is a smart-card or a
credit-card or a passport or a door-key.

Receiver device according to claim 7, character-
ized in that said receiver device (27) is a pay TV
decoder or a credit-card verifier or a passport veri-
fier or an electronic lock.
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