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CONTROL OF RESOURCES OF W RELESS MOBILE COVMUNI CATION DEVICES T L

FI ELD Thi s wony®mbia rel ates generally to wirel ess nobile comuni cation
devices, and in particular to providing security for sud¢TdeAZ0¢3d1245

BACKGROUND ART W I rs (PCs) were first introduced, one of
their greatest agép)veééﬁwﬁfz%?;é @#ﬁfﬁmlﬁ%%wfms@wmms user.
This was in stark contTa E3HMQRILR COMMUMSATION RIEMIGESIUI ti pl e users

shared a single machine. Resources on a mainfrane conputer were carefully
shared between users by the operating system On a PC having a single user
at any ti meJECHNICALIREIh partitioning of resources was not necessary. As
t he PC began to di splg_gce t he corporate mai nfrane conputer, however, issues

of control began to r8SdHERHRN reiieseanerally towiosiest mabile cHRRRMIMBEY dévichs,

depar t ment sand inQa@@Rilar8b Yroviéh PC as part of the corporate
infrastructure. This cauged te%gﬁéﬁ%{%cgn%é’ﬁ:e&i gi nal goal of the PC

revolution, that the user controls their own conputer, and the new role

they pl ayedBACKAROGRPPARRALi on. This conflict continues today and is
pl ayed out on a regular basis in conmpanies around the world. A sinilar

tension exists with K&hperdonmdcarietersp(FEHbhareCHEIP WiRificePUSHL

. . . . of thej
wirel ess nogysh evices. However, the situation w tﬁ Wedhdhel d
conputers is rr%rsg lﬂorrp‘% ‘g%#gﬂ?t elE E’Per”\?ésftﬂ‘?g.oueﬂ Pitds HegrdhBlisl wasipsibec s ar e

becom ng  r eFNRIeloyHoneipémaios modeRyhals PN RRAS gl s dRGCRSLOL by a

personal usg -RHr chased devi ces cannot be sal
corporati on %Sfou%;é(r:lwu? %E'Rﬁg@? FARHe e YpIeoSRIBIUllY sharedeletober NISEIEY th:

contain cor ating sgistem. Sie b Fash I I nd .emai | . Evén
el i @@ﬂfﬁ@ﬁhglﬁ ug%ﬁ%a:or omaﬁ?g%'%hﬁﬁ@ig?n‘ OBPHvi ded

when a han onputer is purchased

to an enpl geg‘g&m%%\gg%%wpﬁg%-nﬁﬂ@ PCsbelgar 4o yisplaceehe cerpdrataihirfaniche
corporat e pIosIusEs howbie, RYes OF W | access to the caorporate
infrastructyre. Al Imc? an 3ns_eg3?§gq¥e®ﬁg§ rtegeqﬁ%%%e?w&@%ﬂb‘gfrﬁ@@ﬂ
network of fers o pox e%aﬁwt%'EQWBmglybawab@éeskthpJPCIa@rgmrcgthé/m,_gbrgte

handhel d confpagt@tiuie BHab. QR cin MY comuni cations, a carrier
becomes anqf her thereste%jl%pégrttel;SIS\/i %ﬂﬁggégﬁ'g{%‘%%@ohfFEﬁgevpp_:g‘orz,(jbat

e gser controls their own computer, and the new role they played in the corporation.
This conflict continues today and is played out on a regular basis in companies around
the world,

A similar tension exists with handheld and other portable computers., Such

as wireless mobile communication devices, However, the situation with handheld

computers is more complex for several reasons. Since handheld computers are

becoming relatively inexpensive, many users purchase such devices for personal use.
Such user-purchased devices cannot be said to be owned by a corporation of which the
user is an employee, but they often come to contain corporate data such as contacts

calendar entrles and email. Even when a handheld computer is purchased by a

corporate employer and provided to an employee, the handheld computer is likely to be
used outside the corporate premises. This may require external access to the corporate
infrastructure, Allowing an unsecured device to access the corporate network offers
potential for security breaches. Furthermore, when a handheld computer is enabled for

wireless communications, a carrier becomes another interested party with respect to the
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WO 2004/ 017592 PCT/ CA2003/ 001245 handhel d conputer. The carrier ogng FﬁBerf}U?
operates a wireless communi cati on network in which the handhel d conpute

i s confi gu™é@2a0e/0op5er at e, and therefore may want to exercise control over
the traffic on that network. As well, the carrier may WIS]H} PUUOKHS ¢t hei r

revenue by ehfdd rﬁ\%ﬁ i rvices to handhel d conputers. A carrier
may thus be at od(}g)s ﬁ] @%ié&f%egr"&inéaP%OB%fﬁ%Swrﬁies&pqn@gmsqatm riebwatkel d

conput er cofit Waich theybandheld esmyutehir@ni
potential |y lfieiE258:4) g"“} k t?uffi c gr@urgf@][?éel%é}t%fﬁé a@é?@%@t&%r@%’i WOt o
offer these services aﬁ 4 hﬁ%raﬁgdzlﬁ"ct@attq‘?ﬁquf Ag wellethe Thwriee frayayish foerde to

renmai ns a. Mdevm”e*’ys’ﬁeﬁmwﬂbﬁé%é}?i@eg.@rhaﬁlﬁgﬁéﬁo?@g{%é%% of. a W ‘&iel ess

comuni cat i gL aggg{jsg% whi ch al l ?vvs each 1 ndiv a FEPY May s ygj ng

t he user, coOFpor {uferoipprate 8raziENentdn segarddo dimarheld aoripeter dngol,

possi bly opaiculsthalvbbel dedspart ' | ce. assets without

affecting t C?&Pher .St a eﬂ?adﬂﬁggbg%%%%t@%“kﬁmwww?U?fﬁﬁ %o an
i

aspect of tRhed mrefiYs a Ity J& pifn thege sasgorsancbthius obdwak their évegLESS nobi | e

conmuni cat i on devi ce Teeraibres t mai n, each dopain i ncluding
an asset of the wireless m ?%é@té%ﬁrﬁﬁﬁiacg%ﬁoﬁ?ﬁewsw Adngthad e secure
control | er SUWS PR VIERIessranempnivation devigepshich allqvey daphMANdOARtA:hOBers
affecting ahclugngthey et erni ne whether the request
originated wth gn eﬁr%or%(ﬂ%e ﬁasﬁtﬁg?l’hg@% ?ye‘f"Feé"E' PBFER" pCakieh apthpossdrmi n
Chat i ncl uckiaek sikehoklersst toorpentasit mairedeaieeeasseem@vﬁr@upeéf@cﬁn Ctﬁ@%t% on of
the operatigakeMdRicps.t he request originated with an entity t aq as a trust
relationship with the donmain that includes the at | east one affected asset.
In accordance with another aspect of the invention, a method for secure

control of HigWiEhiRRE ' oo! ni cati on device, conprises segregating
assets of the WwWTret eadapﬁ\iu\tﬁ nmuni cation device into a plurality of

donmi ns, each domai nAcc'nmrdihgdd)éa dtefde i i ewrel ess nobile
comuni cat i\ﬂFﬁlQ&%"%B@ receivjn gﬁe r,eques’wé?lga@?%g?gn%ng% Sgﬁg;eaqqnirﬁl ‘%Da

af fecting at l ;as IPCAFMPRigations device ersprises i tepst whe tharain, kachpemli on i s
permitted bycltdiey svamichotih@tvireRes HI8 ; sset, and . allow ng the
operati on t%nﬁ§ cgny et ed where fhe ﬁe%@?@%&%b%%&%% ‘?r}deao&ﬁpa’? RenteRipmi n
that i ncl ud@8 THEY 4f FRaeveR saquest torperianerart eparatiars afiécting it least BAE IPkhe

syst ens andseeshtidgetetrhine Behst ' r. | econe apparent in the
course .of th 9 ﬁéltheg%g%?l &“ﬁ“&‘ﬁ,keo?‘ﬂﬁ@ E) @%@V Serihas a trust

he f%[lo_\m ng detailed
relationship with the domain that includes the at least one affected asset, and to permit

completion of the operation where the request originated with an entity that has a trust
relationship with the domain that inciudes the at least one affected asset,

In accordance with another aspect of the invention, a method for secure
control of a wireless mobile communication device, comprises segregating assets of the
wireless mobile communication device into a pluraiity of domains, each doméin
including at least one asset of the wireless mobile communication ldevice, receiving a
request to perform an operation affecting at least one of the assets, determining
whether the operation is permitted by the domain that includes the affected asset, and
allowing the operation to be completed where the operation is permitted by the domain
that includes the affected asset.

Further features of secure conrol systems and methods will be described
or will become apparent in the course of the following detailed description.

-2.



WO 2004/ 017592 PCT/ CA2003/ 001245 BRI EF DESCRI PTI ON OF DRAW NGS Fir% ¢ éSZU%'[
bl ock di agram showi ng a comuni cation systemin which wreless g %
comuni cati on devices may be used. Fig. 2 is a block diagram of an

exenpl ar YWR2PE{0EEE2 npbi | e communi cation device in whi cPCHCA3083/8HR4Nd

nmet hod for secure control may be inplemented. Fig. 3 is a block diagram
illustrating nultiple domains on a wireless nobile comunication device.

) A ) pt hod for secure control of a wireless
nobi | e coRREH ' 23 s a bl ock di agram of an exanple

wirel ess mobile Cormglm wwtﬂ@ck Sﬁyﬂaﬁesh&ﬁﬁ& MeblanftaR GORRBYs R AULhiEHE

| NVENTI ON FII,% bl ock gr am showi ng a comuni cati on systemin which
wirel ess WiB ﬁ%“‘tﬂ?ﬂﬁﬁﬁﬁ‘”’@&wcﬁﬁo'@l gyleessmanPensedsed. The conmuni cation system
10 includes a W dehrea k l.,\(\e‘é\g Shilk YR Elicativat em 14,
a wreless network lqggtge\?alﬂ?%g égﬁ c%%)?eg?@ R’Jll_lgégeasfsqr,&r el% Net Vﬁi?( iESﬁAN) 18.
The wi r el deyce iewvhieh e sysieawanyd method fer Wufﬁ)mﬂi@ﬂ g@yths inplementeds

comruni cati on net QAR | evi ce
22 ("nmobil e devi cgﬁi)flé 3|2‘§ac?oibnwaf#?erHﬂ*%’%wr%tﬁ‘Q?i‘?téﬂQ?R'léﬁE‘% ut eteq%;ss (gbr'nlgm may
be a desktoprmunidatipe dpvibg, whi ch i's conflgured to conmunicate to the WAN
12 uhe L nvernet e RIS R Mo SR SRS e |
Appl i cat i ombBecomoeinRration devic¢ ASP) or the |ike. The cor porate LAN 18 is an

exanple of a typic environ e co ters 28
ore Lomnected 1 a et % DpE BRGrOPRA Pt e s pIF B TR,

firewal | 24vicWthin the corporate LAN 30, a nessage server 26, operatl ng on
a ,.computer behind the firewall 24, acts as the primary interface for the
corporation to exchange nessages both within the LAN 18, and wth ot her
external BESPUIORE FORROARRYVING OUT TWRNNMENTONW nessage servers incl ude,
for exanple, Mcrosoft IM EXxchange Server and Lotus Dom noTM These servers
are often used in cofjdrdd Blﬁcmagrarnth&g apgmmyrcationssysien dyMiighg

del i ver majilele Ehﬁolﬂi@%ﬁﬁgﬁurﬁ@dﬂéﬁrde%@eéfﬁﬁéy@e%eBr%b%mm&n@aﬁ%n%@ﬁe%ow WO
2004/ 017592 PCT/ CA2003/ 001

inciudes a Wide Area Network (WAN) 12, coupled fo a computer system 14, a wireless
network gateway 16 and a corporate Local Area Network (LAN} 18. The wireless

network gateway 16 is also connected to a wireless communication network 20 in which

a wireless mobile communication device 22 (“mobile device"), is configured to operate.

The compuier system 14 may be a desktop or laptop PC, which is
configured to communicate to the WAN 12, the Internet for example. PCs, such as
computer system 14, normally access the Internet through an Internet Service Provider
(ISP), Application Service Provider (ASP) or the like.

The corporate LAN 18 is an example of a fypical working environment, in
which multiple computers 28 are connected in a network, Itis normally located behind a
security firewall 24. Within the corporate LAN 30, a message server 26, operating on a
‘computer behind the firewall 24, acts as the primary interface for the corporation to
exchange messages both within the LAN 18, and with other external messaging clients
via the WAN 12, Known message servers include, for example, Microsoft™ Exchange
Server and Lotus Domino™. These servers are often used in conjunctioh with Internet
mail routers to route and deliver mail. The message server 26 may also provide
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addi tional functionality, such as dynam c dat abase storage for daﬂa%l ﬁge
cal endars, todo lists, task lists, e-mail and docunentation. Altho (f oﬁw
a nessage w&rae4/013&z2 s shown in the LAN 18, those skilled in the art wll
appreciate that a LAN may include other types of server SCUSHRHROPHYS

resources that. ar red bet ween the networked conputer systens 28. The
message Seré\/@ﬁtao@gﬁgﬁg&%&a t%ﬁ%ﬁgmygﬁa??@aﬁ@'étﬂmmr}]gtdﬁalikmaiemdarmmdcative
pur poses onlsis, tasklists, e-ardilrapl do¥FhEBLEH) F ' £ .10 a wde
range of eliﬁ% ngglgi c{ﬁvi ces, and arel.i nq)‘r']ﬂggagﬁ&ﬁ’% esgggéoéeg?%c?t%r'%%?oém
devi ces wi th M eds Al asecgﬁﬂ%i'mﬁhﬁiaétssmfrﬁ@prﬁe@wgeteslewe'raymslmmhebaspes

nessagi ng asEpbidrs tsupBortiAg MesoMpEds 28 .coupled to the LAN
18. A typical, LAN gpncI%des mul ??'Sf ggrg%gnr%gtbe%ﬁ%ys eengeiygﬂ%gagq{nwte%i ch

8
i pl ement s WSIEES 281 niecmiessage saner 26 antl mlestointc messdghak @M desdrbed Nt esTM
Gi St ri but eq Lo 1 he aons oo ST B Sl R aeo abines v 1

distributed to the appropriate nailboxe
the recei veaNge 8 slpctrogicddeicest had are deszedahyinitadstr elobironE Medice8BGERTI NY

client oper@éggagin@rba?a?m{@t er system 28. The wirel ess gateway 16 provides
an interface to a wreless network 20, through which nessages may-be

Exchagged wi th a nobilhe massage s@fer Th@rovidisl mes%‘ﬁigiga;%gymﬂay{o fetw | g,
e a data ' [ VI.CE, v,Qi i,cation evi ce, a dual -node
communi cat fdgm%?%t@ti%ggggﬁ%ﬂﬁo r{g%lwgmﬁultﬁ}mﬂ HADHAB riedudemmuliglebot h
data and voREWURISHERMSES, each df whichiopihidnts a eBbbdihPLRNIRAEN SENiGEsort
capabl e of N RloR™ q%ltg% 8% 3)] hezr %’/%' es of conmmuni cations, a pgrsona?
di gi tal assistant’ A@ Rabl €4 Iithes AN 18 Jhhsssgen B meceivad by tept op
or deskt op Neesspge eversyrs & mdistbluteda tovthie | BpropHREE MaihBx X fSP L &Sy a%g}%Lse_
ressing

device is ibed in further detail below. Such functions as a
of the mb%ﬁgp‘g&égﬁé’é B9 recaivedanassase. a9d rseiner aceessetidnnarusendsmagles f or

Wi rel ess t marssagingicient cpesatingonef Sshputtt §fstéin @g. functions may be perforned
by the wirel ess gat 16. ?he Wi reﬁ)essgsat e%g'y 16 may be configured to

operate with nore thhf BKECHH galpway 16r gdnterfaced g wirekse netveork 2oy el ess
gat evay 16 tiveygamsecrigleesa [ kel . for.logating a gjven
g SIS0, Ok B R Sl R Bl

nobi | e device. 2§ and possibly track e devices
countries GFVICRELRAN Lor XAy A atdata symmenicatiohdedes ssrdice ddremWibhtls MRy

S); ;3 2 3/2 36 " @Eeﬁgg%&%ém%%aéz %&g?rﬂgrtﬂbétﬁm%\(ﬁc%esu%% ab rr‘r%a%%ﬁoéer}g cell urlazterI tgﬁa?)hgfetsmr K
having both data and voice communications functionality, a multiple-mode device
capable of voice, data and other types of communications, a personal digital assistant
(PDA) enabled for wireless communications, or a laptop or desktop computer. system
with a wireless modem. An exemplary mobile device is described in further detail below.

Such functions as addressing of the mobile device 22, encoding or
otherwise transforming messages for wireless transmission, and any other interface
functions may be performed by the wireless gateway 16. The wireless gateway 16 may
be configured to operate with more than one wireless network 20, in which case the
wireless gateway 16 may also determine a most likely network for locating a given
mobile device 22 and possibly track mobile devices as users roam between countries or
networks.

Any_ computer system with access to the WAN 12 may exchange
messages with the mobile device 22 through the wireless network gateway 16.
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WO 2004/ 017592 PCT/ CA2003/ 001245 Alternatively, private wireless Uggt#%;a
gat eways such as wireless Virtual Private Network (VPN) routers u {}%
be i npl eneft@doodo1eovi de a private interface to a wrel %\Sﬁ net wor k. For
exanple, a wireless VPN inplenented in the LAN 18 may prévi o0 Miiat e
interface fapsmbAig) : [ re_nobile devices such as 22 through
)}IEA%I(I)V%% Wre%@gp'%twgﬁ(es?tﬁi"’é‘ﬁ SLEN 185 Wirplees | \drigelvPiv@te2 vi a

the wirel ess networ Such a
the wirel eN§MRsk QGPN) tpatarsapultiGlsonblé Qﬂpléxh@nt@dﬁ@'pﬁ?ﬁdé@tpn%tﬁ iRBriaRY 167 SO
y p

|
effectively d ntities outside the LAN 18 roviding a
nessage for\%ggglsﬁéggmﬁr eﬁt??reg(émpiﬁw G Yieless M nplemented inithl AN 18esapge

server 26. Sgvkea prosisigerfate torebbil an /&t ' | ' ni.t ed. St ates
Pat ent No; @W&fgﬁ,tﬁ%ﬁ@emm chl&'lips J‘g‘greby in@oc??oérz?de} %?Anbﬁg%tgﬁicgs gﬁﬂ ¥tati on
by reference. ! | 'te%ﬂe rggt SYsh 3 Prévsite Wipriase (sagebile dedita 2B vibyhé he
nmessage serviglegSneimdriagstensasad : ' vice 22 are sent

t hrough the )}%v@ IdeE)s ntetgitvor kgj ntégﬁcggg?%rf%%g?'e%k Irzglr%%ga%ﬁf%?ﬁh‘{e@rl?e

wirel ess gate ‘% 18§ §ttisshvtsider ber kAN, 1§ b psiditigea mesgdye fIrweldaRs or
networ k 20 rediledtion $\3eemiIRE! § I | & | Anot h al.ternate interface
to a user's_mailbox )}osn a nes%%@gss‘glrt@g)r(é g@esr%ré?/e ﬁgR’ r\%ﬁrelsélgé NPHISPRER i on
Pr ot ocol (V(Rg?e%{‘é‘%afﬁm IFRisslogad i Unine Sfates\Regent dlo 620 9 B4 RARAUS bRy @
user's mai liheorporatddh etders - e ossi bly each nmessage or a
portion of eacﬁ message, Inaa%lgg&goén%y t%%efeﬁ@gm)ﬁ‘i ﬁ"és %i efgsysm MGRNTRG ess
networ k 20 MBYTREFE Jecrdvacviar Benbessagessencer atdarfa afdresMun Gadd (% FeMises

such as t hejgvizeidoasrd ey | a ransm ssi ons between base -stations

and devi ces. The wir e?‘““gg@”ﬁé‘g%ﬁ@ﬁsﬁéw%ﬁemlﬁ@ra%r%%&% easitRr i ¢

wirel ess net'iidRee gadeway teocather interisice dbeesanmsit B the wRbleds HERlori D gn g6} Wor k
t he same

that can SHPRRELY q ' d,.data communi cations over _
i nfrastructure. éﬁa(w\b{ﬂiay\ﬁ%wggv%?oé\ga%hﬁé ele infrifasadocysers walbonoMd tipl e

Access ( CDNRGSSqge wevke26 Bapbpe Wikglesd Abpl bl f.or
Mobi | e (00mw b Appibiair o wﬁﬁﬁ%@@%@%@% a

' (i and General | !
net wor ks, an Ifﬁ?é%gr{'ggﬁmﬁﬁa@§@” AdBGoT Pailhgxan themhessegd sBeea26adres f or
d obal Evolhgesioly egEDEEssagalordhoresSEh | T j e} St ens
(UMTS), whigh are currently rluér.l'p()jer deveg%ﬁiréesﬁ?ge’ %quﬁépggi%gg ' on
top of the existing GSM wirel ess network, which is used operating in

virtually every counAryiréle : r I of. data-centric
Y ey ycoUm oSk apan, 20080 BT SEe el R o

net wor ks 'cgﬁ]l ude, .but. are not limted 0]

(" Mobi t ex" "CTERHTEHEN doMiCaT AeaVeRi BORlist deite 22 TatR AGhmisEIRS et
known voi céasestatios #allddviced. The wireless network 20 may,

wireless network, a voice-

for example, be & data-centric
centric wireless network, or a dual-mode network that can
support both voice and data communications over the same infrastructure. Recently

developed networks include Code Division Multiple Access (CDMA) networks, Groupe
Special Mobiie or the Global System for Mobile Communications (GSM) and General
Packet Radio Service (GPRS) networks, and third-generation (3G) networks like
Enhanced Data rates for Giobal Evolution (EDGE) and Universal Mobile
Telecommunications Systems (UMTS), which are currently under development. GPRS
s a data overlay on top of the existing GSM wireless network, which is used operating in
virtually every country in Europe. Some older examples of data-centric hetworks

include, but are not limited to, the Mobitex™ Radio Network (“Mobitex”), and the

Tivi H i »
DataTAC™ Radio Network (“DataTAC ). Examples of known voice-centric data
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0 9 FEB 2007 WD 2004/017592 PCT/ CA2003/ 001245 networ ks i ncl ude 5’% I2 07
Commruni cation Systens (PCS) networks |ike GSM and Tine Division ﬁ@& @
Access (TDVA) systens that have been available in North Anerica and

wor | d- wi dEORMH/0dEY2r al years. In the system 10, a conpa®ST/GATHOYAMTS t he
corporate LAN 18 may provide a conputer system 28 and a nobil e device 22
to an enplnefreeks iRtlateRelsded Conmuritation SystepkePCoThalderikiike GSBt araf Tilhbe

nobi | e deyj.ce 2 the,co ich owns the  corporate LA .. and a

Corti or - aihoR S aSR o) S Siery et s osRatale itk AsER each
of these %hah@ﬂ@l\@lgésor@ye@ay@rg_n Interest in controlling the nobile device
22 or certain resources or assets resident on the nobile device 22. Fig. 2

is a block diagram Brtha syeiranpPad FompaRy sdich@mng @ec‘_éﬁfﬁﬂrrﬁt%&f\f\'ow TM@vice in
which a sysdwde @E&nﬁtﬂbﬁé}ﬁé;ng% §ﬁ§ﬁﬁ1‘i‘otﬁt86%ﬁ@é Zﬂﬁil/arhﬁﬂblﬂ?éér@tﬂk%lddréinsmm d

be apparent to those ski I n e ar| at on t he Tonponents invol ved
in a securlds exgmplegnclygs thenwsar oF romebile deviee 22, theisempepy véhidhegweeingo wi l |
typi cal |y opsratde AN BRE a & { i ¢

functionalci f‘{/arof t he r’mﬁelﬂlaeC ﬁregj%@%%en%ssg@%%%#%%m?o fn@%&%l _e6ddevi ce
30 conpri $88Ve eaeh Bt thesstakehnidnis maydene aointerestdnconiralingdheswbie davinsei ver
48, 2 usenoigarbAtesdibls dssBRIeRehiUiPhE AifhiBlueyfigRRCCt O SO, The merory
32 includes a key store 31, a software applications store 33 configured to
store software applFigaZ isatsockaliagrasayjanskemplafawiralessimnobilecpraetnapicatiom c

| app : vy e \
Dol T ouCet SRR ARER a3y QRS i ahed sk te S8 Flay ARIMPER AR B [ap
38, and a heragperdrites tretserskilldd.in thEhars that balyehe aompbhénts tmalveddn af seche t ypes
Cht ot | RN EPRAETT A Rl B ¥ 2, SR ddics TRy Aot  nose
aﬂownh i ?hlﬁomp(?&enﬁﬁheemﬂwgwp%a the t@evafridtfezdaioaamwf ﬁyesrﬂtﬁﬂgieaée\ﬁcdwwsiznt ?h

Koy store 31 stor osS SN Baignf Bnabls SoVIEs ShoRmpss ATSBAOR 34 RECRBIaI -
contr ol | ercohrolldfrioe BBitel Sk ParibceRet hs,itﬁﬁserTih@rf‘éeé va4e, laﬁelainQﬁfeHaébSoﬁt ore

33 includes software_applications tha ave been installed on the nobile

devi ce 30,°0RRBCtRESV. | Tha Tmeory 3R indueein key deredlee spiomate apptieaians Aigresst t war e
appl i cati %nﬁ?ur@@rté%f@é sbﬂ%ﬁfé@é;bif&ﬁtiélﬁ%%@%&be(ﬁ&wmﬁ?Hrté@@r'i@ clgbRicat i on,
ganmes, as well as other software applications.” The nmessage store 34 stores
el ect r oni cNPESASEGECAtEbTSiaretP far starlomeontact inderanaties sademaingsliewriere 36,

appl i cati Oé‘ﬁer‘éfste%?&é(t'b%ﬁﬁe Bera Y lnkBforBiYe R4 EndY phdse ReSRR3ab! ed.

The contacts _
These stores are illustrative of the types of information stores that may be provided in

the memory 32. Other information stores may also be provided instead of or in addition
to those shown in Fig. 2.

The memory 32 is a writeable store such as a RAM into which other
device components may write data. Within the memory 32, the key store 31 stores
cryptographic keys which may be used by the domain controller to implement domain
policies. The software applications store 33 includes software applications that have
been installed on the mobile device 30, and may include, for example, an electronic
messaging software application, a personal information management (PIM) software
application, games, as well as other software applications. The message store 34
stores electronic messages associated with one or more messaging software
applications or services for which the mobile device 30 has been enabled. The contacts
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i nformation normal |y associated with such nessaging software appld €&Bi 6Hd
and servi di ng contact nanes, tel ephone and fax nunbers, email
addr esseswzoo‘*/&ﬁéﬁaddr esses, and the like. In the donaiPﬁfTﬁb‘VpW%?éére 36,
domain nenbership control policies ("domain policies"), which specify the
criteria wed 3doalselstasesrinfernativn noinelly aksoeiatedawitio Sl nessapgihg Gaftivare,

property, shoul d be placed, are or ed. Per5|stent
data, or i'é)é}tv\'/}rés ﬁw%&/{@é’s’g@ﬂ%ng Q?W??Feﬁaf'%? @Feth”g@P%@?@’%ﬂ 24l on
whi ch cr eaatddcbsses, marlnsg atteldass@s teingl theniké.stietHe gérahin Foficy sfSIBTBEN dEAEION

re nobil e device connunlcatlon

bel
glsg:tss anéﬁ%'lpg rlsp'gtcéo(ﬂ‘ 0 pp e%k)ﬂﬂﬁ‘ﬁl“i@&%&ﬁ% piieD sRanify the crifriapsed 1 so  be

descr ped dasdrmine e eiomioaR! & eonwipespdiaticn, ot S sdnelaay

ref erence an pI|c tion programm interface
may be se oyl e BT -rP%fﬁfsaergaﬁt@uwd%@wbwhﬁuﬂévesnh@tﬁémaé@n of

represent £aoftiveky aphRatidat ﬁhlcﬁnére%fe‘%t tt5t1Qrs‘i‘&* tointrt he p;?é?@l@fetn't &orst Q7€ 39.
Q her data} assocjated with the nobil e device f tware applications

i nst al | ed HINTHBICR¥R I@P%vﬁéﬁcr@@dnﬂy fgehert sletail meicwn,e atiait mnobiler deviceshown
in Fig. 2cominlinédtioRasdatandi fied ﬂtﬁ@@orﬂﬁnﬂfc}ﬁttlﬁ‘?mﬁ%%t#% %§ hﬂmlllfgs i g 2,
or possibly in a separate menory conponent on evi ce

wirel ess thefiessdbashelay, the gomaenicatiompiped tebleddintay @6o inolude corafieranaseri ons
via a Wr t ] u The
nobi | e- de\?dl géa?tfgﬁl S % rsn(')ﬁ (ﬁa ab?‘g%fiéf)@g: 2gmﬁpgéﬁ?\g&rbs&%trﬁa%we Sgn{: andl

si m | ar | y-reegivgshieem pConunurication piees i Rreperties tapcésent eovdiguestionatatd, anderd ce,
via the i th LN CO rIIer 40 is
coupl ed tone;t %B%ﬂngﬂ BQ%EQ% WZ&Q%Qrgtléeggiaﬁ %ﬁ&&@?t}gwq’i@e ‘E‘HE 85?""2?630 8hd the
i nterface/ Sﬂﬁwaee:amﬂicamnsmwueldlonbbe debits ddek 30mby bt B&redlipttae Hatbetopyy
access to %H resour ce S cont ol t he

devj.ce assets ar | | ed _b
domai n con I glr"% 4% eﬁ(ﬁjﬁgﬁ OfESHP dlog F@rm%%%n byt not g W“%F@;ﬁl ghent ed
nmost ofterpGaSibty is afseparste nmmyeompo@@ﬁmtth@moﬁuéﬁévfbébgt is executed by a
nobi | e devi ce proce For exanple, where the nobile device

t
30 is a JavaTM -ena Pedwégl\g?%zp?'?ﬁ??wltn‘be £nphles e r mekile l\/ﬁ%\fﬁ%@qm as

its oper atoongnSMéét@ms vfa@ﬁtrél@@@hét&.bért@fasTdB@cr%%H%'vaé"ﬁt"'édrﬁﬂrlc%n #2h FIERY
I ncor por at d {1 Ev;che JVM or .i npl enented as a sof twar e conponent that IS

executed b Boe ﬁlseﬁﬁ?tﬁlﬁﬁ fogcompunigaéipas Wiy asiaitasinreaipped RGvi des
rsﬂ(;][ tevva?ter Qﬂ@ihdﬁgg\(lgﬁ%dg}gﬁlah&hm:% RERMINik e FRMEORBA AR HY, W FRt @
az”'? é: omain controller 40 is coupled to the memory 32, the wireless transceiver 48, the
Ul 48, and the interface/connector 50. As will be described in further detail below,
access to such mobile device assets or resources is controlled by the domain controller
40. The domain controlier 40 will likely be implemented most often as a software
module or operating system that is executed by a mobile device processor (not shown).
For example, where the mobile device 30 is a Java™-enabled device including a Java
Virtual Machine (JVM) as its operating system, functionality of the domain controlier 40
may be incorporated within the JVM or implemented as a software component that is
executed by the JVM. Domain control at the operating system level provides more
streamlined and reliable domain security than domain control at a software application
level.

The Ul 46 may include such Ul components as a keyboard or keypad, a
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The U 46 may include such U conponents as a keyboard or keypad, a 7 0 9
FEB 2007 WD 2004/01. 7592 PCT/ CA2003/ 001245 di spl ay, or other com§ofRERt 07

whi ch na(y}vgcceﬁ | nputs fromor provide outputs to a user of the nobile
devi ce 30YOAHATGH shown as a single block in Fig. 2, PEUEANIBEOIRE
apparent that a nobile device 30 typically includes nore than one U, and

EI' Ee ul 46fd|$)la}yt hmtbérmom]:oné@t@d\ﬂ'ﬁbbl Hraay ?Mepﬁsﬁplbtsmm @rrpfr@M%ompmété é\%ﬁ{rf acgsl
e inter connect ar es informatiQn tr er_between t nobi | e
devi ce 30 gﬁbe JoB¢e gpvign hegﬂm?‘csé’o\?’”aasaaﬁ%ﬁ@gtmdﬂgl Hks%%tt[‘ég’?l shed
bet ween tmppamhembaaaiaw@ﬂ@ﬁb@soirﬂn@ﬂ irRlUIREPRIrk Bheth drie BI, A8 Pl ABNECt OF
in the PC,or oth e. The interface/connector 50 could be any of a

plurality tlz)efre@é? ﬁé:‘? ERPresRS ORROAIMOre PSRIIIRIBITAGES. f or exanpl e, an opti cal

data transfer int efTIﬁPﬁ}t@%@/@ﬁné&lor BOfdrRbRE PRIrAafs® dehaieh %tv&éern%)e port,
some ot her ﬁ@ ran e wireless conmuni cations interface, or a wired

i nterface and 8P WAr pepPST dedes dia BeemyBAtipD fipk gat@blished
connect i Orbetvlfélé?x\’bﬂe mlfé?fabefcaﬁk%‘ctcyw n%?%é)ﬁg%ﬁ@'wﬁ a?c,%rb? cbﬂﬁ&gér%%é F*dkﬁ' ude,

for exanple, "Bluetooth” nodul es an es accor

Bl uet oot h Oé?ermwﬁl Th@pe@rfac@/avnwr 50ecqdd bé vy wf alptunafityl ofldataatumaf@nt to
th ki | h
spg(S:?f fcgt¢§%gh8§%a fné; ?&E) e&?%ﬁs'?)l dda%?%rgf'a Fﬁ&gg lg“sn %I)@@t roni cs
Engi neer s [¢f rEEEPata@S@piahgn fltDMnceﬁ ecmse Dtthsmrtalrange slirelsss pemfmnmbtlca'rsea

t ks, 30
and ot hor MEGERE o ECliter PR SARNIAR AL & DT il i Bl e Bt 30 °
necessari IOpnbectNDna &npiwpsshomt- rangemwesmmommonesmbdac@mh@ﬁldlbl eNJora

bile d “ t in
conmuni catanps ihgnRrBhaRS shT e D) TS eraind G hEER efe o doddicr o1

schenes. 'Fslpassflcatimes mebpdctiveley itall B apparkot thehsxerskaiel Wtﬂe%rﬁth%luét@bth
exanpl e devi ce cradl e

connect ed a[n§ eyza’@quneg\ot‘?)ﬁ?tf‘ gﬁpeqﬁ%@Y% at‘i?"%’(‘f’sﬁ?’“&ﬁ? Hptte Ofrgl?ﬂf@ab@ﬁ ce 30

such t hat ElebtmidsOE\hgieré (IetE) e Adlating tbﬂmﬂalésisrLQA.NQEné'v@i‘éles%fpé\sé"la‘inafe%r port
of the PC, BWR%« E%L_}/SIC | 'y connecti ng or arranging the nobile device 30
and PC in"§ tr HeIhePiNE® COMAUING, F%[‘SW%" @?BWHQQEV’CW%G‘%‘?WGFCUI ar

oper at i onssykRvid of a8vités Bs it@bﬁtbﬁﬁéé?&)rﬁﬁﬂwm rédd %%e@@és‘éﬁ@%e@zd@@?ﬂsﬁapev' ce

and another s stem or device w | dependent upon the
i nt er f ace<ORRRFISP, re&fﬁ'ﬁf&?ﬂ@?@”%ﬂ@ amc@ﬂeﬁew@et@a quﬁierde\dmr@estam t he

ot her systigiuidds &%ﬁll@ﬁﬂ%&%ﬂ&ﬂﬁ.ﬁﬁdt@ﬁgtt@%ﬁ lthré\"bosrrs%aﬁr' bR gre\ﬁlﬁ%g?sy have

interests in control evi sets resources. e nobile
devi ce 30,raastessehaspes. Thus, the mobile device 30 could be connected to a PC, for example,

by placing the mobile device 30 in a mobile device cradle connected to a serial port on
the PG, by positioning the mobile device 30 such that an optical port thereof is in a line
of sight of a similar port of the PC, or by physically connecting or arranging the mobile
device 30 and PC in some other manner so that data may be exchanged. The particular
operations invoived in establishing communications between a mobile device and
another system or device will be dependent upon the types of interfaces andfor
connectors available in both the mobile device and the other system or device.

" As described above, muitiple stakeholders may have interests in
controlling mobile device assets or resources. In the mobile device 30, assets or
resources include the wireless transceiver 48, Ul 46, interface/connector 50, processor
40, and any of the stores or information in the memory 32. Some of these assets, such
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rces include the wireless transceiver48, U 46, interface/connector 50,
Lszggssor 40, and any of the stores or information in the nmenor 3FFBSAIE
of these %\%% 7§55ch -8 0 9 FEB 2007 WD 2004/017592 PCT/ CA2003/ 001245 as
t he Ul Eﬂn be usabl e by any software application JiCTGAEH0GHSt he
nmobi | e deV| ce whereas one or nore of the stakeholders may wsh to
exerts tigRedpe i’bﬁ@r Bight hecysablenky anyg softwarei apﬂhaatmngort stystem oelths snobile

t
L1 anscel e 30/ RTEaS S PSR ind iy ASerh MR LE SRR bl
control of OVWeOthﬁbaSS@ta;iemit&mg 3@ wwe;smTﬁamgnvbeﬂ&,smte:uﬂggé/lcggxré&weaudes ohendas
[ ey store
(S:mm]olgpat)nﬁ 'ﬁféﬁhﬁ% erd ﬁ@%ﬁésm@éﬁdf%exgﬂe sgftvvare applications store
33, donmmin policy St|00819332prp’ﬁdfsmsmﬁlet-s%tai@laldétéﬁo‘ér@&:;ntr%ﬂé*th&rgﬂﬂiﬂémml ne@@b' on
t cations
ol ol e S0 UsRINErRS ¥Erichad18 BRI e tn if MialOrme i PR moMEn Therai ns
A, B and Ckey 'El’tcﬁen&ssmjmjest oryptodfaphitd ke PN FGCHEMEINS B & mclp@esm@ges
and cont acéﬁ%’m?som tedggnt domains B and '"C. In this exa on
ci

dormmi ns B ROUSH oG S6+ tnﬁawteaﬁoaata:aqmr@ng?,oend
servi ces \A/oq)mmun&ﬁtnbﬂﬂ@mj&s%@?%tr@éﬁectﬁé aiﬂéﬁuaé?rgo?l‘&}a?e ?ch%ttgﬁ écﬁ?ﬂghn c

tonot for the pur pose i c
'rrgglsgg.GﬁgaPﬁ'%ﬂn%%uEef%%L%%B@% ‘Wd ?%#@‘P@@atquﬁlaésﬁmtedwhdarrﬂalnsdbmnds oln a
nobi | e deviThe nivebagte store OBAMHNICALHIANs pét{ﬂ%c3§ nhéluH@me%gEs 4 rc?@egtnp €

when a donmai n includes only software app ations whi ¢ rovi
mobi | e defFgasiat QA]WQ%?@“%?&%@) Ghotin tiigixampta mrin doagins B and @rhafveom t he

nobi | e deves‘}ﬁ)c;a‘éedjﬁ'égéé@h%sﬁtv%?é éﬁglfdéaﬁanéjé %%8%5 ﬁrhlcn%%r%gr}q%ggﬁ%g%o o

| evel of trust, and can con
st akehol dep? %Q&Q”%tsas’fﬁtﬂ)% eDQ@mirt:@ incigdes, a aonmnhmhcmtidle‘pip@e bowgtror the

t
CRL T o O oApSREY P RN kesel A PDAREC! 1 1 o, ST R 1,
menbers. Eﬁ@wad@rﬁaﬂ A mﬁabll@ddwmnrmsltidml E\cc%jontr’rit'arti:cftfut?fa P@bs ‘gﬂ‘la Gig%fgsv@ﬁ}sﬁ)rca”
2?23{? nge %fbwg%rggg@??%&a %r‘?@ ﬁﬁ‘f% htﬂ'i%‘”%ﬁpﬁié“%@l ce to
each st akeH@Wl@l@ﬁJ,nctlcms wiithkie mot deuke ﬁamwmidatlaﬁﬂtho;mm ?‘ﬁ@ﬁg‘f%&% glrra?\rllgr
The domai n controt| &40 HaRGeBRlen it felaverna capmandeReot st 30dand
mai nt ai ns cambe oned and sosiesied b9 adABBic YIS A MbIder SSRH5E %%gﬂle%%ée that
trust r equhsr'eerrrgnnt]gb 3" c?ev?caet év%rgéreg cgﬁﬂfe?roer assueCrClcg %?gvsldserl SPigcr:mg an object in a
domain means that the object is trusted, and that its use can be restricted to other
domain members. Each domain has a domain policy that controls which objects can
become members of a domain, as described in further detail below. By creating
domains and assigning one or more domains on the mobile device to each stakeholder,
all stakeholders may maintain some level of control over mobile device assets that are
part of the stakehoider's domain or domains. The domain controiler 40 manages each
domain on the mobile device 30 and maintains control over access to domain assets or
resources to ensure that trust requirements are satisfied before such access is granted.
For example, most mobile devices may be purchased from any of a
number of retailers. Once purchased, a mobile device user can preferably execute a

pre-installed software application that allows the user to enter credit card and other
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For exanpl e, nost nobile devices may be purchased fromany of a nunber of
retailers. Once purchased, a nobile device user can preferably gxgcpfr 207
pre-installed software application that allows the user to enter credit
card and V@ R4/017592 0 9 FEB 2007 WO 2004/ 017592 PCT/ CAZA0RCABIZHB245i | | i ng
information that is used to provision wreless network conmuni cation

servi ces. btlfﬂ@%ﬁmﬁ&ildd et isruseleo pFdvisir WirdlB8s RethakecdRmbinicBiidn Sdrvices.
prow Si onéﬂgswwﬁuch services on a new device nay instead involve

i nt er act i din ghgart will appreciaty ihabingiabRioisioninig< SHel serdges o a new
represent Yelike mayRindtdagl lﬁ?&@@%t&%eﬂu&k%lﬁ?b dﬁ@?rpé\r%rvsgé‘ r&hdﬁér'cﬂ tomer

information is sent to a wireless carrier serv verifies
the billi #gNigerepiasEnGHvaMa asteleghene @rdgtemeiaf«abmagaes'@@ééhmg)qun@aﬁmia e

devi ce. ThgnigQ v?if'édé’éé c%’f‘né%?lﬁr?@?em%i \Pﬁiﬁﬁ@éﬁﬁé@ tﬁérﬁlllh??nmétlo‘ﬁ aﬁil‘avéeﬁs

establish carrier donmain on evi ce Ier donmain
i ncl ude suegistiationstreesaaga i thewsebile devicec aiheregistration mseageesprdaeseedwat

| nf or At i g, ARt BV Boedthilch RE PRSI o el EhSAS e fi@MUNI Cal i on net vor k.

The user nmay t & TR FiE Gorin to  subscribe to a
chat service, downl Geelcatier demainrmady mfudmheqspétsc&sta browseothdtlvan be

bome - e BBk i, SREGTHRRL N SRRy BRCAED (PEE R TS, o

eranrplbe \MommursmmgfneefsorhoWhemsbéem?ylﬂmclgse?ag;@r@!ﬂwd I:rdtHee:aln@erId@m::urpto may
SO e con e e user

Comor a1 bl Bkl BehiR, doBinidadrineriohur SH SEBRRpRPTCR T LA

sof twar e dpiehietadridyisce the dpRhlobesd seHehrd applicatien intsldledatier aBmei, estiat
system Such.a backup operation allows a device user, owner, qr other

st akehol d&fOMaY PRIVICES: éu‘é 233 ARMAIN BRCKYRITRAMEREY (o sxample. WhithiSRe BlasIRS

cor r upt ed, offeArdopinBbf: sHIUdBE BBciditup, YRAS alkBbeCMfihGral HySRERssetdy im@s for
the carrier domain on_the nobile device, the carrier maintains ultimate

control oVE¥NarKlemaif. r@%ﬂ‘a'a@ﬁﬁ'ﬂi’ geagradi)égwpkvséweltwnstﬁr phHdamaie dalel possdivbw.  The
user may %&@dth?%bﬁ\lvéreoédbﬁéat%ﬂgt}%@-ﬁ&’té&?@nﬂ“‘p@réi&@ﬁt @é?gtcpéﬁékt%h%nsyé{éﬁ'\her

servi ces usin he mobi I'e devi ce ectroni ¢ nessa gl servi ce whi
supports M@a@v@ké& ehenggen BaWec@e i¢eeusebavyRer dunottss smhaldpetpgeﬁate @mal |

or other IRSGAH fR @\Feégﬂ%tt tdéd&ﬂ&n%‘%@fr‘n@g c‘i)nabteﬁa%r %Qam)le' nAlﬁ"\roﬁsﬁfn the a

nobi | e devi ce user. n- cohpon a service,
when i nst. alaeemaynccawfiearecewﬁe@attmgsm thaozaelw ddmlpmﬁnaahommmghe

e oSBT AT EPa BB B St el BRaR "
below. _

The user may also install other software applications and provision further
services using the mobile device. An electronic messaging service which supports
message exchange between the mobile device and a personal email or other
messaging account is one service that may be of interest to a mobile device user. APC
sofiware application component of such a service, when installed on a PC configured o
access the personal messaging account, establishes a user domain on the mobile
device if one has not already been established. Any mobile device software
applications required to use the service are then downloaded and installed on the
mobile device, and placed in the user domain, Such a service might also synchronize
stored messages, contacts and possibly further data associated with the personal
messaging account between the PC and the mobile device, creating messages,
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applications required to use the service are then downl oaded and installed
on the m)bl | e device, and placed in the user dommin. Such a seryiSc€EBi ¢
al so sync 940@3 75 ored nessages, contacts and possibly further data
associ at e %he personal nmessagi ng account bet ween RTECA0HWA245he
nmobi | e devi ce, creating nessages, -10 0 9 FEB 2007 WD 2004/ 017592

PCT/ CA2003f@0adasansheatadn §ie wsed doatan. Smu:hehejelectrdﬁmrmessafn@eemd@e and

electronlc S i c t hus the user ve access to a
conmuni cat |Hg['r§1 ﬁ@glﬁfﬁéﬁh ﬁa\'/%ggﬁess 5 8, fdamypica Wot”ﬁ t e, t he
ua er donmi Mmessages aIEsaxcharmmdrwitH thiecPOLthe lflyeawamm midhit B&ote%wpwﬁbnt*él‘r%‘t"ser 3

t he user i nst a ot her plications to the
user domrﬁ%“{iﬂ‘g{le%% @8%‘%&8?"?&& {héalﬂ%eﬁ gt ”b@‘?"ifrﬂ‘é%fg ang dpgtal efher

pr ogr am famﬁ\warapblmatlblhmmﬁé QgsraioniEy. AheRSHedbliwale éﬁﬂ;ﬁcé?c%tléﬁfbﬁthtdagt e
in the us mai n and_create rem nders for their birth he us

domai n mayF egplgger HagaM. fdexgepte, Hils REICERE Ay FRgESS @Ih@ﬂihaffoataatsrthawebac kup
frequency. thWL@e&deﬁ@m@ﬁr cré\étéhéﬁm{o%rélﬁﬁ tHelioi Hngt?%‘ TﬂSWSgled(Frﬂéln\I}Ré*(ﬂQb” posS€s

as wel |, eor ﬂﬁésen a nessage, an e for ex
depar t nent %‘fe 'I‘i‘*’l’e‘sr °8F' ?b’eéﬁﬁﬁ'ﬂs’?-é%hﬁﬁeﬁ dgreain bianlmnfcmmenme type of the

nobi | e devi ce and i

create do ssaggh?g&%%ﬂ{?%ﬁ bﬁ&a%sﬁtg%ﬁ“’w éﬁé@é}ggpg%g%%gﬁéhessage
is receive 8‘E5 BB aMassAdEean emeil fns exampig, mlthstT dwartpmltrpftmsiorhml ng a
U 46 (Fi demBloyet. Wt?&@rﬁ@ﬂ tcf&'cli%s ﬂ?é"fgﬂggi‘f"t% mdBfe @{\)ﬂée a%& |§sy netwﬁﬁ(”ad,&es |'s then

created. Having created ONEl N on
depar t nent 1heipl eerpstraant Itheinrﬁeﬁdﬁatqr@a!tea:bmdrrerneemww i meblledgvics dWaen

Cust oner ation to the, device.

ASSdESCI’I Egida%b%zaaﬁarmpﬁé%ggarr!;eésgegsﬁwaatgg? &V@é{g %gﬁ& ”ﬁeﬁén%’n%r g?

dﬁmalj n naypwqamtadiensmgtawlrﬁ@s(lrmﬁpm ?mmptmls nd&ﬂm&rﬁﬂhm@ﬁ?rﬁégﬁiﬂgﬁh' cs of

t he domai n requenc conte at e owever,

Lhat ot 1 osdiP AR AR Bl R i o B dvioe (b T ensrimamat
rr}[)l Oéer t doplagds soct wgf;mmmtaonras meeeérailaény; biesttéry éﬁheae@ﬂt?elt&%‘néf ReTﬂ!%nsr&p

i ntroducti exa e has sone inportant nobil evi ce

control @Qngé%m?wb@@eﬁqﬁwe ﬁBP"‘g’BQW 81e {eyicen ’?‘Q deesiibed mbeve fordhegr am

in the usearndoair&i ners@mne@maﬁgemé ehiifoyeP BB rﬁlé)f ROLGS ¥eﬁzﬁ?§\n§cﬁ€9$t%fer

domai n, S@}thougnﬁﬁb are both stored on the same mob evi ce o,

synchr oni z3¢ 10PY% a@@l"ﬁ'm&h‘h dgeln, syeftas dempisrhashan freguermyt 4t is
3gtﬁ\g|eﬁncg %ﬁggt{ﬁ)ﬁiﬁy&g@agﬁ at st tdh%WéD Ibf%r &ﬁﬁé?ﬁﬂldf&beﬁgﬁt@rc%%%uead user
yer domain configuration is establlshed by the empilovyer.

The Introduction of domains in this example has some important mobile
device control and security benefits. For example, the birthday reminder program in the
user domain cannot access the company directory in the employer domain, even though
they are both stored on the same mobile device. Also, synchronization of the user
domain data, such as personal contacts, between the mobile device and a user's PCis
accomplished through a user domain communication pipe, associated with the personal
messaging sefvice, so no corporate data from the employer domain is backed uptothe
user's PC when the user domain is backed up. Similarly, any synchronization or backup
of the employer domain data is performed through the employer domain communication
pipe, so that the user’s personal contacts are not copied to the corporate server.

In addition, none of the software applications in the carrier domain or the
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nmessagi ng service, so no corporate data fromthe enployer domain_is backed
up to the user's PC when the user donain is backed up. Sinilarl{,3dig 2007
synchronigatj o backup of the enployer domain data is perforned through
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or upgrade_software applications in the carrier donain, but cannot effect

software aPpPP¥tions in the other domains. The carrier may, of course,

t traffic f bh @ligew ' bod , but
prevent traffic fromnékarplbhicew é‘euﬁé}aw%bﬂwﬁ?ﬂ,ﬁ‘}i’?ﬁgﬂﬁ (ﬁﬂﬁm% u

any nobile device could be enabled for operation i _ er ent
comuni cat FYRRINR GRRNES etiprt seftwaragprirsticas dnthe othardemsinssTpercatriss mayof t war e
appl i cat i ogfscoRfgRY hR&: i L ' . | e, or
sone ot her S(())urc_ebt rggt?g%fﬁégg;)gﬁﬁé onﬂgig\#g,gﬁgrogq%frg@r’@m%@&nﬁF?%@Hgnﬁi ns
and t hus pRsBAbiledeyierqasif be enplied fertapesationds mullipld gifferegib cainnsuinicalitn s i s

useful in MHF@%BEVﬁéfb&B'%WEéﬂ@?s as an Address Book software
application used to vie ma '

%n nage a contacts store on a nobile device.
Such super user softpenr éisapdffeare oapplibalicnsapreiiedt bynthet inpdtHleddsvtas, but

al so prefe I i of each dopmi For., exanpl e,, a
yneht oni NG achEFREb T, HREHE e IR ) goraieS BRSBTS backs
up donai n efanaltiplhdouginst dref mpplpmmeinaamlntfmdwmwaﬂ(méa abfbss@ﬁtﬂg;bliatd@dnm‘wm' i, d
duplicati : nL_user ftware.application co on a nobil e device,
super use?ﬁggh%a%?@ YT %%FW%ﬁ?pﬁjé 'Bgséﬁ@@ipdjéir?%}‘ﬂgﬁﬂf?ﬁar?épm‘ﬁagﬂnthey
have accesssd @ndewfdndchanade aasmiats derion erdbae davivel r oMK bifFerl @eti M8,
user software applications nmay therefore reside in a

o ol B RS R 150 BB pofaa Bl ey e

appl i cat i osepusityosfesach @oriat. NPbr @&HANE 2 §ohoNrdriizaNBN software application might
access all data but only backs up domain data through the appropriate domain pipe. In
order to avoid duplication of super user software application code on a mobile device,
super user software applications may be outside the domains to which they have
access, and effectively assume domain membership from time to time, as required.
Super user software applications may therefore reside in a particular super user domain,
or possibly in a part of a software applications store that is no{ associated with any
particular domain.

The mobile device 30 (Fig. 2) implies a segregation of the various stores in
the memory 32 into different domain storage areas. However, it should be appreciated
that implementation of domains on a mobile device may be much more flexible than
would be apparent from Fig. 2. For example, entries in any of the stores in the memory
32 need not be ordered by domain. The software applications store 33 may include a
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associated with dorralgns&a Eb&dzﬁgﬂaﬂwaﬂué@ﬂaﬂﬁén@lt@wcﬁmmﬁééﬁé&%!e@grr%hé' pl e
domai ns on_a wireless comun; cat i on device. Fig. 2 shows donains

from the p¥FYPHRICANAD Qﬁ"*cﬁhféﬁ 2ah %ﬂoa@m%fmfﬁé?ﬂemrgpeqkmpéabym%de\ace
i | | ust r at ecoriftsentsawhbrak FR Bq%t@fes%waﬁﬁca@aﬁé@wcﬁnéi bﬁ%oﬁﬁ}é 85\9 ge

Therefore, the ﬁ\%t ual npbile device may b same I n

al t hough SHE nNEERRE. Leagiuel wehie dﬁvmmay h@melsenwevﬁg@ nd 3talthongh rmor e
appar ent fﬂ&ﬁélﬁitﬁse&ze(ﬂ!ﬂé‘cérﬁﬁ)l b4 hidP ek ﬂb@édgﬁé‘mbl:beéﬁégrentﬂb B4 | e
device 52 in % I ncl udes an enp oyer |n

and a userafﬁb'i’?ﬁ elogdng @%ﬁﬂﬂptlm’th&tﬁ(ﬁg software appl i cati ons,

t
dommin 64 al'so | nel MAEHERENbS 82 n Filcs FERUEY &5 oBERLT %@i‘?ﬁ?‘néﬁﬁ"%ie;nd
t he user déirasin 62, aadear @sgreciomeadt ﬁ%eemfednalsdlm@ ddivazephppliestibrey $6 and

a user ke I ar detai |

appar ent ?‘/rcg‘?'nngﬁ@%%d 'pg%ﬁdgféq%rﬂ q'fe%ﬁwl'lm}fr ?W@'”ﬁr%ﬁﬁ%fﬁﬁéﬁ"%@&the
errgl oyer ddaminclugie Coanadtstdmé nmagds(;rf?emlrﬁﬁlowr@oﬁiam 5@dv\rl1hdtﬁﬁ usBedaiaimens A, B
and C, respec Yo.in Fia 2. efault domain 58, i ntal

sof t war e a%%l rltegé%u\g%lg Sfﬁﬁreg 'S ﬁ*%%mpﬁk{af eﬁ%&@gt? Béerdg%% %%W ¢ ch

i ncl udes adesctibecsin faxingr d@ia:ﬂﬂ%vﬂ%@@ﬂ%e@ppﬁt@ﬁﬁdmé‘cdrhﬁarliﬁdhﬂﬁl‘-"igseﬁ afgore 39
(Fig. 2), ﬁzaso b Pl aci ng asoftvvareagllcatlonlna
domai n gi v@é ?garggr(igggalpg Ssﬁﬁl"}%by&ég‘éﬁ‘%m %%@dtﬁﬁﬁéﬁ]qp”ﬁ%@ flarfpsimilar to
comuni cat 1herdolma@ﬁ§)8%ﬂd CloaBidetive! QnﬁgSQ % defBEf Ebﬁaﬁi‘% %ﬂléh ?&qams

properties, t he e I oyer domain for exanpl e, twar e

appl i cat i ofPTY/RES AREN B¢ propstiosg ?H@ aSIPPOEER daﬁ)"ﬁlﬂ @%th'ﬁh H‘B}J/@eé@éess to
least some of the proper’ues stored in the properties store 39 (Fig. 2), are also shown in
Fig. 3.

Placing a software application in a domain gives it access to domain
assets, most notably the domain communication pipe(s) and domain data such as
persistent data and properties. In the employer domain 54, for example, the CRM
software application and the corporate messaging software application have access to
the corporate communication pipe, data such as corporate contacts and messages
associated with a corporate messaging account, and properties in the employer domain
54. Libraries within a domain are similarly accessible only from software applications in
that domain.

Some software applications may be members of more than one domain.
This grants the software application access to data in multiple domains. In Fig. 3, both
the employer domain 54 and the user domain 64 include a messaging software
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t he corporate comuni cation pipe, data such as corporate contacts and
nmessages associated with a corporate nessagi ng account, and proBeE}tFiE& 0
the enpl oygp M@RLH, 54. Libraries within a domain are simlarly accessible
only from softwar eﬁgppl ications in that domain. Sone soP¢W&ara003fpiziati ons
may be rrenberz of nore than one domain. This grants the software

appl i cat i orPRRIERINS. inthigaagei ihisitesiralie to hivemisirgle $uperuger rAesdagingy sofliare

enpl oyer d i [ L nclude a sagi ng software -13
05 FEB 2000 B Sat A DR B oBert ot Bk B aicvser o ewhes ese,
it is desi r¥h gomginsavaulichhgyents eustspel auoéwarEsSNghRGg. SOhtOBEus@RpliLat | on
that is a bot h dopuni ns._ However, the owners of
a2 2 OB esHodBRBPORInd Bo Sl AR 15 g touerel, he ounct s
uoer, of { e ea amuliiatsastyto ronidano it Uesleck BGMA dy fe 1
access to theﬁeﬁ?ér goangilrﬁsqg%n Lfsﬁg&?f%ip%ﬂaWiBHOiﬁ?%@laC’ﬂléﬁ@iah‘sowmhaﬂOe user
donmi n 64 drust  supdrued; sefate dppivatio®¥ie§raRfscckSs td dudhta s%ﬂ%?féc%x%ﬁﬁgﬁon

sof t war e appli L.on _and grant access to such a software app ron .to
Its respec??\i/t%é?%gc?ﬁgﬁﬁ E%B%Pware application provisioning policy is

f er abl t stenmblicatibn Sidvisi ; ' ; trol
Whi ch sof tyvgjsﬁ %‘;ﬁ E?;T"-" D ton PO sl Sty e RAUIR) S BRor B80aE. e o
met hods of Cort POl P S/C‘IQ%‘@HWH@' CRNEENtrolayhich sobiwiaire applisations @ndeteaded These
are di scusdeid &nddmdibhemrhggt ajd s’é@ér‘é\"’:me‘fh&d%"B?"%ﬁ%liirﬁ@g%&ﬁrﬁ%é“sq {%9{5{‘36‘”5 of

communi cation between the mobile  device and sofre”ex ware
particul ar FpRUCATOR O 8 Oomalnr Theseyare dissussedds futiiev eetaibeld®er i al Bus ( USB),

Bl uet oot hTM a seri aA ¢p i ; R n_represent several . |ogical
communi cati on gi pes dgp@ﬂgﬁnﬁ%ggﬁﬁﬁjﬁggga ea\ﬂg;t?f(g PHECATLbetwag ﬁT%W““@B@arrpl e,
a GPRS radi®§VaRnBeomsentems! enlihuppedicelanptysicakitanshbe |er, sueH aYWRve_EEWaY

in the cargdrigraeonm wel | c at teway through the
corporate cor?rruni cat i%hél%gfc%zhi hét“%@aﬁé’ﬁﬂi %%f{@bﬁ@%%séﬁ?‘xfwrﬁw sgydal bot h
the WAP gat@aied} ceinmunisatienpipes dependimgomihk gateinaly apiHeeth&ings ¢ot eRfRaEat e

nmuni cat i ' t hey use the a hysi cal transport. One
(r:gason for ﬁ?gsgggg%éﬁ irbgndglgg%lﬁéw & ?% W&Bﬂtﬁttﬁgcgﬁ%éwﬂﬁ@ﬁ%ﬁm Hensport

is used, tKeTgadenanS2anewelbat a od:rbetiaté)gatéﬁﬂﬁﬂh&il.@h&ﬁ@@fﬂ@ﬂa@@é&nmﬁhi@&t&%g a
commni cat Py 1o BIRTSL R atese sovier AR PBRY and teogarsteay or
of communication pipe represent separate communication pipes even though they use the
same physical transport. One reason for this separation is that even though the same
physical transport is used, the gateways are controlled by separate stakeholders.
Placing a communication pipe in a domain means that the domain owner
trusts that communication pipe. This is usually due to their control of the gateway or of
the encryption keys that are used for communications over the communication pipe. In
the case of the corporate communication pipe, the communication pipe often includes a
gateway through a corporate security firewall, such that access to the communication
pipe represents a possible avenue of attack against a corporate infrastructure. By
placing the communication pipe inside a domain that they control, a corporate entity
such as an employer restricts access to the communication pipe and reduce the
-likelihood of attack.

As described above, any data that survives the termination of the software
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the encryption keys that are used for communications over the communication
pipe. In the case of the corporate comruni cation pipe, the comrBqu ooy s] %Qh?
, suc

i pe ofteQ.d ¢ a gateway through a corporate security firewall
tht accegfsd {bgl/mgﬁcommni cation pipe represents a posSCBICA2PERIS of
attack against a corporate infrastructure. By placing the comunication
pi pe i nsi déPRiicainraingt crrated lifds saishta be persistemntpolnaa enenet fradjtiorslicbmpstean
enpl oyer r ' t i.cati ' nd the .
kel hoodt o etrS, PERRIen duth 17 VRETHD o Bl 08 el G o e
t er mi nat i oMegTery K@osvalywent persistant@nd disEBPE0 WheWth@ 86Fi4Ye BpPiRation exits,

el | ted,lt.| id ta, be rsistent. In
a0 RARAT AR AR RSl ol BR R ol SRR '
di sk or dateisiéeby witiog ithe chre;istemedtalsre. ieumysticonparters) mybillcmﬁvn@gmeé ent
[ f I catiqgn It racefu or
ot herw sbr Parapietba WIS RIESERERY et aatls olinaibedd boerdpoitupre
preserve apmicatidres. tﬁuohrérta;ing off Uafa%r_&o?@éfé @;ﬁiﬂéticﬁi iﬂ{e?gratldtn‘gﬁ?dﬂgt?%lrsgfuel
il e devyi rsistent and non-persis ) .
S L T g e
sharing of utkr@puldussafftnms apgiRatibsat i on integration | eads to useful and

nveni ent features but .also introduces the possibility of data theft or
ggr ruption by unsc Lﬁ‘%@ﬂg‘ﬁf$ﬁ@¢%‘eﬁﬁ§p@ﬁ @%fgmmsapnb@_ iméntegretinn whie
benefits omithelibgaie rifRRb iikdbHM délé?%;ﬁaéféglt,wﬂi'| k)%rsié’fb ﬂgé’ta'&eat[e{}%\xgé“ to
I mport ant daﬁa. By default, all persistent data Created Dy a "softWare
appl i cat i of*TE'BIEREUAIIOR 1§ RlaCedifethacirrendaealn ies thesoftwaee appicatizat i@nly Onl y
sof tware apgtvabbpmatibis infthe S48 dBAZRH d“an%&e@s%ﬁf‘sﬂ?er&igte%t &> I'fﬁé\f"a{ﬂgwg ata.
This allows the domain owner to ensure that only trusted software” "

appl i cati of€¢ e@Raiacewser tpensuret that opiyt tustentsoftviaeel appficatione apphc@ati ons
can still 0 ' ' _econpr.on si ng .daf a
ntegri ty DreSRAAReD Ul pi e SR Rons e R ba k2Rh Rl B 2R

conf i gur at WBRoUt spaWRRMistg deffaintedriby ei sdvaritygl obal , domai n or software

Frher “arain of accedtobBirs 5 PO R kg oS S opplaie nhudenies

1 0611Y,{Rngobe, ity staers eyt iU AL,
or To set POPPURE AT e ok B oR P Slickm ot pisTade, | iotioEple (GHES abackup
and rest or propednthagoambé aadintpsottvate SRHCAROAAN neEmobificdePRIRHieskARYE

confi gurat {)I%Qeéj %te? d&%ggl s;nrc]jgused to store user configuration or to set policies.

There may be several ways to add, modify, store, backup and restore
configuration data on a mobile device. In general, known configuration data handiing
schemes relate to configuration data that is global to the mobile device. Handling of
configuration data on a per application basis is normally left up to the software
application. However, a system level domain-based mechanism for handling software
application configuration data is desirable, for example, to place information about a
software application in a secure location so that it can be used to define domain
provisioning policy. When configuration data is removed from the control of the software
application, the software application need not be trusted to set its own provisioning
policy or manage its own application lifecycle.

As well as supporting software application provisioning, properties provide
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exchangi ng jupt aievaté 86pIRAGLAd SNSUM 5 g&ﬁ%ﬂes over the air froma mobile
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control conthegHfedhd b | not. just software applications
on such a dev?ce&ﬁrﬁ %@géée)%? ié%'[slélEi a‘?’ié&r?gﬁé@,ﬁ'%a@%i'ca Presqiregs aﬁeélsgﬁﬁ?yrﬂqﬁaed

resour ces ¥R Sefftre appégatiands createt! and abeneidioneelly Whepeas TROhENRNEan

appl i cati ongsgaRH fine en a software application is
created and ar e@ni(r)h??%%(?ﬁnvg? @%H@Légﬁ%rg _nuisrz?go Fé%bto?é’r%??“ﬁ Fehbetyperindieates a

sof t war e apbPeaf Haie ofdhe pepetty. Pedpertidsomay BKOPEUE )é1de§&%tioﬂesésﬁ69§teiffb% cates
a type of Qﬁé?’afﬁ? té]a?apétﬁl@et ‘%?é Pr gef{tiea may al so have a description,
separate from the nane. eb SW'H@T BMdBs Rpmstallews Erisaperties aditeg & bows a
properti es Bématiogalizednethounteenmalling Baloftdah ¥hdiidatdn,r econpiling a sof tware
application. The fol II.RV\H“E Er opere}(é_i dentifies a .ser'v_er with which.a -

sof tware application' T Ht &FISPEPSl identites g sgrverpyibenhich a sofyvaralapplication
http://sap.isteraats:. net/crm Description: CRM Server. This property mnight be
used by a CRM softvvaﬁe apgl i cation on a nobile

ame: Server

Type: String

Value: http://sap.server.net/crm.

Description: CRM Server.

This property might be used by a CRM software application on a mobile
device that accesses data on a corporate server. The CRM software application is
loaded in the employer domain 54 in Fig. 8. The server property, required by the CRM
software application, is also placed or created in the employer domain 54.

Properties preferably have access control. Not all properties can be read
or modified by all software applications or stakeholders on a mobile device. For
example, the CRM software application is able to read the name of the CRM server in
the value field of the server property, but cannot modify it. Additionally, the ability to
modify the server URL may be reserved for the employer or corporate IT department,
This is particularly important when application properties are tied to system resources.

For example, if a mobile device security firewall uses an application property to aliow or
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interface fpropediekirngy BeMd i jes.. Thj trusted software
appl i cation_or Péleop,e?{ y @ddihg%? '@%‘s’ﬁ?g’g’?ﬁiﬁﬁﬁr%@% fdees @cPrigpeite Enlijor is
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control rules for eacF{l bso?t&gpglﬂépg)gﬁm?ﬁ}si'on, as well as for each of the

st akehol ders on a nolfior exampiectbe fdlomtrey propeBEslicnRS SBHVARE ol &ggﬁg in,every

domai n on ah Bk i Property Editor is prefer a%lat}ﬂl np errerﬁ?%d as
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a software koAt read but not nodify or wite Bt BpEPRy. A
user or a d\'gmrrgr:‘ }lsclﬁést r%%ﬁ%@e}ng/ @'&“ﬁe?’@‘a{ Qﬁ@’hﬁﬂit%/‘émqbﬂetdh‘eicﬁwwlsﬁﬂrcb\ydedloc@m

rights are Yser hulehenadsyeri ot 6k eaitbla B3I fi ' er,. whjch.is not
necessari | %h{?n@f"%d‘é?@r’ such as V\he‘rﬁbt he nozjﬁl@'etgﬁ'}e/d\l/@%e@ lggpl?lg@ph\g{athq)toa
user by an e yer. In this exanple, global rights include readi ng, but

not witing to, theNpnepEITTPAChEYEE: HITPAccess Type: Bool ean
Type: Boolean
Value: false
Description: Allow HTTP Access
Application: +read, -write
User: +read, +write
Domain: +read, +write
Global: +read, -write

Properties are preferably defined within a scope. Valid scopes, as shown
in the properties store 39 in Fig. 2, may include global, domain and application. When a
software application requests a list of Properties, it gets all readable giobal properties, all

readable properties in the software application’s domain, assuming the software

application is a member of a domain, and all readable application properties for the

software application. In general, any readable properties which may affect the software
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in the propeities™store 39 in Fig. 2, may include gl obalFCTAoREPHOMRMS
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sof tware aHBmalﬂa}?f%ﬁ"tleﬁn Giehreé propertiesyare pladal liea peparatd prepential comarysaf f ect
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appl i cati or%gpﬁé?%%’%gg?. n suchc'vga'%l gfgé)é%/ & S phrRlica ?ﬂ@c@?a\’;ﬁ”‘?s’fﬁw a
domai n may the g@maigén wbmhlaaahlsofwv@lecq;mhtatms dxists.t he software applications

Wi thin the domain, roperties. . d obal p erties are

pl aced in a separ at e prope I‘?szggsg%%’ﬁh?ﬁB%lg%%mm&q{thescrﬁt@p&fa W propeeisssi bl e
to all rmbpf@nWmdalsmbpreraqample;ahemawzn@%ﬁhﬁibﬁaﬁg}@63| sbbﬁe AamBidgs in
whi ch each hcaqf Access rul es al so be applied to

licati,on exi
control thaag §rﬁggﬁ'eﬁ&9ypt? 0?58?@&( a ier 9”%?‘?%@@3@’6‘@&@” For
exanpl e, the foI I ovm$rg>p@keeldmat I on of gl obal scope indicates that gl obal
properties my be crg at ed by a ser but not a software application: Scope:
G obal Application: tﬂoéy +create. Domain scope properties for a
particul ar domain nﬁysebem}@étened, for exanpl e, as: Scope: Donmain Nane:
Enpl oyer  Applicati +create User: -create, which neans that software
applications int heﬂ%?'ﬁﬁpp@&ﬁ%ﬁwf%f?rcﬂ Ea'ffféuﬁé\'ﬁion‘@rrbrmvtbaadeﬁn@dt Mt
domai n. A ésghpleaggot create new enpl oyer domain properties in this

Scope: Domain

Name: Employer

Application; +create

User: -create,

WhICh means that software applications in the employer domain can create new
properties in that domain. A user cannot create new employer domain properties in this
example,

Software applications have programmatic access to read properties, and
possibly to modify and create properties. New properties can be created in any of the
software application’s scopes, subject to scope access rules. By default, new properties
created by a software application preferably have application scope.

As described above, a trusted software application, a Property Editor,
generates a user interface for editing properties. Since software applications may be
able to modify and-create properties, there should be a way to programmatically invoke
the Property Editor. For example, each software application may have a menu item
called “Options” that can be selected to invoke the Property Editor. When invoked from
within a software application, the property editor does not display properties that cannot

be read by the software application. Propérties that cannot be modified by the software
application are displayed in a read only mode.
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nobi | e devi ggfs{%mﬁ%ﬁ? ?gjtlséusr%%?tdﬁaws@ng 8’?\‘5 8&%’9@?’6’%@"@?'%&%&%@8 up by
defaul t, sBObRafeyies.sEHS ardventsitamperintpwits theneeptaty data bhe veoftbwit@mvent
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restore may BY 1 MALER Rty TR eherelitlec Browp and davbtre Berver
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through a WAP gateway, the user initiates a backup of the device. This could be done

by explicit user action or by setting up a timer. Over the air restoration allows restoring

properties to the last saved state. Again, this could be explicitly initiated by the user as

part of a device recovery task.

Server initiated backup and restore are forms of remote control of a mobile
device. Where the path to the device allows server-initiated communication, the
properties can be completely controlled from a remote server. Remote server actions
may include, for example creating a property, modifying a property, deleting a property,
getting a list of properties (globally or software application specific), and getting a list of
software applications on a mobile device.

One purpose of domains is to define a restricted set of objects with a
common trust relationship. In general, no access to domain software applications or
data is granted fo external entities, but all members of a domain are completely trusted.
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requesting such data. For exanple, if the device can only access a renote
network through a WAP gateway, the user initiates a backup of thi 3degBcall]
This could be done by explicit user action or by setting up a tinmer. Over
the air r¥O28H4N78A all ows restoring properties to thePCHER2WINEAISE at e.
Again, this could be explicitly initiated by the user as part of a device
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server-i n.%‘fh&ﬂi cetmsatware applicakiens maw@amseser@hﬁomalr@oﬁwea @lofiware
control | echdpligdtion nﬁsﬁjﬂ?ﬂﬁac%%éé’%o ?ﬁﬂﬂh@nﬁ@{e\ﬂ%d%éb é}f%raﬂl@é doB&idthe f OF
exanpl e creati ng prop erté_ya ying a property, d I'ng a property
getting a 99meain Yﬂlﬁ%‘fé@?ftqf t@gm@b'al ly or software application specifi c)

and getting a list ¢fg fﬁeghgﬂ{a‘?dérmain'db%}étfaﬂgt@gta?eowgﬁong%giee"&rﬁﬁt}pg%h - ormon

pur pose of domains is to ne a restricte
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descri bed f&apding, modiingr A fimeopeinddesniralesnehd autidvex Hyan‘ed)dtﬁingﬁ@drﬁmal
control . @rﬁgﬂﬂé’%ﬁb&ﬁ%;ﬁ%ﬁ ﬁg&é%{?ﬁ?a plications may span seyeral donni ns,

such a software’ "app Saccess a domain if it is trusted and
has been granted acAasbddraihhiea ddamtrl thabljestwWigiroawnaherafortdial MéaiRYof alhe

fund t t hat troll ed t d

del et ng. CUREPTEN REL A o HENESenof s EREs (ol AnreReRE 861% i ng)
managi ng  subdpeein esuld bE eaiunfg: reé@ﬁdé@@iR)@nﬁUéMbiﬁ%thn@% SR8y dofhain

persi st ent g\/g reati readin nodi fyi ng I ner grained control
can be achi &@Wﬁ??ﬁ%ﬁ%‘?ﬁ?@mmgﬁW‘I’Yertﬂ’@f’f’é‘l'rré“ ingiurtiogr #1088 indfie i n
libraries.don&inbegRicBedsS i @ lﬁ‘y Td'ﬂé&tohr' 88 é/wcbmdﬂaténﬁét%Fk ﬁﬁﬁeg?mthé\’b”ber S

of a subdomain inherit all of privileges of the&arent

exanpl e of CUPOrSRRRIARING: %mrav %ﬁ\&atﬁmhcat@gﬁm thesHiR Rmain pyrhe @blevict hi n -
the enpl OYﬁceQQﬁ&*sﬁnaﬁﬂforn%tlons&f Ig?pcﬁ‘é‘t@' HebRbrkO sy J\}anq ﬁ&%nﬁ@%t?%ﬂ

domai n 54, incl g{Pthose In the domal n, can acces
directory tﬂn‘ﬁ"&“*ﬁ@rap raeig WW?\ASSBR“@ APIaGAMININS resaurpes.at e data pi pe, but only

ot or mat i on-on the. o Saebferys d3BHBerts afindll fehAREkELRelE S4BT

trust wit Hegtrigtedornsens Wwdd}rea@hm’fa g sefhwarecappiicaiions satside $he domain. This
allows a domain owner to write their own access control rules and use them to grant
limited access to domain data through the library. By default, domain libraries do not
allow non-domain software applications to make calls to domain libraries, but the
domain owner could relax this restriction on a per library basis. In this sense, a domain
library that is accessible to software applications outside a domain is analogous to a '
domain controller in that it controls access to domain assets or resources associated
with the library. Such a domain library permits implementation of a finer granularity of
domain access conirol or more complex access rules for a particular domain, or for
specific assets or resources within a domain.

In order for domain operations to be secure, domain policies control how

objects become members of a domain. There are several different possible domain
policies, each of which relies on a different trusted entity.

Perhaps the simplest domain policy is to allow objects to place themselves
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the donai ﬁhep%w%y farthe eorgmumm&w PIRE &Y ﬁawlimg.tae p@@mumecatm%p@e talhe 3P
gateway ( RNﬁ’@re/ﬁ)e AbIE lgﬁl‘lﬁ/idédWFaranelrrﬁ{g dth Qé%éém nidiEodtfollB&odMgs to

domain A, the carrier domain 62, d plfaces the information in that domain.
The donauaﬂw@quaérpnweaaé@%g@@mwn@ampﬁ tgide B&ythgtcgn’zémgmcqtf@n@meer m ne

whet her thg, e%%ﬁ&lc%t@rto i Bhiriet E(E‘%h%' d?)?né?iY gj’ whfRh &b ‘f ﬁ%}@t{dﬁat ' on

was received is” configured for a trust omai n policy. e domai n
cont r ol | erpipEbetaygsddt 6rai$mposatﬂmtmxb lmeweﬂomfotrfmlommw imcialei aovingicpler by

consul L oot BRI LRI bEBbRR. PodBame i Bt Bhodsbopti oo
domain pohcy store 36 to determine the domain policy in effect for that domain.

A stronger method of domain security relies on cryptography. In a public
key system, each domain has an associated public and private key. Anything that is
added to @ domain must be digitally signed using the domain private key. Only digital
signatures generated using the domain private key can be verified using the domain
public key, such as the keys B and C, 56 and 66. This allows domain information to
arrive through any pipe.

For example, an employer would normally want to ensure that the creation
and control of the employer domain 54 is secure. A secure connection is preferably
established between the mobile device 52 and the employer system before a create
domain message is sent to the mobile device 52. A secure connection could be
established through encryption of the create domain message or other cryptographic
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signature public key corresponding to the signature private key is used. If the signed
information has been changed after it was signed, or the digital signature was generated
using any key other than the signer’s signature private key, then signature verification
using the signet’s signature public key fails.

In the context of secure domain control on the mobile device 52, a domain

owner digitally signs any information destined for a domain on the mobile device 52
using a signature private key. At the mobile device 52, the information is not placed in
the domain unless the digital signature is verified using the domain owner's signature
public key 56 or 86 for the domain. Referring again to both Figs. 2 and 3, and
specifically to the employer domain 54 (domain B), when digitally signed information is
received by the mobile device 30, the domain controller 40 determines the domain for
which the information is destined. The domain controller 40 may determine the
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I ncl ude Secure Hashing Algorithm1l (SHA-1) and Message-Digest algorithm5b
(MD5). Other digest techniques that produce a uni que digest for gd&chEB 2007
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e are

signature | . rd Bled. Th erations of the domain contro r

si 21 lar for ﬁga?ﬁaglg, %gégﬁk@p%gppﬁc@%’&s F f&ta haverrgt brprmsigngel the softwake as
the user derplicafigis ¢rldamimafhe phiosuiaseasibiil bithalss, Mg derdlc IMRbiA Sakey.
cryptogr apli%ll}’&' on a nobile

device, it 18 gélf’; %ﬁﬁ%&%ﬁb@%?@n%%ﬁﬁgp%@&&%&gqﬁ%yéjl%mg%tcc:;sotgtemrestricted
device assets or resources. A default domain such as 58 may also provide temporary
storage of unsigned or improperly signed software applications and data. Any software
applications and data in the default domain 58 could then be placed into a user-
controlled domain at a later time. In order o prevent denial of service type attacks
exploiting the default domain 58, resources available 1o the default domain 58 are
preferably limited. By limiting the amount of memory that objects in the default domain
58 may occupy, for example, inundating a mobile device with unsigned or improperly
signed information cannot deplete the amount of memory available to other domains on
the mobile device to such a degree as to render the mobile device or software
applications in other domains inoperable.

As a further alternative domain policy, when a domain is created, it may
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it is not available in the key store 31 when required. It should al so be
appr eci at ed that other cryptographic access control mechanisns 4r @ FEB 2007
possible . ptographlc chal I enges and responses or shared secret
keys, for™ % %ﬁ Wien digital signature verification PeFCAWE0YUEH

sof tware appl lcations or data fails, or software applications or data have
not been siHQHMﬁntmeesa)ﬁstmtaiailslmrpby&mdimaznmwmuhatrrmgcmwiaamﬂvdbm a

default do 8. in 58 I udes, software a ations
and pr operri:‘lgﬁeqﬂé3 T%%E\EO?% @gg"\lﬁgﬁ? g@&eeggpl 3’& 6?99(”%% C%%‘QEE@’ §%ets or
r esour ces. coﬁtrdbcﬁfqmlr&nstdmmta :ssmqbw@ds /5Bybm!yscﬂbﬁ@ WP " idel i 98mfRidadyysongd Or age
of unsi gne(g @Brgﬁ frlg#d ned saftware applications and data. Any

sof t war e B?)rlrf1 g PR3 PEI%e default domain 58 coul'd then be
placed into a user - |fepabimain @dnaqmltsﬂtr@thcﬁdéradfetﬁetdleme brthertifdertdd tihs event
deni al of ierw c?%ége attacks, exploiting the default domain 58, resources

avai | abl e t9'%He WA el IeBFagh aewnnieck capidye plaseci thegdomaif BY ng t he

anmount  of mbwdéh@éugén;ﬁéﬁécé aebaﬁle@lﬁﬁ@dﬂé @ td”theﬁ@eﬁ%c%%%thé or
exarrpl e, inundating a nobile device with un;bg | mproperly ned

i nf or mat i o?P'E%‘HﬁBHGdeBP%ﬁéOﬁwareeﬁP@mﬂoaprﬁ’@ cgmawzluataamr@etvgd 6t amobllonmi ns
on the mo@i®, %Ws@?eliﬂér§H€ébt@thg§8ﬁ\ﬁ§'re%?ﬁﬁc%n6ﬁEfd’éta %\E&’gﬂ?&t a%\‘r‘né’?r‘? or

software appl i cations in other donains oper a
al t er nat i V& r8isHs the geftwale apmieafion aidetd.n i s created, it may - 23 0 9 FEB

2D07 WO 2004/01.75 L i i shed
by the domain omerﬂﬁwaescgg%tggé%ﬁﬁe é%?'é% @%’?" q"ﬁ%re%w{ﬁgé wel |

wi t h sof t veir ebjapigl i Cat |emmpiebudorbwnomresttammrmyeioevxtmfrtr@!!ed:mnyptmgrapm:cauy

persi st ent ere data i.s ed .by sone
ot her "net hg%k%\?erh‘?nctr?gaaggpréggbsr%&%Mghééjéﬁﬁ?f{%tm%?rﬂ 'BRIEr fortfluﬁ éJan?%n hol der
of the de;w@g%erh‘feearlﬁdbdmamsmhahﬂ?o uba\diffarenisethity davmiesoBimee thd Wsen ?aCh
new obj ec e t he on- devi ce user rface,
dependent %‘%ﬁ%h§4 8%?0%?gb¥ IReLort hﬁ(f’&‘?ﬂtﬂéldﬁ&'cggthqﬁé‘%%%gﬁpERS‘FF?8 when
a sof t war etoapbptaatejent smﬁw@rdnapsp|rdamsrarﬁa:taae foB theeGsir vemaf 648 wieRldsethe

device, the u I t her ac ts the softgfareagrllcatlon or data and pl aces
it in a dofdP yertfnp%?gélag CaIfeRdpaain 84S PR oYESA SHRIographic daaifmk e
sense to uacﬁ[cgllahﬁ@rtﬂrdtttﬁeﬁ@példbbhatrﬁﬁdiey%%e&@él dlffer ent types of objects.

For exanple, domain creation ma controll ed cry 9ra phi cal |y However,
¢

once a domain is esﬂ%[ﬁg%%éﬂcrqa%/ngrﬁ? widomaing, Iﬁ*écfﬁﬂ@iﬁeﬁoﬁ Bl 'ﬁéch%ﬂsnﬂ%ﬁ@lﬂér

domai n aiso be applied. As described above, new domains could be created in response to
* requests from a stakeholder, possibly subject to acceptance by the user. Domain
creation could be further restricted by trusting the mobile device manufacturer. The
device manufacturer could set up domains when the mobile aevice is manufactured.
When a particular component of a mobile device is configured to store information, then
that component could be manufactured with certain domains. This technique applies to
GPRS mobile devices, for example, which require a Subscriber [dentity Module or SIM
for operation. Domains could be configured on a SIM by a SIM manufacturer, owner or
other stakeholder before the SIM is.provided to a user.

Fig. 4 is a flow diagram showing a method for secure control of a wireless
mobile communication device. The method begins at step 70, where a request to
perform an operation is received at the mobile device. The mobile device 30 (Fig. 2), for
example, may receive such a request through the wireless transceiver 48, from a Ut 46,
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changes. Different domains mght also use different security rreaéu%ﬁi
Since the user domain 64 is controlled by the user of the nobil E’cgﬂm

52, the useo 20081136 pronpted to accept or reject software applications and
data for the user dommin 64, whereas the enployer donaiPrFTé‘Zl‘E PRAOOL S

carrier dopain q .fils shown, - use_a cryptographic domain policy and a trust
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possi bl y sBPEEDES § vichiarane thanssetser rseurceDaffedted bycthe atquested apkrtibs

further regflbsdted R¥rdf | i ' ' ' turer. Th devi ce
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Wien a par $¢fNATa @PELRRYON &n feast regondiobini the gersistentidatasinfé &lrtheh the Ginodie

I nformati o t Xe) I nufactured with_.certain

domai ns. Tﬁ?ﬂgﬁﬂgﬂ;ﬁ%i%rngrgé%)?{ég?%%o%aa%gﬁ%%ﬁ §°'8@(?i IéESE,nV\%'Qr 2eR AN whi ch
require a id@péier phidicaths s storedVitideehoecoBl M thé persistertalbianstoreRTTEdHScts Ul d
be confi gug.e \RY-¥ uf acturer, owner, or other stakehol der
bef or e thernS%W?gﬁﬁ?%oMé&esdﬁf@I%nEE‘gP.s”ﬁf‘g@ %ﬁmia@m@ef"ﬁ‘flﬁﬂltﬁia&@WaWPqu‘ﬁg a
met hod f or cedollerctoc deternineahe alomaie ke sthichmabiobiect BEIBHEE.C #or onfdW GRR The

met hod be e where a request to  performan operation is

recei ved g{:&éﬁgaﬁrﬁﬁ (ﬁéz'-ggﬁpﬁé‘gy%?ﬁ‘@lf}%pp@ &!@?ﬂ"g &1986d cpmgin o%tg, vyiigh mayanpl e,

may recei viaclside sofiwargagsitationsppi@etiee, wérsisleRs datal 8NSHE} Mﬁdrﬁu%ti%ﬁ{tﬁé‘ﬂ ig¢ U
roug e

46, -24 0 FEB. 2007 004/ 017592 PCT/ CA2003/ 001245 t

i nterface/ ’@%ﬁ'ﬁg@? 5&%’6‘9&% &fvﬂ‘@rﬁém%*)? weored Bsignegdennsr The domaingooioltene
nmobi | e  de4® cen &kbn dorfemehxiesh bB; trusBoqt [y roller
40 (Fig. 2%/. .E\rthch det er m nes ?Jﬁéﬁﬁitguﬁfego%?#%ﬁﬁg%gggg}a? gfqrgg Igg(r)[@és
affect ed b§OtHSIEYITE AR Wity the iobiect upiag thscappsapriate amtogrgphighin TheFi g.

2, if the defAsiadontrdllér HE MY ala6 ¢S - ft :appli.cation to
read record | jn the persi stye?lt at?@?%@%ﬁ?@éﬁ%ﬁ@@ﬁ%ﬁﬁ? ‘%g?ﬁﬁjol | er
40 det er mi FRESUE [R5 aGGegs cantioldist dreg spedfieassaciations hefaen omaind @mdithe

i denti fi eroiécts Bt Gat O bed | recorg-in the persistent data
store 37. Ctjgj,ects i n Q?ﬁ?%ﬁ)d?%%%n%@t@?ﬁ?%?‘ ybﬁeégﬁtd%n’éiﬁ&o'hamf’n

i dent i fi erd9vicednavAse Hee differsnt schaonas fot ihdicating dtenain meneberdtep, gocadet the Whi ch

ol i ol o5, Sy man P o HRORIYNbe b R N R R aB subh e Botertes. T
appl i cations, propeAtisten 7pettsi domain ctaﬁl@lleaodet@_hhi@ésiwﬁ&iﬁéfﬁﬂlbor@_?uéﬁ% i's,
recel ved Dbdraford T8 BbifittdE 1S o8riRtos invSI%ES detommining 156 dorain fromahich
~ the received request originated. As described above, each member of a domain is
trusted and has access to assets within that domain. The requested operation is
completed at step 76 where the operation is permitted. In the above example of a
request from a software application to read record 1, the read operation is completed
where the requesting software application is in domain A, the same domain as the
record to be read. The domain controlier 40 may determine, and possibly confirm, the
domain from which a request originates substantially as described above in the context
of determining the domain to which an asset belongs. Where the operation is not
permitted, the operation is denied at step 78, and e.rror processing operations, if any,
are performed at step 80. Error processing operations at step 80 may include, for

example, returning an error or failure indication to the requesting object and displaying
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40 can then confirmthat an object is trusted by a particul ar dofe§ fFERy 2007
verifying the digital signature stored with the object using the

appropri 20084 P%se0r aphi c key. The donain controller 4@ i@hoddidmtRe
configured to establish and maintain or at |east consult an access control

|ist that specifies associatigns between domains and the objects that have
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di spl ayi ngy a@@n&n%oﬁﬁale?(eﬁgtepm HHefd he7R8avEaCTd(uh20R RO &2déw abBnBly Or

nessage to a user device. The determ nation at step 74 may

i ncl ude f &@taniat éﬁtoat?‘% @Pﬁgg W‘é aﬁpﬁé‘t‘%‘f‘g cﬁ%“a"beifdh@ request i %lCFﬁjithQFﬁ@r t he

recei ved heidags, bh gtéba‘?@%apﬁ%l\lehﬁte?ﬁéf%nq’ﬂfmé Qs@Sto dcl8piiRidet 85RAE S
affected by the requested operation. A "sane donmal n" determ nation

r epr esent $OB@N.one exanpl e of how a trust relationship night be verified.

|0 the case of = 2 SNERIGHSREmBRKIRER, ARRL b6A deinbdbrnally e e BRRk cati on

m ght not belong to any™ particular erefore
det er mi ni r@@a&ﬁa pPejetien ahgn axtrablaofa cao’m!laﬁ opesationolt slouldibe epparestthahet her

the su per 8@%%%@&% |d1&§£\; c%ﬁtrblgadt Bthaf 280ds ﬂl%?ebﬁ%ﬁ{elrgér%%c‘?%deac cess

to the af ecte onmal n sset omal N OWNner.
above, pr diper tbiestsnnothervdonaios, tansinaby deceassssad ady bpdrustechobjebisrin dhe

request ed s%%%r&tnliém O%Jpee%.lgelpsroﬁ&%% egﬁli’ca{iéjr{sttngtrarg {r'ugt%& ib? m”tﬁ%{plg %oﬁl%ms! ed at

step 74 to
When data is to be sent using a particular domain's communication pipe, for example,

the domain controller first determines whether an object or domain attempfing tc send

the data has been granted access to the communication pipe by the domain owner,

such as by determining whether the sending object or domain is in the same domain as

the communication pipe. The domain controller 40 accesses the communication pipes

. table 38 to determine to which domain a communication pipe belohgs, and then send

data to the communication pipe via the API 41 where the sending object in that same

domain or has been granted access to the communication pipe in that domain by the
domain owner.

The method shown in Fig. 4 relates to control of a mobile device based on

domains. Global, domain, or application properties are used to establish further
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determ ne whether the operation is permtted. Domain policies rrayﬂadj %ngb?ﬂUT
exam ned by a domain controller at step 74, where the received reques

rel ates toWfedodoman data that is to be placed into an I sting domain.

If the request is a create domain message, then step 747 g}i}ZﬂQﬂqu\I@S

I nter acti on cohirdls,aadigeE t lect._a new domain. Although the
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such as by determ ni ClediVvityderppiost propertiebasen domtrolmiyigs Same

donmmi n as tperented sepaki drh B8mai b0 iC | J.er 40 accesses the
communi cat i @n tg&r :W?;fé to ?gﬁg%rﬁgga?ﬁlmﬁp%%%ﬁﬁl GIC BB ARERIeRAt i on

| |
pi pe bel ongs, géggﬁﬂrg??(@@'rﬁj%%rﬁwwcﬁﬁ@,éhﬂmmpﬁbam"i @op@itips aydridibewitP! 41

wher e t he ssofthatg aplpjiegionim | r.has been granted access to
T on el R e aoas AR el Biier e peSirbnce

the communi cat i.t?n f)l? O

shown in Fi % Medion e seftvare mpplitation. & resiiebtefor s eserBBGER @8N sEANMRI 41S-

A obal , domimain@bniddliel i i p t re used to establish further
-26 0 9 FEB 2 0:9 ) %8@? gf’%@@"ﬁ%ﬁ”@&%@?%ﬁr @heeeﬁlﬁtfen 8y thessofiwere i bed
above. The PPOERLE} ip tis examplguenicatio properties pidvive 4Tk 1vBESIZLARE. BLFO OF

I nstead i nvddrivéing i | e 0 termne if an operation is
permtted. Alt hougﬁqabs%g#"t%v%r?%\%g%%%gt ?[Showagﬁlapﬁr%@t%b@‘é’gVQl’othat either

communi cat iRSAPYBpRasedncantieb ornidomaimbaeal dopaol BridyPO RREIEM NG 1NALER ©
b roperty nay

that the s r ' | s . expired, or a gl obal
specify t hg{et\’r%é%sug?? Hﬁ‘gggg‘%ﬁ@ﬁ?ﬁ‘%@%m?mgafr@gcaaﬂaer , theyean irstemthd e

devi ce. Al tif@darsdentoperti es are included in the domains shown in Figs. 2

and 3 and affect opey, ih&gs saci ated with domai ns, property-based control
may be i npl emented sg}% ?%qarf?e ABmethsnerioretigs e0d cadated slecurfipmezkanising,

where an opemsain-and ﬁrepé@-bﬁs@fﬁér@i&@?ﬁn(ﬁms@s RN EganpLLGat i on, the

application properti§s associ ated wi t
ince a domain describes a set of data and possibly a communication

pipe, the communication pipe is used to perform a backup operation on a domain. This
involves sending all of the domain data, including properties and software applications,
over the communication pipe to a backup system or server. Similarly, as part of a
device recovery plan, the backup system or server is used fo re-establish the domain on

" the mobile device and restore all of the data, In this case, the domain defines what
should be backed up,

as well as the trusted communication path to use. Domains that
do not include a communication pipe may be backed up through anaother availabie data
pipe or transport that has not been assigned to a domain. Digital signing and encryption
techniques, when used during backup and restore operations, ensure securi’iy and
integrity of domain data.

It is also possible to place objects from multiple domains into single
container classes. When a software application requests an iterator on such a class, it
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the domai naaebs vestrolhatn exenonlé vheee e kaght W, usafiy Vel a astd ShchionBhesh
comuni cat | th 0 USe. i.ns that do not include a conmunication

pi pe may be%f@%gﬂpﬁfﬁ "PHr W%‘E%?’ﬁ@*‘“%\‘/’ﬁiq dpnaingsueh agobwase applisatipor t

t hat has nadsubeemeasbéghiadn tiat dofRiRi This A uB e i kon
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and integ BRainfiadasenly written i te demed epremupicaticreeipebj ect's from
mul tiple domai ns i NOMeSHNGE SrintR Rt - ; t

applicati o{g requests an i t'e??a?t Qrpol%bgﬁérh&%rﬁ%ﬁﬁ%} f‘d?'no%zéé’t% %%E@é 2%7 WO
2004/ 01759028 A eaByes applicationdna gemainegcensk jo thabsaflveare applidation's dataioper

domai n. Supekicksas LEeAatd: h Address, Book software
ol | Cat o aaar gL SRfee BRBIcA R ot cohidhy ) e € s LG R RS
domai n. ThP'ganaRln ¢an keysgpresenigd by maltipls dovasies ap py isuhtidmaineh &vieert ise user

Cou'a be SOHEBIManf ARhldod|oR i€ e die Ry BirdiRts BN REBN S0 SN AS R

Super user al@bm’f\ﬁaw_tﬁ\r@@ lepplidaiion shercharbgwipraning @iethe pagtlcs theASSubiEhed (BES

nmenber shi plik(e tof?eét{lﬂhtae @ﬁ@[nggﬁ Ocléltl me. This allows a super user software
act OR 1 S

application to n of a domain w thout having to duplicate
code that enforces Oonins are also useful In over the air software application provisioning

for mobile devices. Where each stakeholder is provided with a respective domain,
software applications instailed in one domain do not affect mobile device assets,
software applications, or data in other domains. Thus, neither a carrier providing
communication services to a mobile device nor an employer as an owner of a mobile
device need be concerned that user software applications installed in a user domain on
the mobile device will affect carrier domain assets, software applications or data or
corporate assets, software applications or data. Software application provisioning may
also include loading of configuration data forla software application in the form of
application properties, Other aspects of software applications on a mobile device are
also controllable using application properties, A domain owner, such as a service
provider, may specify that a software application may be executed only a specific
number of times, only a specific number of times in a certain time period, or only a
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access control. An exanple where this mght be useful is in a dat@é EB
synchroni zati on software application. Wen it is backi ng up a do ﬁ

a softvvar\goagﬁlld %agl on assunes nenbership in that doma

the, underl'ying opefating systemto ensure that domain B%T"QAF@%WP? vvr| tten
to the domai n_comuni cation pipe. One of the primary uses for domains is to
provi de datPgciieaypbey of tipes ;beﬁxfe Agrvicesaiatges ap i p By piading pioperdics aithinn,

access to ddiabing iR B0BARLIERISANLS A B oAb RLENEhA By RiBRGaR0T Ve e

applications in tha 1°s
or gani zatlmil@dwnbmﬂ*@pﬂfmm}m ed by multiple domains or by subdomai ns. Were

the enforcenent of I e device system
such as a JVM and J'E%E \‘/\ela’(r%eﬁﬁsg%fp(% gft%wnggeaggvbﬁfﬁﬁ%{ﬁﬁ?%ceéﬁ S48 par t
of thle devas per aceesism pHanb@cyestsoforwatk:bla :th@ cpcalsd by mzibpad o d@%’éﬁl ns
are al so n_.over sotvvare i cation provisionin

nobi | e de\lislct %‘eg'l’f"t}\ﬂ% g‘&h‘ﬁ‘r@t NRERRI RN @i EE‘SW%{E%&"&{PH& ?%fﬂ@@gf l@@"

domai n, srnblbﬂﬁad@mppbetca[thmﬁlmmn‘émlté §ékri/ing O ehelwBBiid d e GbtedfdRAta MODI | €
devi ce asset 9 wa{ & 9 ations, or data in other domains. Thus,
nei t her a %”f?\‘ F%‘ﬁ bf’ %f* 8 MRIAIEBIeNE 8RR ishe Hiogetedhyistinriance nor
an enpl oyelheamba@d@wmrByliu uﬁ@t*hb‘s@sys“?éﬁi ﬁé@%ﬂé@n&o %@r"v@ﬁ@ﬂntr%ﬁ)te‘fyser
software a llchlo%iP gsta in a user domain on e device w |
af fect car 'éé?geca)i LY %?PWQP%E ar@peft@awlbb%losalt@latdarr@rn sedrgsor at e
assets, Sof e PRMbERbT rRBPicAls ﬁt@%?ess?g N E Whi'tfea%églﬁi td’{h%vde§1c8”' ng

may aI so i ncl ude | oadi n of confl guration data twar e application
in the for mmmwblqnsmcﬂqpqﬁswe&, YreaxamPither . aspects of software
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properties. A domain Owne provrder, that a
sof t war e afiﬂjﬂlqecéfhﬁmphﬂﬁﬂewgeé%tsmédrabmm wagemrﬁnnumcaizmtr@woeﬂuavlngas only

2007 v 500 013803 BBy Eh SReiks o folinefe M dnbeotiher e

servi ce chée gagaldiiptoconByumitaeiwit qﬂnememputm systeimsion tomedrnst, D@p@‘tcmg?hm der
appl i at o BRI eroR el pE PO RIEEIR: e Mol ties retbirarmeia o
devi ce restia d@aawsesging de\hce ,adwbtivey pagee 8 Selngh telRPROR: WiGT@RS mesagitganp! e,
on avai | st EoROTST 7 RideteiEesoppibBerol Bl uBIcator evredulh o s
al  ows r emmitteoutteephiony efpablifed)PAd medeMicrasd @l fuciPdelicds are referred to

generally herein simply as mobile devices.

The mobile device 500 includes a transceiver 511, a microprocessor 538,

a display 522, Flash memory 524, RAM 526, auxiliary input/output (I/O) devices 528, a

serial port 530, a keyboard 532, a speaker 534, a microphone 536, a short-range

wireless communications sub-system 540, and may also include other device sub-

systems 342. The transceiver 511 preferably includes transmit and receive antennas

516, 518, a receiver (Rx) 512, a transmitter (Tx) 514, one or more local oscillators (LOs)

513, and a digital signal processor (DSP) 520. Within the Flash memory 524, which

may alternatively be another type of non-volatile store such as a battery backed-up

RAM, the mobile device 500 preferably includes a plurality of software modules 524A-

524N that can be executed by the micropracessor 538 (and/or the DSP 520), including a

voice communication module 524A, a data communication module 524B, and a plurality
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gquery could be initiated by a devi ce nmanagenent server or be tri@%ef;ﬁg ?gma
timer on the nobile device. By querying these system mapped proper s, a
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As e B_t : onkaiwatisvesy tmﬂelmagaet? bmgmu_arceﬁcgrgioeiwbﬁld ugmg spﬁ‘r@feﬁhﬂréé_trh@fu?ég %géﬁ mply
as nobile The ilLe device | udes a transceiver , a

ni cr opr oceésj{g?g%%@,t 'gnséi %Bﬁkaﬁo'ﬁr?g?rsﬁgs wrﬁé%ﬂﬂfys%?nwmeﬁﬁeto awpingle ary

i nput / out puirel¢ss Ehtwoeki Reforéitivs ta thesstivati B Shduk thePesRVRORApRAA 2@
speaker 534 m_crophgne 53f3, a sho %érantc_\;@g Wi rel ess communi catl ons
sub- syst en?'iﬁ)gjpagﬁfagﬁg QISQQQY%‘TWEJ R 8etWRsly ped sepyatesiaiweiks. 542. The
transcei ver 511 pr eﬁﬁé%@inﬁnﬂﬁi@étlﬂﬁ%b@ﬁ@ﬁ”@;T %‘Igséc?ﬁﬁhé(rﬁmﬁﬂkﬁf%r@(ﬁ:g ltiﬁ’&&

518, a recgiver 1%)()1, 51& a transmtter (Tx) 514, one or nore

osci | | at or'%etWEE’_’)sé -ghe D3R 324 isfisgdita erd gprhiecaive cemsnmiqatismyigsals o witd hi n
the Flash m@me/ trohmittdhs andRbeiRbl S0 3hd - i
non-‘vol at i I,? @_ltorre sulch as an bat %Iglrar;ﬂbzg%&%@gﬁiﬁﬂ%ﬁgéﬁ&ﬁtﬁ%ﬁm&é@%e 500
pr ef er abl yWithiedtregmittes 514 andgeairer 52+ thevaicmanddats 2ammuBRatibndatcucan be

cxeout 20 SIS g R SR LAM LR R RO g g B, Vol e
© plural ity usegdn gogungienagtithe Waneoiter H147 S 9PreREVACARD OHeRRLRAT, iDdiffetdher
The. mobi | o T Sl Brdon ir Rk bt P lSiain o fm EieBaus deFn davi ng
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or i gi t al "CLEP RS, BB o AR TE S Bt el a5, Demolis ™
net wor k. TevicediGfeconihtbelasen wittes ey lkesaradrmadaictire dinkdtniatign, vehidtYinkiBies
comuni catj on fower, 519, T brmation. i eco%r}r?un(?c?attgd to and from the communication

module 511 via a link between the DSP 520 and the microprocessor 538.

The detailed design of the communication subsystem 511, such as
frequency band, component selection, power level, ete., will be dependent upon the
communication network 519 in which the mobile device 500 is intended to operate. For
example, a mobile device 500 intended to operate in'a North American market may
include a communication subsystem 511 designed to operate with the Mobitex or
DataTAG mobile data communication networks and also designed to operated with any
of a variety of voice communication networks, such as AMPS, TDMA, CDMA, PCS, etc.,
whereas a mobile device 500 intended for use in Europe may be configured to operate
with the GPRS data communication network and the GSM voice communication

network. Other types of data and voice networks, both separate and integrated, may
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networ ks may be separate communi cation networks using separate
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2004/ 017592 PCT/ CA20bel/any Teqred nglvaskragistiation er %ﬂ‘(@i'oﬂrﬁ’éo Biesdaueleet 500.

Dependi ng deppiletbietHsyRepd dBRENGOE P4 sehﬂearﬁﬁ?&%ﬁ/er&ﬂ#ﬂnﬁﬁtﬁﬁﬂ’ﬁrﬁ sibﬁélst he
mobi | e devi ce 500 may al so vary. For exanple, in the bi tex and taTAC

data  net vﬁi?ﬁ@éﬂb‘hﬁﬁiud@g @6 veics andalatasignales ovar tha newrm%‘zwg@aiﬁsrﬁﬁ@v‘%ﬂ uni que
i dentifi Ca&g)t tﬁé‘a RHARSY 6 REMAGE SRAUMCEEL BN B SFe rou (B n‘ééé@errﬁtzmr ks,

however , access
which provndes for signal amplification, frequency down conversion, f!ltenng, channel

selection, analog to digital conversion, etc. Analog fo digital conversion of the received
signal allows more complex communication functions, such as digital demodulation and
decoding to be performed using the DSP 520. In a similar manner, signals o be
transmitted to the network 519 are processed, including modulation and encoding, for
example, by the DSP 520 and are then provided to the transmitter 514 for digital to
analog conversion, frequency up conversion, filtering, amplification and transmission to
the communication network 519 via the antenna 518. Although a single transceiver 511
is shown in Fig. & for both voice and data communications, it is possible that the mobile
device 500 may include two distinct transceivers, such as a first transceiver for
transmitiing and receiving voice signals, and a second transceiver for transmitting and
receiving data signals, or a first transceiver configured to operate within a first frequency
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first trangiceipreiest@s538t IF@ﬂé)EHrﬁrBIé r’cﬁe%lge écﬁﬁﬁuﬁl'céﬁbn%b@&e SEQNﬁ{a"}/ réVigh a
second transcel ver for transmtting receiving data signals, or a first
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adapt i vel yshort text messages, etc., between the mobile devuce 500 and a plurality of other data
devices via the network 519.

The microprocessor 538 also interacts with other device subsystems, such

as the display 522, Flash memory 524, random access memory (RAM) 526, auxiliary
inputioutput (1/O) subsystems 528, serial port 530, keyboard 532, speaker 534,
microphone 536, a short-range communications subsystem 540 and any other device
subsystems generally designated as 542. For example, the modules 524A-N are
executed by the microprocessor 538 and ma‘y provide a high-level interface between a
user of the mobile device and the mobile device. This interface typically includes a
graphical component provided through the display 522, and an input/output component
provided through the auxiliary /O 528, keyboard 532, speaker 534, or microphone 536.
Such interfaces are designated generally as Ul 46 in Fig. 2.
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controlled through automatic gain control algorithnms inplenented |EJ§$ 705P
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access W%RAI\% 526, aau??iag?;bﬁ?ﬁégdt FSE%IO utgtmgfé?ﬁ%ﬂggg%%%cnégég%
serial porioT84He apRinsliangosmpdulgpe s5Bereof, may b hemeorasly, loadeshioiota r ange
conmmuni cat vatie Stoks : ] neral |y
desi gnat ed as %42. %ﬁﬁgx?ngl%?%ﬁgﬁﬁg&ﬁ%?qggg%ﬁﬁire X%Eggﬁ}"g%?%@&% he
mi cr opr oc YRS B3y alsederiapprasi stered thR4M 528y beforapamiameatipetitivesherm to user

el ot 8 SRS ke RN R0 55, Biabe el WbStary o
i nput / out @@g@mﬁ% apaowinvetatitcstoregih shdied berappreatayed thex Bidsh meedppar d
qener af |y SO ip o SRpFRREY g3 tiae PR (e R ThpapaadsRENS, such
PCT/ CA200 370t aEhasee-upfRAMdosenasyse, emay beheed instedd  theFIBEK Mefdty 524.
resi dent” or on- ded GEFBREY FOTEre SROEaDN) Moge RS L MRy SR el orie
keyboar d 5B2 neohile dewipd 800 52| MeftherdgRticatdh providing PDA functionality, such as

calendar events, appointments, and task items. This module 524N may also interact

with the voice communication module 524A for managing phone calls, voice mails, etc,,

and may also interact with the data communication module 5248 for managing e-mail

communications and other data transmissions. Alternatively, all of the functionality of

the voice communication module 524A and the data communication module 5248 may

be integrated into the PIM module.

The Flash memory 524 preferably provides a file syétem fo faciiitate
storage of PIM data items on the device. The PIM software application preferably
includes the ability to send and receive data items, either by itself, or in conjunction with
the voice and data communication modules 524A, 5248, via the wireless network 519.

The PIM data items are preferably seamlessly integrated, synchronized and updated,
via the wireless network 519, with a corresponding set of data items stored or
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i l's. eteor e Comw@?bfbmﬁﬁ'ﬁa% IR 8 et m4f C s
for managi ﬁi’ao beﬂ%ﬁ“m}{%@ﬂw&m%ﬂé’t F‘%H?bﬁ%geﬂ?%éq)o Haeugh thamelwaerk 5ddghrough
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R R
associ ated with a palhercthieanobils device 500 is operating in a data communication mode, a
received signal, such as a text message or a web page download, will be processed by
the transceiver 511 and provided to the microprocessor 538, which will preferably further
process the received signal for output to the display 522, or, alternatively, to an auxiliary
/O device 528. A user of mobile device 500 may also compose data items, such as
email messages, using the keyboard 532, which is preferably a complete alphanumeric
keyboard laid outin the QWERTY style, although other styles of complete alphanumeric
“keyboards such as the known DVORAK style may also be used. User input {o the
mobile device 500 is further enhanced with a plurality of auxiliary 1/O devices 528, which
may include a thumbwheel input device, a touchpad, a variety of switches, a rocker
input switch, etc. The composed data items input by the user may then be transmitted
over the communication network 519 via the transceiver 511. Where the data

communication module 524B is in a particular domain, received and composed data
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The nobil e device 500 may al so be manual |y synchronized with a h&sg @s@ﬁ}m
by pl acing the nobile device 500 in an interface cradle, which cdéupl t
serial: pwokoRdP798 the nobile device 500 to the serial_port of the host
system The serial port 530 may al so be used to downl ot BEMIPI A4S war e

applicatio erti and data to one or nore donai ns on
t he nobi | eqég‘&%”?@B%%eﬂ?hkyépe\lﬁqg&e n ot pad Mhenegmpasedideta irmaiweddt o

| oad an enaispiig mtloeartﬁ@fd@rrfd’}edé’@fbidee device 500 for use in secure
conmuni cat i ons, cwlhl s.,a nore secure method than exchanging encryption

i nformation via the WPBfERobiledmyicr 5696 Opsifingiivaabice commanisatipphodat i on
modul es -524% ovaraIPEdra@sh il ARbe d8Nce G460 sﬁSstEr‘?cﬂéﬁ?gl rhifdr 49 e QF’% rﬁg@t he

nobi | e devi ce 500 through the network 519, an auxi
subsyst em §%8P ﬁmﬁféﬁiﬁthdr%g%ar@wﬁﬁw@lmmm Msmkersﬁﬁdsy&tesignﬁé%r or

t hr ough anyraptfes stal | ed ser in the
Fl ash rrem)rray SI®@r%§@A§érg%H%§é§ﬁ|€Fﬁ}pgéﬁ%5$§q\?d%J'@ec;?? Pﬁ""%ﬁ%ﬁﬂ\?&ﬁ ndn
install ati @ﬁ3¢tﬁd¥‘%§é§1seﬂheﬁ\|ﬁumﬁwﬁm¢mﬁ oty aadiot!h sobdistems]exichesbQWored nay

d t | t f t '
Poth. EO?”@?ﬁ%?e%g'ﬁ‘?ﬁfﬂgﬁb%’S%W?%%% inichued Bpitie BBl ceieg S8hab o

el ect r oni ¢ Albawa vaice Qlfnajid!@ﬁsnd@dtpwtsrmefesatﬂ%aécdnmh@h@d pﬂimaﬂ§ﬁ%u@pﬁlet o be

per f or med n the devi ce 500

oper ati ng :é %&é%?i t@gﬁnh%y ?m%ﬁra?ﬁ?&@ usg% o BE’é’l @d“@ igation, Ofﬁl?dqiﬁrﬁ%\'%f t ext

message or @zcajlish P@&gethdm\mmmacbf awiolde dodt, G VBGSERIE & relohf ihfoRREGS]. Viggr 511
which will preferably further

and provi d%Qaﬁq cropraoce
process the re@el ved‘mg'i'oﬁﬁ Maaas] %gdﬂﬁﬂ{‘]u%ﬂqnﬁfélﬂttﬁgﬁp!@ cgpmunigiation module
al ter nati veR$A and trenopaating sgstem édﬁ@aﬁ@%%e@&@the@aﬂéﬁ&erﬁfﬂcé’fﬁ%&f&nﬁ%ﬁce 500

may al so COFRO%E dat a |temﬁ mai | nmessages sin he keyboard
532, whi ch Fg ﬁP&F’éQ%‘?'?F& E‘?ﬂd&f%‘%[%y i Ppibmdiseley 22keyboard 1 aid out in the
QNERTY style, alt how%m%be%r)ﬁhﬁtﬁlc@ﬁomgfétﬁn%h@ Hﬁ@%rﬂe%clul?féﬁiﬁﬁr ds

suchasthem\ﬁg l e nmay al so use User i nput t fobi | e
devi ce500 MPYIGCEHEE hgﬁéﬁlﬂawlﬁhth& qylbaysiemt@AOc:ﬁaamucieammnfrau@dmncees

526, Wi ch andaydduaby s bRYBBNBSSL DRLBIRNESy | PURORB R URLLetY O

switches, a rocker input swt etc e corrpose by t he
user may tﬁ@‘ﬁ‘”ﬁ@‘@‘%ﬁﬁ%ﬁe@ previge fmrtf@rrammmnaﬁummti@almrilatly\»‘enhbiéé,@ystemst he

o 1 cul ar donar o v G BGmeOHNEH O, o B8N FusiEimion Besrlofen:

particul ar donmai n, receive
2004/ 0175980BraTeERRioBjD00adig ioperaions ab depcriticer sHtve ey 56 &neBletbri hat

domai n, anghdofle KRFIROEEE Walfe ILRTE pdR W or other short-range communications
subsystem 540.

It will be appreciated that the above description relates to preferred
embodiments by way of example only. Many variations on the systems and methods
described above will be obvious to those knowledgeable in the field, and such obvious

variations are within the scope of the invention as described and claimed, whether or not
expressly described.

INDUSTRIAL APPLICABILITY

The invention provides improved security for wireless mobile
communication devices.
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al so be sent over the domain data pipe. Wien the nobil e device nggiE B 2007
operating in a voice conmuni cati on node, the overall operation @
nobi | e device 500 is substantially simlar to the data node, except that
received signals are preferably output to the speaker 534, voice signals
for transm ssion are generated by a m crophone 536, and a different domain
data pi pe and assets nmay be used. Alternative voice or audio I/0O
subsystens, such as a voice nessage recording subsystem nay al so be

i mpl ement adHAT IS o AMBD | AS TREINCERPON 1S t hough voice or audio signal

output is preferably acconplished primarily through the speaker 534, the
di splay 522 nay al so be used to provide an indication of the identity of a
calling party, A bgster &t sdtrdlf contidlirgea GaldlessOmoBic86mMBhiestidrabtviée! at ed
information, For exanple, the m croprocessor 538, in conjunction with the
voi ce comfdMPE&NPon modul e  524A and the operating system sof tware, may

detect the cal Iagﬁluﬂad@niﬂdbnﬁm%lr@aduh bar MatiikNlessthoiB coRGRIMdRGoY 8b6&, cal | and
display it ogﬁt e. di ort-range comuni catlons subsystem 540

may al so B&° BmGWéﬁaﬁﬂngﬂ%aS%Bfﬁé vlsiRsE anahilg copgrunisativrfevice; Bad subsyst em

540 may i ncl ude emnalﬁfdo&frﬂ(érdzeﬁﬁgmed RFbcBRE L icRLES! 16 iefbinh %n%@réii@ﬁponent S,
or a Bluetgoth or ort-range wireless comruni cation dule to

provi de f E*B}%EM‘? Ppﬁﬁ’? Er3pSeie o It ubetbeT bigdequest O'éﬂﬁﬂﬁt%\\;‘-i‘tbes

Thus, ownen emipm@faha@a thuss Bdldtiodship MMAGHe GORaIPIhat MEREERTHOR bagnti on, and
software ation Ig{ggl ng%{n{)er ations as descri bed above may be enabl ed

on the tggdﬁﬁe&ea T gompletign Yofhe gperalion ovhees tEmoieaueHnge

conmuni CatdrlgmﬁtedSMbSaﬂSérﬁm B0Ohad & truktl rblabenshRPliBCihatRethallRbt ihBBdedPeKe
descriptian re{ at es preferred enbodi ments by way of exanple only. Many

vari ati onst 5§° eéjrf'%s 8hd nethods described above will be obvious to

t hose know edgeable in the field, and such obvious variations are within

t he scope 2of t |nvent| on ., a1 f cri bed and cl ai mred, whether or not
A

expressl y “descri ayste QPE‘P’MEI'W_Q grHeyTHers ARG YRIPEAPRiES

i nproved degsirdstycifted with eheesmapbiHze m@@dﬁgumecat 2Bt ORY i fRSted- 8560 9 FEB
2007 WHAT .1 S CL@ I\/gD AS THI% EN\/EI\FI' . A system of securely
R ol

cont rol I i ngeEei 'HoB"E"¥o timSAT @é’f“?%ﬁo d@;?"c%”e VEGHST | e ngpquest

originated with an entity that has a trust relationship with the domain using the
cryptographic keys.

3. The system of claim 1 . wherein the domain controller is configured to
determine whether the request originated with the entity that has a trust relationship
with the domain that includes the at least one affected asset by determining whether
the domain that includes the at least one affected asset also includes the entity.

4. The system of claim 1, wherein the at ieast one domain further includes a
software application.

5. The system of claim 4, wherein at least one of the domains comprises a
plurality of domains, and wherein the wireless mobile communication device further

comprises a super user software application that has a trust relationship with more
than one of the plurality of domains.

6. The system of claim 5, wherein each of the more than one of the plurality of
-36-



a plurality of domains residing on the wirel ess nobile comrunicatj gn

devi ce, each domain including an asset of the wireless nobile 05 FEB 2007
conmuni cat wWorzooewivee; and a domain controller configured %,(13 receive a
request to performan operation affecting at |east one bFTAHEYHORBIS (o

det erm ne aer. uest _origipated with an entity that has a trust
rel ati onsh;ﬁéﬁw't#n{ﬂﬂge%@%ﬁ%ﬁef H%?{%Pﬁ\ﬁ’iam“?ﬁ@“at | east one affected

asset, and to permt conpletion of the operation where the request
origi natedeith ﬁg e titéfthat has a trust relationship with the domain
that includes t R8¢ SYpteMegisflaighd Whersin e desaain comtroliehis stbercomdigumdaiom 1,

further compraiss informalie, sHQb PIAcethe fbriag i ¢ keys associ at ed
with the dommin that incl udes%t he at | east Ogi%&gggé%ﬁgd asset, wherein the

domain controller is configured to determ ne whether the request

ori gi nat ed 8um t hTha sefibintoy clhhat | ati hi QW t domai n
using the cry togrﬁghi C k%‘gﬁ .1|' gﬁé%ﬁéhéggi%g%%gg %(%?%?ﬁﬁ@eqteéﬁgpgﬁﬁgfw
domai n contCPB%llgmg |c§ cemNyinatian t pipesierersistert whiet heropefiesr emdesbftware

ori gi nat ed gpplidutibhe entity that has a trust relationship wth the domain
that includes the at | east one affected asset by determ ning whether the
domai n that includes the at | east one affected asset al so includes the

entity. 4. gThe f ' erein.the at | east_one domain further
i ncludes a sof ?ﬁg%gé%ﬂp fféé%md#mé@r G @%llatﬂ‘ stere; fomstoringapeeiest

| east one ¥iheraipthgsiomaiscantioperisiusthar copfignreli deteimiBOWRLIAGS thaddeish & N t he

W rel ess Birhi i i on,device furth conpri ses a super user

sof t war e gﬁpﬂ‘@ggfﬂ’w p%%ﬁé%ﬁgthg a}t%§f°r?'e?"af{°oﬁ’%rm'tpcqmR'ﬁt'qli‘o@fe’fhetqwtbne of
the pl ural Wherethedpeedtios.is ferrifted By sHearopérties Mtk HataMigfei N each of the
more than one of the plurality of -36 0 9 FEB 2001 WO 2004/ 017592

PCT/ CA2003/ 001245 domai ns i ncludes the super user software application. 7.
The systemiBf cTie systemvwbiesl@inhol RclHBE l; ' i figured
R L

to receiveg lnformation, and to place the infornat °'8. The
syst em of g?%‘ﬁ‘{lﬁ 50 avﬁﬁgﬁ]‘&]éﬁ F9flware appligationmn Hieswirelpss swibile toochmurdeatiohe
group condedte.ng of . communi cati on pi pes, persistent data, properties, and
software applications. 9. The systemof claiml, further conprising a data
store for storing properties,

11. A method for secure control of a wireless mobile communication device,
comprising;

segregating assets of the wireless mobile communication device into a plurality of
domains, each domain including at least one asset of the wireless mobile
communication device;

receiving a request to perform an operation affecting at least one of the assets:

determining whether the operation is permitted by the domain that inciudes the
affected asset; and

allowing the operation to be completed where the operation is permitted by the
domain that includes the affected asset.

12. The method of claim 11, wherein the step of determining comprises the step of
determining whether the request originated with an entity that has a trust relationship
with the domain that includes the at least one affected asset,
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wherein the domain controller is further configured to determ ne whet her
the operation is permtted by properties in the data store, and 8oFfRridi
conpletion of the operation where the operation is permtted by the
properti e¥OiPHABYat a store. 10. The system of cl ai m RCHELH83HIRECh
property is global, domain-specific, or specific to a particular software
application on the wirel ess nobile comuni cation device. 11. A nethod for

secure control.of a.wreless bile ¢ i cation device, conprising:
segr egat i ﬁé as ;fﬁ? éneél?oc{ ?fe‘ﬁwﬂr ﬁgﬁyrwﬁgﬁ@%&@dﬁﬁ@mr%@%wﬁ@m H%D ‘ieﬁ%’%gtg
pl ural ity osifinatbarwithem ergiaCihallsai thust RShtdhsRig with th€ashaPBatdshflese dthe

W rel ess rbei | e 0 ni cati on device; recelving a request to perform an
oper at i on &% é’E"PiaﬁSCtﬁ gsgeltongises thg plep £ setesmming waethenihegdehainieat t he

oper at i on ingudiRrfit b Bestohel AR cRABRBt 418&Incluass wileentkle affected asset; and
all owi ng the operation to be conpleted where the operation is permtted by

the domain that includes the affected asset. 12. The nethod of claim 11,

wherein the, st _@'ﬁ_e%etﬁga%fﬁﬁwgz?‘%\méﬁ"éiﬁetﬁet@ggéége igﬂli_%tegef{o?ﬁ 4 Bhfigarghet her

the request originated wth an entity that h r relationship  with
t he dommi RPPGALON rANdyheseinithe step ptdgterminiog whether the rageast origiBdted withBEB 2001

VO 2004/ O%E%Bﬁ]héﬁﬁ% CARROURBAS e ﬁﬁiﬂ&?ﬁnc@%ggm%i%%a%t %q‘%‘ﬁeéiepht he

step of dete . e € request- origlhate at has
a trust r@saetienymises letsten digedfyingiardigitahsighaiolewd te dofteraad applieatin using

affected [ erm ni ng whet her the domain that
i ncl udes ﬁ%@?g%@%tﬁg%gggﬁ?téét Bq&%gglﬁw'@l‘so includes the entity. 14. The

met hod of claim 12, wherein the request originates froma software

application a e| he st of determ ni ng whef her the request
ori gi nat eg%\'/vi tﬁﬂgmﬁ%{ ﬁ[’]ft'{]/a' h@t’ ?‘ﬁ'ﬁ?rQOF‘PU@PQﬂ@g?P%R hip with the domain
t hat includes tdoeiviig inkastti@nendf f ected asset conprises the step of

i fyi digital  si t f tr ft licati i
crypt oo aphi ¢ AR BBdE i afon iR ot RaREH OfLBE PG et HETEBE. ol ai m 11
further conprising the steps of: receiving information; and associating

the infornption with a ast one of the plurality of donmins.
%. [}he methoc} o’g cﬁaim 15, wherein the stgp of assoc¥ating comprises the step of

determining with which domains the information is to be associated in accordance with
domain policies.

17.  The method of claim 16, wherein the domain policies specify that information is to
be associated with domains based on one or more of; a source of the information, an
indicator of a domain in the information, a communication pipe over which the
information is received, a digital signature of the information, an access list describing

allowed domain information, and an input from a user of the wircless mobile
communication device.

18.  The method of claim 11, further comprising the step of;

determining whether the operation is permitted by properties stored at the
wireless mobile communication device,

wherein the step of allowing comprises the step of allowing the operation to be
completed where the operation is permitted by both the domain and the properties.

- 38 -



16. The method of claim 15, wherein the step of associating corrpr@igeg Ehmﬂ
step of determning with which donmains the information is to be E a J
in accongB §4\r/8|th dormain policies. 17. The nethod of claim 16, wherein

t he domai %q 418 specify that information is to be BCSEEAMB/B01246 t h
domai ns based on one or nore of: a source of the information, an indicator
of a domain in the informati on, a comuni cation pi pe over which the

i nf ti i i t f t.h (i
st daser i ngne BfiEore TCRTNE I Whe e Peshpiatatisr o
the wirel awmmblbw@rommmom@tat&m wiesléssanobiB.coimuri@itiba devite eb@bmebl,

further c n|n whet er the operation is
permitted B5° % E‘g}%CP‘Eg PR hperict Rk eivihes PR ReE A
devi ce, Wm&mwmmdperﬂsatsa‘orme cdiainihagineriaps treast téébeoﬁé 8Reftbd absai ng the
operation to be conpleted where the operation is permtted by both the
domain and the properties. -38 0 9 FEB 2007 WD 2004/017592

PCT/ CA2003(00134b rh8tholiher BRIHOM, OfhabRl fﬁel%qu\é@ﬁb%lﬁategefro%eé) sBftwar
deternm nin ether theoeratlonls permtted % properties store(?at t he
e

wirel ess foeo@ﬁﬁmhe@m th wf@@t%wﬁwg whetheg oeta@@oaﬁs pevettadty gl obal

propertiespyrh még] I rggrm,h ﬁé]d(],

properti esp f gd? th gtogéodnﬁt{ ﬁé%lwﬁsn@?&%es t @ﬂ%:%t%lﬂedél'g gfﬁ'et af orrﬁj?ﬁgé asset .

20. The net'fRal drckingiarplictionmernsiiies fethesgliwete appligtinit es from a sof tware
application, and wherein the step of determ ning whether the operation is
permtted by properties stored at the wirel ess nobile comuni cation device

further conprises the step of checking application properties for the
sof tware application. -39
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