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Data flow in and out of a data source is vital to the proper operation of
many enterprises. Wien this data flowis interrupted, even for the

bri ef est wboenom@swval s, a major problemexists. One way t ®@Crniser/t1ypé such
data flowis by flooding any communication 5 |line (or any network device on
the pathway) with so many data packets that the device sinply clogs and
ceases to function properly. In such a gituation, data can be |ost,
transactions not conpleted and the f|OM/Of comer ce hal t ed. Cbnpanles are

Pncl uding E@Fiﬁﬂ@@i“ﬁ%ﬂﬁ%@ Wﬁ%ﬁm Boeni o
of 10 Service (DDOS) att o0 an application, but

exist in the network. One known solution to this particular type of problem
is manual intervention by a systemadm nistrator scrolling on access
control list screen to manually select and bl ock an offending | P address.
This, of course, presupposes thaTECERNIORG! BIEND even knows whi ch sending | P
15 address(es) is causing the problem If the rogue sendi ng address keeps
changi ng, the Thipmnﬁon {edgtat terdatadietworktdoatrol Jysiemsahd adropaticulagy e her

sol utions that of are . te intrusjon detection sensors that

provi de nifgH %PP%P@IQ‘FHB?{”{%E ”&ﬁiff’lfl%\%ﬁa ledo pranaig e constay siigam afst s ¢ he
known of f@a@&'ﬂ&ﬂlrlgﬁn%ﬁ@/o%ﬁt of% Ju r3Qabhon is renpte monitoring of
network conditions. The probl the solutions to date is the fact that
by the tinme a 20 human can respond to the existing condition, it is

al ready beyond his/her ability to control the traffic and the network is
brought down by the intruding traffic overload. For exanple, today even
assum ng a nodest speed of, let's say a 1,000 packet/second, about half of
the maxi num data rate of a Tl channel, the human eye cannot respond that
fast to read the I P addresses, digest the information and act before 25
many, many packets enter the system and cause danmage. Today a typica
enterprise can receive a mllion hits in an hour, nmade up of perhaps
4,000, 000 or 5,000,000 packets. Such |arge nunbers of packets, when backed
up, cause the systemto stop functioning.




WO 02/ 100039 PCT/ US02/ 17426 4 SUMVARY OF THE | NVENTI ON The present

i nvention includes a systemwhich inplenents a three tiered architecture
wher e t hewdakab®s®e runs on one conputer, or across multi plPeTasopu4es s, and
the kernel and all of its intelligence runs on a separate conputer while
the applications and 5 nmanagenent tools run on other conputer(s). The
systemis designed to nonitor every tcpg/ip packet directed toward a
conpany and to keep track of each packef fromeach IP address, including

all of the bytes of information aﬁéxmm each packet. The goal of
the systemand nethod is to preve ich is defined as a

t hreshol d abov ch. data .t hput nu | f..desired, the
system can havz)ag‘; %‘Vé]fl a?%?lét qﬁilgl %s%mé:&%v@ fh%a?ﬁeyoe?{gﬂ% %ny when a

t hr eshol d ehterprizas Mithen T 850 Glotl is interiniited, €08 ¥ tthe BYRFES of ddrvilhie Mbjober of
arriving data packets and the accunul at ed nunber of bytes of i nformation

during a 9?(&%@1 existie Onsarasole interupt sugh datp ﬂomﬁayrﬂmémmamz@ommus)cwa'@s met a
|
bt ovent ed i (Shily BBRRER B FEL bAYL BRRS TR0 A0S EANRF R BRRA Rt R

traffic raingplyaldgs ahdcédses tolfuegivalpiopetlve In blvhsesimatidn) ded daabk&isg ar e

allowed to then flow through the system The ca?tured packets are sel ected
based on HenPSHYEIE sAmpletq Fh%ﬁ?‘ﬁﬁfc%fﬁm‘@dwt B the nonitor against

certain criteri@, such as  numnber t he, accunul ati on of bytes
per PTS coni ng GBS fif g5thing %}Pclferé{‘“ga Z@?dlnﬁ%ﬁo‘ﬁﬂe"f%‘o %P ‘%&& ess; and
known badnst@hﬁnﬁﬁé tn%lﬁcﬁn aéha%@fg%@@bmemmewm&eﬁ@@é:ﬂ]ﬁls%qteagaenm%@e are
four (or nore or less) res hol | evel s which exist” which are percentages
of tlRe t obatviges(RAIM ﬁ@ﬁlﬂs thetar not spavifinetancapklicatiPhebut lexissindhel setverkbe f or
exanpl e 20, 30, or 40 percent of maximum I|f the traffic flowis under the
| ovest t hr esholQne kapwinysohitieg to thispastigdeniype olmreklernie magppldntenfention by png
packet s, gtk ailiakag #Kifife th Qéc%gseco%usms%a%wm hiifiaBY SLED RE VR an
automati ca e

offendlng IP address.

This, of course, presupposes that the operator even knows which sending IP
15 address(es) is causing the problem. If the rogue sending address keeps changing, the
operator (system administrator) is at a loss. The other solutions that we know of are
remote intrusion detection sensors that provide manual notification that an attack has been
detected and lists the known offending IP address. A third solution is remote monitoring
of network conditions. The problem with the solutions to date is the fact that by the time a
20 human can respond to the existing condition, it is already beyond his/her ability to control

the traffic and the network is brought down by the intruding traffic overload.

For example, today even assuming a modest speed of, let’s say a 1,000
packet/second, about half of the maximum data rate of a T1 channel, the human eye
cannot respond that fast to read the IP addresses, digest the information and act before

25 many, many packets enter the system and cause damage. Today a typical enterprise can
receive a million hits in an hour, made up of perhaps 4,000,000 or 5,000,000 packets.

Such large numbers of packets, when backed up, cause the system to stop functioning.



25 process of choking or holding certain packets. |If higher thresholds are
violated then nore and nore severe action is taken, i.e. nore and nore
packet ( s)waroe/iprawvent ed from flowi ng through the system POmgSenbmadé nent of
the systemincludes several real tinme displays, or tools, to -analyze,
manage, and nonitor the data bases, the kernel, and the whole system One
30 visual display of data and addresses shows the packets that have been
choked and, WO 02/ 100039 PCT/U802/17426 5 optionally could show why. This

information can be displayed Ih@@ﬁgﬁ 5ﬁ9ﬁﬂﬁﬁl ﬁﬁgnunlcated renotely to
any term nal or conmunication devi cé anywher e |nT rild. Thus, a user,
operal i ng fromiagrdsehiThithioNiddhudele 3 a%%%%g?lg@%sh%r@@ﬂe@&%wd can

nmake adj ustnents e system by cha grn erent paraneters
al | owi ng lamhﬂemtureﬁwlh@e shedbetaasd mms o hee opepuEenor aaoss nifltiplecbmpdiergdpdist t he

criteria for e fore 0|n has outlined rather broadly the
feiat ur:as &}?d(% ﬁﬂ&gﬁp? v&%ﬁag&s ont%%@pbﬁa&es@mpw Q caﬁlqréranfihat
the detai h%a%éx‘ﬁ&{t kdti1é A & oth&LohdPBIs). Ofhd fAtend RldeQ¥Red te%lﬂﬁr@

under st ood. Additi onal .features and advanta es of the invention w
descri bed tapéipgiapledt deectamh iavard o comphry msﬂtipérccp trfickt dfeeach pacirst fncﬁmteh«eh IP

I nvention t sho e t hose, ski.lled in the t t he
concept i oﬁdé{ﬁff gﬁg%ﬁf %ﬂ 8&3‘8@?‘{% ip 1n W@ﬁﬁ%ﬁ?cﬂ‘?@ i ?aégal"‘?]?t urtrﬁ as a
basi s for tHedisteri i REthEE $ 18 PreV@nOl SAinSWhieh s el Qf a t1F8dH0Y AHdvE Whl(;}he
sanme purposes of the present invention. It should also be realized by

t hose ski dptadhiorglme mayst netiget such equi val ent constructions do not depart

fromthe spirit and scope of the invention as set forth in the a@q%ended
¢l ailfs. The novedesiedths Beiah pathae sovesalcrialde ueh Benamisdlbrshangebie of

the i nvenWh[%ﬂ’atﬂl%E 185 fefotlelS ’ﬁfr%‘?-gic?\zlant{hgsgcoﬁ&% {}Fé 9 aP{ en?xﬁl%rex%f é}anlg from

t oget her w further objects an es w under
the foll dafapgckigsand tht mwunmhaad nmmbexdﬁrb@cbs |o|ﬁn1fonmmhldaﬁng\fatpfes‘ehﬁ:me

g](c: C? Lrga][l Yéglg%él(gaif g@&ﬂ%l tlfl’tﬁ.s 1913] EP’IS%)S)BGS Suth Lljnqgcer\%ilgr? tcljns Qa%\geer}/secrerta}nh at each
packets are scanned, captured, and prevented (temporarily) from passing through the
15 system. When the traffic rate falls to the threshold level these captured packets are
allowed to then flow through the system. The captured packets are selected based on a
comparison of information “sniffed” by the monitor against certain criteria, such as
number of packets and the accumulation of bytes per PTS coming from a particular IP

address; a known “bad” IP address; and known bad data patterns.

20 Generally, When it comes to flooding, there are four (or more or less) threshold
levels which exist which are percentages of the total maximum band-width of the network.
The thresholds can be for example 20, 30, or 40 percent of maximum. If the traffic flow is
under the lowest threshold, everything runs smoothly. Once the number of arriving
packets and accumulated bytes violate a threshold, the system begins, automatically, the

25 process of choking or holding certain packets. If higher thresholds are violated then more
and more severe action is taken, i.e. more and more packet(s) are prevented from flowing

through the system.

One embodiment of the system includes several real time displays, or tools, to
analyze, manage, and monitor the data bases, the kernel, and the whole system. One

30 visual display of data and addresses shows the packets that have been choked and,



illustration and description only and is not intended as a definition of
the limts of the 20 present invention. WO 02/ 100039 PCT/ US02/ 17426 6

BRI EF DESERBIRTIOBY OF THE DRAW NG For a nore conpl et e understarsd/ng26f t he
present invention, reference is now nade to the follow ng descriptions
taken in conjunction wth the acconpanying drawing, in which: 5 FIGURE 1
shows the invention working in context to data flowing to/froma network,
such as the internet; FIGURE 2 shows in detail the basic bl ocks which

A AT R A R

interacti ‘;zethunmaﬁkd réflofely3dRMS t&mins v vomvatuntvddonl d St eats wistdin e Worldt or
system operati on. WO 02/ 100039 PCT/ US02/ 17426 7 .DETAI LED DESCRI PTI ON
Tur ni ng noRs @ Uspicopatating Gemamyteringl gyh the gppropiiae negr IPgndpessirprd sar ce) |

they traygke E@jugtﬁ{&tsctggliféﬁgﬁ%g% %ﬁlhn%gn#{ the dfff%?é'ﬁ‘t'?ﬁkéﬁe{%‘?s é‘lﬁamilﬁ? gfo@i §P uld be

a Ti, T3, OC48 ‘or any on nedr a ta conve -1 can
be séver alesddsta flownVEhre apesatoviaphifdesisdeadjne thitadritepafok ehskiog flatahe | i ne and
convert that data to an "internal" protocol, such as token ring, FDD,
TCP/ |1 P or ot heThp faregeing haeeithesd tathenhroedlyshe faatwes anddsdhnirat kdstagtagheof pass

Systom - opirBehE et BN or TR 0okl SRS oP e S Bl nl Bgfpv e Y
her ei naf t afay Hobejtert ir@satdvRAN| AdBitiRAL katresMidavimkees b BerinVifioh RFiflah

security system 200-1 are delivered to router 12 10 over 15. Router 12
coul d be descuhed hereingfier whick forgnthewabyieesof theclpimstof thespyentionp Thghenlsibe

10 appreciated by those skilled in the art that the conception and specific embodiment
disclosed may be readily utilized as a basis for modifying or designing other structures for
carrying out the same purposes of the present invention. It should also be realized by
those skilled in the art that such equivalent constructions do not depart from the spirit and
scope of the invention as set forth in the appended claims. The novel features which are

15 believed to be characteristic of the invention, both as to its organization and method of
operation, together with further objects and advantages will be better understood from the
following description when considered in connection with the accompanying figures. It is
to be expressly understood, however, that each of the figures is provided for the purpose of
illustration and description only and is not intended as a definition of the limits of the

20 present invention.



firewall 108 could be built directly into security system200-1 if so
desired. Those packets that nanage to make it through security system 200-1
are del i wpad/100089 ent erprise internal (intra) network 13, PCirreseali42d08.
Connected to intranet 13 can be other intranets, |ocal or renote. For
exanple, intranet 13-Nis connected to intranet 13 via 15 nedium 17.
Connected to any of the intranets can b% any type of device such as routers
102, gateways 103, servers 104, PCs 105, voice-over |P, protocol systens

(VO P) 106, or any type i em.l s designed having a
back up line T1-2 so tha@wﬂhégﬁgﬁb%égwﬁwjgﬁﬁatl on is always
delivered fro he extern networ k .f or anmple frominternet 18, 20 over
data lines Tlnyﬁaaﬁre %ﬁ%gclwéipgsta{nﬂmg oégﬁf‘bpqgfegt pyeutioy, Egrﬁ’iﬁ%ee]é%W ina
simlar wahdaso tHeASBowRF deseripitidnd fakbn irfooafRictibAGh i NRbmPASENS BraRAd)
security system 200-2 until security system 200-2 gets notified tha
security &y¥hiehi 200-1 is not functioning or overloaded. In such an event
the information_stops flowing fromT1l-1 and starts flowwng fromT1l-2. This

i s avback-up sysEEREahshavsthe inpvpnignwerkinneontexhie datrolowinglo/fiogya 25
exanpl e, ﬁ@ﬁf{ﬂfﬁisﬁ@ﬁﬁsfﬂeﬁﬂteﬂ%‘&h ot her over medi um 109. Dat abase 19
u

advant ageously is connected ’to both systens 200-1 and 200-2 and is used to

store the inf ORIGURED SRRl (Y BAsic RBEKSIhitR Slabf OB Snvéhfod! -1 or T1-2.
Applications 107 can be renmpte fromsecurity systens 200-1 and 200-2 if

desired and, mmwmwsaaﬂ@w@dgeémla@the%st&m%geﬁﬁan;be local to security
system 200-1. The 30 preferred arrangenent woul d be for applications 107 to
be in a separ af@GORE 4 slswd Hisever thrd¥ads 02 hEQYS3H WFkindSattakh¢eld; afll pr ocessi ng
system 200-1. They can be run froma location via internet 18 if needed. In
t hatlOcase, t heFIGURENI-Bshowvatidusodispaysnisedtonmaogtor Egstdmampdralibn? as any
other information would cone in to the system This, as will be discussed,
allows a user to renotely access the system nonitor the system and nake
changes to the system as



5 desired. Data from applications 107 is advantageously binary encrypted so
when it's run fromanywhere, it is difficult to decrypt. As data flows

i nt o secuwptog/16003¢ em 200-1 (200-2) the packets are anal yrea/tmoz1des not
pass to router/ Gateway 12 unless they are | ogged through the system as

wi || be discussed hereinafter. 10 FIGURE 2 shows a bl ock diagram by way of
exanpl e only, of security system 200: ta enters, via nediunm 4, to CPU

i nterface 20, which advantageously could be a Sun Utra Conputer running

operating system 24 which coul t@ﬂf@ nistrative interfaces 21
I n our exanple are four visual BE’ 9$E§9£Eﬁ8 ich are data base driven
A e puher DRuRELOE W ERIARECH 0b RS Woklfonk hARK 1Yol B B 5B

base 15 i nterfaces are, in our e

cont ai n atfausthedatafconteater ¢ $- 1b(a$a)t1ﬁeu@1aﬂd B, &/Iﬁ?d‘hcdb‘uld?lﬁd aﬂre.Ts\I@(M& &adniyon
system 23 i s an al arm.ng Sé—‘z"eemthat I nvol ves_ sendi n% out e-mail_ and pager

al erts asOpweRepBUFatiohmeline Panerryvprired -1 can bepevespl dptagopvaisss which e

Sol arsi s 8} qgﬁﬁg ec 3} I ackets
fro mSp ass | ng t }g)ﬁ&r L}:dfg g}s%? gllfh%ﬁ%%g%%ﬂag{e a{rlminl{lt‘?rg?ll 661[{)%{%%“]9%9/9% nce
that is 2@keaningnEDDE] TCAIP ot othengrotdeel dwsivpd By en sitatpeis@fThescpackéty tlsyst em

200-1 (200-2). Network rface 7 processes data packets to .external
i nt er f aceP#% tﬁé?%&%ﬁbﬁtqﬁég{) ‘Et%ﬁf?éf“ngg e e packefs prrie At seeurifgeystdit at i on

system 23,6 ﬁdéacﬁgﬂel@et v@iﬂ'm'aha gﬂéﬂ o wiWe GbQREdRISARGR:. ONI %ose medium
advant ageousl V' vi tocol through external Interface 14 using,

for exampheketswehiSumaBe Iﬂmnr way\/bhrbughmeagrta wystéth 266 airel deiezteredrtg sowtent? ol 28
|| for f bl tt Co d Uni x
het i anaPur Hod SR s he FniEton e ROV ey of i B So 8r1d fiir ace
al | ows extiesiral 10858048d Bé b@lﬁrﬂmﬂﬂiﬁnﬁ@%cuﬁﬁ%@%mtm 1 [Hs8'dB&ted. confi guration

paraneters of the system Along with changing the internal configuration,

t he confi gur at MaBsclsdcabe $ieat nfanbgidteakest MikdughReQIEY Yystdial 2001 Qr@addlRatddy - The

following is 30 a |list of configuratign itens that can be altered:
to enterprise internal (intra) network 13, firewall 108. Connected to intranet 13 can be

other intranets, local or remote. For example, intranet 13-N is connected to intranet 13 via

15 medium 17. Connected to any of the intranets can be any type of device such as routers
102, gateways 103, servers 104, PCs 105, voice-over IP, protocol systems (VOIP) 106, or
any type of devices .01.

The system is designed having a back up line T1-2 so that, if the user desires,

information is always delivered from the external network for example from internet 18,

20 over data lines T1 and T2. The packets that come via T1-2 are processed in a similar way
as those coming via T1-1, except they do not pass through security system 200-2 until
security system 200-2 gets notified that security system 200-1 is not functioning or
overloaded. In such an event the information stops flowing from T1-1 and starts flowing
from T1-2. This is a back-up system and security systems 200-1 and 200-2 can, for

25 example, communicate with each other over medium 109. Database 19 advantageously is
connected to both systems 200-1 and 200-2 and is used to store the information analyzing

every packet that comes via T1-1 or T1-2.

Applications 107 can be remote from security systems 200-1 and 200-2 if desired
and, connected via intranet 13, or they can be local to security system 200-1. The

30 preferred arrangement would be for applications 107 to be in a separate CPU from the one



WO 02/ 100039 PCT/US02/17426 9 Status - tells the systemto list all the
configuration itens that can be altered and their current status; Email -
turn on/ oD cefreioB9 al erts; Pager - turn on/off pager al erPET/US0Y/pae@ck -
turn on/off witing to the iptrack database; |pchoke - turn on/off witing
to i pchoke database; Ipicnp - turn on/off witing to ipienp database;
Message - turn on/off nessage, |og repogting and change the nmessage
reporting level; 10 Trace - turn on/off "error log reporting and alter the

| | ti dify the, PTS d; . Th hol d 1-4
L Rirn onpisersbizysh 20081 R cmDe tiah Borsloctil e yernt T s arioge.
Packet s ep{a€taséi e lﬂ%nﬁ&ﬂonv\h@ul%&hb“iﬂ difmobiéth PYREZad ’?ﬂ-@ a§%ﬁ ofteeket is

anal yzed. Routine 302 | ooks at the packet to see if the 15 address of
t he packeinfomsativgrworddyome m/iodhs systadn.i Hisrasaviilde. dlsczumdaaltoalslawsesto

mai nt ai ned i n dat abase 19 (Fl GJ of .how t es h cket cont ai ns
and t he nﬂ%cg?lyc% CH % SYSth“ e Bﬁ%ﬁéim?rg %BB@%C % %Fotatﬁ? 3595 BA5 t hat sane
| P addr esgesitBie system al so keeps track of how the packet size fits with
respect to the maxi num packet size,of the other incomng data. Al so
tallied are thDatnfomtappficdtiphe0Bisndeartdpeohds binaryt BRcryptet 88 whih €8s I(uRTS) has

been 20 stored al ong. w ccunul at ed bytes for the whole tine
system 2 OB W ity d{%ﬁslrlt oo Asidaia dowsTaie Sa%ﬂr@yw&maﬁo-ﬂ FGZ%a} ess

first seny, a@ﬁ&ggtte Qy%’(gghtf ot §secmrout@1]/85'tgw fass fed GreQbeddae | ast
A 2Hohd fEndita Es for

packet is nt al ne current nu tes that PTS
all of vmﬂrrhugruhesystcmdtsmllbaldiasbwedhﬁemaﬁerr out i ne 303 Anal ysi s 304

i nvol ves determning if the nunber of packets and the accumul at ed
10 FIGURE 2 shows a block diagram, by way of example only, of security system

200: Data enters, via medium14, to CPU interface 20, which advantageously could be a
Sun Ultra Computer running operating system 24 which could be Solaris 8.
Administrative interfaces 21 in our example are four visual displays; two of which are data
base driven and the other two being visual displays of the kernel in real time. Data base

15 mterfaces 22 are, in our example, Oracle 8i version 8.1.7.0.0, and contain a number of
tables based on Oracle 8 architecture. Notification system 23 is an alarming system that
involves sending out e-mail and pager alerts as packets get analyzed and choked. Filtering
processes 25 are Solaris § loadable kernel modules that actually filter or disallow packets
from passing through the system. SMI 26 is self-monitoring intelligence that is

20 continuously monitoring the complete state of security system 200-1 (200-2). Network
interface 27 processes data packets to external interface 15 using Sun Fest Ethernet PCI
NIC Internet access. Notification system 23 sends pages, e-mail and/or any other message
type, advantageously via the SMTP protocol through external interface 14 using, for
example the Sun Solaris Mailx program. Threshold settings control 28 allows for fixed

25 and variable settings.

Commands interface is a Unix shell and/or DOS shell command line interface to
the system. Interface allows external issue of commands that change the internal
configuration parameters of the system. Along with changing the internal configuration,
the configuration database is updated simultaneously and automatically. The following is

30 a list of configuration items that can be altered:



25 bytes per |P address over each PTS, taken as a whole, is enough to
violate any of the four preset threshold |levels. Analysis 304 al so

det er m newp tenom@3cont i nuous basis, if the packet byte aceomuisar/imes rates
warrant the addition or subtraction of |IP addresses to the |ist of chokes
as conpared to each threshold | evel and preset packet rate. WO 02/ 100039
PCT/ US02/ 17426 10 Threshol d conpare 309, conpares the nunber of bytes
during the last PTS where it first sorts the total nunber of bytes to each

| P address by descenrgding r . I her.. wo he i t
nunber of bytes by I%gitgsgd{rg}eiggl%gsg%mgégrh?i%l tthgg?%ﬁegﬁ %bqnlie%%ttﬁ%t ca’flﬁ’lﬁgg%%fld has
been vi ol at ed box 3@fd thelr du@nt ©itas; nunber of bytes that came through for
all 5 I P addresses during that PTS is greater than one (or nore) of the

t hreshol d | evel s or Enfaik-hermn gdeffemailateetsyi ol at es a preset packet rate
threshol d. When a | evel of violation happens, 307 a determnation is nmade
as to which | evel h&Xegtrednwnmangdifipager aletts;any t hreshold is violated, then
certain data packets are choked fromflow ng through the system Once a
threshol d is viol at dpfracke tagpgméeff weling o the iptrackldatahegsacket s from certain | P
10 addresses to pass through the system Since the system has already and
cont i nuously, keepépquﬁk%wowg%@%toam@eégt%es as the nunber of

packets for every IE.address sorted. . in descegdi ng order it now uses that
tally to choke a cerRSMR - fhyitige tq foagmp database:  system does this by

| ooki ng at packets from | P addresses that are known to have sent bad
packets in the past&?sfag?ﬁwgﬁwsﬁaﬁ&slggb‘?% igsande etEﬁHl?@ng’o bring
the bandwi dth 15 dowspopehOMye; particul ar threshold I evel, the system chokes
the next I P address on the list having the |argest data vol une per PTS. I|f
t hi 40t ot al accunul atlirgse -ahrnlynl/ e e@sr 108 kdpodting &irl alRateatack ddvel feportingi S | P
address brings total bandwi dth down to threshold | evel then the system

st ops addi ng | P addP¢dses ntodifyltiee BTi®keridd;ahd | f the throughput still

remai ns over threshold, nore and nore | P addresses are added to the choke
list until the propdhreshold s 1-4 - turn on/off each threshold level.

FIGURES3 shows system diagram 300. Packets enter via box 301 via medium 14
(FIGURE?2) and each packet is analyzed. Routine 302 looks at the packet to see if the IP
15 address of the packet has sent any previous bad information. Also a tally is maintained in
database 19 (FIGURE1) of how many bytes each packet contains and the number of bytes
of the packet is added to the total for that same IP address. The system also keeps track of
how the packet size fits with respect to the maximum packet size of the other incoming
data. Also tallied are the amount of bytes since the last primary time slice (PTS) has been
20 stored along with, the accumulated bytes for the whole time the system has been running
for that IP address. The date when an IP address first sent a packet through the system,
along with the date of the last packet is maintained along with the current number of bytes

for that PTS all of which are stored in database 19 via routine 303.

Analysis 304 involves determining if the number of packets and the accumulated
25 bytes per IP address over each PTS, taken as a whole, is enough to violate any of the four
preset threshold levels.

Analysis 304 also determines, on a continuous basis, if the packet byte
- accumulation rates warrant the addition or subtraction of IP addresses to the list of chokes

as compared to each threshold level and preset packet rate.



20 throughput is achieved. During this tinme the systemis sinultaneously
determning if there is a violation of any other thresholds. If the next

hi gher thweshobtw3has been viol ated, then the system goes PChRrusoykrsehe sane
process, but | ooking for a higher percentage |evel to choke. If the system
goes down a threshold, then sonme of the IP addresses on the choke list are
25 renoved. Where the threshold |levels are | owered, the cached (choked)
addresses are allowed through. Once the database and cache are enptied for

that threshold I f : %‘Rﬁﬁl - I m t he
choke list. Pr oggégﬂoéggg@ﬂﬁﬂffog’omﬁggpﬁp = tg or agégq)g% 9%3? g‘?%eﬂ%qgﬁggé%égslo
sends unchiblfiest sods thettbtabmghbdrlod bgtes teeeach AP address byrdnseaﬁiﬂghaﬁnﬂmpf)gﬁ%.at

every thresho]d | evel_ sjmultaneously is _anyti a 30 mopve up or_down in

t hr eghol de]I%eQ}E‘Fr W%rdﬁéﬁ‘*’ei,“%ges& é‘_l“é’gﬁli ‘?é’_tﬁt%rpyi S ggs suedite hfersIhithar  are
currently {elngddaekesh AbRieitok!308C Y Eotal hutBENo My fes it e tﬁrB&gl aljeave
them on the WO 02/100039 PCT/US02/17426 11 choke I'i st at the next higher

| evel 3 Act IRasldnessgrsduringtthat P S| iP geedtir diwm dnagommoreof tiedkiesholékevelandifthe

kets durj the.last PTS. |f.tha P address is inactiyve for a PT,
e o | pach SlbioRRs o Rt kBl Sitniadeu P violion HepP vt ¢ nen
it is renpygéemiiaatiddie nfddeks to whith 18R] RihRhRRJlatkd BIHY) essadIP:Siqdded or
renoved. 5 Two inportant paraneters of the s&tem are 1) threshold

per cent agetdenaertan datgpaglatsareicheked frane flomirg frrdiighghdaysisens brand new f or
every tinme slice, which advantagequsly is two seconds but could set to any

| engt h desi r ed. Onpenthresbolddy vighded ﬁvswéﬁmd}egms ite iisallowi pagketsdiam eertain Ehoked
i s bynd .0 - - :
dur i 18°F he BBt HRN I SRR OSSR Rl o BEGHTHT bERInLIE™Y | e

if an | P akipesack of the idth] totdsiagevellsastthe pumbenit patketsafot exkeIP fiddesseontd nui ng

dd , .Wwhich could occur jf "dead" |IP addresses were not
'; gngcggggdgngg?gpn;lﬁfg?ﬁ%aﬁét E(is]vg ikees|thagitally to cho]l<e a certa?n percentage of traffic. The

system does this by looking at packets from IP addresses that are known to have sent bad

packets in the past. If choking only these packets is not enough to bring the bandwidth
15 down below a particular threshold level, the system chokes the next IP address on the list
having the largest data volume per PTS. If this total accumulation of bytes as well as the
packet rate for this IP address brings total bandwidth down to threshold level then the
system stops adding IP addresses to the choke list. If the throughput still remains over
threshold, more and more IP addresses are added to the choke list until the proper
20 throughput is achieved.

During this time the system is simultaneously determining if there is a violation of
any other thresholds. If the next higher threshold has been violated, then the system goes
through the same process, but looking for a higher percentage level to choke. If the
system goes down a threshold, then some of the IP addresses on the choke list are

25 removed. Where the threshold levels are lowered, the cached (choked) addresses are
allowed through. Once the database and cache are emptied for that threshold level, then if
need be, more addresses are removed from the choke list. Process 309 & 311 control

storage of data, while process 310 sends unchoked data through the system.

Another process that happens at every threshold level simultaneously is anytime a
30 move up or down in threshold level is made, a determination is made to see if bytes that

are currently being choked are still active. If they are active, then we leave them on the



FIGURE 4 is a description of what is going on during a primary tine slice.
There are seven processes operating in the processor for every primary
time slicwoandotbese 15 processes are repeated at 2 secon@Crniser/vake
(assuming a 2 second PTS is selected). The paranmeters for disc storage for
t he dat abase storage can be determned on a custom zable | evel, whether a
user needs to store data for an extendeqlperiod of tinme beyond the PTS
expiration of active or inactive packets.” The user could determ ne the

amount of ti and vol une. of data that they need to.store and for how | ong
and for ho%‘(ﬁ%élsﬁ‘%ﬁ e?ﬁ%‘.ﬁlﬂ?’ﬁ’f Efﬁ%]t dHdive 6‘?"338%/1{1’&5%%@[5 %@%F’%?d@s ?deﬁli%tﬁd ﬁ}stew | |
depend UpOshd/QeHaRREY BlirigY the PAPHDE dTthhiladiRsORIALEHVE GBTOBLS, Mlgl it ngiepend
upon when the inactive list is available such as by the hour iIncrenents or

dai ly or wedldcquiwletedmmyibgtes or packbisdk 8 lagh PIS ,iednrit miremoviet fdradlee ¢hokel s f or
constant w.iti dyr i tinme flooding traffic. 25 FIGURE 5 shows

Sel f I\/bni%?ti ﬁg’g?ﬂﬁ‘gﬂ?@f@g%qges(aﬁ/fiéﬁe&i%ﬁ?ﬁw 0 shows 12 conponents f
501-512) of th ' A i gal Ly, There e four
States tor ever s oumpSEihihiied Bt Yt TR DURRGRpREniBS GaB) o, ont

col ors f orprimbkiane slice Bviefitltiag hagpent beyid hew bt aletstimEREcd; §ihghs i n

parenthesi s,  (optional) are suggested colors. Down (in_ red) - the conponent
i's down an%fi"l“i‘l@%g%’rs {15 gvo serepdsbydopld spifogy Tenstdespied: Uerpthe veydhe 12 | ni t

(in blue) s he,GRmRRAARBNY dIrORIibRG 2BY dog i hdah bl 8 i
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i nitial i zeakcummithted) nivnygdioing the last TS éntdagh Hoaddpesscessi ng data. 5 Run (in
greené - the conﬁonent is working, initialized, running, and actively
procé8si ng dat aTheregsmefos cheskingdo dgmidian ¢P eddresslis stitl &itive és torppenenban ng

di'spl ay 609ttacﬁgrbflr§m ggﬂ’tinuing to change IP addresses, which could occur if “dead” IP addresses

- were not removed quickly from the choke list.

FIGURE 4 is a description of what is going on during a primary time slice. There
are seven processes operating in the processor for every primary time slice and these

15 processes are repeated at 2 second intervals (assuming a 2 second PTS is selected).

The parameters for disc storage for the database storage can be determined on a
customizable level, whether a user needs to store data for an extended period of time
beyond the PTS expiration of active or inactive packets. The user could determine the
amount of time and volume of data that they need to store and for how long and for how

20 many PTS.

Parameters for database storage and back-up will depend upon the amount of
bandwidth that is being recorded and will depend upon when the inactive list is available
such as by the hour increments or daily or weekly increments to be backed up to maintain

database levels for constant writing during any time of flooding traffic.

25 FIGURE 5 shows Self Monitoring Intelligence (SMI) display 500 shows 12
components (501-512) of the systems states in real-time dynamically. There are four
states for every component which can, if desired, be shown in different colors for quicker

identification of system status. The colors in parenthesis (optional) are suggested colors.

Down (in red) - the component is down and NOT working - needs HELP.



entitled "I P Address Information” is a real-tinme dynamc |list of each and
every packet that the systemsees on the internet. Table 602 entitled "IP
Filter | mvoraoioen” is real-time 10 dynam c |ist of everyPsTrghz1packet

that the system chokes. 603 is the total bytes the system has processed
starting when the systemwas initially started. 604 is the total nunber of
packets the system has processed startigg when the systemwas initially
started. 15 605 is the total nunmber of Dytes the system has choked starting

when the system. initially started. .606 is the total nber of packets
Lhe. syst em has LERBR BIeL HeGoRpoRFrs ©AESg S D fhapd Ps bidroelly

FI GURE 7, nghowgetilesual | P Tracki ng dat abase managenent and display 700

whi ch 20 provides nore information about each and every | P address that

the system mai ndia{insyelldws- fHelcoinponsnt OWbkss, afitifilZRad funtingbld iscal | them
700a, 700b, are not shown. 700a is the IP address. 700b is the domain nane
associ at e€uEgntly col BahprPo@smg daf. address up to the current PTS. 25 701 is
the total accunul ated bytes that has been processed for |P address 700a.
702 Ps the t ot AUnAECEIRRD aticannasnids Morgng faitializgde prnpmesangactivelyaddr ess
701 a. 703 ispg&gssg@t@%a-accurml ated bytes during the last PTS for IP
address 701 a. " /04 1 s the accunul ated bytes for |IP address 70la up to the

last PTS. 705pmEURESs, 486®s iphatlit Gliubine Fiﬁer@ﬂﬁ{iﬁﬁﬁgﬁ%éla% otds thileo1! 0gged.
WO 02/ 100039 PCT/ US02/°17426 13 706 is the date the | address 70la was

| ast updaeritledSOR Adslress pubimation isermal-tmediyhamigHist bf ¢ash asd evérnpeckenittah t hi s

systenl s the system sees on the internet. Table 602 entitled “IP Filter Information” is real-time

10 dynamic list of every single packet that the system chokes.

603 is the total bytes the system has processed starting when the system was

initially started.

604 is the total number of packets the system has processed starting when the

system was initially started.

15 605 is the total number of bytes the system has choked starting when the system

was initially started.

606 is the total number of packets the system has choked starting when the system
was initially started.

FIGURE 7, shows visual IP Tracking database management and display 700 which
20 provides more information about each and every IP address that the system maintains.
The first two columns of FIGURE 7, I will call them 700a, 700b, are not shown.

700a is the IP address.

700b is the domain name associated with column 700a’s IP address up to the

current PTS.
25 701 is the total accumulated bytes that has been processed for IP address 700a.
702 is the total accumulated bytes during the current PTS for IP address 701a.
703 is the total accumulated bytes during the last PTS for IP address 701a.
704 is the accumulated bytes for IP address 701a up to the last PTS.
705 is the date in which the IP address 701a was first logged.



configurations. There can be many different configurations associated with
this system FIGURE 8, shows visual managenent tool 800 for the system
conf i gur awDmp/18008at abase denonstrating a pull down menu ofPCrLSD2/pi4es
configurations. The systemcan store as many different configurations in
t he dat abase as a conpany woul d |Iike. Al though the present invention and

i ts advant ages have been described in detkail, it should be understood that
vari ous changes, substitutions and alterations can be nade herein wthout

departing from irit f th |nv ntjon as defined by the 10
appended cl ai ns%ﬁ%geoéfé‘? theﬁﬁ@aé:@gﬁ)é ]&qus gst Bpg"é%‘lmt application is not

i ntended to be R t he |cu enbodi e _process,
machi ne, manuf $ 11Q1a cor?pv‘(’)nslln mg a(gef hﬁ:h%?sso%tgﬁgvﬁ%@{s%glgmasnd st eps

descri bed mﬁtghﬁus@secrﬁerea:m Bmanys di@Reen® borti fir Y assdliated vith thixesysfein. Wi | |
readily appreciate fromthe disclosure of the present invention,

pr ocesses mac thﬁfRE Bpshovactisirabmaorenat tood8G0 fmfr thedybiem comigtsitioniet hods,
or st é exi Stlﬁ% or Iaterg\l}g be d eI oped that perform
substanti a%%}oaﬁ% 2t 2 PR AowR mepunf sydting ser éﬁﬂf?‘?‘eﬂnlsy The gysiegmean esul t

S e, COrGRAYAM) A RIBRCNERLAIRSGIHOEHMEL & DeoiFhFoud ld 2o

according to the prfesent Inve Accordi ngly clainms are

intended to i NnCAHRGuN thEbfeséi@hvenS6RREI ﬁ&ﬁ%aﬁﬁaﬁ@ﬁ%@%eeﬂ%&h&%ﬁn detail, it
manuf acture, conpositions of matter, neans ds, or steps. WD 027100039

PCT/ US02/ 1shenkl bellmdwsmpdl t@tm_anpu!E@nanss &ubsntllttlpm indcaliezatimye panbe wadt em f or
use in co at a.. st em opera passi ng
dat a packgl{lelilgi hereu)fM% pougrhg %nallﬂge ssp%l& S(Q,%‘?ﬁ)? g‘f chnt CfelﬁBf"d{”é& Cewi ng

certadn padpperded Sainfs. dadréowdd] 16 sécpefdf dp}@sdnﬂﬁpplﬁm& iS Y6t @fende@ftthgreans
for remenberin (? for a period of time said reviewed certain paraneters in

conj unct i omited 1o thaparticulee pbedipgatssx the process, machine, manufacture, composition
of matter, means, methods and steps described in the specification. As one of ordinary

skill in the art will readily appreciate from the disclosure of the present invention,
processes, machines, manufacture, compositions of matter, means, methods, or steps,

15 presently existing or later to be developed that perform substantially the same function or
achieve substantially the same result as the corresponding embodiments described herein
may be utilized according to the present invention. Accordingly, the appended claims are
intended to include within their scope such processes, machines, manufacture,

compositions of matter, means, methods, or steps.



10 2. The traffic managenent systemof claim 1 further including: neans
operative upon attainnment of packet flow volunme into said systemreaching
a certai rwbanabooBor tenporarily storing certain subsequentpicy/usezeiseed
packets in accordance w th selective remenbered paraneters of previously
recei ved packets. 3. The traffic managenent system of claim2 wherein said
certain level 15 includes a plurality ofjy4l evels, wherein the attai nnent of
each successive level results in a nore stringent application of said
remenbered certain paraneters. 4. The traffic managenent systemof claim1
wherein said renenbered paraneters include one or nore of. a sender's
address; a prior trouble-causin 867 AFMETId.ce of a potential trouble
address; anount of data transmtte roma particular address 20 in a
period of tinme; nunber of packets arriving froma particular address in a
period of time; an address' domain nane; date of initial encounter with an
address; date of | atAsfafi€nRAMHhRNt YWstdh A7 udSRY ®BfuncBen WitR phéiat b6, said
managenment system of claim4 further including: nmeans operative upon
at t ai hrrentsysferpepskattverfpopasyine dete napkes tafedthepsharid waten eagnprd®ga certain
| evel for tenpo il I: Etaln S Yy Eecel . ackets in
accordance w trhg%ﬂes Ifé% eltv\f/)eé’& lﬁgﬁéé?r%%ﬁéerﬁmgéaérsaﬁng#gar 11(])1 h bsrfgos’sllég g‘i“@ sla,1§ & ggt\ellgd
packets; adnd wherein said certain level includes a plurality of |evels
arranged in a sequence, and WO 02/100039 PCT/US02/17426 15 wherein as the
sequence of | eVBFEISHRE EMaNENS oy aRFrion 98 tipesaidaelisiae gettan Ppawetea & nor e
and more of,; bﬂoﬁ%HEHQSﬁﬁg;R@&pﬁﬁkﬁrs are included as a basis for said
determ nation to tenporarlfy store a particular packet. 6. The traffic
managenent systemof claim2 further including neans for 5 retrieving said
tempegarily stojed d@ﬁ@}r?ﬁ%%@&xﬁg%&ﬂ s%t%fo'fglafﬂ'lqvﬁﬂtﬂérqnaﬁ&iﬂgzsySt emfalls
bel ow said certain |evel; an

means operative upon attainment of packet flow volume into said system reaching

a certain level for temporarily storing certain subsequently received packets in accordance

with selective remembered parameters of previously received packets.

3. The traffic management system of claim 2 wherein said certain level
15 includes a plurality of levels, wherein the attainment of each successive level results in a

more stringent application of said remembered certain parameters.

4. The traffic management system of claim 1 wherein said remembered
parameters include one or more of: a sender’s address; a prior trouble-causing address; a
notice of a potential trouble address; amount of data transmitted from a particular address
20 in a period of time; number of packets arriving from a particular address in a period of
time; an address’ domain name; date of initial encounter with an address; date of latest

encounter with an address.

5. The traffic management system of claim 4 further including:
means operative upon attainment of packet flow volume into said system reaching
25 a certain level for temporarily storing certain subsequently received packets in accordance
with selective remembered parameter of previously received packets; and

wherein said certain level includes a plurality of levels arranged in a sequence, and



means for putting said retrieved data packets through said system 7. The
traffic managenent systemof claim2 further conprising neans for

dynam calw oditepBayi ng i nformati on pertaining to tenporarPCY/Gsbnrad ones of
said data 10 packets. 8. A data flow control systemfor preventing an
enterprise data processing systemfrom being overloaded wth data requests
directed to said enterprise systemfromjssources external to said
enterprise system said data flow system conprising: a gateway for

2cEePt! 10 QR U GEL-A AL AR PR RN o, o

ext ernal source; a clircul

of certai namdaheredif sgidtretieinbered phAin@edrew@yncladed a8 adakis Yorkaid deapaiiadion twhen
t he amount of data currently bei n% handl ed by said enterprise system

reaches a ‘EBPPEIY stRrPRItielrgRackenpor ari |y removi ng sel ected data which
20 is directed to said enterprise systemaway fromenterprise system 9.

The system of claim erein the exact ones of I d data which afre
temporarily ren%’ved @P%@%@%é‘&%a“ﬂﬂﬁéﬂ%‘aﬁ? Flﬁ}mgfﬁﬂﬂ?rd?‘hﬁqlp%ﬁleﬁ?%fﬂr ded by
sai d slat a refRidgald@nipofily gtorehmatagﬁh@k&y%emxﬁfﬁccﬂ&w S s eyeéh AR d
certain threshold has giradatlons an 25 wherein the anount and types of

dat a that telewseidsertainilexelraagoved operate in proportion to said
gradat i ons.

means for putting said retrieved data packets through said system.
7. The traffic management system of claim 2 further comprising means for
dynamically displaying information pertaining to temporarily stored ones of said data

10 packets.

8. A data flow control system for preventing an enterprise data processing
system from being overloaded with data requests directed to said enterprise system from
sources external to said enterprise system, said data flow system comprising:

a gateway for accepting data directed to said enterprise system from any said

15 external source;

a data monitoring circuit for observing selected portions of certain data directed to
said gateway, and

a delay path operable when the amount of data currently being handled by said
enterprise system reaches a certain threshold for temporarily removing selected data which

20 is directed to said enterprise system away from enterprise system.

9. The system of claim 8 wherein the exact ones of said data which are
temporarily removed are selected under control of information provided by said data

monitoring circuit.

10.  The system of claim 8 wherein said certain threshold has gradations and
25 wherein the amount and types of data that are temporarily removed operate in proportion

to said gradations.



