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BACKGROUND OF THE INVENTION

Effective surveillance and security are needed more now than ever at
airports, nuclear power plant and other secure locations. Video surveillance is
increasingly being deployed at airports and sensitive sites. To be effective in
realistic situations, video-based surveillance requires robust scene
understanding. In a typical surveillance and security system, multiple
monitors or television screens are used, with each screen providing a view of
a scene of one camera. An example of this system is shown in Figure 1A.

Operation of this system usually requires a large space and several guards.

With reliable scene understanding, however, a typical security setup
or system such as that shown in Figure 1A (with a bank of monitors and
several guards) can be replaced by a single display and operator as shown in
Figure 1B. The surveillance system illustrated is known as VIDEO
FLASHLIGHT™ and it is described in U.S. published patent application
2003/0085992 published on May 8, 2003, which is herein incorporated by
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massive expansion of the amount of data that they process. Therefore it
would be desirable have a system that is readily scalable to a greatly
increased number of cameras or other sensors, and also extendable to
include other types of sensors including radar, fence sensors, and access
control systems, and yet maintains an equivalent level of capability of
interpreting behavior across these sensors to identify a threat condition.

In addition, it would be desirable to have a system that provides
modularity between components in the event components need to be

removed, replaced or added to the system.
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images in real time to a viewer. The processing component comprises first

and second filter modules. The second filter module processes video received
as output from the first filter module. A controller component controls all

transmission of data and video between the first and second filter modules.

According to another aspect of the invention, a method for processing
video in an immersive surveillance system for a site comprises receiving raw
video from a plurality of video cameras. The raw video is processed so as to
yield processed video. The processed video is transmitted to a visualization
engine that applies at least part of the processed video onto a rendering of an
image based on a combuter model of the site, or to a database storage
module that stores the processed video in a computer accessible database.
The rendered image is displayed with said video overlaid to a user. The

processing of the raw video to processed video is performed in at least two
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

So that the manner in which the above recited features of the
present invention can be understood in detail, a more particular description of
the invention, briefly summarized above, may be had by reference to
embodiments, some of which are illustrated in the Figures herein. It is to be
noted, however, that the drawings illustrate only typical embodiments of this
invention and are therefore not to be considered limiting of its scope, for the
invention may embrace other equally effective embodiments.

If proper scene understanding is desired, a system architecture
must be more that a set of software components connected by web services.
For effective scene analysis, it is imperative that the system architecture
components interact in real-time with video samples (pixels) in a frame-
synchronous manner. This requirement is often difficult if open architecture is
desired to enable integration of other components, i.e., to enable other
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g Systems sich AsSVEO8; ABPRLIEPE™ fuse large numbers of
video feeds and overlay these on a 3D model or terrain map. The systems
integrate DVRs (Digital Video Recorders) to seamlessly move backward and
forward in time, allowing rapid forensic threat analysis. They are also able to
integrate multiple Pan-Tilt-Zoom Camera units and provide an intuitive
map/3D model-based interface for controlling and selecting the correct PTZ

viewpoint.

Figure 2 shows an example of a system architecture used for these .
systems. Video is provided with time codes from a number of sources, not
seen in the diagram. The video is processed by a number of video front-end
programs, including tracking systems for tracking moving objects, motion and
left object detection, and a pose generator, as well as an alarm translator, all

of which process the video or alarm outputs to obtain a data relevant to
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archltecture shown in Fig. 3, which shows the system architecture in

accordance with the preferred embodiment of the present invention. It should

be noted that in this environment, the system is preferably a multi-processor

and multi-computer system in which discrete machines are involved in many

processes.

The system includes the customary components of a computer
including a number of CPUs or separate computer systems linked by a
network or communications interface, and having RAM and/or ROM memory,

and other suitable storage devices such as magnetic disk or CD-ROM drives.

Returning to Figure 3, the system architecture 10 is based on a hier-
archal filter graph, which represents functionally the computational activities of

all the linked computers of the system.
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Mot i OThe filters work in a hierarchal manner, in that the output of low-level
processing operations (e.g., change detection, blob formation) is fed into
higher-level filters (classifiers, recognizers, fusion). In the preferred
embodiment shown in Figure 3, the filters are real time data
readers/converters 11, component processing modules 13, and data fusion
modules 15. Raw data streams from the sensor devices are fed to real time
data readers/converters 11, which convert the raw video into video with a
format in common with the other video in the system. The converted data
from data reader 11 is then processed by component processing modules 13,
which are another step in the standardization of the video. Then, the
processed data is fused with data, such as meta data indicating the direction
and zoom of a PTZ camera, for example, by data fusion modules. The data
fusion is usually coupled with a synchronization, in that the data fused is of

the same time instant as the video frame, etc.
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Rule engine 18 works across a distributed set of databases such as
database/archive 20. As a consequence, the rule engine 18 will be able to
continue to operate normally even in a greatly expanded if the system is
enlarged greatly. It automatically queries database/archive 20 and makes
different fields available to the operator to setup complex rules based
reasoning on these fields. Rule engine 18 can be integrated onto an alert

station which the guard previews.

Database/archive 20 is provided to archive streaming data (original or
processed) into a persistent database. This database is wrapped in a DVR-
like interface to allow an operator to simultaneously record and playback
multiple meta-data streams. By interfacing to database/archive 20 (module),

either preferably though a web interface or a software interface, one can
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- [ ' 18 al so receives data from
@gﬁ%%%eﬂpgrw&E%Z@}ggé%ig the processing by the rule

From P sopineit 25 hGres sELBE TRl P i ifing the
shrisdr Apvivesun Eie bYStERT, 80ER ad4foruSinifie PANAIMRICR, cakreras
si zed di splay. Master conponent

thah ca bednpyesh by gaminandpBoruirutses dntegags on adtamatically by
| QR: the filters 12, 14, 16 and
t@%%%‘é?é%&]@g% 8@8?’% engi ne 18, and visualization

engi n 2. Ru i.ne 18 ks _across.a di.str.ibuted
cet ol h deias S hhishe8d BERiGuBHEN Fl s
iRRITESRREIRRY ahbiehs Wata RORIS eoAfguvel lwiltn 8 RMLOfiles. In order
continue to operate nornmally even in a ?_reatly

I

toaroese dhe XMlhllesyie contrpktherhehayiar ajtkefiltgrs, po HTTP

GifhRERL S Ser ALY AR 18 EYBR% R tes oy B (B L
I9PTP! reyuest is adapsedrsamenised stitoivees eAEERUfly, RHE ®rowser
engi ne 18 can be integrated onto an alert station

peetesithe X)lladacymnent ang usen eriser progrmdo zonstiuct the page

S alSEnnnRoi, HeHIEP TPl bl e Eeufain..

processe nto a persis

accond angeedith the Pféfafréﬁ embddinkat eant cperatarwannmaRechtinges to
to simultaneous|ly record and playback multiple

I
thetfiteratl he sata shangesyof theditesz Wilgbe sebki.-ab £epmechas &ML
. ' i .
SfeariRfitoidn sehoinBifoes " thisk MBModtfbe HBEES A fa o
$OAPLGEIIrkpleatisigctacce$hipsotondk ok ERBAqGohesion Mjgct Request

ket Sechilackires b Tage o The SOAB niestage Is embadded in the HTTP
request to the particular filter. In this way, new component may be added,
modified, or removed from the system without any software compilation. In
some cases the filter graph is modifiable at run-time to allow dynamic and

adaptive assemblies of processing modules.
In summary, system architecture 10 has the following key features

System Scalability: The architecture can integrate components across
multiple processors and multiple machines. Within a single machine,
interconnected threaded filter components will provide connectivity. A pair of
filters provides connectivity between PCs through an RPC-based transport

layer.

Component Modularity: The architecture keeps a clear separation
between software modules, with a mechanism to stream data between

9



all ows rul e-based engi nes (described below) to query
and devel op conplex interfaces on top of this

walatoaba®e2 Master component 26 includes devi cePCT/US2005/019673
controller 28 for controlling the sensor devices in

ootpSYEHEIE R et wihe SERTEY BsRIPe kLA R EPH iBace
tor stesdirn iaita batweerbfiltérbeA sitat pravides & ecohveniomt wnapper for
object. Each filter 12, 14, 16 has an XM.- based

dearihiu develoners torapidis denelepqrasRSSING FORPRAENTSHBatweHld be
t
LA OR35S B hoombly
éﬁ filtes W]S(édL&BS Wétgautanymode Em”"fefrhw isregbeneftt of fee modularity
| gne ress_for that fi TP request
Saitkr s e ARSI hearoaSisesialera tieag et Sebsne
br owser receives the XM. docunent and uses a parser

pr ogr @ampenesh Yatrdeatildy-ghigeasydotrenlasesiompaneniuef the
Sy P R lipg B ot O e Sty ftbictlfl. Each fiier is

igstaniateRl basapen )¢I\¢L-bh€ecﬂ chhﬁgura’d'bﬂ fldmt’[&neclhmgﬁﬁné&tmty and
the filters wl| streamed, as

therdatiandl %Iﬁ&wﬂgnmwmwn th@ éﬁMlaa‘sLe@ T*Fl’ﬁe‘é!@ aélp%%ﬁ@wC an

SimBSEETTB b i TSR3 ST BT 56 Sl G any
softveaireasoempilEiieonSAsbmesa3ge thesflldm@'dpbds nmdlﬂmbIHETFUn-tlme

request to the particul ar f||1er In th new
%P%@Yﬁafﬁ‘&;ﬁ agdapRive asasmiliesof %?Cﬁ%ﬁ'ﬁﬂ/wdﬂif%ﬁn t he

system wi t hout any software _conpilation. In some cases
the fPaiadlrgamity Aschitsaiureabre systeparchitaetufe daseriied herein

R EsnBf e 00 b Feanr FER dtieBh mdSERT 1 PG R
;Br@vldee@bdnﬁsteﬁl&hdms&:mjm@ of tilng: acrbss #eydtest, Specizdined
I.ntegrate conponents across nulti Ie processors and

fiftare |Pm\éd@r§bfﬂ¢|?f@§'zat'@ﬂ Rerpss RIplEdaiasaURess, and fusion fitters
thal head o {iﬁn%%Aé %ﬂﬁﬁ@ﬂ @ H@émg %P@QU@B&&ed"'A heﬁf d\?él‘[?%?ream

connec i VI ers provides connec
ib@fddedrby:iﬁmlementm@ aafewmlmdnéthads pwplug into the
infrastructure. Another key aspect of data streamlining is memory usage, data
copying, and proper memory cleanup. The architecture implements the
stréaming data as reference-counted pointers to track data as it flows through

the system without having to recopy it.

Data Storage Architecture: The system architecture described herein
provides an interface to archive streaming data (original or processed) into a
persistent database. The database is wrapped in a DVR-like interface to allow
a user to simultaneously record and playback multiple meta-data streams. By
interfacing to this module, either through a software interface or through a
web interface, one can control the system'’s playback behavior. This interface
provides a way for non real-time components and rule-based engines toA
process data. This also allows rule-based engines (described below) to query

and develop complex interfaces on top of this database.
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| ayer. Conponent Modul arity. The architecture keeps a

cl ear separation between software nodules, with a
wore@iamiosm t o stream data bet weenconponents. BBCTUS2005/019673

nodule will be defined as a filter with a common

or ovi A6 et CLENEROOLR: ATHEFad et abia,

distribapdisat srelphioasdy M@MWB@ béh@ﬂit frg ltile be
i medi ately avail abl e for integration.

sinadpeistefsealabiliy Eevouldputamatisally ausry thq flatabagas ped make
%‘g}gﬁf@ dlﬁgyergqgﬁjsr E\Y%I'abfanto tﬂb%se? t@s@@ﬁe%drﬁp@( rhf2S based

uraril tal ne rocesses

re@boniagtdn thededfelds. Im engiap canCGmintemrated onto an alert station
Uﬁ gr adeabi |It%/ It is easy to replace conponents of

iehdhe GHATQPTVIRWS af f ecti ng the rest of the system
infrastructure. Each filter is instantiated based on
XM- b@ged Arehiteciureatlinersystara arahiteciureslassrbed hierginysupports

G ATl A 3R pAHGAE 1B Bt RS

Sinplestined HTTPidtBFasesioedl et firews wilhye @@cﬁ\il@@d € control ‘their
conpilation. In sone cases the filter gra

beReviorabhe data wilhbestreamedaag M Ld§’fﬁ%ﬁ\ﬁ1§ t@@ugadaﬁﬂev/éork
i fei‘ﬁe{gt[éls' PRedd ¢ %%easc%eggem;ghgg gt(.% débF SRR terface.

ecture: e system arc ure described herel

Alsoysofesa rrmntaﬁammﬂme shtabaised are phblistezhsorudetsesari n
the system |t vmllqprowd a consi stent upder st andi

iptearatecthgdaiabase,@f Ity A 2 SEHWEI¢ (Q%es aRRYGRY
FHAFI B A8 S g o0 s it
integeatesalgordthsng gidiis aﬁbwsﬁ\nnawrdgltaanme@’ams&mhidmnt;yex filter
T e
streamlining is menory usage, data copying, .and proper
menor Yhe faragoing dassrigh @m]pfé@tr%neéreﬂrﬁmgﬁ@mwmwe invention

B 690 PR, 5 S L R el 1
iheseled totbe @ﬂi@s‘ﬁt/e tondie livitcthe reantioa:to The psgciseform
draRpo8 D MBadr RG] VeSS RoSe 41 K0T e gbave
teachings or may be acquired from practice of the invention. The embodiment
was chosen and described in order to explain the principles of the invention
and its practical application to enable one skilled in the art to utilize the
invention in various embodiments and with various modifications as are suited
to the particular use contemplated. It is intended that the scope of the

invention be defined by the claims appended hereto and their equivalents.
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persi stent dat abase. The database is wapped in a
DVR-l1i ke interface to allow a user to sinultaneously
wo e@sneboand pl ayback nmultipl e nmeta-data streanBCT/Bg2005/019673
interfacing to this nodule, either through a software
M%?Efalggﬁgr .t hrough a web interface, one can control
&K di%5 ayback behavior. This interface

provi des a way for non real-time conponents and

rul e-based engines to process data. This also all ows

rul e-based engines (described below) to query and

tievesysiemdap PeViding #nmetsive suraliiansie a gite, said system

%Eﬁg\]\;g Rul e- based Query Engine: A rul e-based engine
Foss a distributed set of databases specified

above. Thi isf a benefit fromthe st and$oi nt of,

scal aBif ‘fr?{sf‘.y JICARRIPY eGP ATRYHEDY Byregaert)ye iqw video of a

Rababiieporion ofake sawai | able different fields
avai l able to the user to setup conplex rul es based

e L e e

amck geremtinGitharefronh praoeissed vidBoe system architecture
descri bed herein supports open interfaces into the

syst egwilualizhtiorPergihe\ceupledr toithé Drécddsiiy sytefndnd receiving
sinplest level HITP interfaces to all the Tilters wl]l

$rRid precessed \idee tharebpmy raidrvigealgation engine eadgriag real-time

i SRR £ ST Wiof L= hagon of said
(50BBssed eidkads ovéllsid ortobtrenderingbeah anagetbaisttion a

dat abases are publjished so users can integrate the )
CRINBYISE eaal OF tre sith, the N@é‘ﬁi'?@t'% engiggdispiaxing sakl images in

@%P{ih%%iéj{?ie\?ée??ér‘?& are provided to automatically
gen

erate source code filter shells to integrate

conp! Bi0FTosRify SuBeRRrb Agh Bt e AARa ! foduies
thedrsicohafitten endduld pridessing vidsuRsteivethgs batpre foRdthe first
description of a preferred enbodi nent of the invention

€presented for purposes of illustration and
description. It is not intended to be exhaustive or to
| i m tachetrolleraxamponant contoling a@lldrartsoniasidh of datdndvitieo

di ficati i At ible in light of
belwesndbe TR AT sRGeRIadlIG Ui ed rom practi ce

of the invention. The enbodi nent

2. The system of claim 1 wherein the first and second filter modules are

software controlled processes run on separate computers.

3. The system of claim 1 wherein the first filter module comprises a data
reading and converting module that reads and converts the raw video from
the plurality of cameras into converted video having a format suitable for

further processing.

4. The system of claim 3 wherein the second filter module comprises a video

processing module coupled to the data reading and converting module and
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was chosen and described in order to explain the
principles of the invention and its practical
wa@ppbilz@rt on to enabl e one skilled in the art POI/US2005/019673

utilize the invention in various enbodi nents and with
various,nodific S as ar su ted to rti r

NI B et 1080 Bt Snd ot Ar fBReLBlrde§binBrine
ESMRIHIORIES t6 a&tam@drméda«; Video foF fasien r\rdﬂ!ﬂmbﬁ-dbta and
their eqU|vaIents What is claimed is: 1. A systemfor
providing i nmersive surveillance a site, said system
conprising a plurality of caneras each producing a

e C r d

B TRE Sy slein'd MailP RBloift 1€ PREGISIE @thborithtForiifbes a

fhr ralnfilteln en@du‘le theest reodivge e daiaa@lstdremﬂyomqn froesthedsecond
a visualization engl ne couEg”ed to

iutercr@égwﬁgsavsq%oaﬂecqree nEMt PN uﬁgp'ar%rméé@rwf&é'odata
B o RwRRIdnY sBLahd 2Rk R RRGY MBaLiRRTCT ! N0

es correspon to a view of the site
in which at Ieast a portion of sai d processed video is
overlaid onto a rendering of an i mage based on a

G LRy SoraBPSE R LB Pbih S e YR S % PR FREIghEe fusion
§ﬁ's§|d0ru%ﬁﬁﬁféaag ViRSPRABK Sfdprocassadhided, and second

iI'ter nodul es; the second filter nodul e processing
vi deo received as output fromthe first filter nodul e;
a controller conponent controlling all transm ssion of

?matﬁ? SYS 9\2!1i gﬁﬁg%&@@%ew%&f é%&%g%eﬁgﬁﬁpﬁéﬁ%#&ﬁ% are each
Prote8869RGh bhldiffdrenpebhpsters.e sof tware control | ed
processes run on separate conputers. 3. The system of

claim1l wherein the first filter nodul e conprises a
data readi ng and converting nodul e that reads and

§ORYRI ditdili%r e déédffﬁj PR EB@gﬁgmpai b1 eﬁpm@@améd to the

nto converte aving a table for
third filter module.

9. The immersive surveillance system of claim 1, and further comprising

storing the processed video with a data storage module.

-10. The immersive surveillance system of claim 1 wherein the computer

model is a 3-D model of the site.

11. A method for processing video in an immersive surveillance system for a

site, said method comprising:
receiving raw video from a plurality of video cameras;
processing said raw video so as to yield processed video;

transmitting said processed video to a visualization engine applying at

least part of said processed video onto a rendering of an image based on a
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further processing. 4. The system of claim3 wherein

the second filter nodul e conprises a video processing
woraalizoocoupl ed to the data readi ng and converPCTyS2005/019673

nodul e andreceiving t he converted vi deo out put

th f h t d
QMBI TPOss o1 el BT BPare S ERIR AR e it S
5roc£§§e§¥§fe%ﬂh%fccﬁhﬁbﬂ@r 4oubed Blbrddtal@aﬁ Qm@ssi ng
conmponent conprises a third filter nodul e t hat

recei agﬁéﬁ‘g Gt @ngéﬁéo‘)%%ﬁaﬂﬁh‘ébﬂf\ﬂd% QLHAR t%ecfl ng

filter sal contr er conponent control

a3 B bl AR BB S i B mc
intriehst @l diséretd filtdr Steps byed bt peo finenmodales, bneifiter
on said fusion ready video to yield said rocessed

Fogete pmceﬁ?ﬁl@g%@@rﬁfdhe ethariiller masie;anthe second and

third filter nodul es are each processes run on
di f f ecenfrolingrpither masiar congroligstransroissionefralibyidep@nd data

urther.. c i.n rul e engine coupled to the third
E)ﬂ“{ &nwgﬁ'gﬂ%ﬁ% $'mrersi ve surveill ance syst em of
claim1, and further conprising storing the processed

vi deo vvith a data storage rmdul e. 10. The i mrersive
surveil |l ance system of cl m 1 wherein the conputer

tdddihei rsethog-af ohajaed 1 theﬂ"ﬁé taetﬂést anfl secopgf ﬁfea pregesses are
B%&giﬁéd pg dYﬁé}ggt é(ﬂpﬁ&gr@mr sive surveillance system

Sal COﬁ'prI Si ng: recei vi ng raw

{57 % Bl fob ol o WnSlomd iy eGBEERER RTS8 fifr

FrioRInRY ihEludes HRitsl réddieg o8 ednvertlng the rdw videeal i zati on
engi ne applying at |east part of said processed video

onto a rendering of an inmage based on aconputer nodel
of the site, or to a database storage nodule storing

r A
I 3R REHREG iRy WhePolR a8 EhtesSRRFator Bt said iter
Miod@iesoneludas @ré;@aﬁhgﬂ@r videafal qatadesion mgthahemddta. aw
video to processed video being perforned

15. The method of claim 11 wherein the processing of one of said filter

modules includes fusing meta data with the video.

16. The method of claim 11 wherein the processing of said raw video to
processed video is performed in at least three discrete filter steps by the two
filter modules and a third filter module, with all data transmission

therebetween controlled by said controller.

17. The method of claim 16 wherein the filter steps are data

reading/converting; component processing; and data fusion, respectively.
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in at least two discrete filter steps by at least two
filter nodules, one filter nodul e processi ng out put of

wo b@soedeezr filter nodul e; and controlling w t hPEI/maEEN&019673
controller transm ssion of all video and data between

fil L€ t f ' .
{fherhs Trethad BF RIS GPnelBn G FEBPo8 s Bt fidbbosing i
besid perfeemsy beithé eeesivd fispmbeul, tHefirsT fitemmibdark isf
claim 11l wherein the %roce33|ng of one of said filter

pestarmirg theclirgtiiterrien onensibrpatiendy ReeaiYeth AW Nidgoaw
video. 14. The nethod of claim 11l wherein the
processi ng of one of said filter nodul es includes
preparing the video for data fusion with neta-data.
156 TRé enetirddh ofl claim cllaivherkln shidrmooesderl yvideo éstangmiifed to
one of said filter nodul es includes fusing neta data
SAl H‘Sf‘ﬁgzaﬂoﬂ‘e?ﬂg"l%. The nethod of claim 11 wherein the
processing of said raw video to processed video is
performed in at |least three discrete filter steps by
the two filter nodules and a third filter nodule, with
24). Theamathodafaiaiss 1 b whetieindbe filiee masivies atd isgtanjiated lbased
co ol.ler. 17 The,method of.claim,l erein.th

o R ieg eand Wpereia 4 e v G e el ees i e
rR6AGBS 54 Béhfiguted Bgtsaid XMIOfles! espectively. 18. The

net hod of claim 11l wherein, while the second step of
processing is being perfornmed by the second filter
nodul e, the first filter nodule is performng the
first filter step on a subsequently received raw
video. 19. The nethod of claim 11l wherein said
processed video is transmtted to said visualization
engi ne. 20. The nethod of claim 11l wherein the filter
nodul es are instanti ated based on XM files, and
wherein the transm ssion of data between said filter
nodul es is configured by said XM files.
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