; €3e246T2T\ & ' 0 CT ZOA2 Access-protected data carrier This invention
relates to ammmmmwmmmmmm havi ng a sem conductor chip in which secret data
are stored. relates in particular to a smart cafr-,d.g(ﬂatmz
carriers containi.ng-chips are used in a great number of different applica
tions, for exm“‘uml,umwm,mrform ng nonetary transactions, paying for goods

or services of . i cat iAc&la feans. 50§ 4G5St adm ssion controls. In
all such applicatjgns. the chi p—o?‘r*ﬁfeb—oé{aa—mr—n—er normal |y processes
secret data which nmust be protected from access by unauthorized third
parties. Such protection is ensured by, anong other things, giving the

i nner struct UTk® ifberitivh RMtes ¥eLd YagraartiedhAWAE h RBMiSchduldfdr dhip irf whidhy
difficult to access said structures with the aimof spying out data

pr ocessedsdcretsdatal aset storddu iTds.inventmmdelateoin parddelanse e smattcdrier, the chip
can be enbedded in a very firmy adhering nass whose forcible renoval
destroys t he Datf easnasceontaiping ¢hips a@tuseganta grhat munbertofaliffgrent applica-
therein. Lt is likew se.possible to provide the sem conduyctor plate during
s pr odutPTLIORFXHMBIe oL PERoTRING BoBetaty, frepsacliRt PayEH tarepedS oF skt
destroyin ] ! ongi t ni cal ui pnent,
wnich 1o Bt PE A RERRANGh MedlsToracelht e FARLSRAREORA: R W R ankBte” "o
attacker [ Cafser ' 1434 : j

St ot ur oo B o e B R e b Pr Dot s ad B ks B pro:

et chi ng nicteddfonractessiby ahhethgrizedithigl partiessSuchiretdcion iexpaaed byt r uct ures
of the chip, such as conductive paths, could be contacted with m Ccroprobes
or exani namohg othérchings; giving the idnerstriateres lof the chiplvepp smaldimiensisas do

structures. Subsequently, one could attenpt tq determne fromthe detected
signal s sthat #1s ygnadsficitlido gegess saidrsteictures o thathe aimy ofi spyang;out data poes- t o

‘hem f f_meni pul at i on. d.li kew

oot ect | verspen i sREh Sa e ot et o ftaedRocr Sy ke, $58 it i i Binbedded, ¢ e
. e . fe”st _ C t
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probl em i plaso by aelleayt thegeéRptMastGREThaRI. IO Iievibe pbaisleas §ovids iRd Ns.

The inventive solution, unlike the prior art, involves no nmeasures to
prevent exgnionductor phate idotiepnal predustisruwith oprotdvtiveiayeranbichivannovin i ng of
m croprobes. In - | 0 C T 2002 stead neasures are taken to make it

di f fi cul t remeved pithent fegtraying dicesemigondictor plate: et ,) informati on from any
i ntercepted sj | patterns. The. sjgnal patteyrns.depend on the operations
whi ch the-cn; WA caBRHmding techical SpepHenbShishdS EORPTEH! StPERSTR Bihe o d
of an operatl J J I

o o OPe LB BN LS hall BT S0y TiEccRRSh Ublne
exact |y Sﬁﬁ&'e&hﬁﬁliﬁg%ﬁé‘imﬁ? stratrutd8f tel¢his NERpSsafe BRUIHYBIFRed RirRRGaRE
functions a correspondi ng command string is to be defined for each of said
f unct i ons plésbig bpecidlgtchingmethodb er & guitablargringling)proesss. Vifliei thus expekeda wi t h
the aid o? a secret k%i_ To give an attacker intercepting the processes on
the chip biruetucesoph thisehimesunhas vonduesiveapaths, oonld becontastedovitiasigissi bl e

22&}’&382%20 % L&?e&%imﬁﬁg}???pﬁﬁqéﬁ%ﬁéhg?ﬁﬁ“ﬁmhﬁﬁq {5 siprl PRGETD5 AR 8- s uch
poss) bt s SikseaRERBat fofidSeRmt ¥ detelind okt detocitd Sighals' Bhrer
strings ardﬁbat&fﬂi’n‘é d4eedarifal ,%c?'ds%%ﬁe?ﬁeﬂ,%%?é&qloﬁ%& hdh f@@p\?r?t)gég SCmD 2

sinple way by interception. It Is always especia easy to fer data when
a command nRnfeRss.Ony eowldl ek wiaé atterhpt toesedeqlvelidlueinte theosighdli patteg@sion one
pref erably uses conmands, according to an enbodi nent of the invention,

whi ch si mihe exposed|syrushuessia the phigreprobgs.of bits, e. g. one byte, at |east
for all security-relevant operations, such as encryption of data. . Such

si mul t aneous phedakertian Brbasegnithe prgblem Qﬁﬁrgt%pﬂgﬁ?ﬂ%di’ﬁﬂfﬂrﬁﬁﬁ%énk}%

i ndi vi dual , bit ave on the sign attern caused by the conmand into a
total sigifBiP ?f%ﬁ?%‘f%ﬂe{ 0 “’3@1‘%"‘8?‘?‘#?%‘3&?% to infer the individual bits.

The signal pat | { D i :
ndi vi dual by (a SR e 1S SRRy TAERE Aty b IAbAT P HRGRAEPOHICAL claimy.
bel ongs to whiTafe iavene §di8tionantieatie dator arthitdidlveangd m¢aqure@ld prevent vel y,
one can inpede an attack on the processed data according to the invention
by using ienpsamerdfitie irebmabstrucpessadfi thashgphed thecoowstmms ofiiicloptotieggbr- an
identical or very simlar signal pattern or conmands by which the processed
data have very little or no influence on the signal pattern. According to
anot her advant ageous enbodi nent of the invention, one perforns

security-rel evant operations not wth authentic secret data but with
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m"ni' ng the secret data used in an operatjon, he cannot cause any danmage
since the spied-out data are not the aatdrenti c secret data bu*t”f@fiidﬂid
secret data. In order to guarantee the functioning of the dat’a'carri one
, must ensure that the data carrier delivers the right results when
rightfully used despite the falsified secret data. This is obtained by
. first spegehy) ] e ] i for
el o O B e 10 PlakeTt BT of B PP P R MR S8 e
dat a are frdbanhdticfront Any heetcepedsigeil fpagtdrisuTae isi:%xal paernaldepéncden sigcr et
data are used to performall those operations in the data carrier in which
fal si fi caoperations whechstherchip sraperfarmmnng ubaidppenationstare conreliedneth themid he
case of EXQORfalsified secret daja, these would be operations which are
| i near wi 9han ERFEENSIFOGRARSIS Hl?HW@!OTBé}fdh@Cb%aﬁﬁﬁimfﬁm&WO@wnasi on

t 1ttt ; t,i f | ti ich i
o P Bfset Gn SRR G QAT et Weehing it SRasthotpesified must
n t : . Oper _ : . t
oot o i Sflerafioh S5 iithe SR Gln' (R frth BRIHAIEA Albddbrls e ANIERbIG SeCr @
conpensabgminihdistafg i M 0¥ eBIPBE BAdIRCAMIC KuER ahbgo 8iE baT ned

by nmeans of the falsified secret data with a correspondi ng function val ue

of the rafetasmamplbdhe esargipfion of dhtaiwith ahé aid of 4 sécset keyo Toggive ah attitleer
context for random nunber and function value to be previously determ ned

and st or eintereepting theiprasesass ogsths shiphby mibroprebeshedhasonovntedias littladn+ on
val ue from the, random pynber cannot K be intercepted. The apqQve, procedure
th E’WWW@C §€‘é‘?‘éﬁe @aft&ugarec%@an executnd t%ﬁd}m nged in
gggpaiti oﬁs)k such as nanl i kel Qper *,Iim%ns f orgmhiyhvtéﬁj ?smifs. absol%etel
necessary® ﬁ:quéng\,\t)ﬁpgﬁrrnézhrl&agg lﬁ%‘f Ho8 18 Pr FFF;;’?Y 17ed jusings comman
secret dabf‘su%fﬂ ?gﬁ«g%‘f‘hﬁ%&gl |§Su ﬁ{ ﬁfc?Pz[ Ry éhai’?crﬁ’gftgﬂplt%népg?gﬁslibg Sy

to anal yze, I eXtrene not ° 1 Mpossi orap

attacker t@spy ot @forohdifon? th BERHrivordS i@ bosiatamds o FoAmdndzithigigt Afe & lhal
patterns caused by said operations. Since the si nply structuréd functions

per m t t i nysedibdechieliowdthepeoteasddodatato belisfetredaniacimpieewag tyointerdeptiomh
falsified secret data, the descri begmgr ocedure makes it extrenmely difficult
to determine fhis ahwayeesnesiallycaasy tosnfsr datarwheniacammand processssvery &yal | y

whi oh & he 08 501 xauile et T To repopedin PR abaer sayenants. akadng
4 t ringe pperat SO

o der . anto fnehihTEnf €S BRI uticf sinalediEbustydrobesid ety WEBiRe N

fever dif el Wkitge A 16RY fOUAIl Sty el vhnht (lﬂfér 8éh £YeReripavh YR daRA.

operation is being executed at which tine. i

is therefore provided

accor di ng Such airhultarezns procatsmgraf oplurdieyiofibéstblors the infbwencasthé andisidugl as

possible froma rigid flow pattern when executing security-relevant

oper at i onditsihane ontthe signal pattemndsaused by the opmaran gnmtqaﬁ/agk@rfrmmhmb no
obt ained by. exequti ng as many

hints for .anal yzing the secret data., Thi.s i ;

oper at i ondt ¥<ehy Siillg ,toilﬁéﬁlth?‘@ﬂﬁuéﬁ’lt% g patt ’éﬂn‘é&én}%g%@ﬁdent
of each other ;i nsof h of t.h ti . I i t i ned
by ¢ he ot et Bl fl pSecRRg o iplilfaP Bl aba His AR MR R
random or } t i i he result that an

at t acker, o\%fg@g\%%ﬁ?f%%l?%{‘wggﬁolﬂ 8§?§%§B%S§g§$%er of the operations,
cannot readi | YAddifignslly ovhiterinatipelyadn®dan 'snﬁeden@ ettackudrethe piiocessed|ddsa
especially when the operations resenble each other very strongly or are
even t he seeerdmg to thespeentiaroby heingiigsatuntytictevant pperatans solaht ¢ommandsne

i nput dat a. ,IL t.he att,adgker does not even know the ki nd of oBera}téiiﬁ whi ch
i s being evishteggen an idgnagalarpery saniar sgnal pageahor ermands, by Yhichithe) v
If there is the nger of an..attacket ki n reat . nunber of spying
attenpts iﬂﬁoﬁﬁsa‘é‘?g?%%ﬁy rvglj’éhgiﬁo'm% W&%?él%h%@f‘ne order, it is
recomendabl e a'?@iiﬁ i,at.) ef_qﬁg : F s dat

i nvention wl IA%e ex |t§?§’8ﬁé‘|ﬂg%§€ﬁ%e e%nﬁ%gt%gﬁ{éh@pgﬁ éggi(ﬁnrgrﬁ-egfogﬁlgm
in the figeE@sy-televiit 6Peratibfls ndt SibvEitRerftpdecrea dath biitowith falsficdhdecrand
Fig. 2 shows a'greatly enlarged detail of the chip of the smart card shown
in Fig. 1 datofrotthwhictothie.aufhenticEestatwatacamiot ratdetermeprdewethoat theradditigrar t
of an operational sequence within the smart card, and Fig. 4 shows, a
variant ofoftfnEthehegcaet Bfemaiivgudhiemenpwhal aVen . anAttacker susceedsi deter-
schematic representati on of the sequence in the execution of sone
operations by the smart card. Fig. 1 shows smart card 1 as an exanpl e of

the data carrier. Smart card 1 is conposed of card body 2 and chip nodule 3
set in a specially provided gap in card body 2. Essential conponents of
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special feature of Fig. 2 is that it shows the active surface of chip 5,
i.'e. Fig. 2 onmits all layers which genePally protect the acti"? Io%ﬁ.erg@f
chip 5. In order to obtain information about the signal pattefris¥ si2 t he
chip one can for exanple contact exposed structures 6 with mcroprobes. The
m croprobes are very- thin needles which are brought in electric contact

wth exp e j t a
O ng HH et Bl P O o NN SR I ool Bl @
m, cr opr ohgse bt 4GRS RBFHY duth&itict RRtét JERABYY falgfiéd deGupdMal | on devices in
order to Infer secret data of the chip. The invention achieves the result

that an att ackesrdepngiargistcs tie iggsioniig ofthy datd bargice ahe st efsirehatt 0 1 n
particul ar secret data of the chip even if he succeeds in renoving the

pr ot ect i viieldayecarvier dbityers the nigbtresults wheninghtfilly wsedalespitetie fatsifiadt i ng
exposed structures 6 of chip 5 wi.th m ¢rqoprobes or otherw se intercepting

them Thesecreiglata. orhus & ohtamned/byetizst specatying ifyaction for falsifyingtheputhenticccess
toth i I tt f i i th e A di t

ovent i orselaaAh ik ARl Tk DRInG el PRiredast HisnA G5Rotn Afger ol of ¢ he
o con nys™ . . i
P SRR RSl WAL ABFHO LG (RSO RRIER R 3
al | or atclepasta #8h¥edid perdbeialldhdde Sperhtions Rtheiatd &ﬁﬁ:’elﬁ AP TAaAL

patterns. This can be achi eved for exanple by fundanentally using in

security eppneoftihescort daramndubeéguehtlproecenspémsdied. Gudie dist of BXIOR-as t he
shift of individual bits, intended to cause a pernutation of the bits of a
bit stri nfalsifind seerdt datapthese svovddibe oprratioms which fae linganwith réspeet toormands
such as co or rotation ¢onmands, which process not an i ndividual bit but a
whol e bytE%bﬁrappvaSeB e grecition f an eRerabpRARPEINYIRS Such GRIAPENSr &

comml o S8R ke BRI BPBab i RO s R B SOt
170¢C Td%@a?x?h&tqcss&%fr(ﬁté Rst B4 &rgﬁ%#l% tRAtXaEE §ﬁ&a hfs b@ﬁoﬂﬁé@vﬁ nd,
itTticu p I er, t

making it t to spy out sal nrormation. Furt e 1 nvention
of fers t hthepafibértid sdcyet@fatd. Nikeambémtid seceét dida hre ReRHEd hfter S&teRvfiBh of a
operations only commands triggering a very simlar signal pattern so that
it is veryompéhsabld functonifof examplediyeEXIOR ingrthe fiuksctivn vedue detenmateddyy t he
signal patterns. It is _|ikew se possible to design the commands so that the
kind of pmsaas et thestalsifipd searet datpiwith a corresponding fenmdwnovalug ef Siegiaadom

ts can b i ther

pattern triggered ':;h .fcormanij.. The described vari e}n e ysed

Blt er nat | DWpERpsdtar JRISifiAIO8N Lis LRPPEEHR i QmextRE PRI P RRF AR, An
i ti . Of I - (:

commands BReBralREH b ety QbR SR SORG RSO QAR Pt
likew se {pecALulafish bFeHd ﬁﬁxcﬁgh valueMrbihthe Irhnd@imslfer RahAbd mtdregpeane

variant, it also being allowed that some or all commands bel ong to ot her
vari ants as w&he.abboe peocadptemeansethan theedithentiobeirgt data arccasedeordy for per-
preferably using those commands which in addition trigger a very simlar

si gnal pataerering operanonsysuch| as\eonlingpeeperatons,ifar whach gugis ahsehyplyi nages-
operations which are fre gquently used, in smayt cards..Such engrypt.i ons

i nvol ve ef@¥ul-FolY Ganget B%i’e PIEE @wltﬁméﬁ‘é‘n?fé’tWHﬁsfgé}ﬁ%ﬁsqcé%tdfaﬁ% € by- bi t
changes in dat a.. d. According to the | niLon .all se. are
repl aced W(ﬁho Vﬁgg\ﬁ%w&a@%‘f%}' CPHQT%?)@%ﬁg%i}SXr@&n%gnﬁllgg’%@g@r es

ar e taken gl &Fﬁgﬁﬁnnﬁcéssﬂﬂ@ ?ox’??@tcﬂﬁ&f Atfdtkbr f&ﬁnaguﬁiﬂ@&hﬁénﬁ@séc@éﬁatﬁ he
secret keys used 1 n encryption fromthe Intercepted signal patterns,
thereby pHeveahalpgingtie eignbl paiteins eansid teydd dpemtiohssHine the sietysyat i

representation of part of an operational sequence in the smart card. An
encr ypt i ostrogtared functinas psehiding sulissquenteconepansation of fadsifisptioaproperxanypl e.

However, the princip|e xpl ai ned by this exanple are also applicable to

any ot her fexaad W!@Lfg{ﬂfiﬁﬁgmcr@p@%tth@ fgscrre Pfé’céﬁi‘éfétm%‘festlhéx%‘ﬁpﬁl)’o‘gﬂte‘he

encryption eration shown jn Fig. ta.abc, which n_b resent in

o1 ot b ext cuff e dpterfn e Pbehtc Sonctelsl P B daut Pt Ton AN o

poi nt 7 d@%ﬁteﬁ%%&@{&mi ned with key Kl. In the present exanple this
oni1's

conbi nat i operation but other suitable forns of conbination
can al so_be ugad.sihanphfieds depbiid bAThE operatibas vaieh HRACHiP i§ BRedu@imgl (f of
conbination in function block 8 1In order to show that function block 8

r epr esent said opentionsaare falmgys enecutedhasordiagftothe sdme ngid patte¢radi.ecatpargl e in
Fig. 3. 1~~~ ~"'1 ~f The data produced with function block 8 are EXORed
wi th random nunber Z at

®)
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| 6gi ¢ point 9 and subsequently processed in function block 10. Conbi nation
with random number Z causes falsificati'dh of the data which nmak it
difficult for an attacker to analyze the processes in function iZCQCEC)ZDDZ'
répresenting a |linear mapping by nmeans of function f. An undistorted
rectangle is used as a synbol of a linear function in Fig. 3. The data
produced figulhtiicthie®ante sakr, EAdahe agaskir g thiO8ider PRI &Racéé Bhid ot |
(Z) previously generated e.'g. during production of the car By applcation
ofy funct i cmé nuwwhr femcodifficulbtées 6. spThout datarttianaif herloes Mpe 8@t RowRehich
falsification of the data with random nunber Z at |ogic point 9. Said
conpensat PRETANIAN febeing sxpcuied @b whoeh fimeadt suherefone provaledulosentingté ¥ to be

b e i o G TRR dos ©
necessar ylP T RastsHB SV EXEebHAE SEcidHgslhoBaRans aithin e SHAS AL on o
i pal e constetly Wiitrind e SElcRof neg toREniEEs Rt heRiding BC S daBE Tt IS, o
ot nead gy ioe, DY AR Ut s Ay Ot o ap Bosible KAy Sy SR T )
I f this cohiihhareiindepealdent oficachadthet nisefaraascbash @fehe bpertatienseequitesafo t he

card previous]y, e. @‘g during initialization or personalization of snart
card 1, itatagdetgrauned by the otheroperations, upa varighlgrarder far axamplel cuerthetis.

This further, i ncreases, the securjt f. s t card 1., After a i cation of
function Hodem %gmﬁ@e{lﬂw mti(i?ﬁa{bﬂ'ﬁﬁ ﬁgﬁirfv?%&'eﬂ%‘éltﬁﬂtém Q?&EL%F,W%I t is
inturn c iL.ne i random nunber, Z | ogi c,.poi nt 13, and.,t hereb

a si f 1 eq il riatatl bR drRBRETbY W et of the BHSBRE Fanbt AR O at i on
N Ci X Y I . ;

hppl [ oat | Smich Bftralifn ic bRl ckechtef, SRICHALS oS, WHE h FnbRRBNS penfl,
15. Thi s bleegathi oierCdty Berohgly or@e dvenfthe bRae witlo espeti® the 8ifal phtt&aown i n
Fig. 3. All in all, the procedure shown in Fig. 3 can be sunmarized by

sayi ng t htiteytdamsel atith thecasssingut datah i theattapkérodoeaspmt @vem knawethé &lisd 6 ed

whenever possible by, EXORi ng with random nunber, Z in order tqQ prevent
secret daPpemRHgmwhirhds Bengexsoutedriiis exiremehoditfisult to apyrent datayselesssi bl e

operati ontdvely IhERes i< HE AnRer ot FE AT HaKing b et FORTi ot Sovine ytempty

~C I Z0OS; ' . g ] Lid.Gat i on be
compensat b E5a¥ERHe obl HerhBHFYRIMHALGCERer, s 1ttt 8

appl i cati gakefthe@9atibtieRdepatideht 6A the iputldatgata. It is less critical froma
security point of view that nonlinear functions g can only be applied to

t he unfal si fi dhedaventiimwell beiestplaiméd belew ithatferascetoathe embddiments
difficult to spy out than_ linear functions f. The diagramshown in Fig. 3

i s appl i cabownphnithe fignrasdenwhed): functions g or functions f and for

di fferent resg,ect've functi ons. ‘gue %a ram shown in Fig. 3 achieves the
result that it1§-sl SHOWS# SMgpigeard fromithe font secret data during the

processi ng of t j Sy Kl , K2
and K3 oper at ﬂoﬁsf%lfog&%? %é%e{)néa%?gg%#eig%mﬂﬁaggﬂm%% amﬁmé%‘ﬁﬁ“i n
turn be t@%_tpﬁgﬁ{ﬂ@fﬁ&ltspyi ng attenpt by an attacker, it is recommendabl e
to take cortespondi ng safety precautions in the processing of the keys. An
enbodi nent of Fige3 shosena sclrerhatiotepregensatidn sfipat pf pneperdtiomab séquenhewn in
Fig. 4. Fig. 4 shows a part corresponding to Fig. 3 of an operational
sequence wfithinghesmagapandfand a further variant of the invention. Processing

of data abc is.identical ta Fig,.3 and will therefore not he expl ai ned
again in the &-I%%WaWﬁn%ﬁﬁ%toﬁe@tﬁ?I&I Sgﬁluer{’(?\ﬁéb@w“ﬁ' & %, K2 and K3

are not supplied g logic points 7 R .. Fi 4. - sified
keys KI', K2' IFeégrd) %'ngf"éc ‘HB%W 5@?%‘%‘&@1@} élj5\,1 ehseﬂgg%%emmn%lﬁ%é@g’g%% 8&2 and
Z3 requir SRR i ification, the falsified keys preferably
bei ng supgg?’fggige?r st aﬁgﬁ‘{e%&?h?ﬂ;andom nunbers. This ensures that proper
keys KI', K2 amdg KBsktowigharrpaedn atanddtamplRicf the damdsurfies. Sreapeaidal iy
advant ageous in encryption nethods by which keys K, K2 and K3 are derived
f r om comuompegedof card body 2 and chéy miodud¢ 3iskt sua apehally poondedi g in Zards
stored in snmart card. 1, and random nu%i Z1, 72 andﬁ%% det er m ned %\

appl i cat i §rdpf2. Eisseniia) campopgniscH GhP MRS 3R ESRIATH ABERCS hYe WRIGhE | n
smart card 1. Storage nust be done in safe surroundings, for exanple in the
personal i zati on phase of smart card 1. For carrying out the functional

di agram shown in Fig. 4 one requires not only the stored data but al so
falsified derived keys KI|', K2' and K3'. Said keys can be derived from

s 1 " £ * o . o o o o, o o
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~~ o0 cCr Zoo2 and Z3 were also determned and stored in smart card 1 in
advance, no nore operations are perforied therew th which couldlﬁeospiéﬁw
out by an attacker. Thus, no ac cess is possible to authentic derived keys
KI, K2 and K3 by spying out falsified de rived keys Kl', K2' and K3' since
this requires derived random nunbers Zl, Z2 and Z3. In order to increase
security disdtFib@onhéctich 8rSBe RAJIRI Witk ahtexw@ﬁapd@kﬁéé,%aram]‘s sruieéﬂiemga%{mz for
each EXOR operation, naking sure that an f (Z) is then also presen or
carrpens atrietged Withfcinsadtisastacesd. i AltemabiveBser inl additien esrbestackesurfacet 4, aandom
nunbers Z and function values f (Z) are stored in the nenory of the smart
card. Hoveeiknot showrsin Figelli areothersizansfer means eareboprasent forgirbdweingar of
random nunbers R and fynction values f (Z) and, determ ne new random nunbers
Z and f urF(P(”i’-’BHW&PGBé“E‘%eZ)VCQ‘}' cgmaﬁé aBrexé%@hgﬁ?Vl%%i t abl e conbi nation of

several stor rangdom nunbers 2z and. fungtion.values E ( wheneyer i d

val ues are rgl?fgi ?ég.gwﬁaﬁ%ﬁﬁﬁ%ﬁﬂ{%%%d %éjtggr?f%é“ggliﬁ%@er‘ggf ﬁ),fm@(&g ﬁ‘anhslg‘m t he
set of st r: r ' t reis
o stor gt eop| FERARTRIRAE 218 e3R8 acte bt PEEDRTTIER, T8 2 ghilf,
gener at echipjayePrwhich géiékili’)bbﬁ)tgﬁrtﬁé ALRVS 1Re BE¢RIp 5 SRibrdefto dbtairSinfor-

i nportant that the generator or generators do not "‘generate function val ues
f (Z) by mptibyiabgut theesigndl pattermsrinside ahe ahipoonacarbfor ezatmplie tomtacpatposed|
random nunbers Z and function values f (Z) be generated in another way

si nce r ardowtwigaidewith micsoprobesh crhei micrpprohsis e yery thyn needes wiicloareof "t he

application of function f to random nunber Z and_.further, secret, dat
Gober m nORBHIY FECHIGEONAT N ERp ires, g ST X3RS coRduGtiNepAths N,

wth the B teghS pER okt atio Riorib Bevick 76k SBhaledets efal BRI o
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t he end ofnf@r eeeadatgof iR d}ﬁb.si fication is undone. Fig. 5 shows a schematic
representation of the sequence during execution of sone operations by the
smart card. Flhe ifventionsaichievesihé mshirthatharcattagker asnmotgamistcesgomsmdyi | y be
execut ed sequentially by smart card 1 since they depend on each other, and
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of block 70. The block is foll owed sequentially by block 80 representing
oper at i onofzhipFs m afothtwwayndi cates that the processing order of operations

P1 and P2 cannot be interchanged, i. e. is obligatory. After block 80 the
di agr am shownAcaoding tetherianeniaen,ithe gommands gsemmand swmgs pfdhe operatingo
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accordance with input data by fixing by neans of a random nunber or by the

i nput dat tionhne lcoptmarpds-whichrpropsss irdividml i, such @rtheshelk of indisidvak bits,Thi s
possi bly random vari ati on of the execytion. of.the individual.operations
makes it HitFAded forcauge §@F®Gfat{%°€§93”$§r‘2fc"eé’éé81%-aﬂ5t? ogbgrcgmlaﬁ%.s When
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operation jointly for all operations interchangeable with said first
operation, or the operation to be processed next can be determ ned before
each vari abl e operation fromthe set of remaining variable operations. In
bot h cases one can use random nunbers for fixing the processing order. -
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1. Adata carrier wwth a sem conductor chip (5) having at |east one nenory
in whi'ch an operating program containing-a plurality of comrandq;Ji Tt QU@d’
each command causi ng signals detectable from outside the sem conductor Cchip
(5); characterized in that the data carrier is designed to perform

security-rel evant operations solely executing operating program conmands of

such a ki Lng: Sal ' , . a

or oceased iy P BFRIbIMRGSCEATINN O bIR ol mikte i ARoERR

det ect ed Sg'ygﬂ@lsﬁd iaforthAdha carrier according to claim1, characterized in
that the commands used are designed for at |east byte-by-byte processing of
data. 3. A dduathes/the énveneionrsitery thepessibitity of fildanediexiey ﬁbi@?fiﬁ,security-
characterized in that the coomands used do not differ, or differ very
little, frelenartoperations onlytdommesndsciriggeringa wirgsihilandigealmatican se dhdther eby .
4. A data carri, ccording to any of the above clains, characterized in
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a
the input data are falsified by conbination with auxiliary data (Z) before

execut i orespeco te they individudponahands Axf jnvehtiee sett aftsecaeityarelevan onanarls
execution of the one or nore operations ( f ) are conbined with an
auxi | i ar ycahithus besomplosed of ¢c@pnands belimgingtoconmpensmre of the dbdveniéreat i on of
t he input. data, wher the auxiliary function val ue V\%S ?r evi ous]y

Prigh 3l

det er m ndipnsgl arats (e o likravishuse An fstaichion st b FPEHNAIKls be-

o oo BB e i, AL M PR R hOGP RUGhAEBd  e
: . . . . ‘ . j e h

The. auxi 15008, Hriihe s Bl Fbe oxdiplsr Sh cod Slob b o5 oyt S SR AT bl
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which is non linear with respect to the conbi nat’ion generating the

fal si ficati orfSecurityrrelavantcoperateonsanclnddiengy encrygitidreopearatichsivimcibararfie-6,

characterized in that the auxiliary data (Z) are varied, the corresponding
auxi | i ar yjuentytused 1 smastscards. Sucheinsgypiiansdavelve executionel a serienef siagle

carrier. 8. .data,carrier according to claim7, characterized.in that new
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i ntended for the combination are each selected randomy. 10. A data carrier
accor di ngotiafarhe oécret kéyssusedtin ericryptivnatomrthe éateroeptdtbsignal patteshis,auxi | i ary
data (Z)and auxiliary function values ( f {Z)) are generated by a gen

erat or withamby presenipng abuserof(safd scresiays. applied to the auxiliary data

(2).

Fig. 3 shows a schematic representation of part of an operational sequence in
the smart card. An encryption operation was selected for the representation by way
of example. However, the principles explained by this example are also applicable to
any other security-relevant operations. At the onset of the part of the encryption op-
eration shown in Fig. 3 data abc, which can be present in plaintext or already en-
crypted, are supplied to logic point 7. At logic point 7 data abc are combined with
key K1. In the present example this combination is an EXOR operation but other
suitable forms of combination can also be used. Nonlinear function g is then applied
to the result of combination in function block 8. In order to show that function block

8 represents a nonlinear function it has the form of a distorted rectangle in Fig. 3.



I1.. A data carrier according to any of clains 5 to 10, characterized in
that the aux iliary data (Z) are a randdm number. 12. A data carrier
according to any of claims 5 to 11, characterized in that the £qnD(C

i's an EXOR operation. 13. A data carrier according to any of the above
clains, characterized in that a plu rality of operations can be executed
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operations. 14. A data carrier according to claim13, characterized in that
t he or der tagkestpeanalyzedhe pgocessesda funcier hlacknlQ represghting @ linear sxpppingby of
oper ati ons.
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order of execution is fixed before execution of the first operation of the

subset f otheaddta wath mindomsnurhbeh atldgsepoint §s Sarkenmpénsatios is necessag t 0 be
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the data carrier 1s a s t card. 22. A netho cuting
securi ty-rel eThotcombtniationoatdogic poigal Awity thelatay (1) amdskDican bewdteeted hi p

(5) having at least one nenory in which an operating program containing a
pl ural i t yetherwithesmyle compooentd X2andy/ ¢Ororawitth dbeisgsnlt ofl agnBKORI epexatianl e
from outsi de the sem conductor chi 5), characterized.in at the data
carrier pQ?ﬁ%‘ﬂrﬁ@Wﬂﬁ Péﬁwampg‘eég%&pmgpém Epgﬁ?mynhe% Q@élégtnqtg
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commands used do not differ, or differ very little, fromeach other with
respect t&2imesmsargoaitd bat plintexic Jisefirties indrgases the becurity of smart card 1.
After application of function g to the data in function block 12 the thus deter-
mined result is in turn combined with random number Z at logic point 13 and
thereby falsified. Linear function fis then applied to the result of combination in
function block 14. Finally, the data are EXORed with the result of an application of
function f'to random number Z and with key K3 at logic point 15. This operation can
be followed by further processing steps not shown in Fig. 3.
All in all, the procedure shown in Fig. 3 can be summarized by saying that the
data processed in the encryption operation are falsified whenever possible by EX-
ORing with random number Z in order to prevent secret data from being spied out.
Falsification is fundamentally possible with all functions f showing linear behavior

with respect to EXOR operations. With nonlinear functions g the unfalsified data



,9 7 D C- 202 25. A nethod according to any of clains 22 to 24,
characterized in that the com nands used® each lead to a si gnal lg?t Pﬁzn
whi ch does not depend, or depends only to a very small extent, é@lza
. processed with the command. 26. A nethod for protecting secret data serving
as input data for one or nore op erations, characterized in that the input
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28. A net Fegtpszording to either of clains 26 and 27, characterized in that
the auxiliary data (~ are varied, the corresponding auxiliary function

val ues (f(z) ﬂ&iertua%xtgm sttbvi irt Py, Beavhiovedithd Resuttathat # 39 Alnfdst i"f?‘ﬁgss lg%hod

according to claim28, characterized in that new auxiliary val ) and

new auxi | ispyyut searet data\daringsh¢ ptadessing of elata abe dHivyevarpbinoeupon pedvisisn or
nore existing auxiliary dataléZ) and auxiliary function val uesdéf (z). 30. A
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nunber . Fig. 4 shows a part corresponding to Fig. 3 of an operational sequence of a

smart card for a further variant of the invention. Processing of data abc is identical to

Fig. 3 and will therefore not be explained again in the following. In contrast to

Fig. 3, however, keys K1, K2 and K3 are not supplied to logic points 7, 11 and 15 in

Fig. 4. Instead, falsified keys K1', K2' and X3' are supplied together with random

numbers Z1, Z2 and Z3 required for compensating falsification, the falsified keys

preferably being supplied first and then the random numbers. This ensures that

proper keys K1, K2 and K3 do not appear at all. This procedure is especially advan-

tageous in encryption methods by which keys K1, K2 and K3 are derived from

common key K. In this case key K falsified with random number Z is stored in smart

card 1, and random numbers Z1, Z2 and Z3 determined by application of the key

derivation method to random number Z are stored in smart card 1. Storage must be

done in safe surroundings, for example in the personalization phase of smart card 1.

For carrying out the functional diagram shown in Fig. 4 one requires not only
the stored data but also falsified derived keys K'1', K2' and K3'. Said keys can be de-
rived from falsified key K when they are required. With this procedure no operations

are performed with authentic key K or authentic derived keys K1, K2 and K3 so that

it is virtually impossible to spy out said keys. Since derived random numbers Z1, Z2



- -1533. A nethod according to any of clainms 26 to 32, characterized in
that the conbi nation is an EXOR operation. 34. A nethod for exbéuotqgam
plurality of operations within the operating systemof a data carrier, |g
. holding for at |east a subset of said operations that the total result
achi eved by execution of several operations of the subset does not depend
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a fixed pavettkeyseK1'3K2' andrkBhsidica this requirest deriledi ram@dmanunders GHaZacindr i zed
I n that t?g order of exe cution is varied randomy. 38. A nethod according
to either“of clains 34 and 35 characterized in that the or der of execution
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of an operation of the subset which operation of the subset ose execution

i s i nt endédnddubetionivalassf{2) are seoredin dit mexiory 4F thdsmaitvadd. ddewedemn & is0
any of clainms 22 to 40, characterized in that the secu rity-rel evant

oper at i onkikewiseipogsible tastare enly assmalt nnmbar o6 rendeim nuinberssRandtfunetien

ASE A Y ithed Yz ind aéterthinie new random msbers 2 and function values f(Z) by EX-
ORing or another suitable combination cf several stored random numbers Z and
function values F' (Z) whenever said values are required. Random numbers Z can be
selected for EXORing from the set of stored random numbers Z at random.

In a further embodiment, there is no storage of random numbers Z and function
values f(Z) since they are generated by means of suitable generators whenever re-
quired. It is important that the generator or generators do not generate function val-
ues f(Z) by applying linear function fto random number Z but that pairs of random
numbers Z and function values f(Z) be generated in another way since random num-
ber Z might otherwise be spied out by interception of the application of function fto
random number Z and further secret data determined with the aid of this information.

According to the invention, basically all security-relevant data, for example
keys, can be falsified with the aid of further data, such as random numbers, and then
be supplied to processing. This achieves the result that an attacker spying out said
processing can only determine worthless data since they are falsified. At the end of
processing the falsification is undone.

Fig. 5 shows a schematic representation of the sequence during execution of
some operations by the smart card. Fig. 5 shows in particular which operations must
necessarily be executed sequentially by smart card 1 since they depend on each

other, and which operations can basically be executed in parallel and thus in any

order. In this connection Fig. 5 shows part of a program run of smart card 1 in which
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1 cuted next. This possibly random variation of the execution of the indiv1dua(l opera-

tions makes it difficult to spy out the data processed with the operations. When all

operations P3, P4, P5, P6 and P7 are executed, operation P8 necessarily follows

whose processing order is not variable. Operation P8 is shown by block 140. Opera-

tion P8 can be followed by further operations whose order is either variable or fixed,

which are not shown in Fig. 5.

The invention can be used for example for the execution of encryption algo-

rithms which frequently contain similar operations whose processing order is vari-

able. The processing order can either be fixed before the first variable operation

jointly for all operations interchangeable with said first operation, or the operation to

be processed next can be determined before each variable operation from the set of

remaining variable operations. In both cases one can use random numbers for fixing

the processing order.
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1. A data carrier with a semiconductor chip (5) having at least one memory in
which an operating program containing a plurality of commands is stored, each
command causing signals detectable from outside the semiconductor chip (5),
characterized in that the data carrier is designed to perform security-relevant
operations solely executing operating program commands of such a kind, or
executing said commands in such a way, that the data processed with the corre-
sponding commands cannot be inferred from the detected signals.

2. A data carrier according to claim 1, characterized in that the commands used
are designed for at least byte-by-byte processing of data.

3. A data carrier according to either of the above claims, characterized in that the
commands used do not differ, or differ very little, from each other with respect
to the signal patterns caused thereby.

4. A data carrier according to any of the above claims, characterized in that the
commands used each lead to a signal pattern which does not depend, or de-
pends only to a very small extent, on the data processed with the command.

5. A data carrier according to any of the above claims, characterized in that the
operating program is able to execute a series of operations (f), input data being
required for executing the operations (f) and output data being generated by
execution of the operations (f), whereby
- the input data are falsified by combination with auxiliary data (Z) before

execution of one or more operations (f),

- the output data determined by execution of the one or more operations ()
are combined with an auxiliary function value (f{2)) in order to compen-
sate the falsification of the input data,

- whereby the auxiliary function value was previously determined by exe-
cution of the one or more operations (f) with the auxiliary data (£) as in-

put data in safe surroundings and stored on the data carrier along with the

auxiliary data (2).
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10T. #10%0¢ () 5 data carrier according to either of claims 5 and 6, characterized in that the
auxiliary data (Z) are varied, the corresponding auxiliary function values ({2))
being stored in the memory of the data carrier.

8. A data carrier according to claim 7, characterized in that new auxiliary values
(2) and new auxiliary function values (f{(Z)) are generated by combining two or
more existing auxiliary data (Z) and auxiliary function values ({2)).

9. A data carrier according to claim 8, characterized in that the existing auxiliary
data (Z) and auxiliary function values (/{(2)) intended for the combination are
each selected randomly.

10. A data carrier according to any of claims 5 to 7, characterized in that pairs of
auxiliary data (Z) and auxiliary function values (f{Z)) are generated by a gen-
erator without the operation (f{2)) being applied to the auxiliary data (Z).

11. A data carrier according to any of claims 5 to 10, characterized in that the aux-
iliary data (Z) are a random number.

12. A data carrier according to any of claims 5 to 11, characterized in that the
combination is an EXOR operation.

13. A data carrier according to any of the above claims, characterized in that a plu-
rality of operations can be executed with the operating program, it holding for
at least a subset of said operations that the total result achieved by execution of
several operations of the subset does not depend on the order of execution of
the operations, and the order of execution of the stated subset of operations is
varied at least when the subset contains one or more security-relevant opera-
tions.

14. A data carrier according to claim 13, characterized in that the order of execu-
tion is varied at each run through the stated subset of operations.

15. A data carrier according to claim 13 or 14, characterized in that the order of

execution is varied according to a fixed principle.
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order of execution is varied in accordance with the data processed with the op-

erations.

18. A data carrier according to any of claims 13 to 17, characterized in that the
order of execution is fixed before execution of the first operation of the subset
for all operations of the subset whose execution is intended to be directly suc-
cessive,

19. A data carrier according to any of claims 13 to 18, characterized in that it is
fixed before the onset of execution of an operation of the subset which opera-
tion of the subset whose execution is intended to be successive is executed
next.

20. A data carrier according to any of the above claims, characterized in that the
security-relevant operations are key permutations or permutations of other se-
cret data.

21. A data carrier according to any of the above claims, characterized in that the
data carrier is a smart card.

22. A method for executing security-relevant operations in a data carrier with a
semiconductor chip (5) having at least one memory in which an operating pro-
gram containing a plurality of commands is stored, each command causing sig-
nals detectable from outside the semiconductor chip (5), characterized in that
the data carrier performs security-relevant operations solely using operating
program commands of such a kind, or using said commands in such a way, that
the data processed with the corresponding commands cannot be inferred from
the detected signals.

23. A method according to claim 22, characterized in that the commands used em-
ploy data present at least byte by byte.

24. A method according to either of claims 22 and 23, characterized in that the
commands used do not differ, or differ very little, from each other with respect

to the signal patterns caused thereby.



"109& ()- '#"10%& ()- ' @' 10% | & ()-IE%' 109017 1&' () - upvvxyyyyzXJ<A !l 10

10| N(" 109 ()-!1("10%& ()-!1("10% ()-"1huw & ()- ' X 10%& ()- % Y bA32 gV 7A

1110%@ ()-G 10%@& ()- Z10%& ()- 3& 10%@&' ()- ~ $yl0%G ()-3@0/& @)-

. 10.{N({|]}}~dE7A 11 &l @ 10%@& ()- "10% ()- @ILOUG ()- @ILO%UG ()-
@910%@! ()- | &10%@ ()-~P-~~/ dETA !!& " 100G ()- OY( 10%@ ()- 9&s

Lo 1) NG SO B O RASERTH ISR phme,
) mands used each lead to a signal pattern which does not depend, or depends
only to a very small extent, on the data processed with the command.

26. A method for protecting secret data serving as input data for one or more op-
erations, characterized in that
- the input data are falsified by combination with auxiliary data (Z) before

execution of the one or more operations (f),

- the output data determined by execution of the one or more operations (f)
are combined with an auxiliary function value ({Z)) in order to compen-
sate the falsification of the input data,

- whereby the auxiliary function value was previously determined by exe-
cution of the one or more operations (f) with the auxiliary data (2) as in-
put data in safe surroundings and stored along with the auxiliary data (2).

27. A method according to claim 26, characterized in that the combination with the
auxiliary function values (f{Z)) for compensating the falsification is performed
at the latest directly before execution of an operation (g) which is nonlinear
with respect to the compensation generating the falsification.

28. A method according to either of claims 26 and 27, characterized in that the
auxiliary data (2) are varied, the corresponding auxiliary function values (f{Z2))
being stored in the memory of the data carner.

29. A method according to claim 28, characterized in that new auxiliary values (Z)
and new auxiliary function values (f{2)) are generated by combination of two
or more existing auxiliary data (Z) and auxiliary function values (f{2)).

30. A method according to claim 29, characterized in that the existing auxiliary
data (Z) and auxiliary function values ({Z)) intended for the combination are
each selected randomly.

31. A method according to any of claims 26 to 30, characterized in that pairs of
auxiliary data (Z) and auxiliary function values (f{Z)) are generated by a gen-
erator without the operation (f{Z)) being applied to the auxiliary data (Z).

32. A method according to any of claims 26 to 31, characterized in that the auxil-

iary data (Z) are a random number.
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on the order of execution of the operations, and the order of execution of the

stated subset of operations is varied at least when the subset contains one or

more security-relevant operations.

35. A method according to claim 34, characterized in that the order of execution is
varied at each run through the stated subset of operations.

36. A method according to claim 34 or 35, characterized in that the order of exe-
cution is varied according to a fixed principle.

37. A method according to claim 34 or 35, characterized in that the order of exe-
cution is varied randomly.

38. A method according to either of claims 34 and 35, characterized in that the or-
der of execution is varied in accordance with the data processed with the op-
erations.

39. A method according to any of claims 34 to 38, characterized in that the order
of execution is fixed before execution of the first operation of the subset for all
operations of the subset.

40. A method according to any of claims 35 to 39, characterized in that it is fixed
before the onset of execution of an operation of the subset which operation of
the subset whose execution is intended to be successive 1s executed next.

41. A method according to any of claims 22 to 40, characterized in that the secu-
rity-relevant operations are key permutations or permutations of other secret

data.



