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Background Art

15
The description which follows presupposes knowledge of network data
cbmmunicaﬁons and switches and rouﬁers ‘as used in such communications -
networks. In particular, the description presupposes familiarity with the ISO model
of network architecture which divides network operation into layers. A typical -
20 architecture based upon the ISO model extends from Layer 1 (also sometimes
identified as “L1") being the physical pathway or media through which signals are
passed upwards through Layers 2, 3, 4 and so forth to Layer 7, the last mentioned
being the layer of applications programming running on a computer system linked
to the network. In this document, mention of L1, L2 and so forth is intended to refer
25 to the corresponding layer of a network architecture. The disclosure also
. "-preSbedses a 'fhﬁdamental understanding of blt siﬁngs known as. packets and -
frames in such network communication. B o - -

In today's networked world, bandwidth is a critical resource. Inbreasing
30 network traffic, driven by the Internet and other emerging applications, is straining
the capacity of network infrastructures. To keep pace, organizations are looking for
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-support and nmanage traffic growh and the convergence of voice with data.
Today's dramatic increase in network traffic can be attributed to the
popul arity wbepnfertthe I nternet, a growi ng need for renote 2CTAISEN/20T97

i nformati on, and energing applications. The Internet alone, with its

expl osive growmh in e-commerce, has pl&ced a sonetinmes insupportable |oad
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time. The gLAavd g“égamaphpg{g)te access applications, including e- 10
mai |, dat abase access, and tile transfer, are further straining networks.
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cost-effective alternatives in this changing market. However, to make migration to
these technologies possible, the industry has to ensure quality of service (QoS) for
voice and determine how to charge for voice transfer over data lines. The
20 Telecommunications Deregulation Act of 1996 further complicates this environment.
This legislation will reinforce a symbiotic relationship between the voice protocol of
choice, ATM, and the data protocol of choice, IP.

Integrating legacy systems is also a crucial concern for organizations as new
25 products and capabilities become available. To preserve their investments in
existing equipment and software, organizations demand solutions that allow them to

migrate to new technologies without disrupting iheir current operations.

Eliminating network bottlenecks continues to be a top priority for service
30 providers. Routers are often the source of these bottlenecks. However, network
- congestion in general is often misdiagnosed as a bandwidth problem and is
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solutions. Today, manufacturers are recognizing'thi's di fficulty. They-are -
turning to network processor technologies to manage bandw dth resources
nore efficwemitgr7and to provide the advanced data servi gegusddnrofds € Speed,
that are comonly found in routers and network application 5 servers. These
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packet based on known characteristics, k20 such as.l. .ad_dtr.eslslc:))r R‘rl'Ot ocol .
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tasks previously handled in software to
16 : Industry consultants have deﬁned_a network processor (herein also mentioned

as an “NP") as a programmable communications integrated . circuit capable of
~ performing one or more of the following functions:

Packet classification - identifying a packet based on known characteristics,
20 such as address or protocol : . :
Packet modification — modifying the packet to comply with IP, ATM, or other
protocols (for example, updating the time-to-live field in the header for IP)
Queue/policy management — reflects the design strategy for packet queuing,
- de-gqueuing, and scheduling of packets for specific applications
25 Packet forwarding - transmission and receipt of data over the switch fabric
and forwarding or routing the packet to the appropriate address

Although this definition is an accurate description of the basic features of early

NPs, the full potential capabilities and benefits of NPs are yet to be realized.

30 - Network processors can increase bandwidth and solve latency problems in a broad
range of applications by allowing networking tasks previously handled in software to
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provi de speed |nprovenents through architectures, such as parallel
di stributed processing and pipeline processing designs. These capabilities

can enabl e ayéufieet search engines, increase throughput, pefgsédzgrrde
rapi d execution of conplex tasks. 5 Network processors are expected to

becone the fundanental network buil dinggblock for networks in the sane
fashion that CPUs are for PCs. Typical capabilities offered by an NP are
real -ti me prbeexetutayl in bardware.yin skdition, NPs camprowids spesdirnproveaienisthraugh | P
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use i data rmunl cation network which js caga Si zi ng support

capablqpl t i estwolbrqughfive angeargdesianedto gptingiz 9919' iCidskRyi ng t he speed

of handling of data being transferred. This purpose is pursued by providing

conponents, and assenbl ages of conponents, which renove fromthe workl oad
of processing uni tRe PregessaEumede! &Peupermmmutmie geperahRYRPs® Braaessomsas

been the casgndigietidlized lc°’§ éﬁi&rﬁ'ﬁfe OIS ik Bedign BS rovide selablel féibee
devi ce or network proces
solutions that can accommodate change in a timely and cost-effective fashion. A
15 processor-model NP allows distributed processing at lower levels of integration,
providing higher throughput, flexibility and control. Programmability can enable easy
migration to new protocols and technologies, without requiring new ASIC designs.
With processor-model NPs, NEVs benefit from reduced non-refundable engineering
costs and improved time-to-market.
20

Brief Summary of the Invention -

One purpose of this inventiou is to provide a scalable switch architecture for
use in a data communication network which is capable of sizing support capabilities
25 to a range of potential demands while improving the speed of handling of data being
transferred. This purpose is pursued by providing components, and assemblages
of components, which remove from the workload of processing units involved a
greater amount of data handling than has been the case heretofore.

30 Another purpose is to provide an interface device or network processor (the
terms being used interchangeably) which includes a plurality of sub-assemblies
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sub- assenblies WD 01/ 16777 PCT/ 11500/ 20797 5 integrated on a single = g
substrate and coacting to provide nedia rate switching of franes that

i ncl ude | ayeoi7r7l ayer 3, layer 4 and |ayer 5. The interpegesoigdfose nay be
used as a standal one. solution providing a first level of capability for a.
work group switch, an interconnected8sol ution providing a higher |evel of
capability work group 5 switch or scaled further upward in capability by
cooper at iintegrated on a;aim@sw@trhteband codeting:te. pvidef médiacatepswitching of he
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devbce i rswitch@nisealeddurtheriupaiangin camwwmpenaﬂbrfwm aswitshingdabric
confi guritgk%gs. Figure 3 shows the flow and processing of an encapsul at ed

gui ded f 20 Figure 4 shows the flow and processing of an internal

gui ded frarre Figure 5 shows generalized format for a Guided Cell. Figure
6 shows rmat for tl; a Control Information. Figure 7 shows the
format f "ﬁf SiRtian.e PYIPe® 8 shows Conmand Control I nfornation

Format. 25 Fi gure 9 shovvs Addr essi ng Inf or rratlon For mat . Fi gure 10 shows
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Processors. . . .
. dsrawmgs, in which:

Figure 1 shows a block diagram for an interface device in accordance with this
15 invention, | :
Figure 1A shows a block diagram for the MAC.
- Figures 2A through 2D show the interface device interconnected wnth other
components in different system configurations. . - : .
Figure 3 shows the flow and processing of an encapsulated guided frame.
20 Figure 4 shows the flow and processing of an internal guided frame.
Figure 5 shows generalized format for a Guided Cell.
Figure 8 shows the format for Frame Control information.
Figure 7 shows the format for the Correlator.
. Figure 8 shows Command Control Information Format.
25 Figure 9 shows Addressing Information Format.
Figure 10 shows General Form of Structure Addressing.
Figure 11 shows chart for Addressing, Island Encoding.
Figure 12A shows a block diagram of the Embedded Processor Complex.
Figure 12B shows a schematic of the Embedded Processors.
30 Figure 12C shows a structure for a GxH Processor.
Figure 13 shows a block diagram of the memory complex.




30 Figure 12C shows a structure for a GxH Processor. Figure 13 shows a
bl ock “di agram of the nenory conpl ex. WD 01116777 PC / USOQ/ 20797 6 Figure
14 shows a flowchart for the Fixed Match(FM search algorithm Figure 15
shows flowswddgimating Data Structure without using a D pSfiisebdiles and
with using a Direct Table. Figure 16 shows a bl ock diagramof a sw tching
systens such as Prizma. 5 Figure 17 shews a bl ock diagramof a CP. Figure
18 shows a bl ock diagram of the single chip Netwark Processor highlighting
function i Figure 1aRhows a fiowchati/fur thedFixed MERch(FM)dearch dlgorithex. ryi ng Qut the

R i b e et

preferred avithassimgpatDirest Table. present i nventions are shovvn is to be

ki 1 I SR ol gy %tcﬁwgﬁ“f%t?i‘ﬂ%%@#g%éﬂﬁﬁ% feceribed

whi | e5sti | IFlgmélﬁ\/shmstélblobhdmgaélhefamJ.I ts of the i nventi ons.

Accor di ngl y.. | whi ch | o dersto eing a
br oad. L e T & AnEss A bioSK gty of fhe sile chirRemockPleteBbotieanlife 7 o o
arts, and faction in the/EDSAPUEDS DOWN BAG es EPG(ent i ons. 20 Appar at us

di scl osed here is scal abl e and capabl e of functioning to i nterconnect
deskt op orwor kgroup swi tches, aggregate such switches into a network
backbone, an6dé(EPTdriCaning OGEthaihiéhtiey services. The apparatus can
support Layer 2, Layer 3, and Layer 4+ forwarding in hardware. Certain

for of the apparatus are designed for desktop or workgroup switch

aggregati on andyhild the pfeseitiRléntding mrtféeaeecrmedqaae g ereiRafier withes .
The architecture used for the apparatus is. based gn an interface deV| ce or

networ k pr defeLange W@SWEWEB&B?&@@W'E&% in which peaferred smbodimentgiaidhen a

control present inventions are shown, it is to be understood at the outset of the description
which follows that persons of skill in the appropriate arts may modify the inventions
16 ‘here described while still achieving the favorable results of the inventions.

Accordingly, the description which follows is to be understood as being a broad,
teaching disclosure directed to persons of skill in the appropriate arts, and not as
limiting upon the present inventions.

20 Apparatus disclosed here is scalable and capable of functioning to
interconnect desktop orworkgroup sWitches, aggregate such switches into a network
backbone, and provide backbone switching services. The apparatus can support
Layer 2, Layer 3, and Layer 4+ forWarding in hardware. Certain forms of the
apparatus are designed for desktop or workgroup switch aggregation and while

25 others are targeted as core backbone switches.

The architecture used for the apparatus is based on an interface device or
network procéssor hardware subsystem and a software library running on a control
point, all as more fully described elsewhere in this document. The interface device

30 or network processor subsystem is_:a high performance frame forwarding engine
designed for parsing and translation of L2, L3, and L4+ protocol headers. This



point, all as nore fully described el sewhere in this docunent. The

i nterface device 30 or network processor subsystemi's a high performance
frame forwardi ng engine designed for parsing and translation of L2, L3,
and L4+ pr¥POM¢ ™ headers. This WD 01/ 16777 PCT/ USOAWM 7PEI/USH0R0797 Ot 0COl S
to be swtched at greater speeds using_hardware. The interface device or
network processor subsystem provides a’f ast path through the box while the
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singl e do ice to ni ca ot her devi ce.
Thegappar gﬁaﬁsﬁ'?g E%Yﬁq'&ﬁrgﬁ?\%ﬁlﬁtarwnam ‘Eﬂﬂmglﬂ’ E?/Eﬁ eeding %?ﬁ"ﬁ’!‘ﬁ?ﬂ" t he

ability toftloméysieme features . 15 such as; grouping ports into separate
dormai ns or trunks, configuring Virtual LAN (VLAN) segnents, or filters to
control broadcast and multicast traffic. This scal abl e apparatus has many

bentdits. FirsWhil thd lappardthe mt@smds'e@rrs rfsahﬁﬂtl-l rerslvldram U
configure L3 forvvﬁrdl ng and routing of IP and | PX traf 20 u5| ng the

sane har d@" oRsrateras,a J-2:enly gwitch, apd dhatds 'tsS&f%'#El made efenoves
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i ncr easi n%élﬁwrforma ce at the sanme tine. Third, it si or conbi nes
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Thls scalable apparatus has many benefits. Flrst it allows the system
admlmstrator the ability to configure L3 forwarding and routlng of IP and IPX traffic
20  using the same hardware being used for L2 and at the same speed. Second, it
removes the need for usmg extemal routers to lnterconnect campus buildings while -
increasing performance at the same time. Thrrd it srmpllf ies or combines the
management of L2/L3 service for a buﬂdmg intoa single pornt of control. Flnally, it
provides value added features with L4+ functions that allow system administrators
25 the ability to assign different traffic classifications to support mission  critical
‘applications and network dispatcher for load-balancing among servers.

The apparatus is desrgned tobea modular unit usmg an interface device or

network prooessor a Control Pomt (CP) and an optional switching fabric device as

30 |ts fundamental building blocks. The mterface device preferably provides L 2/L.3/L4+
fast-path forwarding servuces while the CP provides the management and route




The apparatus is designed to be a nodular unit using an interface device or
het work processor, a Control Point (CP), and an optional swi tching fabric
device as 30 its fundanental building blocks.. The interface device
preferably mownedes L2/ L3/ L4+ fast-path forwardi ng servi cepcrisdoroishe CP
provi des the managenent and route WO 01/ 16777 PCT/USQCO 0797 8 discovery
functions needed to maintain the fast-p& h. The optional switching fabric
device is used when nore than two interface device subsystens are tied
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appar &t us hPacket @witchediTraffic.devi ces are al so know as "option cards". The
apparatus contenpl ates that blades can be exchanged anong varyi ng chassis

or housings, provided that appropriate connectors and backpl ane el ectri cal
connections ar €The appatatus Shantizipated ¢ bpassemblel osing @rintdd cindultibsards a

PP ntee con gbMsht ateaherehatqtebibeBRagE, The noiea i Baatd HiSTahietiste
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ade | S 0 ro ere, reaun | S na

Thea6Y oot Shnards o Siils HeVicps a1 280 knoby, a8 optioh aards'” O 1he

subsystem sapgadtatuslontémphatesttial blaties danbdiexchartadsaraong valyingchiaselsyoruse of
a CP+Media _blade is a

e o R, by A Bl ot et e nd e horetilhg | 2"
carrier s ubaﬁespremdeandnﬂe basié confponehtfunatarall blEdes e d @arhéxeslmqf&m
Bi ade. manaySIANRD Wit e caisT subHRter. iReupe o DARRGN e RIGREE TTediRt 25
devi ag det eﬁ/beﬁsna CPnly Blatié aihieh coRsists©P alcatter subsytent Bhd aman%veein will
be done The primary use of a CP only blade i isfora product where redundancy is the primary
concern. The second type is a CP+Media Blade, which consists of a carrier
' subsystem, a CP subsystem, and 1-t0-3 media subsystems. The primary use of a
. CP+Media blade is a product where port density is deemed more important than
20 redundancy. The third type is a Media Blade, which consists of a carrier subsystem
and 1-to-4 media subsystems. The media blades can be used in any chassis and
- the type of media subsystem used is configurable.

Blade management will involve fault detection, power management, new

25 device detection, initialization, and configuration. This management will be done
using various registers, /O signals, and a guided cell interface that is used to
communicate between the CP and carrier subsystems. However, unlike the chassis

there does exist programmable devices and memory on all blades. The amount of
programmability depends on the type of blade. When the CP subsystem exists on

30 a blade both the CP and carrier subsystems are programmable. The media
subsystems are also programmable but only indirectly through the carrier subsystem.



using various registers, I/Osignals, and a guided cell interface that is
used to comuni cate between the CP and carrier 'subSystens. However, unlike
the chassis there does exi st progranmmbl e devices and nenory on all
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the CP subsystem exists on 30 a blade both the CP and carrier subsystens
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inter AC ProdRER°ER dlsb Qofetifieh hafkih Rfentied 38 PedprodREars s piBER sty data
units. The ports provided include at least one ports connecting the internal data :
me_mory with éxternal _data memory and at least two 'other_ports exchanging data
passing through the interface device with an ex_témal network under the direction of
20 the interface processors. The control point cooperates with the interface device by
_loading into the in_siruct_ion memory instructions to be executed by the interface
processors in directing the eicha_nge_ of data between the data exchange

input/output ports and the flow of data through the data memory.

25 The net_wdrk processor here disclosed is deemed inventive apart fro_m_the

- switch assemblies into which itis incorporated. Further, the network processor here

, dis_closed is deemed to have within its elements here described other and further
inventions not here fully dis_cussed. N

30 Figure 1 shows a block d_iégram for the interface device chip that includes
substrate 10 and a plurality of sub-assemblies integrated on the substrate. The sub-
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diagramfor the interface device chip tHat includes substrate 10 and a
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The sub-assembilies in the downside include DASL-A 26, DASL-B 28, SIF 30,
SDM-DN 32, EDS-DN 34, and PPM-DN 36. The chip also includes a plurality of
internal S-RAM's, Traffic Mgt Scheduler 40, and Embedded Processor Complex
20 (EPC) 12. An interface device 38 is coupled by respective DMU Busses to PMM 14
and 36. The interface 38 could be any suitable L1 circuitry, such as ethernet
Physical (ENET PHY), ATM Framer, etc. The type of interface is dictated in part by
the network media to which the chip is connected. A plurality of external D-RAM's
and S-RAM are available for use by the chip.

25
While here particularly disclosed for networks in which the general data flow
outside the relevant switching and routing devices is passed through electrical
conductors such as wires and cables installed in buildings, the present invention
contemplates that the network switches and components thereof here disclosed may
30 be used in a wireless environment as well. By way of an illustrative example, the

media access control (MAC) elements here described may be replaced by suitable



Physi cal (ENET PHY), ATM Framer, etc. The type of interface is dictated in
part by the network nmedia to which the chip is ¢tonnected. A plurality- of
external D-RAM s and S-RAM are avail able for use by the chip. 25 Wile
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(N>1). In.an 15 enbodi nment ten processor two of
the ten fpdidedErames mgw@edﬁetmﬁ&ﬁgumdt) The ERS cdrdains Ngotaebred

R L e
Fi §%re 12mbedimepbof atee cprotmola processati (figuren$2B), two of the ten protocol
processors are specialized; one for handling Guided Frames (the Generic Central
Handler or GCH) and one for building Lookup Data in Control Memory (the Generic
Tree Handler or GTH). As shown in Figure 12A, the EPC also contains a dispatcher
which matches new frames with idle processors, a completion unit which maintains
20 - frame sequence, a Common Instruction memory shared by all ten processors, a
- Classifier Hardware Assist which determines frame classification and coprocessor
- which helps determine the starting instruction address of the frame, Ingress and
Egress Data Store interfaces which control read and write operations of frame
buffers, a Control Memory Arbiter which allows the ten processors to share Control
25 Memory, a Web Control, Arbiter and interface that allows debug access to internal
Interface device data structures, as well as other hardware constructs..

Guided Frames are sent by the dispatcher to the GCH processor as it

becomes available. Operations encoded in the Guided Frame are executed, such

30 as register writes, counter reads, Ethernet MAC configuration changes, and so on.
Lookup table alterations, such as adding MAC or IP entries, are passed on to the




whi ch nmatches new frames with idle processors, a conpletion unit which
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defining either a range or a bit mask set, such as used for filter rules).

Lookup is performed with the aid of the Tree Search Engine (TSE)
20 Coprocessor, which is a part of each protocol processor. The TSE Coprocessor
performs Control memory accesses, freeing the protocol processor to continue
execution. Control memory stores all tables, counters, and other data needed by the
picocode. Control memory operations are managed by the Control memory Arbiter,
~ which arbitrates memory access among the ten processor complexes.

25 |
Frame data are accessed thrbugh the Data Store Coprocessor. The Data
Store Coprocessor contains a primary data buffer (holding up to eight 16 byte
segments of frame data), a scratch pad data buffer (also holding up to eight 16-byte
segments of frame data) and some control registers for Data Store operations. Once
30 a match is found, ingress frame alterations may include a VLAN header insertion or
overlay. This alteration is not performed by the interface device processor complex,



defining either a range or a bit mask set, such as used for filter rules).
Lookup is perforned with the aid of the Tree Seatch Engine (TSE) 20 = -
Coprocessor, which is a part of each protocol processor. The TSE
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15 switch fabric queues. Frames from the switch fabric queues are segmented into 64 -

byte cells with Frame Header bytes and Switch Header bytes inserted as they are

transmitted to the Prizma-E Switch.

‘Frames received from the switch fabric are placed in Egress Data Store
20 (Egress DS) buffers by an Egress EDS (34) and enqueued to the EPC. A portion of -
the frame is sent by the dispatcher to an idle protocol processor for performing frame
lookups. Frame data are dispatched to the protocol processor along with data from
the Classifier Hardware Assist. The Classifier Hardware Assist uses frame control
~ data created by the Ingress Interface device to help determine the beginning Code
25 Instruction Address (CIA).

Egress Tree Searches support the same algorithms as supported for Ingress

Searches. Lookup is performed with the TSE Coprocessor, freeing the protocol

processor to continue execution. All Control memory operations are managed by the

30 Control memory Arbiter, which allocates memdry access among the ten processor
complexes.
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conpl et i on, GompletioniJaitauaraess frameorder fromtheten wetqsompgsqqﬁ%tqﬁeg%r y
formejs for gRpeieidiesifB&ding the egress Ethernet MACs 36.

The completed frames are finally sent by PMM Egress hardware to the
Ethernet MACs and out the Ethernet ports.

20 An internal bus, referred to as the Web, allows access to internal registers,
counters and memory. The Web also includes an external interface to control
instruction step and interrupt control for debugging and diagnostics.

Tree Search Engine coprocessor provides memory range checking, illegal

25 memory access notification and pei'forms tree search instructions (such as memory
read, write or read-ad'd-write) operating in parallel with protocol processor execution.
Common Instruction Memory consists of one 1024x128 RAM and two sets of

Dual 512x128 RAM. Each set of Dual RAMs provides two copies of the same

30 picocode, allowing processors 'indépendent access to instructions within the same
address rarige. Each 128-bit word includes four 32-bit instructions, providing a totail



frame in the EDS Egress queues and sending themto the Conpletion Unit. The
Conpl etion Unit guarantees franme orderfromthe tén protocol processors-to
the EDS 15 E ress gueues feeding the egress Ethernet MACS 36. The

compl et ed WPAMIE™are finally sent by PMM Egress har dwar ePERUSOMROTIEL her net
MACs and out the Ethernet ports. 20 An_internal bus, referred to as the
Web, allows access to internal regi st&s, counters and menory. The Web'

al so incl interface to control instruction step and

i nt errupt'%ggﬁto?g@i E"H i ng and di agnostics. Tree Search Engine
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execut i onandimanages intrfupts and tiergr y consi sts of one 1024x128 RAM and two
setg of Dual 512x128 RAM Each set of Dual RAMs provides two copies of the
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Uni t guarant ees frame order from thé processor corrp ex to

fabric arfPeralions: counts otjgading zeros andymprest r ucti on set i ncl udes condi t i onal
‘exggution, packing (for input hash keys), conditional branching, signed and
unsi gned operations, counts of |eading zeros and nore. 10 The O assifier
Har dwar e Assi Jhe&iassifier biardwareAssist engine parses pach framels Inyerst andlayent ocol
header angbiids Ksiier Bnd proid¥s this iffritbfidh Wit? Hiined 5stHeY al disgihi ched Lo

t he protocol process
to the protocol processors

15 The Control memory Arbife_r corjt_rols processor access to both internal and
external memory. |

External Control memory options |nc|ude 5t07 DDR DRAM subsystems each

supporting a pair of 2M x 16 bit x 4 bank or a pair of 4M x 16 bit x 4 bank DDR

20 DRAMs. The DDR DRAM interface runs at a 133 MHZ clock rate and a 266 MHZ

data strobe supporting configurable CAS latency and drive strength. An optional 133

MHZ ZBT SRAM can be adde'_d.i'n either a 128Kx36, 2x256Kx18 or 2x512Kx18
configuration. - |

25 : Egress frames may be stored in éithef oné External Daté Buffer (e.g. DSO) or
. two External Data Buffers (DS0 and DS1) Each Buffer can be comprised of a pair
of 2M x 16 bit x 4 bank DDR DRAM (storing up to 256K 64-byte frames) or a pair of
4M x 16 bit x 4 bank DDR DRAM (stonng up to 512K 64-byte frames). Choose the

single External Data Buffer (e.g. DSO) for 2.28 Mbps or add the second Buffer (e.g.
30 DS1) to support 4.57 Mbps layer 2 and layer 3 swutchlng. Adding the second Buffer
improves performance, but it does not increase frame capacity. The External Data




15 The Control nenory Arbiter controls processor access to both internal

and external menory. External Control menory options include 5 to 7 DDR
DRAM subsyst ens each supporting a pair of 2Mx 16 bit x 4 bank or a pair
of 4M x 16 W®0M1627Thank DDR 20 DRAMs.. The DDR DRAM i nt er PGE/USO00M97 at a
133 MHZ cl ock rate and a 266 MHZ dat a strobe supporting configurable CAS
| atency and dri ve strength. An optional 1633 I\/HZ ZBT SRAM can be added in

either a 12 56Kx18 5 can franes
may be stor et l@ﬁﬁ%@? "t’f?r%aé? éié éﬁ%?g‘ E%? 3;4? “‘Hﬁ g s“sqﬁ) nd
Ext ernal DatsupBuité eonfigursisie A [téncy dndadrivBistlengtrcan be conprised of a pair

of 2Mx 16 bit x 4 bank DDR DRAM(storlng up to 256K 64-byte franes) or a
pair of 4Mx 16 bit x 4 bank DDR DRAM (storing up to 512K 64-byte franes).

Choosg tB hfef si ngllﬁeﬁﬂ@gﬂﬁ?lﬂeﬁﬁrﬁn&hteézﬁrg%s?vzom@l}s bitCRAtéztlsa&ngma)@saB Bid the
secon u ps | ayer an ayer
svmtchf’ng MEé{F @&fﬂéﬁ -|rrproves performance, but it does not
i ncrease frame capacity. The External Data WO 01/ 16777 PCT/ US00I 20797 16
Buffer interface runs at a 133 MHZ clock rate with a 266 M{Z data strobe-
and supports coiftefal Batasterage pipvides buffrringfotyp to 2048 841byte framesin thgnt r of
nenory i ncl Yggmss Wedtioh (UFH28 bit RAMs, two 1024 x 36 bit 5 RAMs and one
1024 x64 bit M Internal Data storage provides buffering for up to 2048
64-byte frames in the 1Ingress direction (UP). 10 Fixed Frame alterations

i ncl ugg VLAN tag Flmqfrhhﬁﬁtéréhdnﬁ%élﬁﬁg VERN%{E ﬁﬁbhﬁﬁ\s iR Be Mbﬂ\ést%l%gtlon

del etions, Tine Li ve I ncrenment/ decr ement Px) , Et er net

over | ayr nseran éﬂd\m qsletmswmqw-ve@ptemwt{qu 1P, IRxhfEthemet &RG on.
POt M I 0T iRl SHRMABATAISR itiiay ASbrORTné EBRST DO dirdctieh, COPi ed
nat e

to 15 a systemdesig observation”port w thotdt using pfotocol
processor resources. Mrrored Interface device ports are configured to add

frame and swi t ch gefVnlrilring&iBws one receive port and one transmit port to be copied to
15 a system designated observation p‘brt without using protocol processor resources.
Mirrored Interface device ports are configured to add frame and switch control data.

A separate data path allows direct frame enqueuing to the Ingress Switch interface.

The interface device integrates four Ethernet macros. Each macro can be
20 individually configured to operate in either 1 Gigabit or 10/100 Fast Ethernet modes.
Each Ethernet macro supports up to ten 10/100 Mbps MACs or one 1000 Mbps

MACs for each of four macros.

Figure 1A shows a block diagram of the MAC core. Each macro includes
25 three Ethernet Core designs; to wit, the multiport 10/100 Mbps MAC Core (Fenet),
the 1000 Mbps MAC core (Genet) and the 100 Mbps Physical Coding Sublayer Core

(PCS).

Multi-Port Ethernet 10/100 MAC Features:
30

Supports ten Serial Medium Independent Interfaces to the physical layer



A separate data path allows direct frame enqueuing to the Ingress Switch
interface. The interface device integrates four Ethernet macros. Each «macro-
can be 20 _individually configured to operate in either 1 Ggabit or 10/100
Fast Ether NAM#dEs. Each Ethernet macro supports up t oPCHHUS@R6HA0 Mops
MACs or one 1000 Mops MACs for each of four macros. Figure 1A shows a

bl ock di agram of the MAC core. Each n#éro includes 25 three Ethernet Core
designs; to w %tﬂe Fhll .til ort 10/ 10? bps MAC Core (Fenet), the 1000 Mops
MAC core (Genel§P3Hid °of Randifig trp porteiaf 40 Mbpsceri1 ¢fMbrs meris sperds, appCs) .

Mul ti - Por spégdwmixnet 10/ 100 MAC Features: 30 Supports ten Serial Medium

| ndependent Interfaces to the physical |ayer WO 01/16771 PMJS0040797 17
Capabl e of handling ten ports of 10 Mips or 100 Mops nedi a speeds, any
speed mix A simgingldMIRCSESNViCESEN fin i Diisién M } ket

Mul gi pl ex interfart?e 5 Supports Fu|'?‘§’ﬁar‘?"¥'p%ﬂ§?§”)'?"§%§?y{. rllés}%qt‘e%rfa% I a speed
on &l |l ports Supports |EEE 802.3 Binary Exponential Backoff 10 1000 Mops
Et her net MAC G5y FUH duphPSBdrati ' L aiRdl dent Interface
(GM1) to the ph@s?iF%al PCSdIayer %?tlﬁ%@ﬁy?géﬁgh%ﬂ?gﬁgal | ayer 15 Wth
the PCS Core, supports w conplete TBI (8b/1 (b} solution Supports Full

dupl ex Poi nt-ts],d%' ' L 3;%?:( Supports the I BM PCS Core
valid byte signall FEEEEE%%B%QSQQ eﬁtr@t ;slfgl cal Codi ng Subl ayer Core
Features: Perfornms 8b/1 (b encodi ng and decodi ng

10 1000 Mbps Ethemet MAC Core Features:

Supports Gigabit Medium Independent Interface (GMII) to the physical PCS
layer or directly to the physical layer

15 With the PCS Core, supports a.complete TBI (8b/10b) solution
Supports Full duplex Point-to-Point connections at media speed

Supports the IBM PCS Core valid byte signalling

20 . .
1000 Mbps: Ethernet Physical Coding Sublayer Core Features:
Performs 8b/10b encoding and decoding
25 Supports the PMA (10 bit) Service Interface as defined in IEEE 802.3z, this
interface attaches to any. PMA that is compliant with IEEE 802.3z
Synchronizes data received from the PMA (two phase clock) with the MAC
(single phase) clock
30

Supports Auto-Negotiation including two next pages




25 Supports the PVA (10 bit) Service Interface as defined in | EEE 802. 3z,
‘this “interface attaches to any PMA that is conpliant with | EEE 802. 3z
Synchroni zes data received fromthe PMA (two phase clock) with the MAC
(single phagglsér?ek 30 Supports Auto-Negotiation includi pgrivssd2omst pages
WO 01/ 16777 PCT/ USOORU797 18 Converts froma two phase cl ock system
defined in the standards to a single pigase clock Provides a signal to the
MAC i ndi cating those clock cycles that contain new 5 data Checks the
recei ved code gConpertd ffémla twd)pHiase cigokisistemadedined irethkistdrelardotada singlee 10
Cal cul at es End c@ggks t he 8b/10b running disparity Figures 2A - 2D show
different PBAPTG§PC&tions for the Interface device Chip. The configurations
are facilitated by DASL and connection to a switching fabric device. Each

channel - Fi gur cPENasRAGioRa\pIRE MAG Pulselns B oK Seief thatbopdinnel "

devige. Indafd s configuration, the transmt channel is wapped to the
recei ve channel. 20 Figure 2B shows the configuration in which two
Interface device chips are connected. Each Interface device chip is

provi ded wi th aicHegRsthe retivedebae gtdups [t Cbits}for COMMA!siav estadttishésword s on
one DASL on one chip are operatively connected to the channels of a

mat chi ng DAYMC on the other chip. The other DASL on each chip is w apped.
25 Figure 2C shows the configuration in which nultiple Interface devices

are connected to a switch fabric. The doubl e headed arrows i ndicate
t r an¥i ssi on i nCalculates and checks the 8b/10b running disparity

Figures 2A - 2D show different configurations for the Interface device Chip.
The configurations are facilitated by DASL and connection to a switching fabric
device. Each DASL includes two channels; namely, a transmit channel and a
15 receiver channel.

Figure 2A shows a wrap configuration for a single Interface device. In this
configuration, the transmit channel is wrapped to the receive channel.

20 Figure 2B shows the configuration in which two Interface device chips are
connected. Each Interface device chip is provided with at least two DASLs. In this
configuration, the channels on one DASL on one chip are operatively connected to
the channels of a matching DASL on the other chip. The other DASL on each chip

is wrapped.
25 _

Figure 2C shows the configuratibn in which multiple Interface devices are
connected to a switch fabric. The double headed arrows indicate transmission in
both directions.

30 _ Figure 2D shows the configuration in which a Main switch and a Backup

switch are connected to Multiple Interface devices. If the main switch goes down,



both directions. 30 Figure 2D shows the configuration in which a Min
switch and a Backup switch are connected to Multiple Interface devices. |f*
the main switch goes down, WD 01/16777 PCT/USOOR0797 19 the backup is
avail abl e PROYIEET A Control Point (CP) includes a Syst eRCOUSINEM™3r that is
connected to each of the configuratioq The system processor at the CP,
anong ot her things, provides 5 initial Pzat i on and configuration services

to the chi eJﬂuﬁs%laBﬁHﬁgﬁ%Fd in any of three locations: in the

i nterface. device p; ont ade on which the chip is nounted or
external to the blade. If external to the blade, the CP may be renote;

that is, housed . ni gat, t he ,net wor k t i:ch, the

interface devi %§°W@ﬁ5@d§@g@#e%syﬁ‘ﬁ@g%ﬁﬁ%ﬁé“agfs ?l‘agcgﬁd\gggﬁg% in

Fi g;,ll‘ eI I17 eftﬂellazenfgmhmte 'ﬂmsys;embtilmessaratme, arﬁdmgsdstherihr@ﬁﬂwf Lludeet msmlzr y

contr er u onnect.o 0 net wor

medi & Fi gmtéalfgh \ééqrﬁ-'gu@%ﬁalsg%‘?ﬁ%%ﬁ? ﬁﬁpkﬁﬁ%@ W&a{eﬂé N&M¥cti ons

E r5 0\[/)|Q(3\'e\ld( byf three EBStrd\rEa in the Mtel'fsa‘ce(de\/bemsen Teoh tI(eNEIEHeSﬁWﬁbh eri]? r@lg i§B IhchES_

(28) that Mouptedformginatiashg Bier, JEoriaanto He B, B CPIRREBE reatesy

][ect ?hgul atha(tj boh?used‘elsbmwrfe alhfimnmiuzrg&gmgIwmnawoﬂt]?wmﬂe?ﬁe?reﬁﬁee et y
unctions and in i-on 0 i S e 0 e wor

b oces a0y sapYias and o areAtadar, the oBments Of P aie, i R BBLLE B8 { o { n

ext egonal  Piriélude\ihéraory dlemBivig! (cdbhe; flasl iand ISDRAME G m&n'fdry)&bﬁth!IePl'Q/PCl and

DN i t hi B aBd sonne it o & Babkeiate and Bt it mPdecne: or 10 Fenet

‘devices. UP-EDS. This |ogic takes the fish from UP-PMM and stores theminto

the UP-Data St t | e of Ki 40 f t
Onge, and :f t erI9 ﬁ'g( |1g ?\ows the I\/Pngle chrp > Netwo l§r0tc:)essv\ol(|?ramldn the functions ©" > °

provrded by the EDS-UP the traffic Management (MGT) Scheduler and the EDS-
15 DOWN (DN). The U-shaped icons represents queues and the Control Blocks (CB)
that keep track of the contents in the queues are represented by rectangular icons.

A 'description of the e'lements, their respective functions and interaction
follows. | | |
20
PMM This is the part of the Network Processors that contains the MACs (FEnet
POS GEnet). and attaches to the external PHY devices.

~ UP-PMM: This logic takes bytes from the PHYs, and formats it into FISH (16 bytes)
25 to pass on to the UP-EDS. There are 4 DMUs within the PMM, each capable of
working with 1 GEnet or 10 FEnet devices.

UP-EDS: This logic takes the fish from UP-PMM and stores them into the UP-Data
Store (internal RAM). It is capable of working on 40 frames at once, and after the
30 appropriate number of bytes are received, it will enqueue the frame to the EPC.
When the EPC is finished with the fram_e; the UP-EDS will enqueue the frame into




30 appropriate nunber of bytes are received, it will enqueue the frame to
the EPC. Wen the EPC is finished with the frame, the UP-EDS wi || enqueue
the frame into WO 01/ 16777 PCT/ US00120797 20 the appropriate Target Port
Queue and sweroinngyendi ng the frame to the UP-SDM The UP- pPPusgordessyoonsi bl e
for all buffer and franme managenent and returns the buffers/franmes back to
free pools when the transfer to UP-SDM2os conplete. 5 EPC. This logic
contai ns the picoprocessors and nay contain an enbedded PowerPC. This

| ogi ¢ i s ctisappropriate datget BortQueue ahd start sendihgy the franctoithe UP-SDM. The do

with the fygmesefar aodifys filter cetc ). The EPC has access, to

several |00k Bét %bﬁgé,gnﬂﬁig ﬁ%r%é‘l’ftera@ g‘?&% 8‘%{1%9866‘%@’}5% E%Bmcg?sor s to
keep up wi bufferséraniesiradketo drdetidols when theteatistertd UMSDM is\eorttplBteacessor . 10
UP-SDM This logic takes the frames, and formats theminto PRI ZMA cells for

transm ssion to the swtch fabric. This logic is also capable of inserting
the BLAN EP&deThislayid lkenfairnthe pleopfdcdédors HdS mayotantainani eibddiadUP- DASL

d.at t to th t itch J/Os SIF: This |
Tt ot o P BWBRe) Tl foid B connie st lokipg ot i S beftier ancAROinG WBRL or nal
|/ Cs. 20 %Wthamméqwmfd@mﬁﬁﬂé?ﬁeﬁm Mhe EPICS had dcBésiPtoPs&fetss t hem

for help iP‘W fr reaage;&il%. - EDS:  This | ogic takes each cel] and
assenbl es OQKHP 'R &a assigfsdo eﬂqwthezgcqgroggmtqhﬂe@w@pm Dat a
Store, andhigh_fﬁdﬂd&rid%h?eédil%hﬂéhtﬁ 8Pk MEtwbk Prakesddrames. VWen the entire
fra Is received, the frane wll be enqueued to the EPC. After EPC s

fini'%ed with the frame, it is enqueued to the Scheduler (if present) or

the Tar geUPESDM: QrRidadgictbkEd the figmes Canth fdrifatd R Into PRIZMARRIS RS at e

port by sending the frame, any alteration information, and sonme control
i nf or mat i offapgMisgion to the switch fabric. This logic is also capable of inserting the VLAN

header into the frame.

15 UP-SIF: This logic contains the UP-DASL macros and attaches to the external
switch 1/Os. '

DN-SIF: This logic contains the DN-DASL macros and receives PRIZMA cells from
the external I/Os.

20
DN-SDM: This logic receives the PRIZMA cells and preprocesses them for help in
frame reassembly.

DN-EDS: This logic takes each cell and assembles them back into frames. The cell
25 is stored into external Data Store, and buffers are linked together to make frames.
When the entire frame is received, the frame will be enqueued to the EPC. After
EPC is finished with the frame, it is enqueued to the Scheduler (if present) or the
Target Port Queues. DN-EDS then sends the frames to the appropriate port by

sending the frame, any alteration info_rmation. and some control information to the
30 DN-PMM.



30 DN-PMM WD 01/ 16777 PCT/USOQ 20797 21 DN-PMM Takes the information
from DN EDS and formats the franme into Ethernet, " PCS, etc. and sends the
frame to the external PHY. SPM This logic is used to al | ow the Network
Processor tWOOM®% ace to external 5 devices (PHYs, LEDSPCRUSWORE7TIZtc) but
only requires 3 VGOs. The Network Procersg‘f) uses a serial interface to
comuni cate to SPM and t hen SPM pref or the necessary functions to nmanage

these extergRlp [ yt es.
are: T ocel veantFp. e 110 BB R BN Ao et it Eiemel! 3
portion of ROS; ateepnd spndsthelimme to the extethall PHY. UP- DS 5) UP-EDS sends
header over to EPC 15 6) EPC processes header and sends enqueué infornmation
back to UP-EDS 7) UP-EDS :continues to receive the renmainder of frame from

UP- PMM 3) ($PMDST Bigrlogic iis)sedita allow the Netweik/Rnbeassomior inferfagedodattarnat r eady
PRI ZVA

L0 1 387" Ui EE R e Uil 8 RS o TR Bl b aehBL 2 T

\%2:1 ; Ihle tDASlessarseﬂaI Imtnkfaca do RiRNMAvinicdia) toUBPNDand ??mms%rgﬁm g;eageRlszm

cells 2) D&%E‘?@d%@g?? &‘%gﬁge H{%—ﬁ%&f@g %Wf%g'm for reassenbl y

I nformation 3) DN-EDS receives the cell data and reassenbly information and
i nks the a new frane on down side 4) DN EDS stores the cell
ks 1 DSCL% 'siDEFi8w | ;

10 1) Frame arrives at PHY

2) Bytes are received by UP-PMM
3)  UP-PMM sends FISH over to UP-EDS (Fish means a portion of a frame)
4)  UP-EDS stores FISH into UP-DS
5) UP-EDS sends header over to EPC

16 6) EPC processes header and sends enqueue information back to UP-EDS
7) UP-EDS continues to receive the remainder of frame from UP-PMM
8) UP-EDS sends information to UP-SDM when appropriate data is ready to

send to switch _ |

9)  UP-SDM reads frame data and formats it into PRIZMA cells

20 10) UP-SDM sends cells to UP-SIF '
11)  UP-SIF transfers the cells over the DASL serial links to PRIZMA
12) UP-EDS frees up bufferslfrarﬁes when all the data has been taken

DN-SIDE Flow _
25 1) DN-SIF reoelves PRIZMA cells
2)  DN-SDM stores cells and preprooesses them for reassembly information
3) ON-EDS recewes the cell data and reassembly mformatlon and links the cell
into a new frame on down side
4) DN-EDS stores the cell mto DN—DS
30 5) | DN- EDS enque_ues the frame _to EPC when all of the data have been received
6) EPC processes the header and sends enqueue information back to DN-EDS




30 5) DN EDS enqueues the frame to EPC when all of the data have been
received 6) EPC processes the header and sends enqueue information back to
DN-EDS 11 Al (r)l WD 01/16777 PCT/US00/ 20797 22 7) DN EDS enqueues the frane

into a schedwod @mnemreue (if present) or a Target Port QueupcHvsdoboiPS
services the queues and sends frame information into the PCB 9) DN EDS uses
the PCB to "unravel" the frame and rea@ the appropriate data 5 and sends
that data to DN-PMM 10) DN-PMM formats the data (with alteration if

request ed)Tand BYRIS epgueyesthe frame ivto asehaduler queye (if presrnborei Targets

DN- EDS when bufgsk awaué no | onger needed and DN-EDS frees these resources
10 FRAME Control Flow 1) Header is sent to EPC from UP-DS or DN-DS 2) EPC

| ooks up h@aderDNERS sapvicss the quewesand sendssframe inferaatinnsinia thed?CBnqueue

I nformat i 15 _ﬁ-ljg: HRIP 1l ' and t he
frame is Ogeanuelg’\e_| touﬁﬁé;ﬁ%gg%tgﬁugt e qt}gggﬁﬁg @edlqﬁaﬁﬁa‘ge#? rﬁ%@?ﬁe
Head®r s are serandsends thatdata teDN-BMM data to aid in reassenbly and frane

f orwar di ngsg0 NN Bhméts Bl &Ata%@gara@hreﬁﬁg?ﬁmrg{;gé@ﬁrﬁ S3hag ek frhaige and

sends it to‘th _ rocessor cessor enqueues the
CGui ded Frane t dotthe egerhal iHYbpr ocessor 3) The GCH processes the Gui ded

Frame and §8adspQippi ibfeimb BiN-EBRUGRLR Butférs 476 8 Yorger RB:dLFAnd DN-EDS
frees these resources
10 '
FRAME Control Flow _
1) Header is sent to EPC from UP-DS or DN-DS
2) EPC looks up header information in lookup tables and receives frame
- enqueue information
15 - 3) EPC sends the enqueue information back to the EDS and the frame is
enqueued to the appropriate queue
4) Cell Headers and Frame Headers are sent along with the frame data to aid
in reassembly and frame forwarding

20 CP Control Flow
1) Control Point formats a Guided Frame and sends it to the Network Processor
2) The Network Processor eﬁqueues the Guided Frame to the GCH
picoprocessor
3) The GCH processes the Guided Frame and reads or writes the requested
25 areas of Rainier '
4) The GCH passes any Table update requests over to the GTH
5) The GTH updates the appropriate table with information from Guided Frame
6) An acknowledgement Guided Frame is sent back to CP

30 Network Processor Control Flow
1) A Picoprocessor can build a Guided Frame to send information to another



4) The GCH passes any Tabl e update requests over to the GIH 5) The GIH
updates the appropriate table with information from Guided Frane 6) An
acknow edgenent Gui ded Frame is sent back to CP 30 Network Processor
Control Fl @967 pi coprocessor can build a Gui ded Frane PCOUSNRET97

i nformati on to another WD 01/16717 PCT_ USol |l aom 23 Rainier or the Control
Point 2) The CGuided Frane is sent to t appropriate location for

processing A S?ﬁhﬁrbfﬁﬁ)@@%ﬁgkce provi des nedi a speed switching for up

to 40 Fast 5 Etherne re 2A). 80 Fast Ethernet Ports are
suppor t ed Zhen TheoGuided Frame is dentitc ée appropridte lacationddesrovessigg | BM s Dat a
Al i gned Synchronous Link (DASL) technology (Figure 2B). Each DASL
differential pair carries 440 Mps of data. Two sets of eight pairs

provi de a 3.5 GopingkiupteriacedevicetprovidésSmediacspebdGswitthing for apad 40Fasect i on) .

ot ePconn EElTPSfs Fiole2e) by EA KieriiHlorEang Sogtifiad whgh g nterrag <

BrA |S f ma- E sde't\/!icés. areTihter¢ornecteicasing VBV DatavAl dtsmthroﬁdm ﬁgﬁ (&sg)?upl ex
connect) o e r (0] econaar | can pe e 0

provi de aiﬁf'&'ﬂ%@c@nﬂ%lrﬁ BPLTE?%QRQL&%%@B??F *’F\M‘éﬁ%w ?frﬂaé;-?m

devi ces arsetslof eight paire providé & 3.5 Gbgs dupiSEtorection ﬂ&ﬂ?ﬁ@ gngope ei@e?ﬁgu gfiﬁglt .

switch fabgic. .(Figure 2D Backup Sw_).. I.n_view o .

Net wor k Pr 'f,eé%'é&' g@ii?ﬁ‘?“%" §EaF'§§Eﬂse2bn af‘ﬁa?}-[’oﬂé'@r’ii pystems pean it by

E'r Oﬁodeda ihwromcmgsrh( B ammrél?terfaee dlié%}iér?sitﬁé bWitlt:IO%ﬂdWs:lePﬁirg%-E @ﬂtbhfm% ; 0

i en stem (having rel ative i or ensi sa - n ports).
Ong | nt er f }"g"é'\fﬁ"@ q"fF%H’f@‘"Q?%f‘@hgf@egiﬁ%é’PF@d'% Q&%Lé’?éﬂ%‘?ﬂoﬂﬁ&!ﬁ%sor vi a
120 up to tmindahdGndeBsoridiivy, wHidt ddh e Wedlts pfivide §W%-Baél§%9'b flvggbz:gﬁt her net

port. The _ Ethernet configuration to the system processor I n an.

EEPROM at tfame drafiicwhes twi; Intartace dexiges areditestlyernnegtad, [figurai2B)ariaat i on.

The syst ergoph@6IRSItRY a rédUidant SWidStaBit (Fidlfe 20! BRERGFSHSY | 1Ry Bf theyYSt €M
(see_Figure 2) by bui I&lﬁgﬂ@ﬂrﬁspemal ui ded Franmes encapsul ated as

et h&®et f r e, thg single: PEqsegsgr dip is scaleable in that one chip can be used
to provide a low end system (having relatively low port density —say 40) to high end

system (having relatively high port density, say 80 - n ports).

One Interface device in the system is connected to the 'system processor via

20 up to ten 10/100 Mbps Fast Ethernet ports or a single 1000 Mbps Ethernet port. The

[Ethernet configuration to the system processor is placed in an EEPROM attached

to the Interface device and loaded during initialization. The system processor

communicates with all interface devices in a systeni (see Figure 2) by building

special Guided Frames encapsulated as ethernet frames. The encapsulated Guided

25 Frames are forwarded across the DASL link to other devices allowing all of the
Interface devices in the system to be controlled from a single point.

Guided Frames are used to communicate contrdl information between the

Control Point (CP) and the Embedded Processor Complex and within the interface

30 device. A prior disclosure of Guided Cells which will elucidate the discussion here
isfound in U.S. Pat. 5,724,348 issued 3 March 1998 for Efficient Hardw_areISoftware




25 Franmes are forwarded across the DASL Iink to other devices allow ng all
of thé Interface devices in the systemto be controlled froma single
poi nt. Guided Frames are used to conmmunicate control information between
t he Contr owoBeieém? (CP) and t he Enbedded Processor Conpl epcemsoddoidri N t he
interface 30 device. A prior disclosure of Guided Cells which wll

el ucidate the discussion here is found24n U.S. Pat. 5,724,348 issued 3
March 1998 for Efficient Hardware/ Software WO 01/ 16777 PCT/ US00120797 24
I nterface Wnégrfacesor a DataSwitch™. For Guided Frane traffic that originates at
the CP, the CP constructs the GGuided Frane in data buffers in its | ocal
menory. The CP's Device Driver sends.the 5 Guided Frane to one of the
medi a i nt er f aceBoBuided Mameotraffiethatariginates/atithe GE¢ thes CRocanstiucts\itg)

Stor e (U oA Pratidte, fHtalfirold RS AR BT PTd B8 devion DS sBAUR 68 o
Er oc8ssed, Cuidedr bramsltdhené of the .med@PEcnwfaoeq wof thel NeBvorkelrdcessars Mediai gg

Lo the 10 AESHSEoMOr (M) ABwalY Ricoles 8 e FalaCA Hofos l ibfs™ ™"
exL er nal piatemallda'tmsiomie.t_D&):memnqL ,Th‘etﬁu. ided GeaiFEisem &daoﬁjﬁmppﬂét@t ed ?s
Cransport VARG RPEesY, aRf e bhekih 16 PO aRlindh, ClicBaraeR sosRe. e
Et her net \petweEnain evitéthabCPtane théhtiligédw device asbvénvtﬁpﬁﬂatédrt_ﬁta_dabﬁfm t he
Thi d0nal yBiof6tR1 81ie ElEhdl neik s AEShEente e ARBETR PPRQH BoliBSyres
that the |etherfedcthe Gided Flamesiare dneapsulatet s3luthermetflaines an@AcfohSA cannot

be anal ysed by the EPC picocode. Therefore, these franes are inherently
self-routing. The Enet MAC does, however, analyse the Ethernet Type. 20

field to distirEthemtet@ncdpsuldiict providesCanni&iing dff Réandport foRcGidbd erraffict hi s
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| nt 46f ace idtarfave’ devitkt@oesMot 8R4IGL: the Destination Address (DA) or Source Address
: (SA) when receiving frame_s. This énalysis is performed by the EPC picocode.
Guided Traffic presumes that the Inte:rface device has not been configured and the
DA and SA cannot be analysed by thé EPC picocode. Therefore, these frames are
inherently self-routing. The Enet MAC does, however, analyse the Ethemet Type
20 field to distinguish Guided Traffic from Data Traffic. The value of this Ethernet Type
value of the Guided Frame must match the value loaded into the E_Type _C
Register. This register is loaded from Flash Memory by the Interface device's boot
picocode.

25 The CP constructs the Guided Frame in data buffers in its local memory. The
contents of a 32 bit register in the CP processor are stored in big endian format in
the local memory as shown in Figure 3. Having constructed the Guided Frame, the
CP’S Device Driver sends an Ethernet frame containing a DA for specific Guided
Cell Handler (GCH), an SA corresponaing to the gldbal MAC address for the CP or

30 the MAC address for specific interface, a special Ethernet Type field that indicates
a Guided Frame, and the Guided Frame Data. All Ethernet frames arriving on the
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the frame is to be enqueued to the Generai Control (GC) Queue for processmg by
the GCH. When the end of the Guided Frame has been reached the Enqueue,
20 Dequeue, and Schedule (EDS) logic enqueues the frame into the GC Queue.

The GCH picocode on the blade locally attached to the CP examines the

Frame Control Information (see Figui'e 8) to determine whether the Guided Frame

is intended for other blades in the system and whether the Guided Frame is to be

25 executed on the down side of the Interface device. If the frame is intended for

blades other than or in addition to the Iocally_ attached blade, the GCH picocode

updates the TB value in the Frame Control Block (FCB) with the TB value from the

Guided Frame’s Frame Control information and instructs the EDS to enqueue the

frame in the multicast Target' Blade Start of Frame (TB_SOF) Queue. For

30 - performance reasons, all Guided Traffic is enqueued to the multicast TB_SOF queue
independent of the number of destination blades lndlcated



Frame Control Information (see Figure 6) to determ ne whether the CGuided
Frame " is intended for other blades in the system and whether the Gui ded
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If the value of the ack/noack field is ‘1'b, and the value of the early/late field
~ is “1'b, then prior to processing any of the Guided Commands in the Guided Frame,
the picocode constructs an Early Ack Guided Frame with the value of the TB field of
20 the Frame Control equal to the contents of the Early_Ack Guided Frame with the
value of the TB field of the Frame Control equal to the contents of the My_TB
Register. The picocode routes the Early Ack Guided Frame back to the CP by
updating the TB value in the frame’s FCB with the value contained in the TB field of
the LAN Control Point Address (LAN_CP_Addr) Register and instructing the EDS to
. 25 enqueue the frame in the multicast TB_SOF Queue. The picocode then processes
the Guided Commands of the Guided Frame and discards the Guided Frame.
Guided read commands shall not be of this category.

If, on the other hand, the value of the ack/noack field is ‘1'b and the value of
30 the early/late field is '0'b, the picocode changes the resp/feq field of the Frame
Control information to *1'b to indicate a Guided Frame response, replaces the TB



value of the TB field of the Frane Control equal to the contents of the

My _TB Register. The picocode routes the Early Ack QGui ded Frane back to the-
CP by upd%ti@? the TB value in the frame's FCB with the value contained In
the TB fiel'@% T he LAN Control Point Address (LAN CP APDGRYSOORMTter and
instructing the EDS to 25 enqueue the _frame in the nulticast TB_SOF Queue.
The picocode then processes the Cui d€fl Cormmands of the Gui ded Franme and
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frame in the nulticast TB SOF Queue. 10 Franes residing in the TB SOF
Queue are schedul ed for forwarding by the EDS. The Switch Data Mowver (SDM
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it in the GC Queue.

Pressure from the GC Queue or the GT Queue stimulates the picocode to
access and analyse the Guided Frames. - All Guided Frames arriving on the down
20 - sideareinitially enqueued in the GC Queue. The gth/gch value of the Frame Control
Information for these frames is examined by GCH picocode. If the gth/geh value is
‘0'b, the Guided Frame is enqueued in the GT Queue. Otherwise, the GCH picocode
examines the resp/req field of the Frame Control information to determine if the
Guided Frame has aiready been executed. If the resp/féq has a value of ‘1'b, then
25 the Guided Frame has already been executed and is routed to the CP. Target port
. values corresponding to CP connections are maintained by EPC picocode. Frames
from these Target Port queues are transmitted from the Interface device back to the
CP.

30  Ifthe resp/req field has a value of ‘0'b, then the blade may be local or remote
with respect to the CP. This is resolved by comparing the value of the TB field of the




20 side are initially enqueued in the GC Queue. The gth/gcfi value of the
Frame ‘Control Information for these frames is exam ned by GCH picocode.. |If
the gth h value is '0'b, the Guided Frame is enqueued in the. GI Queue.
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O herwi se, the blade is |local to the e fraime is_routed to the Port
is remote from the CP, the picocode routes the Early Ack Guided Frame to the Wrap
Port. Otherwise, the blade is local to the CP and the frame is routed to the Port
Queue corresponding to the CP. The picocode processes the Guided Commands
while either the Wrap Port moves the Early Ack Guided Frame from the D_DS to the
20 U_DS and enqueues the frame in the GC Queue on the up side or the frame is
transmitted from the Port Queue l{eck to the CP. For frames wrapped back to the
U_DS, the GCH picocode again sees this frame, but the resp/req field will have a
value of *1'b. The GCH picocode routes the frame back to the CP by updating the
TB field in the FCB with the value contained in the TB field of the LAN_CP_Addr
25 Register and instructing the EDS to enqueue the frame in the multicast TB_SOF
Queue. Frames residing in the TB_SOF Queue are scheduled for forwarding by the
EDS. The SDM builds the Prizma Cell Header and Interface device Frame header
from information contained in the FCB. Cells from this frame pass through Prizma
and are reassembled into a frame on the CP's local blade. The SDM of the down
30 side recognizes that the frame is a Guided Frame and signals the EDS to enqueue

it in the GC Queue. This time when the GCH picocode analyzes the frame, the



Queue corresponding to the CP. The picocode processes the CGui ded Comrmands
while either the Wap Port noves the Early Ack Guided Frane fromthe DDS to:
the 20 U DS and enqueues the frane in the GC Queue on the up side or the
frame is WOMdMMted fromthe Port Queue back to the CPPCHUSI0ROMIES

wr apped back to the U DS, the GCH picocode again sees this frame, but the
resp/req field will have a val ue of. sz The GCH pi cocode routes the
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cor r esponghsete back 16 tHe"CPEFérRimes wrapped back to the U_DS, the GCH picocode
- again sees this frame, but the resp/req field will have a value of *1'b. The GCH
picocode routes the frame back to the CP by updatihg the TB field in the FCB with
the value contained in the TB field of the LAN_CP_Addr Reglster and instructing the
20 EDS to enqueue the frame in the multrcast TB_SOF Queue. Frames residing in the
TB_SOF Queue are scheduled for forwarding by the EDS. The SDM builds the
Prizma Cell Header and Interface device Frame header from information contained
in the FCB. Cells from this frame pass through Prlzma and are reassembled into a
frame on the down side of the CP's local blade. The SDM of the down side
25 recognizes that the frame is a Guided Frame and signals _the EDS to enqueue itin
. the GC Queue. This time when the GCH picocode arialyzes the frame from the
D_DS, the resp/req field has a value of *1'b. Thi_s' impﬁes that this blade is locally
attached to the CP ahd_ the Gu_ided Frame is routed to the Port Queue corresponding
to the CP. Frames from this queue are transmitted from Interface device back to the

30 CP.




the Wap Port noves.the Quided Frane fromthe D DS to the U DS and enqueues
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Frame. Thi othekblddeane can be the Unsolicited Guided Frame or any other form

of | ded Frame. Internally generated franes of this type are constructed
in a*way that does not allow

Unsolicited Guided Frames may also be sent to the CP. Guided Frames
destined for the same EPC are constructed using data buffers in the D_DS. These
frames are then enqueued in the GC or GT Queue for processing. These frames are
then processed and discarded in the usua! manner. Unsolicited Guided Frames

20 destined for the locally attached CP are constructed using data buffers inthe D_DS.
These frames are constructed in a way that indicates that they have been executed
by the EPC (i.e. resp/feq = *1'b, and TB = My_TB). These frames are enqueued in
the Port Queue corresponding to the CP. Frames from this queue are transmitted
back to the CP.

25

Guided Frames destined for another blade can be constructed using data
buffers in the D_DS or the U_DS. Unsolicited Guided Frames destined for the CP
are constructed in a way that indicates that they have been executed by the EPC
(i.e. resp/req = *1'b, and TB = My_TB). Frames constructed using buffers from the

30 D_DS are enqueued to the Wrap Port. These frames are moved to the U_DS and
enqueued to the GC Queue on the: up side. Unsolicited Guided Frames with a



acknow edgnment (i.e. ack/noack = '0'b). These frames may be sent to one of
the two picoprocessors (GCH or GITH) within the sane EPC or to the GCH or
GIH of sone other blade. 15 Unsolicited Guided Franes may al so be sent to
destined for the sane EPC are conspcroseedonsi ng dat a
buffers in the D DS. These franes are_then enqueued in the GC or GI Queue
t hen3br ocessed and di scar ded |n t he usual
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that they #ame t@wemaeﬁ@@eﬁwam d:‘tPQnd ?thfg'&ﬁ &g drbﬁgs uedesthe Find B =

Frames constructed usin

ff
t he W ap Porthe PorQueye 5%%3%"9%\9[’“4@6 EP traep/ieas " Rl Frames cnestructed he cC

the CP. CGui WOM/HTHhes

for processing. These franmes are

manner .

EPC (i .
the Port
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romthe

Queue on tign aatﬁlﬁiﬂfe%&ﬁé'l.t?'ﬂs?ﬁe@ﬁqﬂédefﬂﬁé&l‘y M!otthe ed/@uaﬁé %%Uu

PC/ USQQ 207 1 resp/ req val ue of rout ed usi ng
val ue in t$idelARmdbisppint foreaydcthese frexnmslfvu%thetwmutq)a%emm es

thegg franpshe'Same wadiPas fhosa ceRstilicted (ding DAS GatatEHerd. "ER! 53hbWE tﬁé Gtche

Qui ded Frane. At the receiving blade, the frane is enqueued to the

Queue of tmeaamd@ra@thIMr@neﬁm s bl ade 5 executes and discard the
0 b and gthch = 1), or enqueues the frame to the GT
Queue (resp/re ='0"b and gth//EF = i@ or enqueues the frane to the
Port Queue cor rk enmtﬁgowalsabgaal@paefsn

frame (resp req =

15

20

25

30

the left and the least significant byte on the right. Four byte words begin with word
0 at the top and increase towards the bottom of the page.

- Since Guided Frames must be routed and processed before the interface
device has been configured by the CP, these frames must be self-routing. The

resuits normally obtained by look-up and classification are contained in this Frame

Control information field of the Guided Frame allowing the chip to update the FCB
‘with this information without performing a look-up operation. The target blade
information contained in the Guided Frame is used by the Guided Frame Handler to
prepare the Leaf Page field of the FCB. The CP provides the Target Blade
information while the GCH picocode fills in the other fields in the FCB. This FCB
information is used by the SDM to prepare the Cell and Frame headers. The format

. of the Frame Control information field of the Guided Frame is shown in Figure 6.

An explanation for the abbreviation at each bit position in Figure 6 follows:

respfreq Response and Not Request indicator value. This field is used to
differentiate between request (unprocessed) and response Guided

are enqueued to

@nmihfhﬁynosﬁlﬁﬁ?ﬁ@afsbmqmct ed



using data buffers in the UDS are enqueued directly into the GC Queue of
‘the up side. Fromthis point forward, these franmes follow the sanme route
and are handled 10 in the same way as those tonstructed using D DS data
Buf fers. FiYOOHI&Hows the generalized format for gui ded PEHHEWR20MNe f or nat
shown is a logical representation with the nost significant byte on the
left and the |east significant byte on32he ri ght. Four byte words begin
with word 15 0 at e top and increase towards the bottom of the page.

Si nce Qui ded Frames M5 be rout ed and processed Before the interface

devi ce has been confoi gur adqiwstt he CP, these franes nust be self-routing.
The results normally obtained by took up and cl assification are contai ned
in this Frame 20 Cordtrol ™RYISPation field of the Guided Frame al |l owing the
chip to update the FCB W|th this |nformat|on wi t hout perform ng a | ook-up

oper gtion. I nf or tlonc a|n n t rame is
used®by t HR® d Mﬂ% genest °f E@ﬁ@'ﬂé@&a‘ﬁl ge&'st he

FCB. The CP providegggh® E@ﬁwtwﬁéﬁ\éﬁ (abl()fef ri'ﬁfz( ithe GO#M Piddddideocode
fills in the other fields in the FCB. Thi's FCB ornmation i s used by

the SDMto prepare @REnewpddestheruided Feamer @“'dPFlé: ’?@Pﬁﬁ'[‘at ate nokdo peane
Control informationgck§dvide@ded Qﬁalﬁ#étd&ihgihaéiﬁ fofm O @Uiidéd) ConhftHaRd that An

expl anation for the abbreviation at each bit "position in Figure 6 fol | ows:
30 respR Response aRerfRENs rRégAd@st i ndicator value. This field is used to

di f f4grenti ate betwegn remq@ék ()W Aehtsed) and response Gui ded WO 01/ 16777
PCr/USOQ 20797 32 Frane ..n. D 8 request response 5 ac nkfoack
Acknow edgnent or N3 Ackﬁéhll@dgdﬂment:ont r ol vaI ue. This field is use to
control whether (ack) or not (noack) the GCH pi cocode acknow edges the

CGui ded Frame. QGuided Frames that are not to be acknow edged shall not
contai n argarlyfaie of Eanlycandl ltsmicknowiedgment control value. This field is used to

control whether the acknowledgment requested (ack/noack = “1'b)
15 occurs before (early) or after (late) the Guided Frame has been

processed. This field is ignored when ack/noack = “0'b.

0 Acknowledge after Guided Frame processing

1 Acknowledge before Guided Frame processing

20 neg/all Negative Acknowledgment or Acknowledge All control value. This field
is ignored when the ack/noack field has a value of *0'b unless a guided
command does not complete successfully.

0 Acknowledge all Guided Frames if ack/noack = "1'b. Early or
Late Acknowledgment determined by value of early/late.
25 1 Acknowledge only Guided Frames that do not complete
successfully. This acknowledgment will occur independent of
the values of ack/noack and early/fateé and will of course be a
late acknowledgment.

30 up/down Up or Down control value. This value is used to control whether the
frame is processed on the up side or the down side. This field is



performs a read. 10 O No Acknow edgnent 1 Acknow edgnent . early Early and

Late Acknow edgnment control value. This field is used to control whet'her

t he acknow edgnment requested (ac nk oack = '1'b) 15 occurs before (early)
or after (mwoenetme GQui ded Franme has been processed. ThipcThusedzbyers | gnored
when ac noac = '0'b. O Acknow edge after Guided Franme processing 1

Acknowl edge before Gui ded Franme proces33 ng 20 neg/all Negative

Acknow edgnent or Acknow edge All_control value. This field is_ignored
when the ack/ noackKf igsiofediwhenrespied is'b. Alimuiticast Guided Frames shalhhang does

not conpl ete succes 5;\ Ebma@gggpwbgqggdaﬁhbn'ﬁmcgmg tﬁaﬁ&/ﬁbﬁ@aCk =

‘"1l'b. Early or Late ment determ ned by val ue of ear late. 25 1
Acknow edge only Cuthtcuserot@GTt bardware angist ipsimstions shall bave enwp/downhi s
acknow edgnent wil | vQIﬁSlbrf‘d' dependent of the val ues of ack/noack and early
and will of course be a late acknow edgnent. 30 ups Up or Down control
val ué. This value is used to control whether the franme is processed on the
up side or.the downp,si de [ ' .5 WO 01/ 16777 PCT/ USOCQ 20797 33
i gnored when resp e8 is'DPWEédé#'%#ugﬁ'ﬁ%ast Qui ded Franes shall have an up
down val ue of '0'b. 1l n abgisideoprocéksingd Cormuands that require the use of
GIH hardware assi st instructions shall have an up/down value of '0'b. 50
Down side processing 1 Up side processing

gth/gch General Tree Handler or Guided Cell Handler control value. This value

10 is used to direct Guided Frames to the proper picoprocessor.
0 GCH picoprocessor
1 GTH picoprocessor

TB Target Blade value. When respffeq is "0'b, this field contains routing
15 information used by Prizma. Each bit position corresponds to a Target
Blade. If this value is *0000'h, then the Guided Frame is assumed to
be for this blade and is executed accordingly. A value of *1'b in one or
more bit positions of the TB field indicates that the cell is routed to the
corresponding Target Blade(s). When resp/feq is "1'b, the field
20 ' contains the My_TB value of the responding blade.

Word 1 of the Guided Frame contains a correlator value (Figure 7). This
value is assigned by the CP software to correlate Guided Frame responses with their
requests. The Correlator includes a plurality of bits with assigned functions.

25 . : _
Every Guided Command begins with a Command Control Information field.
This Command Control contains information that aids the GCH picocode in
processing a Guided Frame. The format for this information is shown in Figure 8.
30 Length value: This value indicates the total number of 32 bit words contained

"in the Control Information (Cmd Word 0), The Address Information (Cmd Word 1),

119 et



gth gch General Tree Handier or CGuided Cell Handler control value. This
‘'value’ 10 is used to direct Guided Franmes to the proper picoprocessor. 0
GCH pi coprocessor 1 GTH pi coprocessor TB Target Bl ade val ue. Wen respfreq
is '0' b, thWeosearid contains routing 15 infornation usedP@L/USORINA. Each
bit position corresponds to a Target ade. If this value is '0000' h, then
the Guided Frame is assuned to be for¥This blade and is executed

i cat 69 %‘fm%@#%hﬂe@d Pt g DRSBhe R B0 “1or get Bl ade( <) -

When resp/req is the field 20 contains the My_TB val ue of the

(Fioure 7). b%ﬁf’@m&@h&ah@ea&&eg%dﬁ%d i AR hA TP e B B3 i G

Franme res pthasceGH\putdmodb eihen procassmgssuﬂée Copmands. (Thel @CHpieacadeplsesal ity

o285 % SR e e e AR Sintind °

i nf or nat i okst! Biticeaalt Suidwd G&hrﬁamme@etermmam msmenand mblimimi BGuided. The
format for _this ipformati

s shown in Figure 30 Lepgth,v hi s
val e i ndi CameRandahe SomPietiaa RS oAbt FPmEnd o CInHIIeY i e Engons ¢ o
| nf or mat i opefirhitérs'Obspidtion DleAdéd.ess | nformation (Cd Wrd 1), WO 01/16777
PCMJISOQO 20797 34 and Cperand (Crd Wrds 2+) portions of.the Guided Frane.
Conpl eti on Code value: This field is initialized by the CP and is nodified
by 4phe GCH pi cocode when processing Gui ded Commands. The GCH pi cocode uses
5this field for conpletion status for the precedi ng Gui ded Conmand in the
command list. Since all Guided Cormand |ists terminate with the End
Delimter Guided Conmmand, the conpletion status of the last command is
contained in the End Delimter's Conpletion Code field.



10 WO 02/ 16777 PCP/ USOCO 20797 35 Guided Command type val ue (Synbolic Name)

Type Synbolic Nane Val ue Type Description 5 End Delimter 0000 nmark ‘t he
end of a Guided Frane sequence Build TSE Free List 0001 build a free
list. Softwwoenémyi on 0010 execute software action 10 Uneairiuses2ewh70011
frames initiated bythe EPC picocode Block Wite 0100 wite a block of data
to consecutive addresses Duplicate W38 e 0101 wite duplicate data to
registers or nmenory. 15 Read 0110 request and respond for reading

regi ster deuidedSiommandtypevalue Symbalig Nam®)rt Leaf 1000 insert a leaf into
the search tree. Update Leaf 1001 update a |leaf of the search tree 20 Read
Leaf 1010 request and respond for reading of Leaf Page data 1011 reserved
Del ete Leaf 1100 delete a |eaf of Twp® search tree 1101-1111 reserved 25

The addressi ﬁobﬁbghgtion-contai '\Faquén theT éﬁ’eﬂcﬁﬁﬁ i dentifies an

el ement wi wor ki ng Processor's adudressing schene. The general
f or ngf or e o : S ' _
End_Delimiter - 0000 mark the end of a Guided Frame
' ' sequence
Build_TSE_Free_List 0001 build a free list.
Software_Action 0010 execute software action
10 Unsolicited 0011 frames initiated by the EPC picocode
Block_Write 0100 write a block of data to consecutive
addresses
Duplicate_Write 0101 write duplicate data to registers or
memory.
15 Read 0110 request and respond for reading
register " or memory data
0111 ‘reserved
Insert_Leaf - 1000 insert a leaf into the search tree.
Update_Leaf 1001 update a leaf of the search tree
20 - Read_Leaf 1010 request and respond for reading of
- Leaf Page data
' 101 reserved
Delete_Leaf 1100 delete a leaf of the search tree
1101-1111  reserved
25
The addressing information contained in the Guided Frame identifies an
element within the Networking Processor's addressing scheme. The general form for
the Address Information field is shown in Figure 9.
30 The Interface device employs a 32 bit addressing scheme. This addressing

scheme assigns an address value to every accessible structure of the Interface



the Address Information field is showmn in Figure 9. 30 The Interface device
enpl oys a 32 bit addressing scheme. This addressing scheme assigns an
address value to every accessible structure of the Interface WO 01/ 16777
PCT/ USOQ 20 MW¥or/ig#?7devi ce. These structures are either i ntRCTMRIS002079T he
Processor or connected to interfaces erthe control of the Processor.
Some of these structures are accessed t he Enbedded Processor Conpl ex

the bt 1 uct et 11 Ichired dre @insF Inteffer 17 the, PhotesfitCor, afnddiad B ©f
Cég.s tes It lhgr onaterfages Gudentied m' afdiaks Emgessorsgngﬁ gftheEégtmmtsul.‘e: r?we iinesﬁed\é\ﬁr ;
ntro
o que. 1 51 Aaang BRpaddEs ProRisSerBhbiek ERG) VindpiRamal srateralad fipuffeb
si ?ni | C'?’Rte.lnt 0 reédrhé I’eﬁggﬁdgﬁgﬁt we nniéu:]metagg sl gf\édd Imlia)I Tgrhéy ggm(t’“hé: ghi
angd.
51 and nandnREECRR I AIFCa8eg e SERSTal oD &8 005 ALIBSF 3 1PYEY M IGUIRAD- ncdr ocs
consi st SdOT Ehe neﬁ urcr}[)s'; si gni fel (S:anE)rESObl t?‘]d a'rll'hl lse?rgﬁressdfirgl S [ 3” on
Into S .
isl'ﬁgnﬁmrger of balfhae hewe &"@&h’sﬁ&qﬁﬁ’ﬁ ‘ﬁ'&?f’ Pdﬁ‘?f‘g? aﬁﬂg'f !§?a’1£iFand
Sone i sl anobivémauﬁiqnéwéh@m valie. TR 8 Bit m&r@tlmwr@&nmei Emoebl¥igmficent 15

contain na ructures. For that reason there js no fixed size for
Chese " aqar e due piess fof HEucures conaleston BELCB iansh The Caespansiender cos

an anpay W BetivBen bh@odéii IBRAdWDIVatud A mleaimmtslmaaﬁé iOSHOWrPR F@r@sﬁﬂ to

address an elenent within_ the array. The remaining portion_of fhe address

is to acconthRERcONE pertinaef the,\Weabraddress copsists ofdhe ﬁeﬁtﬁ'@ﬁt significantas bitgsi s 4
bit word adﬂil@%adfe%s%ﬁﬂlsfﬁfgnﬁité‘@idté‘ﬁ &a:c?&etaddré@@aa%ﬁ @ émsue?ﬁgmessed

el enment. This is necessar moving structure elenments wi der than 32

bits acr ossaddiass\pariign. lzﬂﬁmmlaﬁnoéb't%umafom@@h sromentanay van froasislanditoe
refers to tlQlﬁna 2sanfét us&h&@'rﬁéf RBhtal 8ﬁly‘H féwp %rﬁ&ré{ﬁfcﬁﬁ'@s WrﬂgPdiﬁéé\‘%'

sequentlal wor d dress val ues correspond to successi vel Yy | ess si |¥icant
segndfts dfontaia rgammémﬂestmc&mtl:o at fRAsPnatiere is; npdixed gvizerfort thesaddr ess

it f” fs‘oﬁ e;gg ;ﬁdcﬁﬂsé %’ n?[jeg:té t'lfgé%ﬁﬁe Bdress pERiDAGs Used foHudWESS drdrRdy vitein  FO'

the island whlle the element address portion is used to address an element within
the array. The remaining portion of the address is to accommodate the Web
Interface's 32 bit data bus limitation. This 4 bit word address is used for selecting 32

20 bit segments of the addressed element. This is necessary for moving structure
elements wider than 32 bits across the Network Controfler's Web Data Bus. .Word
address value "0'h refers to the 32 most significant bits of the structure element while
sequential word address values correspond to successively less significant segments
of the structure element. The word address portion of the address is not required for

25 structures not accessed via the Web Interface. For this reason, the Up Data Store,
Control Memories, and Down Data Store make use of the entire 27 least significant
bits of address to access structure elements. Another exception to this format is the
address for the SPM Interface. in that case all 27 bits of address are used and no
element is greater than 32 bits in width.

30

The Embedded Processing: Complex (EPC) provides and controls the



Control Menories, and Down Data Store nake use of the entire 27 | east
significant bits of address to access structure el enents. Another
exception to this format is the address for the SPMInterface. In that

case all 2wdwnmerof address are used and no elenment is gepakersdan 32
bits in width. 30 The Enbedded Processj_ng. Conplex (EPC) provides and
controls the WD 01/ 16777 PCT/USOQ 20797 37 programmabi lity of the

interf | I D.e Lt .i.ncl udes t he fol].ow Nt I
i gur e 12RICOrRIETERILat he viRfineS GBuke Eaert illd BRBRGHRL SPPRRRY Rexocut o
pi cocode (deetdlsd Figuresi2Apd in a- cormon | nstruction Menory. Each GxH consi st

of a Processing Unit core, called CLP, which contains a 3-stage pipeline,
16 GPRs and an ALU. Each GxH al so contai ns several coprocessors, |ike for

exanpl Ie_ the Tr Nepr(i?ssbig ur_iﬁsgbﬁlﬁed GrHt nﬂtgexms QBndﬂ?féﬂlg_‘exb&m}gtbQﬂMdégr' ng
initializagtion., and contain .CO- code or, forwardjn anes an

man?gi ng &Wé'ssiﬁgfegr’d‘ am@%ifﬁi’é&mwfﬁMMsE?%&% &G’HF'@E%@%E’fWFBe up and
down di spahithere, called ©LP, ANHIEH coRGBURIS 3-dthge Pipeldd, CIBSGPRsCardE AR gy part of

t he frarre-heagg%romthe, 15 up or down Datﬁ%tgre DS) and_stores this in
an i nt er n5ACh plso ceataing,several copfogessars, ke, iqr example, thepTae Beareh passes
the. frangngmader with appropriate control information, like the Code

Instruction Address (CIA) to the GkH The dispatcher also handles tiners
and interrupts. 20 Figure 19 shows a bl ock diagram of the dispatcher that.

i ngigudes a  combirGitioAMEMoR2 S Raddd AMiting itfalifatich and'dditaid Merpiesichae. Queue
arbitration unit and data nover, all of which are operatively coupled as

shown i n foRéowagding frames andmanaging the s¥staMs are event driven by request
fromboth the. ingress 25 and egress queues. These requests feed into the
Queue Arbiter of the D spatcher which will then determ ne which queue wll
be serviced. ThDispataherabgaueyesframe-addresses from the up and down dispatcher |

queues. Afterdequeue, the dispatcher pre-fetches partofthe frame-header from the

15 up or down DataStore (DS) and stores this in an intemal memory. As soonasa GxH
becomes idle, the Dispatcher passes the frame header with appropriate control
information, like the Code Instruction Address (CIA) to the GxH. The dispatcher
also handles timers and interrupts.

20 Figure 19 shows a block diagram of the dispatcher that includes a
configuration table, event controller, MUX, data buffer, Queue arbitration unit and
. data mover, all of which are operatively coupled as shown in the figure.

The EPC data prefetches are event driven by request from both the ingress
25 and egress queues. These requests feed into the Queue Arbiter of the Dispatcher
which will then determine which queue will be serviced. The queue arbiter will then
_inform the Data Mover to start the move. The Data Mover transfers the data
between each of the unique interfaces to the Data Buffer which is the reservoir of

frame headers to be dispatched to the processing units.

30

The Event Controller monitors the input events, Data Buffers available for




informthe Data Mover to start the nove. The Data Mover transfers the data
bet ween each of the unique interfaces to the Data Buffer which is the
reservoir of frame headers to be dispatched to the processing units. 30
The Event Cswdéiakirer nonitors the input events, Data Buff escrnsseordrobl e for
1 WD 01/16777 Pcr/USOQ 2a797 38 dispatch, Interrupts and Tiners. It also
monitors the availability of the proce$8ing units. Wwen a processing unit
is available and it matches the requirenents of the events that are

avai | abl e tispatchg Iniersupts @nd Timegs.| It algogparitars the awgiability of hePrpseRsing:| ng
unit. For pits"Whea bec%ééuH?hﬁtt@é’%nlab@ and'it hatéRahe heduitemenitaatl ey from

the 5 configuration tab di spatched. For a data queue event both a
confi gur at e¥yantsthalpee @fﬁ"??‘eé‘hbefilsaﬁ@hﬁédﬁﬂﬂ dishatchdhe PW““‘PI?"@(WQWQ rom

the Data B%iterm h! tirhér oﬂ'u&eﬁhﬁ&e&ém thisdewilt’ .%sﬁsmag .ﬂfaﬁﬁauoﬁhﬁ»om the

Conf;ﬁguratlon Tabl e cont al ns [t information t is to be

di spat ched coafiguration tableswill hg dﬁnatchaﬁ: Ros ardaty gueue qmi@oth a genfigusation
I nterrupt. éﬁ?g‘éntrg %ﬁﬁ %%P?é ﬁeé&lértét}ﬁ! cottitef! Hfér’ljrfévi\){?h’?hdh e DatsBhfer will

characteristics ame or port 't origlnated. kr? entry
cont ai ns t idispatchedito the processing Unltaddress for the processor, controls for
the hardware classifier and a user defined area. 15 A Tree Search Menory

(TSM Arbiter: There are a nunber of shared internal and external nenory

| ocat i ons avai | he eConfigssationGdlablesicoptainshias default ynformationr it isntarkisi ter i s
se 0 co c td ly b
the 1 CocolspalehBaS e Rl AUnd BPIoFoall Byant 68, Wind!, GFRRFHGL SO ¥ ™
TSM Al so, quegesta®ifuitiver shbdbr&:tedsimecam}estmrfamtdusticagtf thee‘Eamear thieqort 20 The

1 er f adEurjor ghoinged, CRRTEARY @heplle and S skt B Tor e 0 L o

and Schedulpeodesson, dpntrdis éor s hpedware classifier amdjaaiser definegdrarea. f r ane addr ess,

15 A Tree Search Memory (TSM) Arbiter: There are a number of shared internal
and external memory locations available to each GxH. Since this memory is shared
an arbiter is used to control access to the memory. The TSM can be accessed
directly by the picocode, which can for example be used to store aging tables in the
TSM. Also, the TSM will be accessed by the TSE during tree searches.

20
The Completion Unit (CU): The Completion Unit performs two functions.
First, it interfaces the N Processing Units to the UP and Dn EDS (Enqueue, Dequeue
and Schedule Island). The EDS performs the enqueue action: a frame address,
together with appropriate parameters called the FCBPage, is queued in sither a
25 transmission queue, a discard queue, or a dispatcher queue. Second, the

Completion Unit guarantees frame sequence. Since it may happen that multiple

GxHs are brocessing frames that belong to same flow, precautions must be taken

that these frames are enqueued in the up or dn transmission queues in the right

order. The Completion Unit uses a label that is generated by the Classifier Hardware
30 Assist upon frame dispatch. '



together with appropriate paraneters called the FCBPage, is queued in
either a 25 transm ssion queue, a discard queue, or a dispatcher queue.
Second, the Conpletion Unit guarantees frame sequence. Since it may happen
that nul ti PPOM s are processing frames that bel ong t oPCHES0RP9,
precautions nust be taken that these anes are enqueued in the up or do
transm ssion queues in the right ordet”. The Conpletion Unit uses a | abel

V0 01/ 16777 POER RihaR AR (i iies, Yo CiRbaontiatuald Agaf} 0™
the d afss}Ffm\edemﬁla,saﬁ@tms&bry_le.ll_kpow?z'cdmtﬁfnanmf_srmatsaClassiﬁcft(l;nnfvﬁbults hnown
dur i ng {1 S PRsedi Bhhs '?X%f%ihﬂ%ﬁ*% ﬁ%ﬁ?jﬁgﬁéﬁ@%@ﬁ%ﬂd Sl S?io’[] e

: o bte fegisters, Co et Ward : . 5
E:le%, SEELZ N th ? ol 'he'g?f E rab th_ up_.apd 'dotsﬁeamm??gmaettchgs,
the 5 aoritr SpBeuging Gn th& FBmel Aesiles, £35.£38 v 5Be Hyreroe icilenes, Bie,c
Conpl et i orClaksifiertHardwasenAgsist generatessa abenthat isWsedrby the Compl&tion ©nit tot er f ace
and arbiter; Eaﬁh GxH has access to the up 10 and do DataStore: read

access is'B?imﬂ"bl EAUCDEL qi ng "nore Fish" and. wite access is provided
when witing back the contents of the FishPool to the. DataStore. Since

there are N Progessj Units nd only.one of _the atine n access the
up DataStore aﬁ'ﬁ" %}deg'gpaésﬁ?ﬁﬁé%%ﬁc%%%ggbﬂﬁﬁe%gh &Fltatgs(ﬁc&es% PR ter for
Eacm Dat andadre DataStors: irésd! acddsshs Providet) whien Weading Chi@ Fish” Gindt Whte\
rocessin

Uni t.s and e UP . Data , Store Interface (UP.DS:iff). A sinmlar
confi gur a%cﬁ?ﬁ 18 PR M yiting ha onteats %E%@séﬁ?%%%ég%tﬂ% i/f):
(The ) s Ic herﬁﬁmml‘&ér?@@?rﬁéslﬁhbiuntﬁ@l ?’?16'39 ghé f tHem &t a ﬁmt_er&a@:??&z%tﬁeequest
req i ne an n ine to the rQcessi nits.. .
N b ¢ at | SROHASIEGR SpAne et 2. e, can,Aekase e 6 DataSiite: Gne hier Tor AR | <
connect ed DritaStoteisiraquited. 0 separate data |ine fromeach of the Processing
Uni‘ig. The out put side of

_ Figure 20 shows a schematic of the N Processing Units and the UP Data
. Store Interface (UP DS iff). A similar configuration is provided for the DOWN Data
Store Interface (DN DS iff). The .s_chematic includes an Arbitration/Control Unit
coupled by a request (req) line and grant (gnt) line to fhe N Processing Units. The
20 Arbitration/Control Unit is aiso connected to a control line. A MUX is connected at
its input to separate data line from each of the Processing Units. The output side of
the MUX is connected to an output data line. |

The UP/DN Datastore Interfaces provide the processing units a secondary

25 read and a primary write access to the Network Processor_Datastofes._ The main
path that data is read from the data stores is through the Dispatcher in which the first

16 to 64 bytes of the frame are prefetchéd and passed to the processing unit. If the
processing units need to read more data for further analysis it can access the data

stores through either the UP or DN Datastore interfaces. In some instances a frame

30 will need to be generated or data in the data stores mo_diﬂéd. The UP/DN Datastore
interfaces provides this capability through a write path from the N processors to the




the MUX is connected to an output data |ine. The UP/DN Datastore Interfaces
provi de the processing units a secondary 25 read and a primary wite
access to the Network Processor Datastores. The main path that data is
read from tW@OHHTH stores is through the Dispatcher in whPCHUSI20T9r st 16
to 64 bytes of the frame are prefetched and passed to the processing unit.
If the processing units need to read 4re data for further anal ysis it can
access thﬁgs%g staores through either the UP or DN Datastore interfaces.
In some i %5§°’§frarre 30 will need to be generated or data in the data
stores nodi fied. The UP/DN Datastore Interfaces provides this capability

through a wite.p f the N pro sors to the A WD 01/167/77
PCT/ US00/ 20797%h$853’%85§§£§§?%?@§@%%ﬁ%fﬂ99ﬂﬂ\? SPEs AN BHEPlExan® ot ween
the N pr ozeagor and datauines Betwebh dhe O0stWork PrOcksEoi Datadicresbaidere N he

rk Prps{ggés%sor Bat astores and the N 5 Processing Units. WEB Arbiter and

V\EB tch i Ni$e WEB Arbiter arbitrates anong the GxHs for access
to the WEB. All &xHs have access to the WEB, which allows access all
menory and reg@égrs functions in Interface _device. This allows any GxH 10

to modi fy or AMbitarand WBWaich infesiace: The WigsAshiter sbitrata$Amoed as t he

| nterf ace theGxFR fOPSSGRSs Withe WEB. \ﬁﬁ@éﬂsmawbeééssqsm@mdmcﬁaﬁ&ﬁé to the
entire WEB fromoutside the chip using 3 méeg pi ns, bug, Interrupts

and Si ngl @eesribyemasy andragisers fungtions in dGV'CelghMmmyt@d'&ont rol

eackg GxH r nsed b
R o R 0 Al SIS i 0, B T
P

general plitgHaee ﬁilewsesm@mm mae JNEBWatch interface: Pa¢\éd¢$)a¢05t$§r3@§h%f GxH
(Figure 1%‘?&1@%?@%‘ e'iﬁé em'g'?%ﬁi SEhlg]%ﬁs are eight GDHs. Each GDH

has a full CLPWltht |ve co Ich are described in the next
section). The GDHs

Debug, Interrupts and Single Step Control: The WEB allows the GCH or
15 - WEBWatch to control each GxH on the chip when necessary. For example, the
WEB can be used by the GCH or WEBWatch to single step instructions on a GxH.

An embedded general purpose processor, like a PowerPC.
20 There are four types of GxH (Figure 12B):

GDH (General Data Handler). There are eight GDHs. Each GDH has a full
CLP with the five coprocessors (which are described in the next section). The GDHs
are mainly used for forwarding frames.
25
GCH (Guided Cell Handler). The GCH has exactly the same hardware as a
GDH. However, a guided frame can only be processed by the GCH. It is
programmable on the WEB (CLP_Ena register) if the GCH is enabled to also
process dataframes (in which case it takes the role of a GDH). The GCH has
30 additional hardware compared to the GDH: hardware assist to perform tree inserts
and deletes. The GCH is used to execute guided-cell related picocode, perform chip



are mainly used for forwarding franes. 25 GCH (Guided Cell Handler). The
GCH has exactly the sane hardware as a GDH However, a guided frame can
only be processed by the GCH It is progranmable on the WEB (CLP_Ena
register) iYOOMWBTECH is enabled to al so process dat af r arREF7YSH28%T ch case
it takes the role of a GDH). The GCH has 30 additional hardware conpared to
the GDH hardware assist to performtr.é inserts and deletes. The GCH is
used to ex t i ded-cel | related picocqgde, perform chip WO 01/ 16777

PCT/ US00/ 25%7‘%%%%% rﬁ%ﬁ%‘&;e‘?’r@%"%f’eﬁ‘?{ @GP i 80d of9e exehanggy FoRtraing t o
exchan%e_ cmlzmmﬁtionhvf%mmP.i?nﬂIMhbtﬁlersdﬂ? When ?’feréi#l?d&fch%&kto%ﬁ?nhhgr eis
- no such ta perform e Wi execute frame forwardi ng rel ate

pi cocode, @Wa‘gﬁh'Y'HP§%§§?H@%&5%'¢'W§@??¥P'FPW&%3M¥@@ﬁ? ehayeeal Tree
Handi er) . &Xectiplike aaBDHEJdI ti onal hardware assist to performtree inserts,
tree_del etes and rope managenent.. The GIH wi ||l process datafranes when
theré are no franmes (containing tree nmanagenent commands) in the GPQ 10

GPH (General Po@®HRGeReRd 366 HandiEfe ThE AR had ddbitioRal hdrawdPassistto
conpar ed V\né{? t he an The GPH i nterfaces to_the General Purpose

d. GI'H.
Processor PEJOyHeR Maertspkge gﬁ!eéﬁq 20¢ rere management. TheiEHH Wil prageset en) i s
a "best gugstatramBsWhahtRérere viafiaiids(Bontalning e MaRbgemBAYednBn&RYlih ar e
really required, The architecture and structure is conpletely scal eable
t owar ds no Q- and t he onil y limtation is the amount of silicon area
(whiqgh shoul d then also include a larger arbiter and instruction nmenory).
20 Each GxH is structured _as shown in Figure 12C. In addition to the CLP

with General FePPdGente)PowerC fepggssand TheiGirhasaddiional hidwarees) , each

GxH compared with the GDH and GTH. The GPH interfaces to the General Purpose
Processor through a M_ailbox interface (iff).

15 | The number of GxHs (ten) is a “best-guess”. Performance evaluation will
determine how much Gi_kH- are really required. The architecture and structure is
completely scaleable thards more GxH and the only limitation is the amount of
silicon area (which sh‘duld then also include a larger arbiter and instruction memory).

20 : Each GxH is structured as shown in Figure 12C. In addition to the CLP with
General Purpose Registers (GPR) and Arithmetic L_ogic Unit (ALU), each GxH
contains the following five coprocessors: :

(DS) Coprocessor Interface. Interfaces to the Dispatcher and to the sub-
25 islands that provide read and write access to the up and dn DataStores. The DS
Interface contains the so called FishPool.

- The Tree Search Engine Coprocessor (TSE). The TSE performs searches
in the trees, and also interfaces to the Tree Search. Memory (TSM).
30 | | -
Enqueue Coprocessor. Interfaces the Completion Unit Interface and contains

AL



contains the followi ng five coprocessors: (DS) Coprocessor Interface.
Interfaces to the Dispatcher and to the sub- 25 islands that provide read
and wite access to the up and do DataStores. The DS Interface contains
the so cal IW@OM6I7TPool . The Tree Search Engi ne Copr ocessoFCT/USORINThe TSE
perforns searches in the trees, and also interfaces to the Tree Search.
Menory (TSM. 30 Enqueue Coprocessor. 42t erfaces the Conpletion Unit

Interface and contains 1101(r)I! WD Q1/16777. PCI/USQ0Q/ 20797 42 the
FCBPage. the§CEN308: 2RI GoPESREaRnroNtaINeE2 o -bit fegl L{'t %H tongal handwase

har dwar e gt fHat iHedicddd@ePhiist u8d B Eﬂiﬂtthé’ FGBPQQQ Uihigh bbﬁtaﬁ%@féiﬁueﬁ@ ich

contain the enqueue paraneters. Once the FCBPage is built, the
pi copr ocePasametars.cQaeethe F&BF@Q?J%D@“ thﬁ ElCPB(ﬂcPSPPr CAREXACUE AREDAUAYS

COpr ocessGhsthibtibA! %{.éhrtéaﬁsé:@ﬁ‘ﬁg@oérﬁcéé&r @ fwakethe"FEBFage P the

I nterface processor hi's coprocessor provides an interface to the WEB
Arbi $er arféompletior Unadi ng and witing to/fromthe Interface device WEB. 10
Checksum Coprocessor. Generates checksuns on frames stored in the Fishpool
(described hereinafter). The Processing Units are shared between ingress
processi ng and WEBdpterfapeGoprosesser. I'l'thls eopsocapsanpeayidesaninteriacedanttei dth i s

Cor ront i nOEEATIE B il A28 S Wi Do) RO AR WEB. 10 1 e

get the sane bandw dth) or 66/ 34 (|. . ingress gets tWI ce as nmuch

bangyi dth as_equesplom VEEBLLAR OladiitaRL BB U frimbs <1548 Th 1é | ven.

That "is, frame arriva as an event, as popping of a
ti mer or drishpaot(dasstibed’ hereihaftest cher treats dlfferent events in an
i dentical fashion, though there is a priority (first interrupt, then
ti nmer-events and finall y frame arrival events). Wien an event is handed to
a The Processing Units are shared between ingress processing and egress

processing. It is programmable how much bandwidth is reserved for ingress

15 processing versus egress processing. In the current implementation, there are two
modes: 5§0/50 (i.e. ingress and egress get the same bandwidth) or 66/34 (j.e. ingress
gets twice as much bandwidth as egress).

Operation of the Processing Units is event-driven. That is, frame arrival is

20 treated as an event, as well as popping of a timer or an interrupt. The dispatcher

treats different events in an identical fashion, though there is a priority (first interrupt,

then timer-events and finally frame arrival events). When an event is handed to a

Processing Unit, appropriate information is given to the Processing Unit. Forframe

arrival events, this includes part of the frame header, and information coming from

25 the hardware classifier. For timer and interrupts, this includes the code entry point
and other information that relates to the event.

When a frame arrives on the ingress side, and the number of received bytes
of this frame has exceeded a programmable threshold, the address of the frame-
30 control-block is written in a GQ.



Processing Unit,

For frane

i nformati on coming from25 the hardware classifier. For tinmer and

I nt errupt s,wobi/gs7iIncl udes the code entry point
relates to the event. Wen a frane arrives on the ingress side, and the

nunber of
t hr eshol d,
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GCH.  GTQ

contains frames that nust be processed by the GPH 10 GDQ contains franes
that Tan be pr oB&Xconainafigmesthat srustbsl processed kydhe GEH; _
- process datafranes). For the GDQ there are nultiple priorities, whereby
frames enqueued in a higher priority GbQ wi |l be processed before franes

enqueued. i

recei ved bytes of this fran#3has exceeded a progranmmabl e

t he dress of the frane- 30 control-block is witten in a GQ

_ ete fean digs Paednisrassemblegienithe egeass sideathsentl ed
on the egr ¢ameadifress Rewritldndia GAdThsfe e fangybtsﬁ of 6P (@nd 3 &ach tgbé, four

ver si on

there is aringress,versiorsand apgsessvarsiaplsit be processed by the

s (and for each type, Figure 12B, ere Is an I ngres

contains franes that nust be processed by the GIH GPQ

n a | GI&: contains frames that mustbspracessed by 1egThni t s may be

specialized. In the current inplenentation, there are four types of

Processi ng Unitsﬁggl-l) (see also Figure 12B): GDH (General Data Handler).
The GDHs are maf

The GCH has exactly the sane hardware as CGDH. However, a guided
only be processed by the GCH. It is ~ programmabl e on the WEB
(CLP_Ena regi st @PRQ:iqontains {eames thatreanl hedprocessasoby any GO (r CAH/BTHNes (i n

Hand{gr) .
frane can

codtaing fsames that mtish be priceissadiby thedBRH, Gui ded Cel |

whi ch case b tRkPard &fatifd fo Bloc@ssthtaframes). For the GDQ, there are multipte

15

20

25

30

priorities, whereby frames enqueued in a higher priority GDQ will be processed
before frames enqueued in a lower priority queue.

Some Processing Units may be specialized. In the current implementation,

there are four types of Processing Units (GxH) (see also Figure 12B):

GDH (General Data Handler). The GDHs are mainly used for forwarding
frames. -

GCH (Guided Cell Handler). The GCH has exactly the same hardware as
GDH. However, a guided frame can only be processed by the GCH. . It is
programmable on the WEB (CLP_Ena register) .if the GCH is enabled to also
procesé dataframes (in which case it takes the role of a GDH).

GTH (General Tree Handler). The GTH has additional hardware compared
to the GDH/GCH: hardware assist to perform tree inserts, tree deletes and rope
management. The GTH will process dataframes when there are no frames
(containing tree management commands) in the GPQ.

appropriate information is given to the Processing Unit.
arrival events, this includes part of the frane header, and

and ot herpgmndsosg@s; on t hat

are enabled to

llﬂlli



GIH (CGeneral Tree Handler). The GIH has additional hardware conpared to
the GDH GCH: hardware assist to performtree inserts, tree deletes and rope
managenent. The GIH wi || process dat af ranes when there are no frames 30
(cont ai ni ng whegiéfnagenent commands) in the GPQ ' WO 01/ 16 g&fnysoororer

PGT/ US00120797 44 GPH (General Power PC Handl er). The GPH has additional
hardware conpared to the GDH GIH. The Cﬂ% interfaces to the enbedded
Power PC by neans of a mail-box interface. 5 In an actual inplenentation,

e, OLe 1, S G, RSB PRI T e g ) AR

Unit. For exanple one mentati-on
GCH and GPH. camparpdltartb@rﬁiBHlGhHJ d%lefGPHhateﬁaqps tahe embedsieg Pgwenﬂ*@ by

purpose of th ﬁ@gﬁétnp{, ‘%;ﬁﬁ{e% sor is: To interface to the Up DataStore,

whi ch cont ai ns ave ieen received fromthe nedia, and the Down
Dat aSt ore, whi ch contai ns reassenbled franes recei ved fromthe Prizma

ot or it on_dur i ) Shacaist JBrerR. e i SUBCR; AT a4

Dat ast or e Comnplereesied dnsa sinple Rrocessing Unit.e Fohexamplemnenn'biemmnaﬁoﬂ Gotllde

Dat ast or e n hP t . | d. L sh
ser atch menciRATRRToGARHE VRGP aCH A Bt S BiERtfefiuacs B oo,
read/ wite GISaabGPntents fronmto the up or down datastore. The
Fi shPool can be seen as sone kind of work area for the Datastore: instead
of reading/witing directly to a 25 Datastore, a |larger anount of frane
data M8 read frorThépurpesest thedatadtoret Qepriocesgordd: or a | arger anount of
data is witten fromthe Fishpool into the Datastore. The unit of transfer
is a Fish, which equals 16 Bytes.

To interface to the Up DataStore, which contains frames that have been

received from the media, and the Down DataStore, which contains reassembled
frames received from the Prizma A_ﬂantic.

15
The Datastore Coprocessoralso receives conﬂguratlon information durlng the
dispatch of a timer event or mterrupt
| The Datastore Cop_roceséor is able to calculate checksums on frames.
20

The Datastore Coprocessor contains a FishPool (that can hold 8 fish), a
scratch memory (that can hold 8 fish) and some control registers to read/write
FishPool contents from/to the up or down datastore. The FishPool can be seen as
some kind of work area for the Détastore: instead of reading/writing directly to a

25 Datastore, a larger amount of frame data is read from the Datastore into the F ishpool
- oralarger amount of data is written from the Fishpool into the Datastore. The unit
of transfer is a Fish, which equals 16 Bytes.

The Fishpool can be seen as a memory that can contain 8 fish, that is 8 words
30 of 128 bits each. In the CLP processor architecture, the Fishpool is a register array
of 128 bytes. Each byte in the Fishpool has a 7-bit byte address (0 .. 127) and



The Fi shpool can be seen as a nenory that can contain 8 fish, that is 8
words 30 of 128 bits each. In the CLP processor architecture, the Fishpool -
is a register array of 128 bytes. Each byte in the Fishpool has a 7-bit
byte addre¥o@@6777 127) and WO 01/16777 PCT/ US00/ 20797 sdermssdifr S On a
16-bit or 32-bit basis. Like all register arrays, the Fishpool has a

circul ar addressing schene. That is, #48dressing a word (i.e. four bytes)
starting at _-location 126 in the Fishpool returns bytes 126, 127, 0 and 1.
Fur t her noP8°e%% I5AN2 1Behit-0r: 37-bit bapiso ddke sl registar atrays;ithe Fishpobt hasat i ons i n

he Fish . . . _ : gl +
1o of oot s aneudirassindbcheme a1 hat i lefSsSing PBed (L8 Toul bpieg) Salod®er’ ' "
Di spat c hefocatign 1¢6 in thedrishpaot refumgrhytesatitGe 127, @ Aed 1Pdrurtbenhoos) o 5 .

Typical l'y Da%ﬁ&%@o‘br&&%%of pUint ot rfeWﬁ&-chﬁ{?ﬁsﬁn ghng %Ré%cﬂ ?:‘Iﬁﬂ? égr-tﬁg{[i ast frame

di spatch, 4 for down nulticast frane dispa “and

ti S. Tﬁéd"ﬂsﬁocode can read nore bytes froma frame, in which case the
Dat astore Coprocessor automatically reads the frame data into the fishpool
at the next fish 15 address, wapping automatically to O when the boundary
of the Fi shpodVpenfamedispatehdhefitst Nifisb of a frampiare avtbmatizally capledin thei t e t he
up/ down. d r e dress. The WEB rocessor, i nterfaces
to the EP%ISQEEQA(PX? ?ré?%%Eé{ah%}C V\é@% é'% rbq-Ft Eqr V'\gr Bﬁoq?ﬁ?&a%z‘?rﬂﬂg r%{“l’le ten
GxH and t RertQGenfigMemboryt o Typicallye Niequals dourcfor uphfearetdisgatels, 2l ot dewry\EB

I nyar f acenilhd I r dwite on t VWEB. The interface
'de\}igce ne%g%tzrg?rﬁpé @éﬁag%\ﬂfgg&‘&é)m@%s e F?P@@RP&P@%HE'W‘EQQJWded |

Pr ocessi ntmeésnpl ex (EPC) Figure 12A. The menory conpl ex includes the

Tree- Search Menory (TSM Arbiter and a plurality of on-chip and off-chip

menories. The menories store tree structures, counters and anything el se
that the picolheqieocodecan esadmore bytesierna fame, ifwhicheas®the Dathstopenor i es

are used &go3k8lddr automatically reads the frame data into the fishpool at the next fish

16 address, wrapping automatically to 0 when the b'o'undary of the Fishpool has been

' reached. Also, the picocode can read or write the up/down datastore at an absolute
address. '

The WEB Coprocessor interfaoe_s to the EPC WEB Arbiter. The EPC WEB
20 Arbiter Arbitrates among the ten GxH and the WEB Watch to become a master on
 the Interface device WEB interface. This allows all GxH to read and write on the

WEB. | |

- The interface device memory comp_léx providés storage facilities for the

25 Embedded Processing Complex (EPC) Figure 12A. The memory complexincludes
the Tree-Search Memory (T SM) Arbiter and a plurality' of oh-chip and dff-chip
memories. The memories store tree structures, counter's' and anything eise that the

pico code requires memory access for. Fudhermore. the memoﬁes' are uséd to store

- data structures that are used by the hardware, like free lists, queue-control-blocks,

30 . etc. Any memory location which is not allocated for trees or which is not allocated
for trees or which is not used by the hardware is by default available for pico code




data structures that are used by the hardware, like free lists,
"queue-control -bl ocks, 30 etc. Any nenory | ocation which is not allocated
for trees or which is not allocated for trees or which is not used by the
har dwar e | swoyrgiesfaul t avail abl e for pico code WO 01/ 1677 PCP@S6dA60RO797
46 use, like counters and aging tables. Figure 13 shows a nore detailed
bl ock di agram of the menory conplex. Thd6 tree-search nenory (TSM arbiter
provi des the comunication |ink between the 5 Enbedded Processors (GxH)
and t he nend$e.dike counterand agingitalleside 5 on-chip SRAMs, 1 of f-chip SRAM
and 7 off-chip DRAVMS. The TSM Arbiter includes ten Request Control Units

(each one connected to one of the Enbedded Processor GxH) and 13 nenory
arbiter units, onigufest3shews awwers detaikedhleckdiagmnm etthe mansory samplaxs Thee

R t Co ¢ 4 . ; ) 10
cﬁﬂ??i ?ﬁgﬁ;@%@ﬁimm%;g“uﬁ'“r‘“n@fynéﬁﬁ:‘:@m:t ‘ol
unit incl udem Gesisa an memanesa mempories inc ip
P . . e h
hi ngs. - manSEaMEd of- 8PS RAVE aha 7o 2 DRAMS Phb SN ASer RIE ATE" 1
on- chi p andReféestHContRiRAMits (eath oDRAbhnetted do odei afthe &rmbeddednBrocessarys,
th t dded he
orton o DRRA Ty, 48 ol Yifihe. (e, R RTCeSCE TTaNAY. LR Bls Miihois
access, whi intercannegts thelRequestConttn) Unithand therarbiterfunits in stichja waythateachi ghest
i OLL LY. - ' ' f tion: 25
Ton e, VRS il ol de ohpRRey S Bl AR 1 8 BRBTRE done al Cor nat i ng
‘read- wi ndows" and write-w ndows, whereby in a read w ndow, access to any

of he flour banksyd soh A Gl b dededeslt isbuwile I ooP 4667 Betubed Hhe! "

four banks is wr
Embedded Processor (GxH) and the arbiters.

15 ' The SRAM arbiter units, among other things, manage the flow of data
between the Embedded Processor GxH and the on-chip and off-chip SRAMS.

The DRAM Arbiter Units, among other things, manages the flow of data
between the Embedded Processor (GxH) and the off-chip DRAM devices.
20 | |
Each Memory Arbiter contains a “back-door” access, which is typically used
by other parts of the chip and has highest access priority.

The DRAM Memories can run in two modes of operation:
25 '
TDM-mode. Memory access to the four banks in the DDRAM is done
aliernating read-‘windows” and write-windows, whereby in a read
window, access to any of the four banks is read-only and in a write
window, access to any of the four banks is write only. Using TDM-
30 mode for mulitiple 'DDRAMs allows sharing some control signals
between the DDRAMs and hence this saves some chip |Os (which is



30 node for nultiple DDRAMs all ows sharing sone control signals between

t he DDRAMs and hence this saves sone chip 1Gs (whichis .| I. W 01/16777
PCT/ uS00/ 20797 47 a very scarce resource). Non- TDM node. Menory access to
the four balR&€1"% he DDRAM can be a conbination of readPGHEONRAT¥E, which
must foll ow sonme specific 5 rules. Fay exanpl e, one can do a read in bank
A and a wite in bank C wthin an access wi ndow. The TSM Arbiter allows N
Requesters sinulta menories.. When nmultiple Requesters
want. to access thgssggﬁesasl% n%ér"g? . a round-robin arbitration is
perfornmed. The M nenories can have different properties. In our current

| npl ementation, th ?—Am! E{@Ee . : nal .
SRAM and ‘ext er nal gg@A' é%ﬁﬁé&?ﬁwgﬁ#@e&a‘%% er ;MDaRr@WCSF'
honobgeneous: any Rekgiasombination of ceaskandwiiteywhiohmustfoliowsomeispecifice

| ogigal |y divided i Lolersub-r i i ke f.our . Ln the
DDRA§I\/9 whi ch can b@ bgg 5%}(%&&@@% gg'gabsa ﬁ%ua- t'@ﬁggﬁé%fido%w{%qﬁﬁzphe M
menories are used f@withimanatcesemindess containing internally used data
structures, which have a high priority access 25 conpared to the

pi coprocessors. This also all ows debuggi ng of the chip, since the
pi coprocessors can Thea@SMhArbitentaliows NfReédquesterstsimulitaneousracesss thvaar bi t er

SUPPOL S, {2 2o ok FBE 3yOH RR B eodle"RE S 101

10 - memory, a round-robin arbitration is performed.

The M memories can have different properties. In our current
implementation, there are three memory types: internal SRAM,
external SRAM and external DDRAM.

15 _
The M memories and N Requesters are homoge_néo_us: any Requester
can access any memory.
. Some memories are _quica_lly_ divided into multiple sub-memories (like
20 four banks in the DDRAM), which can be logically accessed

~ simultaneously,

Part of the M memories are used for control memories cbntaining
internally used data structures, which have a high priority access

25 compared to the picoprocessors. This also allows debugging of the
chip, since the picoprocessors can read the contents of the control
memories. | | |

The arbiter supppﬁs read accﬁ_esé, writ_e' access and read-add-write,
30 whereby an N-bit integer is added to _thé contents of the memory in an
atomic operation. |




atom c operation. WO 01116777 PCT/ US00/ 20797 48 A general address schene
Is used to access the M nenories, such that the physical |ocation of an
object in the nenory is transparent. The concept of trees as used by the
Tree Search WR8VH&7% 0 store and retrieve 5 informati on. RepCi/osmi2omr. €. ,
tree-searches and al so inserts and del %@S are done based on a Key, which
Is a bit-pattern |Iike, for exanple, source address, or the

concatenation of an I,P re n

Information is stor é\ élc%iaﬁg%0§§%rrge%|@gp Eﬁ%sﬁthg\%ﬂ?@%%%%%'zﬁ% at

| east the Key (as wi Itlhatlilae physical ladation of ba objest intheimematytistransparent.ual | y
the hashed Key). A leaf can also contain 10 additional information, |ike
aging information, or user information, which can for exanple be

forwardi ng inf oﬂﬂwdomnebﬁdfﬁegaasesecgbﬁﬂte'ﬁed Sbaroyfﬁngkwto smmiaﬂda'eh trieleer el
are tree ty MI) an aSS0C t Ir alr cnhnes nanel y:
il nodbre cliffetpRlith, REMEA 8\ tedBSaERRS And et sfilts Al asiciah 2h¢ songan,

15 additi orbdsedrortaaKey.rwﬁneh iscdbitipiattam like, for akanipld, aMACtsbﬂmesaddrebslcﬁ' t he

por 1 or manc dhe sRBealaaati ogdP sofrerasredy and B askRetiadass: Gietion e

search al d¢ rstdram:maefoatrelsblm calledt Ledd! whgh %ﬁtanﬂ&iaﬂbastrtﬁbm (hbwlﬁsﬁ
perfornms a has accesses a Direct Table | ks the

P by oL Aoaler. ha Stapai it pAtiare IS ACKEAIdRe MRShacHkeD) o Jealioah aiss gantain, car

(Fi g4oe 14)additisat nﬁbﬁnétﬁfneﬁké ¥ty mftfmfd’hSﬁ‘Sor ﬁ@é‘rhnfﬁnfnbtnbﬁ Swhlth &Rt
al gorithm which causes the tree-walk to occur. according to different

rul es. For E@MRiede P%Yarﬁﬂﬂé’tf"%@t&\" Ikenprast blage anddarged padmumberse is a

Patricia Tree. Wien a Leaf has been found, this Leaf is the only 25

possi bl e candi date that can match the input_ Key. For Software Managed
Trees, there catheseargires types (FMLPN pad SMTQ a@ﬁasmaﬂeﬁtr@eltvmwrp @%,. In

this case, .eémenyema‘e‘a matchtifzﬁmd?ﬁh’ia 8d treeddrdanebtp éhﬁmaa@w,«%%gm t" a

mat ch has been found or unt aln has beén exhaus

confa@r e ataddiionahgritegyay for ichacking, itlaen leaf dtiing astracnsearah is th@yemmaslhe
pattern st oggsing adingahé éflatcH ereé [L&Ptd ihcledaSe 'sBafch r_p%"i‘l*oi‘r%ance.

The search algorithm for FM trees is shown in Figure 14. The search

~ algorithm operates on input parameters, which include the Key, performs a hash on

20 the Key, accesses a Direct Table (DT), walks the tree through Pattern Search

Control Blocks (PSCBs) and ends up at a Leaf (Figure 14). There are three types

of trees, each with its own search algorithm, which causes the tree-walk to occur

according to different rules. For example, for Fixed Match (FM) trees, the

datastructure is a Patricia Tree. When a Leaf has been found, this Leaf is the only

25 possible candidate that can match the input Key. For Software Managed Trees,

there can be muitiple Leafs that are chained in a linked list. In this case, all Leafs in

the chain are checked with the input Key, until a match has been found or until the

chain has been exhausted. A so-called “compare at the end” operation, which

compares the input Key with the pattern stored in the Leaf, verifies if the Leaf really

30 matches the input Key. The result of the search will be OK when the Leaf has been
found and a match has occurred, or KO in all other cases.



30 matches the input Key. The result of the search will be OK when the Leaf
has been found and a match has occurred, or KOin all other cases. WO -
01/ 16777 PCT/ USOCQa0O797 49 The input to a search operation consists of the
fol l owi ng P¥R%HT8rs: Key (128 bits). The Key nust be buiPCT/oses20mp7speci al

pi cocode instructions prior to the search (or insert/delete). There is
only one Key register. 5 However, aft4%. the tree search has started,. the
Key register can be used by the picocode to build the key for the next
search, concur ridtinput taa seargh-opetation-eansists attherfellaydng parametees:i s because
the TSE bashes - the Key and stores the result in an internal HashedKey
register (thus, inreality, there are 2 Key registers). 10 KeyLength (7

bits). Thike¥ egi st ef128hitsdi Fhe ey must gerbudt using spegjalipicaspde instructiens

automati cal | y updat I Yotk iV G LDef i ndex
(8 bits). This is L fflors the sedRthof sbieltty S‘T%?{%"@%ﬂﬁ?"%’%‘g@ﬁn 15
defifition of the t However, aftecthe iee searchihascdanted, thnKeywepistesican bes

erther | n Tree Soar SHHEEtPPRIRRAE b ibine fefic fek 3ERLA, Qrellienfy o, 0"

TSRNr. Wi | e t he. TSWith free TSE petforrning the seaschpi This ischecause thecESE bashesot her
TSR t | th ' its). F
trees uhich’ have ¢ hiteIRel o flrek 8 G of RREMA! Sy Hger iy, ) T

'LUDef Tabl e), the Veintrealitydbereianec? Key tedisters).n t he 25 Vector Mask. At the
endq@f the search, the value. of this bit is returned and can be used by

‘pi cocode. The input Key will be hashed into a HashedKey, ‘as shown in Figure
14. Ther Keykengthx (7 hits). hEhis regigtericonhtainsathe leaptheof thecKey inybits.t Hhis

performs 1o hash 30, £AGEL Udakda by ndiHakd hig Bulky SHREKEG © v ch

algorithmw | be uSe

LUDefindex (8 bits). This is an index into the LUDefTable, which contains a full

15 definition of the tree in which the search occurs. The LUDefTable is
described in detail later.

TSRNr - (1bit). The search results can be stored either in Tree Search Result

Area 0 (TSRO) or TSR1. This is specified by TSRNr. While the TSE

20 is searching, the picocode can access the other TSR to analyze the

results of a previous search.

Vectorindex (6 bits). For trees which have the VectorMask enabled (which is

' specified in the LUDefTable), the Vectorindex denotes a bit in the

25 VectorMask. Atthe end of the search, the value of this bit is returned
and can be used by picocode.

The input Key will be hashed into a HashedKey, as shown in Figure 14.

- There are six fixed hash algorithms available (onel “algorithm” performs no hash

30 function). It is specified in the LUDefTable which algorithm will be used. A
| programmable hash function may be used fo add flexibility.




programmabl e hash function nmay be used to add flexibility. WO01/ 1077
PCT/ USOQ 20797 50 The out put of the hash function is always a 128-bit
nunber, which has the property that there is a one-to-one correspondence

bet ween t hewasérgigagl 1 nput Key and the output of the hasm&%%% As
wi |l be explained below, this property mnimzes the depth of the tree

that starts after the Direct Table. 5 180 colors are enabled for the tree,

which is the case in the exanple of Figure 14, the 16-bit color register
is inserted in (e agsutsfithe hash functionds atwaysa 128-hi numhes, whish hasdbes

directly af ' [ e ' | .
cntries t Inaapon Rptlishyls d pic fo.ohE comblpdridenth bEGedtorghish Bidif ey
shown in t land theuowputl Of Hieehash functiofi. tAs wihbe éxplrined belavadbishpropeaityh t he
i nserted ¢ : ol O shedKey register.
The hash f%@i’{‘%ﬁéﬁﬁé%ﬁﬁgﬁﬁ%ﬁ%g&aﬁﬁ@%ﬁ?ﬁﬁﬁ'ﬁs out put resides
in th® highest bits. The N highest bits of the HashedKey register are used
to cal culate an index Into.t L. rect. Ia .. oThe searc tarts

w th an access i%‘gbim?%ge 5['?@88 f?Qﬁ?geeaWbFEr\%)h\% %Q'Qé@%ﬁet‘ﬁﬁ%rﬁect

L ablhe. T[\)e wdheslﬁ-hisedgt aegistedist ihseﬂﬁﬁntth,e i%—bnlhmh%ﬂctidmwtpuge;rhb g

I ghest bit.s_of. the HashedKe on,.treg:praperti as.defiged in
the 20 LUDIIHPh Soo4tF SHBetcate Tn diect PauBn e BB PR B ASRE 2 be
Zeen as theenﬁms, themfthemmoloﬂvﬁlua&sihésmédaat tiitrpafsitidawablshomlrethémmué.s used
epenpds on the tree-type. . At_this point it suffices tqo s that ,a Patricia
Tr equat astﬁl?_c?ﬁ{pé'?i"i tﬁ%(ﬂf orh q,rtgggt%er @1 &ﬁ@ﬁ?‘tﬁﬁscoi% ‘ﬁﬂ't'? i(WheN Ty ees
for LPM ancer@iled) ieetored n the KashadKey végistee use of an 8 entry DT is shown
in Figure 15. It can be seen that tKe search time (i.e., the nunber of

PSCBs that nust be accessed) can be reduced by using a DT. Thus, by
i ncreasi ng the Fhehagh furittibh fciefinbl sGeithBEmBBENtropg i sutpatresidesmtge and

f ﬁgr fC 2. Pg\r,\; I}(iél'lne%rt] gﬁs '?l'(l)e ﬁshigcﬁé]st Eﬁs (S;F tﬁg I-iars%g]dﬁég %g?st%? éreaus[e)-tli_l%g tceral}lsulcra\ naﬁ ontain
15 index into the Direct Table (DT). :

The search starts with an access into the Direct Table: a DTEntry is read from
the direct table. The address used to read the DTEntry is calculated from the N
highest bits of the HashedKey, as well as on tfree-properties as defined in the
20 LUDefTable. Thisis explained in detail below. The DTEntry can be seen as the root
of a tree. The particular tree datastructure that is used depends on the tree-type.
At this point it suffices to say that a Patricia Tree datastructure is used for FM trees,
and extensions to Patricia Trees for LPM and SMT trees.

25 An example of the use of an 8 entry DT is shown in Figure 15. it can be seen
that the search time (i.e., the number of PSCBs that must be accessed) can be
reduced by using a DT. Thus, by increasing the DT size, a trade-off can be made
between memory usage and search performance.

30 As can be seen from Figure 15, a DTEntry can contain the following
information:



I nformation: WO 0146777 PCT/ WQoon4797 51 Enpty. There are no Leafs
attached to this DITEntry. A pointer to a Leaf. There is a single Leaf :
attached to this DTEntry. A pointer to a PSCB. There are nore than one
Leafs attaWeewd607this DIEntry. The DTEntry defines thepepobkosporsd tree. 5
The Search Algorithmfor a software nanaged tree and al gorithm for
generating the tree is set forth in USl Patent Application Serial No.
09/ 312, 148. An al gorlthmterned "Choice Bit Algorithm uses a certain
metric to build a EOPY; WQ@&HQ:'I#Q%@&BM’@mﬁ&TEmUS sel ected from
tems ternmed "t ul e phifitet 18 8lLedt Tﬁ&é‘(@é%&gﬁ%}éﬂ*&éwe@ to AL DFERRY. es are
eaders ut

couched in terns of |Internet Protocol f1xe ormat
header of any type Apeinteriea FSE6B. |'Fnﬂreatamorethanm¢wamttaqbedttatms to

certain Keys which fy bmwtiwéﬁhésqﬁi é;gglt}ééwl ng subsecti ons:

Sour ceAddress (SA), Destl nat i on ess urce Port (SP),
Des®i nati on Port (DP), and Protocol (P) These data are respectively 32,

32, 16, 16, t f 104
bits. The Choice %Iggkéhz\fdg@ ri trﬁ“ﬂ}r s ce rEgPd ﬁéé%g %&Bﬁi%% are
especi al | genesating theteestis set forth in USvFaientsAppllceﬁmeSenalIN(mOSb&‘IQsMB | but one
or all but a few rules from possible 20 application. For sone rules,

testing inequalities by neans of sinple conpare operations are also
appropri ate. TArealgotithne termed!'GhoisenBitr Algorithen’| usgs @addrtairomgtriv tocotildian a

CedBe i ey S4B e bRndF BBEH bl belefren otk Hefra BN ) W hiflLof

smal | nuririversé of tiles Al oat bxamples acs caiutied)in dérmshoftihiermetyProtagot (IP) t . | n

atter cdesdars, puk 3EE Yol hadderch ahi Hips ey b e et "o g Conpar es
and full rule tests. Each rule in the rule set is associated with an action

e o0 L ok o, A RUR airsT, 5 ek WRlh'ight 8 kel s e ey

Rul es can int
15 following subsections: Source Address (SA), Destination Address (DA), Source Port

(SP), Destination Port (DP), and Protocol (P). These data are respectively 32, 32,

16, 16, and 8 bits long and so a Key to be tested consists of 104 bits. The Choice

Bit Algorithm finds certain of the 104 bits which are especially useful. Testing the

few bits in effect eliminates all but one or all but a few rules from possible

20 - application. For some rules, testing inequalities by means of simple compare

' operations are also appropriate. The bit tests and compares are logically organized

in abinary tree. The tree is mapped into a hardware enabled structure that tests bits

at high speeds. Such testing results in just one rule or a small number of rules

(called a leaf chain) which the Key might fit. | In the former case, the Key is then

25 tested in full by the rule. In the latter case, the Key is then tested in a lattice of tests
using compares and full rule tests.

Each rule in the rule set is associated with an action which is taken if the rule

is the highest priority rule which fits the key. Rules can intersect (one key fits two or

30 more rules). In that casé, rules can be given priority numbers 1, 2, 3, ..., so that any
two intersecting rules have different priorities (an administrator must declare which




30 nore rules). In that case, rules can be glven priority nunmbers 1, 2, 3,
..., So that any two intersecting rules have different priorities (an

adm ni strator mnust declare which WO 01/ 16777 PCT/ US00/ 20797 52 rule

dom nates iwoduieeyy fits two or nore). Thus if nore than operfséeRef® i Ns to
be tested after the bit tests and conpares, the rules are tested in order
of priority. A lower priority nunmber d2ignates a rule wi t h hi gher
priority. 5 1f no fit is feund at all, sone default provision may be

speci fi ed. rulecdominatels iiaagejﬁtsﬂwofommdte) | Dimygeit more ﬁfa'monuamrelgainstmbd IS

st TOrth gl arEPiib fsfPand Apedhis, R ABUAET, RIS dr Ml o0

of said datapase rmhing a se rom o%e to
anot her thﬂmugt‘ptmntyinﬂmbeFded@at@s danletmﬂehlglyersmmqem vel y processing
segnents of said search argunent which conprise only those parts of the
entries which are necessary to identify the next (child) node, and said
secon8l |ink i nf df moafiti is founak atlallssorrle slefauttprovision maybeispecified. a (| eaf) node
| acki ng said second link information is reached; conparing with said
search argunent an entry stored in the node at which said search path
ended; and 15 ifrhe@;eatchlatgtsrlthmaasrtthalongasmreﬂ:emgﬁmtmassétfmtgln%t and

said entry i35 f.aou i I d rrent .node, bac trac ath by
processi né #sai?@c}#?%f‘g% ﬁﬁe "i‘%ﬁ%‘? fRAUIrSH ehtering €sq‘€g@ta P‘%’geat i ng
the pr e\éi ouﬁ:dbmeﬁérgﬁmgg I‘#Fééaraﬁp?tgafi%m |oﬁé&iodléggtan®thefﬂhmgh%aid)t¢§d-hﬁé sai d
root ,node i s, .reache e shows an e

Lot ARCne iRl suGcessill Spassne Seaments: of 2R Sea aliEN hich ot
Iegst t wo ltdahmrsatc?ny ?wsalﬂﬁﬂb dfahé ehtris wﬁi@hta?eWebséthanef@\iAdﬁﬁtnﬁathal ¢§& dazI ad
and conver a a serja stream which is forwarde
e o v er e nfe cand sl Seetnaiik o aRtan bl s sSEmeals 3/B.onsuRer Obm

swi tching faahieafy nedy | Iabkurigrbaid beaihdameﬁlrosmami isl reBthdds c@&rpéﬁhg Qith shid S

paral | el dat aiﬁw anot her DASL. An di nent of the Serializer/Deserializer

termed DatS#3FH YAUDENt 3 em’hﬁt"(ﬂﬂ&fﬁ'e nede atwhich saideaseh, patiyendedsandne

DASL1§ nt er fipgeat [eASt paidlThates | béﬁ\k&dnqné%&a&ﬂ ?urhéﬁ‘t &R sl éntrp k$fountasa from

the serial link is converted into parallel which is delivered to

swi t chi ng Said current node backtracking said search path by processing said first link
_information of sald current node; and repeating the previous two steps until said at

least partial match is found or said root node is reached.

20 * Figure 16 shows an embodiment of the main switching fabric device.
Preferably, each interface device chip has at least two integrated parallel-to-serial
ports which receive parallel data and convért the data to a high speed serial data
stream which is forwarded over a serial link to the switching fabric device. Data
received from switching fabric device on a high speed serial link is converted to

25 parallel data by another DASL. An embodiment ofthe SerlahzerIDesenal|zertenned
Data Align Serial Link (DASL) is described herein.

At least one DASL interfaces the switching fabric device to the serial links.

Data from the serial link is converted into parallel data which is delivered to switching

30 fabric device. Likewise, parallel data from switching fabric device is converted to
serial data which is delivered to the serial links. The serial links can be aggregated



30 fabric device. Likew se, parallel data fromsw tching fabric device is

converted to serial data which is delivered to the serial |inks. The serial
| i nks can be a regat ed WO 01/ 16777 PCT/uS00/ 20797 53 to increase

t hr oughput W F7 referring to Figure 16, the sw tchi ng REIUsed20me udes

swi tch fabrlc 11 I nput switch adaptegoss 13 (13-1 ...13-k) which are
connect ed to the switch fabric input ports 15 (15-1...15-k),: and out put
swi tch adag %th?%}%t 17-p) which are connected to the switch fabric
at out put ports 19-p). Incom ng and outgoing transm ssion |inks

21(21-1...21-q) and 23 (23-1...23- r) are connected to the switch system by

5kt ], B 2o 1 o e e i i

i h ad
f\é\’: te cﬂgge ltlputfswétc a apiersaﬂ‘&nﬁﬁd a{t:pﬂek{thhntha%ed:zm\ztédtafr;an\?mkcrdahmrlgcgtl .
net wor ks (ﬁoﬁﬁé (ﬂe%f Alf*é‘g 'Ei ?‘Fgm’@? %ﬁ Mt égg?t ed ?;gk/ g' ﬁegl t al
Net wor k fmnhecmdmtﬂesmmhdabrlgammmtﬂoﬂﬁl‘m (184. fABp)and to any ot her

comuni cati on systens. Furthernore, processors 15 may be attached directly
to switch adapters 13 and -17. The |line adapters (LA) and sw tch adapters

(SA) havef a comuwmmgand bmﬁeg:gﬁtanbhﬁssioimnks aM2:h. zma@ta&rdm (nam Q23
services ac t ched an e

col | ected @Bﬁﬁéﬁ'wpﬁﬁﬂcﬁﬁﬁ '}5‘5@?@? e'@%ﬁ/&h‘j d§f7 sever al
8051;0 bl e f(zmd |29'¥r91tréq)eé:tive|§(h Thehﬁhdﬁsslbgﬂirﬂs [T crrtliuit twm:l}eﬂfdgrﬁﬁketonh

esi gnat i uired o ort (and outgoin in of the switc

Sone det alslggtt n%ﬁ'&?ﬁ&“%?‘?ji%“ﬁﬁﬁ’ Hﬁés sugh psoFork; statensk ileRhone setlS n in the
i nlo:Jt bswl ithé luﬁ@lam:cerd%slgﬁaﬁdwvsiemﬂIahultaaéttammaﬁnémkaumé d&wghﬁtédadapt ers
Wi e giv in the

sections SWi t abrj.c routes the
m ni packet4\W); foq pLig rg@grpt %PMF@SI 'ﬁ'ﬂ@'&i ?%?ﬂtt'ﬁe{'m Fgﬁ'ﬂﬁ ny input

Fﬁrt to ansn@l:d?%rrpﬁidtoaﬂ@fbtﬁéwmirﬁtt‘mﬁontdyetew fFurﬂﬁnmaga FW& i's such
a* m ni paacy l'?e gttacc%ed dlrect )P toeswrisclhrgéaptaerr]se X 1'7”11% Tl%e a%amers 8_A) a?\ :

switch adapters (SA) hayg a common mterface. |

Atthe inputswitch adapters, various servic_:és from packet switched and circuit

switched interfaces are ccillected and converted into uniform minipackets (havingone

20 of several possible ﬁxed lengths) with a header containing routing information
: designating the reqwred output port (and outgoing link) of the switch. Some details

on the minipacket format and on mmupacket generation in the mput switch adapters

and on depacke’uzatlon in the output switch adapters will be glven in the next

sections.
25 - |
The switch fabric routes the mlmpackets via a fast self-routmg interconnection
network from any mput port to any output port. The structure of the self-routmg
network is such that mlnlpackets can be routed simultaneously internally without any
~ conflicts.
30

The heart of the switching system is the switch fabric. Two different




conflicts. 30 The heart of the switching systemis the switch fabric. Two
different WO 01/ 16777 PCT/ US00120797 54 inpl enentations are considered and
wi |l be described separately. In one inplenentation, the switch fabric
conpri ses NQMWITHouti ng binary tree for each input portECHOHHEEMT ng t he
respective input port to all output ports; the switch fabric conprises k
such trees in conbination (if k input %rts are provided). In the other 5

i npl ementatiqn, a bus structure w,th an gutpu AMEL, s provided as a slice
for each WL@%@F"&S‘PP? /6n Feps! ?f&daﬂ“?i"ﬁ' ﬁgp%%ﬁgﬁ%‘a ?é)P@r?t? pectt PE&'ut put
port; the pNpemBntalibh! the SWRER bR Tofhpriédia SeKF-eatingbisary tre 8o exch(inputp

out put ports are provided). DASL is descri beﬂ | r{ A’fpal | c_albl on gg_‘rt% Nunber
091330, 968PORt; FRnecting the respective gnputROrpHiwall, oiftpyk gors: 1DeFw! % froma
paral | el | pémpfigésk suatrass i Sdrhbinationl (F k iﬁ?ﬂt portoare prodidbd). Sinfthe othére
parallel interface into a smaller nunber o

in | Bw}allel, é)lt sqtlire?ms. he
smal 1%er nuiffRiementationan bus sHGtues with, g output Issavided ag a;sliee for eaghy
speed seri by 4 rtgma e¥pdttive blpUt poathe BwAtBR Fabifid 0 t he
receiver O?ﬁ%pﬁgﬁgﬁh@gp%n% %‘Iﬁn%u 1ff_g‘?‘el_ﬁ}i a'? dri ve?]vmmt)h, control inpedance
drives t hecompriges p suchhslicestin cambination {itp pHiRYt pads arepromded).on media. DASL
I npl ements the nethod of parsing a data stream presented as N bits in
parallel into a plurality of portions each having n erein nis a

bits, wh
fraction of N DASLiiadestihedsincipplicalion SerialiNumbgr Q433Q,868, fled d3dune
tra erri a ' IMF ) i i
pl u?y ity g?g%afg %SL?ﬁgnne EQ 6%‘?1%@?3229@ ??laﬂg |ﬁt§§ﬁ@é‘t§¥ﬁ2€gﬁl\ggsaort I on
of the dat AS4C;partitions thedits from the paealle! interfagminto asraallernumbern ofiparaiiebi t s in

parall el . he draw ngs_and speci fi ' Lorth
preferred LE é’gmd %@Ea@?’ qqg@bq%rg; gﬁﬁ“é@?ﬁ@%ﬁg PE%T{%Q 3’? %gﬁlg(,é& gft? haz) ugh
speci fi ct ehigh speedusérihl strelm, Wbia isiansportédigiaga transmissiont rediunotothe i n a
generic and descriptive sense onlaf and not fQ{ ur‘% ses,dof | i i ta&i on.
receiver of the other module. A rffer_entlal river with control impedance drives the

15 serial bit stream of data into the transmission media.

DASL implements the method of parsing a data stream presented as N bits

in parallel into a plurality of portions each having n bits, wherein n is a fraction of N;

, serializing each n bit portion of the_data stream; transferring each serialized portion

20 .over a corresponding one of a plhrality of parallel channels; and deserializing each
transferred portion of the data stream to restore the data stream to presentation as

N bits in parallel.

In the drawings and specifications there have been set forth preferred
25 embodiments of the inventions here disclosed and, although specific terms are used,
the description thus given uses terminology in a generic and descriptive sense only

and not for purposes of limitation. |



WO 01/ 16777 55 What is clainmed is: II!'lI11~~ 11111111211ANTt1 2111 CL M5
3 1. An apparatus conprising: 4 a sem conductor substrate; 5 N processtng
units fabrl ted _on said substrate, wherein N>1; 6 internal instruction
menory fabrlélgl'b“a7 on said substrate, said instruction 7 PEEEN2Dr i ng
instructions accessible to said N proc ing units; 8 internal data nenory
fabricated on said substrate, said dat nory stoerng—9 informatiaon
accessi bl e \WhatiRicthimby fd:0cessi ng units; 10 a dispatcher oaeratlvelij coup

to the N processing units, said di spatcher 11 prefe 'mw: mmwu u’ 19

I nformation. units and-assigning said input.informt

procgssors qwher operate simultaneously to carry out the
8§ anrh(ﬁﬂ%??tﬁﬁ Qﬁﬁiﬁ%

task 13 assom e asstgned i nput information units; and 14 a
conpfetion unit acﬁamlemndmtqrsubsqnted to the N processing units, said 15

i P2 and 16 oNEPBRiRE UM BificdeRd BERA et SerdhBIY, B oo "0

pred@t er m ned sénemmat instruction Temeryfabrtated @n séldlsubbtrélec ishiel instrattich ng a

"ot of posca BArRBLHSRL A8 Rerbertie o SN RBSS R LBRRLT it reror .

sai d8nenory coninterdnabdata energory¢alrivated/en said substrdte rsaididatadnemaryestoring r om
sai dgproce units t ‘orow qﬁ'P'SI nul taneou.i? access to the data 5 nenory.

1 3.% The azﬁgf'ﬂﬂ%’ %qceeggeég SPIr PERSETPIH Pl udi ng a hardware classifier
2 f4dricated onatdlspacﬂatupetawelydmdpbﬂas&tlewbpmmess’ ing phits, by dispatehet hat i s

bei 3t tted by fhe di to th t d t
contfol * a PReIBENRa e e hERafe fiRtaarcladelorisy st R ecthaton U &, Ui <
and12s us eqbrdir;essmrsdﬂhérem meepmt:éssam operdte sfrumtdnebuﬂyocm&ytdm thetasicept ed

;;2];1%5 gltaglr O%ég?ggtgpé(ﬂﬁ\ tgg a%é.%n&é mput mformat%nfu%t%herd 'ncluding a har dwar ©

a completion unit operatively coupled to the N processmg umts said

15 completion unit recewing output information units from the processing umts and
16 ordering the output information units to maintain a predetermmed sequence

2. The apparatus of claim 1 further including a memory controlier fabricated on
said substrate and operatnvely mterposed between the processing units and the
internal data memory, said memory controller being responsive to simultaneous
requests from said processing units to provide simultaneous access to the data

N b WOWN =

memory.

3. The apparatus of Claims 1 or 2 further including a hardware classifier
fabricated on the'substr'éte and disposed to intercept information that is being
transmitted by the dlspatcher to the processing units and generate control
information therefrom which is fowvarded to the processing units and is used by said
processing units to further process the intercepted information.
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4. The apparatus of Claim 3 further including a hardware generator fabricated
2 .on the substrate, said hardware generator generating a tag that relates to each piece

-




.2 on the substrate, said hardware generator generating a tag that relates
to each piece fluid 1111111111 ' 11111 WoO01/167" * CL MS
PCT/ USOQ zOr97 56 3 of interﬂmﬂmmmﬂm“wn and forwarding said tag to
t he conpl etwoni1g1¥t wherei n t he* 4¢ cdnplfetiSon*unit uses t permseomrassenbl e
the output information fromsaid processing 5 units. 1 5.° The apparatus of
Claim1 further including: 2 a first ®ta store interface unit; and 3 a
secgnd datg.store, i t(eqrfaqe’_,,_{,unit; 4 each data store interface unjt being
opePat i vel §f Ri8EEPiad informationand torwarding said tagita therompletionynivheremdther o

sai 4 pr OCQﬁhcflétidﬁuﬁiﬁxsbﬁtﬁéiagtd A4sRiMBM the'duiut MFdriatiof floM SdidBidcaBsihgom or
to off-chip data sources. 1 6. The apparatus of Caim11 further including
sec8nd i nt¥it§al data menory 2 fabricated on said substrate and storing
data accessible to the processing unit. 1 7. The apparatus of Caim1l

further includiing 2 a bus structure (WEB) interconnecting resources such as
r egilst er s,5-nendihecapparaus of Claimtfurther inelidingsi t er  r esponsi ve to requests

frog said proc%?%%&éré;ﬁt?rf%ﬁ%ﬁleanﬁ access to a selected resource. 1
' urt '

8. The apparatus o arm L er including a WEB Watch interface
opeBatively 2 asasonddatastoreintefaceruniter, said WEB Watch interface

i . : g
5 “fhe appar at ozch el ot ntertads LN iy Spaahay Sbiied o I pRIBRERDLS,
t heSbus stunitstandeprovidbg abcess, fonisaid processing: unitstontgad inforaatips drwriteuct i ons

on g Proceggimdtsiébm &tg’%g_gfggp%%o%&gé&s of daim1l wherein the at |east

one of the processing un

1 6. The apparatus of Claim 1 further including second internal data memory
fabricated on said substrate and storing data accessible to the processing unit.

1 7. The apparatus of Claim 1 further including

2 abus structure (WEB) interconnecting resources such as registers, memories,
3 etc.; and '

4 a WEB arbiter responsive to requests from said processing units to provide
5 access to a selected resource.

1 8. The apparatus of Claim 7 further including a WEB Watch interface operatively
2 coupled to the Web arbiter, said WEB Watch interface providing access to the bus
3 structure from outside of the apparatus.

1 9. The apparatus of Claim 1 further including:

2 a controller coupled to the bus structure (WEB) which, when activated, single
3 steps instructions on a processing unit. |

1 10. The apparatus of Claim 1 wherein the at least one of the processing units
2 includes: '

3 a processing' core having multiple General Purpose Registers (GPRs) and an



3 a processing core having mul t | pl e General Purpose Registers (GPRs) and an

11121112112112211221221122 1 111HMWHLMH’M/ Us0o0/ 20797 .57 4 :
Arithmetic LO%I c Unit (ALU) 0- processor coupl ed to the
processi ng W& 1 11. The appar at'us "of Scl &i m 1 wher ei PCEUS08R7Y ones of

t he processr ng units are 2 structuredgto perform specialized tasks. 1 12.
The apparatus of Claiml further incl ua ng -hardware assist logic coupled to

2 atgl east p lqmg"&fcgdaec@ﬁ,goi_ﬁﬁlm dsfon écq]ﬁgo% 'E@é% e Foégéibg} lhe

further i nc ng a-mall I'nt er ‘ace -coupl'e one o0
processi ngCi#ts; and 3 a general pur pose processor coupled to the mail box
interface. 1 14. The apparatus of Caim 13 further including a plurality of

external data 2 nmenories operatively coupled.to said nenory controller. 1
15. 1The appir at The appaatusof thaimiewbensin saledted ones of theprdcassing unitstarg

i nclagudes asﬁ@dﬂﬂeﬁt@gb%rrﬂ g&aﬁ{gdp‘aﬂgsnoz : 1 16. The apparatus of Caim 14

wherei n the nenory nt roI I ncl-u plurality of Request Control
Units wherein each one of the Request Control 3 Units is operatively

coupl ed togqene r nits
ehePLen Loag" Ble R B ARIRH Piuthe: iiudhdleRl blaptiboBBlLEgA T {5
one 2f theatjaast_adnetqftbépmesinglunﬂlata menories; and 6 a bus structure

operatively interconnecting the plurality of arbiter units and 7 request
control units in such a way that each request unit has access to nultiple

8 orles of 13 arte amaralmstd Cldier tfuntheainbiudingtehmalibgx interface cgupiedits abas
access to tingle nenories 17 The apparatus of Claim 13 further
inc%lsjdi ng '&gﬁ'gu'lﬁ/%ﬂbegé%'f‘&”"f‘ﬁ cat ed 2 on the substrate, said
har @war e gener & genegahsurpbsenprosessoy cbhplédlt@thatmaﬂhox inteefacei ece i 1111111
111111 11111 11111 i1 1111

1 14. The apparatus of Claim 13 further mcludmg a plurality of external data

2 memories operatively coupled to said memory controller.

1 15. The apparatus of Claim 13 wheréirr the first internal data memory includes a
plurality of on chip memory.

16. The apparatus of Claim 14 wherein the memory controller includes

a plurality of Request Control Units wherein each one of the Request Control

- Units is operatively coupled to one of the N processing units;

a plurality of arbiter'un'its wherein each one of the plurélity of arbiter units
provides access to one of the plurality of external data memories; and

a bus structure operatively interconnecting the plurality of arbiter units and
request control units in such a way that each requ'est. unit has access to multiple
ones of the arbiter units wherein each of the N processing units has access to
multiple memories. | |
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1 17.  The apparatus of Claim 13 further including a hardware generator fabricated
2 on the substrate, said hardware generator generating a tag that relates to each piece



W 01/1677 / CL MS * PCP/USCO ZQr97 58 3 of intercepted information and
forwarding said tag to the corrp[ ' ' in the 4 conpletion unit
uses the tag to assenble the ou lm“rmnmlmﬂmﬂfrom said processing 5
units. 1 18YO¥H¥THppar atus of C &i nf 13- f Urt Ker *I ncl udi ng BEHUSRS/20797 er nal

data nmenory 2 fabricated on said substrate and storing data accessible to
the processing unit. 1 19. The apparat§§ of Caim13 further including 2 a

bus ,structur.e (VEB) .ipterconnecti ng resoyrces such as registers, .nmenories,
S'ete. o HifietSnien ntmBOn ARa Jerbaedng Salh o W th e it bs e + <
to @ ovi decorhpletioeanit isesthetiges assenilile he'ciaputinfdratiorcitomh saitl ppocessing ed to
thefus structure (WEB) which, when activated, single 7 steps instructions
on proce g unit. 1 20. An apparatus conprising: 2 a sem conductor
substrate; 3 N processing units fabricated on said substrate, wherein N>5;
4 internal [ nstyuction nmenpory fabricated on said substrate,, said

i ns'?'r ucti of 5 fﬂﬁ@P@a@F@r‘Pf aP'ﬂé@erBi‘?bﬂﬁmémoﬁ é“{eﬂ‘ézﬂ eR8Yessi ng
uni tzs; 6 ffabfibated iR daid sabé_tﬁtéraﬂastbrﬁngratataé@ssm foithe prodesskingiuhit. sai d data
menory 7 storing information accessible to said N processing units; 8 a
menory controller fabricated on said substrate and operatively interposed

9 batween §ge PrREESFArAQIsOCISINA IS fifrfef ifclUdiig | nternal data nenory, said

menory 10 control l'er being responsive to sinultaneous requests from said
pro@essi ng uni t%btts(ftrus;m:rﬁ(‘gﬁ&i@ter.cnnm@nemmghﬁs I§PEMRHRSr y; 12
a digspat chggg:operatively coupled to the N processing units, said dispatcher
13 prefetching input information units and assigning said input infornmation
unitds to the 1WEB agitesrespansiveit requests fsere £t grospesing units taproxideous| y
to garry oxdedst%o E%’éi&cté@re%%ﬁ%& ghgd with the assigned input information
units; :
6 a controller coupled to the bus structure (WEB) which, when activated, single

7 steps instructions on a processing unit.

1 20. An apparatus comprising:

2 a semiconductor substrate,

3 N processing units fabricated on said substrate, wherein N>5;

4 internal instruction memory fabricated on said substrate, said instruction

5 memory storing instructions accessible to said N processing units;

6 first internal data memory fabricated on said substrate, said data memory

7 storing information accessible to said N processing units;

8 a memory controller fabricated on said substrate and operatively interposed

9 between the processing units and said first internal data memory, said memory
10 controller being responsive to simultaneous requests from said processing units to
1 provide simultaheous access to the data memory;
12 a dispatcher operatively coupled to the N processing units, said dispatcher
13 prefetching input information units and assigning said input information units to the
14 processors wherein the processors operate simultaneously to carry out the task
15 associated with the assigned input information units;
16 a hardware classifier fabricated on the substrate and disposed to intercept



16 a hardware classifier fabricated on the substrate and di | sposed to
intercept 11111111 (11111 111} Jilmluwr“!‘l ”ll!"th 01/ 16777 PCT/ US00/ Z0797 -
59 17 information that is bei sai d. dispatcher to. said
processi ng WR%Zhd 18 generate control ihformation t htGHYIMRAMT ch i s ;
forwarded to said processing units _9_?31nd I's used thereby to further

process the intercepted information; a first data store interface unit;

211 SCOOMHIGHRiaRoR Wil s b Al by sald AchAlthelflsticirObSed il Gl UM !

being operatively: coup to sai d processin nits

acdfss f org%ﬁ@eﬁ%@&@fﬂ@aﬂm tfqufrpm whnichjis, fQ!Wﬁﬁleﬂdﬂ said prpressingynits
i nfgr mat | Cth‘kQ@eBﬂhér@bﬁ'?& ﬂrrtﬁ@#‘?l‘b@éss t"l‘lﬁgntg hRbtig, unit operatively

coupled to the N_processin corrpl etlon unit receiving
?gut i nf or nataﬁfﬁfd‘#ﬁts@fﬁr'@ffﬁ%uwhoces& ng units and 27 ordering the ?

oupput mformatd r@ﬁté?f&brr‘x nft: Predeterm ned sequence. 1 21. A

system conpri sin a support structute on which an electronic
suB2assenbl y arﬂ!icbtdﬂﬁl stﬂrecrtterfaml Unl@&lmmpﬁeme!y coupleshter said\progessingnt ed and

| DBST SO SR e B P aBRRE TR daia hrdASLI ks To Rodt RASHEBA STWHR
f aBdi ca’;)fadntbﬂnstmldfrgu‘b@ttoalata soumces; anda nenory 7 storing infor Imat i on e
RORBEe N ot oo 2t cHmbetioRC Y cigratiblcoubich % HE S IFERERIIE UnME) ¥a010 BT
m%s ansl caspletiomynit aecewlmg)outpuhfnﬁmrrrwtlonrumts |fntnm the pnmeessrﬂg mmtst eamok rs
ein S as
g I L Bl RS ARG e s AR weBefRpibadshubss 2% 1L |

unit operatively coupled to the N processing units, said 13 conpletion

um]i rece| | nglﬁ%%rﬁpg{p%@t ion uni ts _f romthe p'rocessi ng units and 14

ordering t on uni-ts to maintain a predeterm ned sequence.

2 a support structure on which an electronic sub-assembly and other electrical

3 components are operatively mounted and interconrrected, said sub-assembiy

4 including |

5 N processing units fabncated on a substrate, wherem N>1;

6 first internal data memory fabricated on said substrate said data memory

7 .storing information accessible to sard N processing units; :

8 a dispatcher operatlvely coupled to the N processing umts said drspatcher

9 prefetching input information units and assrgmng said input mformatlon units to the
10 processors wherein the processors operate simultaneously to carry out the task
11 associated with the assigned: input information units; and |
12 a completion unit oper_ative_ly coupled to the N processing units, said
13 completion unit receiving output information units from the processing units and |
14 ordering the output information units to maintain a predetermined sequence.

1 22, The system of Claim 21 further mcludlng _
2 internal instruction memory fabricated on said substrate said instruction
3 memory storing instructions accessible to said N processrng units.



.1 22. The systemof Caim?21 further including: 2 internal instruction
menory fabricated on said .subst”mmummu' ction 3 nenory storing

i nstructions accessible to said mmmt s. 1 1111111 111121 1111!
11111 ii | iWONSTTL/ 16777 C L M $ *° PNUSCDI 20797 60 1 2BCT/ABS0020790d

I ncludi ng. the steps of 2 providing aﬁol urality of processors programmed to
performtasks; 3 receiving frames in &0 1east one input port of a

conmuni,catj,on device;, . artitioning the frames into information units; 5
pr ef et dhi r‘#&'seﬂé@?&@di'ﬂéﬂ$%§W%ﬁteﬂﬁi°&s into a dispatcher assigns the 6
i nformati on unipreviding a@PieratypF pPicesbrsiProgratinied & patfdtar@srs;s Wherein the

procesgors 7 operate, sinultaneously to carry out tasks assocjated with
assi gn&d i nfor iing frames in at Isaskona inpyt pert afp cemmuRIgatipRAeVIeRE i on uni t

passed4to the phiitishingthéfram@siit@GRMAERoN dilts: €Cei ving in a conpl etion unit
informgtion units fromthe processors; and 11 usi ng_ the tag associated with
B

each i Rf or mat i OFefeiching; selec daformatiomfuitsnintona dispaiches assignsathe
pr edet gr mMinRRfmatsH6MERo idle Shes df tHY ﬂﬂﬁbli%ﬂﬁrbééé%gaslt \Dﬁeﬁrfﬂ’% gtbeessord O i NY

in an Lnstruction menory instructions for the handling of data transiting
3 an i At eloPgEate gisyitapeouslytacasty o tasks assodiated with assioned infermatiopupdtessor s
the ingtructi ogsnéfaBh&ta itdgtfof H§ IO UnitEsdis¥d £ | il

i nformation unlgts in % dat% il O%Vé:l ntrl)}ggn Edﬁr gngh an Pnputtﬁ%?r"%ﬁ;ang of

pr ef et hi MIOGESEARS: i nf or mati on units and assi gni ng the input information

units4p8 to th i ; |l aneously to
carry 100t an | ORRARERRPEom SR IR Bt SRR LHRR FopO ] oo oY drth ol )
uni t s1110 commusingthe tag asseciated with eash infopationwinititelatiangesthednformatiomat i on

uni ts 4211 s 98 ProetBimingd sbyudlicd. Nt erf ace processors; and

24. A method comprising the steps of:

storing in an instruction memory instructions for the handling of data transiting
an interface device;

executing in a plurality of interface processors the instructions stored in the
instruction memory;

receiving information units in a data flow inbound through an input port;

prefetching input information units and assigning the input information units
to the processors so that the processors operate simuitaneously to carry out an
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instructed task associated with the assigned information units;

-
Q

communicating the data flow as parsed and assigned information units

-
-

through the plurality of interface processors; and
directing the data flow outbound through an output portin accordance with the
execution of the instructions by the interface processors.

- -
w N

25. A method according to Claim 24 further comprising parsing the data flow into
a plurality of portions, storing selected portions of the parsed data flow in data
memory, and directing other selected portions of the parsed data flow to a switching
fabric for determination of an outbound direction.
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12 directing the data fl ow outbo an ouf put port in accordance
with the 13 execution of the mimlw’”ggmﬁ ﬂ.i nterface processors. 1
25. A method according to Claim?24 far " sing parsing the data fl ow
into 2 a PNOPHIGTTY of portions, storing selectéd porti orscragsobeepar sed
data flowin data 3 nenory, and directing other selected portions of the
parsed data flowto a switching 4 fabBlc for determnation of an out bound
direction. Il1I"!MLliulLlilliiiiiiiiiiii WO 01/16777 PCT/USO0/ 20797 61 1 26.

A nmet hod according to Claim25 further conprising reconbining the stored 2
and bt her 26l ecAarethodtaccording ta Qlainl 26 furthereopmprising recombining the stbreidhe dat a

flo 3 out bqu t hr.o an..out r 27.. A et hod ac di o Claim
24 \fher ei napﬁeoqg?reﬁelsgtgao‘?ﬁmwi'%Eﬁ'?%g?ée&%tpémr iof‘*'r&fﬁ?'h ngé% ‘%ﬂ%tﬂﬁ?’vur ality
of i3t erf acathoundtwdagh ap@ugutPOR. parsing the data flow into 3 portions
and distributing the parsed portions anong the plurality of interface 4

processors for handling in parallel. i . 1101!11
1 - 27. A method according to Claim 24 wherein the step of communicating the data

2 flow through the plurality of interface processors comprises parsing the data flow into
3 portions and distributing the parsed portions among the plurality of interface
4 processors for handling in parallel. '
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