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I rst 1 ntroduced, thelir

(PCs) were one o gr eat est

appeal s was that the machine was controlled by its

user. This was in stark contract to the mainfrane

TEGHNICALEE:L DYl ti pl e users shared a single machi ne.

Resour ces_0on. a i nframe comput er. re refully. . .

Shared belBErenibn el Sefieamyipdmeldss frobfls fupmuBicationdevices,

ana\vn pgrtisular togdrevidivgrseadiritpfyr duchelevichs.s type of

partitioning of resources was not necessary. As the

PC began to di splace the corporate mainfrane

BACRGROUNDARGvVeEr, issues of control began to

re-energe. Corporate Information Technol ogy (IT): )

depar t nenfvgen;pessenad i GogIRpteraviPOse wgkftréfplr%edage%ame of their

Péatbdt@ppRARAIAL Bat 1! hadind! el cBntrdifidSoy Ry SSE. TERSWAS in stark

bet ween an original goal of the PC revolution, that _

conEagiderthe cmamga@et medel, sere srbinie usesnshargd aheingleomachine.
ed t Q0. ' [

RSAGteas 1 shelnfelfg SORRANE NS carchl? SRR hethegn users by the

oparatiogpwsierms C abtdhavirgs sioglediseratsinyitime, thigtype @f partitioning of

&R0 B ot B AR B anP R PR E IR Bbbte maintrame

cbmpateer howdénersissued iodcomirdl hdyan dbelecemergapuCerpsrats Information

TEBpRRe € e bR os BB SR ans Jr TR Bt par grdpg corporate
infEeRtractiry. CTss easdecitedston betwekbnanpeigirngdal v the PCrdhlution, that
user - pur ng%@gr devi ces cannot be

be said to be owmed by a .

RS R TOR AT W ETPHEN AI0dRe newanediil gus Mitie Corpdration.
Thitedonglict %htﬁ@@@tdd@y@ﬁﬂ‘iﬁblﬁyé‘dﬂlﬂ@h@trﬁfqdaf Bagis!mtoAfanies around
contacts, calendar entries and email. Even when a
theWwaRe! d conput er is purchased by a corporate
enpl oyer AQBhiRF RNSBRexisR vk HRABKEY 86d othBEp et @Inthuters. Such
conputer is likely to be used outside the corporate
a5r wirglewss MopHe sommunieaiion rdeviogs erawevrtcBessitugtipRevith handheld
cgﬁfpﬂfgrétise morBf dASIEH FErUESrerdl reQYARY %ﬁhc%ni?%h%%dcomputers are

evice to access the corporate network offers
becemingiralatively inespendivey manyashrsurchasetsecirdegcesdoe pergonal use.
%H %Q@H—ﬂjrgﬁggéﬂto%(/ic@ csw lbg <3aifd% be Wg@ 8? 3 .coEporatiop of which the
conmuni cati ons, a carrier becones anothef "interested
usar isyanenployexs patthey ofteheomelo ventaboebrPdrated@ata such as contacts,

cg%%%gt(r)ig/s Oa%%izér%ail. Even when a handheld computer is purchased by a

corporate employer and provided to an employee, the handheld computer is likely to be
used outside the corporate premises. This may require external access to the corporate
infrastructure. Allowing an unsecured device to access the corporate network offers
potential for security breaches. Furthermore, when a handheld computer is enabled for

wireless communications, a carrier becomes another interested party with respect to the
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handhel d conputer. The carrier owns and operates a
W rel ess communi cati on network in which the handhel d
w@oopoiBp2i s configured to operate, and theref PEECARYN3/001245
want to exercise control over the traffic on that
hQﬁ&l’ﬂQ& gomﬁt?te?"et e c%ﬂ-?r Q‘%\ﬁ{srdn pgfia\feé"% witeltSs @Hﬁmﬁﬂlcatlon network
eir revenue erlng a t|o services
imwhighdhel handhsld evmpuw taeanifigurededy ophate, dn t@erai@lr@smay want to
Ybrkl3cBoRRARRERKE daliAaPAGH TBRbn! A\ AFHHL it ANEI o acd to
trmmevemte byeoffeping addlhahdl Beivives enalsmdmetdmmbpmeraf Aicarrimr may thus
ct, the carrier ooffe t hes rvic
ofi ks W obBef e T Hebptintal Prfbpll 1 BEGigRF GShBRr control,
pagicaiafg wherd ¢E depatmantsamitrers mag pmﬁntialty iherease Gigtwork traffic or
ontrol of a w.rele onmmuni cati o i ch

Rl cardlerS Al dp &R (elB paiRaana 17U teghitr el Toenue.

user, COrpréore, AnErer refiairkOs PREAEr §X%FEteMm Q\Whﬂitﬁ(ﬁd for secure
carrier, and possibly,  other st akehol ders, to_ control

CPFFé‘?'IOf awireless 5%@81@‘%?‘9‘?‘1%‘('0%%@ 'ﬁysteﬁﬁh Bdfyigual stakeholders
@ﬁ?g{‘tﬁle@@érs co@b%@ﬁH@Eor%rdd}M’é@ét@M ASH oA 'cﬁﬁléroarﬂfbossmly
as ec he invention, a systemfor secure cont
otifer astalighaidess s terpeante! ctbﬁﬁu@he\e%ﬁ iasgelgewitbeutc @ﬁpeﬁ@eéhe other
f’%kehﬁ g&fs, one domai n, each domain including an asset
e Wi rel ess nobile communication devi ce, and a
domai n controller configured to receive a request to
affectl ng at | east one of the
D?éél;' ?m@'ogggﬁﬁﬁé whet her the request origi nated
with an efmetq;ng teadn mcaoﬁmasr(venhm atsyetesinfqm sectie otohErol of a
dogéai hlat i ncl udes 41 gfe { ected asse B d
WITRHESE SNQRIIP oMMy |°é‘t edf?eo‘f""ﬂﬂ{@eﬁﬁ 281 8%° {RDAE Fﬁ‘é omain
iHoRliresdn asbobfiied Wilelvss Mobife cddirhtinicdtivatdelias, emdtardimtain controller

atl shi n that in¢ludes the
hEire o eBEA aagBePoHom A SpeTaRr S Teatho 2 Bast pne of the
aa§¢1§0fo @tefnfiRe WHEHRIr B8 requdtk tnighatear w&l@‘“alphf&tlt)ﬁ @rmtrr@s a trust
W rel ess nobil e communi cati on devi ce,

r@g’@qr@amvylﬁbthgggg}aén @pt inplgdesineat least qﬂﬂﬁffeé:ted ans%et and to permit

c§RPTENBh BRbEQDeARIh UerO R BBk EALkK IR ek RSYa trust
domai n i ncl ud INg a | east one asset of the wreless

rﬁﬁWS@%\@lﬁh@ﬁ.d@mal@H@mL@@s theeldpastippeaifecieguasset -t o
perform 2H a%@@rﬁ@ﬁb@@ﬁ%ﬁ@tﬁ e@f of tR@fveRfich, ¥ mbth8d for secure
asset s, etermnin

e oper atron I1's
cpelretiof a witclegs mblleimmmunucaMn demeu@tmprtslee saf@regatinglssets of the

; - e i.0 it C .
R8RS R, pATLRMGReL RS o By e SACRE Chagh comeln
iriahtdirngje@eadte)nafa‘seeit@‘dhawetess mabile eomhemiaaties defice, receiving a

S fo BBtk AR i of %o 85566, Btemmining
whetHep tengpedietian ik @armiitad biy ftieé domain ZhatdhABE/104 Z6HORed asset, and
Fowmg eoggelrgtlonzto%e completed where the operation is permitted by the domain

that includes the affected asset.
Further features of secure conirol systems and methods will be described

or will become apparent in the course of the following detailed description.
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BRI EF DESCRI PTI ON OF DRAWNGS Fig. 1 is a block

di agram showi ng a communi cati on systemin which
WOWRe0el0erss2 nobi | e conmruni cati on devi ces nay be PGEGA2003/001245

Fig. 2 is a block diagram of an exenplary wreless

nobi | e conmuni cation device in which a system and

nmet hod for secure control may be inplenmented. Fig. 3

wwuiﬂ.@mting mul ti pl e domains on a v
' ow ot 27, i A SRHER S0y 6 4 Seurlinisnth shep ip whicn

wirtless eobile oopirluaicatiomdavicest mapbdergsede. Fig. 5 is a

bl ock di wreless nobile . .
comuni c%?g §ﬁsa§g\9Pg@gr%Eg ﬁﬁﬂ"@f&ﬁﬁ'ﬂ@ llgGpmppynication
deNDENMIBh Fisgstedh aril metodddr sbcags eontohaial he |mplemented

comruni catian s

t
cormuni ca&t§-ons aés gg]@gﬁe@m%trq}g\gdnu l\*ﬁ%ae@ﬁ’l’?ﬁ QN @atifelsss mobile

cSYRiuBitailéh déned.udes a Wde Area Network (WAN) 12,
coupled to a conputer system 14, a wireless net

gat eway T80-4rigia fowsiassrashovhea mgt,h@gqu@pwlelgopt_rmq)f awireless
m%%rle&ﬂﬁrﬁﬁ'nfc% &S devibst work gateway 16 is al so connected
a Wreless comuni cati on network 20 in which a
vv| rel ess Figtf is@ Woeindingest ploan example wirgless maghilecommunication
(itce"), is configured to operate. The conputer
sys em 14 may be a desktop or laptop PC, which is
confi gured to communicate to the WAN 12, the Internet
‘ . IﬁySt em 14,

ety an I nter net
SerV| ce FP‘ring’l den bI(>¢lGH’Dagraﬁmshowm’gl amo@mumc:%oﬁ’rsystedenn which

W%A\ea% R PGl BRUTORAGRE 5P TGP aRTNIETRY ayetem 10
irﬁmﬁglbﬁlmﬁel&e?Ngtvg&E M&AI\BCIZJ (Ebu@ldﬁiftb\ét?bklputdr system 14, a wireless
PR GolaNEY R BoH 2 ARt bOCA Area NeoBebAl e The wireless

@er@@ét@@a? A6 & also E6HMREiel o QG}"eré@s b&kﬂnfuhfc@ﬂ@i lhetarérk 20 in which
acts as the primary interface for .the corporatlon

agichRes geotie %H@w'@@@ﬁ dayien2a (‘mebile Arvied), inpenfigured {0 operate.
ot her - extfidnabmpeies 39S "Fh'rﬁﬁ‘} %e é/'o%thBF MRpfed: PC, which is

Known nessage server I ncl ud for exa

configuserbia qomraualﬁatfag’@ thsélwe;@m?amﬁ mru@tn&ﬁmr@m Rgswch as
cérﬂf)\}ﬁﬂ' %ﬁérﬁ 19f ﬁc?rpnalﬂf Sgcésg t?ﬁ?lﬂiéﬂﬂ&tﬂ’]r%ﬂg%ﬁfﬁtérrﬁb%@ﬁtce Provider
na e

érs to route an lTver e nessage
(18 vapplizstiareSeraics ¢>rpvider (é\éP)oBthmllkEOOM 017592

ynar o dliereads 3R Ao e bl BBl WorBieh Fanment in
which multiple computers 28 are connected in a network. Itis normally located behind a
security firewall 24. Within the corporate LAN 30, a message server 26, operating on a
‘computer behind the firewall 24, acts as the primary interface for the corporation to
exchange messages both within the LAN 18, and with other external messaging clients

via the WAN 12. Known message servers include, for example, Microsoft™

Exchange
Server and Lotus Domino™. These servers are often used in conjunction with Internet

mail routers to route and deliver mail. The message server 26 may also provide
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lists, task lists, e-mail and docunentation. Although
only a nessage server 26 is shown in the LAN 18,

wobageimkt |l ed in the art will appreciate thatprar/icAb03/001245
may i nclude other types of servers supporting

aﬁﬁﬁﬁ&%’eﬂ ﬁﬁﬁtl&ﬁ@ﬁ;@@ﬁ@r}§§@\§rﬁ% iDBLMBEL &5 g r"%‘té‘ﬂ% calendars, todo

mput er € nessage ser
hsiSdesk lists, @-ma&,aracgdmgmmmat@@s é«ﬁh@aﬂw dnbyra miessagstseavearye is shown

rﬁtﬁ% IP‘?‘C N ﬂﬂalsg sk@é\@ thé& rgng%lgépg?é(é%tg Qﬁ’at%ri_% g%?uo%r &h((a{ types

'e’to W de ectroni c devi ces
ohservers aappmiwg resoumes tthatebrecshaoed betheaanciise netwvbrked computer
ssaging-capabilities T server 26 provides.
SYRISES githg THA T 08  BLe o NG STRLa T CBRpOlY 8GR fgedibed for
illagtr@tﬂ/lémiuﬁﬁbsie@ ohlye Ouildr E8ntrasstering ahd hdhhaliB areapplidasle to a wide

mul t| er s ens .28, each, of i ch . , .
A5 ehBlRelEOTO AYERg: HEY AT divfio SavTedMPcriBgic devices with
nfaskh@ng thbadiftfeds NotesTM etc. Wthin the LAN 18

messages are recei ved by the nessage server

di st ri but B¢ mgssage %}S@ro%ﬁ PEVidesdNe$SE0RY qemabu§@$ to networked

cé&%ﬁfé?‘s?steﬁ%dég%éﬁﬂeﬂ o e LIARC 8.V ol ty PR 208y 1@%@@&% multiple
then acCessed by a user through a nessaging client

coperigr BYRienn 28, eashplwhichdyplesentss mepgading elieat such as Microsoft
cg@BSNmy Lofis ﬂﬁ%\?bd’%t@” WitHi® i LANL 1B, 3n éagég%\f& ?ﬁééﬁ%okby the

ch nmessages nmay be éxc
messafe S@E\xﬂrc%G 2letrfbh@dn‘tﬂ)|thqa apgmpne’@ pilhexes far user accounts

aﬁélaeg?éoe in tﬂ'?e o 3} e, ﬁlggg%%d%ﬂfj ad quﬁ’ 'aﬁgess@dvl& %ﬁjser through a

comruni cat'i on onmmuni ca
miksgaging sliett oaeratmgy)nrm@tﬂnputemystdra%t el ephones havi ng

bot h dat a.and. voi ce ns. .funct | i
mul ti pl e HEONrEges %%tg&%”ﬂﬁ@ Qv aﬁ‘df‘%&é%g‘$§wé{§}c%38t%ﬁé"¥°rk 20,
thrgpgts whichcoessayesahap be exahareyesloniéh a riolglet dévices 22 s et mobile
R oD SR e L 32 STHLB8S hNSa e AR Ricator
d@?ﬁl@é"ﬂi Qlid-niddl dnenicafon gevitestich Bethdry rhoddrheelldet idphones

bel ow. Such functions as addressing _ of the nobi

| e
haipg kot Flata: ARG NP SomMyIGRIgRS B oAl ayiiple-mode device

CHE§§@9?§0|&@ Idatd &i5d 8HEr iybéé‘éf‘&o‘?ﬁh@ﬁicatﬁﬂé QP}érs‘éhBPdl ital assistant
Interface functions may be perforned he wireless’

(GRA:apgbladfor pHelegsicommunigrioahery allepmwr deekien pompuites gystem
V\H\Aﬁ aq/ﬂﬁélé’és% hdh. AFPé)‘?erﬁ B1a% n%bﬁae%\msé %%%s&@déeﬁﬁ Iﬁrs%@r détil below.

case t W rel ess gat eway )éua so determ ne
a nmost | &@WN@M@ s fasidressingt pfh;jw&an@i erfleviggb?2.eencoding or

oﬂ?e\fwf:s g 3?6?91 ﬁ%g&\ stf&aﬁ/helgg?'tréﬁsrﬂ%g*oﬁ,eén@%g%ﬁ{e? interface
. Ry conput er

roam ween ntr S or
fmcmbesmwyibb padoeme;d ioyothe mdre\sablgatewagyl 6e X b avitgtess gateway 16 may

o EERAG R o bl RS 80w SRR A whicn cae o
WiETdsEARNOBAY 06 2ddy also determine a most likely network for locating a given
mobile device 22 and possibly track mobile devices as users roam between countries or
networks. |

Any computer system with access to the WAN 12 may exchange
messages with the mobile device 22 through the wireless network gateway 16.
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Alternatively, private wreless network gateways such

as wreless Virtual Private Network (VPN) routers
w@ouad1Ebs0 be inpl emented to provide a privatBCT/CA2003/001245

interface to a wreless network. For exanple, a
ARealigsy R \Hté W}ﬁé@nh&%o‘rm gbfé@vdgé"\éu’eﬁ BRYvirdM<RV VitRiaR Private

rivate interface fromthe to one or nore
Netyark VENY r@@@smw also be implemeuigs torsovide @ Rrivete interface to a

Sl‘e%’f 5@&5 g )%nsmﬁlf? ‘é?%ﬁre'lé%‘s%?ﬁﬁ% Fe%eﬁ‘ﬂé@%lﬂ?e LAN 18 may

evuce ess network gatewa
prdvisled prNats miteréoadrdm B@ Ly 18ksonedf more meb&e thavices such as 22

tm@@%ggq’\‘ lgef%g?%kwérﬁgpo %ﬁ.@%gﬁnv |8 (l)rlgé%c]etgkg%q]ﬁ&%\’deq}dégzzawa the

wirplesainesvonk tglatavml ‘rﬁsamﬂgnethsermr@ess%etw&hmﬂ may@snagﬁectlvely be
| ted St at

B B 30 3L SEEE it R B008 i o
rédireBtidrh Is?st@mp‘thac @preQWIthemerrﬂégﬁgel sert/éx 261 yPectvh message

PN AP USRI UEN SCGoH ot Horf g1 BOadliss hereby

.r%arp@rr@tea ahfo ihhs" applicatibe py fepdrefse. nem Wﬁfsktybét(ﬂ‘réﬁt‘é?n |ncom|ng
either a wireless VPN router, wreless gateway

TBEREGOS ROBVPAY the SIOSSREMBENET 26 AR G aBPELE SreeRr R mobile
dg\gcélﬂﬁi afsent {?ﬁo&tﬁﬁhe irBIR5 h8ubeY inﬁ#fa%g eithePh Mireless VPN router,

ternate interface to a user's nuail OX on a nessage

Wéfé'ﬁ‘ﬁé gateg/ayelp eothenwtedpes; forgxpmpiate the Wf@i@%ﬁzmtwem and to
HRAL SN mobid pg\%e %o, WFotda! Siatedn e'rI%ESgB d@§é@9ﬁ1§|lb& on a

a user s mal ox on the nmessage server
”msagéﬁwﬁélﬁm%bsa@ér&beSSaAqdecatuomlProﬂoc@la(WAHmww Through a

n t
Wﬂﬁy&gﬁk\l\ﬁa& éhgt of r{?(?ssgg% |nVae Er}s ﬁecrﬁglg%g S?nﬁhynﬁe?sggé server 26, and
possilviy Baclamleesagmmacpemtlmuf leaels nmheagw biadydedent todh@@obiledevice
5 F transm ssi ons between base stations and devi ces.
he wirel ess network 20 may, for exanple, be a

dat a- centA i wirelesg aletwsrkn@dwaornally delivees cramsages to and from

et wo
BPBERETBR Vet suThrmtanab i oY PAvs fasTEisgs between

baseEtalidHd ameitdevicby! he WRRSISSY ﬁétwom@oehé?}p&d ety ks a data centric
i,ncl ude Code Division Miultiple Access (CDMI:%Opnetwor S

witelogp @Stk APICRISSNITS Wrelessenatvata T 8yliakrods nahweyk that can
@@wmtﬁ%ic@%dmo@%n@%ﬂ%@bverﬁﬁ@ Ksﬁheﬁﬁ@éﬁruﬁﬁﬂé{' Recently

networ ks, and third-generation ( &Hnetvvor S

dpv%@pedamtwad@dn%dea%% Blyisigsy Meitiplsficeess(GRMOnetwodss) Groupe
S?anHﬂbBﬁ]&‘?th e 'B1Bh 4B S’EE% ﬁ%ﬂg@'&ﬂh%éat&ﬁt(@% and General
y un

are cu rent er devel opnent

Pagkel Radia DergicealSRIMS) optwerks, reé\dethlrgtgamgragsm (ﬁG)en@wgrks like
E@ﬁér“\%rok Pg\da' ‘%Qte'ss f&Feélo‘BQf dE\PdIJ{%nWBFD@é : Léglgﬂt YURNEEH Mobile
Takat:mmnkmlcatlnnﬂ; S;dﬂemISLQUNE'ISe)e, wiith dreclitrent!ytundet tievelopment. GPRS

i,texTM Radi 0 .
Tt RAARTHoR B HBleting P iEss ek B oot ppspmina
viriaathe egernyt d&OLmtrgfalhaEuroﬁe Some older examples of data-centric networks
include, but are not limited to, the Mobitex™ Radio Network (“Mobitex”), and the

DataTAC™ Radio Network (“DataTAC’). Examples of known voice-centric data
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WO 2004/ 017592 PCT/ CA2003/ 001245 networks i ncl ude

Per sonal Communi cati on Systens (PCS) networks |ike GSM
wane4DiTe2 Di vi sion Multiple Access (TDVA) SySPEIVEARIVAN01245

have been available in North America and world-w de

néﬂforl@ﬁ?‘(&ﬁ@é P¥88hal Cohﬂnﬁrh@atn%ﬁ EQQ%QQPCS RAWBARYiK&BSMIand Time

owns corporate may provi de’ a COfT'pUt er

Dijsiore MUﬂleaAaCQﬁsr@BMAé sdgt@msethgtmqvg kaencawgilagledn North America
it a}gﬁggﬁggf&seg?a % Ssexanpl e include the user of the

e conmpany whi ch owns the
cor por at énliddsg8emahd] a compamnyewhighi @niher ecorperaitéAN 18 may

oI S RV K Q%g@ﬁﬁgq@ﬁéﬂg & 22 BN FamBiBile Sta ipkehojders in

tHid EXam;blellﬁcld@a/theajsebe e mebiteadevicee22,uhe @snmanawlmlfsowns the

reside o edvce22F K .

CHPRITE NP EaeR SHBIoL Y CioPR SRt e s TliR0R A escrioed

aBévd, Egch @ftr%@semalaadr@}tiﬁ@mﬁ@hld\ém inGtedton carpolling tkrt]@mbbm device
(S| enent e t s u ar ent t hose

2TBF chain FEpoLiTa s s rSuarY OnrBS BERa RERES Znvol ved

in a secusg 2|§@ruddklduégvémmﬂéﬁerﬁb\awwmeﬁ rﬁobl?e cohffunication

nobi | e device 30 wil glca i ncl'ude furthe

deviap trveteha Sﬂ%@'@@@ﬂﬁ@et ior eerare %foamwb@rmpleamt@q ytshould
b8fa F)Qr%nf'ﬁpmoge dRYLE f PR arﬁ%a?&‘ﬂ%@hé Borﬁbgnerﬁs |rﬁfo|%9'|ﬂ\ % secure

ce 30 conprises a nenory donmain control
cqm)trol ayﬂemr@ﬁlowmﬁg@e Rvéi hemapblla d@g@e aonm'léﬁsfm&eélycnmlqde further

céllggf)ﬁ‘é(]‘gs ad%p'keggﬂétugﬁi ttgegtypg ARG RSHcROna Ttﬂ@ &t de

a software a |cat|ons store
33 conf iApshedvntio Fig. 8ramebile device %chmmpraes armsemary 32, a domain

FRIREA S M e ST b Rl e ReeS (T BeAREBn iffrtace or
caomatar 500 nmeyn?nmezgiﬁ;ludea ey stae 8Mhfa siaftveaars tipplicaldns store 33
oSG L 87 spBibE apnificDe, dmdaaf g i b St ietronic
na3kagembicontastsetes %h@tstm doataet forahedon, ddnhmn p'elmyrs}ore 36,

32. Oher inforpation stor

ot s Do P e S2g S 8a 6, AT it rips store 3.
ﬂ'ﬂé%e%ﬁiféé Mreglﬂuét(%tlﬂe oF thbepldseof ﬂf@h%ti%n@;l‘br% thaat %Iyl beﬂir@wded in
whi ch other_device con‘gonents e dat a.

aiBSmenGS, QUeT Helo SOTRINMASS b PVIdsriagd aistimaddition

té‘ﬁ%%e‘éﬁb\ﬁﬁn{fﬁag pe used by the domain controller to
I mpl ement_domain policies. The software aplEI i cations
a

store 33 Theomeawsy S8fis \aaweteaplsl stees seHsas RalRANkipo which other
d99€€ cgﬁlﬁbﬁéﬁt@% ilRC RO gt e ﬁm%n?b?r% 39”9\6"@9 store 31 stores

or ex rrpf e, an electronic ssagi n
crywtagrephic kpys wiigh imay, baauqyglrlydhahonﬁfm@quiI@rnto |mplement domain

pg@??ﬁg eﬁ@&ot{tﬁér@a&%ﬁéaﬁ%g § or@@@ llﬁ s%ﬁm@@ﬁéglg@ﬁo%ﬁ hlat have

her” so I Ons. € nessage
beeniirestalledemt then’nobﬂm%/m@ew amdouaninetiidai fdn example, amnlectronic
sof t war.e rﬁpllcatl

TReoags PL e foucaiTh a8k Bubiudf MEeBaiL gt Sormare

application, games, as well as other software applications. The message store 34
stores electronic messages associated with one or more messaging software

applications or services for which the mobile device 30 has been enabled. The contacts
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stores information normally associated with such
woreagagisoy software applications and servi cesSPCT/CA2003/001245

i ncl udi ng contact nanes, telephone and fax nunbers,

SIS sSSP SR LI g S

agpiicatinssang beomaasn inshidingi costact nahis Helspeaid gnd frcm numbers, email

iteri sed t nt :

vy betifiaders, STHRONE RFC BT IRIY, fore g, domain

mehietshig eontral qrticiear(&dostain epzbhcn&sé’b swbntbrﬁpedm;t me oritedatused to
vives the.termnation

ich s
dégg%ﬁ'f‘%é? okhigh domain @astoglavqr? app@c:aglpg,r %ra)ppﬁ’a,t Yy fcother information

sRASbSpladéd, SFstOradl! PerdistanLiiig,dr dat whigesurvives thd toesination of
in further detail below are rmbl | e (?ew

2 AP CRRAIGRIGRs JUTEh SRS oLl [SsSiaeq ring e persistent store 37.

CERMTMYGBA | Bibe@' Reschil an3furthep Wetall BbIBW, AR moblle device
descri bed bel ow, the communication pipes_ table

ccan@@nwﬁmru@@e&amrsﬂléﬁ@é@ e COHBBH"P'%%W(P{'P?%"@B‘?%W"' also
bé Héﬁn‘)@& Bel()@lp{ﬂe c‘ﬂ)ilnrﬁtnﬁééﬂlgh N ﬁa%}éok?ﬁcllﬁféﬁr réf@rence an

received froma comuni cati on ﬁ ro erties
awmlpatmnltogwnmlr@ummrfa@ﬁ (aBD A1 threHghrw lcatd@iaemab'rbet sent to and

re%glgﬁ rfrl)hgv Cer‘ﬁglglc%t?on %Febrog) Hfésq ﬁttc%ﬂﬁ rta{? {3‘%8 and are

|ons
stored ihéherptuipkdied estore S93 Otivay dde assmndddwntrt the nai:i:tlla device 30 or

f .
G 3raB AR hielitdan e b detdEsg fithhe Bl it deftfstores

stegyramafig. BEntutherodgiastones ontheheemoly 82 bderotcehod inTHig. 2, or

e L e e
descri becrhabW@less transeenasri @48 whable§i the lnoburéhejewce 30 for
nobi |l e device 3Q is al so Enabl ed %‘PCL conmuni cat i

cwmngagqqﬁ Vig A WIrelesging PR < pes desicri %l?ov&éolce@unctlon with Fig. 1.

Théflov(kd BEVIEGNS0 fé%ﬂsd‘@@bie‘i‘i fgﬁéﬁn@rﬂunﬂéétﬂ)rfshﬁth a SImllarIy -equipped PC
i nt erface/ connector 50.

In
oc@iherdavicsy ingyding angtlyer g@btl%d?w%e N@%B? W%riace(crs)@nector 50. InFig.
2%hé @bﬁ%ﬁ\ dohﬁfﬁﬁé?@f'o‘@éoug)f’éd tb hfe méJh AB2, ﬁfé%t*é?&s transcelver 48, the

i nterfacel/ connector be descri bed

Ut 46t Ard theeinigriaceiiopngctons: e£§ WIH beydascribed |lréftw@@r @etail below,
ad3s38te Lfbr nﬁ@oj%lé‘ve%ﬁé ag§et§ BPtesBlcds kl%nfrg%’eo%]lﬁﬁé Hoﬂlafn controller

contro omal n contro l'er
4Be Theplienainteedirotert 4bnlelikels ba implemented mestioften @ a software

REl2h ofreEb R < S RA EndM TR et Bt shown).

Fbe ekaraplB0whsreahd anchifd/HeviedB@ i ai@ma&"éenab:lbd devige mcllairgg a Java

ViR HRRAT PG rredhassSeBh i B iy hg dymgip contotier 40
maly?w incsrpd@tedmvitiin I’fhef1 BMM:Bv’ﬁ:hpllemeIde%iB;aSeﬂwaﬂe @mponent that is
SO e _co nettatl ecut e t he JV .
RHATDE ST VON doomhb coplrpbet 1 irEilig: vethtn Tefiborayiles more
stiddrflinedtdrRiaslidbiedomaif seelifitthah mﬁmn BoAtes! 4t bisyftvBRBpplication
Ie(\;l/glrral n control at a software application |evel.

The Ul 46 may include such Ul components as a keyboard or keypad, a
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The U 46 may include such U conponents as a keyboard

or keypad, a -7 WD 2004/017592 PCT/ CA2003/ 001245
waleploays92 or ot her conmponents whi ch nmay accept PCTYOUR®3/001245

fromor provide outputs to a user of the nobile

d%?fég qgﬂger dg‘h{pgg%rgtrg gﬁl{ﬁt"\ﬁ%fé%c%ﬁgibpﬁtlg?@/ IS’rEJgO\iéjge 5liButs?o a user

of {hei mblle/ dewcb BOe sAlmught dhawnoase adingladdbckhie Rig48, it should be

o e R SRR B A 4 o o 46

thenéforermtemﬂedttm sapsésEnt bat veeord bser intelfates. devi ce 30 and
a PC .or thrdelcewa ation Link t
ostabl i sh YigFfador ol SRl nfinafih, HeBer hgtueen the

rrgibi‘l@%fek/b_brﬁm éﬁcEEfF?Zcer Qhomeﬂd@ﬂt@ma a cbilmqugﬁbanbn liak leetablished

evi ce e er ector 50 cou e a

DGeRITe PIeoPaneEi o SOPDR & coBRBBNE NLETToGe e caER acr f e PCor

ofhearilige. arheqmerfs@é/c&ﬁ{e@tdr SRNSIURT bé Bh§ o @Cpﬂur‘éﬂtgfbf@%t@ﬁansfer
Infrared Data Association (lIrDA) port, some

cQmBPRENHBNHEUHinge ¥ sexaEyHLH @am%r%ta irangler dptgrfacs sech as an
IM‘Hr Db&t@s"sfoéi%ﬁoﬁ(-!m ‘i‘)%rtsé’drhébthgfsﬂc'fr‘f MRGE Mrefe8s b@rlnnﬁHﬁ:atlons

por and connectl on. Known short-range w rel ess
[ @fﬁﬁ@npbatwltﬁﬁslnﬁﬁﬁ:aéﬁf%é@@S|Sﬁﬂﬁ|quéJn'f/@”|Sa|%&r us, (USB) port and

oRfeEp0: Ko HopisRay Hidhek! oo EuBhe il foyoe. or
ekample| Blusdocth pmo@ﬂes and 809@15‘em9dule$ ackarding toghe Biuetdadh or 802.11
<BUUPIBN BTG HholS0 90 e SRBE) W R RS Buotoan

ahtl 80Rrid rdernstésfgs nfemescﬁ(cbﬁi&ﬁ), avaiebéd frog the Instituéé eSEBlectrical and
R0l e e SRR R T B Rl TR A% winlessgrapel area

neRWrks; rédpeaivelntdince canmurmioations baeveerehe wobilé Hevice 30 and other

ter f age/.connect or O need ece
SHSEh Ch Vi Be s aGaenn e otal Fes b hatdssAtly e Vi physical
chmkadtion deferéifel @ dorffiechiig HildBlle 8&NEER HPC &V@tlh@mjewce or system
| ncl udes est abli shi ng conmmuni cati ons t hrough eith

tabé%m?\%ewm#@'capow EueReither pingica cgrg}%:ﬁggs or wireless

tr-'éhé'r‘ér sdHafh et lThh@ tl‘i’@MbEﬂ% RRiceB DuRpc@nneatath 4 PCafongample
for exanple, by placing the nobile device 30 in

byrplsicing thewiekile dewae 80 inamedile deyiee sragia samnepigdito aﬁerlal port on
ey p tlcﬁgrrﬁ{ thi %Blﬂg dtev Be @@thl‘?tl‘%@‘éh % tlc%ﬁ) géH ?ﬁbré&@é in aline

an optlca hereof 1s in I ne
ofsmg’m efra q:mrlar fosfrt Qfﬁbe PC, ooby blyquys p@meojnng @n ﬁ@rangln@trm mobile

dg{n{:@g@ ad PHE tsgﬁg't ah%rrra n%%ﬁélﬁseo tl?i%t oaarﬂgmgﬂ)h (Blgdrr@eBt ?ﬁé particular

nner e exchanged
OppE!tlatl$ amshiedvial Mabllshlngsctmnhrhuslhair@scwwean catmabils dewce and

n_a _nmobil e dev th t
BT SusGapanasnies s AEPensBas vgsh, fi¥ SVrdk 8L i ER anaror
conmauters @vailablelin th éhe mohm diemdrwarrmﬂhelo&heieswstem andkvidee
ot her sys or .devi ce. ove tip
ot akehol dut AegagPah, oy e LS SeneBiRey ghed mpvRbistergsts in
cORvoIey ARHRE HelkelRBOIY Ge®soliites.han thdinsbildeddvicd 30), assets or
rgsso%(reéess lr?clude the wireless transceiver 48, Ul 46, interface/connector 50, processor

40, and any of the stores or information in the memory 32. Some of these assets, such
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resources include the wireless transceiver 48, U 46,
i nterface/ connector 50, processor 40, and any of the
wGer@res7ser i nformation in the nenory 32. Sonme PET/CAZ®B/001245
assets, such -8 WD 2004/017592 PCT/ CA2003/ 001245 as
akhge W 4‘66m1§ﬁt93§ u.@a%lé‘ﬁ?%'n? s@ﬂwﬁl‘éya&élfcéﬂ@{ 8r S G ih@Mmobile
or system on the nobi | devi c wher eas one or
davee 365 whereas pag @h@pmf§hﬁ§§ak@m®ﬁewn@<wh§o ekeyta fighter control
09&’16’&81[ ass¥E Aréé?ﬁé}ﬁgﬁ tr?es\ﬁfr‘él}gss 'trgﬁéééﬂ)ep ggt lﬁ?elﬁc'é?doﬁﬁéctor 50, and
transcel ver erface/ connecto ,an
lnfmmﬂatsitmadmtbleardemnrytﬂﬂefommlesz for exanple. In

or et 1 LR S Bl BTN BSEULR) S8 bt o

30 paesietsamalabe adsigwed to domairst as slsowmintthe storssin hedBemohe32. The

P30, P Be B RC oBrsiE Befhadha; e sorwere

applidatiynstiore 386, d@fﬂi&m S;icﬁlﬁj;' staten 384 Qsedsigtent a‘.ﬁaﬁa store 37, and
[ | e 38 respectively inc

Cémgébﬁél?%é% %r?’§ re&BﬁﬁIVﬁ'y isiude %@W%%r%qpﬁ?%tl?ﬁs domain

pdﬁ’dlés pérrsiistém BN EAEIrAMURTCERSh PhSsssdsatiatbdWithtHoRRIi® AB and C.
C. The nmessage store 34 _and contacts store

-@5"‘ mﬁ?ﬁﬁ% %§s§@e3§‘daﬁ@ﬂt€6tﬁt sletes 35a6lep aessageshand contacts
aQQd@étﬁé vRtr@86mafs é Binf b s Iﬁxtﬁigm;@mp%" P RIS B &R C have

have associ at ed nmessa I ng sof tmare appllcatlons or
ag%qqyat@@maﬁﬁa@ng sefevamap iggeoksesvices whichrgedammessage store

3§ta9{deco%§act§39t6?é 85, Cljoﬂ'glr?‘@%clﬁdésommr&%éé%ngi i buE Hbt for the

for he pur poses ectroni c nessa
psmpss of eletctﬂoslt:amwgesmlrbtms ekampleot Ites |a|sodpmlbie tbat not all

: doyi : . :

SRR O 5 FUERE ARTEL e ST D iy o, o

ezahpleawbemp pbire&tmdn@sﬁnl;cstoﬂwawaptﬂlcbm wmuﬂbprbelde local mobile
unct | 0 ch dao not re

dB 565 Rl WhR Rioi i Bt BmiiichtionF 1S PERARES (ioBle gavice.
of obj ectAdbiain ishaslectotoiohjttd taeshané atconsiion I8vel of trust, and

oG AR OHERH ARd CONPedDY.s aBHY SRui B kEnoIHeR  Suok B ymple device
ugdgyi laCrﬁob’iW@éwceﬁlo@ﬁérf laEUar@ér & é@éNlc@%rB\‘h@w delacing! ACHBIECt in a
anobectlna i N nmeans object is

dppaét %a”%mﬁttth%toblep’é'Sdélést%rﬁr@eth%%? HP%F@G begresirigiad to other

dERER meﬁ%af&e@ac#@&ha.ﬁ%glaru&aﬁﬁn @ombﬂcmﬂdlscwhkh Bbjects can
controls which o(;@ects can becone nber s

baeprap imerabergeaic idoatpin. s desdibed d@tfartmerb@t@wvbelew By creating
d?ﬁ%%n:)%ialaesggﬂﬁb%ﬁe%%o?é 6rﬁ§ﬂnEeRgfbgrggl}nefﬂgvfce%géém&afeéholder,

evice to each sta ) )
ali stakehelfersmeaymmgintain APAE fevebakconbrokovesmabde devte gseats that are
j ! .
oIS 9 DRSS oS, ARldertlp bioter 4 anpgps oo
dathaireareihe snakdle ldevide 38 iand orainthies notiidl eveisadcess t&@jomajln assets or

(B Enf E B el & PR RS e el TR REG aess s granted

sat i sf i edrdred@angpls unbstanobits devices ardyele purchased from any of a
number of retailers. Once purchased, a mobile device user can preferably execute a

pre-installed software application that allows the user to enter credit card and other
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For exanpl e, nost nobil e devices may be purchased from
any of a nunber of retailers. Once purchased, a
wonikersdevi ce user can preferably execute a PCT/CA2003/001245
pre-installed software application that allows the

R e Op B ElhaS et PRy RbRS: nenPr EbmfiRgr pervices.

Tposs skilieshin ferast wélsappeiome that, mmﬂmrromtqnmg afsuoh sgryices on a new
WL Lapp. ' i Qi Lialk
o8 ol BRSSP e 0B il bustomer
sewmeeaﬂresemahweawa ratteteahd)m@mslnw?rmét m&mgei. éthedvillisg imforotion is
sggtﬁé b%{%&%ﬁc}aﬁﬁblp{%ﬁq&%ﬁgéﬁg VEHijes tﬁ? Hﬁﬁg\ér‘\%rn%lation and send a
rég]étﬁa'tﬁﬁtmmaﬁé to Brthobile devide! eflesegicatioremebsddd iB@Processed at
server, whic verlf es thgabillin tion and

i nfQ
the bl devies ©gSIBh CRESE ARBaPT e MBI BVifByi ce. The

regi strattHcaraesddfainsmay PerRieaflichtasséeas®Bidviser that can be
device to establish carrier domain on the nobile

uged i e acepss dalernedr inigmatiennapdi pevises ¥iac ﬁh%s%%f'%r sgwireless
cBmAUNERbN hBRtork 2Th BsetnafltHeh |REARE Brdwie M@ carrier domain to

I nformation and services via the carrier's wreless
sybsaiibai toad ichat aetviesr Kowriead iberreatived Befiwarseapplisation from the

RS %d'p%c%l?ﬁe g%\knﬁlES&eodéHfﬁ)a?e Bﬁpl%cé%’r??\{d g cEHne"f‘dSn'?u% Other

servi'ce requi red software
dbmain seingced, At asa doraaid bpclatpe‘retqluen@tommame@ wbmhwa@@fles how

oﬁ@ﬁ ldoﬁl%ﬁﬂ 8&a'%ﬂ1%8ldt6bea§3{eﬁ' Wé? be %’oﬂ %uregéggﬁlhg user for the

rvices, requency
cev(@npbmalm\mom:anspaniqub|geeel‘aﬂwnvoif/e$’nhed*anaﬂenofntM‘r&an$uzﬂtal mbssibly

PGSR BTN Beotar e b PTGt e 7 S s svstem.
Subﬁ atbaskd @(.Iieran‘ omnmsﬁa dbaice,uspnosinel, )Or othee btatteihglder to restore a

e SR A3 LB BATRESS b BT LR, Bbgon e

“ u@eldméyc‘cﬁ)nﬂ@ﬁ‘é soﬂ%@éttmé& foptthe caflerkiRRitioh the nﬁcﬂﬁlefeﬁlce the
a domain 1n the event that the donmain becone

cagier mﬂrgalns pltimale ﬁ?l'ﬁf% ove the, gzglrélﬁr gq)f@amug%qje%@ed in further detail
peRfi gure sone settings for the carrier domain on the
nmobi | e device, the carrier maintains ultinmate control
over the Higrysesmay@isg instalhethersafiwaseapnligatiqns@and provision further

sgﬁéc@s usiftf h%VYnoB_lnaedé‘\ﬁ@é Kﬁyeléétﬁ)?ud %ﬁﬂmé’%@ﬁlfce which supports

twar e l'ications and provision services
nmsagetm@ham Ibetwkrean de rmbllel derieomnd aepgragfialgemail or other

n?e%g%{;nﬁ& \g@@glsang%ﬁée th%ﬁ?ﬁggoﬁﬁ&?&?ch%%%\’f@&é\néél?ser APC

a persona nessa
saffwarerapplicationeosponeniof sheta seryicb ewladn instalieden a PO Qa)nflgured to

bilg d P f ,
ABrsoRent i Hieaote droadh SHBRAABRLHFE Gy qache mobile
deomé| ||¢1Ltrrﬁd ht® ncﬂca:leezasiyt h@erpesﬁ?hsihedms&mglm@nacd@;im ,software

i shes .a ,user mai n .on ce.l ne
FalHanS drudey o PEART abo g inisd a6 setalBion the
nsdlile\Watee, and placed in the user domain. Such a service might also synchronize

stored messages, contacts and possibly further data associated with the personal

messaging account between the PC and the mobile device, creating messages,
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applications required to use the service are then
downl oaded and installed on the nobile device, and
w@b@amd7sbn t he user domain. Such a service m ghCT/@As@®3/001245
synchroni ze stored nessages contacts and possibly
e f
coeb i 33 AYRP LT it B ing SletedRe maRagigl Mvico, and
thussthagessr domaln)/\@a%)(}atbesﬁwz P@nroAzade (odadivm through which
ct t hg~u ._Si.nce
ERERE e SRR W By B it Rk Mgl i fupport intemer
brhoveirign, Usingethecwels rowseax, temoseri roay itieen dednload tandoingtall other

SR PR a0 Lompa ra e he' Sl agp el 2 bincay

rérhiBd@Eirograay/ger exahipte, Usie rprcﬁgwmtrh@;ﬂaﬁtm&e laf @fltherebntacts that lie in

|nstaII ot her software a Ilcatlo he user
r Jomgiand ?rﬁétesréfft”\}%ﬁrg o ST @535 eauwﬂpmmav also
hé@émw%nﬁgmabmeﬁfr@rs Qichngy aedomalhsvoa@k@;gframe"fﬁy access

all of the contacts that lie in -the user domain and
create r eihor@dheugeswighesite uss the H?Pévg devigryfop wark RyspRses as well,

hH%Ysl‘?é r'ﬁgy s&ﬂi’&nié%@égé Qﬂfeh%rf@r@xﬁm‘b?é td AT déyecrtm&% ofthis or her
donmai n re uency VWhere th user w shes to use

efrmoyYeD bT'I‘% eﬂl‘@Ullf@Jd‘e@r’(hQ@fm qiljmq)af@ége devigepnd its petwark address.
Tf'?-(ﬁ BBYarfifiet ¢ ﬁeri@tﬁﬁ%%ecreﬁ c%ﬁ‘?éul\ P‘Te‘%‘éa%w& ‘?notﬁl? deliRe. When

depar t ment oyer
thmcﬂeatﬁe@omhle megaagefis tre@lva@bau tbe dewlbedemm ithes usen mey Kirst be

983 eng P AP oy RS0 BB AER Bomar

IS’tBeIS a@etads Hamvirg oreated the dreplopdyi dommaieon fe, davive, thedT depgriment

UEk%éé 0 ABRATRIP ot KPuRart pPchbhdg ® pubBrlf &buonsnio

Mzhagément (rmmpgofamaatﬁmctdneneﬁmh@;dewc@lo ABidesoribddabove for the

device, the |.T de nment oads such jnfor

CERET BRGNS PBEl Ty PeaPI BB St ar dhgs Which cortrol

bbﬁm@ﬁrmatché%%@nsﬁ@é bR &IoARM, i stigh a8 ohmirt B@cl@g\ﬂéa@ency It is
descri bed above for the «carrier and perso

C@'@iﬁﬁlpi?éed,tweé’ﬁblﬂaﬁ}eﬁt 'mﬁﬂ%emvy%e@ua@ g8y b ﬁl@ﬁﬂy controlied,
SWEH 3t s@.moye.l dorﬁﬁh%\éhﬁgﬁramls%@bﬂ%&f bpthe&m@bydrhe

domai n, such domai n” backup frequency. It is
cont enpl an@dntrﬁ@wéloe ©of dematnsdn thisexampladag gpmgyiportant mobile
gﬁ@b&htf@éin@%édn%érﬁéﬁ‘%o%FQk%rﬁﬂ gégmdﬁ}h@mﬁ?@g]ﬁ?ﬂ&ém in the

omal n configuration is estab

ugeredanmetin aenessthedomiiany dlrﬁCtt)Wll@tf@)@@ﬁm@f ﬁa@amﬁv;en though
t t nd,.se
e R SRR f 1y 8 A ERSOI B BB lozaon o e user

domatrhdata,sieh ad persionalcantasts, hetress th@mobtbememge and auser's PCis
directory.in the engl r .0, ev ough
oSy B e BREE Bl Bl oR HED: &g e persona
ngssaging sewizei sonotorpbmteidata frotothaiempitateadommeinis bBacked up to the
r sonal nt act between the bj l.e device and a
Ui P Wl e 5Bt deymai e bekket HP ou g ey Rl Sy g igaton or backup
of PERHpISRE Homaiidae is peFoehat tBbugh tHe dhglopadeaiam communication
pipe, so that the user's personal contacts are not copied to the corporate server. ‘

In addition, none of the software applications in the carrier domain or the
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nmessagi ng service, so no corporate data fromthe
enpl oyer domain is backed up to the wuser's PC when
WO b@40$mp2 domai n i s backed up. Simlarly, any PCT/CA2003/001245
synchroni zation or backup of the enployer domain data
ubér B%EWE%%E S3UgR Mﬁmﬁﬁ%ﬁaﬁfp pdORBhE SAPBYEH e&hbmn Only
, S0 that the user's personal "contacts are not
scﬁamre@pphﬁahh@s indheemplogersiamain can accegsicerperate éajaavhigh normally

B s L L

“BoERdrsdt dymmamﬁwﬂreaﬂppmﬁphp dromcamwomrmmg)ymemunaerm network

st T AAPEYEP L cEBoRPER: hibv Rl (e Frort HiTng Yrware

applivatiotyinfthe @wplolyer dontdie, asngalsonisad in furthrep detail cloet itheluser can

s s GRS eppleRb e aiarg PR fuk Sar ot natuisiap by the

erty. The enployer IT departmant prevents the user
fromlnst I1ing software applications in t | oyer .
domai n, edeRlbieh Y dEAPIE AT RgradfBRliarg aPBY at"?ﬁg "hﬁ@r carrier

dﬁﬁféln sl édnnbf’éi‘?@lt kom/@érb\é@Fr?ca%eﬁé inaRé bﬁ@ﬁdél’ﬁaﬁwBeTHé @&rrier may,
domai n, are not trusted enpl oyer. The

of ﬁ?#rﬁ%rpr%@ﬂt ér a§‘ edrem e WQBF%G%V'%P@ mreCO&THBP”'Q%HQ%'F@WO"k but

athnHHﬂe CRUikh %E)uld%'@idﬂﬂeobﬂ' op&308% irthlikple FRErEMBESNmunication
plications In her domai ns. The carrier may,

ng Qf@@@%’ateﬂrty\ﬁbﬁ@reﬂ?%‘rfleré fromthe nobile device on

their co | C 0 I Y, :

coul d be ena Igé rf g?ﬂg%xe@?a? l(')ér%lﬁ%)ﬂs m‘p}“ggﬁ)ebgltﬁgeb@ﬁ{le device

neonfachiren foraxampé, wosdrse ofier adende nryaswdfdyeaﬂ@lmmams are members

of Auhlef foru T Se 45T ST L Oy B BB L ASs Bemens.
Thishie ussfaliincsichrsafivace bypl&bhortknmannﬂddmse Bmk‘rseftwara)éppllcatlon
3 SO B B PLERSB) LBl Spclpyper user

saﬂ?\ﬁ/br\wp@h@em@hs tavé acsess to multipldd@asingaek alsofptefarably respect the
0 vView and ma acts s

ngurgy ,Qggiaqt d%fgs'?‘c égor %ewpgeu ﬁéynﬁgrgﬂlzaﬂgﬂ software app lcatl%n might
2868y HfatPB\% oRBMRICRE GS 86 M datA tHrdldh tHe ﬁppﬂ@%natbldonﬁilﬁ Bipe. In

preferably respect the security of each domain.
ogget ip proid QUBWHF @ﬁﬁ%.%ﬁr W%PBP'%B@" eeds %arﬁ“?ﬁ&'ﬁ device,
saﬁ&el?@raédm@% %th’datlQﬁ‘é ynégasg%uw%éim@aangmgaotmw%y have
the appropriate domain pipe. In order to avoid
agegss, end | ﬁCTMGWS@%%WQJg@Pa@dT\@WQP@hE’med&W B?h’f"@édés eAuired.
DL Sofl Al SPplcatbi el BB B PR S48 B omain,
oefpbesjblwelaypartsgha@oﬁwm apn‘rlsms,stor@ thabis natassedated with any
taHIEE ﬁ‘qw red. Super user software applications
P ey d
ere ofe reside in a particular super user

dorral n, 'fhe molsdﬂ duviceil0 (RigpAyitnptiés asegrégatimnef the various stores in
tﬁéj l%lelm%%} |n o grre%t (tigr%m s orggé afaesééoﬁb\?vtesgr it sﬁoulél b appreciated
that implementation of domains on a mobile device may be much more flexible than
would be apparent from Fig. 2. For example, entries in any of the stores in the memory

32 need not be ordered by domain. The software applications store 33 may include a
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particul ar domain. The nobile device 30 (Fig. 2)

inplies a segregation of the various stores in the
woremny7s82 i nto different domain storage ar easPCT/CA2003/001245
However, it should be appreciated that inplenentation

fIPJt %ﬁ%k@%ﬁ@l‘baﬁoﬁ%b'do%éﬁ?ﬁ GSIOWRY B\ aRbhBr @f@ft@are application in
l'exi b be apparent from Fig.

d@mrrpceandethem p &yrd seftwiaye anplicationsviyjeleis glse in ﬁerrﬁﬁ%r fven though
tﬁ@dcﬂﬁ? il A rlfe Qéﬂﬁég&rﬁjy ”ﬁ%m urﬂpelegg‘?\pﬁg&t\yﬁ%ntlguous locations

applications sto _
|mmﬁzyoﬁwa5@apmmﬁm0@/$m1m5are fnonetheless asgnaiated with domain A.

| t
ZBBI : ggt : ’gg : ﬁ a%w ,ff" ngﬁ‘grﬁmgp@% fils (?rfé M@'égs mobile
cappiur m'mm’e‘meﬁ Rig. 2 shbws dDmadBrfmnmth@ p@rmmtw«b] oﬂglhysmal device
c at|

chpof R dsae i 8RB e uaIa tbel B FATBh Frobfe device
aBpgtb] Thérefurs, thé actaaltobilduzyicaneay ottt Bemnedis F@sszoancas ;ithough

W th- s a b)ock diagramillustrati

domai- E?Seemmon%ﬂ' ot Ao Siedelioh il Sebomia niis it sy fom Fig.
a@ha\th@fbuoﬁlr@ de%cﬁ;hwmr\@lmm ns fromthe perSpectlve of

physi cal device ents, whereas

i |1 ustratBe 'E"HE"%’%Q% i Fid Apgluges %?%Pmewprﬂ%ﬁﬁea carrier
o@%lﬁ%2 a§§@t§ usEretsiame 64t %&Cﬁ@dlﬂ@@o‘ﬁﬁ/a@%p?;ﬂcatlons a

be the same in FI% , %
cammwwa@ngg@wesae@p@pe iesr EEhe employabERMain ®éaingd dhewigar domain 64

aﬁgﬂaﬁdé“&;rﬁaﬁﬁ BAY ﬁfétss%%é%m'l'ﬁb %{név%a/e?ﬂgmgm%ﬁéﬂdl tﬁe‘!"lJQé} domain 64

crlptlon t her eof e nobi evi ce .
are\cespgetiveln seewedusingdibestmployer eyl endra U@ﬁfrisﬁynfSQazas will be

O%ga‘lt?edl'lﬁ ﬂjrth%? H@faﬂ bgf})w e/?é:\pl 'b@%lpggﬂeﬁgfrélﬂz?t Wdﬁarlson of Flgs 2 and
3r ttte mr@pmalmwmmmerﬁploaamHMn ﬁé,eﬁmddbemser demalraﬁfkare similar to

bR 8545 AP 2, ORI S5a I e

sbﬁ@a&a“rafl)mixcaﬁodeeg/néﬁ‘opemea aska pkeperfiés davaini 69, widch mcludes at
8 R RSB PR ToferE e Ghglios S (Fig 2 B HsB Thoun n

min 62, the enpl oyer domai n 54, and the user domain
64 are simlar to ins A B a
respect i vElRgINg %spﬁt\ﬁarezap Xaﬁlté?”alﬁ‘l g d&!ﬂ%ﬂ ﬁ“@% it gegesp to domain

d298fsakibst n§féfbw’\ﬁh'éed@ﬁé]hlc%ﬂ{mméat@ﬂcblpé(gpﬁh@ |d%ﬁ1an@rddtaasuch as
properties dormain 68, whi includes at | east sone

nen%stsnb@@tatar@sp@p@wéa iR t*améwmqyﬁéﬂprr@gl 84.dpPE e39Mple; 816 CRM
rﬁﬁ]‘%"\’ge bBrpofatd me%sa%j th§Sbfkare a%Bﬁééﬁ%h ®ave access to
app |cat|on In a

omaln gl ves | access to domain
the setporatamommueniediion Ripe dﬁiﬁﬁ”ﬁh @sreeipfratg: ¢anaghs gad gnessages

a%ggmgﬁﬁ%t'ﬁ adfgrﬁ'?rﬁfe#crﬂe?ﬁsagyr@%rcgbﬁﬁ %ﬂé‘ﬁ{?’h@ﬁﬁ the erpgloyer domain

propertie omal n or exa
4h d.ilCRNSS wudﬂﬂm walomairpareistaitarly aceensiidenly frppstﬁOétware applications in
tﬂgtsdso%%"qg software application have access to
Some software applications may be members of more than one domain.
This grants the software application access to data in multiple domains. In Fig. 3, both

the employer domain 54 and the user domain 64 include a messaging software
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the corporate comuni cati on pi pe, data such as
corporate contacts and nessages associated with a
W@ oesgoIEbE nessagi ng account, and properties iPCT/aa2003/001245
enpl oyer domain 54. Libraries within a donain are
A ear | is f
aﬁhﬁﬂe{t@g.t M J@%&%ﬁé ggaegm t&)/a P%gb%%rfgl Iegﬁgéﬂrﬁé‘éégg% software
applidatios theft issromembleaof arhes dosesisiio botmldpmagmrhiwvetvne the owners of

bég{,éc}l\ﬁélﬁs I@\PO?:'@ ﬁg\}eg%r}&gs? %8&? ﬁ s%ﬁ&%{eg%l}ﬁéoﬁic%rp;: %Inga the Léser of the
nhdinletdmncedmsmontrﬁﬂouendﬁma@raﬂomsagl mgofsmrevmpﬁcatroharusted by
WD, 20Q4/ 01759 03/ 001245 h" i cati 8 L %4tbhitﬁ'

AR BP oS LD et te dra00 2oeasa ied Bt fomatorb4 oY the user.
Whéﬁ afiengomafnswadretheagpt doradin @4 ardiatolvéed, aaaﬁ'ﬁ abmairdwrtdr has to

access to both dopmai.ns. wever er
trHé %Smﬁﬁ%s%maﬂ@w%a@ @@Pt%‘i‘féﬁsg ﬂ/%??%’are application
teRPrépativedonwince the user of the nobile device has
control over the user domain 64, a software

appl i cat i SPftwaraspelicaon PEQYEIPNING RRiFRiSPretaatly 5%{,qn|a},perdoma|n
beaRi éd’thﬁ?th@ro%ma%joﬁﬁére&% cbﬁtrél%n&?@dﬁm%@@ﬁbﬂnc@ﬂoﬁ&’céﬁl?e loaded
user. \Wen ot her domains than the user domain
intava| deseRin.eadheto Aed ﬁemmbrmetb@d& of qonttgﬂmga{ag@g@ng u@e&oﬁware
t
BBcelEh o ArRinelT, Tl RBed i AT r Bt
Sof t war e @appl‘nlrmmaadmn pipeu$ alnmana@f pohineyicatopbetfveealtihg mobile

(5o B BoRE e fIBTR Ly DRSES10 B0 R SR ARTRID QUREL Liversal

can appti’cati ons ' can

SeniabBes @U:Sﬁ)l BlueTdutn ¥, aserisigoet 8(])2 meah@c&PRs can represent several
controllin SSi of t atipon to

PR RREE53 PR el N ReRiar fhB) A1 AP 4 Fr exampe.

w@mrradlatdanrbqaum tb Somniterdite with @ommheloeatarWAB gfaveedy in the
devi ﬁe and so ext er

| ity. A .
cBer RBTe2, i Yel & S pmnas petonay Broudlbn odipotip gammupicaton
P ih e dHBlo(&icRmaiBby einaRisitAbe, batsRe VRAP pafdway@Pd tHd corporate

and GPRS, can represent sever al | ogi cal comruni cati on
CBFE@@'QP@BB ﬁmeﬁ@m@ﬁe@tﬁépﬂé‘f%@ﬁé‘y“B@'CQ"W@ RiRgsEven frpughdhey use the

B My8ical tParfepBR. Ml r@amopﬁnéiﬁﬁ)@rét%nQQmﬁt‘&/@@ih%u@h tHe same
bot h the carrier WAP gateway in the carrier domain

rhysicaldranepert issusede Hrepgrteway spieopayjoliasry sparaie stakeholders.
cor porat ep %@?ﬁg‘é”éoﬁ%hr%‘at@'% i1 i ﬁ@a§¥ ﬂﬁat%@drﬂam owner
case

In this both t gat eway an
tmstqdbam@mumﬁmm ipe.i Dhis jsi L@elaﬂse@met@éh@lr ewieol af the gateway or of

tﬁ%gﬁﬁgﬁtfb‘ﬁtﬂ gg tr%ft Qfesus%xi%]r &oﬂ%gm?étnﬁ% oV3fnk %Smnfﬁ%tlon pipe. In

reason hi'S sépara
thdneaseeaf #re d;d1rpmgte ¢dmemesinationhips |thmd:omnnanlsgtmﬂ pipsoftesddcludes a

oty Rl bty e A SEPALRL ASoR IR fpFunicaton
ﬁimrmmnlts avpssibld avstue dfhettack aigainst aadorporatal ipfrastfictsre. By
F)IlaSCl#gS 2 co¥nmumcét?ont5}8|e Ens(l: N rd?)lmaPnf ’thta{1 Fheg con%y a corpgrate entity
such as an employer restricts access to the communication pipe and reduce the
-likelihood of attack.

As described above, any data that survives the termination of the software
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the encryption keys that are used for comrunications
over the communication pipe. In the case of the

W@ osgouIEbE conmuni cati on pi pe, the communi cati POT/QAP®3/001245
often includes a gateway through a corporate security

aflpgﬁc%%h 'thalséi‘égtetdhl?‘isi 251888 PersReer OMHUN hické itRHditioRkP8omputer

resents a possi bl e avenue of attack against a
%@ﬁtpgﬁugg eperﬁfsteagtdrawctsuw@ttersjp apﬂlgi@phgatqb@se Information in main

n‘? 2 H?f é’(grsi'sfé%'t frd &s%@@r@ hgﬁ{hetgb?t%a?é’géﬁlﬁbtlon exits,

co por suchn as oyer restr
gwneésily or othelnmsemm@sa tbasofovarp napphcamqn tekea expliditexction to preserve

f. . .
ol o R APt s v
p%wﬁém?ﬁﬂ%n%ﬁlﬁéﬁmbgé 1Edr§|sta]p¢dahausztanrsh'almi between software

{ent
plitbn SR st dals oh SRt ppissipouPiafion spags g useful
adicbheehidrit féatdicsbuoslsd ftrldasss thé pbesibimty iopBatanhéfomcorruption by

menory is normally not persistent and di sappears when
l{“ﬁ%rugélPP%P@W%rﬁrﬂa/pH% |°a§ exits, gracefully or

ot her Wi sepomBlrn@sslidvens Bhdms Q)f%ﬂ\ﬂaﬁétdp@ncéti@heﬁmtegratlon while
explicit action to preserve ta by witin

BGRtG beori @ BPRorA Rt By diaghtal Bersinestidita credted by a
s%ﬁ%'af‘e%pﬁl@ﬁﬁon ReliSdeRl iR ke 30 ROATAALES iR SoTiwarh YpRB&ation. Only

Persi stent data is often shared bet ween software
s&ﬁwara:@nnh@at@nsmme seteg dergaipicad aceessithis persigpat data. This allows

RO R|ch A | e@rﬁﬁ‘ﬁﬂ%%atj ﬁﬁ\gstrl}s?edJ Sfththre %Eﬂhcatlons can access

convenl ent eatures ut a |ntro uces
peosistehl data.yUnifustied softwaed applicatiansicap siilbre Ibyded onto a mobile device

HERSHb ISR LLEARARRY sepbhgrs, Domi e el Low e

war e 7' ca integration while
mtigati nBrdplaeilelsmé(perelstenbdataM refaesent Bynfigefaiioh inforaidtion that

er.s s n at b ftwa
8 BL 3 drn S S e Hoaloal <bERHC PRM GRS B0 lfont cate
;ﬁi;bertle§@¢]dvv\alﬁﬂer8@ﬁln df@cgmdntrﬁt heorssxampikg ites possible to define a
t
i obl GhuBTaSk B 7 CralEhin bt iral 958 es canbe
Fhiieldi 6 Atd i 6AA UBEE &S Stored@ep b@hﬁynrratmt@ to ¥t paliziead
software applications can stil ded onto

| |l o
Tobi o delhEe mal PROTHSGOHGIIA SRbgmaENa SPeGRoRLp 2 restore

SRAGraEON dﬁ"a(b‘heé FioBfie Gé\ﬂc@efnsge?k%lt kl'%wnacdrm@hratlon data handling
represent conf |gurat|on information that 1S eithe

 sghemas relatsnigi gendguraiien datadhalipioiebal t%wegﬁ@faiefcﬁ%nce "Handiing of
édﬁh('].;&gtl ?faté’%ﬁs’a? (ﬁpﬂ@étﬁ‘m bd¥i® rnbl’rﬁéllyaiéﬁo%ato ﬁh@egoftware

grarn access C For exanpl e IS pOSSI
applichsionn &lawevepr, @rﬁystem lemelktdogain- b@sermacmgm%n $athangling software

a&%&ét@ﬂtéo‘?\ﬂg@%{mrﬁ]%tang%egir%g?, fgrt ?Pa%ﬁlb,et% ;91389 Pﬁormatlon about a
aced in a“dormai n and use o store user
sofimfreyapplidation on a eecae Ipatiosisesthalieran bayusbd teeladinaldomain

%8%?'9%‘59 PBfty. TN oS BiG o RA R RET bR kg of the software

applivationptie goftvedre cippliedtionhaeed|not e trusted to set its own provisioning
policy or manage its own application lifecycle.

As well as supporting software application provisioning, properties provide
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schenmes relate to configuration data that is global to
the nobile device. Handling of configuration data on
w@2@an1Eppl i cation basis is normally |left up tBCT/Aa2003/001245
software application. However, a system/| evel

adNBisRRnbas 8fsdtRediaapRiRbficH cdhﬂ@%tlélﬂsé%éé!\@rtﬁe software application
application configuration data is desirable

dé)(%lﬁmre Thege ?ﬂ’fﬁ’&“e PRPlisaHen FAMgRIREaR sqwcggﬂ'p{%jp@utomauc baCkUp
P 0 c a

SRR, RRARIRET HRMAC LA 1A i GOS8 ror
pammeﬁ,;rmogr@mmauca aceessetep peapertasma I$§Cl¢r@nme¢hOdof0f texghanging
p?(%{ trtf)@sr?ddl rcc%tahg% \%{fqlaecv‘w% rtﬂ‘rggf/ ?Srﬁtgoﬁae'noce@ de Pn@ %e&:cure and
tarapenpmoftoﬁhmmrcmapﬂascﬁd)naga nhe_edhenwsm eAIs;_Asbyvdbflmag propertles at a
ggqlfj(%ggﬁp:eg ro%l%gﬁﬂ\gadﬂrgaey B‘% @%%?é%gpgr&%@?raqwnnoq a mobile device, not
JIREELHARAPPNEE!IVHS onasuchasdestcent set of soft vvar e

applicatign configurati se oth twar e

P oot | Bivpe s are e et hyiaida {Thehs® 48 ie espias except that
1y étré et tlo]EUé SHREY | viRstehdwdfiWdee @iﬁll@@t&inl r@s&lﬁ@&é@e us0dlly defined
restoring o

ert ies, automati ¢ generation
whegra Safvgre aeklioaten sdredtag an%ﬁ@dy}mgaga“ypﬁhéae%.%&e? game is an

iERSShAQ &fﬂ‘%%‘?é hpSiatich éa%q}éé@o rErdriied Fﬂfpeﬁy‘?é}m% Age indicates
properties additions or changes over the air froma

aﬁfwe@ Pedafawf e Praperty Bepgriesaray alsaiper pdsssrirtion) separate from
e RRRE! 'S%éa%{tlﬂg%?é%g BEH £ e A8meRoWsh rgbwiles edltmg to be

propertie scope, properties be used
internadianalized whbutj@p@mpdmg efsofwatshanplicalian. ce, not  j ust

sof tware fp éjﬂoé&ﬁgb 8[:|kﬁae9t9 |0%Wc‘| saa éje‘?\\/ér‘?/ﬁth WHAPEEbtesre %bﬁllcatlon

nanmed, typed resources exce
inthedtcts:t hey are neant to be edlted vvhereas softvvare

applicatign re es are usually defined when a
sof tware 'gB'BIeI %gwegn is created and are not normally

changed. '[I'yrm Mﬂmg is an identifier that a software
applicatlg uetorefer to a property, and the
type i ndi %'f’g egppsee%qrr@g{;@of the property.
Properti e.embpnahs@RMa&av@r description, separate from

th S t t h .
al Tove 5 FBREaraE 7 WGPy BERN RelF oI IbBAR 2 mobil

delvicBaHAt 4Re888Y HatBbrAa TOfHoE ScAlRp! IThHat CRM. sdm@re apphcatlon is
foll ow ng property identifies a server with whi

leqsiedyia the IppieyAdneain St it Bigadt Ehe @iMer: Praperier equrrﬁgé)y the CRM

s%ﬁ!]v'a@a;%fﬁké‘ﬁon I 5186 blae8f of Blevfic i e @ﬁlmoygema.atszpn
CRM Ser his property m ght be used b

sof t war e Bispertiastirefarably kaviesscess control. Not%ll propertles can be read
or modified by all software applications or stakeholders on a mobile device. For

example, the CRM software application is able to read the name of the CRM server in
the value field of the server property, but cannot modify it. Additionally, the ability to
modify the server URL may be reserved for the employer or corporate IT department.
This is particularly important when application properties are tied to system resources.

For example, if a mobile device security firewall uses an application property to allow or
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devi ce that accesses data on a corporate server. The
CRM software application is |oaded in the enpl oyer
waoleonaion7s828 in Fig. 3. The server property, reqpCT/€d209$/001245
the CRM software application, is also placed or
d%ﬁ)‘?é&&%s kda E&%oﬁ’d’f@ggﬁéﬁfa %%Wth%%orfdr%%?ﬂrﬁt%lcatlon pipe, then it
preferably have acCess control. Not all properties can
wellck te%ﬂmp%hanhf@dxrwe@atwoﬁwar%amﬂmm fé&ﬂ@m ing ifys groperty. In
S P Tl Ry Bl GariBlberna b o PTG 10 oty Gt this
pCRMrtyesines it cannat modifyltheepropeltyl bér thiseeasany éiis jmpsstant io have a

b | the abi Li: . .

Yo PRoBpherk e G M PDRLGY ealiF aBBlcRb plbspies. T

trastedosgiiovand epbﬁbaﬁepwrtﬂmpﬁrty Ed‘ mrsenqummet ewdperties are properly

Al A TR

cSﬁllﬁecblrmteké ére;amv%é% Uﬁgzﬁ m@gthav@ asm/bgﬁeiggfgtrdl gules for each
ow O

Sq wagesaﬂpacﬁloeo%wp'g?%fogS?Shwav {agpﬁﬁg?rﬁé’“@om% $ ce. Since

$aY beNndidky intdvery ddmainif & nivdile @EOTE:baQPrégﬁarty Editor is
prevent the software application from nodi

pfﬁfsf?@m implemented;as asiper ppgr W%ra@%ﬁmncmqg Bwreby granted
a688H0b 19 PRIpaHRs I Hitfipld AdRaihace to allow editing this
property, since it cannot nodify the property. For
this reasterexpmpies theiotewing pransriyaliews a spiwgtesapplication to read
[ I u |
bgptg tllﬁﬁlﬂy%ﬁv\%ﬁ)‘% él?ét ?ro?@ﬁ%‘h,fgéerto?tast eh'%‘?r? faﬁfe B PotH fa8d and write
taphe popertpn @eb@rrights ase Mefimaly asecciated Witaa nmbﬂpeiswicesowner
r .
&1 i %Pﬁ&%é’ssa |ng?$é nggr sﬁcg} %.L @ﬁ%@?hegwgﬁﬁg%\ﬁggglgg growded toa
usenby ah emplaysr. almethlere‘xemted gloBaliights imgkeude yeading Han aot writing to,
taccess control. rules for each software application,
NESPRBEIY-as for each of the stakehol ders on a robile
deV| ce. S\Name: HPTPAecdsses may be included in every
domai n on_a npbi] e device, a Property Editor is
pref er abﬁ}yﬂeﬁ Ated as a super user software
appl i cat i gsiyardiseher eby granted access to the
propertles in nmultiple i ns. For exanple, the
f ol | owi ngPPPBIBEPR f" f\ﬁ Ce&¥St war e application to
read butapgicatiifliddaddtwitei te to the property. A user
or a domain is able to both read and wite to the
property. U@rob'@ladrf"gﬁies are nornmally associated with a
mobi | e demp$8inPWRelg, +wiMdl ch i's not necessarily the
user, such as when the nobile device was provided to a
user by a@lobapresas -wita t hi s exanple, global rights
i nclude r
Narre: TIEP%?%E%E ap%%yégzﬂﬁ%éymb@il a sE&fea RY B%E&ﬁfes, as shown
in the properties store 39 in Fig. 2, may include global, domain and application. Whena

software application requests a list of properties, it gets all readable global properties, all
readable properties in the software application’s domain, assuming the software
application is a member of a domain, and all readable application properties for the

software application. In general, any readable properties which may affect the software
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Description: Allow HITP Access Application: +read,

-wite User: +read, +wite Domain: +read, +wite
wehabal7s9dread, -wite Properties are preferabP@T/CA2003/001245

defined within a scope. Valid scopes, as showmn in the

aBbFR)%%ﬁ I8 p%\ﬁ’de@j iBSuch & llﬁ The proYerties |pitedolitdla, domain may

domai n and application. Wen a software application
inclugleeapplcationipsepestiesfobihesoftware anpligatios withintasdampia, as well s

d@h%hagrogéﬂﬁgr (di5Sal gﬁédertlése&g%@c%dﬁﬁ QR 'éfaﬁé pl’d’beﬁ‘ﬁla% domain 68,

licatl domai assum n the software
vy i @aafe@b yi accassielatiell giobie devies software aaplicatiensigpgasdiess of

tﬁ@%rjngﬂtlh %lﬂ&%ﬂrs%g\?/% écé’;gpr%lk%n Sedit ware application.

eral operties which may affect
t h e s of t wacaess rdlés ey 20 de@ppiabtoroniraid Al F48W properties

ogsfélb!g%r? tf;t'élgp ?ﬁaoigge ov'arﬂ%ﬂe tﬂaiﬂjéu/m%ﬁ tion qu?glgbal scope indicates
tiegitllobahpropertiasopay bé ereatear byt deserdiut wat @ safpériecaplication:
within th don&jéh as well as domain properties.

d obal pr Qe o pl aced in a separate properties

domai n 68ppplhatie -treater ef erably accessible to all

nobi | e devi ce software applications, regardless of

the domai HS¢m*@RREN each software appl i cation exists.

Access rubéﬁaﬁ@ycoﬂesﬁo?@mé@%ﬁ & Pakufe? Hontdin i) be defined, for
creation of new properties of any particular scope.

exgMplexafpl e, the fol lowing definition of global scope

i ndi cat esscgﬂbabog#aqpal properties nmay be created by a
user but not tware application: Scope: G obal

Appl i cat i Name: Empiayer User: +create. Domai n scope
propertieg 5, tidh:Rfddigul ar domai n may be defined, for
exanpl e, %k cope: mai n  Nanme: Enpl oyer

Appl i cat i dser: meﬁat e User: -create, which neans that

vﬁﬁéehaip@aﬁngatﬂg sSﬁkér%ngepsdlIEaﬁci}ﬁaﬂngllgoc\!ﬁhlo@%%bﬁwﬁ?Qan ctreate new

w T properti user canno
proEsaties indvateloplaiy 6X usty canmotprezpenew employet dorsain properties in this
SRR &

Software applications have programmatic access to read properties, and
possibly to modify and create properties. New properties can be created in any of the
software application’s scopes, subject to scope access rules. By default, new properties
created by a software application preferably have application scope.

As described above, a trusted software application, a Property Editor,
generates a user interface for editing properties. Since software applications may be
able to modify and create properties, there should be a way to programmatically invoke
the Property Editor. For example, each software application may have a menu item
called “Options” that can be selected to invoke the Property Editor. When invoked from
within a software application, the property editor does not display properties that cannot
be read by the software application. Propérties that cannot be modified by the software

application are displayed in a read only mode.
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One purpose of domains is fo define a restricted set of objects with a
common trust relationship. In general, no access to domain software applications or

data is granted to external entities, but all members of a domain are completely trusted.

-19-



through a WAP gateway, the user initiates a backup of

the device. This could be done by explicit user
wa@cteton7sor by setting up a tiner. Over the airPCT/CA2003/001245

restoration allows restori ng properties to the | ast

a . t Ag th| | d X it

By et coye RhlleydropRosials % BLBrbel oo dckBie fonvol.
A|mougiabetﬂalbauoﬁwpreaapbllceﬁ¢rrsr mawspalh semsrabﬂomermt such a software

h h
Rlhaien ey sy Rerves o s lUSE st e aBraherirlgocess o the
dphereby thesoverdn obthag dombil el y controlled froma renote '

server. e serve actjons i ncl ude,
exanpl e sﬁlfa{”?"ﬂ@mﬁmﬁ ?‘F;PDGF‘?&&P%/%%’GS"%‘?%F@H%? @{g creating and
d@@’uﬁ% Uﬁ&aihsp Fr2PagihY soft@aid émﬂicéhdnlss(hst%ﬂlln@fa@i@lﬂiélétﬁ@) managing
or software appl.i catl on specifi

c),
pgcmrﬁ%(oaeqitme reading, oMpdiEyig)a BpH i 2c8EsH A3 p@rﬁl%teﬂ*oaﬂae(creatmg,
réMAG BnodRigh UAl@iﬁéﬁ% ne@%traﬁcansbet ScHISAUy |ﬁ‘troducmg additional
restricted set of objects wth a comon trust
dognzins, swadamaing ar gemeindibraries. access to donain software
appl ' cat R Egbﬁmalﬁ?stégbrﬁaﬂlrtﬁé‘ttlﬁg \Aﬁtﬂuféﬁo?ﬁé}%on?em | {fefibers of a

but omain are co ely trusted.
sun@ommzlobammalvmzth@cprwmoeﬁ U@lzaﬁent Aomais.cr Avezkample of a
her... | | .
sagcgéérﬁgmco\rﬁdr/ @«% a th&\%ﬁﬁ%%&ﬁéesh(ﬂﬁjlsabé %l\ag\ptéur?t\ﬁ% en%loyer domain
54p w{lllsoﬁWBmphagrtlcmpamhseune reaiplai@naomm %mlwn@mbmmhe HR

d d
i (&, B8 b aT et RaVr iR € shingfdte pthR IFSugh the
commte efatd pipk, lﬁiﬂrmﬂmsofﬁm'e fapplrttmttenat il thd HRidBmain may be able to
erations .t re chtrolle

a& S5 RETEPR ?Fﬁga o408 FgTPOF e fvgorgpa'}u Q%ngvgﬁjgﬁerent levels of

s tah lal dtinan A hile bRan omé@cﬁ‘rﬁﬁioﬁ%sdﬂr@éber ties
(creating, reading, nodifying), and access to

per si st enlf 8RR lipE i 7 ﬁbembqreéa.q@gna'wam {fimy) be msed to grant

rédtRGEd P36 TR Wats BsHBvRE RipBNaHioRY ouftidePtheCddiain. This
addi ti onal domai ns, subdommins or donamin libraries. A

allowsi ardemain owaekionwiite theinewniassess eaniol B ARg Usk Hhghto grant
Ilwgg%ﬁée&fto%onwg%h%ubﬁw Fltfraﬁ‘/] |B)P3§ef55'|? éi%‘iﬁéﬁ‘\ hlﬁ%ﬁés do not

ar ent omal n
auewmqmwmnalne@ﬁweceeppmyoeet&d@rrﬁiﬁencausmu dpmaﬂa llbrarles but the

dt%ﬁiglﬁg\ﬁﬁer%%ﬁﬁj ngax%s géfﬁ't ICtI%Hl ugﬁ%‘?n@%ﬁ} E)e%lz?éﬁ' he é@é@ 8 domain |

nc
liﬂmmthat 13:amceasnbiest9 stoftwaoa)ampinytlmsr@ﬁmde)a dmman is analogous to a

orat.e netwprk, thr h the [ por at
BRI gt Sl o FRPRRLAEIR B agspciated
vétbl the tibraryacsgdsa ﬁennamﬂ@kary Ipénnltmlmmexnatlm'eoﬁmﬂm@amjlanty of
etwork. This ows dlff rent | evels

a]lS Le ru s’ Vggt hi. n ;
MAThBFESRHONEC ‘P{aTPPF?gC% X @6efro Y észh?é’ 1CUpgr agmain, or for
speéific é$§6t§bNreb§ur&e§W’thmra @dmaindomai n, then it nay be
used to gran
In order for domain operations to be secure, domain policies control how
objects become members of a domain. There are several different possible domain
policies, each of which relies on a different trusted entity.

Perhaps the simplest domain policy is to allow objects to place themselves
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ig.4isa dlaéram showing a metho for SScurs control of a wireless
mobile communication device. The method begins at step 70, where a request to
perform an operation is received at the mobile device. The mobile device 30 (Fig. 2), for

example, may receive such a request through the wireless transceiver 48, from a Ul 46,
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domain 64 is controlled by the user of the nobile
device 52, the user may be pronpted to accept or
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ead record | in the persistent data store 37, then

theneecgbyediraquess erigisiatas: 4 dgseribediahoye: eran meabeq of a domain is
t@?!e?%lﬁiché’s dRPEIN o asd W_Wltﬁm t%a 8ol fhe 'rQ&IHs‘téd 8peration is

ator 1s store eac record int
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rShfBst RbinYa SO HESoplicAtof ¢ | Bobdentnd fedly dirddnd¥completed
& Bopihiof s GRS

e donmi n~ con erm ne 't he
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%& C}il? faﬁoag gﬁggdotari %ﬂnt&g{?ﬁd m%?/g%q?g@‘?l ' gfﬁ%&bly confirm, the
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B eEIRs i, SBey by Gaich A GREREPORT Ve DR qeRration is not
pepfited) thefopefdlionas dbhied ot eebingmahd étroﬁﬁro@é;;:ﬁl@g opérations, if any,
trusted by a particul ar donmain by verif n% gb
are performed at step 80. Error processing operations a p may include, for

example, returning an error or failure indication to the requesting object and displaying
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digital signature stored with the object using the
appropriate cryptographic key. The domain controller
wdBooamy7sat so be configured to establish and nmapP@r/@iaR003/001245
at least consult an access control list that

f mai ns and t he
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pejial i
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ng3sbgd,i then sepdehimag imtohsd ieferdd@ionawith & user topaceeptsi rfect a new
do erations, if any, are perfornmed at step 80. Error
o] ssing operations at step 80 may include, for
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O%he r stl Obj ect an
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The method shown in Fig. 4 relates to control of a mobile device based on

domains. Global, domain, or application properties are used to estabhsh'further
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by a domain controller at step 74, where the received
request relates to new domain data that is to be
w@b@amd7sbnt o an exi sting domain. |f the requesPCT/€A2003/001245
create donmain nessage, then step 74 may invol ve
cbﬂir@léaﬁﬁ'dé@cmédha@o\}éseﬂ'hé Q)r@éé?ﬁiﬂb &ra rré‘dt%%i f& &€\¥peration may
domai n. Al though the nethod in Fig. 4 been
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indepéntientest abl i sh furt her 26 WO 2004/ 017592
PCT/ CA2003/ 00124 nt r ol £SCI i b The
processi ng2¥fY e?‘élﬁ’&@&?”\a&s giYP 8@@?5&“96 ety Michanismes,
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It is also possible to place objects from multiple domains into single

container classes. When a software application requests an iterator on such a class, it
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domai n controller only if the application properties
permt the operation by the software application. In
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applications, such as an Address Bool%t sof t
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number of times, only a specific number of times in a certain time period, or only a
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wi t hout tel eg@ony capabilitie

wga@ﬁs aelnctles Refarepessdertee) n@tworé end nsawlgi ﬂh%r?fgr@. bejiptgfrreted as
r@ %‘ﬂg?% le V&8 FRP LG rﬂiﬁ\)éblfkean%%p'afgié Hgﬁ\ﬁar@s
transcel er 38,

m Cr oprocessor 22,
Fl ash rrerﬁb\eycmmunmwsa@syat@m I5it érl§/ ulsméd@ /Cermmlcate with the

nétlof ﬁ% Igaﬁsé?féo |§‘use§ﬁtro s@hg %g& teceRi oG Qé’tﬁ{ncg ghfs to and

a Spea mcro short-ran
frairtbé dressmoiventitd ead remewes anh2 W@trefm ﬁﬁ@eXMQﬁwnmlwormatlon

wg[ﬂhepf?%qsgnfj E f %l e%’ﬁqcrga& 12 %tﬁ oég %nd EQE\ éorn‘?}ﬂﬁﬁ’ Sét}’o%% occur

ansm receli ve antennas
aﬁdﬁnglEIr%quameomlMy—é@c)ad saf frequeraiesninen ersw(gTe@O 513 may be

one. or hore cill
e BF B o e e BN TG i B SRy diferent
frﬁfét[@’fcyesﬁa?lé u;uhiﬂl@dcfbl; vd@c@hmh&mlﬁaidm%wub@agﬁ%MUnkgms thena
0 non-vol atll e store suc a aC
PR DN Bt 44 SRHe0AS SoRpraiees LR aPT TR SIS Wirespondingto
e NetAbH 5(193fAFHQfJg‘I‘ﬁW© dnbshinae 5182978 a@d@élétbaﬁn ERN5pe mobile

execut ed by M Cr opr ocessor 538 (and/ or the

deyigg 509 el epﬁ@efaw'tm gl BARNAR E%Wt%rﬁ auv%tloswilchancludes

b t@m&é’%ﬁb‘Wa@éﬁdf@ﬂnéf?&ﬂuﬁs‘i‘c&ﬁﬁﬁmc@@@ @ sMdifrai the contBunication
2004/ 017592 PCT/ CA2b03/ 001245 of ot her operati onal

mmasigle 81 G2 aNinkbetwegn tjner@%é?-o ang ther RicreRFoesset hs-
functi onspy, ThefoRidesi ge(‘ﬁ’ e muuRicBiéH %[JBQJSYe 511 such as

two-way conmuni cati on~devi ce avi ng vol ce and
frequenaqyi tnemd; oompapariiiselectiers . ponandevel, @ic.e wilhipe deperh:@nt upon the

bil e
cﬁrgﬁ/%pqgtlg ﬁ%ﬁ?ogggg% WI? &?Méé{%té%v%rg%gpgﬁ Q‘u%nﬁgd to operate. For
egamplel, armolsitevdevice, 5@01 ohtermle d b specadenniaiNathreAmedcaramarket may

SO PSR iR B S RendT 60 e i o

DEREREC Woblledatadodmtenicaieh mfvlv@rkm dlso degignent te operated with any
omuni cation netwarks usjn

o Ui oty 8 kg ooy o Rebndle o AU Be FOMA, LI s, ete.

wHeFdad Einobl: H&ieO5GT iRtbndBd foraisgiimBli®pe may be configured to operate

with the GPRS data communication network and the GSM voice communication

network. Other types of data and voice networks, both separate and integrated, may
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wirel ess network. References to the network 519 shoul d

therefore be interpreted as enconpassing both a
waovgloe7sypi ce and data network and separ at e neP@DCKs003/001245

The communi cati on subsystem 511 is used to conmuni cate

af@otbié Jifted W%leﬁ?ﬁegdev]&% P 520 is used to send and

€cei ve conmun ron signals to and fromthe
t ransmit t%peﬁdmgaxpdn ltim:’fepe efneswark &Adtheagcessgequirements for the

"}gﬁg %g%igﬁ@pt %é g\sﬁ:\%{rﬂg%‘op gxa Feh |r¥ H\% M&&MH Braiasl’%fb data

voi'ce nd d comuni cat’l
nemouks, nadbila devivgh @rd registeredyon the retwcnl qsqr@auenuueedemnﬁcatlon

frequenci es,, then i .ngl
U AeoP TR och oY PG PR e ta Tathens. g o fetuors access
ls?bés%bfa@éd Wethya suﬁsdﬁ?éf er asdr offtheorueumel ésvies 6001t Al GRRS device
or voi ce conmmuni cati ons vers a.c t
By EEen PETTAT) SEier (e aPaTss tha mamle JSBAe pR) SBALSERS ngtwork.
LBEéJ roffl'nbhme@ﬁo&rc%wﬁmeﬁﬁmereﬁét@&@gm dhyambp betdperalté WatHout the
Al t hough two ant ennas are depicted in

SIﬂ\/lg bU’E’fhet mebilppBeYiee S59@Wwilk é’eﬂwb&tﬂ gk oYk @Gy finqgons involving
cghﬂﬁjnﬁzaﬁaﬁse&r@ tlgé Rt 19, bIREPHER LY bgaliclirbd ébé@ﬁ@ns such

Vol ce and ta information, is conmmuni cated
aarfd 1f ewergehey caling fiscdascared ahse] donsins Way b estahkshed onaSIM

g%%\ﬁf%d{)oﬁep%p a E%Qt ﬁ/mflfr‘aﬂ@r Goe5i ?B 88&9@!29& ? galr Iili,?a SIM after

eta des € comuni catl on su
ithias bbeas installed irem mpbliadeyice di¥peneriiPRe Idewce elso lrp’-lbvdﬂs a memory

| evel , etc. .. W] | i '
chE¥rnee g gl Bt SFEE ST L BohoIR anf HEM Tk Bht ypes
df@!om@m abwetrol emd dawainppaticiea coohi be implementesD Gepertdinglepon the
| to.o e][ate in'" a North American market may include a
24PMEIN- subsyst em 511 desi gned to operate with

the Mobi tRﬁ@r@hi;eéﬁiﬁr@aﬁawmlbrdg%tldﬂbmomﬁwmn<p&150ednres have been

CPRPIEY, 1 DBPISs e BRI CHeY SRR T deE s LG R g sianale

pF&PDI ing6Sth VBlce-and dakrdiGats, averthé h@t\n@ﬂwﬂﬁ SfHdls received

|nten ed for use in Europe my be confi

bcypsree gmtenn@m@wfr@rnéh@m@ﬂa%\'@%ﬂ%mwwkééw A OHEF\RB the rgrgiver 512,
Mqee W&%lmllﬁ@éﬂoﬁ nfred'll%tn\‘.‘,? dkwn goh@érsiohpﬁlﬁermb channel

ata and vol ce networks, separate and integrat Ed

setegtion, wamTQOMBWBQEIWVCCAQ@%/‘Q)@QMQon%@'@n@éthe received

i G5 -l o (BB 6,0 B0 Rt
ctehedmgnbubeepermmml 8909 riigy DARs 62Q.alnya smﬂarer)aanmre signals to be
t%‘%gny'\{gegi: ttg %ﬁg é% epﬁ'@{:@sksea 9}1}9@5#}3 m%t’oﬁ aqw%lvén‘égémg, for
axdmplg, foycthe |DSP 5l®| rabdrarae:lwcplm/eiede tthre tracmmictew bt forldigital to
%@E&q%y%@ %%’qléen’gm gg\gﬁf\gerégoraefﬁ%@é& aﬂ?p(ﬁﬁﬁasuon ag‘nd transmission to
tHevoramubidationtn &RiBEk sHwia the aIW@rraeﬁ1l8yAitimughrmngie SlaMaen/er 511
|§ ét?q%? {Qci:lg %efg%g[htvgﬁ:e%?lg dla% C%Gr}r\/mﬁnlca 1ons, %is possﬁ% that the mobile
device 500 may include two distinct transceivers, such as a first transceiver for
transmitting and receiving voice signals, and a second transceiver for transmitting and

receiving data signals, or a first transceiver configured to operate within a first frequency
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Local or non-network comuni cation functions (if any)

may be operable, without the SIM but the nobile
waolewoe7s8D0 wil | be unable to carry out any fupPCr/ican®3s/001245

i nvol ving comuni cations over the network 519, other

b'éﬂérbr@rb\’séc%ﬂﬁl aXsée?\%g'céﬁfg%u?ch{o?degﬁé WIlﬂH\@sec%ﬁd fl%éa%ncy band.

enc domal n
est abI [ shledachrimoa tSIpM)cdseihgrtbe COmrrmnmatwm d@dalsotl‘@ LSBr520 may

e o RS RTRR DL A ESR RS 8 e fagprioa

corritiRfcatien| dtgnald ﬁothmcéded/es 542 rexwiotransnaitiepdte mbay be adaptively

do exi st on the onent angd the S
BRFPletnioapp AL aRE abiparicd Aaco R Ao smanted,8) g 4sP 520.
et tﬁbr@@ewarﬁ&cﬁmmg&ltﬁmseedlura@otu@mptdmentéwmahe DB P®H20dn order
domain. After any required _network re?| stration or

tR PEQvige Mere sanbisineied SORKQIO! Haestanscevsl 8T kd, the robil e

devi ce 50ﬁ1é'r?f}10r§§|r&e§§5? 5%@9‘?&3!99%*@&@@@”0&&%&% overall
preferably including both voice and data signals, over

opReatins ofibeinaebile desicg $20 s Maay bipes 8f MisjoRrAeessArEeTTRICKHEgNtrollers
bl d I?ér ‘é’é?ﬁdf? b&p ?Z@cc{u@ﬁjﬁéqsé@té Efry out the

receiver 51 or si
fmqisllom ptie rnwropmcma@rn%%ﬁ d@mewmm@mﬁtwﬂ ifinaipnagncluding at

ISR YA tana ?o?cfet L RmuRRalGs, &Pe %eﬁhltn?éd GROYE The E)SFQFQO in the
nalog to convers 1'on 0 recerved signa
tzeins cairer o eOthemblllgdrxlewrmumwmatlom] séftwareiapplicatiens; lsuatsas a voice

| d di

SePhi RTINS’ ety SEE oo, PSR RERBon sotuvre
el_ppﬂcrzﬁlgnti’o% lmallyt be ster(edomktﬂélglaaln en?nnoo/eﬁgned‘or execution by the
i.ncl udi n u enc.o or

iRt oL IS DE0S by R Bl GreR ey provide

bHighdevel db@i i Pailrftab@ opersi® tr?m‘mf sh@lﬂecel;\fef@rbleé]callsmetween the
conver3| on ilterin i.cati Qn an ransm

Rplereaicn SRR TGy AL PG K016 68 Oes Whibeiarariics 18s Simiarly,
the aueRnturialiBh endduRlSAE M8 plodile d igiRVeNudetintédaceDperable
for both voice and data communi cations, it is pgssib

| e
forRaNdeENATTEPINg diald, GHCE 89 CriEgl MALsAGRE: les QgaTFefdRTormation,
ShbAMSE BleLhes, THE hétwedn tHe r%blterc?é"v%%ﬂ()eéndféjblurahty of otl&er data

transmtting and receiving voice signals, and a secon
devigas vieithenetwark®8nsnitting and receiving data

o T T BBt PR B8 o288, s
aBCiTe CispEYIA0 Elzsh meraa@ 524:1 threlogeacseds mearay éRABY) 526, auxiliary
lﬁrﬁﬂfolag)lﬂl e(gOt) %Qf%%@gsﬁ% hétérglaﬁ 8§ﬁ0§§t§j L{yﬁfﬂ&%ﬂ g%o b?ggaker 534,

muni’cat’i'on si g
rhibeopb&ke 526, arshort-ainge cprrmquEatrbns smtmyetemeM@add any other device

t it trol. h |
BRI el A Al Shand PRI PedBPgups Spaan are
gxagutbd B $ig mt(ﬁdiprEdébsﬁH%&ancamapbmxmeya hlgbﬂ\é\remlrit@’ﬂace between a

t hrough aut.omgti.c ai cont r ol

ot PheBebEngevica B the MRkl deVes. ThinNeriagh gaealheciudes o
graHichl 8bmRoRentiphii@RRER@hithe diBsialsP2, 248 ahrh;ﬂﬁléafput component
provided through the auxiliary 1/O 528, keyboard 532, speaker 534, or microphone 536.
Such interfaces are designated generally as Ul 46 in Fig. 2.
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to provide nore sophisticated control of the

transcei ver 511. The m croprocessor 538 preferably
woeagesoand controls the overall operation oPCT/Aa2003/001245

nobi | e device 500. Many types of m croprocessors or

m cr oconté&i.lé of tﬁe SSIBB s‘?erﬁ%ﬂﬁ’@@gmc o% % peform com munlcatlonyrelated

alternati e used to car
flma:tlom:h ervhd‘remm oihen sutmsfystdnm miay rm;@\ndre: &esidents 38 on-device functions.

NG5 26, SET Bt lar RefiooRL3e2 ol P R mal ff Used for

bbtheconfshurfiéslionrrelalies fuha:ttmsmlch es eBt’bihng Btaxt mesbaggtot hea/rtslmlssmn

oS CamTIRICPb Agra e delr SR e ARt Sucfihs caleulator
of BIERUIBI GradthePBAftypeafuActiotgp! | cation 524B may be stored
in the Flash nenory 524 for ex

utio
ni cr opr oceRYBHNG S erﬁ@Pﬁ\é@r&rﬂﬁeg% n{pé%@”gcessor 538 is preferably

- SRREMH A (RSB TREH §uc,512ésAFlé§M rﬁérﬁéﬁyd&4 # BbgiRoh &Y e operatlng
user interface operable to transmt and receive voic

ssipmandeomsrunieaiion maskiasd24auy.de Blosh Biematy é%mwaisy include a
flféf @8 dé?'ﬁ lrI‘orvé?d) 81 983 Prh h@%o@%%%y% |n§1'qu lfatd dtores for

nication nmo provide
anp@ailpe,vémma@eand glokat aeavedissr abhe onﬁrﬁtmgesfv&tqwg amplflc device

sBﬁﬁQ?e"é@c%r rﬁi’l&ﬁhl@ss of) élthéTE?isne Sagférﬂ;fo??%ly ,Ioaded into a

or gani I on ort tex
vblatileestores dueh s RAN S2efor fasteif@Demﬁdn Mgereaverl fecgived comhemication

S50 B B RSB S PSR EBR SRS rm

adftle shetenh Isphtey iDL Fllébh&henmmﬁ% %mpugbmmm\ace 668 includes a

éq%?r{}émé R%Z Q%r? v%p 'Iﬁé %35'&3%%”& rtacégf%gﬁg%memory

ré@ésentﬁbﬁé epdraple &éﬁon&oféﬁw memaryg Othemuimosedriani@ments, such

3@5 'S(Ithe %5%8?%2\34 3ay650t g mapf 'p%gexgwﬁfé@% Og‘ﬁlgnﬁ:m%@ory 524,

524A-N argn eﬁ‘éﬁﬁ?léhﬁé?)ﬁhbéré BSpliehEdrIROAAE SSPN tHu? &ai}'fbé w@ded onto
provide a h evel interface between a _user

themiobie druigeciOdna PIM gofwaielapplirajipe erov’ﬂmsplp/r\tfmlae@lty, suchas
c%ﬁﬂﬁﬁ@%@hté 'H‘?IpHﬁiﬁtﬁeﬁ‘ts Qﬁ@%k%hsc PRGNS e BQ@M'rﬁ'Eyﬂalso interact

t he 2, and an input/output conponent
vphhdbe M@qe @wwgwatlmrr@dmﬁZéMon managire Phaseisabs, crovssznalls etc.,

‘?ﬁé&ﬁ Isé erall wftﬂ Efmﬁ@ﬁrcatn@*ﬁﬁdglgtﬁ4§6\‘8?ﬁ13ﬂ5@ng e-mail
nat ed gener al y as
CROTArIGEDoS amxmawww%onﬁow@rmtwewe ak abhedurgtionality of

t &u\z&'{:}e &S}nr[ﬁ'u Wﬁ:aéor?ﬁ] B@%@Zﬁﬂrggﬁ %e‘f@étb 88m57ﬁ)€?&g@§% gwdule 524B may

I ons, el 'su
berietegched IhtthedPiMieotitle. funct| ons. Notably, sone

e ueed 1 B1e Fi BT Ad P Pt e P fetate

s&h‘ébe @F FaNIt ¢4thNengs bethe esisagthd @IMtgcfmmn spplicationv@eferably
on, network, .and [

'a agééﬁ'ﬂ&%%%éd andrereive gfﬂ@rltems el er% tseelﬁ Io(lji(:rjlnctonjunc’cion with

the voice and data communication modules 524A, 524B, via the wireless network 519.
The PIM data items are preferably seamlessly integrated, synchronized and updated,
via the wireless network 519, with a corresponding set of data items stored or
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or task list or other PDA type functions. Operating

system software used by the m croprocessor 538 is
woe@ietEbty stored in a persistent store suchpeECARb@sk01245

menory 524. In addition to the operating system and

a%ggegatea %h'aorﬁbs‘irﬁngﬁf%r 3¢AémNihdrasy Eledsihg E‘?ﬁﬁbbéo@%téﬁﬁ%r data

I nclude a e systemfor storing data.
itemastssoeiater yitha pardgular useri ncl ude data stores for

appl i cati-gy ARMRHEB0H0d lsdjbé’ﬂ?af 'a syn-UPn?onlzed with a host
oY

oper at i ng syst em Speéci evi ce
sgsiphi lngilacingthemohild degise 56@ lqrm“rm’eerflahe cadlq wlm&}’l deeiples the serial

L b5 B0 AT il s oo

5«30nma9| glad i b used goaticvmieyd adtiser bdtwgﬁpap;ailcathn soadudels 524N,

% PORETRIS e RE MRT S e obls Tt o g e wires

d@&MIdé@ 0 i GLikiee Heausel! ta sdadn@mmonstySish lesy @nto the mobile device
non-vol atile store, jt _ shou]d be aB reci ated,t

5B AQHISRUHRRGH TS SUPMERISRIQNSoWRICRISAMPE SHCULE Fitod Hanechanging

SFeRRIiYn nﬁ&rh%"tloﬁﬁlmhé We!ea,a%wrk%msuch as battery
backed- for ex be used instead o

oo e IO SO APRAP) TERTGS S b AP Tes 87 data may
500 | Igaa&ﬁﬂ I\%dsﬁg%mé'@ﬂ tlﬁemblﬂfédc%iindérﬁ()@ thmgh@mhé’cﬁ/oﬂ@M@%rough

tware application provi
anuaipdliann HOi supsysiewb28s th r@%ﬂ 'b’iﬁ‘@eﬁhogvféﬂg% Co@ﬁb@ﬂqalt'ﬁ@ﬁﬁ'ébsyStem

ﬁ@dﬁhﬁﬁdﬁg\bta%@ thel LfatTo it s@%%‘g':t?ﬁa\ﬁggﬁésl dd¥ye% 8€4r in the Flash

comuni cat| or nmanagi ng
méroory 524l drRAM G26eSuaki fleibility in. softwanel applicatiors instatlatonsiorreases

th th t d 4 ' .
B8 toRe i PRI BEHEE SR o Brele BRI Son-cevice
féhdtiensat comm)amcatldn @latedhe fdnatiohs,onal i both.of Fort hexangplee secure

icati 4A and t d ' [ .
R aBs g tieAfer AL e e SR ReSRIEHRGR sons and
ot'flhtﬁfsﬁlcﬁflh?mmrants%@np rt@be rpalﬁf/lbnénfu ueimgi&m mobi:dh@e\&gesfo(mn
O 1Tacill StLO a .
ovi oo, TR g WaPTER e s0h1s Sring 15h BpBrbaniiginication mode, a

rlaé’éi{/édjﬁgnél f'&lCﬁ@S'd teyt rhéss298 dr andbipageidenibat awillberpsocessed by
ei t her itse or. in co[ﬂunctlon

ta%a@%aeafe&é%@nﬁ ayided tobanli@ermsasser éé%vhlqh gl ppederably further
ﬁ%ée‘és‘iﬁ@ré&@ﬁlﬁ@ %l@ngljf@r outpit€o ﬂeMlﬂﬂéyﬂSZZ SF‘élté’fnﬁtlvely, to an auxiliary

re er ab seam essq)é I nt €g rat synchroni zed and
6 davieel 528, Paaeef wiobike de¥onE00Gta 390 Comppse gata tems, such as

33 G &a8 A alph
AR B s By a8 Al it appamumerc
' l@whpwﬁd;ald syidn the QMEE Tabstyleraltiouaiyothenstyles pé@f@glgﬁe@dﬁhanumeﬂc
: [ j us

(et duch 58 B BT N GHAR Al AP oS e 6y 1B o e
molbile devives00 |sfyasmemr’rlr;anpdedamtmg phJMitymﬂaiuki@ardéAQ devicsB®28, which
rlnrgy ?n%ludn ! e{rru?n Swhee ?gnlp%t dev1&§,ha {:o%léﬁglaaeds, at \paerie%? ot S\Jvitches, a rocker
input switch, etc. The composed data items input by the user may then be transmitted
over the communication network 519 via the transceiver 511. Where the data

communication module 524B is in a particular domain, received and composed data
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port 530 of the nobile device 500 to the serial port

of the host system The serial port 530 may al so be
was@d/oi39ziown| oad ot her software applicati on npQIICas003/001245

524N, properties, and data to one or nore domai ns on

It% Br%fé?%l cb%s'i%d il fHat d¥inaRt and BNéSAgoRA dataR¥mMs would

urther be use [ oad an encryptlon key onto the
afeotid sendeverdhe ng@lrf@atam in secure conmunications,
whi ch i's gy, hlh e rﬁS@l’é%%ﬂE%@@@‘?s S ﬁg%ﬁ:b%mmunllcgatlon mode,

encryption 1nrormation vi he 'w rel"fess network
theloaralboperatio ofilee mobjiptiedes Sehismubistantallysimilar to the data mode,

DA 3 R ol Aol RIS BT s s o

tr@hsmwsldnl e gerhdretesilysymicesphb@e 536 femaleglifféreat domain data pipe and

39 aRE P i ey e BE YOI ehiatfa i 8 & voice
mié?e%f I ég% Rleddtﬂ@n(g:%abiys;cémrméy al3beoimpRAMTa8 on3bie mobile device 500.
exl pbil,l i n,. sof atlon i1 nsta

AthBramuaics b i Sbe b brerabitac St Rbed Uggvaiouen the
SRSB4 he YispRiy&2RaNEAls e 66 t6 Provide @i Ih@f¢§tlon of the identity of
conmuni cation-reél ated functions, or hoth. ? r@g:gﬁ

aseaiingearlyotheuivration e \aife Gl ar aipr veier Falhe 'cﬂﬁ@ fign. For
e?l ﬁl?er B rﬁlc[“cgif’ﬂ%és%@r 538“Hdoﬂﬂﬁlc%}gwmﬂh@%lc‘é%rﬂunlcatlon module

néial transactions to be performnmed usin
524Biand threopearatirgnrysteppegftwaie, mawbdetectdkssaller Geoﬂf@tlon information

BB oA Lo by BRPBY NP hpliirp 2 T ecel ved

ssage or "a 'web page downl oad,
Wi | | be pA@bmwempmmmcatlpawd:@wém @ﬂInWSQ)bQ)MDIGI@@Id in the

n%,cgongh%vl@e%o%pr@o?%?(% Pl écel Vd%ygi!%n\’%lld F%&QOUQ%%%M ngratr%dedewce

her ~“process Signal
athidssbagiated 2ircuits,andl cospoaente cdnyg Bluietoath arB0R| itaahprt-reng® wireless
devi ce e devic

ORBEertRRm R i pRyBOL S bl T 8 S A g ystems
dneyeoieesl BRAB, owhérdiorrsatiohafsarisdn, wwaelmmnmbhnhrmatlon insertion, and

al_phanu pboard | aid ou n, t he RTY st

SR g et S Pocress tos, i dessapg ARMARY S® Sndbled on the
kenilR0aédse Bohviasthehserlad punt BYORAKotBBY IsBon®iingd sombtunications
used. User input to the nobile device 500 is further
SRhAeBPMi th a plurality of auxiliary 1/0O devices

528, Wwhi R willbe bpsrebigdatHah Wi wheed de@thloﬂQ‘élaQ@s td preferred
touchpad, a variety of sw tches, a rocker input

esmpadimentsthy. waphef exampisserly-dMaayiveaationsasLthe systems anggpethods
dr%}fv\%afé@g vsbllf gé‘%ﬁ?gB{xffg) gggééeﬁ\(/ng\m@d%éﬁwg 'rtré@ﬁél@ r!smd such obvious
vegiatiens asawitbin thesiepe obtheBvestiomasdensribed emcbqala@mdawhether or not

%@%&%@H@ onposed data -34 WD 2004/017592
/ 245 itens would preferably be stored in
that domain, and the conposed data itenms would also

g N data pi pe. Wien the nobile
g in a voice conmmuni cati on node,

The invention provides improved security for wireless mobile

communication devices.
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t he overall|l operation of the nobile device 500 is
substantially simlar to the data node, except that

w0 emeiyEek si gnal s are preferably out put to thePGpeakms/001245
534, voice signals for transm ssion are generated by
didﬂﬁgophone 536, and a different domain data pipe and
—assets may be used. Alternative voice or audio I/0O
subsystens, such as a voice nessage recording

b ' h bile. . .
5 KSbBn o B ol PO T Va8 o)l OBl e covee
cprmetfisingbl y acconpl i shed pr| marily through the speaker

534, e display 522 y, al so. b sed to praqvjde .an .
o ebBRao% dBan, sarh o)t netudi oh ageiah he Sifiless mobil
ceiniricdtionidedicycaree cal |, or other voice call related

i nf or mati on. For exanpl e, the m croprocessor 538, in

conj ArfaM CANFRer IGENGaHred te GRFRIVA 8 JRSt o deriarm spupperation

FBELird R 1REERY e BYSEIS S SSHNRE ey t%ﬁﬁéstbﬁ@mated with an
caller identification information of an incomn

eptiiydeathas . tawstretatiopship with thmdemain dhad jictdes fe aljeast one affected

;
R L L 2 oY SR Releo e TRt ol with an
estitydhathamadust ietationsivp wit thedomain ahas incileles tee atderst one affected
aggéom ated circuits and conponents, or a Bluetooth or

11 short-range w reless conmunication nodule to
provide for communication with sinlarly-enabled

% het 18 S8 AEEECE forde Rrrbi REb AP IR b SRingpryptographic
kspé hesvictatepwith that domaih drad urmmdepgm?aﬁ lgm oas aggsted |ab§@t wherem
nD e.,devyl ce

ERRBRIMGBPEOISED TGRS SRSPTNE MBS eAREsclgatod with an

ePUYSNSL IR DHOst rélatigndHip WEh erpdasaiatuegtthatrypieyraitn Reys.
description relates to preferred enbodi nents by way

of exanple only. Many variations on the systens and

et hods syslemct chaf 1aRA¥RInNthkldoRRIPEHIRUST i§ @oﬁﬂy&&ﬁi to determine
know edgeable in the field, and such obvio

whathestthe igauass ofptrated Wik ancepiiy dratthas 7 ﬁwghf@l@iwnﬁalp with the

Ogg%ﬁ %hggﬂcm?%ﬁg%{%gt APPLI CABIéI_%:égl'f;(WT é&?ﬁ@ﬁiﬂ‘%‘ﬁ er the domain

tiatdngledes thengt ipastonaceifadted assst alspirdledes the nlity.

conmuni cati on devices. -35 WD 2004/ 017592

PCT/ CA2003/ 001245 CLAIMS: 1. A system of securely

4cont frbelsyatgrraof/vptaeh ek swinaybinl ésecainteasti @wt domaidefuitber, includes a

s§ﬁv@§¥e geéﬂﬁg?thqhel east one domuin, each domain including

w rel ess nobile

5. The system of claim 4, wherein the at least one domain comprises a plurality of
domains, and wherein the wireless mobile communication device further comprises a
super user software application that has a trust relationship with more than one of the

plurality of domains.
6. The system of claim 5, wherein each of the more than one of the plurality of
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comuni cation device; and a domain controller
configured to receive a request to perform an
wopenatison affecting at | east one of the assePeT/CA®003/001245
determ ne whether the request originated with an
Ei'nEYnJltltlt?eg tﬂé‘§ ﬁl{s\érgoﬁvﬂré r%ﬁbﬂ wi th the domain
est a east on ected asset, and to
permt conpletion of the operation where the request

? rei nat esﬂ? R ﬁ?’q}h%‘ge(gélﬁ thg %én{é ttorl gi S, Hrther configured to

réoe%tmfonﬁatafnf ent e@lplaassmimfoimafrdsremm/ademaof claimi,
further conprising a key store for storing

cryptographic keys associated with the donmain that

g8l ncl mstesystdie oftlain® asthepsin thd dtdeistdnaassdt.is sdiected fron’tthe group
donaj n cgntroller i,s config ured%rﬁgetermnev\,h % t
cQMs NG Gb s OB UGIGRAPR dPIRPY h PEFFISIMt Fal?: « Hapeigs, gnd software
appli¢ationel ationship with the domain using the

cryptographi c keys. 3. The systemof claim1l, wherein

the domain controller is configured to determ ne

gWhetfigl o ifﬁﬁrgrcﬁ%ﬁh %Hﬁérn&;n%hsmgt H qath 8@k for sttchﬂ{g Br@perties,

a trust t1ons domai n that incl

whiegirihe deggin @ﬂ@roé\wﬂewﬂégr @@é@wreﬂto drieBRine mhﬁtjtewli@mefahon is
|
oh0u0T londIp L 16\ 83 Des ) S SRR B raton

wherentheropierationds pernhitted by ﬂ’m@rdp@ﬁeairﬁbemta stores| udes a
software application. 5. The system of claim 4,

wherein the at | east one domain conprises a plurality
10f  Tleersystem afnclainh &y einerdimeaoh pedpesty ismiobat, domain-specific, or

conmruni cat i pn device furt er. compi se

SE5Tad & Epprao fiere e ieR Y h?swsf?%%ﬁ‘f@oﬁ'sh#%ﬁf“umcatm
delitd. nore than one of the plurality of donains.

The system of claimb5, wherein each of the nore than

one of the plurality of -36 WD 2004/017592

1PCT/ KRARRENYIORE 24zurdl @BRirdISofl AChisless tnfisbils upsmuRigBtion device,
sof tware application. 7. The systemof claim1,

CAMEreNyd- t he domain controller is further configured to

rec eéé’g?egé’tfnﬁ ra%?étb Qfthe Wlés@ nRIbRE Borh@nicBficH Gﬁil‘ideqmolarﬁhﬂahty of

a . The systemof claim1, wherein the a
dpe@ms, owhaé@étaln singlufiset &b |¢@$inpﬂﬁea§ﬁeéu9f ’t%n\ylrele%gmob"e

08%81 wﬂldg@[:éon pl pes, per sistent data, pr opertl es,

tware applications. 9. The system of claim 1,
f ur t teseivingpraasiesigo petatra as wpewtipn pffeeting ai deast one of the assets;

pr °p85tteh'ﬁi3n ntgov\//@eq & e ngﬁﬁ&qﬁé eﬁb f’ﬁ tgj tjhgrdoh‘?an{ H'trat [feludes the

configure e m n eration
affecteti taseet; blyd properties in the data store, and to

per ﬁowm etde?atlo%ftotbteecoﬂpp%t%& ivsﬁ\%re the operation is permitted by the
domain that includes the affected asset.

12.  The method of claim 11, wherein the step of determining comprises the step of
determining whether the request originated with an entity that has a trust relationship

with the domain that includes the at least one affected asset.
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where the operation is permtted by the properties in

the data store. 10. The systemof claim9, wherein
weaah/oprseperty i s gl obal, domain-specific, or pepeardBo01245

to a particular software application on the wreless

nobi | e conmuni cation device. 11. A nethod for secure

control of a wireless nobile conmunication device,

18onpFhe methodsefelaigat 2, vhessipdhe step afftetainining sdethsithe request

- iGation . devi [ '

RPN L BBl B oo incios oo
legist ehe affectpbidsset comprises dis step o eetermining ebiethiendhexdomain that

R e 0 T S A AR ST BRE | o2 O

perrn'tted by the domai n that |ncI udes the affected

sse and. al | n r on to be co | et ed
or The REStp, o S 127 xaRREIRL B8 TegTeTlcondiumES AT software
abﬁl(da@lé@san*d%e@élﬁﬁé sﬁé‘p asdetérmididg whetherBidveduast oﬁbiﬂb’@d with an

rein of _determ ning conprises the

eaflty ﬂa?étha? mtrﬁﬁwglanﬁ@%mféwﬂh e gameria dat clugies teat I%St @nea@ffected

agéﬁtlcbbhpheéé the%fepﬁofklém?hgra%@tal Qgﬁéﬂud@ of e $btnafe SR AtbN using
i ncl udes east one affected asset. - 7 WO

aMP@r@pB@Zep@ﬁwé@Mtbcbn@dgmams. The met hod of claim

12, wherein the step of determ ning whether the

request originated with an entity that has a trust
1bel alhemsithqy ofi ddimt He futthenicomptrising ihecstepesf.t he at

leaSFecgﬂ’ﬁ‘ﬁaﬁm%ﬁ& %ﬁﬁet conprises the step of

determni e domain that includes the at

| easassooting trexinédmatere with las masharieuafdse phealidyof dgmaithd..

The nethod of claim 12, wherein the request originates
froma software application, and wherein the step of

18et eThe metigpdrdfadidier 13, dherein tlesstep of gssatatig wotrpriaes the step of

B R bR Bl e o FuBR A blhaltseOge B0rdance wit

dema pSierest he step of verifying a digital signature of
the software application using a cryptographic key
associated with the domain. 15. The nethod of claim

131, THE FRRIodO? BRI 36 Neher&iR tisd (Rﬁﬁalﬁfnohaéseeﬁ)%bw #Agt information is to
|nformat|on and associating the information with at

bp@gseciaisd Wiih 4afeaips biasad ey oRs OBRE 9fsa Searce T dherisfarmgtion, an
r%ca%rabfnalgomghf ke H?@rn%ti%ﬁ af ¢ @ﬁﬁ@xﬁlc@hbrﬁ‘% ;ﬁé"@%:‘ ¥fiich the

e ste ermnin onai ns
lnfwrrmtwatl$ meeivedt @dlgéalmwémra@ the infosimationi @ascess list describing
allowed domain information, and an input from a user of the wireless mobile

communication device.

18.  The method of claim 11, further comprising the step of:

determining whether the operation is permitted by properties stored at the
wireless mobile communication device,

wherein the step of allowing comprises the step of allowing the operation to be
completed where the operation is permitted by both the domain and the properties.
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domai n policies. 17. The nethod of claim 16, wherein

the domain policies specify that information is to be
waseaoimved W th domai ns based on one or nore PET/CA2003/001245

source of the information, an indicator of a domain

in the information, a connunication pi pe over which

the information is received, ital signature of

1ohe Theé metfad afelairai8ahareis thé step dfs&tembmlng whathestepperation is

R 000 R Sy o

tiod step af chetling Globalropertepior thevgretdss neibdip cofmmunication device and

d‘éﬁ%ﬁiﬁn&oggﬂ%}?@rﬁhg drgp‘ltaihitg% @E g?séﬂ'gel %6(% 8né ?f(ejctgg asset.

conmuni cati on device wherein the step of allomﬁng

onp ses al | owi ng _the o erati.o

Aonp e et & SRS dserUisTBR 1 Toachr PRIRgS ot 7 ofware
a%g_l_ ition 24Hd \K/H@reihrtﬁé’%fefplcﬂ%ietermﬁ%g\/@}é’tﬂ@ﬂthab%&%on is permltted by

/ CA2003/ 001245 19. The met hod .of clai m 18,

RreRerigseforsd %Féh%Mﬁﬁe}ﬁsﬁg“%‘@tqqglmlﬂﬂi‘@t@ﬁéjﬁéﬂcﬁékirth%r Compr'ses the
RS & dhb8kInG ¥pPIcRREH bro%rtrefsqes.etﬂe%bﬁm.% MpliehtRms nobil e
connunlcatlon devi ce conprises the step of checking

gl obal properties for the wireless nobile

communi cati on device and donain properties for the

domai n that includes the at | east one affected asset.

20. The nethod of claim 19, wherein the request

originates froma software application, and wherein
the step of determ ning whether the operation is

permtted by properties stored at the wireless nobile
conmuni cati on device further conprises the step of
checki ng application properties for the software
application. -39
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