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Background of the Invention Field of the Invention [0001& This i nvention
rel at ewa e/ivmsegrity certification and verification. |nPCHHRMY®6Har, this
invention relates to integrity certification and verification within a

contentconsynpi o &R KANARDIDS ASRCATRLGRITY CherPsEATsdNr t [0002] One

of the nost sues I nmpedin spread distribution of

di gital docunentANDi GERIEECATHD %@@N’EWW&WNI ack of protection
avai l able for the intellectughviReneviaNTghts of content owners and
providers during the distribution and use of those digital docunents.
Efforts to resolve this problem have _been.terned Intellectual Property

Ri ghts Management (I PRM), -Backgramdsidhe lnyentignyn s vanagement ( DPRV) ,

| nt el | epleipdr the PRe&itorVBNagenent (IPM, Digital R ghts Managenent (DRM),

Ri ght s Manhagenent

(RM _and. El ectronic pyright . Managenent (ECM [0003]
cont ent [08PHyi ddids IBVF@FPWHeSt%Et?%ﬁ%'ify’%hqumgevegﬁﬁ orPé(r;[“ by certified
appl i cajaraditar 2k By eihtedTbreldatio havgita ceeificetioh abveaidicetiorswithing i d/ or
behavior. T use of a public key infrastructure (PKI) makes it

Ee direct
possi bl O ?onémpﬁggtepgﬁo%%l 'system providers can certify their own

products and content providers can verify the integrity of the

appli Ca‘f’%{@%ﬁflgﬂ%ff%%ﬁﬂﬁi%m are used to consune their contents. Sunmmary

of the on wever, the direct use of the PKl creates a
many- t 6@y r Ematafdestiop inpertortdsfuehisnednedhs wAdrPTeR .dbgFr&RHt’&’BPg . This type
of 1 ¢! ahBNABhinclReSid WbctivhR) dnilrbe is (RO Curhen IRk TPRRGi d/aikabte! at | onshi p
and conduct i, ng]Aan fficient and.r e&lﬁ- tinme i gt e r%t&% ver %@__cat ion is
di f f i cJpr theiintcRentugl propeztygights ofsontent ayners py @gﬁ" FUrE B8 ovi ders of t en
want t QifiaMeidnheidruse @ftient digiahdoumednisy Efforts id tesclve Hpppioblem bave and syst ens
t hat have desi har | St bghawi BYi o1& PR i ng. these
aspect <61 P‘Pﬂgﬁ @%ﬁﬁ%ﬁ?ﬁ%ﬁ@tﬁpﬁ]&%ﬁ@%\%%nm tleMP’helg(I:ont elblf;aw provi der can,
for ex®ighte Mavegement (DRRIY) Intslieptual EspnartydManrgemerh@PManBiedal ng,

Rights Management (DRM), Rights Management (RM) and Electronic Copyright

Management (ECM). . : |

[0003]  Content providers often want their contents to be consumed by certified

applications and systems that have a desired characteristic and/or behavior. The direct

use of a public key infrastructure (PKI) makes it possible that application and system

pfoviders can certify their own products and content providers can verify the integrity

of the applications and systems that are used to consume their contents.

Summary of the Invention
[0004] However, the direct use of the PKT creates a many-to-many relationship
between the vendors and the providersL This type of relationship does not scale well,
and hence, managing the relationship and conducting an efficient and real-time
integrity verification is difficult, if not impossible, to achieve.
[0005] Content providers often want to have their contents consumed by certified
applications and systems that have desired characteristics and behaviors. By
controlling these aspects of the content consumption environment, th¢ content
provider can, for example, restrict usage, ¢.g., copying, printing, embedding,

distribution, or the like:
[6006] For example, a content provider may want to protect content against
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distribution, or the like. [0006] For exanple, a content providdrdnesB 200
want to protect content agai nst WO 02/ 19598 PCT/ US01/ 26634 m suse by
dermandi ng that the systemthat consunes the content be of a certain |evel
of secupwigge/@ps rights rranagerrent capability. The cont entCHUSW ¢+ nay al so
want to assure that no "alien" application, e.g., a debugger, virus,

B HhaAStad e Bt ity Vb b ccBanloareur o

confiscate or otherw se "steal"
t he cont&fecartycintl@ightsanadgementi capalilign Thmcom@ﬁ prcest@nmay 180 WeRh®y Docket

No. 111325 0 02,“ s rvgrlagt ngr #Met hod And
Appar attﬂsﬁfqﬂ §E ﬁdﬁg}pgg ]eoﬁ :T?i‘?e ngi_ne Andhh@pc6 N?ﬂgﬂﬁjﬁd%p aratus For

Cont r ol Ilukegxﬁelﬁttawd&rfbe Ret gl CORgHBPHITAPP licationgy the,useg e, r por at ed
herein éﬁln'ﬁgéa% §P&ﬁefvﬂsé 453eaPHhE CBhknt GHloiBerlshifreRioRgai@Nt Foof the
n

Lﬁﬂﬁhéﬁmmé@m%sﬁq%@% Kol Haasion)0th gatihc Hiooumnt BEER@anG oyst ens
have desyy PR AR AGparatng mafgau SemfardeRetdetifig EaginerArmf Aal | the
ooh 'Ffﬁtm'éét%é S0 RS P TR At RepGenE HREe BRI on deceri bes
ts g S E; g rr?t; é@%@;%&ﬂa?%ﬁﬁgeﬂ?mﬂg referdnicé ircise endimety aalbwsdhe mazlagmgnts Z r \r/ : ;: es
a@,mgﬁsae{f R 4 Pestr ‘éggtl éi‘ssa‘é%!; s 30 BUPbAMa dnidil eor i 1

certi fl evi ce provi ese services is
intr oduc[etlmtjet wheardar wovertifytthg mbvencapplieations and sistams hayg slgrised on

systen %gﬁah%ﬁ%ﬁ& Weﬁé&hgﬁ7av&bﬁéat18ﬁ6§hﬂﬂﬁadp AUt RACSy RGNS €1 S

i ndivid |ca|ons and/ or_s rom res e.(ﬁtlve provi ders,
yand cer tcompesenth@eqdﬁtiégmnsym@ ?P@g@*eﬁlﬁ becq dQﬁ&/ GPical@ s (o
cont ent Béﬁ)égtgﬁrs according to a predeterm ned sel ection. Through the use

f thi t d tif t
ond ver 1908kt | ohis Jevarbon dop ey prters plpmeepid ptiolils Sgdapisg] L1 catton
profil eand vanﬁﬁnoﬁfseﬂmth|t@admtartssoas1dnptxylsetngmenmhnts Withiresuchvgesystem.consune
e P b M 2§ RLalibh 630 0BG Dl RBLicO B! BTl Ries BESAVLeS L0 | e

‘profile, Set cations and systens are aut. henti c.

[ 0009] fmtrqutaced betaen aph@teggmaﬁl@r @m’da ¢RI agn%qnpélﬁpéwt RISAYOR ovi de
certifi @P&ﬁ@é} B cUiRchiiGrRliviee 2eisvwre Rdividuadl Bpliatibys ﬂ:fd/@osysfdﬂis e.g., a

cor t1 1 Gam By arRbectyet POFICEs BHY Cray et e PRI o s SoplieuoBe rPbEs | o
i nt r odugpderheioarient prividirs agoeding ¢ s predetennined selectins Thprigirths pse em and -
appl i cat i‘ 81'11 err%\étlz,daecro%té'\@ Brma'cr can “trust” an integrity certification and verification
device. With this trust, the provider establishes a profile of a set of applications and '
systems that are allowed to consume its contents, and verifies on the user system(s),
‘ according to the profile, that the user’s set of applications and systems are authentic.
‘) [0009] In particular, the systems and methods of this invention provide
certification and verification setvices to integrity of content, .g., a document,
' consumption-environments, Within such a system, an integrity certification and
verification device that provides these services is introduced between content
providers and content consumption system and application providers who may
distribute, for example, personal computers, handheld computers, PDAs, multimedia
display devices, DVD players, distributed network enabled phones, and applications,
such as word processors, document viewers, multimedia players, or the like. The
M——mtegmmemﬁcaummdxmﬁcaumdemc&reglmndlmdumPpmm[m
systems from the content consumption system/application providers, and certifies sets
of these applications and systems to content providers. By using this service, a content
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di stribute, for exanple, personal conputers, handheld conputers, P%A&,FEB 20
mul timedia display devices, DVD players, distributed network enabl ed
phones, and applications, such as word processors, docunent viewers,

mul t i megloazpdadagers, or the like. The integrity certifi G/ 9126654
verification device registers individual "applications and/or systems from

th tent, t em tif t
of "t hes TN aSFBHs SRSy S FLRETY SRt e DR e g Thi o
s elr Vi t(::e ,esﬁb?ﬂfﬁ priffile aba Ec{fo AflvalidsGRAA 9GRS AT are3liovzé mdorpmguer can
sel ec or ! ri C i on devi ce,
est abl i SAOtgN r%’fq Yeéﬂfg pn2 u%%’t sytst%m %ciowlhg ?ott'hg %rcﬁﬁ(}g ﬂﬂgtr thé: s&ar

| cations and systens that are allowed
t 0 consuapplidations awhsystenss, omtheluwrsystgm@rﬁ@ &y SiempnagicBedkigi to t he

profile,, Léh% $ {0281‘ écﬁ'ftm?]:)v Rlcbfidhd -ﬁ?&s?cﬁdoﬁéﬁﬁhﬁﬂﬁi o4 thdBs s peystem are

aut hent i nmanner , e exten of "access to, “or control over, the
~ content cm&qﬂbﬁﬁted or submtted by the user can be controlled. [0010] A

docunengg og@f thg doRiehs ay&e@erhﬁfseséa hdr8indi8 Yy Bhit 0@ fnfbAhaticimibeat Subj ect
to distri jon or transfer II’IC u |n§]§ml%at not lim.ted h?? correspondence

books, ihdigEbnHes or fransiers meluding,b {PrPTIGSRRNAENCS, a plug-in,
phot ogr apBazia& omﬁﬂernw&pqess oﬂieﬂp@emdoﬂwﬁiepa phigfin, Iﬂmdograﬂﬁsrandul timedia
Gi g tal o&rg?ﬁﬁwsw@ewrgﬂgdﬁ%%ﬁwpdgﬁw'vitame‘ﬂ%% BB WORARRAP L o ped
\éal’l tet lymaj; beeditedid is@iintelrform nnlpapbrn@, digital da@mma;terao@@mﬁam Qi:[ i18cs (((j:D s),

igita optic nedia
ang themi'l}gt%grw l(%\ép)dBVAI ens anmnﬁ?%gﬁg taﬁllsml nvenF%npprOV| de for
i ntegri egmnmerqomna@hdls@ﬂ{@ia) digifal videg fises QYR). deser dis G‘GPQ"]gn ¢i0r @14 hvent i on

separ atglla#uag_q, Wtid feddy Sieme ippd nmethods for integri ty certification and
verificatron services for co &gnsu t.| on iﬁ nvi.ronments. [0013]
Hhod

Thi s i nif9ALl on ThestyskalsAndis d for
deter méﬁrﬂﬂcﬂi@nlanﬂa@hﬁbytlcpfsei—wb@ [ 0014] Th| S i nvent i on additionally

id
Pyt em B952E i BVt M plidce ol B o e‘i‘ﬁtﬁﬁ‘?’;? emand
met hod ¢emhﬁcnmagmdgfemﬁpétgm seyvicesrfor pondent CQF}%WO&@MStWDé’FFPE@ﬁB'@ne nt
i nf or Mefglo P8y [GﬂﬁélnvEHﬁén mgyeéﬁafd@ayﬁﬂﬂhads%@btbm qidaMéled fer system and

met hod that perforns an
determining an integrity profile.

[0014] This invention additionally provides a system and method for verifying the
integrity of one or more system environments.
[0015] This invention also provides a system and method for managing integrity
profiles, system and system component information. |
[0016] This invention additionally provides a system and method that performs an
) - integrity check on a user system through the use of an integrity profile.
[0017] Specifically, the content provider, such as a document publisher or
distributor, initiates a request for an integrity profile. This request for the integrity
profile is forwarded to an integrity certification and verification device. The integrity
certification and verification device can, for example, if an integrity profile does not
already exist for the requested applications and systems components, query a content
consumption system/application provider, who, for example, has supplied various
system components and/or applications to users. The content consumption
_  system/application provider returns to the-integrity certification and verification
device authentication information about the particular applications or system
components. The authentication information allows a comparison, or integrity
3
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5 FEB X
integrity check on a user systemthrough the use of an integrity profjle.
[0017] Specifically, the content provider, such as a docunent publisher or
distributor, initiates a request for an integrity profile. This request for
the i ntwgrizitgsossprofile is forwarded to an integrity certPE€ETHE/HE3and
verification device. The integrity certification and verification device
can, for exarq:) |f ag % ntegrity B{}Of'ile does not alreadg{]éexlst for the
r equest eYrrHisalion 40 pe madg E“‘éeg #BAEPRCHHEB AL SYsem GoRaPoneRt BB AVSEL S consunpt i on

syst enl asl%{ehﬁ%d%dﬁdmﬁl ?ﬁhca%ﬁorfsymerﬂ&aﬁﬁbmt hadisaibppd edihe gontenis  system
corrponent S and/ or a%ln_g Il ons to.users e content COI‘ISUITpt i on

syst ent APFTRBHGTHTYS AROMLPTOVIET: & the integrity certification and
verificqoopg] daweaathantddatioh infatrmetion fof eysterh epplications ardvengamentsul ar

conpar | S5 SRER P ROy oS D AP B s SR L o' ove
ver i fi cairbfile, databatre Mmimtbdmmctaﬁeratppnmmaﬁmoﬁyﬁﬁm@@h@&ﬁ@d}mWﬂ%t on a
user s sl @ﬁ&%%&éﬁage Qfélﬂhélﬁicaﬁ&ﬁ’iﬂf&%étﬁ? i célyﬁé BPWGRIBIGTHRRL S

di stri bt ent consunption_s | cation prOV|der [ 0018]
The aut _Hie rtha rGaIfaGbﬁG ﬁﬁﬁhﬁsﬁﬁfﬂ@ﬁnﬁﬂ%%ﬁ@@ﬁﬂﬁﬁ and Eﬁ‘flﬁ‘éﬁ@néﬁw%ﬂm@%nt s are
stored %P\;?xe %ﬁh?t@ﬁﬁ%@uoﬁ bt efiddies dbvice aeRbARingdHe gy are
stored in raofi

Syst e @@mpc&nwamabas Ciifie e esbe it € AR ag FRREIar | on
j[ Ef or ”}[3 i‘éﬁletlﬂﬁien%ﬂnﬁttﬁ(ww\&ﬁﬂ@ﬁpibi?&@{ ![ y to the respect i ve dat abasg ?f
ein ati verificati need for
t he i nt Z@‘F qQP{eE‘ e&ﬁ&d]aéf'flldf’?%ﬂtgﬁh%% §T‘HW% n| g %h
) i ntegri pyotecpecbéodtmt té\a usert The contepirpbiider fodeards fa hatisera pmitﬁot@is pondi ng to
the det gk m@ﬁ%@@m doften? 10 i nddsStok BERBIB! HEARLe hkebAEnCAAlRN!

provi de cont ent  provi ocunent. di stributor,
provi deintegrity peodalmpdeantificafian: é&%@tmmﬂq Klentifigation W‘Ed%fﬂrent provi der
forwar dgy 851k Nge 4BlicafioRy BiPslReh ¥euphRAtahaitReallhwéd aibecmae;mt that .

Coht  Sembnaion SRR Ig e ?9%%5%&% darnterust phbeeraololle,, ©
exanpl efoﬂﬂ‘l&e&?ﬁbﬂ:@ﬁpp]mmcﬁmd system conponents that are all owed to be used
it egrt 19720 of taing gl R b BELHGRINER ronPE chfifnl Safphibed o7 0 1°
aut hent symmfamhqatlgn pravidsn, the dptestity qafipn G@‘hgﬁm@@@ﬁ deyiggt ent appl i cati on
provi defyrabhife. foRkRShpleyatqRE tdubtaifitRluRR dy(&@h | dnl iGREHBNPRIENE &Fthe
user system. With this integrity profile, an integrity verification of the user’s system
can be performed. Ifit is determined that the components/applications of the user’s
system are authentic, the digital content provided by the content provider can then be
accessed by the user’s applications and systems in accordance with, for example, the
, ) additional profile information.
[0021] However, it is to be appreciated that the request for an integrity
certification need not originate with the content provider. To the contrary, the
certification request can be initiated, for example, by a software application embedded
in the profile identification information that is forwarded with the protected content
from the content provider to the user’s system.
[0022]  Alternatively, the content provider may also serve as the integrity
verification and certification system. In this instance, the content provider conducts
———ﬁremtemtycemﬁmuomdﬁaﬁﬁcaﬁomemceﬁsdfbygammgﬁ&appmm——“

authentication information and determining an integrity profile for the content

provider’s own use.



forwards, for exanple, at the request of the user system an integrit
profile to the user system Wth this integrity profile, an int gEilng 2005

verification of the user's system can be perfornmed. If it is determ ned
that t WOBHBPEent s/ applications of the user's system aFeHRIREHHi ¢, the
digital content provided by the content provider can then be accessed by

t he usery pli s | ] l e, the
addi 11 onV28F b (BRI 08 BURRFERshI REAERORRD LR, piflaclRAIT P, o

t hat t heals@agies thefivtegeity ¢antiBeptionyand yerfi¢ation device etk mstanes; thgi nate with

t he cont Sl,']gﬁyg : LMo bk i t can be

I nitiat eﬁi,}k?lg?&}éxa 03-513 %%/é_}tgiog%? %t&glpgmg%%ﬁogg?{:%%lg,e%bﬁggggéﬁﬁ? g%? he profile
i dent i f i BEErBRPIERlcPRRbeLRith tag assaciated sppgalipngndforisatept enneronget. cont ent
from t hgoog4yt entThedcOMiddtherlfBatit aH8 livaiax¥s b LMis ihAHidh otk E&cABsd mel y. the
content provider rrgy a%*’%% erve .thg I nt egn%ﬁ% V?J’If caélc?n and

cortifi CHArPRSisSt b i Tplowing defaile descriplict. ofihe areipred PRI GESARuCt s t he
integrity certification and verification service itself by gathering the.
appropriate authenti cat iBrief Désvriptionaf thenDrahelngs mi ning an integrity

profile t hegont ent provi der' use.. 25 . 200 /19598

ber uso 988 “ThO Bttt esiEien T HRaHaGo Nl B detntthetin detal

appl i catwithnesrencerty thofolldming figuresivdsrant as the integrity certification

and ver irhis | OBigled £ GuncliBnditverlias liRrng first ERAGAE GRERHERA ON

appl i cation/syst &m provi _é:er, for,_exanpl e, y also supply an integrity

pr of i | e of Sipdnteertypeartifieations8d yeTiBe ¥ P HEMAEEIERELA disAEPEPBM conponent .

50024] bfdg@m anpiigoﬂliseiﬁﬁﬁﬁbhmt@?admag?ﬁ&ﬁa?ﬁsiﬁlgﬁﬁg@fﬁrﬁfv'txem mgsegtion_ a{_e f
escribed.in, r.are apparent.fromthe foll.ow ng detail.e scription o

the. pr oFEiPPdReehah e pitbas erisaBaand VRrReVIOB YA SFORIHE(E tHB025] The

pr ef er r edreptitengdi nents of the invention will be described in detail, wth

referen t f ] I, QU ereln; FiQie 1] functional

overvie |_21t8?u_s'?l§ 5’[?#930%&40 1 rong &%é%p?%%yé)%#@%%%%ngﬁgwgf gﬁ%%“#%f“g%r ity

certif i venifighiondavige pedardiagite this jayeatisticcording to this’invention; [0027]

Fig. 2 [¢g029] f unEili HRlstrie8 6k cdbmplafBiiuchits bf &1 bridy bidiat aSoeedRE 8 Y _

enbodi ngnt_ of the integrity certification and verlfication system according

to thisFHYEMIn; [0028] Fig. 3 is a workflow diagram of an exenplary

I nt egri [OO30Fr t iHig.chillmstrats dn exanplhiycaivironmesitak agcarding toghiso t hi s

i nvent i &%ention:

[0031] Fig. 6 illustrates an exemplary environment stack according to this

. Invention; _

[0032]  Fig. 7 illustrates the workflow of an exemplary stack according to this
invention;

- [0033]  Fig. 8 iilustrates an exemplary workflow of the stack according to this
invention; |
[0034)  Fig. 9 illusirates an exemplary method of manipulating the stack according
to this invention;
[0035]  Fig. 10 illustrates an exemplary method of preventing dynamic tampering
through the use of debugging according to this invention;
[0036]  Fig. 11 is a flowchart outlining one exemplary embodiment of a method
for integrity certification and verification according to this invention;
[0037]  Fig. 12 is a flowchart outlining one exemplary embodiment of a method

for registering applications and/or systems according to this invention;
[0038] Fig. 13 is a flowchart outlining an exemplary embodiment of a method for
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[0029] Fig. 4 illustrates an exenplary structure of an integrity brfppriBezﬂm
according to this invention; [0030] Fig. 5 illustrates an exenplary .
envi ronnment stack according to this invention; [0031] Fig. 6 illustrates
an exenploarzuomavi ronment stack according to this inventl’gﬁpsf"(ﬁ%ﬁéﬁ Fig. 7
Il lustrates the workfl ow of an exenplary stack according to this

I nvention; [0033] Fig. .8 ilkustr: . -al. rkfl ow of the stack
accor di naet?%melﬁggnu?t%%%qrgﬁ%é Tﬁ@@ﬁ%tﬁ%gﬁg&%ﬁ?ﬁt es an exer% ary net hod
of mani pfo0agj ng Figd 4sis adloverhadoutlining amexempdary sibadiment of ggasthodsiog ~ 10 -

i1 lustrates..an e " Rl L Béhrai B adtfs iveRedd.Ng  t hrough
t he use 6@'@%6%%?‘%1%%{%%| n? ttggltltﬁ%?b?nvgnt iron;g [00836] Fig. 11is a

flowchart outlining one exenplary enbodi ment of a.nmethod for integrity
certification and vePetpiledDeseripdemebPreierrs Fﬁ‘?'%"aqlm‘r?ﬁstion; [0037] Fig. 12
s a floi«mbé)rt b s 1M 2R B BT RE By in@ Bl provide ebridicatomant f or

regi stertng “applications.  and/ or systeps ccord_'trr}%) to this i\P]fé)%ﬁ"}ein n; [0038]
Fig. 13 vesl @anqmaﬁﬁtmmrmw&?ﬁ&egﬁe%ﬁg?&? et DR BFV I od for 5
25 FEB 20RinRsQ94:A85 88 nRedityIR i ReAGH antbteifitatiomdedce isribghiced profile

exenpl ar SPrEFBORE AEAIOTS ORISR et Pt g tork CobRafedns AL | DU 1N no-&n
i Nt egri tayseiishad bplidation poaddets.Bhetivtegtifyscertficafion ond verfieationdlemisscri pt i on
of Pref el gt ROt IRA! fbA0H(h she 1RRheRP o ARmpRbAHRIcAlioh Bhgof nvent | on

provi de AR Ftaciticaly and verificalion services to determine the integrity

of a comdystetn ovidenspThis puthentieasiomdniormation AW G antef PIRRMETAR sk egri ty

certifiggl Eﬁﬂrgﬁﬂﬁﬁ’ﬁr Jgﬁfcﬁ%?)hﬁﬁt HAVbE FrovRiel T based onlikd wethentivatioor nor e
ers,

content pFovi C and one_or nore contept. consumptio t nd
appl i catinfommptionegeived frogbthecoptept ‘ECS"S‘&‘E‘P{%?‘? f ’f’f‘n%‘ %dgsy\i%ﬁnl%ggqg?’on devi ce
obt ai ns Aubdemyigiatileds establnea! Tids pfafieistthen foowawiet! te tesusepsyistem tppl i cat i on

and/or sy temﬁg %Vﬁs‘%gﬁ%mﬂ]%%ﬁﬁ%?@%&t%%“J’m&émﬁyﬁﬂ'}?@s5'% a content

provi der® I'ch content wi e provided. Thus,
based onmkdRorztinemisies stifhothe digital content provided by the content provader.

[0041]  Fig. 1 illustrates an exemplary system for performing integrity certification
and verification. In particular, the integrity certification and verification system 100
includes an integrity certification and verification device 200, a content provider
and/or distributor 300, a user system 400, a content consumption system/application
provider 500, a component database 260 and a profile database 270.
[0042] In an exemplary operating environment, the content consumption
system/application proyider 500 provides applications, .systems and/or
software/hardware components to a user. The user system 400 allows consumption of
digital content, such as documents, that are supplied by the content provider and

' distributor 300. In order to verify the integrity of the user system 400, the integrity
certification and verification device 200 collects and registers authentication
information about the individual applications, systems and/or software/hardware

- components from the content coﬁsumption system/application provider 5 00.. With this
authentication information, the integrity certification and verification device 200
determines and certifies an integrity profile of one or more applications, systems
and/or system components based on a service request 20 from the content provider
300. This determined integrity profile 50 is then forwarded to the user system 400 so

that the integrity of the user system 400 can be determined.
[0043] In operation, a content provider and distributor 300 provides digttal
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digital 6 25 FE
.docunents mt"&“ﬁ“‘%&@?p wple

information received fromthe content consunption application agd Z%/Es[gt%ﬂh
provider, an integrity profile is established. This profile isith 3
forwarded to the user systemto confirmthat the user has not altered,

nodi fi eWO B1%%PFes not potentially interfere in a unaut NorTPY/28834nner
with. the digital content provided by the content provider. [0041] Fig. 1

i || ust r adopfen@uek asR dasum&it Sib aniséasysteer 400 The gser 8y Renid0Y comiptisdsi cation' and
verification. In g%rticul ar, the mée&rit%/ certif{'ﬁca jon and verification
syst em 19 OFPHEP SHEEMAIMPRRERST P15 4 APV SAIINeAR ARGOF VATt i on devi ce
200, a onftward applieuiickey Thewedpplicatibsd anddutrdwardGoftwareuerposysit ara 400, a
content consu i QR SysSt | ] i i a conponent dat abase
260 and ‘B" yo&iﬂ%_]éleggy é%%‘gsre% g%ldnﬁg%ﬁ%} © Fﬁ’{t‘g{# cgg‘gemé adrny operating '

envi r onrsgsteny/applicgiont povidersnowhas s compuigs supplisp plsofwaromayshossedar 500

provi de | | tﬁ{?sn?eg - t A" [[1?1. onents to a
user. Tﬁgﬁﬁ@g?ﬁi’%‘?gﬁ% Rg%éz; ows %gﬁgﬁﬁ%ﬁso%ﬁgg {‘ |g_}é?%ﬁoﬁc‘g%gent, such as
docunenteemppnents aedhou pispinbledo netalreedn denn sop poisuled.as appwpsete; Bt or  300.
I n or defhd eV &I bridér 110w he Fsdrity cOisubldobfedt, sEMPALdBctifentst he integrity

certification verification device, 200 coll.ects gnd_regjsters

ot hent J04AT0 o M Ghriae i podns GE VS eE th PR ICatiGRS g BEREEPEWRSy st os

and/ oad %pﬂfewaéﬁémo@m@ Ctihesmgmraymam fdxﬁewrpweaﬁmt:@méntgmm; i on )
syste | catj.on provi 50Q., Wt IS, au nticati i nformation, the
Y eort Ehoumeit TR, Bieier it gl st it e AR BESiGH 30D g b8 T

certifi emradodumends,istgh gr af ¢lbdropic ook, e multomediafid,iaqaesecotadionsa/formns and/ or

300, Thi SRR, the RS Cp lnclrif B s o LB B cofhnl BRI B 2 her

] i led to li;(_ﬁe user
syst em 30@cardd proyade theaequesied cpaignign projected &k yith aprraftle ideptifisationet er ni ned.
[0043] [(iPdeleal ugs: 400. TR REkIe RdVilidaiondI Windivelks, ifoté:@inp3E) Gp&iAw des
2005 \\O Og/ 19598 PCT/ U 01/&6634 ont.ept, sucp S a

a8 e CgyR% BnE off’ﬁrﬁ?‘?@g % tfe or nore
syst em egenpdo evitich thegitodded eontim can bomaoipeiatal withindhe particolas  sof t war e
applicatli ' Lons and har dwar e/ software conponents are

LRSendRRse BRAldEA: .

usual |y~ obtarn Y user fromone or nore content consunption
syst enf B0#FE catddditiprally, theropntestipievisier 30 emplorwardsagepyirerequest 28fte war e

war enougintedpity BARIACARH Al WHBkhET devide 2008 Thé k&vickRERsEPnbakd, ons and
har dwar e an softﬁ/are

T R 1218 peoraenl o 6 oD ool co, ] ol glysady done
t o consprovidenEwishes uchilows thdasemsystem 400 to consume the distributed protected :

content. The integrity certification and verification device 200 determines if the.

components and applications/sofiware identified in the service request have

comresponding authentication information stored in the component database 260

and/or the profile database 270. If the integrity certification and verification device

does not have the authentication inforimation specified in the service request 20, the

integrity certification and verification device 200 can request from one or more

content consumption system/application providers 500, authentication information

about a particular application, system, hardware/software component, or the like. |

With this authentication information, the integrity certification and verification device

200 stores information pertaining fo the application and system components in the

component database 260. Alternatively, the integrity certification and verification

device 200 can develop an integrity profile for one or more applications. With this

information, which confirms the authenticity of applications, systems and system
components, the integrity certification and verification device 200 forwards an
' 7



[ 0044] Thus, during the course of use of the applications and 25 EF B 2005
har dwar e/ software of the user environnent, the user may want to vi evx?

pr ot ect e%ugﬁp%ﬁnt, such as a docunent. Thus, the user 419(21.)9%11I1g6£4]equest
5

fromt hg% t provider 300 one or nore docunents, suc an €l ectronic
book, a nmultinedia file, a presentation, a form tenplate, or the |ike.

Upon 1 eGeiegtifGhrbRiessd RAHE Sher sydiSm GO0 B indé@ity Peofileno ighisel kb betifitn 300

coul d provide the requested content in Ero ect ed. form\éylth a g}(r[:??fl | e

i dent i f ithaputbepticiy of §YstRS.cYSeHOMPABRNS qap/er ?ﬂPS’FFtF%lSiO & BT O55%Bn 10
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content can he yiewed, and, .exa t xtent to t he provide

cont ent aeﬁ)ﬁnﬁ% theRiofented eaptent 3 h F%“I{pﬁn@eﬁsq 9 ﬁiﬁ‘F %ﬁ b4 P%}%(ﬁ@%mr e

envi r onwadw or §terifike Acdipiae dlelpyotettad camerttén tecqurdance ith3Be idegritior war d a

service reguest 20 to an integrity certification and verification device

200. Th&EEFvi ce request 20 includes, for exanple, a list of conponents

and/ or - §@046har eFigpplilleshtaiesan ovarvwdw ofithe hemponenssief anpintegridher 300 wi shes to

all ow t : ' | : ntent.
ﬁsrru}ﬁt%gﬁonsa&ﬁf féﬂﬁcgﬁoﬁ CnARARIP : %Gd%cgfcﬁﬁé iyt é?&glér%%eﬁ% ealbedim&R

The integri certitircation and | catl on devl ce etermnes if the
conponent thismyention. e naiticnlsr, dbs nlegrisy saBheationamdvgrfiprtionsnyireamedlquest have
COT 1 eSPROpidith BAB ok St B 96Tabrs 900, bhdnd ukéi Sy ARABADG Wt abase
260 and/or the profile database 270, Iiﬂ{he I&,tcaiﬁ“ty certlflcgt;ron and
verifi c 8% MF igtsgnite cettifisaqnandpyerificatinn deyiqes o) i °F FBF AAFBn specifi ed
ijn the S@{s\ih@ﬁoiieﬁﬂl&ﬁ!ap?ﬁcaﬁdﬂ@roﬁﬂéregﬁﬁ).t y certification and verification
evi ce anrequest .from one.or caonse

) syst ent é@gl cat‘fboengjﬁi%%?’ggﬁ;rzg’@;;%ﬁﬁ %eg’h{oggng Eéigﬁgﬁ]%%?g@ 2 @?gout a

-7 par ti cumemorppl0,aatli@wen: , dndrachentent dattbasa340c bopisnenttiséo be he | i ke.
WDt D8O ok G dfifork BIAVIAER 500 Paay NS diltiBlltd dolitehPirdd ot | On and
verificdllon device 2 stores in o‘r%atl on pertaining to the gpplication
and systradifiennhpinest sForexemple, therpepicahproyides Buydlistabute 4 coprngt ¥l v, the
i'nt egr i dohihiding chbheat. | PHis 3Bgkpu@Idid, Galek@fiplefemila Be 20@vaadideyd op an
i o Gt Rice e a3eh o arorey <G SR ARITORE S hisatioh Pefel
whi ch I , _ m
conponewilbwofkiegually egil wigh terdysteinsabd oretladd of ¢ris inveatioron devi ce 200
f or war Oﬁggig Zy@a'ﬁ%@&%"}ﬁm&%ﬁ%ﬁé%éﬁﬁ’&ﬁfoyﬁgg{cggﬁ%mggﬁ&fd ty profile S0

to the em IS Integrity pro e. I's used to confirm the
aut hentdostrollerk10s ¢ smeapery @s%ﬁpwﬁﬁéﬁ@r%& adigiish sigpgiiyedavics?40of t he user
syst emcofidnettiregibirhorfl@dviéd 502 d chinpbient UsRbask 20054 profile ap@basetzyoand/ or
applicatl OBs &l Gion device 280, a profile distribution device 290 and a profile '

verification device 295. The integrity certification and verification device 200

provides the following services: component registration service and integrity profile
o ) - service. The registration service allows registration of applications, systems, and/or

software/hardware components from their respective providers as authentic ones, with

intended characteristics, purposes and/or behaviors. ‘

[0049]  An integrity profile service is provided to content providers to build and

retrieve integrity profiles. An integrity profile is a document, which is optionally

digitally signed, that contains verifiable information and a set of registered system

compouents that are to consume the contents of protected documents. Once the

integrity profile is created, the integrity profile’s identification is returned to the

content provider. The content provider will include the integrity profile identification

and optionally a usage license with the protected documents. When the content of the

protected document is consumed and there is a need to conduct a local integrity

8
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authentic, the protected content 10 is unprotected so that the u eﬁ)%t @Eg
400 may view or otherw se mani pul ate the protected content in aCc (',2
with the integrity profile. [0046] Fig. 2 illustrates a V] of the
conponew&ozéllgg%n integrity certification and verificati OEC@:@W%‘E nt 100
according to an exenpl ary enbodi nent of this invention. In particular,

the int %ﬂﬂ%ﬁu&ﬁaﬂﬂe sg&&h%d%ﬂﬂrdfﬁiénft bEReiuRst, AR\hieBRRPRbAlIAR Heonpr i ses one

or nore content praviders one or yser. s nms 400, one or nore
i nt egr i trgtreeed frone thejingeaperificeron and W@é@?%@%"lébéoo ohe B or nore
content gygppsunption systen application providers 500. [0047] The content

provi der conprises, for, exanple contro r 3 10 y 320, an
1/0 contl Pﬁ?(ﬁ %frﬁéfs'ﬁmc@tcé’ﬁ %1%‘5&@5154@06 mi" o be

appr eci aioﬁﬂ‘onéla%a, betoﬁtsg?ctdemice g40)\dandateglfOautiesntiadtim dhva;¢er45®,lmmi gontent in a
nore tradj na nne | I'stribute
a conpad¥® Ssgora%%aa\%entﬁ?g fg%‘i&éﬁ%s%bé*&@g@%&%& t%g\é* bl rrpefi , coul d
be del i sgstenh it basadgin aamoﬁdsﬁfalcowntﬁrcﬁomva,mseto bel appgamﬂctbﬂlatdwy type of
di striby e pith the
syst ens élr]\]g’r(]’ gﬂgoggﬁgﬁgwﬁﬂae%@@?\ﬁw%ﬂgg e | n r’l té,ﬁkert i fication
and ver ichiteat bang dendumed ogensid gy disersystegh mqmpn@woﬂw ¢ 220, an
170 co n&ﬁt@%ﬂ;@rdca%%veﬁﬁéa gilt Ylorte e@ﬁﬁweﬁ WEY ﬂfé%g&éﬁ}s a8 TR s

registrati evi ce 250, a conponent database 260, a profile database 270,
a profi mevegteRt | on device 280, a profile distribution device 290 and a
profilefosifi cahé asntag\ofimdfon s%teml/apﬁahgmdnypmﬁﬂbr 500 edrivarises, ir

verificati devi ¢ provi des_.t-he [ nponent

registr 5}‘?‘%&1 S%P%%Egﬁﬁgbo’larﬁlgn?l t%/ztop?%pa con\ﬁdgieigr% L3 %}é rtfeégll stration

service apﬂaliamen degice 154®,tancappb¢at1ap aiabagei Bils andsy systers datahageoro0.

sof t war 8 ders as authentic
?(Oh I At enéﬁg char a{eﬁt{) ol @6@ the E&H&ﬁtcbﬁﬁ}lﬂé&%ie

ones, cteristics, pur oses and havi ors. [0049] An

i nt egr i systenspplieativapyedderimayh Bygisaeaakditesat mns gependieg en the t¥96 | d and

retrievge éﬁ%&ﬂéﬁ&/ﬁr chﬁ&ﬁtheéﬂntbﬂﬁ{ﬁﬂ&thﬁ tidd Qfstdnﬁ/ap iAtiBA pHoveddr, Which is
optional | ital ;ﬂgf?' t hat conttal ns jl fia be in [irrgbhon and a
A RN & GRS oPEIPRtGn Sysieny BPRUSRUOR BT ART 20 ent s of

pr ot ect applies agpertific h@dwaretdmmpmnmtegmmytept omsumptlsn sysanégplitdioni nt egrity

profil t ent
or ovi dcPSyiqoF 300 Bk Akl pIGREA o oten GBENRR, AR, T ol 1y a

usage | ¢xrenmle, the systerpalepics caspReny hinay weh fomexazgle.cama gkt he
prot ect ﬁﬁhéiﬁwdﬂﬁﬁ‘ lnfbﬁnél%&iﬁé&ﬂbr e ittty RrtiicRfied ah@ verRfictivh ddvicecal

i ntegri 5 (¥0

[0052] Alternatively, the content consumption system/application provider 500
may coordinate efforts with the content provider 300 to facilitate determination of an
intég:rity profile. In general, the content consumption system/application provider can

- be any entity that is capable of supplying hardware or software and authentication
information about the same.
[0053] While in this exemplary embodiment the content consumption
system/app]icétion provider 500 is shown comprising various sysiem components, it
is to be appreciated that the content consumption system/application provider 500
could be, for example, a computer distributor, a software developer, a software
provider, a software distributor, or the like, Thus, the content consumption
system/application provider 500 is capable of supplying devices and/or software that

allows for the consumption of content that is provided by the content provider 300.

[0054]  The various components of the integrity certification and verification
9



25 FEB 2005 WO 02/ 19598 PCT/ US01/ 26634 verification of the system;_atgd]:Eﬁ 200
environment of the user, the integrity profile can be retrieved fromthe

i ntegri ﬁ)(ﬁﬁ‘)td gf ication and verification device 200 to tpermus@izeesyst em

[ 0050] user system 400 conprises a controller 410, a nmenory 420, an |I/0O
controller 430, a storage device 440, an integrity authentication device
450, andezﬁqroﬁﬁl@ﬁt 100 &t capable cfevheeurdédflion Hmaehatween, viai linkt H vdeckapgr eci at ed

that this exemp ste £r.
Honever 544 wigh pp el ik, &Y SERHARKPORES: R Acliiita oML
may chartgpalﬁielbémbpmgngal,ectfouncdmrmhndfmmdheytpimeoifed ebpedhtfobei ng consuned.

In generg n t grity can be
verifi ed3 ? ﬁle qu Stfeedﬁe OF?ﬁorgt %ﬁ@ég?&%%gﬁc hoggﬂg)? this

i nvent i mmé@%@]onﬁmma@tlomwﬁmlcéﬁl o pdyBifi@Et on provi der 500

conpris melr JTRED Ethor@pf theO control | er
530, a r%zlallrél?rﬁa?t?gn ag‘% eﬁlggﬁ?%’rﬁm |]%§%%28% an a%f ca ;m at abase 550,

and a syonient pravilsEssi05BBT systeimi 400, contept soRswpRtieT jca PBvi der 300,
the CO”%‘?&\?d&QB@MH&iﬁ?é@tﬁ&éhﬁai@cﬂp&ﬂdc%ﬁ@mdﬂm&eaooay have sever al

differe orms dependi n the t ste |ication the
cont ent [N unpht %3@9'5’? BRI %5%{1%69%%3%%@ elitlfﬁﬂfuggatp&For exanple, if
the conrggmémpagpﬁwﬁohlpmm&atﬁoermppmsl applicationg)rsoftivder asligr hasdpgeites a
- specific h onen h nLARP! i cation

pr ovi dePS@a‘%ﬂ?‘Fﬁ ]g?ar{iﬁﬂ ?g?v ﬁ‘t“’a“g“p (lg}(r:ha %nggl%é}égg ss)#%rhsgy cg)ases&
Al ter nat:oMehtyforfamamptaxmp‘ling decuenegysst enf devi ce conponent supplier may send,

f h
or exam}i %, 0 cg‘%.on a&é&é}%@b' £ ek ﬂenit%apéqh@ﬁ ofarRGtibYatb®att he

yintegri verificatl on devi ce ﬂq 005 % ernatively,

t he contl@msetmm@@,diﬁ@vﬁ%?ﬁné@ﬁl suchep 8 doprmetglethe rsbfif%mc rdi nate

ef I ort S%ﬂ"ﬂ)&rﬁm%lﬁle a%e tF\Se@trEanMeQ\édséi%d BPhetcontencroiidet M@ﬁbﬁﬂhtblnraﬁrl on of an

integrity prof ne e. cont en appl i cation
provi defystem 4 @ﬁﬁﬁ?q@gﬁi‘f’é‘ [’H%‘Eecfa’é'eggﬂgﬁttbt%mg%bq@%ﬁ argdvvar e or

sof t \Narproaasie@bjrlﬂﬁm(tdnnﬂﬂercﬁio unémpea&t:onrmﬂi:mamorm&%mmﬁ[vemﬁm Wiile in

this exerrgsge&/ conq%qu}og?ﬂlre ctoﬂf\an? QAMLEANE 396 B Rhiy mﬁﬁz 1Ytk pRIGd&At | on

pr ovi delf risi na vari ous syste onents I t is to be

appr eci 30k esan menwmﬁmr@a %ﬁ]bpp]éﬁt%ﬁyﬁ%ﬂﬂwamlp&ﬂﬁs(ﬂ‘i apy gtheBer 500

content provider that wishes to provide content, such as a document, to a nser.
[0057] Upon receiving 2 content request from the user system 400, the content
provider 300 returns to the user system the requested content as well as additional
informétion about the protected content. This additional information can include a
profile identification. Altematively, the additional information could contain, for
example, information instructing the user system to request a profile, and hence an
integrify certification, before enabling of the content.

| [0058] Additionally, the additional information can identify which system
components and/or hardware/software can be running and/or used on the user’s
machine when viewing or interacting with the requested content. '
[0059] Thus, one or more of the requested content, additional information and
profile identification are received by the user system 400, via the I/O controller 430,
and at the direction of controller 410, stored in one or more of the memory 420 and

- the storage device 440,
[0060]  In one exemplary embodiment, the content provider 300 can initiate a

service request 20, such as a request for an integrity profile, from the integrity
certification and verification device 260. The integrity certification and verification
10



could be, for exanple, a conputer distributor, a software devel ngr&ﬁg
software provider, a software distributor, or the like. Thus, k 2000
consunpti on stent appl i cation provider 500 is capabl e of s

devi cesWQri’éN}?ysoftware that allows for the consunptiorf@¥V %‘ﬁﬁfédt that is
provi ded by the content provider 300. [0054] The various conponents of the
i ntegrit f oG5B aR00 5/ M0N0 R4k raB

PCT/ USOl#%%?foé%e@%%ggﬁnagtﬁgy?%dngog%%%g%?d 3150 Egﬁﬁmm éat I on t herebet ween,
via linkl®, andm@nowéaiom@seavw m@esirfmmh@w@g@nmrﬁwdebﬁ &ny ot her known or

| ater- dﬁ]ﬁﬁﬁQDEdA élfhlsm@éd H;ﬁem&%ﬁ%bée@hﬁéah%ﬂ@ﬁhXrbﬁﬂce&io%%(ri%@' c data to
and fro conn enents.” For éexanple, .t can be one or nore
distri b&@@omwmomm@ﬁt dadgbass 26Q,anl %Iéroﬁé%ﬁiﬁﬁ@@ﬁ%a TRODERYr e

21t er nataop Bl dthibs BRI RO b A gt ﬁ’é?%mg?“? e ntent
provi de@@@@éﬂt{glg'@rt 5’&/@‘?‘@ 2%8% %PEH%I%B%WP?WI&Pﬁ ent appl i cation
provi ders?stéxﬁﬂhp@ﬁdaﬁdﬁt;ﬁgﬁdw 50er3idilarigf the profilel dsebasti2fatsioves vheifiabkes 200.

[ 0055] Ln.an exe nV|r n 0 sunption

syst end AHGPPRIEGY %v?g%} ?%6‘8 suep%Fo g&gef)lp t}l%:ta | gonégn% tq%gr e and/ or

har dwar eotients of pmiccted' teseatsdbr one oonere lsdiﬁrtdna}@l‘é@mm‘flm d0re are used
by a USegoey porg&e&fgpsfm[a DA Piniol R bRENRHBELSmAC OS] The

content "pro |der e req"ues user. | gcated at the

user syprasiderGeo; @ﬁslﬁtﬁglﬁmcéﬁl%h@%md vesificption deviepodihehthe dirgcionol ser

syst em §QdontrbllePZHd dzﬁblmi thedid @m&ﬁb BaurdiRg %é/@ﬂnlhﬂlehh&tﬂﬁ@é ent
| S reque ich.is,received

provi der 300 ,fro er ste
Phr ough26had ThoRipHE afbate 27040 of d%@ SR POBPATERY 310, i n
COOperab:!u@t@thuttcbrremdytoaaemfomﬁiammwlméﬁhﬁcereqqerﬁsted content fromthe

cont ent | RRaF025 L1 8kvdro rmgﬁb%,? eertiBGaf b Ver BL AU Ehio A0 N be an

on-line ent” provi ftware provi or any ot her
conte nt ptprrfmlm deonﬂmwemi@mg sexyigsr 3b¢ derlige Newfieation serviesispronidehient, to a

user. %%@%ﬁﬁe&l&a&pnh@%réﬁﬂiﬁétatféapfﬂﬁehﬁmeﬁeﬁ@wn 400, the
cont ent f%SEI’OVI returns to%ﬁ? &user S Bleﬁ he requested _content as
(o)

wel | as© ﬁ?@tl%'ﬂld verificeh ordgido RIS PR ér?ﬂecef'lﬁl S
addi t i oftfwidref catled bh Giledritp amehmrals forvadrilédtol the ngarfsiystain 409, The

e PRy B SRR A B IR R SR BRI R P TP,
i nt egr i hardwaretdohipoatiten AlibmatWéYetha bmtﬁg@ywthehécatm@rhe a dedicated
device, such as the integrity authentication device 450 illusirated in Fig 2. The
information gathered about the local software and/or hardware components is
returned along with the integrity profile identification to the integrity certification and
verification device 200 so that the on-line integrity verification can be performed. The
* component registration device 250 examines software/hardware components from

their respective providers and stores identification information in the component
database 260. The information pertaining to the software/hardware component can be,
for example, hashed and the-hash value can be used as the authentic
software/hardware identification. However, it is to be appreciated that the mformatmn
to identify each sofiware/hardware component can be any known or later-developed
scheme that allows for identification of an authentic piece of hardware and/or

software.

[0064]  The registration of a particular software and/or hardware component is

accomplished as follows. For example, the content consumption system/application
provider 500 can communicate with the identification and certification verification
11



[ 0058] Additionally, the additional information can identify whi c? iﬁrBe% ;
conponents and/ or hardware/ software can be running and/or used on“t 200!
user's chi ne when viewing or interacting with the requy ent .

[ 0059] ﬁ”(ggzn ﬁ% or nore of the requested content, addltlgﬁ'}lféailﬁ'foég%rmtion
and profile identification are received by the user system 400, via the
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?ﬁt tabas ece%iﬁbah@nd?ﬂ %ﬁ'ﬁéh%o%afde&iéb heowonat h&ﬁxebd‘ﬁlﬁh%idaﬁﬁn%ﬁbﬁﬁsﬁbn exi sts

at corresponds to he i nfor serVvi ce ues
Al t er natYR5E] @emﬁ?@ff Reddeatqn g‘ﬁ rﬂi“&ﬁ?‘?‘g Caer%)\ﬁ\féﬁ“ﬁ ?% @‘RP%&}%“% 200 can
per f or msaftware dpplieativar difdctgtfrom tiscgontane conkhmpton kysiemiapplitatioat i on servi ce
IS provi deddtosooperformthe integrity verification on-line, for exanple, at

real ti REOWETHN the i ntegrity certification and verification device 200.
| n or der08a5)i ni Thacempenent segistration dgvise 6@ verifiesgbe indfarmatiguefithe an

i ntegri toyny Hh&ﬁ%d%aﬂ% 8ot fé@rfsle&ahmé quayﬁemuémt%mlﬁeas il &

integrity aufhentica Iowsth col | écti |nfo tion o Iocal
sof t war EXafBjeofs ﬁa}l@\ﬁ@?“es RS S s g R CTHP ST
aut hent regititionaleviee 250 dissthi states the component mformatlon and for example the

hash value, in the component database 260. :

[0067)  Alternatively, instead of sending the software and/or hardware component
to the registration application device 540, the content consumption system/application
provider 500 can also connect to the component registration device 250 to download a

small software application, such as a registration application, and have it executed
locally. This registration application will examine the target software/hardware
cbm;ionent and send information pertaining to this sofiware/hardware component
frossibly along with an integrity value, such as a hash value, back to the component
registration device 250 which can then store the authentication information about the
component in the component database 260. '
[0068]  Alternatively, the profile creation device 280 builds integrity profiles for
software, In particular, an integrity value, such as a hash value, of each software

application can be retrieved from the component database and stored. Also included
in the profile is an optional interaction relationship among the components. This
12



device, such as the integrity authentication device 450 ill ust ram EEBFéU%
2. The information gathered about the | ocal software and/or har r i
conponents is returned along with the integrity profile identification to
the i ntW&Q2WBWertification an verification device 200 sBCTHEVA6HE on-1i ne
integrity verification can be perfornmed. The conponent registration device

and st or EdeiTorgRpit TR P SRS e R RPRERTY Ietunb EReURElck of BRRERboES 00 T

i nf or mat irordgeotpaevEnhgninntadintaictiearatthethevwenponentpditentontab obthe  f or

exarrp| e, . : . . G . : >
sof t war eﬁ%&?@?%@%ﬁ%ﬁy%@mﬁ%%ﬁﬁ @é%ﬁ]%@;@%ﬁ%ﬁi ed that the
i nf or nmat m@ndqd)toﬁh@mtﬁ:@vy@aﬁﬂe-sﬁwhmﬁmm@ﬂm@sm%m& WRq¥e any known
or |aterjdgygiagegd schene that all.ows for identification of an authentic

pi ece of hardware and/or software. [0064] The registration of a particular

sof fi var@08%ld/ oF18a} MRETEeCBhBSHIIRTY WOTKILGV s RBEPUEANG $ATVISHEAndro

exanpl e, odehRiond Preidedis e iMb ey cexiFcaidraid Vegifichsh déviewater 500 can
comuni gsat e. g‘-tghgl identif |tcat.| on. and certificati gn vg,;il ficatipon 11 25
FEB 2005°RABT8Iden thesemnaasnt TegigEution servies: 3 sompongutsntficafignaands 1 ot i on
servi ce gptionally, @t¢tainfuehationtabeut te patitulantdnaponant] is foewadded ¢athicon

e oo p ooy 00 | : _ " .
oyst e BBPPRERSASHAL GRfbe2B TR SREr b B SN R on

i nf or matthoeemponent, fosexamplp vath nteadedeliasacterisiion pamwists and behayews oo 540, in
cooper a‘lth@ﬁbﬁ%&&n{ Bﬁabé&@.nfﬂe?[ {ht%ﬁzg Bnenlt E%iéﬁ%ﬁ&@i%%%%t&ﬁﬁtﬁé O control | er

530, searches one or nore o ppli I on dg{;abase 550 and, the system
y dat abas ddendidicalprsetthe gcgisipisa sRMPERETE kb dor cxprple, Hhe Gantans couyympighe and/ or

” har dvar gyitaelapgliegionlR6vidua eid takédtBe Rieatifici@ion¥alabléto, FONBRARIY,
identificati n. for.deéi?(r(}pl e, a serial nunber, version nunber, build
nunber , ﬂbercot“g%l PIRECCTaNd" al ternativel y, the application itself. [0065] For

-exanpl e [0079] oneFagprbfibadreatiomp thegrofilg coatomdevce 28k teeatemtheacqui ri ng
aut hent i cat-i-on. i nf | ' AT TeTs) tion
system g&pe%upg%fc%ngr??%%t\%ﬁgg%ﬁ@%&t?%g;l(?ﬁﬁlgﬁ??t Eogﬁelx% cat%n and
veri f i capmpenantsy whenzombingd| withdedaforpationabeatthe apwciabsdensmeoneatspart i cul ar
appl i caifi Dy, ard Whdh digitally SHhoPdrR sire@ it ptdfllediiaBaseC Qi RitdgrRP PPt | ON
systerﬂa&g.gc tian_provi %g} 500. 54 n this way, the integrity certification
and ver 19PE4¢4 185‘%}?1@8‘1 BUG ot need authentication information -
si nce t [(@71ht e @intilarlyptheiproflatditmnbuivn deeice 200 a¢detves daimiegri@Qfiofileul d secure
the par fdeﬁﬁ'ﬁ@:{tion. The profile database 270 is then queried to determine if an integrity ‘ ‘

profile corresponding to the integrity profile identification is available. If the integrity

profile is available, the integrity profile is returned to the requestor. Otherwise; the
integrity profile-can be determined with the aid of the profile creation device 280.
[0072] The profile verification device 295 receives information identifying one or
more components and an integrity profile identification. The profile verification
device compares the component identifications, integrity profile identification and
corresponding integrity profile to determine verification data. If the proﬁles and
components and identifications match, the integrity'ofthe system has been verified.
Otherwise, the system is not the one specified in the integrity profile, or it has been
altered in some way., '

[0073]  Fig. 4 illustrates an exemplary integrity profile. This exemplary integrity

prafile can be created by the profile creation device 280. To build-an-integrity-profile —

for an authenticated content provider, a request for creating an integrity profile is
initiated. For example, the provider can contact the integrity certification and
13



software application directly fromthe content consunption
systenfapplication provider 500. [0066] The conponent regist rat?di\ ﬁ{@/l}}ﬁ%
250 verifies the information of the conponent, and optionall ut es,
for examplog/19mshash val ue that can be used, for exanpl ePCHYS IH%,“ thentic
software and/ or hardware identification. The conponent registration device

250 th h t i d hash
ool TrERR S redsetnS iRtbD B Suodrdl pESAPIEN, £ DESD,
sendi ng ;Irbﬁdsm‘eh&@a #steofthamies bAsafiveare acdvphardmtare ¢omnpdnsnts¢gﬂrst ration
app i cati on devce 540, § e SOBLENL 89S SRARYSLATE AR08 On

provi der'® e conp one registration device 250 to
downl oadhen resimvics ﬂmaﬂe]wba‘icetleup;stlclcas ammteggl@ncm abash ‘fﬁélgﬂ, of pashioditheappl i cat i on,

and have, tpg%%&fi&ﬁ% dtfl]q %&gbﬁéﬁt daidbise238! Phd dﬁ:‘o%ﬁ‘i’é‘c@&%ﬂ &R4deIBOMhEA €xam ne

the tar§at" conponent an i_nformation pertaining to

this sofdetmnaxenan umm@m@l@nwhlch cpuigiisihs authentigation ifarmationegichi® val ue,
such as ,g géxl?ty‘{:ﬁaliﬁishbaﬁg 6f%a&ﬂ‘8fﬁ1@%8ﬂ66ﬁ€nts & rrvﬁﬂi SBedlevi ce 250 whi ch

canthen o e aut hentication. i nfotmat.i on ent in the
conpone iforautimsush as the intsgH] Prﬂﬁlee‘fiﬁ]&tﬁ‘i‘;@% Vetrﬁﬁnﬁ ?ll’ &feeﬁg‘aa?tsn devi ce
28? bui bﬂﬁ% Haﬁeetgjﬂtéﬁ ‘Q(Féﬂrﬁﬁle; aid fo‘j'@f{&mpléﬁapﬁdnanwﬂle fntbrattioran |b nt eg[i ty |
val ue, sych a of . eac i cation can be retrieve
fromthééi é&gh%ﬁ%}"%%%@&% %‘éqong‘%?élﬁnsl n the profile is an
opti ona[{m'm er aCid ﬁled:mﬁmn:hdwqxc%@cﬁo ariie theoigpayninedsintepnitysprofile 5 FEB
2005 V\D 02,195 S fy t he

Calti nota e gf%%&i ﬁfcﬁ%ﬁéfh&{rﬁ%ﬁfﬁﬁ@ﬁﬂﬂeﬁt bmb BRIL reif0c

guence o er to prevent
"y uni nt endmdhomdeneﬂc%(bthemﬁton%dhhélgﬂ@@mm@e profde database278ranghe integrity

profilepd r?gmglifegproﬁfgmmhﬁn t@ﬂﬁ'éoﬁ{&ly%l%'v%?gO@nd the resulting signature

S appe e |ntegr|ty prafil ch integrit ile is .associated
wth o [N8he  WhenereigaipEixammecopnes footse s fieoppRkotapreteaiid: ary

wo; kfl oat%&fméﬂtam?é co?éﬁlﬁ#bwﬁ&d?:maﬂl a;?;snﬂly @phfdattgmsegmppmﬁd by t hef o
integri rtifi.c on and. verli C or e
corrponeﬁ}xf/3 ?ﬁ ﬁu%ﬁj’f’é’ése gjn J"SOE ﬂsﬁ&lind@r(%t |nétae§lq @ﬁ%rgﬁfé%(%t i onal |y,
meta i nb@usmitowmgbdlmf thheoftwate/lpudwarecomponents in men\am@éqall o the
conponepl . qgﬁssésglirek Gkt ﬁfé\’é A§ti¢e thioriRiochQER Q)'ﬂﬁf'ﬁe EQBUHEH By afthogio¥d ce 250

regi sters onen or exanple, wth ?nded characteristics,
pur pos e@ﬂwgmg@qu gprgponents, or any combination thereo

[0076] The profile distribution device 290 accepts requests for obtaining mtegnty
profiles and retrieves them from the profile database 270 and returns the integrity
profiles to the fespective requestor. Similarly, the profile verification device 295
accepts requests for verifying user systems for one or more system environments. The
profile verification device 295 gathers the information about the softiware/hardware

" ) | | coin’ponents according to integrity profiles, verifies the information against the
profiles, and returns the verification results back to the requesters. ‘
[0077] The user system 400 compﬁses an integrity anthentication device 450. The
integrity authentication device 450, for example, runs on top of any content

consumption application.

[0078] Thus, Fig. § illustrates an exemplary system environment stack on user

device 400 for verifying system integrity. In particular, the user system environment

stack comprises an integrity authenticator and one or more system components.
{0079} Fig-6-illustrates-an-example-of an-environment-stack-which includesan—————

integrity authenticator, a plug-in, a rendering application, an operating system, an

operating system (OS) boot strap, and the reépective hardware.
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t he conponent database. Then, the conponent registration device 250 returns
the identification of the registered conponent to, for exarrpl e 2 HhEER 2005

content consunption system application provider, and nakes th
i dent i f WO4R18%8avai | abi e to, for exanple, the content p?%vpa‘é‘t‘%%'o [ 0070]
For profile creation, the profile creation device 280 receives the

I denti fi ns f T, he

Fegt st er DBBOL o iR s RETTL A RERADBinaens " B8 S oLt ABLARE Blicky 2

associ at4d contapusiénewn endryptiowdecaynsion ey pair gnd aveyficatigndey afianst ored in the
fil at. t d dtoth

Fequest o i fia5tn oQlabMdld JeFbtdr fidel Pe heftre pBsioty IECT 2, |ee

an i nt eqanifoy epﬂmidqrcbwﬁhlaéh@ wqg@éy pehenticabon deiics 400 Hsda®po7o i s t hen

quer i ed b QstHlIspEASof ﬂnﬁﬂvéﬂ%ﬁ%bﬂtﬁose%?ﬁbdtﬁn@ fHak ?ei]ﬁﬁ@ e ehelo? at he

integrity profile identjfication is avai edntegrity profileis
avai | abll’éefpﬁ Pravate {fgrmatipn o 6‘?‘1“?\6‘3 gegsipiye d?%%‘%?“ﬁﬁ-“(dffié‘ 15, dh 1dg QEB‘ Ot herwi se,
the i ntaaﬂfenﬁdatwmfelvice 460 RaDBscial Brsvidted intkdrity phdilatavelfyallefgof i | e .
creation &E’ﬁ% c &007@] TQ%}?E gf t% ﬁ_}gl flcat on devi ce %95 recei ves

" nf or ma e PR S AEPEAT s pn Tl stask i Hle e SlpRLem IS (y profi o

i dent i f ifeGf1] on. Thééiggrdy ahtbentmahbndaﬂc@fhso wal first venfypihe signstoee afdhponent

identifi §oaﬁ1e eI mgﬁ.%%&@e xaﬂﬁeid pbiﬁoa SRR @Qﬂcﬁw & yﬂgndi ng

I nt egr| pr ot rmne ver on dat a. es and
conpone iustraied in dags: V45 oved tbﬁﬁlgmwms Vﬁhﬁeﬁaﬁh%@mﬂﬂ})’ emth@mtacagsn@t em has been

brof i | oleriotiol pilries IoRumisl allltaticaid ofalS (ORANSRRS Al M | st rat 06 an
'y exenpl abqftvaedgrdware semponent o thescall,stack using tb?q[f@‘ tipn Pg%é?figl &n be
creat ed;lhaglitj;i@rcﬁﬁlafmeecmrMIls)a costitivoas Bk ol'mehwryd;m domsiegrafty profile
- for an authenti caét edggh (r;u]t gh{ﬂcgggr?{ 1 Le u'aesilrh c(geagﬁlengl]il n integrity
proflIelqg‘]r?’?'f'flfl‘wo"é?taéL P8R % epﬁ der "¢ ARt N g integrity
certif i catchptrofankstia-st-AERNA igbstacks bmc@pmgamm@@w Wk REE3md
verific rofile.
ﬂ&él@‘gmg; @h %qge@&ﬂst{n?g![‘l@g{a %g%{sﬂ %?Ha@l?aﬁﬁ a(ﬁ}}nbé‘{oetﬂé 'u?’ dﬂp

Then, er. sends a twar e_and/ or war e
conponethp§tapls te ﬁé’031Flﬁ{1eBPP isused i Femavaithedata figmy theistack and sestorgdls ce 200.
The pr o{oblcgﬂggga@k@rh $eviof€padfon.t hen retrieves the identification, such as

o0 oy Oy e B eSS E By SRR 2R A comPoren
. . top of the stack. When the currently executed function mvokes or calls the next -
function, the memory image of the next function is pushed on the top of the call stack
and the top of the call stack points to the image of the next function. Each portion of
the stacked images will contain the addresses or return instruction after the called
function finishes its execution. '
‘ ) ' [0083]  Fig. 10 illustrates how the execution environment is protected.
Specifically, to protect the Integrity Authenticator (1A), the execution of the JA is
monitored by a trusted application, which is part of the IA. The monitoring process,

e.g., an application, can be a debugger or a special process that can prevent the 1A
from being monitored by any other process or application in the system. In an
environment when a process can only be debugged by only one process, then the
trusted monitoring program can be implemented as a debugger. Since the monitoring
program is a trusted application, the monitoring program’s integrity must be in the
... curent integrity profile. Therefore, the JA will verify the integrity of the trusted—
application before loading and execution. The function of the trusted monitoring
application is to prevent the IA from being monttored and controlled and captured by
15



determ nes an integrity profile, which contains the authenticati M5 FER 2005
I nformation, such as an integrity or a hash value, of each of the
components, together with other information such as th r profile
i dent i fYOLe{! OW?® version nunber, creation date, build dg‘t’(l:eﬂhg'glfflitdé%4

provi der nane and for exanple, optionally, the interaction relationship

bet neen g e%%bgoﬁﬁ f¥efSctiéfhe mgtéﬁ\/ﬁ{oﬁxteﬁﬁ@@mﬂi&hﬁan {sQBﬁﬁ:]mehe profile
Ce

creatlon orvvardsthe dé% ned.integrit |Ie to a digital

si gner @cummt@nvw% detgnipg @G%WI%FH‘{ ‘1 4 The profile

creat i ofysipMies ke B A e thistddaBohibdiny gplidativnahudt also metplmetemed)fauﬂ e dat abase

270 and _returnps the rofJIe I dent.i a the c r 300.

CAEC htalmsmali kil e ol it

pr ot ec ot 0 e P o0& cl ude the

integrit nlrcxflle |edet|f|c pa fRg ﬂigﬁ&ﬁeﬁ.r@the user

syst em E&fﬁa‘?lﬁlgcf‘?‘ﬁt%gg"r ?Vdﬁyﬁa}%ﬁnﬁgaﬂw"%& g&tld edglgc%cverl v all of the

sof t war aﬁdmrodmgmlmemmmﬁtheMeMthenmnt call = stack. This assures

t hat thi()@%ﬁmtﬁ liFﬁL%f:n% 51?@3 9;1 ﬁo? & Ho ke Rt ﬁ%}gl zed
I}

sof t war dwar & onen S, | nat I on t hereof g] The
profil ecdﬁﬂicah@uand)wr@'ﬂl@edm %l?éﬁtcb}lai’aéﬁﬂ@@t]%egﬂ’érm 8P integrity

profileg, ﬁﬁiﬂmﬁf& tlggg‘f’fot%%‘i%rﬁgﬂm Taﬁ@nt@,@@t@r'ﬂr@ﬁlé@é@é@@ﬂﬁné’&mmdmaéplr ns the

i ntegri tgﬁza,%iog\; g@ytgﬁéﬁ espec vgeétesgapfe%lﬁfg @F,‘lsllftm l arp:%gﬁtge profile

verific € 8¢ P h’c‘i?é‘bé v ystens for

on;ahor m&a?b%mylcﬁgmm coﬁﬁﬁ?@rto‘stebesm@rl fi cat i on device 295 y

gat her s in au s according
yto int egﬁd}%‘/ gﬁﬂb eé”élgt %fst% Sﬁé}?&olgw%% ns %Br ofiles, and
/retur nsStHe, w@texﬁnnmimamnmdemhbﬂleb&cﬂ(uaem)tstﬂ@l iscgthentierlf the[‘@@?-ﬂsmme user

system 400t§e%f{8ﬁA yﬂEf&rétéeg}’ Pét? RARE @8 uk&s ﬂwé‘c?adl:é%to-ﬁﬁé integrity

evi ce

authentf |on runs.on to cont ent

consu rrpselm‘tedigm’fﬂﬁaﬂﬂt@ﬁmsﬁwﬁwl IFWEI%S tOISFe@ S1d0; Where El-,\eachgge RSNl ary

-syst em goNLd 8RR NS (CiroPthed $8htimekR b 6Rp 4180 fwliery tiel doyitrolsegmshem
integrity, In particular, the user system environment stack conprises an

i nt egrlfﬂ}dsaut henticator and one or more system conponents. [0079] Fig. 6
i | | ustr ggods] an Eignid ﬂlmﬁatammemﬂmpiaryambthsdafkemm i ncludes ‘an integrity

aut hent | cat or r nu““ N g system
operatlﬁ‘Bng qné%la?%%% ba‘g“(%/tc’?l ﬁ@%dc@ e rtﬁ%tul(la%&tm]gqﬁ d\/\(gtrl%rn 14 25 FEB

2005 WE:@Rrol bsgigs m step S200 and contmues to step S210. In step 5210, the registration
service is initiated. Next, in step $220, the component supplier provides
authentication information about particula.r components/hardware and/or software.
Then, in step $230, information about the particular components/hardware and/or
software is verified. Control then continues to step S240.

') [0087] In step S240, a determination whether an integrity value should be
" determined. If an integrity value is to be determined, control continues to step S250,
where an integrity value is determined. Otherwise, control jumps to step S260
where authentication information about the component/hardware and/or sofiware 1s

stored.

[0088] . Next, in step $270, a determination is made whether to store an integrity

value. If 2n integrity value is to be stored, control continues to step S280, where the

integrity value is stored. Otherwise, if an integrity value is not to be stored, control
_ _____jumpsto step S290, where the control sequence ends.

[0089]  Fig. 13 illustrates an exemplary method of determining a profile according

to this invention. In particular, control begins in step S300 and continues to step S310.
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PCT/ USO1/ 26634 [0050] In an exenplary operating environment, the 2r§ g tZgB'
aut hentication device 450 contains its own encryption/decryption key paif
and a verification key of an identification certification and verification
devi ce. WOH@A¥E%eys are possibly hidden and/or enbedded RT{¥ROY26:4
integrity authentication device 400 for the tanper- resistance aspects of
thi's i nventdp®B10F e ihld05E el idetinintsion ibhitheduNes,, ihgepS82Mtha  user's
private i nforr’r?t I on _grn&]{ﬁ%vol Ve Eensi tive do(gug%gﬁis' and data, .the integrity
aut hent i 16 SHFORSANIECTHSIGARQR 0T 1AE CORPURERE MU TR OF F?@W?f‘?é‘“fi le to verify
al | of tdiain&hMhenria/siarsdsa, the idunpifosivnsonthe chepomint/hatdecie on t he user
system enyi ronnent.. 8 The i | t entication device 450 w ||
first v ?etlﬁée%e&#aggpéélg}ler{ ﬁoen%%rg% i%%aagu%‘phg the integrity

certifi qae9@n aiwstepBB40, dat intagritiepiodids s eletefmiigd | Nextkisystepis35G, theust rat ed i n
Figs. 7- | | Fifed Wk ' I cation
devi ce .Agtag@t&g)%oﬁ%gs ? 1%2‘9@%?{?@%@?\5?1 lhss%egﬁgﬁg’%eg%@tg{s] %{tg%legg%t enticate each
sof t war géfde dswetoredcGapoal dhan eontinnes teatop SS78ck using the information

pr ovi dea?]ﬁgu]t he, 5‘2‘% 88 %g@é&ﬁli{l_@gﬁg}ﬁoﬁﬁlﬁ theh F6kvardeProGRet | nuous bl ock of
menory I'ch consjsts of nehory images and the.invol .\/edéunci ons or
pr ocedureBiestphsueh asthe spRIER OBSHRPHGESYS ﬂﬁ’?ﬂ‘fatb‘?n poyidey. Gaptrp -out and
thedsta%tsﬁﬁmgit&st@psswmm tﬁé&:ro]ﬂﬂ‘besé‘c}lﬁﬁ&’e %rﬂu;h" and stﬁck " pop% "’ Pﬁsh i's
used to e the es onto the .stack,and.advance to,t of the

st ack té&iag%i)osi? ’igoﬁrﬁg’tﬁ%aﬁ%mhg’éeﬁmflﬁryr% 0 O{%eél@%gh? W&?ﬁrﬁﬂé?gﬁeack and

r est or e jfitb@ity tanthenficatdran stardartce wdtlprmewspers oftheipresont injedigs] Contrbl t he cal |
stack, the. i - t ' | top of the
ctack, AER: FRE%: Si00 iR GHERRRUL LB RARY; iy D) B shaAly ot Do

/f unct i oitegriiz anthentisatoniayeniind. Next, dr giep S4A0t4 dotermungiionie made Wheter op of t he
cal | st gekniedAfl dliferiieRoPls valid. Bahd infdgAieK alBédMcator & Vi, borage of the next

ot ur n_ FRERERIY 9P ST DREIE AP EG MIRRGR PRSI shes. 118 execution -
[0083] [i093] 10 InlstepsS438) & mulymnvrédigasenvironment énestabdisheh INaxg, ipstepect ed.
5P 11 52 Yo R BV LS A GBIl sy o0t o of
noni t or whethgr e dutsgrityerefile invalih plf thesintegnity praflois val: ghsonginues speci al
o app! (A SR MR ol o A ont whon T okess can only be
- _debug 8 etP084] oniip 5@?&?694&%&'52??9{“9@9{0?%@ qaflﬁgﬁ%d&ﬂﬁ ﬁﬁepfﬁl‘l’?ﬁg “&9r am can %e
i npl emegh@dofake sudahegeaition Shvicenthére asilhistrateil g relpicagodiigme Gast r ust ed
appl i cati on, £ HeATRE bbR5h 3¢ ah U RbicSs b WEHld by Sha/BEabRcdsith

all the software components towards the top of the stack. The reiaﬁonship of the

compbnénts in the stack is that the lower component calls the component just above

" it. Once the céll stack is constructed, the top of the call stack, which contains the

execution image of the last executed component, is located. Thus, the execution

image of each component on the stack helps identify the calling component. Then, in

step S480, the identification calling component is retrieved. Conirol then continues to

step S490. ‘

[0095]  In step S490, the integrity of the component is verified against the integrity

profile. Next, in step S500, a determination is made whether the component is valid.

If the component is valid, control continues to step $510. Otherwise, control jumps to
step S540. ‘

[0096]  In step S510, a determination is made whether the stack is empty. If the
stack is empty, control jumps to step S520. Otherwise, control jumps to step S530. In
17



current integrity profile. Therefore, the A wIll verify the i ntegri g{BOZ@F
the trusted application before | oading and execution. The functi r$ t ReN
trusted nonitoring application is to prevent the I A frombeing npnitored
and conwpeRiigd8and captured by 15 25 WO 02/19598 PCT/ USCPHB%%%‘ S8ther
processes. Another function of the trusted nonitoring application is to

nmonitor th r,rent  envir . ' ' ' I ronnent
is val i dt€P %\t}&rn‘?‘f &gn??‘}%ﬂ{%{'thg %Eeagif gﬁé%{éﬁi %@nﬁ%{re ?ﬁ% a@pl i Egﬁeg%wnust
al so be fheoteediathckificmet ool theniretaus ta stepid8fden veBificaldomr ot ect t he
trusted It ori - ' | i | nd/ or

@gﬂ@; O?.tggtresggg?ﬁﬁé | %&?ﬁ&ﬁleﬁ%d WBR IR0 REE 2O btth 5 58]

controll ica I's dual protection nechanismcreates a
cl osed swybarethedoatrohkdquennedpdht ot her applications from nmonitoring the

execut i Eoﬁ@ t hgn gt?f, QGA ttde AHERRPEhEREO Failell Q88 4bntFd] gontlrdues|td siepr at es an
r (0]

exenpl a t ho operation of the integrity certification and
verifi ca¥isowhssythecontral s64renceends control begins in step S 100 and

conti nuggeds) St @R jBuskbs ih Pigst €2, &eﬁﬁﬁgﬁﬁbdﬂiﬁ@lﬁbﬁ@d pexficdton devitet er med.
Next, in step  S120, the jntegrity.protile is certified [n step
5130, tﬁépm#%réblmnﬁlyle&e&#ﬁ gtnégon oY% 1%{8?%3?9?%1 ﬁi{%‘te"r“gg?%‘;r?pﬁ% of fen

con% [ nql%gpgr@telsi?@@gﬁ gﬁg@ﬁal pap8sd cdmplﬁereﬁ{@ieﬁr, thh'g{tt’pgn‘xt}_égmtt.ﬁmmr(ljﬁm\;m utSﬁr
systemis .erified. X i - omade whet her
the user'® ?W%glcgﬁiaﬂg}??ibg.l&%?&?%éédﬁjs}le?%ygégﬁnﬁ?ﬁ(é’;gﬁ?ﬁ%ﬁé control
cont i nugsogramstedmisiGRocestnsos miprocoriraller end peEnhistr sel ected
cont ent . AGT N £8rc, 59 BiHePbnik HHRA chreuis RAeBH Minalfiotessbila lealivind access s
deni ed of dr sabl’éd. *Control then_ contipues to step S 180 ere the control
) sequencelectodis.or lemig eircit gieh gs adischele F{(;Pg’é‘_ t ‘é‘ﬁ‘“‘é’x@%{ﬂ%‘?‘?@ & Cof
‘T egi st eldebe sEHRAENA SPTP! BPGAS PANLY bothedike! Inbgenernt, cny diewipetcapatile s

I nvention. In particular,. ,control .begi.ns in_st . i nues to
step S2PHImplgmepdng %%EH? S?W“?@H%ngi% §8 %P?c%_ | q?r?{l @ |_% eg. Next, in
step S22Rwchhes itaspasd itt Figapll-14campbovied ds implepisahinfegaity eertifisplé®that i on

about particular. c nent s/ hardware and/ or software. en, in step ,
b é %1% / hard d/ f Th ' 5230

i nf or mafroN AREHIRECS:

particul ar conponents/hargware and/or. software is
veri fi ed00108ht rBﬁﬂhﬂml‘ﬂs(ﬂm¢lm]@%edt18gtg?‘éH’aﬁi’%?a"{q]dd@ﬂeql‘?f‘tg‘iB’p S240, a

17 oA M e e o s
an i gt e@%ﬁ@%\%&q EOH&eWWhgﬁpuﬁﬁgﬁﬁﬁ?g?%%% ¥ g ?E?l},%n%gaéogpst ep S260
| computer or workstation hardware platforms. Alternatively, the disclosed integrity '
certification and verification device may be implemented partially or fully in
hardware using standard logic circﬁits or a VLSI design. Whether software or
hardware is used to implement the systems and methods in accordance with this
invention is dependent on the speed and/or efficiency requirements of the syster, the
) ' particular function, and particular hardware or software systems or microprocessor or
microcomputer system being utilized. The integrity certification and verification
devices and methods described above, however, can be readily implemented in
hardware or software, using any known or later-developed systems or structures,
devices, and/or software by those skilled in the applicable art without undue
experimentation from the functional description provided herein, together with_a
general knowledge of the computer arts. Moreover, the disclosed methods may be
readily implemented as software executed on a programmed general purpose
M@WWM@MM@I@M@W@MM
case, the methods and systems of this invention can be implemented as a routine
embedded on a personal computer or server, such as 2 JAVA® or CGI scriptas a
18



. .

where aut hentication information about the conponent/hardware ang /?rFE§ 2005
software is stored. [0088] Next, in step S270, a deternmination is e
whether to store an integrity value. If an integrity value is to be

st or ed, WEbK¥818 continues to step S280, where the intedf¢VYSUROHH s
stored. O herwse, if an. integrity value is not to be stored, control
junps 10 y§heRe BsIfing VR ErVENS GaphitPvokQEURAGE 26B65ne eﬁﬂﬂﬂ%dﬁag 13

illustrates an, exenpl ary, .method of .deternmjning a profile ac ing to this
i nvent i odedig#ed Hitegriy ﬁc@%ﬁ“&‘l“ﬁ‘%ﬁ?@ eW“Qtaeﬁe'géwsﬁﬁ&%%’nﬁnues to step

S310.  1fter2eEBDAORRrME: 02hdI¥DAia preseRaTibh/SOWLE G Bk lilce. The int&ity0, t he

|ntegr|ty I’Ofl| etermnatjon is | S320, the nane,
such as @ﬂé’&{lfﬁﬁ?{l(’&d@ﬂ?g Cé‘%ﬁﬁSﬁ?Eml&%F’&}"}%ﬁ%ﬁé’?‘a %@yor software is
obt ai nedmcaﬁﬁmtmgnhemmnﬁ?ﬁﬂ métheds idtord scffiveat amitorf lewrdwire sysiegosieht / har dwar e

or softw retr { 0090] In
ot ep” Soal B et Pt Ehd e (PR 4 AR RbAREn bPachERe i Get "0 L
integri tgemﬁcﬁhoh@ndyedﬁgﬁttoaldeymsl gned. Then, in step S360, the digitally
si gned i t op S370.
*, 200 | S Y spAeluhe rpahlafcRnttels f5oet Qﬂt*gﬁiﬁ?loéf&*g?‘%ed Lo the
r equest oﬁhe P!ﬁ;@lﬁ inventior, WtemEHNd é@?ﬂé‘ﬂgﬂ?ﬁ @F?MYWC&BB’IH Ie §¥s proovi der .

Cont r ol ﬁlb&{hon%ﬁ'bbmcﬁpedsh%nﬁ%&%m ﬂlet @feﬁ@@%ﬁl@bdﬁﬁ@ﬁﬂﬁ@ﬁoﬁnds

of the 1 Rissalopt b BeRB AR TiaasS. OGS Eaaw%qqs%%‘efn tegiep Ypeerne'
of the > ®t he
present dkiledihitienappliostile ait. A&&)@ﬂmglyl, apicapts B4GE @rantracd alhsieh t o step S410.
In step the in rit . i av j rified.
Next, | ierlves A ERa L hn? kel B wAH O L EELEA wiope kB |

aut hent itbiatioventionval i d. If the i ntegrity authenticator is valid, control
continues to stop $S430. O herwise control junps to step S540, [0093] I n
step S430, a tanper-resistant environnment is established. Next, in step
S440, the integrity profile is verified. Then, in step S$S450, a
determnation is made whether the integrity profile is valid. If the
integrity profile is valid, control continues to step S460. O herw se,
control junps to step S540. [0094] In step S460, the integrity profile is
| oaded. Next, in step S470, the call stack of the current execution
environnont as illustrated in relation to Figure 6 is constructed. ‘At the
bottomof the call stack is a set of hardware and/or devices, with
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all the software conponents towards the top of the stack. The relgatd h
of the conponents in the stack is that thg | ower conponent cal?é?gﬁgp?bmf
conponent just above it. Once the call stack is constructed, the top of
the call stack, which contains the execution inmage of the |ast executed
conponent, is |ocated. Thus, the execution inage of each conponent on the
stack helps identify the calling conmponent. Then, in step S480, the
identification calling conponent is retrieved. Control then continues to
step S490. [0095] In step S490, the integrity of the conponent is verified
agai nWe€hie: i ntegrity profile. Next in step S500, a determination is nade
whet her the conmponent is valid. [If the conponent is valid, control
continues to step S510. OQtherwi se, control junps to step S540. [0096] In
step 3510, .4 te(;neito%rmid?ﬁihtg@#pc%rtimQ& SRR tioh AfniS LAt dofsBipBéy . | T the
stack is enﬁiy, contr ] S to step S520. O herwi se, control junps to
step SRABnméntk, sdid sydemeRp@iigd WO 02/ 19598 PCT/ US01/ 26634 step S520, the
next conponent in the stack is |located and this next conponent is set as
the curr eatongioask registation dGipatstotlg ukienticaiion infermaticy abeue NI BB or
verification. [0097] In step S530, the integrity is verified and control
ggzglﬁ?ﬁ@mP@?§F%§WSSSﬁP"”ﬁW€W€mFﬁ@dcontroI sequence ends. [0098] in step

, e integrit eck i.s i . . > i
where t no tBReTrolIiER SevEoh8he PyBgH R0 PrufilehBe el 500
| Nt eghidhgGR bivirbirfdt inaiNs Gded o/didhihé b btRertieyiot e ohesorprichs sppidationsj mpl enent ed
either on a single program general purpose conputer or separate program
gener gfstepisop SyBEnta@mporiedts.of deonewtsonsuipéoni enviegimetty certification and
verification device can also be inplemented on a special purpose conputer,
a programmed m croprocessor or mcrocontroller and peripheral integrated
circupt gl ement %?,P @g},h%feq;ngté? @{ggﬁﬁ%p@rﬂé ﬁ%@e&%ﬂ idehtfrEatioh of Bgidlb@d t 2l si gnal

Th of
pr oceésor TevHaP gt ogic circult such as a discrete

el e”eQI:pliE%%iB&%Jﬁtené oP&yRE M Ris hAHgGutheichton ifdimbtion Stoked e PLD, FPGA,

PAL, or the Tike. In-general, any device capable of inplementing a finite
St at e comgoRen eglstitation idéviden t urn capabl e of inplementing the flowcharts
illustrated in Figs. 11-14 can be used to inplement integrity certification
and verification device. [00100] Furthernore, the disclosed nmethod nay be

readi Ly inpl i
3.y 'HB s?sqgnq gfe c?ain!\ l‘? wherein said profile device comprises a profile database that

maintains the integrity profile.

4.  The system of claim 1, further comprising a profile verification device that verified
authenticity by comparing one or more of application, system or system component
identifications, specified in the profile with one or more applications, systems or system

components of a content consumption environment.

5.  The system of claim 1, further comprising a registration application device that obtains the
authentication information about the one or more applications, systems or system components
from a content consumption application, system or system component provider and provides the

authentication information to the component registration device.
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sof tware using object or object-oriented software devel opnment tEChni ues in
envi ronnents that provide portable source code that can be useddihn r{% 2005
variety of conmputer or workstation hardware platforns. Alternatively, the
di sclosed integrity certification and verification device may be

i npl emented partially or fully in hardware using standard logic circuits
or a VLSI design. Whether software or hardware is used to inplenent the
systens and nethods in accordance with this invention is dependent on the
speed and/or efficiency requirenments of the system the _particular

f unct iéon, Teesysteardf tlaml lavheiei haintesrity profig compiiees A\ dndiRgtQof e OPYYr ocessor or
m croconput er system bei ng utili zergs.e Ihe i.nt e%ﬁti ty certification and

ver i f ino5e ARpfcatiofs, V&8s QSRR FARRPLCHRY M5 LR DB ve, however, can be readily
i npl enented in hardware or software, using any known or | ater-devel oped
systens or structures, devices, and/or software by those skilled in the
appl i gabl enagtieMict HAML, KiAKH BomBRIAES Lot Bibviden systeanocupled tutrabitemal
description provided herein, together with a general know edge of the
conputcetisumpiich.enWoneenter, t he di scl osed nethods nay be readily inplenented
as software executed on a programmred general purpose conputer, a special
pur pose conputer,a m croprocessor,a server or the like. In this case, the
met hods and systeps.of .this inventi J routine
enbedded '?‘F%Xtﬁ'&pg%ﬂ'gﬁ’ﬁé@ﬁbcﬁfn RIS cggtre @%??Q@B%%@E?%%ﬂ(@?)ﬁor Ca script
as @ L8dn Borfpohent POAdNS < dRBIOBIoREMENSELRERA 4nviosrRent ce T esi ding on a
server or graphics work station as a routine enbedded in a dedicated
integrity certification and verification device, a web browser, a web TV
interface, a PDA interface, a nultinedia presentation device, or the |ike.
The i 8t egiesysteref eaimiicwhereinit a pigfic wrfisatien devin defeines thehihe 878y pe

i npl enented_b hysi cal | i hcor por at | . vi sinto a
sof t wHIoE® %PHEFP%‘?”QW&?‘MF %Ygtg(/"sc? 'é‘?ﬁ'"g'g‘a 8#18 &g@@%ﬁ:@%@&% Zdag‘ﬁ ﬁ%ﬁ?mr e systens
of a qntﬁ%i:,%%ee@{oma;mgdeaunﬂagisca@staaeuint egrity certification and

n devi ce.

verificatio [00101] It is, therefore, apparent that there has been
provided, in accordance with the present invention, systens and net hods

for integrity verification. Wile this invention has be&n_rgescri bed in
conj un@t | Bre sykter of iaim 3 further FRRPriging® BPfiR ARRICD feYicgdhat crepes e MR ent t hat

TR | BB heeh o R SlcTioR R Bin 3Bl KR L8RS o RecRRARBINa kP L 050

skill 8f ccordingly, applicants i'ntend to enbrace

al | SYERm AdnioShdhal i tHaRGinpdreatrbgistonadca/ar i ati ons that fol low within
the spirit and scope of

11. A method for integrity certification and verification in a content consumption environment
comprising, said method comprising:
determining an integrity profile, the integrity profile including verifiable information defining
an authentic environment of one or more applications, systems or system components; and
determining access rights to content by comparing the environment defined by the integrity

profile with one or more applications, systems or system components of a content consumption

environment.

12 The method of claim 11, further comprising certifying the integrity profile by comparing the

integrity profile with authentication information stored in a component registration device.

21



this invention. 19 25 FEB 2005 W Claim 1. A systemfor providings £Eg 2505
integrity certification and verification within content consunption ‘
envi ronnments, said system conprising: a conponent registration device
storing authentication information about one or nore applications, systens
or system conponents; and an integrity profile device storing at |east one
integrity profile including verifiable information defining an environnment
that is used to deternmine the authenticity of the one or nore applications,
systens or system conmponents of a content consunption environnment. 2. The
syst ers.of Thel raétimdof claitredd ehereimibe peresgionts jnclyderftispe oppeiQ1aR899h i denti fication
of registered applications, systens or system conponents having
aut hedisaling AsRsS tRBCPMT T on stored in the component registration device.
The systemof claim1l, wherein said profile device conprises a profile
dat abase that maintains the integrity profile. 4. The systemof claim1,
furthgs CAEMANTIIREcmMAR QlitdePcorribifd Sadiningauthemicatidn infdination fabéit the
authenticity by conparing one or nore of application, systemor system
CONMpoBaesst onetppiichticn Csybten pEsysepaomponedt fiom & deptepicofsumetioniappiicalies. or nor e
applications, systens or system conponents of a content consunption
envi r eYsteR P! syStem TRBPANeRiPERYidBF cl ai m 1, further conprising a registration
application device that obtains the authentication information about the
one or nore applications, systenms or system conponents froma content
consugpt i AR aRfllof i B, furEpLoAiPrBha Sk TNRg RRaNEY phitey i der and pr ovi des
the authentication information to the conponent registration device. 20 25
FEB 2005 6. The systemof claim 1, wherein the integrity profile conprises
an identification of the one or nore applications, systens qr system
conpom@nt Breafethod of eaiwils durthentomprivies feguetding thordigitplly;signad iIntegrity Fal'e onpri si ng a
content provider system coupled to the content consunption environnment. The
syst efe PR 5PNFYRPIOR GPYIREPE ™ onpri sing a content consunption application,
system or system conponent provider system coupled to content consunption
environment. 9. The systemof claim11, wherein if a profile verification
devi c¢7.detremtive sf ddvati1 tirthenruepasing entabliishinp p liampat iegistant egyisnmentor system
conmponents of a content consunption environnment are not

prior to the determining step.

18. The method of claim 11, further comprising verifying the integrity profile.

19.  The method of claim 18, further comprising loading a verified integrity profile prior to the

determining step.

20. The method of claim 11, further comprising establishing that one or more applications,
systems or system components of the content consumption environment is not being at least one

of monitored, controlled or recorded by an unauthorized device.

21.  An information storage media that stores information for integrity certification and

verification in a content consumption environment comprising:
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aut hentic, access to one or nore docunents is disabled. 10. The Zz%tﬁ
claim1, further conprising a profile creation device that creat EB 2005
integrity profile based on the authentication information about the one or
nore applications, systens or system conponents stored in the conponent
regi stration device. 11. A nethod for integrity certification and
verification in a content consunption environnment conprising, said nethod
conprising: determining an integrity profile, the integrity profile
including verifiable information defining an authentic environment of one
or nore aplotiatien hafrstemaiyestag inteogly PW?tté%”%@##b&'ﬁ@?\i"%‘“d'%‘@"f'ﬁ?&t ernini ng access
rights to content by conpari ngrte envi ronrrel%%mq}gfs ng sct))r% étgl-ﬁ integrity
prof i F’@"\T/!Ptt"ﬂdﬂrﬁ‘é‘géf‘ a‘t‘f{‘)‘?"é"‘?fﬁﬁ‘?q a'ﬁ BES MfHR Conponents of a
content con JI on environnment. 12. The net hod of cI a| m 11, further

corrprf:%rf'pr?aecér 1fying the integrity profile by conparing the integrity

profile Whbinatt Hablematds QBcesfights Ta Eornt Bt dPshing thend@npentdalined egi st rat i on
devi c 25 FEB 2005 di sabling access to the content. 14. The net hod of

cl ai Moylthe inkegrity pefile aampre & imag: apblicaions.rsgsterus dieystdncepmperenisf acagt on about t he
at | east one application, systemor system conponent froma content
consufpepoRtion eMIrPERaENton, system or system conponent provider. 15. The

nmet hod of claim 14, further conprising digitally signing the integrity
profile. 16. The nmethod of claim 14, further conprising forwarding the

di gi t? | Yrili ghdn%‘o%[ah{eﬁla Bf irh ke, fﬁrﬂne? RhphSHY iRBimataNRatkPlificdtheenVi r onnent .
17. The net h of claim 11, further conprising establishing a tanper

r esi Sineglity profile bpcoipatingihé megmpprbﬁlewﬂemﬂwnhcaimg\fmnempn stoged iTAe net hod of
claim 11, further conprising verifying the integrity profile. 19. The

met hocbnrbonerit eeigisiratgn déviget her conprising loading a verified integrity profile
prior to the determning step. 20. The nethod of claim 11, further
conprising establishing that one or nore applications, systens or system
Conpoﬂfntﬁmeﬁ-ffor;n%n%%g%dﬁbe‘iéi‘rﬁm I hRrefii N ScREERIDkts inBludiOdt Ieastiong at | east one
of nonitore control led or recorded by an unauthorized device. 21. An

i nf or srhhidiRg 6idaPIRE attesk ta tHelvattertt ores i nformation for integrity
certification and verification in a content consunption environment

conpri si ng:

24. The information storage media of claim 21, further comprising information that obtains
authentication information about the at least one application, system or system component from a

content consumption application, system, or system component provider.

25. The information storage media of claim 24, further comprising information that digitally

signs the integrity profile.

26. The information storage media of claim 24, further comprising information that forwards the

digitally signed integrity profile to the content consumption envirenment.

27. The information storage media of claim 21, further comprising information that establishes

a tamper resistant environment.
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22 25 FEB 2005 information that determnes an integrity profile&gghﬁ
integrity profile including verifiable information defining an aut éﬁtﬂwg
envi ronnment of one or nore applications, systenms or system conponents; and
information that determ nes access rights to content by conparing the
environment defined by the integrity profile with one or nore
applications, systens or system conponents of a content consunption
environnment. 22. The information storage nedia of claim?21l, further
conprising information that certifies the integrity Erofl]e by conpari ng

t he i B8.egTtietinforprtisinistogageimtetia alwaine A1.iferthel eomerisnedrfaRiIHMAVeieytPn a

conponent registration device. 23. The information storage nedia of claim
21, wieegaly proflie access rights include at | east one of enabling or disabling
access to the content. 24. The information storage nmedia of claim 21,
further conprising information that obtains authentication information
about 4 hepRtndfash sBRQe AREE bfdkin 08, furigBioriftiang iShaiaton tbatngadnant from a
content consunption application, system or system conponent provider. 25.
The i pdrmedmiegryprsiior age medi a of claim 24, further conprising information
that digitally signs the integrity profile. 26. The information storage
media of claim?24, further conprising information that forwards the

digitally_ signed integrity fi t . ' envi ronment .
770 TR Toe uiktrien oGl st B b a7 b el Gefig Pl AT BTy

|t or 118t dnd s 2L £ ARMRIG 510 of JARRYcolrSich Ao cOMYitEanIBRon 23 25 FEB 2005
28. The 1ntformation storage nedia of claim?21, further conprising

i nf or gRtbriwent i At beiRg hifiéaesonk bembnitbegrdobtyoller @frédosied.29, The i nf or mati on
storage nedia of claim28, further conprising information that |oads a
verified integrity profile. 30. The information storage nmedia of claim 21,

further conprising jnformation. th stabl i s : prre of an
appl i ¢ht i%ﬂf’te?ﬁ?‘g‘?ﬂ t8P‘°§§§°E' R0 t'gﬁ%ﬁ? ot et gﬁogootrflg @tr‘{%a%%gsh%tr?pt i on

envir ol %{l‘ﬁ corooNSits BN Dn@ht cbRARMbtidARAviIRhmEME ishi kRtbm edniprisiod 4 egbr or recor ded.
em

31. A'sys apted to provided integrity certification and verification
of apgsiemasn sppfcatichiévaiaBandan irtegsityeatitatigpoand verification Hévicecwhireit consunption
envi ronnments, said systemconprising a user system an application
provi der sandpelication prowiderisadepted tordistkbieAPISPnS SIS TCULYHN" devi ce, wher eby
components to said user system; the system
being characterized by
said application provider being adapted to provide authentication information about one or
more applications, systems or system components to said integrity certification and verification
device;
said integrity certification and verification device comprising a component registration
device adapted to store said provided authentication information about one or more applications,
systems, or system components;
said integrity certification and verification device being adapted to determine and to store at
least one integrity profile including verifiable information and information defining an environment
of one or more said applications, systems or system components;

said user system being adapted to determine access rights to content whereby said user

system is adapted to verify the integrity of one or more of said distributed applications, systems or
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said application provider is adapted to distribute applications, j stens or
system conponents to said user systen the system being charact 'zEEBbX{]Dﬁ
sai d application provider being adapted to provide authentication

i nformati on about one or nore applications, systens or system conponents
to said integrity certification and verification device; said integrity
certification and verification device conprising a conponent registration
devi ce adapted to store said provided authentication information about one
or nore applications, systens, or system conf'ponen_t S;. said integrity

certi fsystem caomponants byspiparipathe spvirgerosené defised PrghelaRysrudtedry RItte¥ il ne and to
store at |east gne | nte;g_rijt%/ rofile | ch udi rggen\(seri fiable infornation and
i nf or F&E PEHCTENors itiRyted APRIFRAP Sbg‘f’?‘é“ﬂ’ts' O SY'EREEP 0t e sai d appl i cati ons,
systens or system conmponents; said user system being adapted to determ ne
access rights to content whereby said user systemis adapted to verify the
i nt egrbt Ya akinodRr RlegMPEdtiieitios ahdhediiction d ppchtiagpsysemt bosystemsy st ens or 24 25
FEB 2005 system conponents by conparing the environnent defined by the

f or wakempanereginiatcyntant odrisbreptinh Bhvirosregnd] seid enetird pesprsisiog 2 step Hfut ed appl i cat i ons,
systens, or system conponents. 32. A nethod for integrity certification and
veri f i cat PRANRSaPRISHIGNS SYFIYROr SESIRIT EAMRPOBFMISRY S BRY sy@ﬁrﬁ%é'ﬁeaﬁ?@atfoﬁs'a cont ent
consu i on _environnent, said ne IS ‘ obt ai ni ng

aop! | St S PR s 250 AR o ARkl Blver oo D! 210

appl i cat i QRS charsdSH-E4By BhpAdrylikddigRmponent s bei ng distributed by an
application provider; 'said nmethod being characterized by conprising the

st eps of : providng W isaig applicatian proigs kitberttication piopvdtde pbagterigeonmeeat i on i nf ormati on
about one or nore applications, systens or system conponents to an

i Nt egebrigations; sysieme aF SYSlEMEATPANERIS 1q Fubtegily Bl andyericetifn (PYS by sai d

integrity certjificatjon and verification. I i id Lygprofile, said
integri tfe_fﬁ"B'f"i"?_by ?“\’flc'Ftﬁ%ﬂ ‘6"{%'8‘?“!0? A ‘fegﬁ)ﬁgﬁ]garélr’f%ete?ngﬂfgwf ﬁlf’orinati on defi ning
an aufReht bome MehEREVERMble iRtbrmafbrian@ iformatioNREfhirylR lalibertic @MsronBafs t ens or

syst em cCoirponents; and determ ning access rights to content by said user

Syst el sal@hélordadre sppliction, yerPs bseystemapinpgrientg; anH detpriringrécesss gghtvne ore nore
of said obtained applications, systenms or s ,stem,coqrﬁ)o ent s P.% conpari ng
t he etpopteribiepaid usgesysieand said dedeimiding GPraR]1SPE \’F"éF‘Sf']el"ée Y HO¥8 e or nore

obt ai ned, .appl i catjons, systens qar s 2Nt - sal.gi cont ent
consuﬂfp‘?ﬂdcﬁ’ﬁg'é'ﬁ‘g?prph??ﬁ%%ts. iggs o'ﬁr‘fsqfanr? é’?érogﬁ tg%?%?ﬁr%éﬁeﬁe F‘gﬂ;g%pt ed to store
CONMPUlGhad W%mt@gﬁiﬁr&rmisgﬂ oh©ér mhdié 8ldihddyappiieatiohs, lsistets @Rystemtl veri fication

of applicat’ions, systens or system conponents in a user system
components of said content consumption environment.

33. An information storage media adapted to store computer-readable information for integrity
certification and verification of applications, systems or system components in a user system,
said information storage media being

characterized in that

said information stored in said information storage media is used upon execution for
carrying out the steps of:

receiving from an application provider one or more applications, systems or system

components;

25



said informati on storage nedia being characterized in that said i2n§qrEBat20951
stored in said information storage media is used upon execution for
carrying out the steps of: receiving froman application provider one or
nore applications, systens or system conponents; 25 FEB 2005 receiving an
integrity profile froman integrity certification and verification device,
said integrity profile including verifiable information and information
defining an authentic environnment of said one or nore applications,
systens or system conponents; and determ ning access ri hts to content,

sai d accesesewmgﬁmtu&temlry@rqi@tf@mmnﬂré%ﬂf'tyfev'ﬁfiﬂi'?’sﬁ“%gertf'ﬁ%'°” P?thég'ﬁal ty of one or
nore of said received application ) m..co s by
conpartesgtyprflednsifipg vrriishe 'Efgﬂaﬂwnﬂﬁ?%ﬂ?tlf"idﬁﬁ'@a a%tai'} THSF TI,F n%'ﬂ{ h said one

of DI oo o%gloy%cgrea |ah%r%?%’g@ﬁébr@k’t@ltn%grﬁpé?l'én@}%%em conponents of a content
consu ron enviro ITEI’] .

determining access rights to content, said access rights are determined by verifying the
integrity of one or more of said received applications, systems or system components by
comparing the environment defined by said integrity profile with said one or more received

applications, systems or system components of a content consumption environment.
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