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600

RECEIVING, BY AN APPLICATION EXECUTING ON THE PROCESSOR CIRCUIT, A |
REQUEST TO ACCESS A DIGITAL SERVICE

RECEIVING, BY THE APPLICATION, A FIRST AUTHENTICATION BASED ON ﬂ)li
VERIFICATION OF A FIRST SET OF ENCRYPTED DATA ASSOCIATED WITH A USER

ACCOUNT
t 605
REQUESTING, BY THE APPLICATION, A SECOND AUTHENTICATION FROM A |
CONTACTLESS CARD

y 607
RECEIVING, BY A CARD READER OF A CLIENT DEVICE, A SECOND SETOF |/
ENCRYPTED DATA FROM A COMMUNICATIONS INTERFACE OF THE
CONTACTLESS CARD IN RESPONSE TO THE CONTACTLESS CARD BEING
ACTIVATED, THE SECOND SET OF ENCRYPTED DATA GENERATED BASED ON
A CRYPTOGRAPHIC ALGORITHM AND A DIVERSIFIED KEY, THE DIVERSIFIED
KEY STORED IN A MEMORY OF THE CONTACTLESS CARD, WHEREIN THE
CONTACTLESS CARD IS ACTIVATED BY THE CLIENT DEVICE WHEN THE
CONTACTLESS CARD IS POSITIONED PROXIMATE THE CLIENT DEVICE, AND
WHEREIN THE SECOND SET OF ENCRYPTED DATA IS ASSOCIATED WITH THE
USER ACCOUNT

* 609

RECEIVING, BY THE APPLICATION FROM A SERVER, A SECOND VERIFICATION |-
OF THE USER ACCOUNT BASED ON THE SECOND SET OF ENCRYPTED DATA

A4

611
AUTHORIZING, BY THE APPLICATION, ACCESS TO THE DIGITAL SERVICE IN |
RESPONSE TO THE FIRST AND SECOND VERIFICATION OF THE USER ACCOUNT

CONTINUQUSLY PROVIDING, BY THE APPLICATION, A SERIES OF PERIODIC Jg

STATUS MESSAGES BETWEEN THE CLIENT DEVICE AND THE CONTACTLESS
CARD TO VERIFY WHETHER THE CONTACTLESS CARD REMAINS ACTIVE,
WHEREIN AUTHORIZATION TO ACCESS THE DIGITAL SERVICE CONTINUES
WHILE THE CONTACTLESS CARD 1S ACTIVE, AND WHEREIN AUTHORIZATION
TO ACCESS THE DIGITAL SERVICE TERMINATES WHEN THE CONTACTLESS
CARD 1S INACTIVE
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