WO 02/ 067097 PCT/1B02/ 00127 1 Authentication nmethod and data transm ssion
system The invention relates to a nethod for authenticating a first unit to
a second wonemempt, in particular, to a nmethod for transnPCritBe/@atia
securely over a transm ssion channel froma security unit to an
application unit. Further, the invention relates to a corresponding data

transm SSAﬁtﬁeI&mﬁ&mn@ﬂﬂdtagdqg{artﬁgﬁﬁﬁﬁbﬂgygﬂ@ha transm ssi on apparatus. 5 For
the protection of digital data from copyl ng and/ or other m suse when these

data are transmtted between two units, e.g. a security unit and an
application unit for data processing, a secure transm ssion channel nust
be enployed. In particular, if data are to be transmtted to an
application unit which is part of a personal conputer (PC) such a
protection is required since a PCis an insecure environnment due to its
open nature. Mainly interfaces 10 and software applications in a PC are
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as it is transferred between devices over insecure links is known from US
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for CD-ROM:s it can be seen that the PC environment is vulnerable to attacks on security.
This vulnerability has to be taken into account when linking more closed and more secure,
15  and often difficult to renew, consumer electronic systems to PC applications, €. g. to enable
playback of content which is stored on data carriers, downloaded from the internet or
received via a communication line on PCs. Examples of closed systems are Pay-TV

conditional access systems and super audio CD (SACD).

20
A method for protecting digital content from copying and/or other misuse as it

is transferred between devices over insecure links is known from US 5,949,877. The known
method includes authenticating that both a content source and a content sink are compliant
devices, establishing a secure control channel between the content source and the content

25  sink, establishing a secure content channel, providing content keys, and transferring content.
When setting up the secure channel with mutual authentication a check is made against a
revocation list to revoke hacked, previously compliant devices and thus to protect the digital

content from misuse.



In a systemwhere data stored on a data carrier like a CD or a DVD shall be
read by an appropriate reading unit and thereafter transmtted to the

appl i cat iwo oané09f or processing or playback of these dat acrhBowmvyzicati on
list for application units nust be stored,in the reading unit, e. g¢g. a
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to cl ai mfimite@npri sing the steps of: 20 a) exchangi ng authentication data
between said first unit and said second unit, said authentication data

bei ngl@etrieved froman authorisation list conprising a list identifier,
and b) checking the authenticity of the authorisation list and the origin
of the authentication data froma valid authorisation list. 25 The
invention is based hiis thereford@n objectisfrtha presetit iventian tooprolideta rhéibdere Of
using a revocation list. Said authorjsation |ist containing authentication
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Therein the orlg Hl 1; (ta aut hentication is checked, i.e. if
comprisitg the steps o

20 a) exchanging authentication data between said first unit and said second unit,
said authentication data being retrieved from an authorisation list comprising a list identifier,
and
b) checking the authenticity of the authorisation list and the origin of the
authentication data from a valid authorisation list.

25 The invention is based on the idea to use an authorisation list instead of using
a revocation list. Said authorisation list containing authentication data comprises a list of all
authorised first units. The authentication data are taken from said authorisation list and are
used according to the invention for checking if the first unit to which, according to certain
embodiments, data shall be transmitted over a transmission channel is an authorised first unit

30 orif an authorised application is comprised therein or not. If the check of the authenticity of
the authorisation list is positive, i. e. if the first unit is listed in the authorisation list or, in
other words, if the authentication data give a positive result, another check for the validity of
the authentication data can be made. Therein the origin of the authentication is checked, i.e. if

the authentication data come from a valid authorisation list.



the authentication data cone froma valid authorisation [ist. WD 02/067097
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20  security unit, e.g. for reading or receiving data and for sending said data, preferably after
encryption, to said application unit.

In the preferred embodiment of claim 5 a certified application list is used
comprising certified public keys of application units. For performing the check if the
application unit is included in the certified application list the public key of the application

25  unit and an identifier of the certified application list is transmitted from the application unit to
the security unit. Therein the identifier is used to check if the public key of the application
unit is taken from an authorised and valid version of the certified application list. The public
key of the application unit is used to check if the application unit comprises a certified
application so that data can be transmitted securely to the application unit. By such method

30 data transmitted from the security unit to the application unit are reliably protected from any
misuse during the transmission to the application unit. To improve security of data
transmission, the data can be encrypted before transmission.

According to a further preferred embodiment of the invention a certified

security unit revocation list is additionally used by the application unit against which the



30 data transmtted fromthe security unit to the application unit are
reliably protected fromany msuse during the transm ssion to the
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The identifier of the certified application list is used according to another
embodiment of the invention to identify the current version of the valid certified application
list. This identifier can simply be a version number of the certified application list. By this
identifier it can be made sure that only keys from the current version of the certified

25  application lists are taken.

There are also many ways of distributing the identifier of the certified
application list. Preferred ways are the distribution together with data carriers, i. e. every data
carrier contains this identifier, or over a transmission channel from security units, application
units or a certification unit. By these different ways of distributing the identifier it can be

30 made sure that the identifier is distributed as wide as possible in order to identify the current
valid version of the certified application list. Preferably, the certified application list and the
identifier thereof are distributed simultaneously. '

The object is also achieved by a data transmission system according to claim

12 comprising a first unit, preferably comprising an application unit, and a second unit,
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accoifli nenettmdacedrding.to Thenilnventi on will now be described in nore detail
with reference to the drawi ngs, in which 20 Figure 1 shows a bl ock di agram
of a data transm ssion systemaccording to the invention, Figure 2 shows a
bl ock di agram of anot her enbodi ment of a data transm ssion system

according to the invention, o o
The invention will now be described in more detail with reference to the

drawings, in which
20 Figure 1 shows a block diagram of a data transmission system according to the
invention,
Figure 2 shows a block diagram of another embodiment of a data transmission
system according to the invention,
Figure 3 shows a block diagram of a data transmission apparatus according to
25  the invention and
Figure 4 shows the steps of the data transmission method according to the

invention.

30 A simplified block diagram of a data transmission system according to the
invention is shown in Figure 1. In this system content is stored on a data carrier 1, e. g. a CD
or a DVD, encrypted with a key. The encrypted content is at first input to a security unit 2 of
a reading unit 3, e. g. a CD drive, for playback. The security unit 2 is implemented in

hardware and located in the CD drive 3 for security reasons, but can be any unit that is



Figure 3 shows a bl ock diagram of a data transm ssion apparatus according
to 25 the invention and Figure 4 shows the steps of the data transm ssion
nmet hod acworndiém9t o the invention. 30 A sinplified bl ockpdiragezomzyf a dat a
transm ssion systemaccording to the ingyention is shown in Figure 1. In
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encr ypt econkitibred séciye witiek ceiild g el etlsafowdre/fitmirvareddr o dnfidt cdrd pricedsor.dnsiecuri ty

2 iy Shashsin s S b9 B e o R I o P
security i g?%g%}igﬂm %H%H T Bantfitred ids é&q&g%@f%ﬂ% 99 Zg@ﬁ{ibm 90h2 7

6 consi der coul e even softwdre/firnmvare a smart card
pr ocessorthe applichion wetiithetcpntent is agdie decnypted byiasdedgptipp el 6apdshdreafer key

and re-encrypted with a new random in the.encryption uynit .4 _and then
transPerr QHX‘gﬂ? inaplavherk Rt ot g‘mﬂlﬁ?gﬁwai%ﬁpi%ﬁﬁ @ﬁpe&ﬁP?w N 1 theyglear.

application unit 5 1Ree&9pticiind B-en6Bipfofl 8LThERERHitPHnid 2 UREbMRictsGRe CD t 6
and thereafter 5 forwardéd to a playback unit (not shown) for playback of

the cont ehiversoqurise fnom the applisatipmunit SeCTrty, Heca hiaek emthg anphication sefwareswn i n
th g Dt _ e ar i n
v, SCeu s M SR Ry R A SR B g o1 1

appl i cat ieBryphite contéht i divebveeéd f6in thdgpptieation tinit, dlie kdyeuseDidiéricygptdhe | f t he
key used to encrypt the content js discovered fromthe application unit,

the K&y woatent on gl b stillfecret Begideswithaphp wgdo distribute they he%&cmé%r.ed tesi des
It has na ' i ' I.t:. has been
diversifi®e gga/ﬁ ﬁﬁgé t?éeeE1 ed %&%%%?g%&gﬁ%gg%%ﬁ%@ ste(’ﬁlsoggggﬁrsg g%?lllgte.lt' For the
transm ssi on of th&oesdertymbaibsoanf dret entrypitadt doataha framcthe datarcadier @ to e

reading unit. 3 and fromthe reading unif 3 to the application it 5 data
channe's adipguitdand Toebg EpoeetLP e uiERg WS Che cumebn e itche
encrypt i ofhdivtyséd fRde-BhctPptlrf thélgHidRtih B endBptibR ufiR BlaaAtklsbdbedectyptinpe
decryption unit 6 Is transferred fromthe security unit 2 to the

appl iléat itbe content 1&ehin thsdecofptimnswi drie travsfersed fromtthelsechsiatit 2 B8 8 whi ch
conplies w }.h t he

Cranst or Pl pin iR R sEBR i ETRIARE IR TR S UG RabiaT SR e o

't furthepl | @ SirdhntsAtHeSS/AC 8lchflePdstcard R BF kéyisibetPednant sdtufig udiC
appl i cati ons. tionally, it also provides for a revocation nechanismfor

20 secur i% gnd the epplicptien vrindi 1y furhenpiovidepfasaoeuprationandp sue¥@biigy i s required
for Lne_ SRSHEhisi HPBE anBicdoRe SiBaal, Heitd fidtiads RRaTBRlcatt floidlinptires
20  security units. Preferably, a minimum storage and processing is required for the security unit
2. A secure authenticated channel which satisfies these requirements and which is
accomplished according to the invention will be described in more detail below.
An even more general layout of a data transmission system according to the
invention is shown in Figure 2. Therein a certification unit 10, which may also be referred to
25  as trusted third party (TTP) (also often called Certification Authority) is shown. Said
certification unit 10 issues key pairs of private (secret) keys S and public keys P and also has
its own private key Strp and its own public key Prrp. The certification unit 10 further certifies
public keys of right servers (RS) 11, replaying and recording units 12, 13, e. g. CD drives
(CDA, CDB), and application units (App) 14. Still further the certification unit 10 issues and
30 updates certified revocation lists RL for reading units 12, 13, and possibly rights servers 11
as well as application units 14 to indicate revoked non-compliant units. Still further the

certification unit 10 issues and updates certified application lists (CAL) to indicate authorized

PC applications.



acconpl i shed according to the invention will be described in nore detail
bel ow. An even nore general |ayout of a data transm ssion system according
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and/ or ditdane bgtheeriifidadioganneot ed units. For installing the secure
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13 Cond BRGUEPRIACKEY Srr G 15 SHIBGLURIGN MBI EY Cetbnm ACDGoTal, Gep &
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public key PTTP of the certification unit 10, its uni'que private key SApp

and its toetheppplicdtiomimit 4 puér SAC ﬁéyTlmEﬂtctp(s Papipytallingdhe S 4603 will b @«plaened
revocation |is ﬁ‘i{‘i‘ha qu usej: for ransm ssion of data and/or keys
from t he™CB°§r e\)aé geproappi T f“'il unit 14 over SAC 83. The steps for
instad | ing the SACGRBared tHowkehermpb@ dT@data transmission apparatus according to the

invention. The data transmission apparatus can be implemented in a personal computer 20

comprising a CD drive 21 as reading unit, an application unit 22, a certified application list

23, arevocation list 24 and other PC hardware and PC units 25. According to the invention a

secure authenticated channel for the transmission of keys and encrypted content read by the
25  CD drive 21 from a data carrier to the application unit 22 can be established.

In a first step (S1 in Figure 4) the application unit 22 retrieves from the
security unit 26 of the CD drive 21 an identifier CAL-ID, e. g. a number, of the certified
application list CAL. By use of a pointer point(Ppp) pointing to the public key of the
application in the certified application list 23 the application unit 22 retrieves its public key

30  Papp from the certified application list 23. The application itself could also contain the
certified public key, but using the CAL is better in case of updates, and the application
anyhow has to prove that the public key is on the list. The application unit then sends the
public key Papp together with the identifier CAL-ID, which is concatenated with the public
key and then certified, identifying this certified application list to a security unit 26 in the



in nore detail with reference to Figures 3 and 4. 20 Figure 3 shows the

| ayout of a data transm ssion apparatus according to the invention. The
data tramepoioe®sn7 appar at us can be inplenented in a persomralr/iBaputier 20
conprising a CD drive 21 as reading unitg an application unit 22, a
certified application list 23, a revocation |list 24 and other PC hardware
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26 in the WD 02/ 067097 PCT/1B02/00127 8 second step (S2). Thereafter the

secutd t y2Gisinot peyokedskep $NeAlsaor thisichgckrihg public keyPrappf the settiisationunitis next
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security ere rom securrty -unit
26 checkeorthia seqlenck hymisdrs tdhdent[ﬁ,@\h.lpdd&’kbﬂthe Hst. al ready present |n the
security unit 26 bﬁ“ use of, the L-identifier received from
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appl i cation unit. Mihs checling signcd aad the entional ghscldng siep Spdpth %‘VBQPPSIBVet he
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al so the current version. As optio security asures the
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forth ste re t catlonu this [ e P
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the secufelay WRive 21 HOm2Bdits chtdier EMURIEEL lsaitebh endlyped BFm ke check the
public key PTTP of the certification unit is used. The certified security
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be encryption.
According to the invention only a minimum storage space is required in the
security unit 26, i.e. only the CAL identifier, e.g. the CAL number. Each application running
on the PC 26 may have diversified keys. The certified application list may also be
25 implemented in a hierarchical form and may extend the described scheme.
The certified application list only needs to be transferred to the PC, in
particular to the application unit of the PC running authorized applications. If a security unit
connects with a PC, the authorized application takes care of transferring the relevant item
from the certified application list to the security unit. In general, there are various options to
30  distribute the certified application list: it can be downloaded from the internet, sent together
with content when downloading it, distributed together with content on read-only data
carriers, distributed together with authorized applications, distributed on data carriers .

attached to computer magazines or recordable data carriers copied from other persons.

Further ways of distributing the certified application lists are also possible.



15 exchanged in a final step (S6) to establish a secure authenticated
channel between the security unit 26 or the CD drive 21, respectively, and
t he appl iweatoeoérogni t 22. Content read by the CD drive 21pCraBezoodzt a
carrier can now be transmitted in encrypted formto the application unit
22 and is thus protected frombeing copied or msused in any other way. The
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In contrast to the known system the transmission system and method
according to the invention use an authorization list instead of a revocation list. This has the
advantage that the reading unit, e. g. the CD drive, does not need to store a revocation list and
therefore does not need expensive memory. The authorization list can easily be stored in the

25  PC as current PCs contain hard discs with large storage capacity.



associated list identifier sinmultaneously. This has the advantage that if
the identifier is wupdated in the reading unit, the application list in the
PC can alwo obeempdat ed, ensuring continuously snpoth systemiBgoatzi on. |f
only the list identifier in the reading ynit is wupdated, authentication of
the application unit may fail until the certified application list is 15
al so updagegMmsAccording to the present invention the certified application
list can be a list, but it can also consist of separate parts or data
fields per application. The authenticity per part can be checked just as
if that part is valid. Therefore each part may contain a digital signature
and every part may also contain the list identifier. This has the advantage
that only the 20 rel evant part needs to be transferred between a first and
a second unit. In contrast to the known systemthe transm ssion system and
met hod ccordi ng I j OF At I L. | Sk f a
revocat i g'n list. Thlg%éﬁ(ﬂl:fg} @ﬁg&hg%{ﬂ/ﬂ% gg@?ﬁ%ﬁ%ﬁ%@ﬁ%@%ﬁ% {,E%tg&'ﬁg?ﬁt he
CD drivea) does not exvhangihgasthaitization éatabethvicamsdid fitst anil and keid sécond udives not
need expensive nemory. The authorization |jst. can easily be stored in the
25 PC as Séfippigntioaten defabsing reisieyediram an givaripatiogdisk osppriiing.a %Fd&‘i’&‘il.ﬁev\o
02/ 06709Z,pPCT/1B02/ 00127 10 CLAIMS: 1. Method for authenticating a first
unit to a second unit conprising the steps of: a) exchanging

aut heft i bat i on dat ehdskingsenawhénticity pEtheanthorisatipndsit ahdsthe oniginnfithe  sai d

aut hentication data being retrieved froman authorisation |ist conprising a
list ideAeRtgation gﬂﬁ%@“gﬁ V%fé%%‘%&atﬂ%méut henticity of the authorisation
list and the origin of the authentication data froma valid authorisation
list. 2. Method according to claim1, wherein authentication of said first

unit is 2terni nat eMethodsagrerdingdp chimdpabrichrauthgntisationpofFaidiisstigdt isccor di ng
to clai ”k%mﬂﬁ@&fi?%ﬁd?t%h%f%ﬁé 2in L{gﬂg conprises an application wunit

i ncl udi ng”an appftication ShaE&d Second unit conprises a security unit. 4.
Met hpgl according to claim3, wherein said authorisation |ist conprises a
15 certified application list conprising inforpgtion about authorised

appl i cat Pons. 5. Mvicthad aé&%rérrt&tﬁg])apa 1o PRETEYSaiq HEst With COIAPESES 4n apRljsation 4

certifi eﬁnﬂ%&cﬁn&ﬁy apﬁ;lication and said second unit comprises a security unit.

4, Method according to claim 3, wherein said authorisation list comprises a

15  certified application list comprising information about authorised applications.

5. Method according to claim 4, wherein in said step a) a certified public key of
said application unit retrieved from said certified application list and a list identifier of said
certified application list is transmitted from said application unit to said security unit,

20  wherein in said step b) said certified public key of said application unit and said list identifier

of said certified application list is checked by said security unit.

6. Method according to claim 5, further comprising the steps of

bl) transmitting a certified public key of said security unit from said security unit
25  to said application unit, and

b2) checking said public key of said security unit by said application unit against a

certified security unit revocation list.



said application unit retrieved fromsaid certified application list and a
list identifier of said certified application list is transmtted from
sai d applwoatienounit to said security unit, 20 wherein i RCTaBe/®iEp b)
said certified public key of said applicgjion unit and said list identifier
of said certified application list is checked by said security unit. 6.

Met hod acgordi ng t ovigthad Bedordihg!td d1&iin 6,0MRdifi s#id pubBc RéyePge eHecked By use of a
transmtti nF a certified public key of said security unit fromsaid
1

securi ty nwblie kepef 2 ecrtifipatioapitinseideshbyssid cerifiention)unitie saif sepusisy unipanst i ¢

key of saj i unit by said application unit against a certified
securi tyaslﬁlgil %%ﬁgg\}i&%la ion list. WO 02/067097 PCT/I1B02/00127 11 7. Method

according to claim6, wherein said public keys are checked by use of a

public key of a certificatiop unit provided by. sai ertjfication unit to

Pord Secdvi ty it Mrhod Sesorting A dalh Sonictsin s Snthe@bhlicrBR bt ey ded

claims5, 8ht8d 8§ eRifchiidd &t application Iist is provided and updated
! { 2

by a certification"unit. 9. Method according to claim1 or 8, wherein said
list identifier is distributed together with data carriers or from any of
said first unit, second,unit.or said cergification.unit. ..10 10 .Method for
transnitting data 2\@%@?@?@/’%‘9% to e ?lmaﬁgﬁ#’s‘gl?%ﬂnéﬁ@rlﬁ&dtef’?%?ﬁlﬁ&lsgg’g{ﬁ%id uni t
to a firshodtRértwiBlP8RA aties o roat Adoffsald ft e kéconll uhl of 84id cértifishtionNidit. t O

sai d secon%l unit according to claim1, further conprising the steps of: c¢)
encry®ting data to be transnmitted using an encryption key by said second

Nt el RN 9 ARG kDt SRELHRNI OB D AUILNG AT RO data

from sai d-Second uni 0 sal unit termning sald encryption
key by sajetord ursit toarfitsswiitcongrising amethod Ick.auliehticating caidrittstngittto saidae¢ondO,
wherein said authorisation list is distributed, 20 together with said data
to be traitAccerdng tpictamda furthes compsing theskersphl i cation units or

applicatigns. 12. i kS6d ﬁécﬁgé‘iﬁ dcAridhikel BY saidisconaamiee! ¥
over a transm ssi og%&%ﬁg%%gﬂ%ﬁ%ré}gﬁﬁg: Séé)l ac?}lqyrilst uki ?S or ’
trandl$i t tandg aut hentication data fromsaid first unit to said

d) transmitting said encryption key and the encrypted data from said second unit

to said first unit or determining said encryption key by said first and said second unit.

11. Method according to claim 10, wherein said authorisation list is distributed
20  together with said data to be transmitted, with data carriers, with application units or

applications.

12 Data transmission system for transmitting data securely over a transmission
channel comprising:

25 a) a first unit for transmitting authentication data from said first unit to said
second unit, said authentication data being retrieved from an authorisation list comprising a
list identifier,

b) a second unit for checking the authenticity of the authorisation list and the
origin of the authentication data from a valid authorisation list and for transmitting said data

30 over a transmission channel from said second unit to said first unit.

13. Data transmission system according to claim 12,

wherein the second unit is provided for encrypting data to be transmitted using an encryption



second unit, said authentication data being retrieved froman authorisation
list conprising a list identifier, b) a second unit for checking the

aut hent i cwoy2mb70bhe aut horisation |ist and the origin of PCTAB02/00127

aut hentication data froma valid aut horil?ati on list and for transmtting
said data 30 over a transm ssion channel’ fromsaid second unit to said

first unidy. adds Qaﬁﬁn'hﬁ@g;@méﬁ' SXEY B AEECORGHEd Bfta Hloti §id Fecondadiieton t he
second unéiyf |so[r)rovi dled 0 en???&i n% data to be transnitted using an

encr ypt i said 6t 0t 060 detep@nin gowypron kegy Reyaid fisy and said segoadiuniti ng sai d
encryption key and said encrypted data from said second unit to said first
unit or for determning said encryption key by said first and said second
unit. 14j4 Data tr apafiuasdnissisly Sistsin acoading togclhim C2,dimhet Zomiprisinger
conprising a 5 certificatjion unit for pr,qo1vi di.,ng. a public key of, said

certi¥ i cesrtifieptigniupit forrpreyiding arpbligkay ofspichesttificationaipitdar cheskigesaid provi di ng
and updaf | SAl f 4 ' j Dadi guth 8L $isi on system

accordi %dtg%tlg%ﬁn&%%}%f%??%olé’?d?%%&n%ﬁpsd%ﬁ%g a con%ﬁ%zlr conprising a reading
unit for reading a data carrier storing the data to be 10 transmitted,
wherein said first_unit is part of said,coppyter provided far. running an
appl i cat 1dn and mk@‘?téi“ﬁnwgogéﬁma‘iﬁ?ﬂmgg)‘gm lgffu’éfé?rcfog’@%%@r connect ed
to or arianged dothpidfgaG2sHing usiiEd: reddiyg £@da tatiefg6fiNPite it be
re-encrypting dgt ghrego?_fr(;mgsai.d datag_carri er. 16. %ata transm ssion
appaltat usarfsonitted, suberein saidh §rst ania ispaciofopid computes provadeshios insing a5 channel

conpri si ng:. a first .unit for transmtitng, aut hent ] i sai d
first u n‘i‘l{%llf%&(g’eﬁn& Wléeé?fﬁ Feid sreqnd @ilﬁpﬁt?%%?ﬁ TRy %rncoﬁgc%cé@cgtg ?)?I'Baﬂrmfx e%er |rﬂelved

from an getrésdingatil ovided forRbmy iiﬁ%ﬁlﬂ;l R-enkhypting deatrédd feom shil datsscaederd uni t
for checking the authenticity of the authorisation list and the 20 origin
of the authentication data froma valid authorisation list, for encrypting

data to pe ”ansgbé&. &ﬁfsagngfgag&gg fogftﬂ'raf?é?ni aﬁ%ﬁ%‘&c{:&gy by AHHEnbhlsS@nSal d

encryption key and sai encry roms econd unit to sard first
uni t1%r §anhnelebsipiisinighg an encryption key by said first and said second

unit- a) a first unit for transmitting authentication data from said first unit to said
second unit, said authentication data being retrieved from an authorisation list comprising a
list identifier,
b) a second unit for checking the authenticity of the authorisation list and the
20  origin of the authentication data from a valid authorisation list, for encrypting data to be
transmitted using an encryption key, and for transmitting said encryption key and said
encrypted data from said second unit to said first unit or for determining an encryption key by

said first and said second unit.



