1 METHOD OF REGULATI NG THE NUVBER OF CONCURRENT PARTI Cl PANTS IN A
VI DEO CONFERENCI NG SYSTEM 5 TECHNI CAL FI ELD [001] This invention
relates to video conferencing technol ogy, including mnultiple
conferencing feeds fromdiverse network formats and nmul ti medi a data
10 streanms including IP, PSTN, I SDN and 3G cellular networks. It
particul arly concerns regulatlng t he nunber of concurrent
participants of the conferencing session to conserve system
resources to w t hMETH@E & REGIHATINGTHE NBMEHEFORFARDNAURRENTDN
(I'ntegrated Servi cePARTICIRANTS: INOA KD EQSCONEERENCING SYISITEM |
transport for digital videoconferencing since it is able to provide
dedi cated channels fromend to end in bandw dths that can be
dynami cally allocated in 20 multiples of 64 Kbps, typically in the
range of 128 - 784 Kbps. Video conferencing end-points set up on
desktop PCs or dedicated room based end- point hardware running on
proprietary codec are commonly carried by ISDN. PSTN (Public
Swi t ched Tel ) may also be fed into a video conference,
typically agﬁgbeQFEAE¢m$Ujpart|C|pant 25 2 [003] Wth the

i nprovenent and growth in Internet networking and bandw dth, video
conferenci ng over Internet Protocol (IP) has becone a nore popul ar

transport d gcess bapndwi dt h avail abilit d contral

over aual i 1y008f SHG ilertof 3B el B Be At b Bloe pPEking

enpl oys V\Bbcﬁgﬁapﬁe conferencing feeds from diverse network formats and multimedia data
10  streams including IP, PSTN, ISDN and 3G cellular networks. It particularly

concerns regulating the number of concurrent participants of the conferencing

session to conserve system resources to within predetermined amount.

15 PRIOR ART

[002] |ISDN (Integrated Services Digital Network) has been the traditional
transport for digital videoconferencing since it is able to provide dedicated
channels from end to end in bandwidths that can be dynamically allocated in

20 multiples of 64 Kbps, typically in the range of 128 — 784 Kbps. Video
conferencing end-points set up on desktop PCs or dedicated room-based end-
point hardware running on proprietary codec are commonly carried by ISDN.
PSTN (Public Switched Telephone Network) may also be fed into a video
conference, typically as a voice-only participant.
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5 m crophones on PCs, are energing as a significant node of video
conferencing. The evolution of nobile phone cellular services from
GSMs 2G and 2.5G (GPRS/EDGE) to 3G (UTMs) and 3.5G (HSDPA) has al so
enabl e video phones to be used and t hus opens anot her category of
video conferencing end points. 10 [004] These 4 main categories of
end-points transport, nanely PSTN, | SDN¢ |P-based and 3G needs to be
noderated and integrated in a video conferencing systemwhich are
likely to uded3]ni Wiihghe ihpraivenhehbiariharowvtp liratrternasnaigioridng and bandwidth,
st andar ds- based codecs for each category. E.g. H 323 for the |IP-based
15 codecs, Hidz20cérderdnSDYy cwedelnseraad PBsiocad@es hakishavgmsauahmbid) popular
standards codecs enables data integration apart from ot her features

such as dat aranepdrt dhenaiches of kbsdsaNban®sidaarglabliexand badtyal ovec qualitpg
& archiving, etc. [005] A large nunber of codec standards,

appl i cati ongf shajidhiarBuane-bad@dt&ERAhRY WechafyBichMy ehpes)si Webkahh£Xhdg
a common pl atform whi ch enabl es video and audi o comrunication

bet ween desldigRpueReamn | BEN r M dasethenss Rokhificd® RBHL €of a\{]ideo

vi deophone, etc. in a successful vided conferencing systemin

i ntegrated apdee gfdiﬂ S?hg%%@%ﬁ %Pr&o%ii% %oHQ%ﬁHaPE%Mc t&'ﬁ‘on’f@@\w@rQG

nost convention "deo conferenci ng stens are able to Integrate

the 1irst o2 ehiPE3cciks RUEBPIYISE (Urifs) LRfths RASREDR) LE: DRSCLnadi!

not 3G Wi le I's' pres y' pOSs €0 conferencing
bet ween 3G v'iﬁjeophone h@n%sets, there.is
% e

platform to" O\Bhgﬁe?/i eco%’?‘ﬂniaggt itib"f’? bog)elé’gf gﬂﬁg){h?ﬁegﬁ%éﬁgs%% video
connect ed t%o;[n%?ene&(rigsér%dﬂ'goiﬁtss-.”\l’ | SDN and | P-based end points. 5
10
[004] These 4 main categories of end-points transport, namely PSTN, ISDN,
IP-based and 3G needs to be moderated and integrated in a video conferencing
system which are likely to use universal hosted hardware platforms using ITU
standards-based codecs for each category. E.g. H.323 for the IP-based
15 codecs, H.320 for ISDN codecs and 3G codecs. Using such ITU standards

codecs enables data integration apart from other features such as data-

collaboration, instant messaging (text chat), recording & archiving, etc.

[005] A large number of codec standards, applications, hardware and
20 technologies are involved in achieving a common platform which enables video
and audio communication between deskiop webcam, ISDN room-based end
point, 3G mobile videophone, etc. in a successful video conferencing system in
an integrated and seamless connection to the hosted platform. However, most

conventional video conferencing systems are able to integrate the first 2 types




[ 006] Anot her concern of video conferencing systens is to allocate
resources judiciously anmong the users requesting for conferencing
sessions. The resources nay be connection bandw dth, end-points

vol une, audi o codec and video codec whether they are enbedded in
devices or device firmvare, and 10 software including user |icenses
allowed and |ike copyright issues. [007]3U.S. Patent No. 7,085, 243-B2
(PolycomlIsrael Ltd.) discloses a video conferencing nmethod which
mul ti poi nt cefrendopoiotsi t.e( BO-based apabiP-daséd, Watret BChi Ménilefit isheeserdlye
enough resources for an end point ("termnal 114") 15 seeking to join
a conf er encepaaitse anholihvided canféreneing henoedre aGhiidep phidne deadsae dikra
3G end points in this reservationless conference nethod. [008] U S

Patent No. 6a fubk,diQBufiVenrdbgagorheteensn AB) vides JoirGnidatiRt e dstabMhed
dynamically all ocating transm ssion bandw dt h anongst vi deo, audio

and 20 dat agrighadHmbed B tHalbkibf P@Tﬂorﬁm%ﬂﬁilp%ééﬂ\éiné%oin_\ﬂli | e PSTN,
| SDN and | P based channel's are described, there is no nentioned of 3G

channel ignhtegration. 4 SUWMVARY OF DI SCLOSURE [009] It is therefore
desirable to provide for a nultinmedia conferencing system wherein

all types O];)[Rg X %gli?ﬂte?’com&ljn%i opc%mrebéﬁﬁl’syéénﬁqg tgglkgc?g‘a?%ﬁ%sf&%&a

5 3G vi deo e accepted as one o e contrerencin

Gni ver sal ndoYEAaYadris et S Ui indgf pafiordping Tiebdols.  The
e RS ST oS TR Rl o R T Sghoagie s
Comoct vt SKEUAPRAR, o R ok RSP A8 o oo TRl e

10 software including user licenses allowed and like copyright issues.

[007] U.S. Patent No. 7,085,243-B2 (Polycom Israel Ltd.) discloses a video
conferencing method which multipoint control unit (MCU) is capable of
determining if there are enough resources for an end point (“terminal 114"
15 seeking fo join a conference session. There is however no teaching on

accommodating 3G end points in this reservationless conference method.

[008] U.S. Patent No. 6,611,503 (Tandberg Telecom AS) discloses a method
for dynamically allocating transmission bandwidth amongst video, audio and
20 data channels in multimedia conferencing service. While PSTN, ISDN and IP-

based channels are described, there is no mentioned of 3G channel integration.



regul ati ng nunber of concurrent participating end points, including
PSTN, I1SDN, IP and 3G based end points (hereinafter "participants")
in a video conferencing systemenploying multinmedia data stream ng
codec in I TU H 323 network 15 protocol standard, said nunber of
concurrent participants is regulated to within a predeterm ned
maxi num nunber at a H. 323 gat ekeeper, s&id method conprising the
steps of: (a) authenticating whether a participant attenpting to

| ogi n has prMMEGS OErRIGCMAFURRe systemwith requisite information
provi ded and stored 20 as said participant's gatekeeper web account,
sai d authenticating includes verifying one or nore of participant's
identity (ID), password (PIN) and conference reference code; (b)

det er m ni ng [60g]m tthetheestbay esui@blectoairevid e foradgunineddie tosfatahcing system
partici pant has a schedul ed conference reservation or is seeking ad

hoc conf er ergidigin di tyked ofl dnPBbifltsP AHAIUSHPRBINDESDIOIF 8@ BCEfeeds from a
reservation, using said participant's login ID and PINto identify

and retrieved b%e@?ﬁoﬁ@”ﬁ@@%é%&@b@@?@@@ﬁe Welbhe @G%FﬁﬁciﬁgoerQ?POints and
presented as an H. 323 client and registering the sane wth he H. 323

gat ekeeper" ?nté@éa‘;f&{ ith(S Ff?@ Ssglg’tnggléé OpSaktHaRehdih iﬁ??ﬂige{asg} ﬂg%t@g plaform.

vi deo conferen articrpant 1s's

; . . L At nt € _ f
concur rent | ufit S ARbbEhany Serde ABRhiceT 8BS e BRCElLr % Rbrbi ety
the free congurrent parti c(%ﬁ;jant g{vai | abl e

the pr edet o BCrTE R R ner T LeE Tkt aberiERoufe sff sPIE. o tne
concurrent el CPanLe, SI9ERe ) Boan a0k fhgcon o encing
10
[010] As a general embodiment of our invention, a method is disclosed for
regulating number of concurrent participating end points, including PSTN, ISDN,
[P and 3G-based end points (hereinafter “participants”) in a video conferencing
system employing multimedia data streaming codec in ITU H.323 network
16 protocol standard, said number of concurrent participants is regulated fo within
a predetermined maximum number at a H.323 gatekeeper, said method
comprising the steps of:
(a) authenticating whether a participant attempting to login has pre-
registered with the system with requisite information provided and stored
20 as said participant's gatekeeper web account, said authenticating
includes verifying one or more of participant’s identity (ID), password
(PIN) and conference reference code;
(b)  determining from the conference reference code whether said participant

has a scheduled conference reservation or is seeking ad hoc conferencing;




(e) upon availability of free concurrent participant, admtting said
ad hoc participant into the sought tel econference session by
identifying and retrieving said ad hoc participant's gatekeeper web
account fromsaid ad 15 hoc participant's login ID and PIN, and
presenting said ad hoc participant's gatekeeper web account as an

H. 323 client and registering the same with the H. 323 gat ekeeper
server; and (f) upon each participant, whether ad hoc or having
reservat i on, (d) eavif mgidapattieipeabhberemiirages essiraatidoy Usbggisaig pddicipant’s
deregistering said participant's 20 gatekeeper web account fromthe

H. 323 gat ekeeper |agid IDedreEBING itbetifp el ettriele tnaparigippars sleResi«r Wad
the pool of available free concurrent participants; preferably

executed in the ofd8unf®dd Rds@hayas £ HBO3 LiedthranegRERRgtheEaMdiwith
met hod, the predeterm ned maxi num nunber of concurrent participants

adm ssi bl e by theyk. |333393l6kRLRPE s"é‘?’yerpﬁwspfnﬁgé’#r@' Qéiag%rggﬁémem&ﬁﬁies

of resource allocation, ihcluding at | east one o ban
capacity,gtrafficygl ercfi@yi ces or device firmware, software or 5
codecs, including user Iicenses allowed and |ike copyright issues.

par ot pant s Ds B GRE RR AR s P b R eefiEBg hpRMlatter srd o
cach SO 1S e S B B BB B e, e
Ceservation may Ja0ROKReBRE WO BONPARE R CuELe BICBRTRYAIE S
participation in the conference session, at the end of the reserved
time slot by sedkohgfBalease atitheorregalermiiegdnexingm Augbepleggfhe number
10 of other concurrent participants engaged in on-going teleconferencing
sessions in the teleconferencing system;

(e} upon availability of free concurrent participant, admitting said ad hoc
participant into the sought teleconference session by identifying and
retrieving said ad hoc participant's gatekeeper web account from said ad

15 hoc participant’s login ID and PIN, and presenting said ad hoc
participant's gatekeeper web account as an H.323 client and registering
the same with the H.323 gatekeeper server; and

) upon each participant, whether ad hoc or having reservation, leaving a
teleconferencing session by logging off, deregistering said participant's

20 gatekeeper web account from the H.323 gatekeeper and releasing the
number of leaving participants to the pool of available free concurrent

participants;

preferably executed in the order recited above.



15 [013] In a third aspect of our nethod, the participant may
pre-registers his particulars at a webpage which is retrievably
stored in the formof a gatekeeper web account, wherein said account
may be provided to be registered with the H 323 gatekeeper in
accordance with the aforesaid nethod steps. 20 [014] In a fourth
aspect of our method, at least a nmultip8int control unit

(hereinafter "MCU') may be enployed to integrate and/or noderate the
mul ti nedi a datd str easmspednoimuirtmplhedpret predpinminednmeaaimuo s urresewa k
format, including Internet Protocol (hereinafter "IP"), Public

Servi ces Teloepbanent Nettitdpdntg hedmigsifié eby" BENH.323 nyatgkedmat Sedawi bes
Digital Network (hereinafter 7 "ISDN') and 3G cel |l ul ar network.

Preferably, grégetdoiings BNleopadls tdd reBb@ge adiRcafiit/ ipEluamgestalegstdatd of
streans fromIF, PSTN, | SDN networks, and a 3G gateway is enpl oyed

to integrat ezARed d&%ﬁ}é?@&fﬂ@t@hﬁﬁé,eé@(ﬁcég M R GiceCRimWARI BRIVARY lor
Preferably still, the is a Polycom M3C- 100TA whereas 5 the 3G

N . 1 thi i . ti
gatevey 52 Solld UUINETCRZRANTAL dtglicin et heosselat PRdcky,
manuf act ur CliRe H}"éb(‘eltéjrﬂ”hrq'&l h%?(ﬁ'ﬁurﬁv%#ﬂgéigﬁ c%m:t'irrf'gntaﬁérﬁcipants is base on the

VWV p0| ycom COlnn resour ce-cent er

di i thi t . TG2000. ht 015] A f
enbodi ment APTBS SreRHER ToPBOTHAIME TR e Beaes daReod B bt
d 3G gat mi ly int ted . The 15 MCU
el udes any COHE" 8f PERBARGPFUBH A SEILAF S8 TF AP Br ot hr dur e
including built-in H 323 gat ekeeper, call manager, including video
PBX with call switching, forwarding and transfer; data network

managenment for quality of o )
10  [012]  In a Second aspect of our method, a participant having conference

reservation may seek to extend the conference session, or extend his
participation in the conference session, at the end of the reserved time slot by

seeking as an ad hoc participant as in step (d).

15 [013] In a third aspect of our method, the participant may pre-registers his
particulars at a webpage which is retrievably stored in the form of a gatekeeper
web account, wherein said account may be provided to be registered with the

H.323 gatekeeper in accordance with the aforesaid method steps.

20 [014] In a fourth aspect of our method, at least a multipoint control unit
{hereinafter “MCU") may be employed to integrate and/or moderate the
multimedia data streams from multiple participants in various network format,
including Internet Protocol (hereinafter “IP”), Public Services Telephone

Network (hereinafter “PSTN"), Integrated Services Digital Network (hereinafter



service (QS); bandw dth nmanagenent; and accounting provided in the
formof conmponents or nodul es of the videoconferencing system 20
[016] In a fifth aspect of our video conferencing nethod, the nunber
of participants ("participating end points") counted are based on
the total or conbined total of each of the follow ng end points
types - PC-based Vol P applications and faccessories; |P end point,

i ncl udi ng room based hardware, 8 accessories and codec; | SDN

room based cHSBN]) auld8G gelaaenetweck.uBrafgra®, tHedBIQU anemPSTRY reineyrhds;
vi deo phone, including 3G networks. [017] A nethod of regulating a
nunber of comalior erddepatet dathpaifdasns Mramn PJAERBTN, (SDNenenoridy S¥skest
according to Claim1l wherein the nunber of gatekeeper web accounts
al  oned provgseRaglisr @agloyad iteNinsdcbies ahdol Nodstele WatdatresPBSHEAr 86
for video conferencing services to be double the nunber of

predet er m negh|iRY NN RUNDBRrrably il OMRAVENRUS FINcoRR MG E11BBM Shereas
Preferably, the first avail abl e gat ekeeper web account fromthe pool

| s pickeg tOthe.]'oQB?%%%#‘ﬁt%?ﬁﬁﬁu%i@[ﬁwm.S%%EQ&-[H&Q&@%S lrélaﬂqoqjihc%(gw%

aspect of our inv partici pants' gatekeeper web acc

are retri ?Vaﬁéfgc@%ornﬁt\%q‘-fbo.amd%ﬁba}fiﬁthm%%-%ocgﬂ? f}lérﬁie?heir E?S{Jective
conferencing System erein upon a partiCi pant bei ng accepted 10
join a video_15 1Lconfere.ncie ses[ﬁi on sEaHd rtiﬁ,i pant's gat ekeeper web
account is rBEPVRGUIEENICUgRE e FylapeLIWNE A ekeeper to be

regi stered. [019] In a seventh aspect of our invention, al
participants' (i.e. including both ad hoc and those having

reservation) requests are channeled to an MCU entry 20 queue
wherein, the MCUYBHYPPYGEELE TFRFFEHICPNiSpl enent s” a singl e di al

entry 10 and

www.dilithiumnetworks.com/products/DTG2000.htm.

[015] A preferred embodiment of our method provides for the data streams
from the MCU and 3G gateway are seamlessly integrated and moderated. The
16 MCU includes any one or combination of applications, firmware or hardware
including built-in H.323 gatekeeper, call manager, including video PBX with cali
switching, forwarding and transfer; data network management for quality of
service (QoS); bandwidth management; and accounting provided in the form of
components or modules of the videoconferencing system.
20
[016] In a fifth aspect of our video conferencing method, the number of
participants (“participating end points”) counted are based on the total or
combined total of each of the following end points types — PC-based VolP

applications and accessories; |IP end point, including room-based hardware,



sequence so as to process and approve each request in turn according
to the aforesaid steps to keep in count the nunber of concurrent
participants to within the predeterm ned maxi num nunber. 9 [020]
Qur method may be inplenented in part or wholly in any one or nore of
conmponents of a video conferencing systemincluding a gatekeeper; an
MCU (nultipoint control unit); a gatewdy including a nedia gateway
controller (M3C); and a participant (participating video

conf er enci ngiceasbopies rend corlcudSDY @8TNyases! t@BN,; auBicaplior8G-ibesdidg efsl
poi nts). LIST OF ACCOVWPANYI NG DRAW NGS 10 [021] The drawi ngs |isted
bel ow, w t h (GS&)arcdPP BN yietvegpriletvid dceghates TrclyalingdG nehadrkgol | ows, may
provi de better and further understandi ng of our invention as
non-limting and exenplary illustration of specific aspects or
preferred enbodinments, in which: 15 [022] FIGURE 1 shows a highly
sinmplified qdoagram @ethbnifnegtiBendrai ﬁhmﬁ&@%@bﬁeﬁé})&ﬂéip@rﬁt@n@%eddeo
vi deo conferencing systemas an overview, [023] FIGJRE 2 shows a

hi ghl'y s5nldghictth S SPREMCa oAU G QUbikd 7l RerbRCtheSY RSP ongatekee er

architecture of our 'video conference system 20 [024] FI GQURE 3 shows

cont 1 pur at i S RO e FoldlohalHLEVIR S By . BonBd’ Hlove

configuration w our video conference Sys

the client- A onf ti e H e '
ideo cont eraheabiel Rl e, EPMefackit® sehih 1 pOHEBRETER B of
di agram of %l#erde\{clar(tj"nelr?egonr}clae){ir?‘lﬂpne number of allowed concurrent participants.

Preferably, the first available gatekeeper web account from the pool is picked to

10 join the video conference session.

[018] In a sixth aspect of our invention, the participants’ gatekeeper web
accounts are retrievably stored in a database managed by the video
conferencing system, wherein upon a participant being accepted to join a video
15  conference session, said participant’s gatekeeper web account is retrieved and

sent to the H.323 gatekeeper to be registered.

[019] In a seventh aspect of our invention, all participants’ (i.e. including both
ad hoc and those having reservation) requests are channeled to an MCU entry
20 queue wherein, the MCU entry queue preferably implements a single dial entry
sequence so as to process and approve each request in turn according to the
aforesaid steps to keep in count the number of concurrent participants to within

the predetermined maximum number.



system 5 [027] FIGURE 6 shows a physical network diagram in limted
redundancy, of our video conference system [028] FIGURE 7 shows a
di agram of the end points connection of our video 10 conference
systemin relation to a public internet provider; [029] FIGURE 8
shows a physical network diagramof the security design of our video
conference system 15 [030] FIGURE 9 shdins a sinplified schematic

di agram of the access nethods of our video conference system [031]
FI GURE 10 shiog8] a Gurnpéthbd ethyssdhienméineneidag parncdfvholly invardeene or more of
conference's links with public I Mservers; 20 [032] FIGURE 11

il ustrates @mgordme ef 8fvidsd boBldnding28)stdraamIBangh gatekeeper; an MCU

Vi deoconferencing Call Flow according to our invention; [033] FlIGURE

12 i 11 ust r at @I fHiRRRRbEUrRH); & Et%mywh&ng%! the&Bl datd@nedritroller (MGC).

according to our invention; [034] FIGURE 13 iilustrates an exanple 0

a 3G Mobi | 355[58% Hﬂéi&ar&&p%ﬁ%{}éf‘a}in deo':é&%r%ﬁﬁﬁﬁgr%rfgig%§iﬂgﬁh’§l$di?ﬁP382'g§,

i nvention; FI'GQU ustrates an exa

Room bas f2f enci 1. Fl ow according to our invention;
[ 036] FI %Rgs?%eil?%ﬁgtrﬁa ggéggnﬂggghﬁﬁe of an IP (H 323) Integrated

Desktop 10 Conferencing (Video and audio) Call Flow according to our
i nventi on;

LIST OF ACCOMPANYING DRAWINGS

10 [021] The drawings listed below, with the accompanying detailed description
that follows, may provide better and further understanding of our invention as
non-limiting and exemplary illustration of specific aspects or preferred

embodiments, in which:

15 [022] FIGURE 1 shows a highly simplified diagram outlining the main

components of our proposed video conferencing system as an overview;

[023] FIGURE 2 shows a highly simplified schematic diagram outlining the
system architecture of our video conference system;

20
[024] FIGURE 3 shows a graphical representation of a multimedia gateway in

integrated configuration with our video conference system;

[025] FIGURE 4 shows the client-server configuration of the H.323



[037] FIGURE 16 illustrates an exanple of an IP (H 323) Integrated
Desktop Conferencing (Video, audio and data) Call Flow according to
our invention; 15 [038] FIGQURES 17 - 20 illustrate in sinplified
graphi c diagrans, the manner in which various end points, including
3G Mobile end points, desktop clients, audio device (PSTN |line
phone), and Room based system may respetiively join our video
conferencing system 20 [039] FIGURE 21 illustrates a flowchart
general | y shaiekegpehie otarvideoscoafetenqeosysteanj . e. 2G  PSTN phone, | SDN
Room | P Room 3G Video Phone and the Wb based Enbedded C i ent
dialling into the systemvia the MCU (1) to initiate and join a
conference session; 12 [040] FIGURE 22 illustrates a flowchart

di agram det qmi@}ngFm;UREes RhOGESS |ical HRNAGKNAagi2éh 3F l0df dtddddconference
avai |l abl e conference resources for various end point types; 5 [04 ]

FI GQURE 23 i ldhtghi.ates a flowchart diagramon a PC based end point's
logic flowin di aling in to join a conference session based on our
inventiog; [042] FIGURE 24 illustrates a Wb-based Embedded O i ent
dialing into our proposed vi deo conferencing syst emto establish a

or the | ogiah EJ%Q'QF oty = Frod peiR gl WEURIE L rRdh ot

end points; ! L} C%JRE 26 d cts aflowchart diagramfor the logic
flow of the 25°8 5‘??9?933/8 1o undefined participating end

poi nts; [045] FIGURE 27 depicts a sinplified block diagramof the
vari ous conbinations of schedul ed and unschedul ed conferences with

dial-in and dia ) . . )
[028] FIGURE 7 shows a diagram of the end points connection of our video

10  conference system in relation to a public internet provider;

[029] FIGURE 8 shows a physical network diagram of the security design of

our video conference system;

156 [030] FIGURE 9 shows a simplified schematic diagram of the access

methods of our video conference system;

[031] FIGURE 10 shows a simplified schematic diagram of our video
conference’s links with public IM servers;

20
[032] FIGURE 11 illustrates an example of an ISDN (H.320) Room Based

Videoconferencing Call Flow according to our invention;

[033] FIGURE 12 illustrates an example of a PSTN Audio-only Call Flow



out options for different end points; 20 [046] FlIGURE 28 depicts a
bl ock di agram of the end point dial in conference flow according to
our invention; [047] FIGURE 29 depicts a flowhart diagram of the
Gat ekeeper Wb 13 account dynam c resource allocation algorithm
[048] FIGURE 30 depicts a tineline diagram show ng overl appi ng
conference sessions; 5 [049] FIGURE 31l1depicts a table and axi al
lines to illustrate nunber of participants in a given tine |ine; and
[ 050] FI GUREa&dRrdingicbsr iavafaion; di agram on t he gat ekeeper web
accounts. 10 DETAI LED DESCRI PTI ON OF SPECI FI C EMBODI MENTS [ 051] An
overvi ew of our video conferencing system enploying a nethod of 15
our invention described herein nmay be outlined in FIGURE 1 while

FIGURE 2 sh o4 a icw*ﬁaw@ium{réifeis% SEMITBIF & St MBABEHd ;Scﬂﬁts%‘leéz%il\h)

syst em ar chi ure our system Generally, our proposed system

may conpri se ?I Ffonﬁaéc%t'dlﬁ’%"h?cgv hbéﬁ q key system conponents, each of

whi ch we sha descri1 be ud| o Conferencing bridge in the
f or m of MCU;, 20 (ii) 3G Conferencing Gateway; (iii) H. 323
Gat ekeeper; (iv) Data Coll aboration Server; (v) Instant Messagi ng

(IM - Server; '[035] FIGURE 14 illustrates an example of an IP (H.323) Room-based Video

Conferencing Call Flow according to our invention;

[036] FIGURE 15 illustrates an example of an 1P (H.323) Integrated Desktop

10 Conferencing {Video and audio) Call Flow according to our invention;

[037] FIGURE 16 illustrates an example of an IP (H.323) Integrated Desktop

Conferencing (Video, audio and data) Call Flow according to our invention;

15 [038] FIGURES 17 - 20 illustrate in simplified graphic diagrams, the manner
in which various end points, including 3G Mobile end points, desktop clients,
audio device (PSTN line phone), and Room-based system may respectively join

our video conferencing system;

20 [039] FIGURE 21 illustrates a flowchart generally showing the various end
points i.e. 2G/ PSTN phone, ISDN Room, IP Room, 3G Video Phone and the
Web based Embedded Client dialling into the system via the MCU (1) to initiate

and join a conference session;



(vi) Recording/Archiving Server; 14 (vii) Stream ng Server; and
(viii) Application Servers for Wb, Database, Billing, etc. [052]

Vi deo/ Audi o Conferencing Bridge. W propose to use an industry- 5

| eadi ng Vi deo/ Audi o Conferencing MCU in the systemto provide a high
performance and reliable platformfor a converged vi deo, voice
conferencing over nmultiple networks - 12, |1 SDN, PSTN, etc. [053] 3G
Conferencing Gateway, which is a Miultinedia Gateway that 10 provides
t ranscodi ng [e40] pFXYREWR tliusinstes er loedHarsdigneadnh idegsilirgoomaing peovdss of
control, and voice and video transcodi ng between nultinedi a systens

protocol s  ingndgignand ticedMyH@ddiie dohérdndd RdupRe fbheafidudedd Boint

The 3G Conferencing Gateway provides transcoding tailored to

end- t er m nakgpetich as 3G enabl ed nobil e phones or video phones, and
|P terminals. Qur choice of 15 3G Conferencing Gateway shoul d al so
support a variety of voice and video coding standards and connects
end-termnals on circuit switched, packet swtched networks, and

W rel essgne ] r Y 3 ralizes.
the managertat lof TUras5 2%%3%%%“@@%@%@“&%%% PRGERHL 8N Bfes
enterprise- net wor Vld raI|z d vi deo onferen0|ng
managenent L46 '%\&n“@'ﬁﬁnq rgdeB A Sl Reduh e EhTat SRSAvSe

configuration tasks fromthe individual end points, to the network,
where they bel ong. The vi deoconferencing endpoints recording sever

o e SR T % B BT REas e 85 o v
proposed video conferencing system to establish a conference session;
10
[043] FIGURE 25 depicts a flowchart diagram for the logic flow of the MCU

dialing out to defined participating end points;

[044] FIGURE 26 depicts a flowchart diagram for the logic flow of the MCU

15  dialing out to undefined participating end points;

[045] FIGURE 27 depicts a simplified block diagram of the various
combinations of scheduled and unscheduled conferences with dial-in and dial
out options for different end points;

20
[046] FIGURE 28 depicts a block diagram of the end point dial in conference

flow according to our invention;

[047] FIGURE 29 depicts a flowchart diagram of the Gatekeeper Web



[ 055] Data Col | aboration Server. W propose to deploy a carrier-grade
and highly functional web conference server that allows Service
Providers to deploy 5 a robust, scal able, manageabl e web
conferenci ng service to consuners, enterprises and Internet Service
Providers (ISP). It provides the data collaboration service which
supports all the necessary data conferefide features such as

whi t eboard, sharing application, slide show, text chat and recordi ng.
The dat a cordoentst davaniie reseanedsidcatoraalgonitions nmedia format into, for
10 exanpl e, a Data Connect Live recording server. [056] Instant
Messagi ng Server. W may use, for exanple, the Mcrosoft(r) Ofice
Li ve Comruni cations Server 2005 (Live Comruni cations Server 2005)

whi ch provi dgsgla PRRBREUE0 dé&éﬂs@iliﬂelldéélbé% Wlﬂ@'dﬂ'f@fléé%g €8|¢ference
integrated 15 presence awareness solution. IMis a feature enabling
the transfergdsgphs: Messages in real tine over an Internet Protocol
(1P network such as the Internet or a corporate network. Presence
awareness i s the feature enabling the detection of another user's
avai | abi I'i ty or status on one or nore devices. 20 [057] Video/ Audi o

recording of okt n AR alo St anarb el e TR L dTSERLS hubber of

vi deoconf er encj SE$Sl ons H 323 streans) as well as the data
conferenC|né’”@@%ﬁi%ﬁkaQWﬁB B6h M5 8hfe may be recorded in the Wndows
Media format and can be played back via Wndows Media Player. The
conpl ete conference 16 recording functionality may incl ude
recordings into 2 separate Wndows Media files, one is created

Data Col | abdP20li off(GHRFe32 deniets ehéenst dagraphen dhegateleener wemeaqqogzé
Recording Server. In order to play back the recorded conference, the
proposedUsystemwill create a publish point at the Wndows Media
Server to

DETAILED DESCRIPTION OF SPECIFIC EMBODIMENTS

[051] An overview of our video conferencing system employing a method of
15 our invention described herein may be outlined in FIGURE 1 while FIGURE 2
shows a highly simplified schematic diagram of the overall system architecture
of our system. Generally, our proposed system may comprise of the following
listed key system components, each of which we shall describe.
(i) Video/Audio Conferencing bridge in the form of an MCU;
20 (ii) 3G Conferencing Gateway;
(i)  H.323 Gatekeeper;
(iv) Data Collaboration Server;
{(v) Instant Messaging (IM) Server;

(vi)  Recording/Archiving Server,;



5 streamout the two Wndows Media files sinultaneously. [058] Third
party equi pnment or devices proposed for sone of the key conponents
of our video conferencing systemare tabulated in Table 1 below. 10
Table 1 S/'N Equi pnent Brand & Model 1 Multipoint Control Unit (MCU)
Po/ com MEC 100 2 3G Video Gateway Dilithium DTG000 3 H. 323

Gat ekeeper VCON MXM 4 Desktop Vi deoconf® enci ng VCON vPoi nt HDDK
Enbedded Client 5 Data Col |l aborati on Server Dataconnection Meeting
Server M crosof {viili v8iréamMgSeerver, aGdnmmuni cati ons Server LCS 2005 7
H. 323 Recording Server Starbak VC&X00 8 SSL VPN Juni per SA 4000

[ 059] SUPPORTED END P@bpiicEtior Beriers Farwvely, Batdbas, Bilin@retc.ant i ci pat ed
15 to be supported by our proposed video conferencing system [060]

| SDN Roonmt based systens (|1 SDN Roon). These are the | SDN- specific,
appl i ance- based vi deoconferenci ng systens that support the ITUT

H. 320 prot 0gedo] THRieALBD BOhfEHEh¥ingOBRdYk! mpﬁebéé&t&aé%ﬁis%%l\lmy-

m crophones 17" and dedi cated hi gh pérforimance codec for the

vi deoconger ﬁ’é'a?diﬁg wlghaLSio RIARIEASHg Fe R dnEesRiad i@ tpraflal SPMigh
conf erence roomset up.
performance and reliable platform for a converged video, voice conferencing

over muftiple networks — IP, ISDN, PSTN, etc.

[053] 3G Conferencing Gateway, which is a Multimedia Gateway that
10 provides transcoding and proxy functions for call signalling, command and
control, and voice and video transcoding between multimedia systems protocols
including 3G-324M/H.324M, ITU-T H.323 and the IETF SIP. The 3G
Conferencing Gateway provides transcoding tailored to end-terminals such as
3G-enabled mobile phones or videc phones, and IP terminals. OQur choice of
15 3G Conferencing Gateway should also support a variety of voice and video
coding standards and connects end-terminals on circuit switched, packet

switched networks, and wireless networks.

[054] H.323 Gatekeeper. This device centralizes the management of Video
20 over IP communication within the enterprise-wide network. It provides
centralized videoconferencing management services and transfers many
administration and configuration tasks from the individual end points, to the
network, where they belong. The videoconferencing endpoints, recording sever

and MCU needs to register with the H.323 Gatekeeper in order to participate in



[061] Internet Protocol or |IP Room Based Systens (I P Room. These are
5 appliance-based vi deoconferenci ng systens that support |ITU T H. 323
protocol. The systemnornmally conme with specially designed canera,

m crophones and dedi cated hi gh performnce codec for the codi ng and
decodi ng of the videoconferencing signals. These are normally used
in a conference room setup. 10 [062] Pébsonal Conputer-based
(PC-based). These are PC (desktop or notebook) running the custom

web based entbedagtipdihiSBs siobuigmte KIOWLNt.  The client works in
conjunction with the PC based accessories such as USB or Bl uetooth

web camera and m crophone to provide the highest quality video 15
conferenci ng and data Col | aborati on experience. [063] Audi o Phone.

These are nopgg) tﬂtﬁ@mﬁ%opﬂ@?SB?\I&QW@%}‘@&s@%ﬁ%ﬁ[ogfé;r&é‘fegh%ge%rnd

terrestrial telephone network (PSTN or Public Service

Net wor k) t hat: i i ' I i.SSi anl : I

26 mobi | 209 T Pl HiNBreHc e RAIORT, SPhyPE Mpuilins BidenBl

data serw ces. 4] d P - e 3G handsets which

Support 1o ORI saREne ofBroBERe: wiBC TRl DelE, gR R0 S Sitisihsrse

18 [065] A brief. compari,spn gof the audio:vide d gtgta featyres  of

these vari o?me@ﬂae%g?rﬁ{ slnféén%r m%%ui?’}?vtdﬁés f@@%w p’f%‘ﬁ‘?%g gEeTQ%t?e

2 5 End Poi ntI ud'%,o Vi deo | SDN Co ute[ | P Room 'Iéy?e Phone Phone

Room collaboration service which supports all the necessary data conference features
such as whiteboard, sharing application, slide show, text chat and recording.

The data contents can be recorded as a windows media format into, for

10  example, a Data Connect Live recording server.

[056] Instant Messaging Server. We may use, for example, the Microsoft®
Office Live Communications Server 2005 (Live Communications Server 2005)
which provides a powerful, scalable, instant messaging (IM) and integrated
15 presence awareness solution. IM is a feature enabling the transfer text
messages in real time over an Internet Protocol (IP) network such as the
Internet or a corporate network. Presence awareness is the feature enabling

the detection of another user’s availability or status on one or more devices.

20 [057] Video/Audio Recording and Archiving Server. The Recording
Server enables the recording of both the video and audio streams from the
videoconferencing sessions (H.323 streams) as well as the data conferencing
sessions. The conference may be recorded in the Windows Media format and

can be played back via Windows Media Player. The complete conference



2G PSTN (3G AV conference Feature Connection ISDNIP ISDNIP IP
Type Max 64K 128K 128K 128K 128K Bandwi dt h 256K 256K 384K 384K
Audi o Yes Yes Yes Yes Yes Video No Yes Yes Yes Yes Dial-in Yes Yes
Yes Yes Yes Dial-out Yes Yes Yes No Yes Data Conference Feature
Data No No No Yes No Collaboration [066] Qur proposed video
conferencing systemis able to support tthe typical 2 types of
schedul i ng, nanely, (i) scheduled and (ii) on demand or ad hoc 10
conf er enci ngecddmgltfadttiomatignhey @rheld corieyviat priepardibeVadbualMedia
conference session. The resources of the various endpoint type,

connection JieReshe is ErRAfRIANDataSCAldbottaiod Suider bAB the BIRLEHRBERated by
duration are defined by the conference organiser. Based on these

input, the ded gidss pbidraRg Sdridredn bRidrE plaSiEcR The Alboftbd Wihference, the

conference does not require any reservation. A 15 conf erenci ng

chai rman or rpgar?;%i%%n %?té@%ﬁg a‘%érat I%ﬂ’Bcﬁ?t’@tyth%t\?\ﬁﬁHstt MeBRC88Rer thE

systemto s OC cont erence here 1's no

i | abi |
Cubj oot Bo. cREPRM g o?"f""’m?ﬁ"@ﬁg'%?é%%ﬁﬁ@ﬁ%ﬁ%@vs he system  Sore of

t he key features supported in respect

[058] Third party equipment or devices proposed for some of the key

components of our video conferencing system are tabulated in Table 1 below:

10 Table 1
S/N | Equipment Brand & Model
1 Multipoint Control Unit (MCU) Polycom MGC 100
2 3G Video Gateway Dilithium DTG2000
3 H.323 Gatekeeper VCON MXM
Desktop Videoconferencing .
4 Embedded Client VCON vPoint HDDK
. Dataconnection Meeting
5 Data Collaboration Server Server
Microsoft Live
6 IM Server Communications Server
LCS 2005
7 H.323 Recording Server Starbak VCG400
8 SSL VPN Juniper SA 4000

[059] SUPPORTED END POINTS. The following end points are anticipated

15 to be supported by our proposed video conferencing system.

[060] ISDN Room-based systems (ISDN Room). These are the [SDN-
specific, appliance-based videoconferencing systems that support the ITU-T

H.320 protocol. The system normally come with specific camera, microphones



19 of either types of scheduling are indicated in the follow ng
Table 3. Table 3 End Point Defined Dial- Defined D al- Undefined
Undefined Access Mdde in Participant out Dial-in D al-out

Partici pant Participant Participant Schedul ed Supported Supported
Conf erence Supported (except Supported gexcept Comput er) Conput er)
On-demand Supported conference NA NA Slipported (except Conputer) 5
[067] Referring back to Table 1 above, sone of the equi pnent or

devi ces pr opuseedicated ighypelémmznnt endec farghs ySDREMideazod &senditg dignals
sonme detail below. Dilithium Networks DTG2000 Medi a Transcodi ng

Gateway. 10 Hro&8¢asDremodnd feeekey atapd®DNidopfarendd@oMVbetayst em i s the
ability of allowng 3G users (wth 3G handsets or adaptor cards) to
joinin the multipoint conference. This is achieved through the
integration with the Dilithium DT&000 Media Tanscodi ng Gateway. The

DTG 2000TI ip6q Mll.lute'rﬁraob,%t&@&emav REGH Hasddf SYsHRss @pamﬁﬁﬂ' il e

pr oxy functlons for call signaling, comand and con and voi ce

05950 AR e 5D L SR ] g
integrati on "f’r?e §§£‘?¥m rlncﬂmalil%Rﬁe with specially designed camera, microphones and
dedicated high performance codec for the coding and decoding of the
videoconferencing signals. These are normally used in a conference room
setup.
10
[062] Personal Computer-based (PC-based). These are PC (desktop or
notebook) running the custom web based embedded H.323 software client.
The client works in conjunction with the PC based accessories such as USB or
Bluetooth web camera and microphone to provide the highest quality video

15 conferencing and data Collaboration experience.

[063] Audio Phone. These are normal telephone handsets connected to the
fixed line or terrestrial telephone network (PSTN or Public Services Telephone
Network) that provide for audio signal transmission only, as well as 2G mobile

20 or cellular phone that provide audio signal and limited data services.

[064] 3G Video Phone - These are 3G handsets which support ITU-T

H.324M protocol for videoconferencing over 3G network.



20 [069] The DTG perforns all necessary negotiation and nedi ati on
between network entities and client devices to allow effortless
communi cations across 20 network boundaries including Crcuit Switch
to Packet Switch Mapping, Capability Negotiation, Comrand Medi ati on
and Medi a Transcoding. The crucial steps in configuring the DTG for
the purpose of our invention are descritbed in the following. 5 [070]
The basic I P address configuration of the DTG000 is perforned prior
t o ot her corf@rlenis bhiei wgmearisérgur eile Audiewatgol andf dathefepbtremrd these
addresses used in the configuration is shown in Table 4 below 10
Tabl e 4 Pananetieendedintaig pPeddad iptthefollontrgy Tiable 2P Host Control | er
Card Ethernet Interface O address 192.168.x.x (for tel net purpose)
Internal IP Xx.x.x.x Transcoder Engi ne Module (TEM 3) (for address
(DMEZ Zone) network traffic) gatekeeper x.x.x.x VCON MXM | P address
DVZ Zone) hostname DTG2000 For DNS regygkmrati on | P subnet

255. 255. x. x Subnet nmask I P Gateway 192. 168. x.x Default Gateway P
address @f Primary and secondary naneserver X.X.X.X-X network Donmain
Name Server Nt PExgX. Boft [ AudieidT €SPyt [ 1€ [BDNPT € NESERds | 1P Room
Type Phone Phone Room
(2G/PSTN) | (3G)
AV conference Feature

Connection ISDN 1P ISDN P P
Type
Max 64K 128K 128K 128K 128K
Bandwidth 256K 256K
384K 384K
Audio Yes Yes Yes Yes Yes
Video No Yes Yes Yes Yes
Dial-in Yes Yes Yes Yes Yes
Dial-out Yes Yes Yes No Yes

Data Conference Feature
Data No No No Yes No
Collaboration

[066] Our proposed video conferencing system is able to support the typical 2
types of scheduling, namely, (i} scheduled and (ii) on demand or ad hoc
10 conferencing. A schedule conference is reserved prior the actual conference
session. The resources of the various endpoint type, connection access,
conference start date and time, conference duration are defined by the
conference crganiser. Based on these input, the details will be stored in the
system. An ad hoc conference does not require any reservation. A
15 conferencing chairman or moderator and the participants may attempt to access
the system to start an On-Demand or ad hoc conference. As there is no prior
reservation, the On-demand conference’s availability is subject to the availability

of the resources of the system. Some of the key features supported in respect



Pr ot ocol .
out put .
for all

The 15 configuration of all
internally between
in order for the DT&000 to
appropriate types of transcoder
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[067] Referring back to Table 1 above, some of the equipment or devices

proposed in our video conferencing system are described in some detail below.

Dilithium Networks DTG2000 Media Transcoding Gateway.
10

[068] One of the key capability of the MMC system is the ability of allowing

3G users (with 3G handsets or adaptor cards) to join in the multipoint

conference. This is achieved through the integration with the Difithium DTG2000

Media Tanscoding Gateway. The DTG 2000™ is a Multimedia Gateway that
15 provides franscoding and proxy functions for call signaling, command and
control, and voice and video transcoding between multimedia systems protocols
including 3G-324M/H.324M and ITU-T H.323. A graphical configuration of such
integration is shown in FIGURE 3.
20

[069] The DTG performs all necessary negotiation and mediation between

networl entities and client devices to allow effortless communications across



Rtp audi o gsmanr Cctet -
Signaling and H 323 Gat ekeeper

whi | e our video conferencing systemis
integrate signals fromdisparate nultiple termnals to
can be routed via address ranges,
nevert hel ess configured as a separate eftity under the Cal
The 15 Gat ekeeper

client

rest of the network.

client nunber

X.X.X.X H 323 client

payl oad- f or mat
10 [072] Wth reference to FI GURE 4,

provi des ext er nal
| P addveksesumimiesbénchaiifig gUiradt | Switdre tol Peankett Switeh c Mapbing,
[073] dient nunber ranges may be assigned as
l'i sted bel owapbfiyNegstattnd 28deldneniMedistbar ag® MedX XRean¥dodiny. 3274
| P addresses In this scenario

ThEXIREXIOF , thBXBXpSE o‘foe@mﬁcﬁvem%rt Q@e

the H 324M Q*u&é]tsteldﬁhﬁrcdrﬁsQGﬁng]
Wi | dcard pattern is [8-9][0-9]<7>

to configurgs §M§&ﬁHﬁMéQmOI§EpIS|gnallng parameters:
node Command Setti ng Descrl pthon |1 SDN Si gnal i ng Sapi

I dentifier (SAPI).
Endpoi nt

val ues o

Servi ce Access

Poi nt

0 Configure val ues of Term nal

to other components being configured.

cal l

The foll ow ng Tabl e

rfc3267 aligned | SDN Cal |

configured to accept and

Agent .
routing services. Al

0 Configure

| dentifier (TEl).

addresses used in the configuration is shown in Table 4 below.

which calls
t he H 323 Gat ekeeper is

H. 323

6 may be used
Table 6 Config

| SDN Si gnaling Tel
I nterface

Signaling | %iﬂ)]seﬁ'hé %%siicqbeécjoallgs?s Sér%%%l’étl%% tpfrt%%’l%ZOOO is performed prior

An example of the network P

10 Table 4
Parameter Setting Description
Internal P 192 168 x.x Host Controller Card Ethernet Interface 0
address T (for telnet purpose)
internal P | xxaex Transcoder Engine Module (TEM 3) (for
address {DMZ Zone) network traffic)
gatekeeper z(gr\.;(iXZone) VCON MXM [P address
hostname DTG2000 For DNS registration
IP subnet 255.255.x.x Subnet mask
IP Gateway 192.168.x.x Default Gateway
N XX XX IP address of Primary and secondary
e network Domain Name Server
Nip XXX IP address of the Simple Network Time
e Protocol.
S IP address of server to store system log
yslog X.XXX
output.
[071] Session Mediation Module (SMM) must also be configured for all

components in order that the DTG2000 may operate correctly. The
15  configuration of all components must be consistent, both internally between
components, and externally with network elements in order for the DTG2000 to
operate correctly. For example, the appropriate types of transcoder must be

defined, assigned to a Session Mediation Module (SMM), and correspond to the



to SDN. Interface Line-code Hdb3 Set |ine code of current interface,
Layer 1 (physical) characteristics of Interface |line-node 120

bal anced the interface to match the connected Equipnent. interface
Polarity user Set protocol polarity for current interface interface
Crc On Enable CRC-4 for current interface TEMInterface el 2 0
Assign the TEMto the El interface. TERIShnm 1 Assign the TEMto the
SMWM Call-Agent - | SDN Bearer Capability settings to isdn-bearer-
codi ng- | TU-yparaf ehffichairicsDbh rehnedtid pirevisd €Thes cortfigediion inforhetién nes.
Cal | - Agent Data- | SDN Bearer Capability settings to isdn-bearer-

synchr oni sm 5/ e PE6PH FasM idindrp @lidkAN real \WRBK spsteM SieFuS to 6cHTRRH Thky
settings Call-Agent User- |SDN Bearer Capability settings to

i sdn- bear er ‘sﬁs[ﬁn@!Tﬁ%ﬂoﬂé\minb@%@l@@geW&d%tﬁB N9 doaRbliragbNor K
provider's <capability layerl-protocol settings Call-Agent Set Layer
3 polarity (interface <capability bearer- L3-polarity user direction)
for |1 SDN stack Resource Define all channels of the circuit on
managenent isdn interface-id O port O of the interface as | SDN

bearers. 5 Resource isdn 0 Table 5

Command Setting Description

H223 adaptation-layer A2

H323 video Iviu Enable Fast update
Specify maximum supported video

H323 video max-bit rate 112 bitrate capability sent to remote
H.323 terminal.

H323 video codec H263

H323 audio codec G711alaw

Set the preferred payload size of

Rip video preferred-packet- 200 video RTP packets fransmitted

size over the IP network,
Rip audio gsmamr Qctet-
payload-format rfc3267 aligned

ISDN Call Signaling and H.323 Gatekeeper
10
[072] With reference to FIGURE 4, while our video conferencing system is
configured to accept and integrate signals from disparate multiple terminals to
which calls can be routed via address ranges, the H.323 Gatekeeper is
nevertheless configured as a separate entity under the Call Agent. The
15  Gatekeeper provides external call routing services. Al H.323 client IP

addresses must be configured in the client to match the rest of the network.

[073] Client number ranges may be assigned as listed below.

° Brouxaxxxx H.324M client number



Channel -start-id first channel in range nmanagenent Resource isdn
Channel -end-id | ast channel in range nanagenent 31 Resource isdn
Channel set according to connected 23 Config node Command Setting
Description nanagenent sel ection order equi pnent increase Map the
nunbers of the H 324M clients (8xxxxxxXx, 9xxxxxxx) to the Nunber
nunber-id [8- defined I SDN interface ordort 0. Al Analysis isdn

9] [ 0-91<7> incom ng packet-switched calls fromthe H 323 client to
these called party nobesxat.82diraieniesurhioert his i nterface. Nunber
Nunber H323 24[8-9][0- Analysis manipulation 9]<7> strip 2 gatekeeper
| p- address x. x. X. X Defiknex He{aipkeepgdrekfraddress.  Set up an alias
by which other gatekeeper termnal-alias H323id DIG term nals can
identify the specified termnal Set up an alias by which other

gat ekeeper term nal -alias E16424 termnals can identify the specified

term nal In this scenario the H.324M client number range is 8xxXxxxx, 9xxxxxxx so that

5 the wildcard pattern is [8-9][0-9]<7>. The following Table 6 may be used to

configure system-wide ISDN signaling parameters:

Tabie 6
Config mode | Command Setting Description
. . . Configure values of Service Access
ISDN Signaling | Sapi 0 Point Identifier (SAPI).
. . . Configure values of Terminal
ISDN Signaling | Tei 0 Endpoint Identifier (TEI).
. . Set the interface signaling protocol
Interface Signaling Isdn 1o ISDN.
Interface Line-code Hdb3 Set line code of current interface,
Layer 1 {physical) characteristics of
Interface line-mode 120 balanced the interface to match the connected
Equipment.
. . Set protocol polarity for current
interface Polarity user interface
interface Cre On Enable CRC-4 for current interface
TEM Interface el20 Assign the TEM to the E1 interface.
TEM Smm 1 Assign the TEM to the SMM.
Call-Agent coding- ISDN Bearer Capability settings to
isdn-bearer- stan dgr d TU-T match the ISDN network provider's
capability Settings.
Call-Agent Data- ISDN Bearer Capability settings to
isdn-bearer- svrchronism synchronous match the ISDN network provider's
capability Y settings
Call-Agent User- ISDN Bearer Capability settings to
isdn-bearer- information- H223_and_H245 | match the [SDN network provider's
capability layer1-protocol seftings
Call-Agent . )
isdn-bearer- L3-polarity user gi?;cti[c;?)’efgr [gDI\FJ)(;E’g::tIE (interface
capability
Define all channels of the circuit on
Resource . . . .
management isdn interface-id 0 port 0 of the interface as I1SDN
bearers.
Resource isdn Channel_start_id first ch i
management 0 st channel in range
Resource . Channel_end_id :
management isdn 21 last channel in range
Resource isdn Channel set according to  connected




- gat ekeeper CGatewayservice- refix 24 gatekeeper Listen-port 1721
Nunber of UDP port. gatekeeper Wite-port 1721 Nunmber of UDP port.
gat ekeeper Bandw dth 256 Maxi num al | owed bandwi dth for a call in
kbps, gatekeeper Lightweight- re-registering with the gatekeeper reg
yes on NETWORK & SECURI TY DESIGN 5 [074] Wth reference to FI GURE 5,
the design for Local Area Network (LAN)23 Wde Area Network & Network
Security Design wll now be described for our proposed video
conf er enci ng| syEgenade OUcohind NT r pSdttingCt Ur e Servamptib® connect the
vari ous servemsnageraerdleVl ces 1 n a | etalionnedridr leqemmens t 0 enabl e all
the conponents to talk to each ofheesseTwo units of G sco Catalyst
2970 are 10 proposed tao be configured to proyiMie thé ghmbpeed twnwt3eH ng
between network nodes.. 24 [075]|In order tq gg_é‘e%ﬂ%%‘gﬁﬁfth@%xx)rg t;ﬁ
systens, our|Nigkeo conf nci ng LANmbsr-dpr §q

into three rra/i\ﬂﬁlmietv\ork? ﬁThe pub] 918-%tdhe is 'nc m'ﬂ%&i&eto r%sg%b%egp?rtn;
Managed | P Networks: Meg@OP, C+ as well as Fu, bebs bl edfile@éa tEhehis
DMVZ, as the pane inplies, hosts public servensterhbd.s zone will 5
serve as the| kubbey poi ntNuaberour vjidES e¢APEF-enci ng service to the
users. |In adtiahkien t o |meEpiggetensw Y1etresyipZa | gad bal ancer nmy aI so be
instal | ed tol gateseende || dxebdess anci wy*frechani s q &

web server ip DVZ. [076] As part pf network ||$P‘(éi8t?ﬁjéh’°l§r@/ ‘“@'Ch other

: : ; ) 3 terminals can identify the specified
firewal | w || gdieépar pl acemiha-agr gaEta DTG terminal

Set up an alias by which other
terminals can identify the specified

gatekeeper terminal-alias E164 24 .

terminal
Gateway-

gatekeeper service-prefix 24

gatekeeper Listen-port 1721 Number of UDP port.

gatekeeper Write-port 1721 Number of UDP port.

gatekeeper Bandwidth 256 Max_lmum allowed bandwidth for a
call in kbps,

gatekeeper Er_e:gghtwelght- yes ;er;reglstermg with the gaiekeeper

NETWORK & SECURITY DESIGN

5 [074] With reference to FIGURE 5, the design for Local Area Network (LLAN),
Wide Area Network & Network Security Design will now be described for our
proposed video conferencing system. Our LAN infrastructure serves to connect
the various servers and devices in a local network so as to enable all the
components fo talk to each other. Two units of Cisco Catalyst 2970 are

10  proposed o be configured to provide high speed switching between network

nodes.



10 the sub-networks within the LAN, which will be the first |ine of
defense to nonitor the traffic flowinto and out of our video
conferenci ng systens. SSL- VPN may provi de secure access net hod

bet ween users and our video conferencing systens. Besides security
features, SSL-VPN also facilitates connectivity nmechani sm between
our system and users through the firewa?4. By 15 tunneling the
multimedia (H 323) traffic into SSL session, a custonmer wll not
have to facqg0o¥]t hiramyddri tcewatlrer ettioal isgsteats, aur Vi@dd Jcohferemspe dAIANfis
the Wde Area Network, our video conferencing system nay be

connect ed t?réd‘tﬁeﬁeﬁi b@fséd’r\@gaft@dihdtovtf&eé hhaie Aewliofks. | Mty peblic kegaRoP
20 and C+. [078] Redundant swi tches may support the LAN by providing

hi gh speed gphéqblng thet WBRAgREIMIN&WERE: A8sg@PTIECEetad Qelings FaMRC
VLAN. In this design, LAN switches are not coOnfi gured with |ayer 3

(routing) CQ&EPQ#”W:I ¥z 22s é!lur@ﬁg%dlmﬁlals H@%Wulbfléi%}éhfé?ss THis zeﬁﬁ\é%‘rﬁ"\'

nmust point to |rewa I'P address as their default gateway so

securi tY5cagoRfé ggftf?é %%g'gb&ﬁﬁ‘tuﬁpo@# Vidkh AldrrGanBHG tserdfe ttﬁrtfr?é'%ghhe In

firewall re 1t canr her networ evicés I n ot

Et h t ter,f.

and- 1 n-oi ¢ nePEBEHGP G B BhEn e i Peldda P
stations can andreC|ve traffi hes tinme. !ﬁgrmally,
10- Mops port‘%adgfbf’j?'é‘%"%g Me 3”‘?%%?&"8?” ﬁ%?i@ms‘\?\h"?’ Servand M4t stati ons
can either receive or send traffic. The arrangenent of network

devi ces connected to LAN switches are as follow 10 Table 7.1 -

Switch Port Assignnent - CS1 CS1 Port VLAN VLAN ID Device Speed
Dupl ex [076] ~As part of network infrastructure, a firewall will be in place {o segregate

10 the sub-networks within the LAN, which will be the first line of defense to
monitor the traffic flow into and out of our video conferencing systems. SSL-
VPN may provide secure access method between users and our video
conferencing systems. Besides security features, SSL-VPN also facilitates
connectivity mechanism between our system and users through the firewall. By
15  tunneling the multimedia (H.323) traffic into SSL session, a customer will not

have to face with any firewall reconfiguration.

[077] In respect of the Wide Area Network, our video conferencing system
may be connected to the rest of the world via three media: Internet, Meg@POP

20 and C+,

[078] Redundant switches may support the LAN by providing high speed
switching between network devices connected fo the same VLAN. In this

design, LAN switches are not configured with layer 3 (routing) configuration.



0/1 Public 100 MC FW1 Auto Auto 0/2 DVZ 90 MMC FW2 Auto Auto 0/3
Spare Spare MMC FW3 Auto Auto 0/4 Mgnt 70 MMC_ FW4 Auto Auto 0/5
Private 50 MMC FW5 Auto Auto 0/6 DWZ 90 SSL_VPN Auto Auto 0/7
Public 100 Router _1 Auto Auto 0/8 Public 100 Spare Auto Auto 0/9
Mgnt 70 MCU Auto Auto 0/10 DVZ 90 WebServerl Auto Auto 0/11 DMZ 90
VconMXML Auto Auto 0/12 DMVZ 90 Datacon®¥Rl1 Auto Auto 0/13 DMZ 90
BU SVR1L Auto Auto 0/14 DMZ 90 Stream ng _SVR Auto Auto 0/15 DMZ 90
MCU Aut o Autlaste@d 161l DEEvER deBicBerinend VAMN niist @oir@id TirdWalviet edd@ss as
App_Svrl Auto Auto 0/18 Private 50 DB Svrl Auto Auto 0/19 Private

50 Archi ve_Syit dBuRt ddibRay 86 20atRisicM ity &ahbeStrfoRtld Huta0sd\al @raffbdhust
Private 50 LCS AD Auto Auto 0/22 Spare Spare Spare Auto Auto 0/23

Spare Spare Rp@reughthe fifsih Al b&tbrAit 87 rekieh Mifermealok bl RAQ ifbihler Y8 AN.

Ethernet interfaces on the switch operate at 10, 100, or 1000 Mbps and in either
5  full- or half-duplex mode. In full-duplex mode, two stations can send and receive
traffic at the same time. Normally, 10-Mbps ports operate in half-duplex mode,
which means that stations can either receive or send traffic. The arrangement

of network devices connected to LAN switches are as follow:

10 Table 7.1 - Switch Port Assignment — CS1
€81
Port VLAN VLAN ID | Device Speed Duplex
0/1 Public 100 MMC_FW 1 Auto Auto
0/2 DMZ Q0 MMC_FW 2 Auto Auto
0/3 Spare Spare MMC_FW 3 Auto Auto
0/4 Mgmt 70 MMC_FW 4 Auto Auto
0/5 Private 50 MMC_FW § Auto Auto
0/6 DMZ 90 S5L VPN Auto Auto
017 Public 100 Router_1 Auto Auto
0/8 Public 100 Spare Auto Auto
0/9 Mgmt 70 MCU Auto Auto
0/10 DMZ a0 WebServer1 Auto Auio
0/11 DMZ a0 VeonMXM1 Auto Auto
0/12 DMZ a0 DataconSVR1 Auto Auto
0/13 DMZ 90 BU_SVR1 Auto Auto
0/14 DMZ 90 Streaming_SVR Auto Auto
0/15 DMZ a0 MCU Auto Auto
0/16 DMZ 90 LB Server1 Auto Auto
017 Private 50 App_Svr1 Auto Auto
0/18 Privaie 50 DB_Svr1 Auto Auto
0/19 Private 50 Archive_Svr1 Auto Auto
0/20 Private 50 Starbak Auto Auto
0/21 Private 50 LCS AD Auto Auto
0/22 Spare Spare Spare Auto Auto
0/23 Spare Spare Spare Auto Auto
0/24 802.1Q MMC_CS2 0/24 1000 Full




Table 7.2 - Switch Port Assignment -CS2 CS2 Port VLAN VLAN | D Device
Speed Duplex 0/1 Public 100 Spare Auto Auto 0/2 DWMZ 90 Spare Auto
Auto 0/3 SSL 80 Spare Auto Auto 0/4 Mgnmt 70 Spare Auto Auto 0/5
Private 50 Spare Auto Auto 0/6 Public 100 Spare Auto Auto 0/7
Public 100 Router-2 Auto Auto 0/8 Public 100 Spare Auto Auto 0/9
Mynt 70 DilithiumAuto Auto 0/10 DVZ 9% WebServer2 Auto Auto 0/11
DVZ 90 VconMXM2 Auto Auto 0/12 DVZ 90 DataconnSVR2 Auto Auto 0/13
DVZ 90 LCS XS Proxy Auto Palile 7.2/ 34it@VZo8@sBighiment uif3ut o Auto 0/ 15
DVZ 90 Spare Auto Auto 0/16 Private 50 Spare Auto Auto 0/17 Private
50 App_Svr2 Auto Auto 0/18 Private 50 DB Svr2 Auto Auto 0/19

Private 50 LiveRS38vr Auto Auto 0/20 Private 50 BU SVR2 Auto Aut ¢

0/ 21 Private 50 He@S 2UDAN Aut:/LANID | DAA& Privat e 56pée@S [DPupdnt or | Aut o

Aut o 0/1 Public 100 Spare Auto Auto
0/2 PMZ 90 Spare Auto Auto
0/3 SSL 80 Spare Auto Auto
0/4 Mgmt 70 Spare Auto Auto
0/5 Private 50 Spare Auto Auto
0/6 Public 100 Spare Auto Auto
0/7 Public 100 Router 2 Auto Auto
0/8 Public 100 Spare Auto Auto
0/9 Mgmi 70 Dilithium Auto Auto
0/10 DMZ 90 WebServer2 Auio Auto
oM DMZ 20 VeonMXM2 Auto Auto
0/12 DMZ a0 Dataconn3SVR2 Auto Auto
0/13 DMZ 90 LCS_XS_Proxy Auto Auto
0/14 DMZ S0 Dilithium Auto Auto
0/15 DMZ a0 Spare Auto Auto
0/16 Private 50 Spare Auto Auto
onv Private 50 App_Svr2 Auto Auto
0/18 Private 50 DB Swr2 Auto Auto
0/19 Private 50 LiveR_Svr Aute Auto
0/20 Private 50 BU _SVR2 Auto Auto
0/21 Private 50 LCS 2005 Auto Auto
0/22 Private 50 LCS Director Auto Auto
0/23 Spare Spare Spare Auto Auto
0/24 802.1Q MMC_CS2 0/24 1000 Full

5 [079] Switch Ports. Switch ports are Layer 2-only interfaces associated with
a physical port. Switch ports belong to one or more VLANs. A switch port can
be an access port or a trunk port. It can be configured as an access port or
trunk port or let the Dynamic Trunking Protocol (DTP) cperate on a per-port
basis to set the switch port mode by negotiating with the port on the other end

10  of the link. Switch ports are used for managing the physical interface and

associated Layer 2 protocols.



0/ 23 Spare Spare Spare Auto Auto 0/24 802.1Q MMC 0S20/24 1000 Full 5
[079] Switch Ports. Switch ports are Layer 2-only interfaces
associated with a physical port. Switch ports belong to one or nore
VLANs. A switch port can be an access port or a trunk port. It can
be configured as an access port or trunk port or let the Dynam c
Trunki ng Protocol (DTP) operate on a peffport basis to set the
switch port node by negotiating with the port on the other end 10 of
the link. SVPECh pecess Bows.udedictess parhbgiongs tdhe pehjsiscalLAMEed Cacies
and associated Layer 2 protocols. 27 [080] Access Ports. An access
port bel ongshé draffiqoafrihatcvil A oklyAMIessdt sagonfigsredtdsea voiaé MLANDort.hkfiic
VLAN only unless it is configured as a voice VLAN port. Traffic 1is

recei ved ands setdivddiarithéénien hativeafosmutst\biti Ao VILAN tagiighdrrafficadrfivifg on
arriving on an access port is therefore assuned to belong to the

particul ar AAMbRSSIpaRas tferkRrd BEsREd to bé[oﬁ%t@%@ﬁ&ti@tﬂé# VI’_RNeés‘éF‘g%eé
tagged packet (Inter-Switch Link [ISL] or |EEE 802.1Q tagged), the

packet | drgRRe@oaNdr HRGCSELY G ?ﬁéi\%gsacga@g?gt ack&iMeAswitth }hiktsq]séu

design, static VLAN access port w red for nost o

oy A A g RS
VLA 0t 20 IR, RS AR P B A0 d2pbecd

802.1Q trun ort supports sinultaneous tagged and untagged traffic.
An | EEE 802&& SY"FEn'hRg‘g%rt i s assigned a default Port VLAN ID 15
(PVID), and all untagged traffic travels on the port default PVID.
Al'l untagged traffic and tagged traffic with a NULL VLAN ID are

assunmed to helong_to the ) , .
10 [081] ~Trunk Ports. A trunk port carries the traffic of multiple VLANs and by

default is a member of all VLANs in the VLAN database. As indicated in the
Tables 7 above, the last port of each network switch will be configured as
802.1q trunk. An IEEE 802.1Q trunk port supports simultaneous tagged and
untagged traffic. An IEEE 802.1Q trunk port is assigned a default Port VLAN ID
15 (PVID), and all untagged traffic travels on the port default PVID. All untagged
traffic and tagged traffic with a NULL VLAN ID are assumed to belong to the
port default PVID. A packet with a VLAN ID equal to the outgoing port default

PVID is sent untagged. All other traffic is sent with a VLLAN tag.

20 [082] VLAN Planning. A VLAN is a switched network that is logically
segmented by function, project team, or application, without regard to the
physical locations of the users. Although VLANs may have the same atfributes
as physical LANs, end stations may be grouped together even if they are not

physically located on the same LAN segment. Any switch port can belong to a



port default PVID. A packet with a VLAN ID equal to the outgoing port
default PVID is sent untagged. Al other traffic is sent with a VLAN
tag. 20 [082] VLAN Planning. A VLANis a switched network that is
logically segnmented by function, project team or application,

wi thout regard to the physical |ocations of the users. Although
VLANs may have the sanme attributes as $hysical LANs, end stations
may be grouped together even if they are not physically |ocated on
the same LANLdyaraunicaply begdcest. pod muttinasbpddkets aws farne@deyiani flanded
uni cast, broadcast, and multicast packets are forwarded and fl ooded
only to end ostyato ensstationsim MeANLANEa&achDMANN & cosslaled edogicklagiteatk,
network, and packets destined for stations that do not belong to the
VLAN nust bendf gaok@td edstinedofag hstationguthat dor net Balohg o Stip POLAN Ngust be
fall back bridging. In this 5 design, Firewall will be the |layer 3

term nati on fb@ar@sr thidbdiN.a FhgeNVoAN lsivittie duppbrtihg erafigddkovlidgng ach this
segregate the network devices from other network devices in other

VLANs. Each gk, FREKSERMbinef & yf@rfﬁ teRRINARBK r@hchharan i $h8Q/L¢N ﬁ‘é?téd
| ayer two conmuni cati on between those VLANs. The follow ng Table

shove L ST Pl BLERE L SEren SN L ol T ?‘y
100 98.185. % iR 120 g&ﬁg&ﬁe&eg%mfggeéﬁ?né% ENFEADS 9B dicecy

2 2 92..168. x ) X, 68.
Sos soo . X 14 R pofiriiteqh Hdegn fidse YPRYs! Engisiplsty XaBie g shows
255.255. x. Xtt%»s?%a%)gﬁg)%etween ﬁ;é&grg'séésxa_nxd VLAN ID.

10
Table 8
VLAN i
VLAN D Network ID Subnet Mask Reserved IP Add Available [P Add
Public 100 58.185.x.x 255.255.x.x 58.185x.x ~x 58.185.x.x - x
DMZPub | 95 58.185.x.x 255.255.x.x 58.185.0.% ~ x 58.185.x.%x = x
DMZ 90 192.168.x.x 255.255.x % 192.168.3.%-% 192.168.x.x-x
Mgmt 70 192.168.x.x 255.255.X.% 192.168.%.%-x 192.168.x.x-x
Private 50 192.168.x.x 255.255.x.x 192.168.x.x-x 192.168.X.%-%

15 [083] VTP (VLAN Trunking Protocol) configuration is also part of the VLAN
planning. VTP is a Layer 2 messaging protocol that maintains VLAN
configuration consistency by managing the addition, deletion, and renaming of
VLANs on a network-wide basis. VTP minimizes misconfigurations and
configuration inconsistencies that can cause several problems, such as

20 duplicate VLAN names, incorrect VLAN-type specifications, and security

violations.



15 [083] VTP (VLAN Trunking Protocol) configuration is also part of
the VLAN planning. VIP is a Layer 2 nessagi ng protocol that

mai nt ai ns VLAN configuration consistency by nmanagi ng the addition,
del etion, and renam ng of VLANs on a network-w de basis. VIP

m ni m zes m sconfigurations and configuration inconsistencies that
can cause several problens, such as 20 @8plicate VLAN nanes,
incorrect VLAN-type specifications, and security violations. 29

[ 084] Due too0she Duretoohetdie oetheartdtwoN] RTiFsisrrecommended td deb®nfigured
configured in transparent node. VTP transparent sw tches do not

partici pat e ihnradkPareft MEtR. t VARSRAIspREert Wnitthes 86 hoh Plartdshege tih SAP.t A
VLAN configuration and does not synchronize its VLAN configuration

based on r eC\?TF’%n@;S‘éﬁ'@ﬁf LFIRIEN S n ddOBRIE s VL’)\%Enﬁfﬁfrﬂd?ﬁar%j does not

transparent switches do forward VIP advertisenments that they receive

from ot her j t hy.0 hgl re | rf.ac : 5 : '
the detail f PE@#@%&% S"LS?a"t“i g%ﬁf'd”i%%éa%%ﬁafﬂ ?éﬁ/%%d‘%gﬂ?%%ér&&
Tr anspar gnt Spanny i gurati ( .S L iRk
managenent Ao T Al prsirals madnnoediuaskichas & SRR oP
| oops in the rk. Far a Layer Et hernet network to function
oroper |y, ot BbhEmEats yBatHay” PR e fhE i EREST hiodehu h of AR
Mul tiple active paths anong end stations may cause loops in the

net wor Kk, V\hép@ﬂfﬁg *the end stations mght receive duplicate

nmessages. Switches m ght also | earn end-stati on MAC addresses on

multiple Layer 2 interfaces. These conditions will result in an

unst abl e net wor k. )
[085] Below is the detail for VTP configuration:

10 VTP Domain : MMC

VTP Mode : Transparent

[086] Spanning Tree Configuration (STP) is a Layer 2 link management
protocol that provides path redundancy while preventing loops in the network.
15 For a Layer 2 Ethernet network to function properly, only one active path can
exist between any two stations. Multiple active paths among end stations may
cause loops in the network, whereupon the end stations might receive duplicate
messages. Switches might also learn end-station MAC addresses on multiple
Layer 2 interfaces. These conditions will result in an unstable network.
20  Spanning-tree operation is transparent to end stations, which cannot detect
whether they are connected to a single LAN segment or a switched LAN of

multiple segments.

[087] With reference to FIGURE 6, our proposed video conferencing system



20 Spanning-tree operation is transparent to end stations, which
cannot detect whether they are connected to a single LAN segnent or
a switched LAN of multiple segnents. [087] Wth reference to Fl GURE
6, our proposed video conferencing system 30 network infrastructure
does not have issues regarding spanning tree. The main reason is
that there is only a pair of switches i¥ the network which connect to
the end stations. However, a problemmay occur if a server with
redundant metwekknfpstiuctoa tibgs netthas ibeiasoelafdinggmnning frée.sThasein
redundant path is 5 available to reach that particul ar server.

Confi guri ng reawnoik thethevd fschrelg aasaibof £Wikdhdarihdge netwdrk avMathd chiridot &
probl emin spanning tree. PVST + (Per VLAN Spanning Tree) is

recommended & chg ARRINsCdHbWeEH PPRBRFE MY B86ur if ANERVENGIA Feddant
configuration. 10 [088] The PVST+ provides Layer 2 | oad bal ancing for

the VLAN onnehi&R ddrt chiftiredabl REQRMK |B?@E8?" int @ROLAEH %dﬁﬁ"@alrﬁepati? Hsé

created by using the VLANs on the networkK to ensure that all of

links arg U%@Q%tig%cgﬁﬂapgﬁhﬁl%sér%er.Ob%hﬁb\%{-ﬁfgf bheds th%a&{h%cjr}]w'é%ta%”&e

of PVST+ on a _ singl'e root swtch. “Thi's root sw

Po Bl T of nero S SRERCLND 2o Rend Be g PRlendn SRR FERUPVET Rabet ™
et vor k-t opaIPGBY S el 1} JFHOAT AP pBt e 1SRG GwickEnPRREEST ol Pty

forvard t he RIS L ARPETOWREEE  spanni ng tree procesees are

required to ensure the stability of the network, 20 especially if the

swtch is connected to other network switches. For the switch port

which is _connected to end station, running through the whole process
can 10 [088] The PVST+ provides Layer 2 load balancing for the VLAN on which it

runs. Different logical fopologies can be created by using the VLANs on the
network to ensure that all of the links are used but that no one link is
oversubscribed. Each instance of PVST+ on a VLAN has a singie root switch.
This root switch propagates the spanning-tree information associated with that
15  VLAN to all other switches in the network. Because each switch has the same
information about the network, this process ensures that the network topology is
maintained. All ports in the switch must follow through blocking, listening,
learning phases before finally able to forward the network traffic. These
spanning tree processes are required to ensure the stability of the network,
20 especially if the swiich is connected to other network switches. For the switch
port which is connected to end station, running through the whole process can

cause delay to the activation of that port.

[089] Port Fast immediately brings an interface configured as an access or



cause delay to the activation of that port. [089] Port Fast

i mredi ately brings an interface configured as an access or 31 trunk
port to the forwarding state froma bl ocking state, and bypassing the
listening and learning states. In addition to port fast, the BPDU
guard feature is wused in the network to prevent an access port from
participating in the spanning tree. 5 P090] Various nethods of
accessi ng our proposed video conferencing system are possible. Wth
col l ective rteirér podetot heHoBURENG? stale ddh @, bloekingi state, rapidhibgbasking the
access the video conferencing systemis via the Internet. To support

this accesslist@tifpend Greniah states SHdeitiod tb Pekefasiiid BPBLOMIeGFe&drd B
a Public Internet 10 Provider. [091] For managed networ k access, our

vi deo conf er @i iR She etk tRYrelBnt HPHNREE @ rtidn Eaﬂmﬁftinﬁlwﬁneaéyénnmﬁ
Meg@OP to provide access for users from these nmanaged networks. The
current desig all ows connection to these 15 networks via Fast

Et hernet |ink. One of the guideline for users from nmanaged network
is that they have to create special LAN for nultinmedia user at their
respective conferencing participant end point (CPE). By assigning

t hi LAN wi t ic |P d th i.d f i t

avor d havi ng PSRy MRS s Ban olh ek T P e S ey ey
20 [092] In th ent a. h id [
end pol nt s TRaE B o FEERER PR e P RIGE R £aed Gnlie sl mefhod”
required to apépl y for an additional public IP address for each of .
the end poi e aqeess dhe Hﬁi@pt%ﬁerﬁamggowstem is via the Internet. To support this

access method, one of our system’s router will be connected to a Public Internet

10  Provider.

[091] For managed network access, our video conferencing system may be
connected via Connect Plus and Meg@POP to provide access for users from
these managed networks. The current design allows connection to these
15 networks via Fast Ethernet link. One of the guideline for users from managed
network is that they have to create special LAN for multimedia user at their
respective conferencing participant end point (CPE). By assigning this LAN with
public I[P address, the video conferencing system can avoid having redundant
IP address between two different customers.
20
[092] In the event a customer has more than one video conferencing end
points (Room based systems) in their network, customer is required to apply for
an additional public IP address for each of the end point. It is important to know

that one video conferencing end point require one public IP address. The



that one video conferencing end point require one public |IP address.
The 32 exception of this requirenment is desktop client. \Wen using
desktop client, the wuser can use SSL-VPN to encapsul ate nmul ti nedi a
traffic. Port address translation can be configured instead of NAT
in this scenario. 5 [093] Qur video conferencing system s proposed
security components conprises of SSL-\#N Gateway and Perineter
Firewal | which are described below SSL VPN Gateway 10 [094]

Tradi tion fiexeswionsofahie rhquirengerdrie bieekios aidr tWhen eingidestiop cliehivdnk
traffic (H 323). The introduction of SSL-VPN Gateway allows all the
mul ti medi a uset veank useaBiLevN e dntapelied trultmgbiaSHiafficnhiPetd address
typically allowed in nost organization. This elimnates the need of
firewal | recoRnEliaBon ahm BB casfiRéd inSeddastNAD irothis$cdagris.upport in the
traditional firewall. The SSL-VPN Gateway provides a secure
encrypted channel between users and our video conferencing system
The primary purpose of the SSL-VPN deploynent is to secure the

Lt medi Craifi . ih .
i vi dus T in 2oandaes o P Ryah BB epctii| Eihnbtents
Juni Net ' : b

SSL- VPN Gat S TSP Oh el HeR Bl it BeRRRE e iAo e
nmet hods consi %t of Clientless Core Wb access, Secure Application

Manager (SA ahd the Network Connect (NC) adaptor. In this
i mpl ement ati on, 33

SSL VPN Gateway

10
[094] Tradition firewalls are having problem supporting multimedia network
traffic (H.323). The introduction of SSL-VPN Gateway allows all the multimedia
network traffic to be tunneled through SSL, which is typically allowed in most
organization. This eliminates the need of firewall reconfiguration as well as lack

15 of H.323 support in the traditional firewall. The SSL-VPN Gateway provides a
secure encrypted channel between users and our video conferencing system.
The primary purpose of the SSL-VPN deployment is to secure the multimedia
network traffic by encrypting the ftraffic between the individual clients and
service provider.

20
[095] For equipment, Juniper Networks Secure Access 4000 is proposed to
be used as the SSL-VPN Gateway. [t provides three different access methods.
These methods consist of Clientless Core Web access, Secure Application

Manager (SAM) and the Network Connect (NC) adaptor. In this implementation,



only the NC adaptor access will be used. The purpose of the Network
Connect is to allowthe client nmachine to beconme a node on the DWZ
network and access the video conferencing gateway. The SSL VPN woul d
assign a dynamc |P based on the allocated IP pool. It would al so
restrict access to certain 5 resources such as | P addresses and
services. One precaution for running thé3 Network Connect nodule is
that it requires adm nistrator access to be installed for the first
time on the ailyérg NC &2florlatcess pdicte o$edAcTles puipase rod khePEiwoyk Clomwaect
separate access - one each for 10 the two main groups, i.e. the

vi deo conf erignei aipwi sied sli@tdmiabiein®3b- BAISmeadnhdd & bhather BMZ2TAaytwWeek Seil.
For User Access G oup, the video conference system users connecting

from the intgicags the ddéheoFetendt dRelvbe TSSL VN hRURNEIEh 8aleaais
are regul ated. This method all ows traversing of possible corporate

firewalI's, ap pekdd 3% Bl HiQBL&S 1P NSodPr ABKEMYT B8O TYeLG i288eUE cdRain

firewalls on the client side. To integrate and i ncorporate with our

Proposed s Vi deg£ag e sl PG RRLials arthORBUSORE Ok Abn 3605 Eine

the VPN nay be use he users w Inrt esta nel
(via the NC t Sl ¢ : I I C

be redirecte %P@%nb?geﬁgd%g‘%glggﬁcr?%%’m%%drﬁ@%t%& %?gg%gd;?s '%?%I‘eg
t hen be aut n&igecfat etd andt[,tl)e forwarded 20 to the appropriate video
conf er enci ng°s slr%'rﬂ%ag. T@' " For Adm nistrator Access G oup,
access is allowed for assigned Adm nistrators to manage the SSL- VPN
gateway. The adm nistrators would only be restricted to access the
SSL- VPN fromthe SingTel Corporate LAN 34 grestri cted by Firewal | ),
DMZ or the VPH8b &bTSPEEhR Aess Sranyrat BOGKNIWO pRiarater ageers r efialeach Tor

10 the two main groups, i.e. the video conferencing users and the SSL-VPN
administrators, may be set. For User Access Group, the video conference
system users connecting from the internet via the SSL VPN to the video
conferencing gateway are regulated. This method allows traversing of possible
corporate firewalls, as well as eliminates the problem reconfiguring such

156 firewalls on the client side. To integrate and incorporate with our proposed
video conferencing portal, anonymous method of accessing the VPN-may be
used. The users will initially establish a SSL tunnel (via the NC adaptor) to the
SSL-VPN gateway and would automatically be redirected to our video
conferencing web portal. The users will then be authenticated and be forwarded

20  to the appropriate video conferencing session page.

[097] For Administrator Access Group, access is allowed for assigned
Administrators to manage the SSL-VPN gateway. The administrators would

only be restricted to access the SSL-VPN from the SingTel Corporate LAN



5 [098] The perineter firewall will nonitor, protect and segregate
the sub- networks in the video conferencing network. Due to the
limted anobunt of available public IP addresses as well as to cater
for future expansion, the firewall wll do NAT (Network Address
Transl ati on) between the public Ps and rivate Ps for the server in
the DMZ. 10 [099] For equi pnent, Lucent3%i r ewal | Brick(r) will be
used as the firewall for the video conferencing network. It wll
provi de basi(tespéateédrby Eiredel e RS antbie vidsgreop&irencing's gt alerleiy.
sub-networks in the designed network configuration. To facilitate
the use of a cold-standby firewall during any possible failure of the
15 active firewall, a distributed configuration was chosen. The
firewal | nmarRgineser Firgodilll es, in which Lucent Security Managenent
Server (LSM5) is proposed, w Il be placed on a Wndows 2003 Server.
This would allow the current firewall policies to be pushed to any
firewall. Details of the firewall nodule are provided in the

fol I owi ng Tz 8 9TheOrdahdier Yrevrdil MRiIhorlMedUbR iRt ghd Ssegl’é'g%\f@lthe sub-
Managenent Server AS-PE1850 with W ndows 2003 Server SP1° Active

Firoval | Br i o dBaP O FbI TG, TeMrE" PDte 8 il ffcd ahitiRllor
fi reyval ! r”'a{%%ggtﬁ HQMlc\ﬁPd%&g[gg eéS%éu“%s BeLiRF l‘f‘ordﬁ.rctur%nefazfaeﬁs&on, the

provided in OW ng

firewall will do NAT (Network Address Translation) between the public [Ps and
private IPs for the server in the DMZ.
10
[099] For equipment, Lucent Firewall Brick® will be used as the firewall for
the video conferencing network. [t will provide basic perimeter defense and
segregate the different sub-networks in the designed network configuration. To
facilitate the use of a cold-standby firewall during any possible failure of the
15  active firewall, a distributed configuration was chosen. The firewall management
modules, in which Lucent Security Management Server (LSMS) is proposed,
will be placed on a Windows 2003 Server. This would allow the current firewall
policies to be pushed to any firewall. Details of the firewall moduie are provided

in the following Table 9.

20
Table 9
Firewall Module Details
. AS-PE1850 with Windows 2003 Server
Firewall Management Server SP1
Active Firewall Lucent Firewall Brick® 1100
Cold Stand-by Firewall Lucent Firewall Brick® 350




5 Table 10 No. Source Destination Services Action Remarks 1 *
NetBIOS Drop 2 * Firewall * Drop Stealth Rule * * * op I Cean Up
Rul e 10 [0101] NAT (Network Address Translation) - In order to

mai ntain scalability of the network due the limted nunber of public
| P addresses, the firewall would require to do NAT between the
internal and external networks. |nstant3%essaging and Status
Detection. 15 [0102] Wth reference to FIGURE 10, the features of

I nstant Messaging and Status Detection (e.g. "online", "offline ",
"away", "not available", "do not disturb”, etc.) may be comruni cated
wi thin our video conferencing as extended inplenentation from public
| M servers such as M crosoft MSN, Yahoo 20 Messenger & AOL. These

features mayphgojaRuil@yedhyitsicheedwiss 88 Afdwali Nfes foP HIMRACER! b&HISrencing
Server (LCS). 3 [0103] Mcrosoft LCS server conprises of four

servers. | n bl RRligrl &S proabd ey el ectory server and
two SQL instances as 1ndicated in the folTowng Table 11, i.e. one
in the clgustered servers and the other in the LCS Archive server. 5
Tabl e 11 Server LCS version SQ. Server

Table 10
No. | Source | Destination | Services | Action | Remarks
1 * * NetBIOS | Drop
2 * Firewall * Drop Stealth Rule
* * * Drop Clean Up Rule

10  [0101] NAT (Network Address Translation) - In order to maintain scalability of
the network due the limited number of public IP addresses, the firewall would

require to do NAT between the internal and external networks.

Instant Messaging and Status Detection.
15
[0102] With reference to FIGURE 10, the features of Instant Messaging and

N i " 114 1] i

Status Detection (e.g. “online”, “offline”, “away”, “not available”, “do not disturb”,
etc.) may be communicated within our video conferencing as extended
implementation from public IM servers such as Microsoft MSN, Yahoo

20 Messenger & AOL. These features may be achieved via the Microsoft Live

Communications Server (LCS).



LCS Application Pool 2005 Enterprise SQ Cluster LCS Director 2005
Enterprise Archive Server LCS Access Proxy 2005 Standard Not
required LCS Archive Server 2005 Standard Archive Server 10 [0104]
LCS requires the Active Directory schematics to be nodified. In
addition, LCS servers comunicate with each other using Transport
Layer Security. TLS also requires serv& certificates. Except for
the Access Proxy server's public interface, internal certificates
can be used [0t03]eMicescfodtGS skEneer AompdsesProfxfpur expvares ira gelaliicng LCS
certificate as it is required for connections to 15 public I Ms. The
fol |l owi ng i mequirsst themdtise Migetargdethver aadpiivetIL restdr(c8s dsnistiiebledtin dhe
SI P domai ns nanmes supported: mtlcs.corp 20 Enable federation and
public | M caniregihd Table 1 Enaled iNehvwldstaddresdsrs lapgppel dhamel s . 18 p
Port: 5061 Trusted Access Proxy: mml ap0l. mctlcs.corp Archive all
communi cat i gshivk kBrkpt ernal users: Enabled 25 Archive all

comuni cations with federated partners: Enabled [0105] LCS DNS

requi renmgnts include requiring a DNS record for each 37 Application
and Director pool installed. The record name nust match the pool
nanes. In addition, LCS requires DNSqgpy fecords to function
correctly. Two service records are useci3 are _sip._tls.mtlcs.corp
and 5 _sip._tcp.mtlcs. corp.

Server LCS version SQL Server
LCS Application Pool | 2005 Enterprise | SQL Cluster
LCS Director 2005 Enterprise | Archive Server
LCS Access Proxy 2005 Standard Not required
LCS Archive Server 2005 Standard Archive Server

10 [0104] LCS requires the Active Directory schematics to be modified. In
addition, LCS servers communicate with each other using Transport Layer
Security. TLS also requires server certificates. Except for the Access Proxy
server's public interface, internal certificates can be used to reduce costs. The
Access Proxy requires a public certificate as it is required for connections to

15 public IMs. The following information is required to complete the LCS

installation:

S[P domains names supported: mmclcs.corp

20 Enable federation and public IM connectivity: Enabled
Network address: lespool2.mmcles.corp
Port: 5061
Trusted Access Proxy: mmiap01.mmclcs.corp
Archive all communications with internal users: Enabled

25 Archive all communications with federated partners:; Enabled

[0105] LCS DNS requirements include requiring a DNS record for each




The srv records will respond with the nanme of the LCS Application
pool . [0106] LCS Application Pool includes the application servers
that process requests, updates and retrieves information fromthe
SQL database. LCS 10 nmanages all servers in the Application Pool as
a single object. Only unique server progerti es such as port,
certificate and |ogging (not archiving)37configuration are to be
configured individually on each pool nenber. The Application pool
servers are Amisafien ehd CrectoCpoacinisiadied ridet recyrd 1dmé 0wt imathie the pool
Application Pool should send all outgoing requests to the LCS

Di rector sernvaenss. Thaddifiph, [0S irequideoDNSesrv eecardstio fErstian Toamsihor Two
Layer Security (TLS) certificate to conmunicate securely with the
LCS Dir ect orsergiee Yedosds A ugdaldesrsal certificate is sufficient. Before
installing the Application Pool, the follow ng tasks nust be

perforned: 20 1) Rigpudehm¥rsidpcdry Schema and Forest 2) Prep
Donmain 3) Create Enterprise Pool 4) Activate Enterprise Edition

Server 38 [0108] S'Q;u_e SR8 Qolpf ormation is required to create the
Application Pool i~ oﬁf Nane: Icspooll FQN for the domain:

for S\LC Dab o ey PR a s Kae PN sl B st rhe
Application Pool requires a donmain account to run its services. The

10 account can be created when activating the server. To this end the

Appl i cation [0108] LCS Application Pool includes the application servers that process

requests, updates and retrieves information from the SQL database. LCS
10  manages all servers in the Application Pool as a single object. Only unique
server properties such as port, certificate and logging (not archiving)
configuration are to be configured individually on each pool member. The

Application pool servers are members of the LCS Active Directory.

15 [0107] The Application Pool should send all outgoing requests to the 1.CS
Director servers. The Application Pool server requires a Transport Layer
Security (TLS) certificate to communicate securely with the LCS Director
servers. An internal certificate is sufficient. Before installing the Application
Pool, the following tasks must be performed:

20 1) Prep Active Directory Schema and Forest
2) Prep Domain
3) Create Enterprise Pool

4) Activate Enterprise Edition Server



Pool configuration includes: Mxinmumcontacts per user: 150 Request
conpressi on on outgoi ng server-to-server connections: Di sabled 15
Enabl e conpression on client-to-server connections: Enabl ed

Aut hentication: NTLM [0110] The LCS Director is optional but
strongly recommended for any external 20 connections. It directs

i ncom ng and outgoi ng requests in an LGS system In addition, the
Director authenticates users and directs themto the appropriate

Appl i cat i on [PUH]. Traéllapig iefarinetiop solequisedity eehtedie d@prepticadiasdt s to
the director and the Access Proxy sends incom ng requests to the LCS
Director. LCS D PedtNerme:are nenbers of the LOSpaelli ve directory and
do not house any F@BNIfgShedemaints. [0111] Al | roogpsedreat i ons bet ween
the Director and Pedegnedyaiabgse Spbrseoeried secutedsgl usi ng Mut ual
Transpor  Layer SWeigHdeiabasemes). An internal TSCRaft|ficate is
sufficient for thEsablansaciutey oo The LCS DiredibF 4o8bl will be 30
installed using LCS Enterprise edition which allows two or nore
directors to be 39 managed as one and requires SQ Server. The SQ
server on the Archive server will be used for the Director Pool.
Installing the LCS Director is simlar to installing the Application
Pool . The sddH)Relbe dpphctionRa! fequirehe dppaincacoart to Pooits sarvides. lised
for the Director. 5 [0112] The following information is required to
creat e tile BcrewitamanPeotreated when activaling the server. To this end the Application

Pool configuration includes:

Maximum contacts per user: 150

Request compression on outgoing

sarver-to-server connections: Disabled
16 Enable compression on

client-to-server connections: Enabled

Authentication: NTLM

[0110] The LCS Director is optional but strongly recommended for any external
20 conneciions. It directs incoming and outgoing requests in an LCS system. In
addition, the Director authenticates users and directs them to the appropriate
Application Pool. The Application pool sends all outgoing requests to the
director and the Access Proxy sends incoming requests to the LCS Director.
LCS Directors are members of the LCS Active directory and do not house any

25 LCS accounts.

[0111] All communications between the Director and its peers are performed
securely using Mutual Transport Layer Security (MTLS). An internal TLS
certificate is sufficient for the LCS Director. The LCS Director Pool will be

30 installed using LCS Enterprise edition which allows two or more directors to be




Pool Nane: |cspool2 FQDN for the domain: mmtlcs.corp Back-end

Dat abase SQL server: nm asO0l 10 Install database to: D:\LC Data\
Install transaction log to: D:\LC Log\ [0113] Application Pool
configuration includes: Mxinmm contacts per user: 150 15 Request
conpressi on on outgoi ng server-to-server connections: Disabled
Enabl e conpression on client-to-server 89nnections: Enabl ed

Aut hentication: NTLM 20 Federation Network Address:

mr ap01. mtsyanaged afecher atd oegPast SQR0B4rvEO LY STes&€sr AactassAléhvey
server is used to connect to public IMs and to federated LCS

domai ns. Thesehearagit bergey fsetheadirdtasr Pod). hetalibigkhe NOS DReES: is sADilamne
interface for public connections and the second interface connect to

internal seripgafingAhé ARNBAIBINCRS6I0 ThHetRnfN defc@MadddaniClre 35 RppHoation
server are encrypted using TLS. The Access proxy public interface

requires a Tps@dp%ggrbg usg@)f@,rthgqg,tgdc;ry (TLS) public certificate to
connect to public I'Ms and to federated LCS domains. The private
interface requires another TLS certificate. The 30 private interface
TLS certifi cate can be an internal certificate. 40 [0115] The Access

Proxy ser ver %} gﬂeC}{};Lch. ﬁf&r a‘{‘éﬁ ;éh%é atggéea't%{h%%réc?ortlﬁ]g

Active D re € nmana erren dOfTB.I n

Pool Name: Icspool2
FQDN for the domain: mmclcs.corp
Back-end Database SQL server; mmias01

10 Install database to: DALC Datal
Install fransaction log to: DALC Logh

[0113] Application Pool configuration includes:

Maximum confacts per user: 150

15 Request compression on outgoing
server-to-server connections: Disabled
Enable compression on
client-to-server connections: Enabled
Authentication: NTLM

20 Federation Network Address: mmiap01.mmcsys.corp
Federation Port; 5061

[0114] The LCS Access Proxy server is used to connect to public IMs and to
federated LCS domains. The Access Proxy server has two network interfaces:
25 one interface for public connections and the second interface connect to
internal servers. All communications to and from the Access Proxy server are
encrypted using TLS. The Access proxy public interface requires a Transport
Layer Security (TLS) public certificate to connect to public IMs and to federated
LCS domains. The private interface requires another TLS certificate. The

30 private interface TLS certificate can be an internal certificate.



i nstead. The LCS Access Proxy requires a service account. The account
can be created when activating the Proxy. The LCS G obal properties
must be 5 configured to trust Access Proxy servers. The Access Proxy
can only be managed fromthe Conputer Managenment - Services and
Applications. The Access Proxy requires the follow ng information:
Federate with other domains: Enabled 149 Allow renpte user access to
your network: Disabled Public network address: 192.168.x.x Private
net wor k addi@bks] TB2 At68&sxProxy serenid thexty hGP seetandhit ianddr jeied to the
mr dpO1. mtl cs.corp Internal SIP domai ns supported by Live 15
Communi cat | LGS detiwee Directory domaior dtawill dat & omemberchdicthe qoamgemedne doalain
servers authorised to connect to this Access Proxy server:

i dpO1. mtliggesnMhe LRES|DESEsSCRRY BSfIIRS a0fkriitk aotd it SEie/atcolint ST ver
connections: Disabled 20 Enable conpression on client-to-server

connect i ons cr&znad! weerd Oélc%%tmﬁmhé@o&pcmh\ée LB \Blbbar ﬁrﬁp‘éﬁ%s_la_|njqust be

i nst ant I'TESS&gI ng conversations for all or speC|f| C users

Ar chi ving SepNfiurd@es ROdt %@é‘ésvﬁrd&ydgewe?éldﬂ?e WocedD Prbkf Jaha&%if%é
LCS can be configured to include I M conversations wth external

d d
soreins. TOLT 7l G5, Po0hAGR 0 BBy 0 KRS EpRE et
nmessage que%%o@?%%?x%(?e&m&ttﬁ%ﬁlfown ?oqma ﬁl addition, the Archive

server requires ore e archived nessages. A copy of
SQ Server will be installed on the Archive

Federate with other domains: Enabled
10 Allow remote user access to your network: Disabled
Public network address: 192.168.x.x
Private network address: 192.168.x.x
Internal Next hop network address: mmidp01.mmclcs.corp
Internal SIP domains supported by Live
15 Communications servers in your organisation: mmclcs.corp
Internal servers autharised to connect to this
Access Proxy server: mmidp01.mmclcs.corp
Request compression on outgoing
server-to-server connections: Disabled
20 Enable compression on client-to-server connections: Enabled

[0116] The LCS Archive Server archives all instant messaging conversations
for all or specific users. The Archiving Server does not archive video, audio or
25 file transfers. LCS can be configured to include IM conversations with external

LCS domains.

[0117] Both LCS Application pool and Archive servers require the Microsoft
Message Queuing (MSMQ) to be installed. The default message queue path
30 name will be used. [n addition, the Archive server requires SQL Server to store

the archived messages. A copy of SQL Server will be installed on the Archive




41 Server itself. The LCS Archive server requires a service account
to run. The account can be created when activating the Archive
service. Oher information required are: SQ Server instance:
default 5 Enter database nanme: LcsLog Install database to: D:\LC
Archiving Data\ Install transaction log to: D:\LC Archiving Log\ 10
EXAMPLES OF CONFERENCI NG CALL FLOWS [0148] Sonme of the types of
conference call flows will now be described in sone detail with
reference t oSapecitfalt pPheotESsSAsthemsseriér falitd3 aBEANBE Bcdount tESB. The
(H. 320) Room Based Vi deoconferencing Call Flow is described in the
fol | owi ng w ddeouef earepe erdasted WhdRRclilatingt € ArchivEndpacat Othealrfo@nation
nunber that is stated in the Reservation Confirmation which
corresponds reguitdtea@ssi gned | SDN dial-in 20 nunber for the Entry
Queue. Step 2 - The carrier conveys the dial-in nunber to the MCU.
Step 3 - Accordi ngdasdrhg ifdisakbal N nunber 4eiig MCU searches for the
appropri & e Entryrueusapid eenect s thepargdyi ci pant to the Entry
Queue. The parti ciamidatedasec@uest ed to embeC Arbvik@nggt conference
25 Numeric ID. St et trandged Bghg t o thi :iconfreti@nsieodh D, the
participant is routed to the appropriate conference. The parti ci pant
is requested to enter the 42 target conference/chairperson password.

10 EXAMPLES OF CONFERENCING CALL FLOWS

[0118] Some of the types of conference call flows will now be described in

some detail with reference to specific process steps.

15 [0119] EXAMPLE 1 - ISDN (H.320) Room Based Videoconferencing Call Flow

is described in the following with reference to FIGURE 11.

Step1 - Endpoint dials a number that is stated in the Reservation

Confirmation which corresponds to the assigned ISDN dial-in

20 number for the Entry Queue.
Step2 ~ The carrier conveys the dial-in number to the MCU.
Step3 -~ According to the dial-in number, the MCU searches for the

appropriate Entry Queue and connects the participant to the Entry
Queue. The participant is requested to enter the target conference

25 Numeric ID.
Step4 -  According to this conference ID, the participant is routed to the

appropriate conference. The participant is requested to enter the



[0120] EXAMPLE 2 - Public Switched Tel ephone Network (PSTN) Audio
Only Call Flowis described in the following with reference to
FIGURE 12. 5 Step 1 - The endpoint dials a nunber that is stated in
the Reservation Confirmation which corresponds to the assigned | SDN
dial-in nunber for the Entry Queue. %£ 2 - The carrier conveys the
dial-in nunber to the MCU. 10 Step 3 - cording to the dial-in
nunber, the MCU searches for the appropriate Entry Queue and
connects the parti ci ptangettaonfdrendeichajrpe@oaymsswhesd.parti ci pant i s
requested to enter the target conference Nunmeric ID. Step 4 -
According to this conference ID, the participant is routed to the 15
appropriate conference. The participant is requested to enter the
target conf gpe20]e EXpMPIERSOPUlieSwaindd Tddphb heEx‘d@sNBHE?QS‘FN)SﬁJdYb@dl?
End points (H 324M Call Flowis described in the following with
reference t @dfl KibiRls ddscrib@d ¥ 8 fdllowikg Rei rBferéh@ & AGUIKDES, that is
stated in the Reservation Confirmation which corresponds to the

H. 323 segvice prefix (64) and the Entry Queue Nunmeric ID. This
nunber is al so fall inside the range of DDI nunbers assigned by the

3G nobi | e nefork forr % ANEINYSRLE o ﬁi.lﬁ% fé Theg IIX%% Wtﬁé“?ie%grvatlon

carrier conveys the di nunber to
Confirmation which corresponds to the assigned ISDN dial-in

number for the Entry Queue.
Step2 —  The carrier conveys the dial-in number to the MCU.
10 Step3 - According to the dial-in number, the MCU searches for the
appropriate Entry Queue and connects the participant to the Entry

Queue. The participant is requested to enter the target conference

Numeric ID.
Step4 -  According to this conference ID, the participant is routed to the
15 appropriate conference. The participant is requested to enter the

target conference/chairperson password.

[0121] EXAMPLE 3 — 3G Mobile End points (H.324M) Call Flow is described in
the following with reference to FIGURE 13.
20
Step1 —~ Endpoint dials a number that is stated in the Reservation
Confirmation which corresponds to the H.323 service prefix (64)
and the Entry Queue Numeric ID. This number is also fall inside

the range of DDI numbers assigned by the 3G mobile network for




Step 3 - The I1SDN carrier conveys the dial-in nunber to the Dilithium
5 Gateway. Step 4 - The Gateway sends the dial-in nunber to the
active gatekeeper where, using the prefix, the gatekeeper identifies
the MCU. Step 5 - The gat ekeeper returns the IP alias of the MCU

| P-48 card to the Gateway. 10 Step 6 - The Gateway in turn transfers
the call to the MCUwith the nuneric I#8of the dial string. Step 7 -
According to the nuneric ID, the MCU searches for the appropriate
Entry Queue and connedMCtusegparticipant to the Entry Queue. The
participant is requested to enter the target conference 15 Nuneric

| D. Step 8 -Stép@ordi nghedM$Diirs theodE enalet eohidystthe dzmirt hempanto the ISDN
routed to the appropriate conference. The participant is requested
to enter the target ege{sigence/ chairperson password. 20 [0122]
EXAMPLE 4 - | P (H 323) Room based Video Conferencing Call Flow is
described ingtepe Lol | qpenGN tdari&f 86eREs he Hal3dRRukber b eRelDlithium
Endpoint dials a nunber that is stated i'n the Reservation

Confirmatg on which CO@’a@é‘p&ndS to the H 323 service prefix (64) 44
and the Entry Queue Nuneric ID. Prior to that, the endpoint nust
register to gat ek z call ri he fi I
whi ch has be%%séj’onfi gﬁﬁggé?tg%g%r%%gs t@%ﬁaﬁ%{s é‘%xﬁ){bﬁg\(ﬁ%@bﬁ)@ ng%fvevgg "o

be placed and for the fedl 33 L QA e PRSI RRBhed BieGEH M 10

Step 5 — The gatekeeper returns the IP alias of the MCU IP-48 card to the
Gateway.
10 Step6 - The Gateway in turn transfers the call to the MCU with the

numeric ID of the dial string.
Step 7 — According to the numeric ID, the MCU searches for the
appropriate Entry Queue and connects the participant to the Entry
Queue. The participant is requested to enter the target conference
16 Numeric ID.
Step 8 — Accarding fo this conference 1D, the participant is routed to the
appropriate conference. The participant is requested to enter the

target conference/chairperson password.

20 [0122] EXAMPLE 4 — IP (H.323) Room-based Video Conferencing Call Flow is

described in the following with reference to FIGURE 14.

Step1 - Endpoint dials a number that is stated in the Reservation

Confirmation which corresponds to the H.323 service prefix (64)



Step 3 - The nunber is sent to the active gat ekeeper where, using the
prefix, the gatekeeper identifies the MCU. Step 4 - The gat ekeeper
translates the prefix to the IP alias of the MCU I P- 48 card. 10 Step
5 - The call is transferred to the MCUwith the nuneric ID of the
dial string. Step 6 - According to the huneric ID, the MCU searches
for the appropriate Entry Queue and cotthects the participant to the
Entry Queue. The participant is requested to enter the target
conference 15 Nuneriend the BrigpQpeue Newwari IRy Rriortthitisatcibrfendpning niust
the participant is routed to the appropriate conference. The

partici pant i s requestegibt¢rdoeind gatekbepert ar get conf er ence/ chai r per son
password. 20 [0123] EXAMPLE 5 - |IP (H 323) Integrated Desktop

Conf er enci n@téppadi-o &Tha/taleariveakt thiel fowvhis wiRbdastir@ni dontifigreti ab bewhing
with reference to FIGURE 15. Step 1 - Desktop User clicks Join

Conf erence button frogaiVeaRiag tthe -MERCS hefark @6 eRdslabed sk all itisd n@eo\Q’N
tunnel (for security 45 purposes) using anonynous SSL | ogin. Step 2

- Desktop User Smetﬁo&@ﬁéﬁﬁ&ﬂﬁ%n@ﬁé:ﬁftb%eﬁ;ﬂ??d?hbedéil&norﬂh%LAN
Reservation Confirmation. The call 1s mde t he custom zed

appl i cati On;‘;"ﬁlﬁg 3aL1 T VES, %hn;ﬁéglgegy\% lthMc‘ﬁO@ g%%ace By g\m{f}gégﬁ@& Re

to permt c s leaving t network to be

media fromthe knovmn%'%ﬁQ%gbﬁe éHBgntEl%stﬂj?g I.I er. Step 3 - The

dial string which conprises ervice Prefix, EQ
Step 4 — The gatekeeper translates the prefix to the IP alias of the MCU IP-
48 card.
10 Step5 - The call is transferred to the MCU with the numeric ID of the dial
string.
Step 6 — According to the numeric ID, the MCU searches for the

appropriate Entry Queue and connects the participant to the Entry
Queue. The participant is requested to enter the target conference

15 Numeric ID.
Step 7 —~ According to this conference ID, the participant is routed to the
appropriate conference. The participant is requested to enter the

target conference/chairperson password.

20 [0123] EXAMPLE 5 — IP (H.323) Integrated Desktop Conferencing (Audio &

Video) Call Flow is described in the following with reference to FIGURE 15.

Step1 — Desktop User clicks Join Conference bution from MMC portal.

System proceeds to establish a VPN tunnel (for security




Nunmeric 1D, Destination Conference Nuneric ID and Password is sent
to the active Gatekeeper where, using the prefix, the 10 gatekeeper
identifies the MCU. Step 4 - The gatekeeper translates the prefix to
the P alias of the MCU IP- 48 card. Step 5 - The call is transferred
to the MCUwith the EQ nuneric ID of the dial string. 15 Step 6 -
According to the EQ nurmeric ID, the MOU8earches for the appropriate
Entry Queue and connects the participant to the Entry Queue. Step 7
- According to the compfmosaseudimy afionymeoud SBL &tgin.ng, the partici pant
is routed to the appropriate conference. And |l astly, based on the
20 target codibpr2ence/ Cleakioperisen pasaior cordérenbe dedlils Stpediied tdre the
endpoint is connected to the conference. [0124] EXAMPLE 6 - |IP

(H. 323) Integrated Desieseivationf@drgingiaich.(Prelicall is inde® yntheDalaymGab!
Flow is described in the following with reference to 46 FlIGURE 16.

Step 1 - Desktop User asgli@vﬁgnula%narﬁoég 8t eRRChrellall ich hag ¥k d@fi§@ed
System proceeds to establish a VPN tunnel (for security purposes)

using angnynmous SSL | @apBrmiPcatisBaging the MIC RNk t%%l%ﬁe&%ﬂ&% g€

details specified on the Reservation Confirmation. Vi deo an
Data call is made by the t.Qm L i rejes at the
firewall which has been I%@ﬁ@ﬁg%é@%%ﬂgé&?'ﬁﬁo %Qrﬁy}%aﬁnég the MMVC
network to %e[eB'saCEd The dial string which comprises the Network Service Prefix, EQ
Numeric |ID, Destination Conference Numeric ID and Password is

sent to the active Gatekeeper where, using the prefix, the

10 gatekeeper identifies the MCU.
Step4 —  The gatekeeper translates the prefix to the IP alias of the MCU IP-
48 card.
Step5 — The call is transferred to the MCU with the EQ numeric ID of the
dial string.
15 Step6 - According to the EQ numeric ID, the MCU searches for the

appropriate Entry Queue and connects the participant to the Entry
Queue.
Step7 ~  According to the conference ID of the dial string, the participant is
routed to the appropriate conference. And lastly, based on the
20 target conference/chairperson password of the dial string, the

endpoint is connected to the conference.

[0124] EXAMPLE 6 — IP (H.323) Integrated Desktop Conferencing (Audio,

Video and Data) Call Flow is described in the following with reference to



and for the nedia fromthe known endpoint to return to the caller.

10 Video Call Step 3 - The dial string which conprises the Network
Service Prefix, EQ Nuneric ID, Destination Conference Nunmeric ID and
Password is sent to the active Gatekeeper where, using the prefix,
the ogatekeeper identifies the MCU 15 Step 4 - The gat ekeeper
translates the prefix to the IP alias dtf® the MCU | P- 48 card. Step 5
- The call is transferred to the MCUwith the EQ nuneric ID of the
dial stringFIGUEE ®.- According to the EQ numeric I D, the MCU
searches for the 20 appropriate Entry Queue and connects the

partici pant Step f he- EnDegkiofQidree. cliSkeploih Coabarench hgtton ftdme MBI epdalce
I D of the dial string, the participant is routed to the appropriate
conference. And | ast| Systbasedocaedsheo weatagidh can/enNenaahahdior peesoity
password of the dial string, the 47 endpoint is connected to the

conference. Data Cal hurbbeds)Isingiongtidis 9Sedofamre, Conference Ref
and PINis sent to the Load Balancer. 5 Step 4 - The Load Bal ancer

routes the rReuests tPe006p OUsbhesunait dehfbreRed Vdiails URRifRYt hnahe
aut hentication by the Wb server, the Data conference is created by

the Front End Server.pgl&hator CdenatibAB e MRehehdI8AM an & AskS blhke

Dat a conference and
customized application and arrives at the firewall which has been

configured fo permit calls leaving the MMC network to be placed

and for the media from the known endpoint to return to the caller.

10  Video Call
Step3 — The dial string which comprises the Network Service Prefix, EQ
Numeric ID, Destination Conference Numeric ID and Password is
sent to the active Gatekeeper where, using the prefix, the
gatekeeper identifies the MCU.
15 Step4 - The gatekeeper translates the prefix to the IP alias of the MCU IP-
48 card.
Step5 - The call is transferred to the MCU with the EQ numeric ID of the
dial string.
Step6 - According to the EQ numeric ID, the MCU searches for the
20 appropriate Entry Queue and connects the participant to the Entry
Queue.
Step 7 —  According to the conference 1D of the dial string, the participant is

routed to the appropriate conference. And lastly, based on the

target conference/chairperson password of the dial string, the



assigns the conference to one of the Conference Servers. 10 Step 6 -
Conference data (presentation slides, chat transcript) are hosted on
t he assigned Conference Server which al so handles the running of the
Dat a conference (broadcasting the nmedia streanms, synchronizing the
input etc.) until the conference ends. 15 JO NING A CONFERENCE FROM
VARI OUS END PO NTS [0125] Joining a vid&b conference session in our
vi deo conferencing system fromvarious end points are graphically
illustrated i n Fl GURESndpoinbis20nneeiedinthex®nfesen¢erg from 3G Mobi |l e
end points, desktop clients, audio device (PSTN |ine phone), and
Room based shstedialare respectively shown. [0126] The flowchart in

FI GURE 21 shows generally the various end points, i.e. 2G PSTN

phone, | SDN Reprd +P Reemubiiiied demePlonferaid RecandeRiINGG sehasete Load
Enbedded Cient dialling into the systemvia the MCU (1) to establish
a conference sessionpgikicat.! s on how our video conferencing system

manages and all ocates the actual AV conference resources for various

end poi nts tYS?t‘égzl are fyptihel Bhiahesalttkd thet REUBSK o fdRGHENE Front End
FIGURE 22. 5 [0127] Basically, our system processes the conference

l'evel checking first, Sewgré.owgﬁn bé(xé%léﬁ ia%-h%m:atfoﬁzrggrtﬁ@ ﬁ{éﬁcgér@sg,eﬂrﬁe

the requested conference is ready ongoi ng con nce, e Sy

Wil inform the NOU toal bolReqnc SRE, AR LS BANGEhE, oxt end

participation in the conféfrence as ere’is sufficient
gﬁ?gg:r;ﬁdal:l)%?% ngé &ﬁ%gﬁllwlgfgy E}Z%stgreoéleer%re dsté: snftﬁéeBg% iC{S)rn"aerr]ence and
assigns the conference to one of the Conference Servers.
10 Step6 - Conference data (presentation slides, chat transcript) are hosted
on the assigned Conference Server which also handles the

running of the Data conference (broadcasting the media streams,

synchronizing the input etc.} until the conference ends.

15

JOINING A CONFERENCE FROM VARIOUS END POINTS

[0125] Joining a video conference session in our video conferencing system
from various end points are graphically illustrated in FIGURES 17 to 20 wherein
20  joining from 3G Mobile end points, desktop clients, audio device (PSTN line

phone), and Room-based system are respectively shown.

[0126] The flowchart in FIGURE 21 shows generally the various end points,

.e. 2G/ PSTN phone, ISDN Room, IP Room, 3G Video Phone and the Web



started, the systemw ||l informthe MCUto create a new conference
based on predefined conference tenplate and allow the participant to
join conference as 15 long as there is sufficient resource
allocation. If the requested conference is an invalid conference,
MMC will informMCU to reject the participant. [0129] Information on
the exact end point type is inportanti4§cwder to make sure the
resource calculation is accurate because different end point type 20
consunes di bheeefmhasird Eiobdiadivgiintodhe Hysleveria thadiCy r(ﬂbtqmtagiﬁhi &
not passed to the video conferencing system during MCU external

aut hent i cat iconferenteeseasstpni. r Datpilofont v per videentoniferbocinatsiysteni manages

i nstead achi eved by querying the MCU entry queue about the end point
detail for thdsdlosatetithg agard iA0 panferanice resdurees éorevasibua enantbint types
conference reference. 49 [0130] Although there is no difference in
terns of therd fuptvel e@boratbem Bk el flovdHaRSTA, FIBGRE P2Room and/ or | SDN
roomjoin the conference, the conputer or PC end point type needs to
be treatgd as a special case. Please ook at the 5 condition box "Is
end point type a conputer?” in FIGURE 22 in respect of both the
ongoi ng conf@fenceadibak, ae Qe HREskEe0 RE e ferbh@Wiedd dhBLRing first,
condition is tfue, thére is'no need to check the resource for

conput er an@ol%@éd%#'eeﬂﬁé} nt Fe%BLF‘c‘éeBﬁéé&%eoECCl?%ﬁetr%g&@&@&“c?dnference is
directly. The reaso or e conputer's enption Tromresource
avail abilit ' c 0,1 ogi 0 b
portal befo%gggﬁféggﬁaéggbﬁﬁgﬁE%qggé&%%ﬂpgﬁﬁﬁgwéhgﬁb@t$hﬁ%a@ﬁyHﬁﬁgmg
necessary resource.checki ng has been done during the web porta .
Rt hent | Lat SRS FEEPRG PUPKRST PRTERATRN (RS SPYekeies: Exdietsy there is
conmput er - based . epd poi nt ﬁoins a conference session, we would refer
to FI GURE 28U{ifienEissoree AIRGaEPTa PC- based end point in the formof a

web- based enbedded client dials

[0128] If the requested conference is an on-demand conference which has yet
started, the system will inform the MCU to create a new conference based on
predefined conference template and allow the participant to join conference as
156 long as there is sufficient resource allocation. If the requested conference is an

invalid conference, MMC will inform MCU to reject the participant.

[0129] Information on the exact end point type is important in order to make
sure the resource calculation is accurate because different end point type
20 consumes different conference resource. However, such information is not
passed to the video conferencing system during MCU external authentication.
The acquiring of the pertinent information is instead achieved by querying the
MCU entry queue ahout the end point detail for those waiting participant with

the same alias and canference reference.



15 into the systemto establish a conference session. [0131] The
flowchart diagramin FIGURE 24 depicts the detail flow for the

Web- based Enbedded Client dialling into the systemto establish a
conference session. This flow further el aborates the steps in FI GURE
23 in respect of how 20 the video conferencing system nmanages and

al l ocates the actual AV conference res#drces for conputer end point
types. [0132] Qur video conferencing system processes the conference
| evel checking first, followed by participant resource checking. If
the requested 50 conference is already ongoing conference, the video
conf er enci nqO$36t eémhuiigh thdrafiomm differddct) it aeahd ofvtidhowdsgit citiantitied
join conference as long as there is sufficient resource allocation.

5 [0133] If 2dyesTeyeesirRANERI/BNBDN S0 | j SN 15k BBTErepRB | BeaiffudH gih
has yet started, the systemw |l informthe MCUto create a new

conference hﬂ@%ﬂ#‘d%mmggﬂe@ae% bR SIENGE 4 eH@é@t @as%”dP%EEé’%ékh& the

participant to join conference as long as there |s suff|C| ent

|1 ] t
resource s c%amoﬂ ox!ls L pbe gaeeongnfe%ep : %&?%%e‘cgof both

conference our VI coanenm system wi |

the 10 part 8'089 pc{o\g\ﬁe%énc ﬁ(ﬂrean'd rﬁgerﬁgﬁ@t%ﬁnfe% Qf?)\/?f Iftlﬂf\l d|t|o

conputer partrCl T eh heed

page. The canpute based end, poi nt |ch re est t t

Buthent i cat 6° FHE: PERE R IRTBTAC %ﬂ%ﬁfﬁ? Cerl e Bl ot @ébe\wa grant
poi nt types is done by MCU. Upon lQccessf thentlca ion, the

will dial JOPEENTRS aé%‘fﬁ%d? ntANPYEr §IEPEE ed ‘?1 d=i CO@GUE%S
establish a conference session. Specificall FI GURE 25 shows t he
MCU di al | i ngexﬁﬂ“tp“% froﬁefﬁ?st?é&ep%\‘fé\!'ﬁ Hityahesly '%%@* B FRM8PYRT NeedsddoredinG

shows the MC dialling out to
10 to the web portal before it could call into the MCU entry queue. Thus all the

necessary resource checking has been done during the web portal
authentication flow. To further explain this situation whereby a computer-based
end point joins a conference session, we would refer to FIGURE 23 wherein is
shown a PC-based end point in the form of a web-based embedded client dials

15 into the system to establish a conference session.

[0131] The flowchart diagram in FIGURE 24 depicts the detail flow for the
Web-based Embedded Client dialling into the system to establish a conference
session. This flow further elaborates the steps in FIGURE 23 in respect of how
20 the video conferencing system manages and allocates the actual AV

conference resources for computer end point types.

[0132] Our video conferencing system processes the conference level

checking first, followed by participant resource checking. If the requested



undefined participating end points. 20 DYNAM C RESOURCE ALLOCATI ON
[0135] One of the key feature of our video conferencing systemis the
ability to 51 dynamcally allocate conferencing resources to the
various end points. Ina sinplified manner, FIGURE 27 illustrates

t he various conbi nations of scheduled and unschedul ed conferences
with dial-in and dial out options for di%ferent types of end points
including: 5 - IP roombased codec (IP); - |SDN room based codec
(1SDN); - zonfesTitecaigdileagh@ngonaryonferede®, thadidecPeanfarsading system will
participant. 10 [0136] Wth reference to FIGURE 28 to FI GURE 32

col I ecti vel ynfotrhehd di\d 16 latlow tbé pahtéciphn donijain alohferandenas tdng s there és
for the Gatekeeper Wb Account may be described in the follow ng. 15
[0137] A PCspéiictant rqantceviokbgtidriypi cal ly join a conference via the

vi deo conponent enbedded in the web page. The participant may be a
schedul ed or ad hoc participant. The video conponent enbedded in the
web page for conducting the audi o/video conference is an H. 323

client (herebys3efrend RtubStedSconidiedesdis¥iPosdERBhG ) conftr 6o e REh 1has yet
register wiwth a H 323 gat ekeeper (hereby 20 referred to as

" gat ekeeper ‘gja iy 18y A MERI Y$BEm TRERMENY %@éaﬁw FEOAHIE N cel BALRDY,
cal |l ed gat el?eaepef wegy account) Ln?af ore (fqgeo C partﬁ%i pant %qﬁ t?%e an
predefined conference template and allow the participant to join conference as
long as there is sufficient resource allocation. If the requested conference is an

invalid conference, our video conferencing system will inform MCU to reject the

10  participant.

[0134] There is an authentication of PIN for computer participant, which need
to key in the PIN at the login web page. The computer-based end point which
request the system to authenticate the PIN, the PIN authentication for the rest

15  end point types is done by MCU. Upon successful authentication, the MCU will
dial out to the end points, as depicted in FIGURES 25 — 26 to establish a
conference session. Specifically, FIGURE 25 shows the MCU dialling out to
defined participating end points while FIGURE 26 shows the MC dialling out fo
undefined participating end points.

20
DYNAMIC RESOURCE ALLOCATION

[0135] One of the key feature of our video conferencing system is the ability to




audi o/ vi deo conference call. [0138] The gat ekeeper web account used
by the video conponent is 52 provisioned or registered in gatekeeper
in advance. There is no limt on the maxi num nunber of web accounts
that may be created in gatekeeper. However, since it is not feasible
to provision an unlimted nunber of web accounts in gatekeeper, a
fixed nunber of web accounts is preferably 5 provisioned into

gat ekeeper during system setup stage. It should be noted that this
ki nd of accolymenisaligrdlipcasedorfferencing tdsda@endb tbkivemipug RO points. In a
participant) to login to the gatekeeper. Atable is naintained in

t he vi deo caifmelifEmacinagners F E3IBRER 7dhhistizasetheo/ssibas eoinbiasian® obsgedoled
information for purposes of the dynam c account allocation during

j 0i ni ng conf&ikentehed@ee cohRrareizs Mt d@hl-in Ead[dPdi3R4d optiend fot alfferarridgies
of gat ekeeper web account provisioned in gatekeeper is preferably
doubl e the tgftapld phiitBicifinggoncurrent calls limted by |icensing.
This 1is a preferred quantity in terns of the searching perfornmance
HﬂﬂﬁeEﬂﬁ-”any accounts woul d result

on the agcounts recordsp rboﬁ’p—b&%
in slower search 15 perfornmance during thé process of dynamically

al l ocating resources to IFB(N ro%ﬁ%B%&%os oo%%?ié’[@ﬁ' t he concurrent call
ways be hi F9st e]’o

license limt would be a S re the nunber of

gat ekeeper web account t ST nce, there is no point in
provi si oni ng a nunber ofﬁﬁc?;tﬁ?%&?éggﬁ%ﬁ%r;ny than the |license
limt. 20 [0140] The Ii se limt on the maxi num concurrent

connections (say, for rﬁﬂde, 100) in the H 323 gat ekeeper neans

the total nunber of theﬁénnec ed call at any one tine via the
gat ekeeper shoul d not eXceddseheanticibéAbe |init. This license linit
woul d ap1|%ly to all the H 323 clients, including the conbined total of

[0136] With reference to FIGURE 28 to FIGURE 32 collectively, the logic flow
of the dynamic allocation of resources for the Gatekeeper Web Account may be

described in the following.

15 [0137] A PC participant would typically join a conference via the video
component embedded in the web page. The participant may be a scheduled or
ad hoc participant. The video component embedded in the web page for
conducting the audio/video conference is an H.323 client (hereby referred to as
‘H.323 web client”) which need to register with a H.323 gatekeeper (hereby

20 referred to as “gatekeeper”) via the given user name and password account
{hereby called gatekeeper web account) before the PC participant initiate a

audio/video conference call.

[0138] The gatekeeper web account used by the video component is



H. 323 web clients, 3G nobile phones and I P room based codecs. 53
[0141] There are two approaches to allocating the gatekeeper web
account to a PC participant: (i) the conventional pre-allocation
during conference reservation time, and our novel (ii)
dynam c-al l ocation upon a PC participant 5 joining the conference
time. [0142] For the pre-allocation apptoach, when the conference
chairman tries to extend the conference duration, the gatekeeper web
account usedrédsionek or cegintececk i Batgbaepercinpaditancen Thiaiesiscomfligrtenr éhe
session m ght have been 10 allocated to the participants of a second
conf erence whdxituims rsioeoseld web steodnts i tmabdnay dbey @éated inheafakesper.
conference ends. As one gatekeeper account can only be used by one
PC parti ci pauweviehesinoafieiemnoe fexdilglssiooprovidipresin woltthited @umber et web
due to the conflicting allocation of the gatekeeper web account. 15

[0143] Dynamiceo@ith Opalgatikedpet, da Spkate rumiserc enféist acsuhts %Jgjréféﬁ'ﬁﬂ§
only the free account would be allocated to the requesting

partici pant ;aadsibhed infd LaEREESrARFREN S oM leeug,esta@é IfshQUid bBeoukplit

conference duration, inCluding the “extended period. In our proposed

t th t I d
FSLEm e (MEUGKERPAL,ARP ISOROIISERP TS0 A BUILIBL Yodlbans s

to the H. 32 [1ent after 1 on

passed and Elék_ﬁﬁ €l fheS elke{aé&e K93 tér rs?%mﬁ%ﬂed' 'u?(?ﬂéew@%( & oﬂférgncmg

wi th the gatekeeper. ved nhamc a
process may _. i.nclu S

With a PG pSYEEH Spﬁﬁiatbﬁagé? ﬁbﬂr%”?@a LA B R P R g ne

I Th t hent t t he PC t t b f
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[0139] The total number of gatekeeper web account provisioned in gatekeeper
is preferably double the total number of concurrent calls limited by licensing. This
is a preferred quantity in terms of the searching performance on the accounts
records, i.e. having toc many accounts would result in slower search
15  performance during the process of dynamically allocating resources to the
accounts. Besides, the concurrent call license limit would be always be hit first
before the number of gatekeeper web account total is reached. Hence, there is

no point in provisioning a number of accounts far too many than the license limit.

20 [0140] The license limit on the maximum concurrent connections (say, for
example, 100) in the H.323 gatekeeper means the total number of the connected
call at any one time via the gatekeeper should not exceed the license limit. This
license limit would apply to all the H.323 clients, including the combined total of

H.323 web clients, 3G mobile phenes and IP room based codecs.




check the following information in order to determne if there is any
free gatekeeper concurrent call licenses available in the

gat ekeeper: 5 1. The total nunber of the reserved PC participants in
the video conferencing systemfor the current tinme slot is

determ ned. 2. The total nunber of connected ad-hoc PC participants
in the video conferencing systemfor tHe current tine slot is
determ ned. 10 3. The total nunber of the reserved 3G participants in
the video conferencing systemfor the current tinme slot is

determ ned. 4. The total nunber of the connected ad-hoc 3G

parti ci pant 40141}t Rberevamewocanpireadrs tngllsyatingnthe qatekeepeumebraccoiimeo
slot is determned. 5. The total nunber of the reserved |IP room based
partici pant s iRCt particibantzi d€igp thenfoenesstiongl gyretatiordton tdueingutsefdtence
time slot is determned. 6. The total nunber of the connected ad-hoc
| P room basedsgraafidrCtip@Nedd dur Adwel i) Iemapabaas&lehNe &Y 8RO dplicipdif
current tinme slot is determned. 20 [0145] If the sum of the above

parti ci pant SeinR@dhe ebnithabewpid.d take up one gatekeeper concurrent
connection I'i cense, does not exceed the maxi num concurrent |icense

limt, systemw |l [ook up the table and find an avail abl e
gat ekeeper web account fromthe account pool. The sel ected account

will then S ver j i b1t
gat ekeeper Sa1{Ar FEELR AR hilSdt S b thnldtd s Altsed
partici pant,_the gat ekeeper b .accqount _w,l | be released,bac 0 the
e count " pooliige hESRERTIeA FurmsBfi Mrosalikeepro b SERTY dRERCLP e
rel eased aC%%HQéotgg nPBe ptapt[ecri]paun g dinf ?}*rnisaccg]r%\é\{“ence session might have been
10 allocated to the participants of a second conference which is supposed {o start
immediately after the first conference ends. As one gatekeeper account can

only be used by one PC participant, the conference extension request would be

rejected due to the conflicting allocation of the gatekeeper web account.

16 [0143] Dynamic-allocation would solve this conflict as it guarantees only the
free account would be allocated to the requesting PC participant and the
allocated accounts will be valid for the whole conference duration, including the
extended pericd. In our proposed system, the gatekeeper web account can
only be dynamically allocated to the H.323 web client after the conference

20 authentication is passed and there is still free concurrent call license available
with the gatekeeper. The steps involved in the dynamic allocation process may

include the following.

[0144] The scenario may begin with a PC Participant logging in to the join



5 allocation. [0147] If the PC participant is a schedul ed PC

partici pant, the gatekeeper web account will be released back to the
account pool after the whole conference ends. The rel eased account
can be then used for a new allocation. 10 [0148] Although specific
nodel s of hardware, such as the MCU bei a Polycom M3C-100TH and
the 3G gateway being a Dilithium DIG 2000TH, are described as
specific enbodi nents, it will be appreciated by a person havin

ordi nary skicenferenaenat thetlogin Megmaniicosystens suithrsiicales the Rlapatigireniray
be 15 substituted with equival ents or conparabl e devices available in
the market oerifyitg bk omaferpecertaierieneel code additidd If pasaesiuitheabysterdevoues
or built from conponents with ordinary engi neering skills. [0149]
Some of t he chetkwin& Sfobowvdng yisfeemeatibmyioudrdando neé¢thodindi i cheseds laayeiree
20 may also be alternatively configured, nodified or adapted

accor di ngl y gatekeeperr gogesenf calidicbesdsngyaiipeleiin e gatekespeed feat ures.
These substitutes, equivalents, nodifications, adaptations,
reconfiggrations or alternative enbodinents which are not
specifically described herein are nevertheless to be considered as

falling w thimthe §eoRRapRenipel ot 1 rbbavES! ﬂ’@“’bﬁﬁmﬁ)laﬁts”% tﬁ@ video
CLAIMS What we claimare: 5 1. A nethod of regulating nunb

coneurrent part | of Rahidhtn il pLALE: el dteHEling RRR otk i 1P and

3G based end point Ich are erel nafter erred to as

"participants’y ing v @%@W% efiels Be y&&-ﬂﬁ% ﬁBBRHp’&%téﬂﬁ' tHe"RALE

data stream ng ‘codec i n netvvor pr o

conferencing system for the current time slot is determined.

10 3. The total number of the reserved 3G participants in the video
conferencing system for the current time slot is determined.

4, The total number of the connected ad-hoc 3G participants in the

video conferencing system for the current time slot is determined.

5. The total number of the reserved IP room based participants in the
15 video conferencing system for the current time slot is determined.
6. The total number of the connected ad-hoc IP room based participants

in the video conferencing system for the current time slot is

determined.

20 [0145] If the sum of the above participants, each of whom would take up one
gatekeeper concurrent connection license, does not exceed the maximum
concurrent license limit, system will look up the table and find an available
gatekeeper web account from the account pool. The selected account will then

be passed over to the H.323 web client for it to login to gatekeeper server.




standard, said nunber of concurrent participants is regulated to
within a 10 predeterm ned maxi rum nunber at a H. 323 gat ekeeper, said
nmet hod conprising the steps of: (a) authenticating whether a
participant attenpting to login has pre- registered with the system
with requisite information provided and stored as said participant's
gat ekeeper web account, said authenticabbng 15 includes verifying one
or nore of partici pant's identity (ID), password (PIN) and
conference reference code; (b) determning fromthe conference
reference code whether said participant has a schedul ed conference
reservation [0r46k IBtekPGopaaticibat isanf ad-®ociRQ partlonani,f theagaiekeeper web
partici pant has conference reservation, using said participant's
login 20 1D gsvdufi Willtse rrec&rstaufb)écrattdtrreeédcbar«ﬂepddnen@@trte PCQ}%’Mcrﬁent logoff
gat ekeeper web account to be presented as an H 323 client and

regi stering fha $RMBoNkidhcEhernd %@as&abéme&an thRUh Y& i1B0 =5 Akl

parti ci pant into the video conference; (d) sal d parti ci pant is
seeking ag ﬁmerenm ng (hereinafter referred to as "ad hoc
partici pant h‘? cking for free concurrent participant 57 available
in the H 323 gat ekeeper, wherein the free concurrent participant
avail able is a pool of balance of the predeterm ned maxi mum nunber

I th f t t

tol scont er e G Seb8onea RGN o BRsE BRI RSERHR ¢ t%%ﬂ D5
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retrieving said ad hoc participant's gat ekeeper web account from sai d

ad hoc part?’lﬁspgh?'r@e?%’ét ‘?\qubnh‘rﬂi’@&?e”éﬁ&dﬁ?'e%éﬁW@J@C%t&”d ad hoc

10
[0148] Although specific models of hardware, such as the MCU being a
Polycom MGC-100™ and the 3G gateway being a Dilithium DTG-2000™, are
described as specific embodiments, it will be appreciated by a person having
ordinary skill in the art that many of these devices or hardware may be
15 substituted with equivalents or comparable devices available in the market or
which may be modified or adapted from suitable devices or built from

components with ordinary engineering skills.

[0149] Some of the networks and systems layout and method disclosed herein
20 may also be alternatively configured, modified or adapted accordingly for
purposes of achieving specific preferred features. These substitutes,
equivalents, modifications, adaptations, reconfigurations or alternative
embodiments which are not specifically described herein are nevertheless to be

considered as falling within the scope and intent of the following claims.



partici pant's gat ekeeper web account as an H. 323 client and
registering 10 the same with the H 323 gat ekeeper server; and (f)
upon each partici pant, whether ad hoc or having reservation, |eaving
a teleconferencing session by |ogging off, deregistering said
participant's gatekeeper web account fron1the H. 323 gat ekeeper and
rel easing the nunber of |eaving particifants to the pool of

avail able free concurrent 15 participants. 2. A nmethod of regulating
a nunber of concurrent participants i@LAIME deo conferencing system
according to Claim1l wherein the predeterm ned nmaxi rum nunber of
concurrent participants adm ssible by the H 323 gatekeeper is 20
predeterm ned on the basis of resource allocation, including at |east
one of bandvhattie clapaard:y, traffic volunme, devices or device
firmvare, software or codecs, including user licenses allowed and

| i ke copyright issues. 3. A nethod of regulating a nunber of
concurrent participants in a video 58 conferencing system accordi ng

to O ainms2 wher eanmhRdPEEHR R %%wamcuW%mfpagﬁgwdr sahts
participants is base on the nunbér of codec |icenses allowed and

each |1 censg,d by askeq DapRi p dive ety ol qUdhs] RAN'ST which are

concurrently regi tere wth't 323 gate ee er

regul ating %ngfrF’%}f’ém aéeﬁga‘%8r5§glpéﬁ% h}hﬁ{s\aﬁnﬁ Sa b o Fe(?encm system

conf erenci ng sys cordi ereln a particip ng
conference re rvatlo to extend essi on
Cntona e SRR R 65 SPeH b e s 2o BRL 31 52 q%i\aO%nama?w’
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10 predetermined maximum number at a H.323 gatekeeper, said method
comprising the steps of:

(a) authenticating whether a participant attempting to login has pre-
registered with the system with requisite information provided and stored
as said participant's gatekeeper web account, said authenticating

15 includes verifying one or more of participant's identity (ID), password
(PIN) and conference reference code;

(b)  determining from the conference reference code whether said participant
has a scheduled conference reservation or is seeking ad hoc conferencing;

{c) if said participant has conference reservation, using said participant’s login

20 ID and PIN to identify and retrieve the participant's gatekeeper web account
to be presented as an H.323 client and registering the same with the H.323
gatekeeper, thus inducting said participant into the video conference;

(d) if said participant is seeking ad hoc conferencing (hereinafter referred to

as “ad hoc participant”), checking for free concurrent participant




5. A nethod of regulating a nunber of concurrent participants in a
video conferencing systemaccording to Claim1l wherein the
participant has pre- registered his particulars at a webpage which is
retrievably stored in the formof a 15 gat ekeeper web account,
wherein said account may be provided to be registered wth the H 323
gat ekeeper in accordance with the afor eS4i d met hod steps. 6. A nethod
of regulating a nunber of concurrent participants in a video
conferenci ng systa@ladeoriti Wg td32B aoaickeoprsy ewhergin | Bgstiree  concurrent
mul ti point control 20 unit (hereinafter referred to as "MCU') is
enpl oyed to i nt egrasticpanidiveilabiedea goel vhiealande ohtbdi prediitanised ezarmum
fromnmultiple participants in various network format, including

| nt er net Pr ot ocolnuphtesrdéssathearumiedresfratitbrt conaarréhtRSriicipants ishgdged irces-
Tel ephone Network (hereinafter referred to as "PSTN'), Integrated

Services Digitalgdv¥ej wtsdonfdnenend séssiongipfties teisbon@erascing Siem; and 3G
cellular network. 59 7. A nethod of regulating a nunber of

concurr erg ti qipeAnhvailbilify ¥ 4ee cARNFRREPEHRDTY SAEMIBLS Sl BY AR
Claim6 whegg?n adél\/?iu isI elr;gyl oyed t% integ?ate%and/or noder at e dat a
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to integrate and/or noderate data Streams from 3G celll .
Vi deo  cont er encl ay Lrg i 28 HBE G s P AR bePaeh EL AR el i ag
concurrent par i dsanescingMSUIREE B AR A SereNa: daicuiady og
G aim7 wherein tp%?tic%[%rﬁ’es‘tg%\{\ela}yeeip%r %eb%clciohrt\]ti éjsmar[l) %%Q%Rérnw\an]dSregistering

10 the same with the H.323 gatekeeper server; and

H upon each participant, whether ad hoc or having reservation, leaving a
teleconferencing session by logging off, deregistering said participant’s
gatekeeper web account from the H.323 gatekeeper and releasing the

number of leaving participants to the pool of available free concurrent

15 participants.

2. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein the predetermined maximum
number of concurrent participants admissible by the H.323 gatekeeper is
20 predetermined on the basis of resource allocation, including at least one of
bandwidth capacity, traffic volume, devices or device firmware, software or

codecs, including user licenses allowed and like copyright issues.

3. A method of regulating a number of concurrent participants in a video



10. A method of regulating a nunber of concurrent participants in a
video conferencing systemaccording to Claim?7 wherein the data
streans fromthe MCU and 3G gateway are seanlessly integrated and
noderated. 20 11. A nethod of regulating a nunber of concurrent
participants in a video conferencing iﬁlﬁztem according to Claim7
wherein the MCU i ncl udes any one or c i nati on of applications,
firmvare or hardware including built-in H 323 gat ekeepe call
manager, i nEPUEIePiNg sisdePERCNcing @&'ﬁ'%ﬁnwf@ﬁﬁ'ﬁdhe Ptﬁcgé?rm‘ﬁﬁji HOXIME
transfer; data network managenent for quality of service (QoS);
bandwi dt h meatheTerit conautreric palinipentg istbareoon dbe numhereoft eadecolicenses
conponents or nodul es of the videoconferencing system 12. A nethod
of regul ati moaetarisercacki lwensaris drackpdrbassidpant thei nuabei dégarticipants
conferenci ng system according to Caim21 wherein the nunber of

parti ci pant sonéUrpatttyiregipredgitietice HA23tgHtgkezpant ed are based on the
total or conbined total of 10 each of the follow ng end points
types: -5PC-based Vol P applications and accessories; - |IP end point,
i ncludi ng room based hardware, accessories and codec; - |SDN

room based godeca- m%t—!@d%@%ﬂ%tmb@ht&ﬁ’ib@g o?@ohéﬁl\@ntad'é@nﬁ%m NeLWARKS ;

15 - video phone, including 3G networks. 13. A nethod of regulating a

nurber of C%Bﬁfé?érﬁm %ﬁg{én?'é’%?(ﬁn%n%adélﬁ-?oi WIRSHERY &N Gahghisatt Ring

according to d ai m rein the n er of gatekeeper
conference reservation may seek fo extend the conference session, or extend

his participation in the conference session, at the end of the reserved time slot

10 by seeking as an ad hoc participant as in step (d).

5. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein the participant has pre-
registered his particulars at a webpage which is retrievably stored in the form of a
15  gatekeeper web account, wherein said account may be provided to be registered

with the H.323 gatekeeper in accordance with the aforesaid method steps.

6. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein at least a multipoint control
20  unit (hereinafter referred to as "MCU”) is employed to integrate and/or moderate
the multimedia data streams from multiple participants in various network format,
including Internet Protocol (hereinafter referred to as “IP"), Public Services
Telephone Network (hereinafter referred to as “PSTN”), Integrated Services

Digital Network (hereinafter referred to as “ISDN”} and 3G cellular network.




web accounts all owed provisional reservation status in the pool to be
20 considered for video conferencing services to be double the nunber
of predeterm ned maxi mum nunber of allowed concurrent participants.
14. A method of regulating a nunber of concurrent participants in a
video conferencing systemaccording to Claim13 wherein the first
avai |l abl e 61 gatekeeper web account fr®¥ the pool is picked to join
the video conference session. 15. A nethod of regulating a nunber of
concurrent participants in a video 5 conferencing system according
to Caim1l wherein the participants' gatekeeper web accounts are
retrievably &t or @dnigthal datethdstmgnamageseryf dodmeunvetteparticipaherianse viigo
system wherein upon a participant being accepted to join a video
conf erence spmfdrofcing aydtap@rdcc6idifto TIgAt KRR N thwl@gcguaﬁnpioged to
retrieved and sent to the H 323 gatekeeper to be registered. 10 16.
A nethod of hRgHi@ENAGr FndWEIRRN dRh SHRARIFGRIP PRSTNCIPONRtlOrka, ¥hdl o
conferencing systemaccording to Claim 1 wherein all participants
(i.e. ingl ud ; : } Val. t
are chan%el gi ?’S‘t%WEﬁ? cra@@gd@gg@%%ﬁ?@%&%ﬁ%ﬁ&g?ﬁ eeegu gts ﬁ]n§gGa
nunber of c¢ [ rticipants in a video conferencing system
accordi ng tggﬁygrﬁg%%ﬂgherein the MCU entry queue inplenents a
single dial entry sequence so as to process and approve each request
in turn according to the aforesaid steps to keep in count the nunber

of 20 concyyrent, partici pant o wthin the predeterm.ned Xi mu
nurber . Lg A metho oPregu atltng a number oq co%current partiglpantgain a video

conferencing system according to Claim 7 wherein the MCU is a Polycom

10  MGC-100™,

9. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 7 wherein the 3G gateway is a
Difithium DTG-2000™,

15
10. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 7 wherein the data streams from the

MCU and 3G gateway are seamlessly integrated and moderated.

20 11. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 7 wherein the MCU includes any one
or combination of applications, firmware or hardware including

- built-in H.323 gatekeeper,

- call manager, including video PBX with call switching, forwarding



18. A method of regulating a nunber of concurrent participants in a
video conferencing systemaccording to Claim1l executed in the order

recited. 62
server, inp

19. A gatekeeper and/or a (or link to a) network proxy
|l enenting at |east one of steps (a) to (f) as part of

i npl enenting a video conferencing systemaccording to a method
according to one of Claims 1 - 18. 5 280 An MU and/ or cal |l manager
i npl ementing at | east one of steps (a) to (f) as part of

i npl enenting a vi deo @whfrensferi ng system according to a net hod
according to one of Clainms 1 - 18. 21. A gateway, including a nedia
gateway control |l er (M&Ep neivgrkenaregengenafor ql@lityed servioes((fS)st eps (a)

to (f) as p
to a net hod
i npl enentin
i npl enentin
according t
system i gco
to Cdains 1
met hod acco
vi deo confe
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art of inplenenting a video conferencing system according

accor di ngbdralwidie rodnddemars; dnd 18. 22. An end point
g at |l east one of steps (a) to (f) as part of

g a video gayalgfigci ng system according to a method
o 15 one of Cains 1 - 18. 23. A video conferencing

rgm@éd A SOYM BoRboRERTR bP RldARs @k tHRdedl@MidFaiRiRtF SREH NI
- 22. 20 24. A video conferencing systemincorpordting a

rding to one of Clains 1 - 18 as part of inplenenting a
renci ng session.

12. A method of requlating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein the number of participants
("participating end points”) counted are based on the total or combined total of
each of the following end points types:

- PC-based VolP applications and accessories;

- IP end point, including room-based hardware, accessories and codec;

- ISDN room-based codec

- audio phone, including 2G {GSM) and PSTN networks;

- video phone, including 3G networks.

13. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein the number of gatekeeper
web accounts allowed provisional reservation status in the pool to be
considered for video conferencing services to be double the number of

predetermined maximum number of allowed concurrent participants.

14. A method of regulating a number of concurrent participants in a video

conferencing system according to Claim 13 wherein the first available
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gatekeeper web account from the pool is picked to join the video conference

session.

15. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein the participants’ gatekeeper
web accounts are retrievably stored in a database managed by the video
conferencing system, wherein upon a participant being accepted to join a video
conference session, said participant's gatekeeper web account is retrieved and

sent to the H.323 gatekeeper to be registered.

16. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein all participants’ (i.e. including
both ad hoc and those having reservation) requests are channeled to an MCU

entry queue.

17. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 16 wherein the MCU entry queue
implements a single dial entry sequence so as to process and approve each
request in turn according {o the aforesaid steps to keep in count the number of

concurrent participants to within the predetermined maximum number.

18. A method of regulating a number of concurrent participants in a video

conferencing system according to Claim 1 executed in the order recited.
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19. A gatekeeper and/or a (or link to a) network proxy server, implementing
at least one of steps (a) to (f) as part of implementing a video conferencing

system according to a method according to one of Claims 1 — 18.

20.  An MCU and/or call manager implementing at least one of steps (a) to (f)
as part of implementing a video conferencing system according to a method

according to one of Claims 1 — 18.

21. A gateway, including a media gateway controller (MGC), implementing at
least one of steps (a) to (f) as part of implementing a video conferencing system

according to a method according o one of Claims 1 — 18.

22.  An end point implementing at least one of steps (a) to (f) as part of
implementing a video conferencing system according to a method according to

one of Claims 1 — 18.

23.  Avideo conferencing system incorporating any one or combination of the

devices according to Claims 19 — 22.

24. A video conferencing system incorporating a method according to one of

Claims 1 — 18 as part of implementing a video conferencing session.

ek ey



