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more new types of acquisition record may be defined for WLAN. The PRL and new
system and acquisition records may be defined to be backward compatible with TIA-
683-C. System and acquisition information for WLAN systems may be stored in the
new system and acquisition records, respectively, which are included in the PRL. The
PRL may be programmed into a wireless device and/or may be sent over the air in the
normal manner. Security-related information used to perform encryption and/or
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[0009]  In another aspect, a network identifier table stores system records and profile
records for WLAN systems and possibly other types of systems. The system records
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network identifier table do not need to be backward compatible with TIA-683-C and

may be defined to carry pertinent information in an efficient manner. The profile
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[0020] FIG. 8 shows a process for performing system selection and acquisition.

[0021] FIG. 9 shows a block diagram of a wireless device.

DETAILED DESCRIPTION

[0022] The word “exemplary” is used herein to mean “serving as an example,
instance, or illustration.” Any embodiment or design described herein as “exemplary”
is not necessarily to be construed as preferred or advantageous over other embodiments
or designs.

[0023]  FIG. 1 shows a deployment with a WWAN 100 and a WLAN 102. WWAN
100 provides communi;:ation coverage for a large geographic area, e.g., a city, a state,
and so on. WLAN 102 provides communication coverage for a smaller geographic
area, e.g., a mall, a campus, a store, and so on. The coverage area of WWAN 100 may
or may not overlap the coverage area of WLAN 102.

[0024] WWAN 100 may be a 1x netwoik, a 1xEV-DO network, or some other type
of network. WWAN 100 includes one or more systems, and each system includes one

or more smaller networks. Each system within a 1x network 1s identified by a system
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(co@mBhiyalatigd )802a1 SKIMEEE Std 802.11b-1999 (commonly called “802.11b),
IEEE Std 802.11g-2003 (commonly called “802.11g”), and so on, which are known in

the art. WLAN 102 may include one or more systems, depending on the deployment
size of the WLAN. Each system is identified by a service set identifier (SSID) that may
be up to 32 bytes long. WLAN 102 includes one or more access points 112 that support
communication for wireless terminals 122 (e.g., laptop computers) and wireless devices
120 within the coverage area of the WLAN. For simplicity, only three access points
112 are shown in FIG. 1 for WLAN 102. For a centralized architecture, a system
controller 132 provides coordination and control for access points 112 in WLAN 102.

[0027] For 1x and 1xXEV-DO, a wireless device maintains a preferred roaming list
(PRL) for system selection and acquisition. The wireless device may be programmed
with the PRL via a serial or USB interface, e.g., during manufacturing or activation.
The wireless device may also download the PRL over the air and/or may obtain the PRL

from a removable module inserted into the wireless device. The wireless device stores
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the associated system/network. Acquisition table 250 includes one record for each
unique index value. Each acquisition record includes multiple fields for various
parameters used for system acquisition. The acquisition records for different types of
system have different formats.

[0030]  FIG. 2 shows a graphical representation of a PRL for 1x. A PRL for 1xEV-
DO has a different format. For both 1x and 1xEV-DO, the PRL information is typically
stored as a file.

[0031] FIG. 3 shows a file 300 containing an extended PRL, which is a PRL in the
extended PRL format defined by TIA-683-C. The extended PRL contains a number of
fields, all of which are shown in FIG. 3. Table 1 provides a short description for the
fields in the extended PRL.
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systems. A wireless device that stores this extended PRL is only able to select and
acquire 1x and 1XEV-DO systems.

[0033] In an aspect, an enhanced PRL is defined that can carry extended system
records, extended acquisition records, and common subnet records for WLAN and
WWAN systems. In an embodiment, the enhanced PRL has the format shown in Table
1, includes all of the fields of the extended PRL, and is backward compatible with TIA-
683-C. A wireless device that supports TIA-683-C (which is called a legacy wireless
device) is able to extract the records for 1x and 1xEV-DO systems from the enhanced
PRL and ignores or discards the records for WLAN systems. A new wireless device

 that supports the enhanced PRL is able to extract the records for WLAN systems and

uses these records for automatic selection and acquisition of the WLAN systems.
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Field (bits) Description

Indicate the length of the extended system

SYS RECORD LENGTH 5 .
~ —~ record in octets.

SYS RECORD _TYPE 4 Set to ‘0011’ for WLAN extended system record.

Indicate if operating on the WLAN system is

PREF_NEG L | permitted (1°) or forbidden (‘0°).
GEO 1 Indicate geographical area of the WLAN system.
PRI 1 Indicate the preference for the WLAN system.

Point to an extended acquisition record for the
ACQ_INDEX ? WLAN system.

Type-specific system ID record:

RESERVED 3 Reserve for future use.
PREFIX 1 Set to ‘1’ if the record is a prefix for an SSID.

Set to ‘0’ if the SSID is included in the
6 extended system record and to “1” if the SSID is
stored in the common subnet table.

SUBNET_COMMON _
INCLUDED




The WLAN extended systemrecord may contain the SSID

for the WLAN systemor nay point to a location in the
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Table 2 lists the fields of ,WLAN extended system

record 410. A short descri p§| on of each field is given
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the $SARSs slosed & the ARLAYsexdondail shistemyressil Dr heycdsemon subnet table.
1f SYET SEoRMON_INCLUDED = 07, then the SSID is stored in the SSID field,

and the SUBNET COMMON OFFSET is omitted. Conversely, if
SUBNET_COMMON_INCLUDED = ‘1°, then the SSID field is omitted, and the SSID
is stored in the common subnet table at the location indicated by the
SUBNET_COMMON_OFFSET field. Each common subnet record can store 15 bytes
(or octets). Thus, the first 15 bytes of the SSID are stored in the common subnet record
indicated by the SUBNET_COMMON_OFFSET field, the next 15 bytes of the SSID (if
any) are stored in the next common subnet record, and the last two bytes of the SSID (if
any) are stored in the following common subnet record. The
SUBNET_COMMON_OFFSET field is zero for the first common subnet record in the
common subnet table. The SSID_LENGTH field indicates the length of the SSID (in
~ octets). The SSID_LENGTH field is set to 0 to indicate a wildcard SSID, which means
that a WLAN system with any SSID may be acquired.
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system acquisition (using channels) record and another new type for generic WLAN
system acquisition record.

[0042] FIG. 4B shows a WLAN system acquisition (using channels) record 420.
Acquisition record 420 may be one of the extended acquisition records in the extended
acquisition table within the enhanced PRL, as shown in FIG. 3. Acquisition record 420
may be used to acquire a WLAN system using specific channels.

[0043]  Table 3 provides a short description for the fields of acquisition record 420,
which may include one or more occurrences of the CHAN field. Each CHAN field
indicates a specific channel for the WLAN system. Each channel corresponds to a
specific frequency within a given frequency band. For example, IEEE 802.11 defines
14 channels at 14 different frequencies for the 2.4 GHz band. The NUM_CHANS and

CHAN fields are 5 bits and 11 bits, respectively, in length, which match the length of
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Table 4 — Generic WLAN System Acquisition Record

Field I‘(‘]’J‘i‘gh Description
ACQ TYPE 2 ::(: ;;)Si‘ t(:(())r(: lr(e)gc())r()d’ for generic WLAN system
LENGTH 8 Indicate the length of the record in octets.
WLAN_BAND_CLASS 8 Indicate the band class of the WLAN system.
WLAN_TECHNOLOGY 8 Indicate the technology of the WLAN system.

[0045]  Table 5 lists an exemplary set of frequency band types for the
WLAN BAND CLASS field. Each frequency band type is associated with certain
specifications (e.g., for transmit power) defined by a particular regulatory body for a

particular frequency band. A wireless device operates in accordance with the
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[0046]  FIGS. 3 through 4C and Tables 1 through 5 show specific embodiments of a
PRL and system and acquisition records that support system selection and acquisition
for WLAN systems. In general, the PRL and system and acquisition records may
include any number of fields for any type of information that may be used for selection
and acquisition of WLAN systems.

[0047] FIG. 5 shows a WLAN authentication profile table 500 that stores WLAN
authentication profiles. Table 6 provides a short description for the fields of profile
table 500.

Table 6 — WLAN Authentication Profile Table

Length

Field (bits)

Description

LENGTH 16 Indicate the length of the profile table in octets.
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Table 7 — Fields for WLAN Authentication Profile

Field L(%liltgsgh Description
LENGTH 8 ' | Indicate the length of the profile in octets.
PROFILE ID 8 Contain a profile ID value for the profile.
PROFILE_TYPE 8 Indicate the profile type. Setto 1’ for WLAN.
ENCRYPTION_TYPE 8 Indicate the encryption type.
AUTHENTICATION TYPE 8 Indicate the authentication type.
MOBILE T pROLE | 5 | heniodmele F bl o wevih i

Authentication type-specific fields:
DEFAULT WEP _KEY ID 8 Indicate a default key for WEP.
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encryption and authentication schemes are known in the art. Authentication for WLAN
in 3GPP2 is described in a document 3GPP2 X.S0028, entitled “Wireless Local Area
Network (WLAN) Interworking,” which is publicly available.

[0051] Table 8 lists an exemplary set of encryption types and an exemplary set of
authentication types that may be supported for WLAN. A wireless device performs
encryption in accordance with the encryption scheme (if any) indicated in the
ENCRYPTION_TYPE field and further performs authentication in accordance with the
authentication scheme (if any) indicated in the AUTHENTICATION_TYPE field. The
use of WEP authentication implies that WEP encryption is enabled. 802.1X TLS
denotes IEEE 802.1X/EAP wifh TLS, 802.1X_MDS5 denotes IEEE 802.1X/EAP with
MD5, and WKEY denotes WLAN long term key (which is described in 3GPP2
X.50028). Authentication “with RADIUS” means that authentication is performed via a
RADIUS server. Authentication “with Certificate ID” means that authentication is

performed with a cryptographic certificate obtained from a secured certificate authority.
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[0053] FIG. 6A shows a WLAN authentication profile 610 for WEP authentication
(AUTHENTICATION TYPE = 1). For authentication profile 610, the
WEP_KEY_ID1 through WEP_KEY_ID4 fields contain four security keys used for
WEP. The DEFAULT WEP KEY ID field indicates which one of the four WEP
security keys 1s the default key. The size of each of the four WEP key fields is 5 octets
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information that may be used for encryption, authentication, and/or other purposes. For
example, other types of encryption and authentication may be supported, and different
fields may be formed in the profile for different parameters used by these other types of
encryption and authentication.

[0057] For the embodiments described above, an extended PRL contains extended
system records and extended acquisition records for WWAN and WLAN systems, and a
WLAN authentication profile table contains WLAN authentication profiles for the
WLAN systems. The extended PRL is typically generated by a network operator to
achieve the desired system usage, e.g., to direct wireless devices to systems operated by
the network operator and/or to systems for which the network operator has a cross
license. The WLAN authentication profile table contains security-related information
used for encryption and authentication and may be stored in a file that is separate from
the file for the extended PRL.

[0058]  An extended PRL may be associated with a specific WLAN authentication
profile table. This is because the PROFILE_ID field in the extended system records
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systems as well as other ms utilirzin
Ofnﬁmhaimigﬁ%tabIPGO%] FI GS 3 t hrough 7 and Tables 1

t hrough 11 show specific enbodi nents of an extended

PRL and a netwo fier filet can store

i nformati on useiciktfle 9@ N gl?taﬁrg%f’]@cti on,

tion for WAN

syst In geneLeangtht he informati on, rral?‘(l ge stored (1)
in any number o . any nunber of T8 ?J'?ds and
LE NS Qg ’rmfip 2: dTQ N IvN dicate the len lfythe NI ta?)ie in oc’ce%:sI ~
D 16 Contain a unique ID assigned to the NI table.
REV_ID 8 Indicate version number of the NI table.
MIN SOFTWARE VER 3 Indif:ate minimum version of the software that
- - } can interpret the NI table.
NUM_SYS RECS 16 Indicate the number of system records in the
= system table.
| SYSTEM_TABLE variable | Contain the system records.
NUM_PROFILES 16 Indicate the number of profiles in the profile table.
PROFILE TABLE variable | Contain the profiles.
RESERVED variable | Reserve for future use.

[0061] The first system record in the system table, system record 0, may be used to

store WLAN system information entered by the user. Whenever the user manually



fields. The system and acquisition information may be
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Indicate the profile associated with the system

,PROFILE—ID 8 record and stored in the profile table.
SSID_LENGTH 8 Indicate the length of the SSID.
SSID variable | Contain the SSID specified by the user.

[0064] The WLAN BAND_CLASS field indicates the band class of the WLAN
system and may be encoded as shown in Table 5. The WLAN_TECHNOLOGY field
indicates the technology of the WLAN system and may also be encoded as shown in
Table 5. Alternatively, 802.11a, 802.11b and 802.11g may be associated with bits 0, 1
and 2, respectively, of the WLAN_TECHNOLOGY field, and each bit may be set to ‘1’
to indicate support for that technology. For example, a hexadecimal value of 0x01

indicates support for 802.11a, a value of 0x02 indicates support for 802.11b, a value of
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sel ected based on technolo band c] ass, channel,
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network identifier tab
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device 120 aretprocessed formatted, enhcode
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fieldd oﬁ?esigﬂi:n{ nd acquisition information may be stored in separate system and
acquisition records (as shown in FIG. 3) or in the system record (as shown in FIG. 7).
The information for encryption and authentication may be stored in separate profile
records (as shown in FIG. 7) or may be combined with the system records (not shown in
any of the figures).

[0069] FIG. 8 shows an embodiment of a process 800 performed by a wireless
device for system selection and acquisition. Initially, a PRL containing information for
WWAN and WLAN systems is obtained, e.g., from a non-volatile memory (block 810).
The PRL is used for system selection and acquisition (block 820). For the embodiment
shown in FIG. 8 for block 820, one or more acquisition records are obtained from the
PRL (block 822). WWAN and/or WLAN systems are searched and acquired based on
the acquisition record(s) (block 824). Acquisition may be attempted with one

acquisition record at a time, and the acquisition records in the PRL may be selected in a
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various units wt W rel ess device 120x.
[00F0bC eslsmnbkhemmbxtdlmemg 30 xreyytemnip iwtighyt sqerohed esd 8QMiited based

FIG. 8 for s S ction,_a isjtion. A nmenor
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descri bed above. A renpvabl e nodul e 934 includes a
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(if any) to use and may further contain pertinent information for the encryption and/or

authentication schemes. Encryption would then be performed for the WLAN system in
accordance with the encryption scheme and further based on the associated information
in the profile record. Similarly, authentication may be performed with the WLAN
system in accordance with the authentication scheme and further based on the
associated information in the profile record.

[0072} System selection and acquisition for WLAN systems may also be performed
based on the network identifier table shown in FIG. 7 and Table 10. System selection
may be performed in a different manner with the network identifier table than with the
PRL. For example, WLAN systems may be selected based on technology, band class,

channel, WLAN mode, and/or other criteria when using the network identifier table.



[0075] A PRL server 150 supports over-the-air

progranmm ng of PRL using SMS nessages. PRL server 150
woayosf108azsa PRL with records for WMNN and W.ANPEYAIS2196/023096

generates a data block for fhe PRL, and forwards the

data block to a Short2 1 Message Service (SM5) service
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W.AN systens and nay store the information 1n menory

receiyid sighal agf dpher digitigesbthe conditivaedgigngl 00 phlaiTeta samples. A

den{o%lﬁm&g({lﬁﬁvléfﬁ @ggﬁﬁ‘gcég? sﬁ%%.,%gr?%?k%ﬁ %g%gés?dﬂ%gzes, and

varil ous neans. exanp
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t hereof. For ardwar e i npl ementatjon, the processing

(e gyrifericaygs el Pgeradseinthsyymbrissior eltpingiecadnd daspuifcoderd12,
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progassr X SorBhefeDBRE )perfding ipradessing ivedccprdaneswitin thedtestinoky used

g m”n%ble.o'.c devices (.PL , field
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(007Nt I A beJcBssoftSHtI160 B0 OdikeREsS theThSdr MO 6L 3RS units within
el ectronic devices, other electronic units designed to

wirglessfdaviget 126xf Piiecepsom/sonteallar 988 dndyeimaplemenirpracess 800 in FIG. 8
for %F@ﬁ Qﬁéétl%ﬂ ahg gcr:q“?.l?sfifion. A memory unit 932 stores program codes and data
used by processor/controller 930 and other units. Memory unit 932 may store a PRL for
WWAN and WLAN systems, a profile table for WLAN systems, and/or a network
identifier (NI) table for WLAN systems and possibly other systems. The PRL, profile
table, and/or NI table may be used for system selection and acquisition as described
above. A removable module 934 includes a non-volatile memory unit that can store the
PRL, the profile table, and/or the NI table. Removable module 934 may be a
Removable User Identity Module (R-UIM) (used for cdma2000), a Subscriber Identity
Module (SIM) (used for W-CDMA and GSM), a Universal Subscriber Identity Module
(USIM) (also used for W-CDMA and GSM), and so on.

[0075] A PRL server 150 supports over-the-air programming of PRL using SMS
messages. PRL server 150 may form a PRL with records for WWAN and WLAN
systems, generates a data block for the PRL, and forwards the data block to a Short



[0078] For a software inplenentation, the techni ques

may be inplemented with nodules (e.g., procedures,
wobumpt3ga’s, and so on) that performthe functi 8a%/US2006/023096

descri bed herein. The softwgre codes may be stored in

a menory unit (e.g., nmenory unit 932 in FIG 9) and

MeS9486 SeRMePYSMSPEATRE SRhtck §46. CIMACRASHcagsitdtes hi&iata block
: ¥S may b {1 t OF r

nenory uni be | npl emented within the processor o

withiptose Ramore S $sogess MBC 1p0Oetejved e VI8 messepes and t‘";)rwards
i ption of. t.he djscl enbodi_nments i s provjde

e T A LG ¢ SN A
wirtle® pedsanivithitv et édv8raghadrbd USAAOOVELBAIAIL BB ?P&ﬁﬁoning

enbodiments will be readily apparent to those skilled
Fuchon k@ Tady) , (nghshavie iy EHer Pt alsp i suppestscvetdhe-nie progamining of

O | 0 I | t rtdn

PRET IR QAP hG, ffin L AL SHIRELIET 5 WVARY b JEEAN, Bhtems,
genpratss entatd bicektfoorthé PROELAR enbipsntiad tieodfie blooki Ine6nd 6r more

' inb [ b ded th
megipirset Mo Bt Srrelet ghe e He PR M OTIAT Rd Royems the
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| S CLAIM5S 1. An apparatus conprising: a menory unit
[00%]er atht weirglesssdayics H203; efaessodcomeniien®3Dimay (deBlvp o decoded

i rel.e wi_d rea networ \WAAN) system _ .
anfgbERTh B PR Y bR R e Tl ATAR SR ke PR im
meRy:St et 930 And/opraBeEHN nRAskadI4Y e PiRettof coitRIBRD3H RHay also

system sel ection and_ acquisition. 2. The apg‘?r atus o

recgiyessystem anger sscurityhielatadoatsmetion grogpe usari for WA Meysteme and
o Q6ShB0R 5L BLAET i OB A S G ARE SR
[00%Hoc edbotechsiqogmdentiibod hicreis alag bk impRyghRMbyvafb@ Mess. For
exh i B o Eh TRk e S, oomGomion
therd®PaF K é:'ﬁal‘élfvai?ébt é}?l%rﬁer%t%tgkﬁnﬂ ﬁqﬂp%%%sﬂfg?@tﬁéﬁnﬁé% '&03 eyform system
Selm&m%mmy é)l’qémiphnwn@dagiﬂaii:ﬂdm armeerg application specific
integrated circuits (ASICs), digital signal processors (DSPs), digital signal processing
devices (DSPDs), programmable logic devices (PLDs), field programmable gate arrays
(FPGAs), processors, controllers, micro-controllers, microprocessors, electronic
devices, other electronic units designed to perform the functions described herein, or a
combination thereof.

[0078] For a software implementation, the techniques may be implemented with
modules (e.g., procedures, functions, and so on) that perform the functions described
herein. The software codes may be stored in a memory unit (e.g., memory unit 932 in
FiG. 9) and executed by a processor (e.g., processor 930). The memory unit may be
implemented within the processor or external to the processor.

[0079] The previous description of the disclosed embodiments is provided to enable
any person skilled in the art to make or use the present invention. Various
modifications to these embodiments will be readily apparent to those skilled in the art,

and the generic principles defined herein may be applied to other embodiments without

{
departing from the spirit or scope of the invention. Thus, the present invention is not



determ ne preferences for the WAMN and WLAN systens in
t he geographi c area based on the systemrecords, and
woaosaBess at | east one system anong t he WMN aad/USEA023096
systens in the geographic area based on the
preferences. 5. The apparatys of claim1l1, wherein the
. PrLOcessqr 4s,.operative to acqul stem .
BB SREY SR 5 5 NS o wides
scopd EdnsBithewith disestimiplehendansiel featiirdUNIB®YS herein. 6. The
apparatus of claim1l1, wherein the processor is
operative to attenpt acquisition of a WMNsystem first
[00 d tQVﬂEh?ﬂPél@ﬁﬂﬂ@ﬁﬁ§lon of a WAN systemif no WAN
systens are acquired. /. The apparatus of claiml1,
wherein the nenory unit is operative to store a
profile table for the at | east one WLAN system the
profile table carrying information used for
aut henti cati on and encryption for the at |east one
WLAN system 24 8. The apparatus of claim7, wherein
the processor is operative to obtain fromthe profile
table a profile record for a selected W.AN system and
to perform authentication with the sel ect edW.AN system
based on the profile record. 9. The apparatus of claim
8, wherein the processor is operative to determ ne an
aut henti cation scheme to use for the selected WAN
system based on the profile record, to obtain
security-related information fromthe profile record,
and to performauthentication wwth the sel ected W.AN
systemin accordance with the authentication schene
and further based on the security-related information.
10. The apparatus of claim 7, wherein the processor is
operative to obtain fromthe profile table a profile
record for a selected WLAN system and to perform
encryption for the sel ected W.AN system based on the
profile record. 11. The apparatus of claim 10, wherein
the processor is operative to determ ne an encryption
scheme to use for the selected WAN system based on
the profile record, to obtain security-rel ated
information fromthe profile record, and to



perform encryption for the sel ected WLAN systemin
accordance with the encryption schene and further
woaswd3gaist he security-related i nformati on. 12PCThiS2006/023096
apparatus of claim1, vvherelé n the PRL conprises one
systemrecord for each W.AN"system and wherein each
systemrecord indicates a service set identifier
(SSID), an acquisition record, a profile record, a
preference, a prefix, or A:%i nati on thereof for an
associ ated WLAN system qg‘ apparatus of claim 1,
wherein the PRL conprises one acquisition record for
each WLAN system and wherein each acquisition record
i ndl.cat eAn appeetthsadmogysing band cl ass, a channel, or a
conbi nation thereof for an associ ated WAN tem 14.
The® BSFQratRs opFraityesioftore apretegier reargmg digt ﬁiﬁ tgp pigleast one
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The apparatus of claim1l, wherein the nmenory unit is
operative to store a profile table conprised of at )
| eadt onEhgappiatus of sladmd., whstrinthemspgestes éhonsraivielte acquire at
fogf or mati on
toady B0 Pk B3 oAb Fec BT A el T T € ecor
16. The apparatus of claim15, wherein the at |east

one, WLAN_system.i s signed a predeterm ned profile
type val % a@??ah?h%ta‘gﬂﬁhila‘f"l}?e@f t%é [PEQGESSPT 1A aiYe torfglect a
sysiRiR-frbH DRMEIRS 5t 1EATBAL WPV NS en] bAY B3 feast SRORTAN system
18. A nmethod of perform ng system sel ection and
based g Fystant tasordg omiheiRRIng: obt ai ning a preferred roam ng
list (PRL) for at | east one wireless wi de area network
(WMN) system and at | east one wireless |ocal area

netyor k TRY A¥KhrasusséeoThing NJ whetond tHeho&dsborf i@ lopeEVEM obtain,
sel ection and acquisition.
from the PRL, system records for WWAN and WLAN systems in a geographic area, to
determine preferences for the WWAN and WLAN systems in the geographic area based
on the system records, and to select at least one system among the WWAN and WLAN

systems in the geographic area based on the preferences.

5. The apparatus of claim 1, wherein the processor is operative to acquire a
WWAN system initially and to acquire a WLAN system next, if available, based on the
acquired WWAN system.

6. The apparatus of claim 1, wherein the processor is operative to attempt
acquisition of a WWAN system first and to attempt acquisition of a WLAN system if no
WWAN systems are acquired.

7. The apparatus of claim 1, wherein the memory unit is operative to store a
profile table for the at least one WLAN system, the profile table carrying information

used for authentication and encryption for the at least one WLAN system.
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11.  The apparatus of claim 10, wherein the processor is operative to
determine an encryption scheme to use for the selected WLAN system based on the
profile record, to obtain security-related information from the profile record, and to
perform encryption for the selected WLAN system in accordance with the encryption

scheme and further based on the security-related information.

12.  The apparatus of claim 1, wherein the PRL comprises one system record
for each WLAN system, and wherein each system record indicates a service set
identifier (SSID), an acquisition record, a profile record, a preference, a prefix, or a

combination thereof for an associated WLAN system.

13. The apparatus of claim 1, wherein the PRL comprises one acquisition
record for each WLAN system, and wherein each acquisition record indicates a
technology, a band class, a channel, or a combination thereof for an associated WLAN

system.

14.  The apparatus of claim 7, wherein the profile table comprises one profile

record for each WLAN system, and wherein each profile record indicates an
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t heolssihpt ® ¢rafeAbd syshiaplist (PRL) for at least one wireless wide area
network (WWAN) system and at least one wireless local area network (WLAN) system;

and

using the PRL for system selection and acquisition.

19.  The method of claim 18, wherein the using the PRL for system selection
and acquisition comprises

obtaining, from the PRL, at least one acquisition record,

acquiring at least one system based on the at least one acquisition record,

obtaining, from the PRL, system records for the at least one acquired system and
WWAN and WLAN systems in same geographic area as the at least one acquired
system, and

selecting a system in the geographic area based on the system records.

20.  The method of claim 18, further comprising:

obtaining a profile record for a selected WLAN system;

determining an authentication scheme to use for the selected WLAN system
based on the profile record;

obtaining security-related information for the selected WLAN system, from the

profile record; and
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system; and

means for using the PRL for system selection and acquisition.

23.  The apparatus of claim 22, wherein the means for using the PRL for
system selection and acquisition comprises

means for obtaining, from the PRL, at least one acquisition record,

- means for acquiring at least one system based on the at least one acquisition

record,

means for obtaining, from the PRL, system records for the at least one acquired
system and WWAN and WLAN systems in same geographic area as the at least one
acquired system, and

means for selecting a system in the geographic area based on the system records.

24.  The apparatus of claim 22, further comprising:

means for obtaining a profile record for a selected WLAN system;

means for determining an authentication scheme to use for the selected WLAN
system based on the profile record;

means for obtaining security-related information for the selected WLAN system

from the profile record; and



system to select one of the at | east one WLAN system
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claim wherein the at |east one I"e conprises at

| east one profile record for the at | east one WLAN
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devd@Ciori ty key, a passvvord an user identifier, or a
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obtain, from the PRL, at least one acquisition record,

direct acquisition of at least one system based on the at least one acquisition
record,

obtain, from the PRL, system records for the at least one acquired system and
WWAN and WLAN systems in same geographic area as the at least one acquired
system, and

select a system in the geographic area based on the system records.

28. A wireless device comprising:

a memory unit operative to store at least one file containing system and security-
related information for at least one wireless local area network (WLAN) system,
wherein the at least one file is used by the wireless device for system selection and

acquisition for the at least one WLAN system; and
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for the selected WLAN system in accordance with the encryption scheme, if any,
determined for the selected WLAN system.

32.  The wireless device of claim 28, wherein the at least one file comprises
at least one system record for the at least one WLAN system, and wherein each system
record indicates a technology, a band class, a channel, a mode, a service set identifier

(SSID), or a combination thereof for an associated WLAN system.

33.  The wireless device of claim 28, wherein the at least one file comprises
at least one profile record for the at least one WLAN system, and wherein each profile
record indicates an authentication scheme, an encryption scheme, a security key, a

password, an user identifier, or a combination thereof for an associated WLAN system.

34.  The wireless device of claim 28, wherein the at least one file comprises
at least one system record for the at least one WLAN system and at least one other
system record for at least one other system utilizing a technology different than the

technology for the at least one WLAN system.
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WLAN system; and

using the at least one file to acquire and select a WLAN system.

38.  The method of claim 37, wherein the using the at least one file for
system selection and acquisition comprises

obtaining from the at least one file at least one system record for the at least one
WLAN system,

selecting one of the at least one WLAN system based on the at least one system
record, and

acquiring a selected WLAN system based on an associated system record.

39.  The method of claim 37, further comprising:

obtaining from the at least one file a profile record for a selected WLAN system;

determining an authentication scheme based on the profile record;

performing authentication with the selected WLAN system in accordance with
the authentication scheme, if any, determined for the selected WLAN system;

determining an encryption scheme based on the profile record; and

performing encryption for the selected WLAN system in accordance with the

encryption scheme, if any, determined for the selected WLAN system.
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40.  An apparatus comprising:

means for obtaining at least one file containing system and security-related
information for at least one wireless local area network (WLAN) system, wherein the at
least one file is used by a wireless device for system selection and acquisition for the at
least one WLAN system; and

means for using the at least one file to acquire and select a WLAN system.

41.  The apparatus of claim 40, wherein the means for using the at least one
file for system selection and acquisition comprises

means for obtaining from the at least one file at least one system record for the at
least one WLAN system,

means for selecting one of the at least one WLAN system based on the at least
one system record, and

means for acquiring a selected WLAN system based on an associated system

record.

42.  The apparatus of claim 40, further comprising:

means for obtaining from the at least one file a profile record for a selected
WLAN system;

means for determining an authentication scheme based on the profile record;

means for performing authentication with the selected WLAN system in
accordance with the authentication scheme, if any, determined for the selected WLAN
system,;

means for determining an encryption scheme based on the profile record; and

means for performing encryption for the selected WLAN system in accordance

with the encryption scheme, if any, determined for the selected WLAN system.



