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request is sent via the secure communication channel to the secure partition, and 

wherein the encrypted device is unlocked by the secure partition without 

involvement of a host operating system of the system. 

12. The method of claim 11, further comprising: 

5 	providing a token from the trusted remote console to the secure partition in the request, 

wherein the secure partition uses the token to unwrap a key used to decrypt blocks 

stored on the encrypted device. 

13. The method of claim 11, further comprising: 

providing a password for the encrypted device in the request, wherein the secure partition 

10 uses the password to unlock the encrypted device. 

14. The method of claim 11, further comprising: 

specifying in the request a management operation to be performed after the encrypted 

device is unlocked, wherein the secure partition performs the management 

operation after the encrypted device is unlocked. 

15 15. A computer implemented method comprising• 

authenticating first credentials of a user of a system before access is allowed to any d 	ice 

of a plurality of devices attached to the system; 

intercepting an event indicating attachment of a new device to the system 	erein the 

intercepting is performed by a secure partition of the system 	d the secure 

20 partition is isolated from a host operating system of th 	stem; 

requesting second credentials to access the new device, 	erein the second credentials are 

requested without booting the system; 

authenticating the second credentials; 

enabling access to the new device after - • henticating the second credentials; and 

25 	delivering a hot plug event for th 	ew device to the host operating system. 

16. The meth.. of claim 15, wherein 

requesting the seco,• • credentials to access the new device comprises using trusted path 

conne• ons to a display device to display a request for the second credentials and a 

er input device to receive the second credentials. 
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17. The method of claim 15, wherein 

enabling access o the new device comprises using a native command for the device to 

enable dec 	• tion of the new device. 

18. The m thod of claim 15, wherein 

5 the second credentials 	mprise a password for the new device; and 

enabling access to the ne 	device comprises using the password to unlock the new device. 

19. The method o claim 15, wherein 

the second credentials comprise a user identifier; and 

enabling access to the new devic comprises providing the user identifier to a trusted third 

10 party and enabling access to the new device if the trusted third party authenticates 

the user identifier. 

20. An apparatus comprising: 

at least one processor; 

a secure partition isolated from a host operati g system executing on the processor; and 

15 a memory comprising instructions for firmwar executing in the secure partition to 

perform the following: 

authenticating first credentials of a user of a ystem before access is allowed to any 

device of a plurality of devices attache to the system; 

intercepting an event indicating attachment of a' ew device to the system, wherein 

20 the intercepting is performed by the secure 	artition; 

requesting second credentials to access the new devi e, wherein the second 

credentials are requested without booting the s 	tern; 

authenticating the second credentials; 

enabling access to the new device after authenticating the second credentials; and 

25 delivering a hot plug event for the new device to the host ope ating system. 

21. A computer program product comprising: 

a computer-readable storage medium; and 

instructions in the computer-readable storage medium, wherein the instructi,  s, when 

executed in a secure partition of a processing system, cause the secure 	artition to 

30 perform operations comprising: 

authenticating first credentials of a user of a system before access is allowe 	to any 
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• -vice of a plurality of devices attached to the system; 

interceptin an event indicating attachment of a new device to the system, wherein 

the ' j,ercepting is performed by the secure partition, and the secure 

partitio 	is isolated from a host operating system of the system; 

5 requesting secon credentials to access the new device, wherein the second 

credentials 	re requested without booting the system; 

authenticating the se and credentials; 

enabling access to the 	ew device after authenticating the second credentials; and 

delivering a hot plug eve v t for the new device to the host operating system. 

10 

22. A computer-impleme ted method comprising: 

identifying an auditable event being p 	formed in a secure partition of a system, wherein 

the secure partition is isolated frr 	a host operating system of the system; 

generating an audit event record for the au e itable event; and 

15 	writing the audit event record to an audit log, wherein the audit log is isolated from the 

host operating system. 

23. The method of claim 22 wherein 

the audit log is a first audit log of a plurality of audi logs, 

the plurality of audit logs is accessible only from with' 	the secure partition, and 

20 	each audit log of the plurality of audit logs is isolated from the host operating system; 

and the method further comprises: 

determining whether the first audit log is available; 

sending the audit event record to a first audit subsyste 	associated with the first 

audit log if the first audit log is available, where" 	the first audit subsystem 

25 performs writing the audit event record to the first udit log; and 

sending the audit event record to a second audit subsystem a 	ociated with a 

second audit log of the plurality of audit logs if the firs audit log is not 

available, wherein the second audit subsystem performs 	riting the audit 

event record to the second audit log. 

30 24. A computer-implemented method comprising: 

receiving a request to service an audit log from a secure partition of a request" 	system, 

wherein the secure partition is isolated from a host operating system oft 
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requestiti'g system, the audit log contains an audit event record of an auditable 

event perfo 1 ed in the secure partition, and the audit log is isolated from the host 

operating sys m of the requesting system; 

;hing a secure co 	munication channel with the secure partition; and 

tg the audit log vi the secure communication channel. 
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