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request is sent via the secure communication channel to the secure partition, and
wherein the encrypted device is unlocked by the secure partition without

involvement of a host operating system of the system.

12.  The method of claim 11, further comprising:
5 providing a token from the trusted remote console to the secure partition in the request,
wherein the secure partition uses the token to unwrap a key used to decrypt blocks

stored on the encrypted device.

13.  The method of claim 11, further comprising:
providing a password for the encrypted device in the request, wherein the secure partition

10 uses the password to unlock the encrypted device.

14.  The method of claim 11, further comprising:
specifying in the request a management operation to be performed after the encrypted
device is unlocked, wherein the secure partition performs the management

operation after the encrypted device is unlocked.

of a plurality of devices attached to the system;

intercepting an event indicating attachment of a new device to the system,

20 partition is isolated from a host operating system of thg#
requesting second credentials to access the new device, ywMerein the second credentials are
requested without booting the system;
authenticating the second credentials;
enabling access to the new device after gdthenticating the second credentials; and

25  delivering a hot plug event for thesfew device to the host operating system.

16. The methed of claim 15, wherein
requesting the secopd credentials to access the new device comprises using trusted path
connegtions to a display device to display a request for the second credentials and a

«er input device to receive the second credentials.
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17. The method of claim 15, wherein
enabling access\g;the new device comprises using a native command for the device to

¢nable dec %fption of the new device.

18. The megthod of claim 15, wherein
5  the second credentials comprise a password for the new device; and

enabling access to the new device comprises using the password to unlock the new device.

19. The method of ¢laim 15, wherein
the second credentials comprisé a user identifier; and
cnabling access to the new devicé,.comprises providing the user identifier to a trusted third
10 party and enabling access toithe new device if the trusted third party authenticates

the user identifier.

20.  An apparatus comprising:
at least one processor;
a secure partition isolated from a host operating system executing on the processor; and
15 a memory comprising instructions for firmwar \\ixecuting in the secure partition to
perform the following: \\
authenticating first credentials of a user of a'system before access is allowed to any
device of a plurality of devices attach@\\io the system;
intercepting an event indicating attachment of a hew device to the system, wherein
20 the intercepting is performed by the secure'partition;
requesting second credentials to access the new devige, wherein the second

credentials are requested without booting the system;

authenticating the second credentials;

enabling access to the new device after authenticating the sgcond credentials; and

25 delivering a hot plug event for the new device to the host op\&\?ﬁng systeni.
21. A computer program product comprising:
a computer-readable storage medium; and \

instructions in the computer-readable storage medium, wherein the instructi\(*ms, when
executed in a secure partition of a processing system, cause the secure partition to
Y

30 perform operations comprising: \

authenticating first credentials of a user of a system before access is allowed to any
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device of a plurality of devices attached to the system;

intercepting an event indicating attachment of a new device to the system, wherein
the itercepting is performed by the secure partition, and the secure

is isolated from a host operating system of the system;

requesting secong credentials to access the new device, wherein the second
credentials ‘are requested without booting the system;

authenticating the segond credentials;

enabling access to the new device after authenticating the second credentials; and

delivering a hot plug event for the new device to the host operating system.

22. A computer-implemented method comprising:
identitying an auditable event being pé%:ormed in a secure partition of a system, wherein
the secure partition is isolated from a host operating system of the system;

generating an audit event record for the auditable event; and
writing the audit event record to an audit log}\wherein the audit log is isolated from the

host operating system. \*’\_\

Y
23, The method of claim 22 wherein

the audit log is a first audit log of a plurality of audit logs,
the plurality of audit logs is accessible only from wiﬂ?' the secure partition, and
each audit log of the plurality of audit logs is isolated from the host operating system;
and the method further comprises: | }
determining whether the first audit log is available; \
sending the audit event record to a first audit subsysté\r\q associated with the first
audit log if the first audit log is available, wherein the first audit subsystem
performs writing the audit event record to the first audit log; and
sending the audit event record to a second audit subsystem a\§sociated with a
second audit log of the plurality of audit logs if the ﬁr;}\audit log is not
available, wherein the second audit subsystem performs \;&riting the audit
event record to the second audit log.
24. A computer-implemented method comprising:
receiving a request to service an audit log from a secure partition of a requestiﬁ% system,

wherein the secure partition is isolated from a host operating system of th
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requestiﬁ“g system, the audit log contains an audit event record of an auditable

ed in the secure partition, and the audit log is isolated from the host

operating system of the requesting system;
establishing a secure communication channel with the secure partition; and

5 servicing the audit log vié\ilze secure communication ¢hannel.

\
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