METHOD AND APPARATUS FOR | NTERWORKI NG AUTHORI ZATI ON OF
DUAL STACK OPERATI ON CROSS- REFERENCE TO RELATED
WORPBHOLA8E ON [ 0001] This application clainms theChEs®hT/076432

of U.S. Provisional Patent application Serial No.
60/ 839, 212 entitled "WAN CDMA2000 | NTERWORKI NG
AUTHORI ZATI ON OF | PV4-1PV6 DUAL- STACK OPERATI ON' whi ch
was filed August 21, 2006. The entirety of the
af or enMEIdHED apND ARPARAT e OR INTERW QRKING
reference. FIELD OF THE | NVENTI ON !00%5% The present
i nvent i AU THQRIZAFIONIOK DY A tOBA KON,
and nore specifically, to a nmethod and apparatus for
i nterwor ki ng aut hori zati on of dual stack operation.
BACKGROUNR-RORR3R EYHRGIGER FORRIATRD APPLICATIONI €S
have seen trenendous growh 1n the [ast few years.

[0001] Thi s Ghiswphlidrtion oéeems ftheebandfit of Pt tPréwisibhd Hatexdpphicafion Serial

SPEEURP2RrEuES QLN EORIRMENIERIAERATE A0forizamion

OPMIPYALIPRLY DURA QY EACKNOPWREHON WERh Whs fIBPNRYEH 21, 2006. The
qual ity of voice services along with the addition of

eitirety=é thd dersnizatienddapphetioniis hereinrin¢arperated biyavisraace.
significant effect on the communicating public. The
addi tional services include accessing the |Internet
usi ng a nobil e device while roanm ng. [0004] The
ability to maintain a data session while noving is

i nportant to both uUSHHD EHUTEFSINVENIAPN ors. As nore
[0002] user STH@ 'pkésélgt {ﬁgg}]‘cio% fe'ﬂeft@sr E?ﬂtaerﬁ%p{oog&hmﬁﬂl%?g&r{ g}éﬁerﬁs and more

user may wan ave sl nu neous access sane
gackehllvatoaa indtlesdvendk apgaritundodr onerusiligg dutlorigdtimkof dual stack
operation, which allows sinultaneous use of two

QT8 B of a nobile internet protocol. The packet data

i nterworking function (PDIF) acts as a security

gateway protecting the cellular network. [0005] FIG 1
shows an interworking afACKEROQUND or a wirel ess

s 105 e etigrt, LA e nevel ot B PR e
s pebas. drneefiofed hhybdeh fust @ ngdrtlb @ teer@doRYofanovement offered by

consortiumnamed "3rd Generation Partnership Project
wircless efeclnplogicthesrsi nthas g8@AP2 impryvedr ghilitsctofir ¢oice and  data
100, i ncl udes a bi | e stati.on Q onpected to

COrlhRER Bt T8 el R Moy B R B8 Sphfes atome
At essadditict of(dWR) scHBes 1aivd hA¢ 666 &ilRostt e (PARvelDSgnifibant effect
on the communicating public. The additional services include accessing the Internet
using a mobile device while roaming.

[0004] The ability to maintain a data session while moving is important to both users
and system operators. As more users utilize mobile internet protocol operations a user
may want to have simultaneous access to the same packet data interworking function
using dual stack operation, which allows simultancous use of two version of a mobile
internet protocol. The packet data interworking function (PDIF) acts as a security
gateway protecting the cellular network.

[0005] FIG. 1 shows an interworking architecture for a wireless local area network
(WLAN). The network may be part of a wireless communication system operating on
the 3GPP2 standard defined by the standard offered by a consortium named "3rd
Generation Partnership Project 2" referred to herein as 3GPP2, The architecture, 100,



W.AN systemis connected to the 3G Honme Network 110.
The WLAN system connects to the 3G Hone Network 110

W t@soisPacket Data | nterworking Function (PDPEYN/USDRT/076432

[0006]

[0007]

[0008]

The PDIF 114 is connected to the Horme Aut henti cati on,
Aut hori zation, and Accounting?(H AAA) device 112,
[ 0006] The Ms establishes a secure IP tunnel with the

PDI F, which acts as a security gateway in the 3G Hone
justudes k. mothile statione(MPs t 8B dosheased ta & VElupNesysicontl8d. Ehe WLAN

horj ze AAA t th Alunn has e
BRI 1 pg e, 0%\ oGS rhbE ) o8, ME AHIP R AR s, The
Wet AT &stehO is ’Ehalexda:ah@dtﬂel BE@ HOmE! Ketwbrk ndocatras WNAN system
pat h for Authentication, Authorization, and Accountin

FRIMSEtTEP i tBR 34hdlonmNelrark |19 blnantﬁte i Bsketr Qe f later ek %unction
w&ézﬂﬁqﬁ)lﬁqlﬁ 13‘3’0§1 e&’é? IH%Illlé gﬁﬁﬁﬁw Il h@uthorlzatlon and
ear

pat user |c an e pi peli
AnabtmahgsHt}hﬁAséexumellmnnel protecting the user data

Er[fé“c Léﬁ? %P@a@ahgsea gtsﬁug%%m%?q%e{ wghg% EDI T @%gg% as a security
%gtaamﬁltﬁ@ 3(?'Hd'ﬁ% va@wt)& attthraaﬁelotst@oh%tm Qlatthéﬂtfegted and

main (FQDN). If the MSis configured wth
|bhéiized HSQON, HEAAAVBIN After éteaganmi Itdsebdbormtahhm the MS may

s Egem DNS% e&l %hﬁégégm flOKg@r eg%@ﬁgﬁsoc' 3{@0' ér}n(%cates the

itKEfb%)Aﬁt‘Be@tﬁaﬁBﬂﬂ N&ﬂﬁ)@&h‘tﬁ&l t AN AlcSourkin V\Hlf&%tahen S£fd indicates
unnel s for data transfer with the PIDE. Part of

wderansitios Hrangfea bsteasnetitAtAel 13 @n@uPﬂEE tHatTheh@IMrshmfé show the
ﬁé’atr%}hlgatﬂk/%ﬁt uesgr 8!&9 tl%,lflftip %%d ﬁl% 1Béilnel}ﬁ éﬁa‘ﬁ‘{,e ure tunrrell %rotecting

Se a nu I'OCG

ﬁtétd@@fttalte(:t&iﬂﬁ@ rbet\x?élaﬁ ttaaMselrmtzlaaathsntlemtm mat i on,
i ncl udi n%écr edentials and random chal | enges
t

t ranspbe t™Me is preepringred aviy thee RPIE sddesss m%fla%ttﬂn cither an IP
LSS Tooena D D DRE RO LIS, IR, 200 I i e

BBike @QDN eth&/MSatwdll tdigy HiDiHe, Dandn Nasiee $ystanhn éDRAlDtoUﬁsolve the IP

b th Dl F d H 008]
gffﬁfsgﬂ%%a%‘%%@g qoanfic her FERE skt Rret 8 Exbangi ersion 2
URIRG) RPLIRDIRY e RRAUNRYR. knbiSasdip@dec Hhudeks Bpﬁﬁt%ttta%‘fer with the

poses” aut hori zation problems for the PDIF, nanely, the
PIMIE Rreeds cstablishongy avbeubhe tunaclMeqiigsesathioh e iedbd enthéicated and

and/ or ,I.Pv aI PDLF needs to j ndi.cate
ERoRis e B AR 2% £ M s SEE b Tube U PRl dures for
hiBt4e T SitedSicatidh. t NEe Cﬁtﬂ%nﬁéatﬁ)lﬂ MBofBa1RS tinBad %abredentlals and
stack operation that is not authorized for bot Pv4

endompylallempess earp strapspewdes! finr Extensiblao dutheatiegsioar Braiecol (EAP)
}n% dgangslt ééx%%gng[gﬁ%ét\{?e%{lltﬁfl NS)E%{ ?ISQ/%M[E auﬁ}%ﬂ; ?ﬁ;e C?%FSO artre transported
bloﬂfe\, IKEv2 messages between the MS and the PDIF, and also in the RADIUS
messages exchanged between the PDIF and H-AAA.

The MS may desire simultancous access to the same PDIF using both IPv4 and
IPv6. This dual stack operation poses authorization problems for the PDIF, namely, the
PDIF needs to know whether a MS is authorized for IPv4 and/or IPv6. Additionally, the
PDIF needs to indicate to the MS that the MS is not authorized for one of the IP
versions, in the case of an MS requesting dual stack operation that is not authorized for

both IPv4 and IPv6. There is a need for a method and apparatus to indicate IP



I P versions. SUMVARY A nethod for dual stack
aut hori zation and operation in a comruni cati on system

WO a@80pOsat i ng requesti ng aut henticati on from BET/US2007/076432
aut hori zation entity in the conmunication system and
then receiving an authenticatPon nessage fromthe
aut horization entity if the authentication is
successful, wherein the authentication nessage
awhetadation sma YA sk dlsatoi indicate taig &Sithat tgdMS eeotiantheripest for both
ﬁ;o%qul version to establish at | east one secure

uhneP™¥or comuni cation. A further enbodi ment

provi des for a nmethod conprising: requesting dua
stack operation using nore than one internet protoco
version; receiving authorization for dual stack
operation using nore than j rnet protoco
versi on; establishing a sgggigygﬁgubordinate security
aut hoAi mahodforfdoal seakhauthobiesativet andropeoatioh irv e temonmnication system
wher ei n. t he subordi nate se%uritx aut horj zation is
HGBRCERtRg el e et ntigsting frota ¢ é&‘glﬁﬁ%?é@n%%’rlpt%ﬁ
BothQhicz@dd QRicnPatd@Rbd RBERG 3N duBRALCRRE rﬁe%gatge%ntﬂ ffeel
for conmuni cation; and accessing sinultaneously both
authemzagibn pntaty oCthk avibestiaten issiuagessing vaterdie gte apttentication
secure tuynnel faor conmunication. Yet. anot her .
BiEuar et RS PooR AREARONA od" CONEPaT RGeS Poirabysgn o
eiialish berekst ORE s &ukORnkd ifilcdmMhSnitftm. one i nt er net
protocol version; receiving authorization for one

i nt er Adirtherendwdimend psavadesitor amediod sgaprigingr eiwesting dual stack
e identifjes at. el rnet._protogol. .
TSR ST Rl SRS LPLRRT Rl 5 Rgeion or e

sressageatiodantigfmes tiin dredsierrn protddot dieion PEseibliitihg a separate
version that, is not authorized; establishing a )
Shertingty seaurifbrytherizaan fo caghid iRt MERtP S yersHine phekein the

WOEREAL sUQER AMnorAR6E s bubBRIBECL é?ﬁtéﬁf&h@ﬁl !e%@ﬁaingg security
ROP 4IRS © Steho 1ol Fodol

or the authorized internet protocol version’is
sutharihitinat atabbislang at least ohe keyreaxaird figrecosaautticdtipn; and accessing
aut hori zation;. establishing a secure tunnel for
B aRFOuAW; b nlEiRe PO BRI @‘Slﬁgiﬂ??gattqﬁsé OBeqgHEs tunnel for
LyRRShicatpt her enbodi ment provi des for an apparatus
conposed of the follow ng elenents:a transmtter for

r eque¥ti agtlEunchbndineat ponides o mctim daagnipoisingatdquestegtduplstack

in a.wireless conmmuni.cation stem. and a receiver for
P]éeégtil% %&garﬁongﬂle?Hel 18% eg quiéc‘é)i ggxlélo!nr g:ﬁ?ltvmg authorization for one
ddrhgproteadliversidNhni at edshgd, RBcRIM theMhdsSalkli@tifiSs at least one
successful, wherein theauthentication message contains.
mieraghteierolatcrsam that ig getharizqdemdtfughes wherain tea mpssagoidentifics at

}(;eg&nf?iﬁlg Plgéﬁiegir%?o@of &etl]siglll tﬂa? Aot gﬁ’tﬁoﬁ?e%lgj Es%a‘t}h%ﬂﬂgla sfegl{rity
authorization for the authorized internet protocol version, wherein the security
authorization for the authorized internet protocol version is subordinate to a internet key
exchange security authorization; establishing a secure tunnel for communication; and
communicating using the secure tunnel.

Another embodiment provides for an apparatus composed of the following
clements:a transmitter for requesting authentication from an authorization entity in a
wireless communication system; and a receiver for receiving an authentication message

from the authentication entity if the authentication is successful, wherein the



An addi tional enbodi nent provides for an apparatus
conposed of the follow ng elenents: a transmtter for

W0 2@8e3t78ng dual stack operation using nore theeT/o807/076432
i nternet protocol version; a receiver for receiving
aut hori zation for dual stack Bperation using nore than
one internet protocol version; a nenory for storing a
separate subordi nate security authorization for each
puthentivetiopmessegotonjansiroritheitratien tp ussat kagiomdiintatnet protocol

securi t thorization is subgrdinate t.o the internet
P53 b LA Tob el BRI SR RubiydofEccor °F o

est abhhsidifignatenitRdiherd Peoveds U eart appariusf@posed of the following
comuni cation using the transmtter; and a transmtter
Flomenis cayansytien frufoauertiaa dnyl sk OPeriAN BHBS Mere higaone internet
PrBlO Mol Sl LR S o ) PRI B ey R By AREAHL SpeRpE Luing
aorathpavad inserhdtagiroto oal lviechis;, b mecriicly fevdteringed expentssubardinate
transmtter for_requesting dual stack operation usin

PRSHEDL HEPTEART FY SRR PEYRO! V%ﬁsgnow,ﬁeram@e Sytpgdmate
fRurifRR@loHAG0 AN HARL 8hd Bfer®l Kol BL&RAGE sR9ty A Morization;
versi'on in a nessage, wherein the nessage Tdentifies
aprdcesst faprestablshergraticast @tegealre vigms| on comatunicgtion using the

&uthogized apd fuﬁth r wherein the ne sgﬁg kdentitues ‘
ENYTUHET R TP REPT SSEROMMY USSR rHREE thag g dnteine
protdol 1 &Sidns dsif MRS kALt dn@lse®é ARhEISBE BmAusRERH. t Y

aut horization for the authorized internet protoco

ver si YAt angther emRodimens piovides Joramtapparatrathas nchusics theefollowing

I I ) 0 er Si N
IR £ B S eaR LS8 AR SRR BghSnd e
PRIEBUOY vdrdion sd RcEiRer foh fceR Ui duthoriabtidrofor 3¢ irddinétrofobs version
aut hori zed internet protaocol_version; a transmtter )
ot messpeh Whersin fheanessederidentifipn af lopyone gHerIAG Rrgiocelnversion that is

anfo etdraag $itd %/rhrel%e‘?ﬂ tHe PRI .eqaéﬂéﬁ}gs YSi A ohd ﬁlteci‘ﬁ&l'ﬂ'rgtocol
tunnel . ot her enpodi ment ovi des an appar at us

cariposied isodot ahthofiadd; awrorgsselr ésresstablishieam sechiaty authorization for
requesting. authentication from an_authosrization entit
W%ﬁwﬂz BN SRR AT B Vgt R Ser e g for the
hBR&H2Ed Bkt %&d&%mé&@h L OMbBRESAIR 4 Mt rlk_%y exchange security
aut horization entity if the authentication is

swibeemsibul 3 memeryefon stohieg thetseeurity @athoomtimedenthe authorized internet
contaLns an a thon%z ion]ﬁo use at | ast%pne internFt, d
BPIBL BT 98 TSR TP EC dat GtolSKng A SPays fUngREOL Euppytication; an

b uan@hittbOfor cORMMAicaRid King MR saelglt kinapl enbodi ment

provi des a nethod conposed of the steps: neans '

r equeAnpihgr eubedimeridrovges i dnparatisi cogpeptdeoithe folloneng

LN e | version: . 0 i Vi o .
LR sl Bk A PR B ke BRI Oy frayiretes
cotemunicaticiedyseh tad alcavefos rabivineandaticaricatdinahtdssdd fign the

a separate subordinate security authorization for each

authorization entity if the authentication is successful, wherein the authentication
message contains an authorization to use at least one internet protocol version to
establish at least one secure tunnel for communication.

An additional embodiment provides a method composed of the steps: means
requesting dual stack operation using more than one internet protocol version; means for
receiving authorization for dual stack operation using more than one internet protocol

version; means for establishing a separate subordinate security authorization for each

internet protocol version, wherein the subordinate security authorization is subordinate



i nternet protocol version, wherein the subordinate

security authorization is subordinateto the internet
wheasexBange security authorization; neans f oPCT/US2007/076432

establishing at | east one secure tunnel for

communi cation; and neans for accessing sinultaneously

both internet protocol versions using the at |est one

secure tunnel for conmunication. A further enbodi nment

oribe indersctdieyapplange sscucionprherizagon;maeans fdrmstabbshies ot leggt one

de%ale tSItl aeci lf“oroc%(;“nrrf’il tI‘ili oar‘gi lfll'sail 0 %r (:1‘r rt ahans glne' | nlt[a%r nestl oth internet

er Otodoie vErSIony ans ol 1 &ce| \?lc?]ﬁ Ut hor fg?l%R

p@focdneerkidhehidigt thera@leCoe s¢eurs indihel for oMBRBAGEON.

wherein the nmessage identifies at | east one internet )

pr ot oAdlrtheregibodirae provades nepiaag camarisingt egns for requesting

I - L L
L b S APER AR ARE b R gr TS R Befh e receiving
aghaldatisoh forgna isteigt proyocalitdrabn zad messaperwlidi@n the message

aut hori zed i nternet protocol version, wherein, th )
Bentinesy Tepot HSrPEEC BP0t VErmien ARt Fmﬂ%&eﬁ ARG Pt wherein the
ﬁfe%l'ag@ RlenMBESI Whsi SheSHRAAbRASSI (I&si%n'tﬁ‘a]ttt gé; N8 tauktBYized; means for

exchange security authorization; nmeans '
estaldishing ki sagurdty setharimtiondoethe fiothouprdhmivimd prasegol aemdion,

ans for communj cati.ng.usjn he secure tunne|]. A .
BB P SpROGY ST HOR L b Quhatse RS GPIRaGLyeroon is
GORIihE RPa irferAORY RENA2E 8RBty RAWIHPa GORTRAdaBE A&t establishing a
instructions for causing a conputer to request
saguieeHnnal 401 commyIoeation; et Means Zei qoprmeredting usmgghe secure

i r gll ess comuni cation system and instructions for
UnNnel. . . .
causing a conputer to receive an authentication
IMe's s ag&cohfp@ier g ra tohatucz@hbaimentis pyovidedt &@nprising: a computer-
aut hentication i s _successful, wherein the
R PICE AN GMRESRE G e e TASCAINNG HORBINUEATD BRUESH
Hrfe a‘!i(ﬁ‘?‘iﬁgm%ﬂ%u{%}igﬁt%lt en?i&fﬁloacxglre];égsrc%hﬁﬂuﬁig’aﬁon system; and
establ1sh at | east one secure tunnel for
oetrttione &b cansinda tompiter toaxtdt areatthgtiostichasesdage from the

copput er progr.am product .conpri sing:; ) .
e RpyiAespD Pdddbine SHEar ariEBApIE SIS Whegkip thergugistiegion
FRAEOEorfaif® AP LtREridafloh EAMESH 1 d\dneShifdet P& B! V@8ion to

using nore than one internet protocol version;
tstatlishiet icayi oné secupausingl Jomcampnmit&ront o r ecei ve

aut hor,i i on.faor dual stack operation usin re than
one | AR RGBS e S PR GR@rebrorpriif a
EGHHSItBOread HPREHRM donR iR insactions Fhadaatifg 8 bRt & Rquest
security authorization for each internet protocol

deal stagk Opeipieorelsing mercsthivoerr intarect peajoedlvgrsion; instructions for
é‘al{ltsﬁgral c%?ﬁ Iu?eq td fec&{%fg . %Ioﬂ%teontf& auhﬁ stltanE %&gtgonklfﬁn more than
excnange é@curl Yy autHorlzailon, INStructi ons Og

oLkt praroci vesiont hsaaitidl ifeitaating @ @sinpodetosaaiblish a separate
tunnel for communication; and instructiagns for causing

sbeEtpAle scurily ateristion filcaehBEuRTProBeH VERHEY Hberein the
QUBFARAL sHR Afortialiod i diBordinat &5 !inORForR LY BxHHABE bceurity

or communi cdatl on.
authorization; instructions for causing a computer to establish at least one secure tunnel

for communication; and instructions for causing a computer to access simultancously

both internet protocol versions using the at lest one secure tunnel for communication.
An addition embodiment provides a computer program product comprising: a

computer-readable medium comprising: instructions for causing a computer to request

dual stack operation using more than one internet protocol version; instructions for



An addi ti on enbodi nent provides a conputer program
product conprising: a conputer-readabl e nedi um

W@9pi0248ng: i nstructions for causing a conputBCT/US2007/076432

[0009]

[0010]

[0011]

[0012]

[0013]

[0014]

[0015]

[0016]

[0017]

request dual stack operation using nore than one

i nternet protocol version; in8tructions forcausing a
conputer to receive authorization for one internet
protocol version in a nessage, wherein the nessage
c@emgl afqoe@puéﬁtr to ee&stve endorinttonrer or;ﬁrl@te@m profeqod iversionha e

furth
e AR P L aR I Yo o PORR wion g
nghédtedau fgthcz exdmrdlmﬂiermkg:ssagmaexftmes eal4Sdt B8 ht&ABIPHbIBEO]
to establish a security authorlzatlon for the
&ferﬁlﬁa thaf éonqt gpidered; ﬂrsa%tms folegayiping 2 cRRPHET fp ¢sdlish a security

ia‘ﬁ %‘fttﬂg Eﬁtﬁ@ﬁi e(aq {)11]?)‘?0 B P%&Qi%h Z\?ﬁerblﬂt‘tﬁi %s{mty

pro OCOF version I s SU to a I nternet
exhérangen seche hﬁthomwhmemapnomml varsibn ictuborindtoto a internet key

caysi ng a er to establish a secure tunnel for .
S@ﬁ’t“ﬂ%ﬁ“%ﬁé*‘t}% MSEEe A Lo IHSTRG A SPRGUST (ogsshblish @

R Ui &%ﬁlrﬂlﬁhwlohhﬁldsﬁ&i’ﬁcﬁoﬁyfw %Ltusu%%l &Frnputer to
DESCRI PTI ON OF THE NGS [ 0009] [

dnagmaNW®hmmgshnmsm@nwmnﬂermork|ng archltecture for
supporting i nterworking authorization of dual stack
operation according to an enbodi nent of the invention.

[0010] FI GBRIEFPISCRIPTION OFtFHRIDRASVISREATE CHI LD
SA request according to an enbodi nent of the

invention. [0011] FIG 3 shows the contents of the

the | REem P yoBIB R RERS 2h e’ efe SRR or Qloporting

msdralbotiiing awthbriatioarsi gl tacladpeatndidentin®to dheémbodiment of the
i nvention. [0013] FIG 4B shows Tunnel Establishnent

mvelidecor ding to an enbodi ment of the invention.

[ 0014131(JF IZC%h %vsscﬂé) %}ﬂ%&g hrUL@%@Eoé ‘iic}ﬁ SA request according to an

| P- Ver si on- thorlze according to
embodlmeendf thé invhetionavent i on. [0015] FIG 6 |IIustrates

aflo hart of authorijzed, | 6 t ack

oper ledh Shavey e fgnicatsa Bﬁ%%@@%ﬁ%@ FHDEmSi agRording to
LPOABddifef ofthd |vbisidat es a flow chart of operation

when only I Pv4d is authorized according to an

enbodFKeMA siowhPseqVemtdl distab[igodert afdo@ling té kh gsbpdinest of the

a flow chart of operation when only IPv6 is authorized
mvention.

FIG. 4B shows Tunnel Establishment Flow according to an embodiment of the
invention.

FIG. 5 shows the structure of the IP-Version-Authorized RADIUS VSA
according to an embodiment of the invention.

FIG. 6 illustrates a flow chart of authorized IPv4-IPv6 dual stack operation
according to an embodiment of the invention.

FIG. 7 illustrates a flow chart of operation when only IPv4 is authorized
according to an embodiment of the invention.

FIG. 8 illustrates a flow chart of operation when only IPv6 is authorized

according to an embodiment of the invention.



according to an enbodi nent of the invention. DETAI LED
DESCRI PTI ON [ 0018] The word "exenplary"” is used herein

WO 008024182 servi ng as an exanpl e, instance, or PCT/US2007/076432

[0018]

[0019]

[0020]

[0021]

[0022]

[0023]

[0024]

illustration". Any enbodi nent described herein as

"exenpl ary" is not necessarily to be construed as

preferred or advantageous over other enbodi nents.

[0019] A MS desiring access to packet data services

needs to gai n accRETAIBEDhRESCRIPIEON net wor k. The MS

initiates tunnel establishnment as part of the access

process. These tunnels are established between the M

and t iee RtdaRehplLFUishBes ByRMmA BéMPSclRafcOdseindexabhphg instance,

i s _established and packet data services may be )

qt Blustaafiony” oy prppdingept descababheeiymist gkeaplpegiih gogpecessarily to
L catl [ ' at | process.

S S R T R L R

i ndi vAJME dedimigt aafebey phgked dutaesendos @eds pagsinoiadess to the 1P

The aut henticatjon process assunes that a usernane and
ib%?§%3v\6?t8°ﬂ"ni13ﬁel}”§ nefEtesi g %Eﬂ%ﬁ@}mﬁ’ér*{s I[aéto?f[l] © access process.

AHERQLA R bRMEsBblia ROVSEthaAEE3Rd LR PBIMRAK require several steps
resources after authentication. Varying |evels of

beforsstunegl ibestghdiskéddnd rankct derssrvinepy nivey lgrséartedd or

ever 185 FEY SRB A ST Do p bSO AERisHT AR tPU g hd sccounting
prodedsi AattRhtichtiénas the Bricksl 6ﬁ/idmmyﬁlfga&faeﬁaiman%w rdften, by a
(0]

resources and includes the anopunt time spent on the
nerork and massyerr¢i dbe ausheatiopiione pokesshesswaewdirag, a angname and

éﬂgwgﬁﬂﬂﬂ?6%£§%§ﬁﬁvﬁ%%?ﬁﬁ%fred during the network

essi on. i cation and authorization to

accesautteivwaida lesmInasr hsceRetd acthmek WpirdehafiBauthentication.
attenpts to access packet data services. Service

Yarmes l[e?@{; ioé ACGESS TRaY é)p|p§)s§iw§ @B@ NeE R Mmayfbegramied or denied access to
At ﬁﬁe’s&tﬁ&és%g?t?fgn Hﬁﬁl%rléxﬁ:?glfj %ﬁhorﬂl‘ﬁo# AAA server

perforns authe atron an orization using an
accesacgruntiog @ the staclingsf 4 heer Rewotiey Antld ectcbsi@dd nawork resources
Di al - User Service (RADIUS), or DI AMETER RADI IS

%‘HP kten thecHRe By of AEaeBURR (g Sy ete MULEY Ry sTamhle on the
h&herNahd BRrahdiBit Bf @A g@ﬂs?erre{dqggﬁl% thEncPREM debdfod.| Psec)

provi des confidentiality, data integrity, access
cont r uthentdcatiah angd euthoezawnhe atdesandtonrkt wsduPces is performed when

at ams. These servic re provid by maj,nt.ai nin
B2 R Aopd B BeRSe o LB PRA NG Y SRHRHGHtan R usuatty
Indeptaidast MWLRAN suthkati@tid fah @tHoRigatie Tl IF- AYEX k688 performs
provi ded to the datagram and whi ch cryptographic

arthenticetiors anidl putberizpdien tengraviagecss heroispli sued agrific Remote
DRSO B 0 005 i 8108 AR, RADIUS s
nadakgeor dAddRccountingdsttm v8sd Bphash idtéinst sshdsestoviders.

IP Security (IPsec) provides confidentiality, data integrity, access control and
data source authentication to IP datagrams. These services are provided by maintaining
a shared state between the source and the sink of an IP datagram. This state defines the
specific services provided to the datagram and which cryptographic algorithms will be
used to provide the services, and the keys used as input to the cryptographic algorithms.
A protocol, know as the Internet Key Exchange (IKE) is used to establish this shared

state.



state.[0025] |IKE perforns nutual authentication
between two parties and al so establishes an | KE

W@ 2wan247§2 associ ati on (SA) that includes shar eRCHES081/076432

[0025]

[0026]

[0027]

[0028]

[0029]

[0030]

informati on that can be used to efficiently establish

SAs for Encapsul ating Security Payl oad (ESP) and/ or

Aut henti cati on Header (AH) and a set of cryptographic
algorithnms to be used by the SAs to protect the

traf flleE 1phlzforrmﬂmytu@hmtlyentMMmbettwa@mtrxwpmp@ss%si al$vecstabiishes an

ﬁ%&cgﬁP %ég‘??glogl (§|A%%irl C@%iﬁ rg(ti %e’&sert% %tgga nsfﬁ‘%t/ ¢an be used to

éficichay &bﬁt@bﬁﬂi Spst ifmougﬂcabb@anﬂgEs&%rw e Pkyloxd @ESP) and/or
"CHI LD SAs" 0026Al | KE conmmuni cati ons consi st
ﬁathegtlwwﬁéi@é@re@ ba%qw@fspf srygrtogrndag algeethmpnte lkﬁ‘a}lfred by the

A

335 SO PSR e Ry B 08 oS A il FIRGRREC UL pferggroeraphic

hlgﬂ)ﬁfgm_&nded td(E‘oltﬁéjTngAS\leéE $anis @Kg&Eﬂ_?_EGE tS{)ﬁE The SAs for ESP
i sh a chi r n

f?'ff?%réffatt%ﬁaq SCEYR Hgﬂ\gést%aﬁ KESaombfovass: Hee S o1

is a %ﬂlﬁ@lﬁcdnlﬁﬁuﬁéatidﬂk-gof?@i&nﬁ dfts Qf‘ﬁlle%a@ésngl g%degtl-:arﬁqulésponse

exchange using a total of four nmessages to establish
ThepiKE Bavard anteachidngst TIeHinsOmS#agdsrthstasbbsisths IKbr BA are the

t ha on such, ma ) eded. .| | | cases,

| RRehadt N R T SRE AT L "o R Bprnees that
@§t£lﬁfsh chha8ACark XRSwn NEXCREATE CFILDKEAAUF i fBfdiRngeschanges.
must be conpl eted. Foll ow ng any nunber of CREATE

HiaL porsmos xedsen gwse diet 1SNEORMAT mspeﬂblﬁﬁr@@b,m@yand a single

R I T e T

fikst ltenLDe siAedn Bainke c@beseaROthBh Sne [s@&?@ﬂchhﬂfg& ﬂi&y‘s $20Rcded. In all

flow consists of a request followed by a response. |t

pasey Hae IREpSMsINT eehanges mpist ceplely piion (9 @psefher exchange type.
i it I [ it hy

FERE 20 ke ALy PHRCRARA0TR b Ul EEE KOG Rumber of

CREAT (G Do S Aaberhdogest dnd DAORMA THONAD@R8angbe may follow in

first request/resp se of an | i.on
#he 0&*@&&%%&3} SRR BRY teﬁtéﬁF%l@Ea {ional Rﬁ%ﬁ?@ﬁéé between the

ack Qtﬁénﬁ%atb@b!lﬁr@f‘eﬁ/@bﬁﬁss [0029] The second r eqUESt
response, UTH transmts identities, proves

know Hﬁlgefncﬂsagd]élowecom@ obra e@pl@ﬁdfthg»wed byhe tamonse It is the
|dent1t and s irst AH and

i e RSt SBndestiuhbling A nhsbdonis s B LkPhved within
Q‘ﬁrh&@%te@@?’zﬁiréf réuebttt $¢dsARS rbNHRMATHONRYuest Bt GBandon the

may delete a SA, report error conditions or other
connection.

The first request/response of an IKE session negotiates the security parameters
of the IKE SA, sends nonces, and Diffie-Hellman values.

The second request response, IKE AUTH transmits identities, proves
knowledge of the secrets corresponding to the two identities, and sets up a SA for the
first AH and/or ESP CHILD SA.

Subsequent exchanges may create CHILD SAs (CREATE CHILD SA) and
INFORMATIONAL, which may delete a SA, report error conditions or other
housekeeping functions. Every request requires a response. Subsequent exchanges may

not occur until after completion of the initial exchanges.



housekeepi ng functions. Every request requires a
response. Subsequent exchanges may not occur until

W@Raoen02478npl eti on of the initial exchanges. [ 00BQ]/UTI987/076432

[0031]

[0032]

[0033]

[0034]

[0035]

CREATE CHI LD exchange consists of a single
request/response pair and nay%be initiated by either
end of the IKE SA after the initial exchanges are
conpleted. Al nmessages after the initial exchange are

crypt 6be &REAHE IGHB I eedrag: owisity ohe smglyotcqagsé/tesponse pair and

cryptaogr.aphi.c set of. t LESE At ssages of the |KE
B ORI TRl Al Vs WS By EROTR RO Smotered
BA exchgagaftcA tkdihiBaSAxétings eaé adyygrapiidilng peotédEAUBing the

CHI LD SA request. The CREATE CHI LD SA request may )
eegotiaicA @ypragiaphig sehof dhe Addi hioomassagrs pf EeHE{E exghange. Either

. I t e
SRR RCT G TR B LB G BURCERKECR LI AR Soated by
Sdi) SACREATH aiHLDoSAes¢qblti Shed CRIBATH) GHIED SA request may
establ i shment .of the | KE SA, _.the nonces exchange
?Mﬁu_ﬁg%{ POk @?ﬁlﬂﬁl%ﬁs{)@%‘ﬁ]&H@@ REAERdO Shable more robust
war{tﬁt@e’sHﬁgrl PRRaMekUSed forl B K@M BXSRANER F%gg]@qﬁtﬁﬁaﬁ for the

rncluded in the CREATE CH LD SA exchange.
CHELIBHP AD's SA furtrgion westabbisleealt datingu thiengstalilishinaitt pfathe IKE_SA, the

h : d, k I I d .
RGeS RorepSCERRR an RS LIS 5P PeY. 4P BcRifmgdtctimn
Mlfe U(‘gfe@het le%? osRMh Bt PEYIKEKS afOlindlh@dCill Lk SAREAGE3BHILD SA
FI G illustrates the contents of the CREATE CHI LD
sihamge i niti ator sends a SA offer(s) in the SA
payl oﬁldtheACﬁ &S A $had SDis érgat%%%%lﬁl{elg ?@%&r@%ﬁi%gﬁﬂnsge, a second key

nonce, and ot hers contai ne

SRS AEESyRIad ad8 @0n &S mubitt He lsontCTYPLOGEARBINGhe initial exchange are
functions. In the CREATE CH LD SA request and
pedpereBpute e krohéeshafElllRedAt o add freshness to the

key d?g}.V?Hlug@atEgﬁﬁonﬂ{éﬁtSl'bsfeﬂe E‘REOPPFE“ K9Y S A FheliBfiator sends
CH LD SA, and to ensure the creation of strong
pSAudffen(gnidahe SiA paffloainA henddi fsfsert iethe MNinpayioad. Mbiscemce, and
used in |KEv2 are 0 chosen and are at | east 128 :
Bihes ‘_Fqliltaé’ilegemaﬁ@ 1&4@%%_%%&6%%@? Ahysqdeds EIPYEs (6f cryiggraphic
RRYRLAQ TS thPERYIATH D KUNRLLAR and rRfohie thEhbRRE are used to
val ue may be sent im the KE payl oad. The proposed
addafreshnessetogbe beg danetweartchnmuehsed 8 obtath KeSis for the CHILD SA,

ayloads., If the SA.offers include djfferen :

B o0 @i Prstpa oS Pyl rHieBahbly BhENbe fiffgHetiman key.
HoRsH dsbdin 1BV fetrh@dodily RkERELSdte af RERANHDitsli size and are at
accept. If the guess is wong the CREATE CHI LD SA

enathizatig dhonkdyl sizajof thea@eggtiatednpsegde-sanseny &unctie i Pitig-Hellman
dif t 1.1 0P34 e Wi na .t he -
?J%Iuée ﬁ%a?y%g ts§§ 151 r‘%l[ae ][lee L?'P-é[&;asdaggé ?Dﬁ%%ﬁ%ﬂﬁ%f%tc r%I%ctops alrtc1 ?&q% the TSi
and TSr payloads. If the SA offers include different Diffie-Hellman groups KEi must be

an element of the group that the initiator expects the responder to accept. If the guess is
wrong the CREATE CHILD_ SA exchange will fail and will need to be retried with a
different KEi.

The message following the header is encrypted and the message including the
header is integrity protected using the negotiated cryptographic algorithms for the
IKE SA.

FIG. 3 shows the contents of the CREATE CHILD_ SA response. The responder

replies using the same message identifier with the accepted offer in a SA payload and a



header is integrity protected using the negotiated
cryptographic algorithns for the IKE SA. [0035] FIG 3

WG 89247822 contents of the CREATE CHI LD SA r espCnB82007/076432
The responder replies using the sane nessage
identifier with the accepted Bkfer in a SA payl oad and
aDiff e-Hellman value in the KEr payload if KE was
i ncluded in the request and the negoti at ed
Bifjigtlddinagshvadus et thenkEudegloadaft Kgr op .in¢lfidadnian the request and the
responder_sel ects a_cr ographic set w.th a different
A Erieids oo RO IALY ke " he” 2 Metccts o
slypolgehphivedet hemeadiffchat ERAPE & tmudd udjcomthdiraquidtl ThHaiteast should
fromthe group the responder selected. The traffic
then eencat gicrrequast pt MithtaoKbepaderd Bemithagrogn the gesponder selected.

hadh ) : T :
TS R ) 50 40 T PR e MRt
Orpesdehds, Twhichi raays ék ec kst ofivhebmittmort dfethei CHILR SA proposed.

TE CH LD SA request..is [ us o _change the .
ER 16 pelpqiers gy .Ogl[ltéﬁﬁislé]thf‘d?fg@gtgfﬁe_céﬂﬁ S4nreAuest pukging used to

%Eﬁgd«%Q@ﬂﬁﬁk&z%%@p is to set up the | Psec tunnel.
Tunnel establishnment procedures are detail ed bel ow

[0036] [ 0037DnTh¢heVEHIRI) _B8At hvsr bdpa praedribvirskbned wito et p the [Psec

P ad f.ot PDI F hal | hani t
gt ST et Ehant ee S Rt R BREn bui | ding &
[0037] FQDN frpg¢ M@&a?@@héﬁéﬁr‘&%t &SN SRRYAAIP gemtdsfof thdBDIF or shall
work. To

operator's ne acilitate access to th

it WIBKTICaIBISS tragtriBee pheclPpicshass iobHei> Al HVh e b a FQDN
Pofr t bNSpIIGSué:S)P lh'éﬁws %{&ﬁggﬁie‘%ﬁiﬁé 26203)%%?01@3 ﬁe%{svﬁ@(n% facilitate access

contal nl ng "‘one Or nore resses,

wethe clctwark PBldFMISPmad dicess-prbtisiodiewsta e IFQIMeY sf @ful@sic PDIFs.
its local IP address that is the | P address all ocated
Byce RMAASEIEES & ePeBSST eANtHBIHE gt 9romOoreTRPEF 4R jaddicpson, the MS

@élctpg PP flféaﬁgsﬁgﬁ %% %ége{/ Ig?\;aeirﬂﬁl){é g fs ﬁ)c?c'éf 5 5&3(9%58 that is the 1P

aut omat i cal ani sms nmay
addeekst dlathted oberthd WELRD t anckeasfel iasgobmtiemt hisoselection may be

dependent. [0038] A nessage exchange is used to se p
PHETS e_ﬁy lihroe! 8 DBt e N ot iR by, MEP Severl
OBl RayTBS SR80 BIEHRRAR PDIT HdSRe tnflBBedRion dependent.

authenticat'es to the W.AN Access Network and gains
[0038] accesd messagrecychamgeneusedTioi st npyhd sed tren¢lHetwigcANhe MS and the

ki ith the H AAA for,authorizatiop. 03 .n
BB BeP b v s s Sisniiker da TP brfis LS Aifibatifhees 1o the
Wat AR AGcedsQetVBriahsPgslh$ 6QEeS 1 thbigntéigb@uhis hHIRONAe WLAN
t he DNS server addresse(s). [0040] In step 3 the M5

phegking veth thkE A ALK Enantherigition. t he PDIF. The first set

[0039] g;cﬁﬁnzggpe 2 etlzflze %Sa%@a%np kﬁj@kﬁ?%?s?ﬁoﬁsthg 'Aecc.éﬂilllé.t%lork. The MS also
discovers the default router and the DNS server addresse(s).

[0040] In step 3 the MS begins an IKEv2 exchange with the PDIF. The first set of
messages sent in this exchange is the initial exchange, designated IKE_SA INIT.

[0041] In step 4 the MS initiates the IKE AUTH exchange with the PDIF. These
messages are encrypted and integrity protected with the keys established during the
IKE SA INIT exchange.

[0042] The MS requests a tunnel inner IP address (TIA) in step 5, by setting the
CONFIGURATION payload in the IKE _AUTH request. The MS includes its Network

Access Identifier (NAI) in the payload. If the MS wishes to use the Extensible



[0041] In step 4 the M5 initiates the | KE AUTH
exchange wth the PDIF. These nessages are encrypted

waeasiont7eyrity protected with the keys establ i B¢EBEUS2007/076432

[0043]

[0044]

[0045]

[0046]

[0047]

[0048]

[0049]

[0050]

during the IKE SAINT exchang]e [0042] The Ms
requests a tunnel inner IP address (TIA) in step 5, by
setting the CONFI GURATI ON payl oad in the | KE AUTH

request. The M5 includes its Network Access ldentifier '
(%Nﬁme)ltwaﬁlon Peotpesl|(BA) itidocs het ivFuds Sisemithosizatsen ¢A4déTH) payload in

?ﬁs kq,ﬁf«ut henti cati on Protocol (EAP) it does not
[ ﬁc e "GUt RO i zati on (AUTH) payload in the | KE
AUTH messpeehe PO akceivBs SilcaRES AUTEH REJukstiveigieiuy 6% ADFH payload

| KE AUTH re uest w thout the AUTH payload it contacts
ttheontpcinAhe orietified re@uest cervan RBtOZAR N 2Bk dUSGE eputhentication

DAL S Wi 1R KA RERL Pl i fie RADIUS Access-
RequissincsregssadeianictcdibabRequdsA HRtoashar(dER) co mTan d.

[ 0044 In t EAP nessages are excha ged bet
t he %ﬁmews AR R AR bt pstpt etsléeaéti “AAA. The H-

K@é@%@ﬁdé rdntﬁ@PPt%Qhé@ rﬁ‘@s%@&s iRl |I@@EﬁJQrAb&ss’iChallenge or in a
D aneter-E AP- Answer (DEA)” command to the PDIF. The

DllnFctsreEpﬁlE Atbveret KBEAUToimmepd yo the S¥2¢e TheEDUid sctgis ttheel KE_AUTH
uest S et 0045 M5 responds
R eFHTRAES FAR e Parsaesid hedlige 1 nol b ng

t he Effe MSS RIPSHRI s@%&?%ewltmﬂ@e Ot Asends qidienfsfRge including the
response message in the RADI US Access- Request message

BAPt igepaDise messsage EARe REYE essdsObemdill responsremissag@in the RADIUS

a
RS AR PR PS5 B R of Cngh PREFhan som
sand 8 nidyeEARSuaERS Df tithes he RADI US Access Accept
message or, a DEA command with a code indicatin

succedbthg| auﬁ@pﬁeattopdaﬁwﬁssftlomwp P %He/bAfosendeW EAPSuccess
{neﬁt%l %D%S 9 RARL %c?f: ge ‘EC§F§ omaind Abitd agzoﬁr indicating

wth ares that I ndi cates succes
amt:bmﬁtllamemmtlom.he PDI F sends an | KE AUTH response

message tha i ncl udes. th ess. the PDI F

recei Vst HADINGG ﬁ@fl@&to &%@ﬁfiecgeee&cccsmwgﬁ Qha DEA

éorfn%ﬁhﬁ vithod@shindideahitNgditab! WeRful %H{hlaﬁ’tﬁdaﬁ@ﬁ s ’Pljlﬁ &ends an
PDIF rejects tunnel establishment toward the M5 and

BehdsUAH tekponsu/Tirdssaps pbaisiocivdes tigeE AP tsheache INGd PRIF receives a
CATI ON FAl

RREEEERIE e teETAUN A SemERPT LS8 gt dp i int Tuture of
hitRbritehkiB8, HREPDIF rejects tunnel establishment toward the MS and sends an
IKE AUTH response message with the Notify payload set to ‘“AUTHENTICATION
FAILED’.

The MS then sends the IKE_ AUTH request message in step 11, including the
AUTH payload calculated from the Master Session Key (MSK) which is generated
upon successful EAP authentication.

The PDIF replies with the IKE _AUTH response message in step 12, including
an assigned TIA, AUTH payload, and security authorizations. The PDIF uses the MSK
to compute the AUTH payload. The PDIF obtains the MSK from the H-AAA in step 9,
above.

In step 13, when the IKE AUTH exchange is completed, an IPsec tunnel is
established between the MS and the PDIF.



AUTH payl oad cal cul ated fromthe Master Session Key
(MBK) which is generated upon successful EAP

wa@eioRem7szati on. [0049] The PDIF replies wth PCEUSHE/076432

[0051]

[0052]

[0053]

[0054]

[0055]

AUTH response nessage in step 12, including an
assi gned TIA AUTH payl oad, al¥d security
aut hori zations. The PDIF uses the MSK to conpute the
AUTH payl oad. The PDI F obtains the MSK fromthe H AAA
in st Ehﬁ/ B dbwirates loogens inmosmehtungel estebhishment (flgw. AlrHmay be
exech i S et e | Psec Lunpel st abl i shed
BUE GRS Rl BT Boal R i st rat es
t he sitepspdssibROfonBtabiliRnRb1tipRt @Bhéls hoeRE sdheWDIFhiGnce the IKE
may be utilized when establishing nmultiple tunnels as

AP QIEIEs Legodizfianh EYA b BiroReen @@ég}tlcatedi §9pdhampec cild SA can be
| P
ﬁ%ﬁgeh%ﬂy krggsﬂﬁsku e cgkﬁgi %%Eas P% Eeml e éFgﬁD SA is

ecur i ty SOCI afl on een au
poteetddhanl asee thd Icf}@tc%%apiﬂm algerlﬂemﬁmchkeyt Mgbhaﬂedtlh ehe first two
| KE SA. ghg eig:i?gan is known as.the CREATE Cll-]ll
esyaeen ettty 8%he APSFHPEY rARBKS- cAfI 6P tm?%e &Fﬁﬂ‘“on of

gcﬁﬂt%orﬁ? oot &hd Mebii@nf {H'eSME; Vi d"BrRS ?9@15 &Hest A& hiser further

exchange, as described above. As a resul
autbertticamoromesdging ito el H-GHAAD SAs betvveen the I\/S and

t he F es not tri e furth h

roesadlnd T Srengen hatiS et Hal tRERM BV Sfgss o the same
PO ARRKRRYUShY TRaEVE sla%ﬁérdaﬂﬂ)vdspé(ﬁh%%@l%eb@s L8ssSAMe same or
PDI F. Al though the I KEv2 standard all ows such

ipeiate APrso tyneats ewgharizatiore iss aﬁfeadﬂrem%aﬁéttbe IPBYEcneeds to know
or tion P
SR B BUBAPCIBEHLR S o RALERRER, FRARERHG v

aut hoThe girktoBmbsdiadéhh aidieests f e qd%wiorarw thEVIDIH ®@Q6#ng if the

The first enbodi nent addresses the question of the
PorestREoM N gisi RUthREZ¢d f0e stV g anBoT sIPyht Hawiinge dthe ofPsec  tunnel

é&b‘hbﬁﬁ]n%to s 4 Bbe %OIVQ glf&ﬂ@ EA%Sglﬁhéﬁ%lﬂgh &&uccessful, the H-AAA

esta ment as escrl’be ove
et the AP\Vensios Asitioeess FMB A ih hbe HRABRUS el ecesssAtdept message to

e T M o e bt LIRS S5 AR von
ﬁ‘é’ttﬂf‘é’srehtzﬁ‘:ihe kAIthD@ A&eé@A@ée@Pn@%@@fﬂemF\éﬁﬁl hﬁplg% local policy

present 1n the DI US Access- Accept nessage the
&ﬂathb aaﬁplrlyatuttBOf duall stpakl dyatfapr RlGe Sashomosr the striuotradf the IP-

k.o G 5 shows the structure of
%“‘1 5%8%%16&%@;@3 @ed RADI US VSA. [0055] Anot her
efTbOdAH&ﬂhter leﬁlﬂéaﬁﬂen\ﬁh§nu§ebewh(§1 WRO NSt Ram§etol RY4 1AM and 1Pv6
| Pv6 si rrultaneouslx and is authorized to use both.
9

simgltageouplyyand mt aghetgedntet wisdbeth. FHps6 illustrates the method of this
embodiment. The method, 600 begins when the MS requests IPv4-IPv6 dual stack

operation in step 602. This request is in the form of a message sent to the AAA server
through the PDIF. In step 604, the AAA server determines if the MS is authorized to use
both IPv4 and IPv6. In step 606 the AAA server informs the PDIF that the requesting
MS is authorized to use both IPv4 and IPv6. The PDIF informs the MS in step 608 that
the request for IPv4-IPv6 dual stack operation is authorized. In step 610, the MS and
PDIF establish separate CHILD SAs under the same IKE SA for IPv4 and IPv6. If the
MS is not authorized for both IPv4 and IPv6, the AAA server informs the PDIF in step
612. In turn, the PDIF informs the MS in step 614 of the non-authorization and also

informs the MS which IP version is not authorized.



enbodi nent. The net hod, 600 begi ns when the M5
requests | Pv4-1Pv6 dual stack operation in step 602.

wabiog/oe4sgrest is in the formof a nessage sentP@DUSI07/076432

[0056]

[0057]

AAA server through the PDIF. In step 604, the AAA
server deternines if the M5 i authorized to use both
IPv4 and IPv6. In step 606 the AAA server inforns the

PDIF that the requesting M5 is authorized to use both
| Pv4 ¥adanothe cobledinRit IS wseftlovhes the M&/Slamde@rfef@ msboth 1Pv4 and

t e t . for | Pv6.d
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t k ti t hecks..to
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migesapstipss.dutt Wemoy éffeqtéhe @pﬁrgﬂqnmﬂthlstq@q&me@ek\/@rs Case in step
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Measrb@g THREIPSBL sésdion SAC Itl’id GQelRsEAGRe tYISe sthathe IINTERNAL
| nd| cates that only IPv4 is authorized in ste

6 ADISTESS awomiten 06AUD 1 G St npionde £a5 BOTR 6ot ee length of
ﬁfggﬁirgﬁa@gﬁam ADRAEOSEAR ST NP B BRICHQ A9 Balilad N POIF

esponse nessage er operating
oag ndtifyf theeviS thatstha @S tisy patsgutiiorized domitvo adctess thyt deading a Notify

BB P, Sl B TRk o P M AL e o
ﬁ@v%gp&m 8- tnd PDPF QNEPDI BB 16 AL AMoRMARE AR the MS.

session with the network, the M5 sets the
| | NTERIMALS lllilstrthIDRESSbadlmenbuseé wha: the M$ de}ﬁ@s rteqtibst IPv4 and

ﬁ?%p&%%gstg%i (?egeg {Ogl bf’u 18 h %eéﬂa:igvlﬁe I WE&W IEggins with

seDichree MStrbduésts 'IPVZM?P%rtﬁial §thex &@rétfonml’he AAA server checks
hori zed for | Pv6 access by sending a Notify Payl oad

w ten ibths P i usharized dejelPrvy pad L inatdpniP4e Hrtbe §1S isfauhpaized for
%Hzﬁjaﬁsantdol A%GI44d i d ?‘{Sm? tgf%t 6()@”%I fi‘ﬁ} Pﬁ' ff,\gtehﬁs is not

I'scards the nessage notlf

bB&TledHoGIPB4 iahd UBLG aﬁ@SS aﬁlyezimrnﬁhzl&e nfbr lIIB\e‘ﬂ uv\/@tep g0ethe AAA
M5 desires to utilize IPv4 and | Pv6 dual sta
e dnfosms gt PRY hat (heddp ﬁb?mlz@athpazed fﬂ&él’vérﬂé stept§{@gthe PDIF

890 tﬁ’eeglorﬁ?y \@’aglf?)ad Message with the Notify Message Type set to a specific
message type that indicates that the MS is only authorized for IPv6 in the IKE AUTH
Response message. If the wireless communication system operates using the 3GPP2
standard, the Message Type is set to 8194. In step 812 the IPsec tunnel for IPv6 is
established. The MS is prevented from establishing an internal IPv4 session with the
network by having the MS set the INTERNAL P4 ADDRESS attribute to 0.0.0.0 in
the CFG request payload. Likewise, the PDIF sets the length of the



step 802 when the MS requests |Pv4-1Pv6 dual stack
operation. The AAA server checks to see if the MSis

w@eiokoe4782d for | Pv4 and IPv6 in step 804. |f PEEUMB07/676432

[0058]

[0059]

[0060] .

aut hori zed for both IPv4 and | Pv6, the nethod returns

to step 606 of FIG 6. If thelds is not authorized for

I Pv4 and IPv6 and is only authorized for IPv6 in step

808 the AAA server infornms the PDIF that the M5 is
BYTERNALh&r4_AdADRESS laFvv'bute lt? Z@o élpﬂ@ﬁ G ripdy poileads dhd£DIF may

rfé}%g I\ﬁ)e M thatat}{% R/?éjls no’? rézaeg liltPQfﬁ af)%eﬁ {)¥ ﬁealds e d egﬁotlfy Payload

Hvirata Eﬂ’wlﬂ\ésmbﬁsagm k}}pealﬂ ﬂh@ rMS@Lﬂtefl@ES 1oP¥Guird ahhi@vh Keefix from the
AUTH Response nessage. If the wrel ess conmunication

BDE the FAYE datcards g msssw%wgmnp@ogfya%@ﬁé% the Message

T st

R
esthaldl icahbagmpalenicntedriyathe lcRvehit®a S8 aoprogitainh cinbeding bwar éomputer

th t the I NTERNAL | P4 A ESS ) )
%é& S i l%ewwg agee &he; lﬁglﬁlﬂ’é’ @E@; CP@@H@&@%J&@ instructions can
b e %moﬁshﬁlggsq)t{: siSl-Seddl bedd Rolfs g@%{a[}g%a}f dr tertiary

ADDRESS attribute to zero in the CFG payl oad
lediaPDh¢media may codmpiisee fmnah@te tRfel\/Il\@cembﬁmby, or residing within,

B 26T ol Y 0 B shihan  BRLIY PR, e
FCAHddre tragdvitbdry, ahé )inﬂctﬁﬁﬂbﬁsh hak EM: stoR®l BRI vai&§ adfdachine-

t he message wit hout not&% the M5, [0058] In
fqadfﬂﬂ@ fate ooaticrraettis sugth stcpr@gie {oe-t heorwentiqyal {'hard drive” or

PR e SRR g 7o

ﬂamommbe;r cdre2gtabpecals tbirafiy) d@b&h(eag” LCDBRONEWIORMf D&VD, digital
conputer platform The instructions can reside in

ORfFGabiagc) 9% “Bncdy’ gals- eoAhqrayitae dafe stoszasrmaglia including digital
r r tertiary nedia. The nmedia may
%E)dn%}ral[&g ﬁ]?%?ggg)g&{%n?p i RAM accessi bl e by, or residing
vvi t hi Whllehhe &dregoing dﬁvllos:lﬁfe ahaloil lusteativeremBdklehdres of the invention,
M .a diskette, ndary

i ned t her se
E?@ &c ﬁl@@ﬂé atpREOR Yapgs 4ng feo Ghﬁgﬁﬂaes g?lﬁﬁ &8 H&ﬁﬁie erein without
H ai*tﬁ{ o fi8fn TRClipersFadabh &nidh aassdeqfn@@ gnﬁr | %}geﬁ&&hclﬁﬁs The

DASD stor age (e.g., a conventional "har or a
RalvDicarorastyps ofatkempibod aprms ehectordmicc wihdhorpodiments of the

menot e. 0. ROM or EEP fla nmor ars

BBF?%%]I éegfrgt?ééigléergg\ﬂee&cgn?t érfoea_eéw Mﬁﬁ/ﬁder Ii’urthermore
kdubR| cl@Rdnts 8f tHaRQintiddeRRY bePUREbedCA Egimd@r inOthB &fingular, the
suitabl e data storage nmedi a including digital and

Blvsal epcantemdated anlsps lmadition P alosgpguie 1B explivetly Hatedoi ng
d' scl ?I‘Q'elflngedls h&ﬁ’ﬁom h%sct)fr ﬁ} ' é%se{rﬁb gd&{{%ﬂt I’TaV%f hp%een sh(ojwn and

I nventi on, be not varil ous C anges
dediibed: at ivendd aeubshabent rmdenchef etdinawyt dkdilitin dﬁ@aﬂ; iHo@vever, that
fromthe scope of the invention as defined by the
AypeREe lteradippg maphde made to the embodiments heréin dlsclosed without
departing from the spirit or scope of the invention. Therefore, the present invention is

not to be limited except in accordance with the following claims.



activities or steps of the nethod clains in accordance

wi th the enbodi nents of the invention described herein
wme@dongs2 be perfornmed in any particul ar or derPCT/US2007/076432

Furt hernore, although elenents of the invention may be

described or clainmed in the sthgular, the plural is

contenplated unless limtation to the singular is

explicitly stated. [0060] Preferred enbodi nents of the

present invention have t husChdams shown and descri bed.

It woul d be apparent to one of ordinary skill in the

Yrhat isidai@ges: t hat numerous al terations may be nade to

t he enbodi nents herein disclosed without departing

fromthe spirit or scope of the invention. Therefore,

jhe pg@@gﬁgl iA%gtﬂBaQ&nF§sﬂ\}1\?t to be limted except in

accordance with the followng clains.C ainms Wat is

cl ai med i srequestin@aithentadayion fiwet droditb@mmatios emtgy in a wireless

request itnquau{ hentication froman authorization entity

PR URC i MEYSCPL ARdini cati on system and receiving an

aut hent i cajdceiRingRmSAdRnfiEQIPNtrA@sALRIA Hauk RN Z80d &ntity if the

if the authentication is successful, wherein the

auvhendisaiioraisisoercpdls adlercaoiie ahthentigatign niesyage gontains eo

ylﬁﬁor?tatiloﬁ {E‘oSt se 2 Feal tnotn%rirrllt%lt‘nep rr%tt oc%f)lfervi%r 1 gsrt]abtlfgh at least on¢ secure

ast apr'Sh a1 %eadtt Gnd" secul' e T anner'°f or

GOABIUBE €ahimanicatdon. (Ori ginal ) The nethod of claiml1,

wherein the authorization to use at |east one internet

protocol is a |IP-Version-Authorized VSA sent in a

DI U - e - i, Qi -
51 o R GR5 TRCHE Rt TR AR AT it M n B dicR 18 y TGO one
insernettprgoesend IRV ctdien- RADIoSc AV S Asssntin e DIES $agess- Accept
g%cket data i nterworking function in the wreless

thtehi cati on network shall apply local policy for
aut hori zi ng dual stack operation. 4. (Original) A
met hod conprising: requesting dual stack operation
8isi ng(Omgieal) Ahametiwdiotcbimet wherind gic eV sismn:Authorized VSA is

R R A I
funSBRRINAHE wirdRAE BbMRLRI cBRsLidth Yrkabi @pp15 b daPPoli§ foL ARRorizing

dual stack operation.

4. (Original) A method comprising:

requesting dual stack operation using more than one internet protocol
version;

receiving authorization for dual stack operation using more than one
internet protocol version;

establishing a separate subordinate security authorization for each
internet protocol version, wherein the subordinate security authorization is subordinate
to the internet key exchange security authorization;

establishing at least one secure tunnel for communication; and

accessing simultaneously both internet protocol versions using the at lest

one secure tunnel for communication.



i nternet protocol version, wherein the subordinate

security authorization is subordinate to the internet
wheasexBange security authorization; establi sPCHHSAD7/076432

| east one secure tunnel for conmunication; and

accessing sinul taneously bot hlG nt er net protoco

versions using the at | est one secure tunnel for

communi cat i on. 5. (CTI%]nal) The net hod of claim 4,

wheér. e(Qrigihd) rbe methodre @h@nl%wém@t the masire dhain Qnernyﬁmntsprotocol

access sl.oyllaneousl v dzLd QSRR SRGUL G hunne!

(Owumg%%?@ﬁ&'g i T, ST ST enme

than one internet protocol versions access

S|nultaneouslﬁ% n separate secure tunnels. 7.

o gl Pragipal AThe ms8wdod sfsimh W@ereﬂé@e SA9TE Hign Qg Iinteimgcrotocol
oper at | QR UssNI IRl Rébu‘g 2;311[5 10SLcuPl RhRGE!
version; receiving aut or|z or one I nternet
protocol version in a nessage, wherei n the message
identifies at | east one.internet protocol version that
is aUG&%$P¥2é> ﬁg éﬁ@?ﬁ%@nﬁmerein t he message
i dentifi esreﬁheétﬁgﬁhal%é’ck'd@"eﬁa‘hﬁﬁhmﬁg %&@man\bﬁé ltQfet ffocol
is not authorize establ irshing a Securit
wusibor i zation for the authorized internet protoco
ver si on, mhereln t he securgyg authorlz iﬁn for the
aut hor i zed SR BRI BFBYYLISF “he LB HrLOLUrSHFE MR eaee:
FhbRtrethd Bleske@Y i@RERBNAGALEM intdtnAPLdiOEdI ZBfsidiNhat is authorized
establ i shing a secure tunnel for conmunication; and
ewhivithrcwheray the megseghislcasenas leaghonst integnet pQtocgl Fesipn that is
AN ARRaLaL.Us conprising: a transnmtter for requesting
Authent redti on from an authori zati on entity in a

Wi rel ess ceyaBliBhigtaisourity atit@otizAad far tﬁl@@l@ﬂh‘éﬁiedf i@fernet protocol
receivi ng an aut henti cat| on nessage from t

ﬁ@ﬁlﬁén‘f’h@@tﬁl thhseshtitv autharizetien for theenthw red emer.n@t protocol version is
SHOFRTAE W a m\%}ﬁior pzegaﬁn E&‘ﬁﬂg} £l PRLGRSSage

contal ns an aut t|o to use at | east’ one internet
pr ot ocol vestsilghinga sesirakbinnshfoatoheasicatiore asécur e
tunnel for conmmuni cation. (Original) The apparatus
of cIa|n1SCmﬂH%P@??P%TﬁQg%H?ﬁ%??%%%ﬁgn to use at |east
one internet protocol is a |IP-Version-Authorized VSA
sent in a RADIUS Access-Accept nessage. 10. (Original)
Thel. affpaginaly dncppahais wo@prifingt her conpri si ng:

a transmitter for requesting authentication from an authorization entity in a
wireless communication system; and

a receiver for receiving an authentication message from the authentication entity
if the authentication is successful, wherein the authentication message contains an
authorization to use at least one internet protocol version to establish at least one secure

tunnel for communication.

9. (Original) The apparatus of claim 8, wherein the authorization to use at least one
internet protocol is a IP-Version-Authorized VSA sent in a RADIUS Access-Accept

message.



a processor for storing local policy for authorizing
dual stack operation, wherein if the
WO Rosiee48DN- Aut hori zed VSA is not present in tPer/BODINB6432
Access- Accept nessage, a packet data interworking
function in the wirel ess connt/ication network shal
apply | ocal pollcy for authorizing dual stack
oper ati on. (Original) An apparatus conprising: a
t r al@s(ﬁ)mgleatl) 1’1" b¢ appagaies el qignd%efurtlsqrawmpapl@gat i on u3| ng

for R,rgcegfg}rq”ﬁr st% 1%%]1:9? Zpgﬁlc%tfor apl ho dl > Ist?ll(ck og)grat & \ﬁherein if

theilpgy di‘ﬁbﬁ-ﬁld’ﬂl&ﬂ'lz@ﬂ & S Antsaion piesdit O QQCRADHHS ARBSss-A coept message,

nenor¥ for storing a separate . subordlnate security

anegkst datafntenvorlgps ExcHoR Ht Be Narelqsp serrwnicyespesyyork shall apply
rej aut hori zation is

g@ggﬁg@xgﬁgmﬁngr@kﬁﬁ%§?n %%Mexchange security

aut horization; a processor for establishing at |east

one s§?ure Bunnel for communi cation using the
t r drisHPHEIB3) ARfRparatus SATRIYINGT for accessing
si MUyt ARARY %ryreﬁﬁgsﬁn% 8@ Qe ob&ﬁ%ﬁn%@?&ﬁ% one internet
versions using th | east one secure tunnel for
potopehvgsibnon. 12. (Original) The apparatus of claim
wherein the nore tha er net rotoco

veraF BT o bS TRt Aty Bt Sagt b G St mare than one
n4R&l protdol veRidigi nal ) The apparatus of claim 11,
mhereln the nore than one internet protocol versions
acaasemelyrfol staried a s¢pardt suhepdinate scaeiturwheriggtien or cadh internet
lgrg[dc%i ?e% %n Wh Ql%%flg éu%%rd: récu{rl{&gautﬁorgza%&? {F suBc?JdlIIa?e to the

eques stac o] er han
Intdrastnety epmhg@ @écuM@feﬁjtlﬁtﬁhzaﬁon’ ecei ver for recei VI ng
aut hori zation for one internet protocql version in a
megsHgesssaer etablisHag Ablsad gac P fuppe doronragricatipRaising the
?gh 1R&Iwﬁ{otocol version that is authorized and

erein the nessage identifies at |east one

I Ntagtramstnitpar dbracotssingrsghamnt ey meranthtn andt monrna @ugtacol versions

roc%Iﬁf for establisghﬂg a securlgy aut hori zati on
pope t PRSI ISSRIC fuhn FOIPMYRIGRHI ver si on, wherein
the security authorization for the authorlzed i nt er net
protocol version is subordinate to a internet key
ex dlia(@tégisdo\, Uhe agpasattsholr dlaiat 1 lorwhescimtheongreftion atcontergt

curlt aut hori atloq far the authorj zed i nternet
(%C8 8?1‘51011 4CCCSS simultancously usimg a same securc tunnel.

13. (Original) The apparatus of claim 11, wherein the more than one internet

protocol versions access simultaneously in separate secure tunnels.

14. (Original) An apparatus comprising:

a transmitter for requesting dual stack operation using more than one internet
protocol version;

a receiver for receiving authorization for one internet protocol version in a message,
wherein the message identifies at least one internet protocol version that is authorized
and further wherein the message identifies at least one internet protocol version that is

not authorized;



version; a transmtter for establishing a secure

tunnel for communication; and a transmtter for
Weowand78at i ng using the secure tunnel. 15. (CPCYUSHD)/076432

An apparatus conprising: means for requestlng

aut hentication froman authori&ation entity in a

W rel ess communi cati on system and neans for receiving

an authentication nessage fromthe authorization

enta prgcdssortfpiecstablileing b cequrign autborzation defthe authprazediinternet

P%??fgg%%?g%l’e‘g%tflegﬁ% rr?eﬁflrall e oo%z% I1 ns 6)|r %fzréﬁo?{ze% ?&ter%@t protocol

eatiahlid shoatindteast 1n¢H1}ﬁet5k%§i dk&hah mhrlfyfu’uthorlzatlon
connunlcatlon inal) The apparatus of claim
15,2 mpiep®i far ftﬁlén&ﬁ]le%@}“g&ﬁﬂ@ﬂﬂ%aélot}i‘éf the apthgggedgpiernet protocol
b@%ﬁﬁnet protocol is a |P-Version-Authorized VSA sent
a RADI US Access-Accept nessage. 17. (Original) The
ap WFMMﬁt@ fforadsaibiishifg a wévareiunnélffoit dv@nmunication; and
| P- Ver si on- Aut hori zed VSA j s E ot pres%%% in the RADI US
Ac GdEEISRELE for GopuayHeating usingiths seglieduindler wor ki ng
function in the wrel ess communicati on network shal
apply local policy for authorizing dual stack
opdiat@mginall n apErratyis samprisinget hod conpri si ng: nmeans

uesti.ng dual. stack operation us re an one
| ebeRs ot g Bl e PRt AR Wil
dsthMahicaddd §BtchBandual stack operation using nore than
one internet protocol version; means for establishing

a depas faracenitiog ai Asthentsaton meysaa@ fraorthe authenzation catghf the
é’l{e{fégl{tﬁ?tlolp {s% gceggfult %IIG?I{] the ap t%r &ttl{)g %}egsuagg cgﬁtg E Gn
uri na el

aut oriza IOﬂ I'S SU n ernet

Klﬁhoﬁzaﬁbﬁl RYEscSH Cdaktl g 1ﬂtldfﬂ&0pﬂolc€bbl 5108 @ SstAt0Ish at least one secure
establishing at | east one secure tunnel for

HORPRIAT exmBRCcatigld means f or accessing sinul taneously
both internet protocol versions using the at |est one
secure tunnel for conmunication. 19. (Original) The
appar at USriginat) Bicrapp&atustod cirim 16 heheromeht hathomraeion to use at
i nternet rotocol verS|ons a c SS. S|nultane‘ﬁ§éy usi ng

a sane SerleRe PiFFRProtoe! iy ofi-grivanyAtiheriat hod sept in a
claim 4’RA\Bﬁﬁ§A%cés§%&Qﬁt%és§é’g&. one internet protocol

17. (Original) The apparatus of claim 16, wherein if the IP-Version-Authorized VSA
is not present in the RADIUS Access-Accept message, a packet data interworking
function in the wireless communication network shall apply local policy for authorizing

dual stack operation.

18. (Original) A method comprising:
means requesting dual stack operation using more than one internet protocol
version;
means for receiving authorization for dual stack operation using more than one
internet protocol version;
means for establishing a separate subordinate security authorization for each
internet protocol version, wherein the subordinate security authorization is subordinate

to the internet key exchange security authorization;



ver si ons access sinmultaneously in separate secure

tunnels. 21. (Original) An apparatus conprising; neans
WO o00802(182st i ng dual stack operation using norBCT/H82907/076432

one internet protocol version; means for receiving

aut hori zation for one interneﬁ’protocol version in a

nmessage, wherein the nessage identifies at |east one

i nternet protocol version that is authorized and

f ur t hexcanghier edtablishinge besigaciselane fuhnelsoneommasicatime and

| nt er pat PP tc(:) c:oslin Y& 1tg1{]e : t]atrboths’inpeot tayotthc%rl iVZI'eldO. sing the at

QL P AT ShT Y A QB U PPV RIS ORY VEROpspsIne

lebeorruthat harel fontenhn’hicetiet.ocol version, wherein the
security authorization for the authorized internet
protocol version is subordinate to a internet key
excha - - : -
catiap| (o 1ht B EHLORY AR BnoERRE itk than one fnigmet
pweotel Tasioaomrusy siatitagoudy ngng heamesetue: funneiel . 22.
(Original) A conmputer program product conprising: a
conput er -readabl e nmedi um conpri sing: instructions for
cauy)l G iGnsP TRYhRIdIQCRANSS harih @Rt dnf 8@ protocol

aut horization entity in a wreless conmunication
sesivasRccasshbimnkancoesly onssphipte scaursitmeds. conput er t o

recei ve an authentication nessage fromthe

authorization entity if the authentication is
sucqeasfighal) Wahghhtus RempHERgNt | cati on message

contains an authorization to use at |east one internet

pr ot oshnsier Kiquesting dusl seskiophragion using mase thag @ag frdernet protocol
g&gﬁgj for conmunication.23. (Oiginal) A conputer

pr ogram product conprising: a conputer-readabl e medi um
conpr inghmor tdasityingCluttizafiét fo€ ks indgnét EePoltv@Fsidoin a message,
request dual stack operation using nore than one . .
WRESHNBE Nssees cdntifiey & least opgigfar Praipeol Mepsiandhalih guthorized
& 'R%erwhé’reﬁlecﬁé*hﬁé%a@é‘ Ld%ﬁ{iﬁgsa%}t h &t (ttféringﬂ?elt Prcbtt@(?blf version that is
operation using nore-than one internet protoco
w@rasthomnized;nst r ucti ons for causing a conputer to

est abl i sh separate subordinate security ) )

aut homeﬁ%ﬁbﬁstﬁ@wﬁ@géﬁewﬁt% m@ rlﬁi@@?@%‘ﬁi@%@%ﬁ internet
m%c%l PerbibS, @HQ&BQh@%ﬁri@%ﬁtﬁdﬂZ}(ﬁ&PM Hd A@ldrR8d i¥ernet protocol
subordinate to the internet key exchange security

wursibo s sudbidamte ionsintarottikon sxdhange sngsrityqputhoreapert;er t o
establishj@t Iqﬁsﬁ.one secure fynnel C
means for establis g a sccurc tunncl 1ror COl’Ill’IluIllCElthIl, and

arn,
means t1or

means for communicating using the secure tunnel.

22. (Original) A computer program product comprising:
a computer-readable medium comprising:
instructions for causing a computer to request authentication from an
authorization entity in a wireless communication system; and
instructions for causing a computer to receive an authentication message
from the authorization entity if the authentication is successful, wherein the
authentication message contains an authorization to use at least one internet protocol

version to establish at least one secure tunnel for communication.



for conmunication; and instructions for causing a

conputer to access sinultaneously both internet
WEe@BOZOB2 ver si ons using the at | est one securBCT/URWET/076432

for communication. 24. (Original) A conputer program

product conprising: a conputelreadabl e medi um

conprising: instructions for causing a conputer to

request dual stack operation using nore than one

i nt28r e gipald Aoworpuies psegsam predict conpromze:f or causi ng a

conpuger to recei.ye authorization for one internet

pr ot o ST STBR T h ™ r]?es%ag%, Wherein the nmessage

i denti fi es igdtruba@stfopoaisingtaeionglutd i@t dugiistdcRdpbiagibn using

is authorized and further wherein the nessage

MeENhpR PR INFIMEtPARPCVEISiHE er net  prot ocol versi on t hat

I's not aut ford a&ds f&rfb%hﬁﬂ%&ic&ﬁﬁutfep{o r%@t#féé. H{J}F]&iz%ﬂ&l? Hrfal
to establish a security authortzation tor e
statkhacra®a usiiganometthqr @icdsweiney prosécohyersdoer ei n t he

security authorjzation for the aut horiaﬂag}i nt er net .
protocol vEPERGIPNS Oy R FANBUEHIOLstaRTE} fajpajaty subordinate

SCEARNARMEBAHSH fof A iR @th&élil vERRh! WhthefNe §®ordinate
causi'ng a conputer to establish a secure tunnel for o
swaTyrAutiairizetion mndbirdsiteto thomeriakey axsiange scentyputherization;
to comuni Pn%%r&ctyo%ls &k ctaﬂselng S%grﬁlguttey %neesjtablish at least one secure tunnel
for communication; and

instructions for causing a computer to access simultaneously both

internet protocol versions using the at lest one secure tunnel for communication.

24. (Original) A computer program product comprising:
a computer-readable medium comprising:

instructions for causing a computer to request dual stack operation using
more than one internet protocol version;

instructions for causing a computer to receive authorization for one
internet protocol version in a message, wherein the message identifies at least one
internet protocol version that is authorized and further wherein the message identifies at
least one internet protocol version that is not authorized;

instructions for causing a computer to establish a security authorization
for the authorized internet protocol version, wherein the security authorization for the
authorized internet protocol version is subordinate to a internet key exchange security
authorization;

instructions for causing a computer to establish a secure tunnel for
communication; and

instructions for causing a computer to communicate using the secure

tunnel.



