ENCODI NG MESSAGES FOR USE I N A COVMUNI CATI ON SYSTEM BASED ON CLASSI FI CATI ON

STATUS BACKGROUND 1. Field of Technol ogy This application generally
rel ates to conmuni cati on systens capable of encodi ng nessages for security
purposes. 2. Related Art Governnments, and sone corporations,

typically use a security classification systemto determne the sensitivity
| evel of information in docunents and enmail Such security classification
system vari es between different countries and different organizations.
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2. Related Axt

Governments, and some corporations, typically use a security classification
system to determine the sensitivity level of information in documents and email. Such
security classification system varies between different countries and different

organizations.

Once the classification level of information is set, it is important to make sure the
appropriate security policies are uniformly always applied. When classifications are
applied to email, what is needed is a method to enforce appropriate message encoding
based on the classification status set (e.g., classification level, strength of encryption,

etc.).

There is a prior solution for adding classification to Outlook (TM owned by
Microsoft Corporation) messages. It is called “Classify” and is found on the World Wide

Web at “markwilson.ca/products.html”. The product is a plug-in for Outlook (TM)

which allows one to add classification to a message. However, the classification level is
not necessarily tied to message encoding. Accordingly, there is no way to enforce, for

example, that all “secret” and above messages must be encrypted.



SUMVARY To solve this problem we allow the Information Technol ogy
(I'T) Admnistrator (through IT Policy) to set a desired mappi ng bet ween
avai l abl e classification statuses and the correspondi ng appli cabl e nessage
encoding |l evels. This could be an explicit mapping (such as "Secret" =
"Encrypted") or it could be a series of mninunms (such as "Confidential" >=
"Si gned"). This information could, for exanple, get "pushed" to a
renote wirel ess comruni cati on device through such an IT Policy. Once
resident on the device, when the user wants to send anessage, the device

application logic would | ook at the c ssification | evel set by the
user and conpare the current nessage o what it should be based on

I T Policy. If it is unspecified, of course, it can just be sent as is. If
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level (i.e., from Plaintext to Signed and Encrypted). Preferably this would be seamless to

the user,

This enforced encoding logic also can be made more granular than just specifying
the specific message encoding. For example, as a further variation, the IT Administrator
could also (or instead) specify a “strength” level to indicate algorithms that should be
used for the encryption. For example, a “Secret” classification may correspond to a
“Strong” strength which could mean the public key algorithms used must be >= 2048 bits
and the symmetric algorithm must be AES-192 or above. But “Top Secret” classification
may correspond to “Extra Strong” which would mean public key algorithms used must be

>=4096 bits and the symmetric algorithin must be AES-256 or above.

These embodiments may be realized in hardware, software or a combination of
hardware and software and provide a method for enhancing the ability to encode

messages based on classification status (e.g., in a wireless communication device). The



hj ects and advant ages of the approach described herein will be better
under st ood and appreciated in conjunction with the follow ng detail ed
description of exenplary enbodi nents taken together with the acconpanyi ng
draw ngs, of which: FIG 1 is an overall systemw de schematic view
of an exenplary wireless email comunication systemincorporating a nobile
W rel ess communi cati on devi ce having enhanced ability to encode nessages
based on classification status; FIG 2 is an abbreviated schematic
di agram of haidma |ncluded wi t hi n_an exe;glar mobjl e wirel ess
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utilized in the device of FIG to en orce an 1T Policy of encryption
encodi ng according to classifi catl on status (e g., classification level or
encryption strength); ' BRIE) > ] af exenplary IT
Policy for use in the=prografftog . ; | G 5|san
exenpl ary abbrevi at ed scherratl c fI ow di agram of conput er software (i.
programlogic) that nmay be utilized in the device of FIG 2 to insure at
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system topol ogi es. There nay al so be many nessage senders and reci pi ents.
The sinple ex\tlaér[pl ary systemshown in FIG 1 is for illustrative purposes
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environ M mmunication system incorporating a mobile wireless communication device having

~ enhanced ability to encode messages based on classification status;

FIG. 2 is an abbreviated schematic diagram of hardware included within an

exemplary mobile wireless communication device;

FIG. 3 is an exemplary abbreviated schematic flow diagram of computer software
(i.e., program logic) that may be utilized in the device of FIG. 2 to enforce an IT Policy
of encryption enceding according to classification status (e.g., classification level or

encry;ition strength);

FIG. 4 is a table depicting an exemplary IT Policy for use in the program logic of -
FIG. 3; and

FIG. 5 is an exemplary abbreviated schematic flow diagram of computer software
(i.e., program logic) that may be utilized in the device of FIG 2 to insure at least a

minimum encoding level.



FIG 1 shows an email sender 10, the Internet 12, a nmessage server system
14, a wireless gateway 16, wireless infrastructure 18, a wireless network
20 and a nobil e conmuni cati on device 100. An emai |l sender 10 nmay, for
exanpl e, be connected to an ISP (Internet service Provider) on which a user
of the system has an account, |ocated within a conpany, possibly connected
to a | ocal area network (LAN), and connected to the Internet 12, or-
connected to the Internet 12 through a |large ASP (application service

provi der) such as Anerica OnlineTM (AQL). Those skilled in the art will
appreci ate that the systens shown in FIG 1 may instead be connected to a

wi de area net BERA(IAD DESERIPTIONQF EXEMPLA RYt EMBOIMMENTS ansf er s
are comonly acconplished through Tnternet-connected arrangenents as shown
in FIG 1. The message server 14 may be inplenented, for exanple, on
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These internmediate conponents are not shown in HG 1, as they do not
directly phéynmaenpl e in the invention described bel ow. Mssage servers such
as server 14 typically extend beyond just email sending and receiving; they
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Microsoft Exchange™ and Lotus Domino™. These products are often used in

conjunction with Internet mail routers that route and deliver mail. These intermediate
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Regar dl ess of the specific nmechanismcontrolling forwardi ng of nmessages to
nobi | e device 100 , the nessage 22, or possibly a translated or reformatted
version thereof, is sent to wireless gateway 16. The wi rel ess
infrastructure 18 includes a series of connections to wireless network 20.
These connections could be Integrated Services Digital Network (1 SDN),
Frane Relay or Ti connections using the TCP/IP protocol used throughout the
Internet. As used herein, the term"w reless network™ is intended to
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wi |l be appreciated, a code representing a particular, classification status
(i.e., clbkesspysionpidnas eleme spmpeteeerpifice rompriey phrdnclongs tphaussr phad as a
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Separate e or assi Bn statuses nay be maintalined in
associ at i ey wd dacatdt rMemdageewllesprghy ibe entidybicddtom nemtizt #o (eeciger bsequent i al
serial nmessage nunbers or the like). As w |l b? a#)fpreci ated, the nunmber of
deci si on WdiZRSa ke thapisgmigne B &l Yinedsyifeh i Xagtplen ¢l taorommponix 45§ cat i on
statuses that are permtted in accordance with a given IT Policy. In
accordance with the IT Policy set forthgat FIG 4, if the nmessage is
associated with an unclassified classification |level or no strength of

encryption, then the routine will be exited at 318 w thout any speci al
encryption codi ng requirenent. However, in accordance with the IT Policy of
FIG 4, if aclassification |level of "confidential" is detected at 304,

then the nessage is nerely signed at 320 before exit of the sub-routine is
taken at 318. However, if the classification status of "classified" or
"regular” encryption



strength is detected, then the nmessage is signed and encrypted with a 1024
bit encryption key at 322 before the sub-routine is exited at 318.
Simlarly, if a classification |evel of "secret” or an encryption strength
of "strong" is detected, then the nessage is signed and encrypted using a
longer (e.g., 2048 bit) key at 324. Finally, if a classification |evel of
"top secret” or an encryption strength of "extra strong"” is detected, then
t he nessage is signed and encrypted with a yet nore secure | onger 4096 bit

e b3ty 36 dray neryptiqnSeahdund ripEEIDES fardine WA mickiion” o)

if ot herws%dg@tmsthe user or system, then an exenpl ary "Check and Set"
encodi ng | evel routl ne 500 is depicted at FIG 5 (e.g., that may be used as
an alternate to the routine of HG 3). Here, upon entry at 500, a test is
made at 502 foRegaigigss phiespecifiamerhinism conralling farweedipe of mepsapstoa
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wi th an inpose I'Cy)’ "has not "alrea een satls e m ni nrum
encodi ng keveghdusthedaatried. Anaeetchdrbia, ﬂmstsmgéwatleﬁ)&%eﬂbnelr&mdedm t aken at

510. As those ip the art wll sim | ar subsets of code
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those in {Heygidd-cotrid wﬁeegs%t%ﬁcs ahfl %mdmymhfe RBOKY Bak Bhd SippoAHdth
nodi fications of the above described exenpl ary enbodi nents whi ch retain
r%lﬁks

some or alvblcofand Idetarmnmhunﬁ@apus ewcr sk plisiagb basefstativns e Cembiyid

Accordi ng icatiQ t a ed to be
T nel uded mass RS ebE bR dipiRte OGBS 1
A net hod {epmealf @ém:bﬂeau) YheQRIuY! SHacRNMAMiRGr efe Globalss fstaf foragspges, sai d
nmet hod co rising nmessage to be transmtted, associating one of
pl ur al lemcatlons (GSM) and the General Packet Radio Service (GPRS) networks, and (3)
future third-generation (3G) networks like Enhanced Data-rates for Global Evolution
(EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some older
examples of data-centric network include the Mobitex™ Radio Network and the
DataTAC™ Radio Network. Examples of older voice-centric data networks include

Personal Communication Systems (PCS) networks like GSM, and TDMA systems.

As depicted in FIG. 2, mobile communication device 100 includes a suitable RF
aﬁtenna 102 for wireless communication to/from wireless network 20. Conventional RF,
demodulation/modulation and decoding/coding circuits 104 are provided. As those in the
art will appreciate, such circuits can involve possibly many digital signal processors

. (DSPs), microprocessors, filters, analog and digital circuits and the like. However, since

such circuitry is well known in the art, it is not further described.

The mobile communication device 100 will also typically include a main control
CPU 106 which operates under control of a stored program in program memory 108 (and
which has access to data memory 110). CPU 106 also communicates with a conventional

6



classification statuses with the nessage, wherein said classification
status associated with said nessage i s set manually; before
transmtting the nessage, detecting the classification status associ ated

wi th the nessage; and l1l0automatically encoding the nessage for transm ssion
using an encryption encoding |evel that corresponds to the detected
classification status. 2. The method as in claim1 wherein the
correspondence between classification statuses and encoding levels is set

and auto tlca n 15a y an Pol i c residing, in. a
devi ce us @1‘?‘J %‘é‘n&sa‘[ﬂyﬁg“ & BY n@ﬁﬁﬂ@\ ntﬁanfﬂ'éceﬁﬁgipaeﬁ‘g?r ﬂ:ﬁq ArRIULBt hod
as in cl abf‘&lé’ta WREHRY 1108 aGhikbid fdrGRIHRN TS GHcY 986 E8ARS édiftrol associated
device operations. Suitable computer program executable code is stored in portions of
program memory 108a to constitute the program logic for enforcing the IT Policy insofar

as encoding according to message classification status capability is described below.

One exemplary encoding enforcement logic is depicted at FIG. 3. Here the “Set
Encoding Level” routine 300 may be entered in any desired fashion. For example, it may
be manually entered when a user manually setsr a classification level or encryption
strength parameter. Alternatively, this logic may be forcibly entered as a part of and
prior to a message transmission sequence so that it is necessanly traversed for every
message generated and/or transmitted from device 100. The logic itself as well as an
associated IT Policy (e.g., see FIG. 4) may be downloaded from an enteiprise base station

(again possibly forcibly “pushed” into every enterprise user device 100).

Suitable tests are made at decision points 302, 304, 306, 308, 310, 312, 314 and
316 to automatically detect which one of plural possible classification statuses have been
associated with the message at hand. As will be appreciated, a code representing a
particular classification status (i.e., classification level or strength of encryption) can be
realized as a field appended to the body or header of a given message. Alternatively, a
_separate table or database of classification statuses may be maintained in association with |
other unique message identification data (e.g., éequential seﬁal message numbers or the
like). As will be appreciated, the number of decision points will depend upon the number

of different classification statuses that are permitted in accordance with a given IT Policy.

In accordance with the IT Policy set forth at FIG. 4, if the message is associated
with an unclassified classification level or no strength of encryption, then the routine will
be exited at 318 without any special encryption coding requirement. However, in
accordance with the IT Policy of FIG. 4, if a classification level of “confidential” is
detected at 304, then the message is merely signed at 320 before exit of the sub-routine is
taken at 318. However, if the classification status of “classified” or “reguiar” encryption
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encryption strength descriptors. 20 4. The nmethod as in claim1 wherein
the classification |l evels conprise security |evel descriptors. 5. The
nmethod as in claim1 wherein the utilized encoding level is at |least a
25m ni mum encrypti on encoding | evel for the detected classification status
or of a higher level if otherw se designated. for a nessage to be
transmtted, neans (10) for associating one of a plural possible
classification statuses with the nessage, said classification status

associated with said nessaqg Is set nanual(y ggﬂ% for
det ect i ngstrepatios éctepiafshen tiergesstae irsigaadand enceymed a%fél.af#ﬂg%tow °8s
associ at elge W 592 H0RIBR$88 Souttids exited at 318. Similarly, if a classification level of
4
“secret” or an encryption strength of “strong” is detected, then the message is signed and
encrypted using a longer (e.g., 2048 bit) key at 324. Finally, if a classification level of
“top secret” or an encryption strength of “extra strong” is detected, then the message is

signed and encrypted with a yet more secure Jonger 4096 bit encryption key at 326.

If it is only desired to insure at least a minimum encoding level (i.e., to permit
higher than minimum encoding levels if otherwise set by the user or system), then an
exemplary "Check and Set" encoding level routine 500 is depicted at FIG. 5 (e.g., that
may be used as an alternate to the routine of FIG. 3). Here, upon entry at 500, a test is
made at 502 for a particular classification status (e.g., perhaps a classification level or an
encoding strength level). If that particular status is detected at 502, then another test is
made at 504 to see if the encoding level already associated with the message at hand is at
least at the minimum corresponding encoding level. If so, then the message may be
encoded at 506 using whatever encodihg level has already been assigned to that message.
However if the minimum encoding level (e.g., in accordance with an imposed IT Policy)
has not already been satisfied, then the minimum encoding level is used to encode the
message at 508 before exit is taken at 510. As those in the art will appreciate, as many

similar subsets of code as desired may be utilized for each possible classification status.

As those in the art will appreciate, there may be many variations and
modifications of the above described exemplary embodiments which yet retain some or
all of the novel features and advantages of these embodiments. Accordingly, all such
modifications and variations are intended to be included within the scope of the appended

claims.



means (10) for automatically encoding the nessage for transm ssion using an
encryption encoding | evel that corresponds to the detected classification
status. 107. Apparatus as in claim®6 wherein the correspondence between
classification statuses and encoding levels is set and automatically
enforced on a user by an IT Policy, residing in a device used for
generating and/or transmtting the nessage. 158. Apparatus as in claim®6
wherein the classification statuses conprise encryption strength

descri pt or s. WHAAPSCAAIMER ISn cl aim 6 wherein the classification |evels
conprise security level descriptors. 20 10. Apparatus as in claim6
wherein the utilized encoding level is at |east a nininun1encryption

epood: 1o, vl {0 bR LSRISHRRT Bophhe RoBbbk obegh kg oslple.
therein a cogpulfinsl eomPising:

5 for a message to be transmitted, associating one of plural possible
classification statuses with the message, wherein said classification status
associated with said message is set manually;

before transmitting the message, detecting the classification status
associated with the message; and

10 automatically encoding the message for f{fransmission using an

encryption encoding level that corresponds to the detected classification status.

2.  The method as in claim 1 wherein the correspondence between
classification statuses and encoding levels is set and automatically enforced on
15 a user by an IT Policy, residing in a device used for generating and/or

transmitting the message.

3. The method as in claim 1 wherein the classification statuses comprise

encryption strength descriptors.

20
4, The method as in claim 1 wherein the classification levels comprise
security level descriptors.
5. The method as in claim ! wherein the utilized encoding level is at least a
25 minimum encryption encoding level for the detected classification status or of a

higher level if otherwise designated.

6. Apparatus for automatically applying encoding of classified messages,

said apparatus comprising:



whi ch, when executed, automatically causes encoding of classified nessages,
by: for a nessage to be transmtted, associating one of a plura
possi bl e classification statuses with the nessage, wherein said
classification status associated with said nessage is set manually;

before transmtting a nmessage, detecting the classification status

S5associ ated with the nessage; and automatically encodi ng the nessage
for transm ssion using an encryption encoding |evel that corresponds to the
det ected cl assi fifomtd omessaget trs be tr2nsiiteddingganal (18) dongssameatingrone dfna cl ai m
11 wherein the correspondenc 10 between cl.assjfication statuses and

encodi ng | evlélpléa i Bosshl eaﬂés% EH R iSEHISSP é‘ﬂ&brﬂlé‘?edn%aﬁesﬁ@ afﬁS%lﬁcmon

Pol i cy, reS| devi.ge ed f t d/ t tt th
ossane. 13 Tl abibele SRV fiEeld Besile AL RARUARS I " oraem e e
classification 159k2MSED) C TP ASGBCIRIE WREHRN tRAnsRRAY ABEChddsRES  the

5 classification status associated with the message; and

means (10) for automatically encoding the message for transmission
using an encryption encoding level that corresponds to the detected

classification status.

10 7. Apparatus as in claim 6 wherein the correspondence between
classification statuses and encoding levels is set and antomatically enforced on
a user by an IT Policy, residing in a device used for generating and/or

transmitting the message.

15 8. Apparatus as in claim 6 wherein the classification statuses comprise

encryption strength descriptors.

9. Apparatus as in claim 6 wherein the classification levels comprise

security level descriptors.

20
10.  Apparatus as in claim 6 wherein the utilized encoding level is at least a
minimum encryption encoding level for the detected classification status or of a
higher level if otherwise designated.

25 11. A digital storage medium having stored therein a computer program

which, when executed, automatically causes encoding of classified messages,

by:

10



14. The digital storage mediumas in claim 11l wherein the classification

| evel s conprise security |evel descriptors. 2015. The digital storage
mediumas in claim 1l wherein the utilized encoding level is at |east a

m ni mum encrypti on encoding | evel for the detected classification status or
of a higher level if otherw se designat ed.

for a message to be transmitted, associating one of a plural possible
classification statuses with the message, wherein said classification status
associated with said message is set manually;
before transmitting a message, detecting the classification status
5 associated with the message; and
automatically encoding the message for fransmission using an

encryption encoding level that corresponds to the detected classification status.

12.  The digital storage medium as in claim 11 wherein the correspondence
10 between classification statuses and encoding levels is set and automatically
enforced on a user by an IT Policy, residing in a device used for generating

and/or transmitting the message.

13. The digital storage medium as in claim 11 wherein the classification

15 statuses comprise encryption strength descriptors.

14.  The digital storage medium as in claim 11 wherein the classification

levels comprise security level descriptors.
20 15.  The digital storage medium as in claim 11 wherein the utilized encoding

level is at least a minimum encryption encoding level for the detected

classification status or of a higher level if otherwise designated.

11



