2, 3 MAR 2007 METHOD AND SYSTEM FOR CONTROLLI NG ENCODED %%&WWI ON
FI ELD OF THE | NVENTI ON [ 0001] The invention rel ates generally e field

of counterfeit protecMETHODANDSYSTEMIFGOR!/EONT Uih]ﬂl'm}field of

el ectronic and printed docgmn%\lbqﬁ,%y P ﬁﬁ‘ﬁg@ A€ use of an encoded

| mge. BACKGROUND COF THE | NVENTI F]J %n energirng trend in the

I ncreasingly electronic business world is using the world w de web and
emai|l to provide up-to-the-m nute business docunents to custonmers and ot her

end usergEIAOEPIEINTEAHIBRL generation and el ectronic distribution, such
as using énmail _or web servrces has many advantages. It significantly

reduces 801k aSbodiventioh widiés genemily ns iHedicldolGounReeH FRMCLBH CRLAS:
mai | i ng,_h nql hnﬁdﬁ%ﬁ Itf %ieves | i pe-of -busi ness users access to I nportant
data i noRRRTTSPL e g of alfetpmin pad Binee derument proistion Srorgh e ate ol dn

tines, aén@uﬂa}jh{yge_cl ock. However, certain drawbacks are present with

el ectroni c docunents, including the potential for tanpering or creation of
fraudul ent documents that in nost or all aspects resenble the original.
[ 0003] Me£ QA0 ¥n suggested to protect the integrity and

confidentiality of el ectroni c docunents. These tool s, such as plug-ins, may

gi ve br d8802) ontmoimarging tiehdin the incheasiighgelactiosc Butheokamd is8lsH the w}oﬁﬁ

| ect l t . t t . |1 ddi d t
o1 gnat ur e BHATE il 17 BHPEIE ypSofs Hhup Giveiness daruruemisioreskiovmers avel other
tecti : . . | ded i
prot ect i end uFBRS WulSmiPESAheYt HneFhtibR ahd Qfe@ﬁf)m? ?.g%fbﬁgglﬁ,}ggﬂ %@sﬁg (ngarh

electronic format is that thesé neasures are o
docunentOrivéeh sepressdes many advantagesnt i signifitantly Fedntdsensts kyspiigall wigr d copy

protecti n e,avai Lable to the recipient of the
el ect ron‘?{l %’%@@%ﬁéﬁs’ Aty eé@éﬁ‘%ﬁﬁ"é‘}g’ Dailing g@“‘ﬂﬁ’i‘ﬁ et It glyesdine-ofdpisinesmyserse
avai | ablaecess t6 hepainatideninsRaeabed mAkds JWRhmbRs bPR1bR%D 'ﬂ{ee&%%oﬁﬁer?& all

electronically transnitted docunent. Clearly, maintalining e security of
hard copes. gfoun ek Howevpr.cegrindrawhagks apipessentswith elbéteorid decunkeass, t he

docunment;, g &ak @ / r..th rinti rocess. Furthernore,
many deskt op |Em§3 e- eg??foggﬁé%%hﬁ?éﬁﬁ %‘%)If gf@%'}@kg%?@ggn{s&ﬁ%tﬂg&(@t or all
count er fagpectguesenable theoriginabven conpl ex el ectroni c docunents. Printed
docunents are still widely used in many aspects of daily life; including

busi nes40008]  gMaay sofewire 36318 hivgbeer? s gMBd &PPbtect the integrity and

confidentiality of electronic documents. These tools, such as plug-ins, may give broad

control to adding or changing notes and form fields in the electronic document, document

encryption, as well as adding digital signatures to the documents.

[0004] A significant drawback in the protective measures typically used to protect
documents provided in electronic format is that these measures are often useless once the
document is transferred to a printed media. Further, typical hard copy protective measures
may not be available to the recipient of the electronic document. For example, security ink or
secure paper may be available to the document creator but not to the recipient of an
electronically transmitted document. Clearly, maintaining the security of hard copies of
electronically transmitted copies is problematic when the document creator has no control
over the printing process. Furthermore, many desktop image-editing software tools can be
used to create counterfeit print-outs of even complex electronic documents. Printed

documents are still widely used in many aspects of daily life; including business and
government settings.



[ 0005] Wdely used protection nmethods for deterring digital counterfeiting
and identifying data alterations include bar codes and di 8i MAR piliH
wat er mar ki ng. These are usually added as an inage file into a docunment by
the ori gogp&Yi NOWRE Ysed M m&abdsG8 @Iaj is widely
avai | ab}_a?e agld can b% Used y gnéountser?%t?rgggta{ crggﬁge%ﬁtg%rda&flent
docurnrentdentifyiogéita Biteyaticuls invduderran chdesant dipital wateimeakingr Thesede asually

sol ution t tests ve shown that it may,|ack t reliability necessary
for condfidy 0 afae _é’%tﬁﬁég’a“‘ﬁ?g’é&yr—'ﬂ? Pﬂwgnnﬁme%quﬁ@%%ﬁq@et echnol ogy
i s of t epeprRRHSoltRare¥s WidQ ] YvABR an@ 5k Be L bSrI'ﬁecoﬂﬁféﬁ%ﬁéFtX créiﬁ:rf?z}ﬂaﬁﬁnﬁnd
software sonetines canceling the cost savings achieved through electronic
docunmentdogiments.but i on. The armpunt of information that can be protected may
often be limted to just several digits or letters. These problens put a
sever e {0006 r ai Digitahwatetmakink bty alsmteenumagaedis eicteidm burtestd Gavsshowni n
commer ceg_and services.., SUVMARY OF THE | NVENTI ON [ 0007] Accordingly, there
is a nezlbatlrlltcf“ﬁe]@?}f@@IQ%WBW%?%}Q{F@E%W% a6 pread upe. et onic form
that neiymbRIstAESRIA@BEGIEP iCtiEleRplRivel i been
printed. urther€ it i1s hioégry des??'cpar%f e’??%é%@#‘ﬁ%@sgggﬁgg@%%e?%y

met hodolhatfivarhand softwmarakesmetines eiceling thdegsteasingd aghiavied tiroogh dedadion a
conmbi natj on of .data that,.is wthi.n the control of the docungnt generator
or user dgﬁtgnagldgs?q%pm ihﬁﬁpoﬂ?ﬁqﬁil?fomgo tean B%Prqt?i’ée &Y ‘Fﬂbeglb‘ﬁ’rﬁ at or
or user o iROQVEral\dighs BEktterd ThER ProbIGRS pAh RLAQY 'cgﬁs?raﬁﬁ_oﬁ%ﬁ’@itg%&mt hod of
produci ng encoded images for incorporation into a digita ocunent. The
net hod &8#86r9f slestronie dpeumentsincoqueeree aifd semmicesuser to produce an encoded

i mge. The request includes user-supplied data for producing the encoded

i mge, t%%%gggwpﬁqﬁmdwcl udi ng user-supplied authentication

i ndicia cast ore user -supplied encodi ng paraneter. The net hod

further ris et.er m ni.ng _whet her .the user, i.s authorjzed to, produce an
encoded [lﬁrra e ygﬁcr?églf‘%lg_’ {Ltllngléer@ g§‘ﬁ%c§{°| Péa‘”@%? E?Gﬁﬁgé)ﬁgﬁ@?wgt CRmgRt érf ni nation
that t heldeaesicfompthbhabintat fedsBAGAY eBuRBifeiBRE YURUné ARYAS hiDbebhe _

user-supplied_data, encoding actions are carried out. The encoding actions

i ncl ude PE8tedp FPEhsrny ighighly desirabdetonrayide 2 prptention erethesdelogyrthatragedesnd

establ i shy I i i ny: I.- suppl j.ed
encodi n 3‘;\’5 ;} %gﬁ;af @g@%@gﬁ@g@% &b Sgr&tg]r)r%antggir)ﬁjgfe#gﬁ @aﬁlss g’% ﬁ%n ?’5’ p%ﬂ’é@a% one or
mor e of thédocamehegentraoner digiahd Aetd thattidwoitwithid iheRoRdl o hAMDRBRAt | mage.

The encodi ng actions al so include encodi ng one or nore of the at | east one
di gi t | z&gnerator or user.

[0008]  An aspect of the invention provides an automated method of producing encoded
images for incorporation into a digital document. The method comprises receiving a request
from a user to produce an encoded image. The request includes user-supplied data for
producing the encoded image, the user-supplied data including user-supplied authentication
indicia and/or at least one user-supplied encoding parameter. The method further comprises
determining whether the user is authorized to produce an encoded image using the user-
supplied data. Responsive to a determination that the user is authorized to produce an
encoded image using the user-supplied data, encoding actions are carried out. The encoding
actions include establishing at least one digitized authentication image and establishing an
encoding parameter set including any user-supplied encoding parameters. The encoding

parameter set is usable to encode one or more of the at least one digitized authentication



aut henti cati on i mage using the encodi ng paranmeter set to produce a final
encoded i mage. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0009]? The{ARNg#dt i on can
be nore fully understood by reading the followi ng detailed description

t oget heﬁmﬂ%é. MHe e adin® AaRAY bR hﬂﬂtﬁl&dﬁ@@dindg One/dYi idie lof K ot Bfagy @ pitinadi cat or s
are wused to designate |ike elenents, and in which: [00010] Figure 1 is a

f | owc harbthepiicaiontnisssg the envodingparaneisrsetie Produag a fipal encadedh&ires-cat i ng a
docunent according to an exenplary enbodi ment of the invention; [00011]

Fi gure %ﬂﬁ%é&ﬁlﬁﬁéﬁ%ﬁ?}ﬁbkﬁmﬁ a decodi ng device to decode an

encoded T TTEUE provuced usi g a netnod according to an enbodi nent of the
i nventi QRandh 00042]. Figqure 3.is an.id |l ustration of..a portion of a
Ut hent 1000814 DR mesrion g pofh el Rt oy B sl B bbb o e an
encoded de: oR EpRthe L With She MbcAmpPRiyi G/arik in RehiétPlikedRfReRe dhdiBAdbrs afe t he
invention; [00013] Figure 4 is an illustration of a portion of an
aut hent ivéed wdlegigaeiadise clomemisnpdiinavhighie of a decodi ng device to decode an

encoded i mage produced using a nmethod according to an enbodi ment of the
i nvent i d99010000HighreH i arflowshis farra inkthod of podesing i enqoded imageddr an al t er ed

t henti cat t howi h f di i A th
o1t or at ienReE S Bt el geer e e tasliy SO Ot B BEEROG Toran
nbodi the i nvention; [ 000 Fi 6. illustrati f
or t1 on H0h <Plearisanifsieticn ke vir hdroodiog dariagta dreopesn Srodeiacodi ng
devi ce ti&a?e(ﬁ%gﬁceh%m@atrﬁ&ﬁé% %omm%mvenu ond;dﬁﬁ&ﬁoog)g qu{,%_ n; Using a nmet hod

according To an enbodirnent of the | Figure 7 is an

aut hent i 29N 1 : . . i .00 00017]

Figure. JOMAAT EERASS K AT o2 Gt of Bl MRS Riuch et S g 0

i nvent i ane of § &Rl devigetedQade an ancodbd irsdgeairdodirediising patidthabacobrding to

aut henti cat ed docunent showi ng the use of a decodi ng device to decode an
panpodimaeny o

encoded thednvemieR: " aut henti cati on i mage; [00019] Figure 9b is
an illustration_of the authenticated docunent portion of Figure 8a _ show ng
t he use [890131qcFigurathissadilusiration gbe perdion pban ateddgenmentshesging theecond

aut hent Hﬁggﬁ' 2 Hedggﬁl%edevi?ée % §eé¥§§g§ 0bded 8%%&%3{%%% Pﬁg%?rﬁéth@d %‘JCS GALL for

a netho produci®ng an encoded I nage ing a docunent
accor di rayp ebodiment efiflednyendoipodi nent of the invention; [00021] Figure 11
is an illustration of an encoded i mage produced using a nethod

[00014] Figure 5 is an illustration of a portion of an altered authenticated document

showing the use of a decoding device to expose the alteration of encoded images produced

using a method according to an embodiment of the invention;

[00015] Figure 6 is an illustration of a portion of an altered authenticated document
showing the use of a decoding device to expose the alteration of encoded images produced

using a method according to an embodiment of the invention;
[00016] Figure 7 is an authentication image that may be used in methods of the invention;
[00017] Figure 8 is an authentication image that may be used in methods of the invention;

[00018] Figure 9ais an illustration of a portion of an authenticated document showing the

use of a decoding device to decode an encoded image to view a first authentication image;

[00019] Figure 9b is an illustration of the authenticated document portion of Figure 8a
showing the use of a decoding device to decode the encoded image to view a second

authentication image;



according to an enbodi nent of the invention; [00022] Fi %ure 1%10165 an
illustration of an encoded i nage produced using a met hod MaBc ing to an
enbodi ment of the invention; [00023] Figure 13 is an illustration of an
encoded [00026F prigaredOds 4 flowchdrefoe ransdball of pradpeingain chtodudamagd faand 12 usi ng
a met hod ccorgi ng to _an enbodi nent of the invention; _[00024] Figure 14 is
a f | owc ARBENGCAHNEE ogumegt agco ran e mplagy, ehmeRERfdbe Byventigh hent i cat i ng
a docuni(ﬁit accor.di na to an exenplary enbodi ment of the invention; [00025]

Fi gure 190024] 5 Figynedd dy an illyptrasionnf aa saended impgequodiced using afmeshod wo

aut hent gat.kon. . J . US| : .according to an enbodi ment of the
GRG0 ATERRIME M ot HTLRD

i nvention; | ure I's a schematic representation of an aut omated

system 'uc .por at.i.ng ..encoded . mages, i.nt o a docupent according to an
eboar mio23 Bkl th WRSRREGS AT Shr i St Trooed Eiosaanatiod

r epr eseataidiag toin @fbclikhONTRIr ek mvedtRm f or incorporating encoded inages
into a docunent according to an enbodi nent of the invention; [00028] Figure

18 1S al60028F Na¥ifudkqs i@ad hboslioA ofheHHsteAim AR FOFOLA %A HRR e
aut henticating a docunent according to an exenplary enbodi Rt of t he

i nvent i dnages o8 Figuosd2gind AR geing alfethed accondimgrmt ancmitedimeare i dic iaventibnan
automated system for incorporating encoded inmages into a docunent

accor di {#@002d] arFigueddiismefibwolart foe ainsteed dfgtoddombiinl dabo@¥SEREPTdON OF THE

| NVENTI 0003134 En‘oodi ments_of the present jnvention provide nethods for
the pr ofBUEHHSAURS a dordimpng Ageording W&Wwo@ﬁ@%@ﬂhﬁ igBEO hat may be
enbedded _in_a background or source inage or otherw se incorporated into

the doc(PRIRBE Haewmg 15 ivenidlusiationnf ageaeeed image produded fonptwo muhénticatinn on
| ; ‘ i - i licati No. , filed ,
2584r5n§%§& ?‘?18?23‘3&%‘2‘5%%@#@%@7%0@5 i}é%gﬂ\%ﬂﬁ%éeﬁélgg’ | icﬁclofgor at ed hlergi n

by refe I Nl ntirety. .[00031] As used herein, the_term "encoded
Trege - 1ERZBL' (bR IBH At coreirhiith B eNBRCR AR B DSREE | on of
one or endodedithiRBiit6 aldoQinédTREEHdINE a6 an ¥WRBHIIRRRETIBS invendon;4 2 3 MAR 2007
docunent, or in another printed background or source inmage, cannot be

di scer ngghoRyP M Bib@e 19358 sHRGIANE Béprégéhﬁfibﬁgf & aLg(SrH&Ed Q?%&H ?&lm%xrg&aﬁﬁ% rce
i mage W thout thé use of an optical decoding device.” An encoded | nage may
be geneefBbradgd frpages drio adopunerit @aedrdingitorayembedimgnizof thainventivrar set  of
characteristics that include encoding paranmeters corresponding to certain
opti cal [@¥2BhctEgustiBdsa dbwrhet fte aanithel ofprbdieingMesnchiiel engeded i nage is
printed

| acepent .
hutBer?hcagEg a document according to an exemplary embodiment of the invention; and

[00029] TFigure 19 is a schematic representation of an automated system for incorporating

encoded images into a docurnent according to an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[00030] Embodiments of the present invention provide methods for the protection of
documents using one or more encoded images that may be embedded in a background or
source image or otherwise incorporated into the documents being protected. The systems and
methods of the invention are related to those described in co-pending U.S. Application

No. , filed » 2004 under Attorney Docket No. 62770.600091, which is

incorporated herein by reference in its entirety.

[00031]  As used herein, the term “encoded image” refers to a rasterized, scrambled or

other manipulated variation of one or more authentication images that, when embedded in a



of the decodi ng device over the printed encoded i nage in a predeterm ned

orientation reveals the authentication imge. Wthout tge3 ?g‘q}g | ens,
sonme or all of the encoded imge may be visible, but indeci l e or

i ndi sti AgeiAaRbHEn faﬁ&ﬁéﬂﬁﬂﬁté&%@%x?iéﬁtﬁoﬂ%uk@%ﬂ?éﬁ@ﬂm%ﬁe distGQBEdmde et hod

of producing encoded indages is t ugh a rasterization process such as
that dedesd dnsumient raterial PaptheNbackgrouad oF squrde imags withowathe nse of anriptivali s

i ncor porated herein b reference in its entirety. In the. 717 Pat.ent

ot hod. BT gTes Sl A encbfReiRgh Frvdhs s errigd tof Bt orien g5 FHGE Ehem
accor di pgrticals s&df cRiracirisfic St BHide e Eshrigtfa héing (&B&REH NY
paraneters for this nethod may include a I'i'he frequency, which corresponds

to the ORtindehataeierisissef g detodingydgvige. [When the gnaoded ithageds wtinteh, placemente i s

di vi ded S b . T iz d . n er of divisions determnes the

Fr oquendy 1 dEOUAE fyice oy o Sl e BPORRe2In £ nkgteiied ShE BT e.
The encall aghddicarolitige. MWithahslie docddittibemy) s@dNgwt Al of tAE bREYIRE infkeRayef i ne
how t he .authentication imges wl] be oriented relative to the object wupon
whi ch t Reyisble, Bup indeciphsraple gr inditinguishableirem dhribaskzovnd by thsfnakpd eyer 17

Pat ent nethod may be a lenticular |lens having optical characteristics

mat chi nd0033de One methed of droducing gacoded ipagesiicthrangh atthetetization pudcass fuehhs  may

be f | h t he, .f f,.th ded
Cmage. itk e Ry 8P O B RRETET ErGeD oF ek R aR BV
angul ar refeiepioé ﬁ_i'tmuiréti{leln 188 CJerhté T REShddS d degthehtitieR Ymadds QW Ng the
aut hentication i mage(s) to be vi ewed. [0(30 4] Al though the rasterization

met hods e8fodeddy rastezizme tham ageardingfte aisexdestof pradetsugined enceding parpeiersi cat i on,

it will . f di SKELL in t [ i mage
encodi nglj:ﬂﬁg?iﬁg? av%gsgﬁg tilgﬁl%g}oad%&%glgﬁéexElﬁrggg&ufﬁé?’a‘ﬁﬁgﬁFé?%sggt‘drsgpﬁpabI e
to a deamdibegandipaciag oficighlacling scppoend in® wiith atimapeds dnidyd (@dsteizedypThbe
used in cog}ﬁgnct ibon \ﬁéjélh th met hsgtﬂs of the present invention. [00035] As
di scuss e PEmberRisidston Besethe Beausaay ficoMuBiver ot Lfkicgmentiner zed
aut hent ;g iof el SABSRY iMAS k) 86 HeRGREL 3 L.nvention
I nvol veéﬁﬁ]g_ gnbeddi ﬁ%ﬁoélg%lﬁceé%%d%%?e en%gggpgrﬁg%ﬁe?ﬁno%rﬁ%a%t abl e
docunentosienfatipr iodefine howrthoashericetat impgpawilhbd erentedsethtive tgthearbice t he
encoded igagvgls thEX core fromupultiple sources. 5 2 3 MAR 2007 The
enbeddi 1g°PrEALL LYy %'éeﬁ%%tﬁa%l i shed through the use of software that
pr oduce encoded | es for a_user from sel ected_authentication
i mages. s[p{'l&?’éne'?%ﬂﬁﬁ‘gﬁg?%f’&hﬁeﬂ? Fatentimeshod may be g flentishlap g hatiage nay
be constyptieh1RflahRIRIRS nfAGRl Mdsd i r odi ng
par amet té)rbs generaat ed or sel ect g%l %&{Eﬁ%@%egg@tagggm ne %u?él-eh%l?éeﬁﬂ%ﬁ‘r%g

may be formed with a frequency that corresponds to the frequency of the encoded image.

When placed over the encoded image and rotated to the correct angular orientation, the

encoded image is decoded, thereby allowing the anthentication image(s) to be viewed.

[00034] Although the rasterization methods of the “717 Patent are referred to throughout
this specification, it will be understood by those of ordinary skill in the art that any image
encoding method having a set of definable image characteristics relatable to a decoding
device with corresponding optical characteristics may be used in conjunction with the

methods of the present invention.

[00035] As discussed above, encoded images are derived from one or more digitized
authentication images using a set of encoding parameters. The invention involves the
embedding of one or more encoded images into printable documents wherein the various

encoding parameters used to generate the encoded images may come from multiple sources.



addi ti onal encoding paraneters that are generated or selected by a non-user

or are selected automatically w thout user input. In soge;}%?@ment s, the
si ngl e encoded i nage may be constructed frommultiple abOt i on

i mages, Thaehbbddh bdss 5&615 ]ﬁ%@@ﬂﬁ&i}ﬂ ' ﬁ%# hese
enbodi nent s, som&*‘cpgrr0 §I F%X‘Be{%%e encodi ng a?gér]rgsteed?%éet eg;laliféc}ufésﬁhé
aut hent iesended imagea fo anmer fhemseleeted euthonticgtioreinadgesl hysoniecemiswimenthof the sone

Il of t di t f d authentication i b
sel ect edPMIgh ASEIeIoH A mags maybs cony g SO o0 SRECSRERACHTSISF S5 KATBE user
i nput . [oaeeﬁébre%c@cﬁﬂgﬁéraﬂét&{r@nbﬁveﬂ%isaectea BY idSRed &Hd GiplddrSNi Ng the

characteristics of an " encoded i mage so as to be unique for a particular
docunenedditiphal epeogingepagansesens ithat areogangrateslair seltitod by a sppaiséryirmce setectpde

aut hent i |.on es.or _encodin ar ters for .the encoded inmmge or by
i g oA R Bor FHOEC IR B 0 el RO e o0 ¢ o
uni quel YonskaisRa fRkemutps smthdhticnaadess bicaingats vk 4964188 EncRling th a
particul ar nodification of a previ ous;ﬁbgeneratged docunent. As wi Il be

di scuss®@ramefss seth dn theseembediments nspmernrallios theeanceding parametis setrfovalfirsg

par amet L 3 £ ' e ncy...of r L.zed i mage,
t he ang;agﬁlg aHB‘g'F‘L{‘?gTS S]I[‘%’?agau'. 15%{0}1‘2%%@%&}}%&%3&% i%\%&?ﬁ@?g gh a
decoder encodifpepaianetelisiior a eoghdamnhertiaticienge chaybageletied or geddi@edghe with
respect to a specified frage of reference at which a decoder nust be

pl aced RRDESEFAT selscted ayompiically v HEIuE BSEF {49MEi nage) . The uni que encoded
I mge characteristics may al so include the content of the authentication

i rage, L[OBf36h ndg aspeetrof dheimyertion previdessfor establighing the ehpracteristionef dny

i . i . ion. il)..b
G scuss SHRES Hhi i b te MR Her R ABLIRRY. TRR R Sl py
encoded selatpelpasedyiopuiighé aphentRagaritthgbsmgasodia g Feradietord f@hd@icoliay e

associ ated characteristics that are unique to a _particular docunent and

some of YWRECH MyrtevAgsucheharatestich grnprtedsaemationl s i sush a8 eayias (e prifesly

provi de ; i ' ' . . e

Char act arCpieBtn siRthe B iR raTE Aondintl VA Epathyel Bhaiodlot ® | |

sone ermpoovibusbhgencratedeloosmentnels widMe dismssed) the thaacteristivp dedt magbetviaged

docunent, C?u hent j.cati on . net hgd nd not —others.. The us%gaeqrra . far exanple,
iig RCEE

be enpodRf & FEOUBRPFARCERSuC arexample. e Inedravente 99Paget t he
ot her  engOMighdof @R AhfehGsatioh iRa @ﬁ&éﬁiéwec@tﬁmfghl\ﬂﬁgéﬁ%ta lor tﬁ@&é@é&hgrgﬁ

met hods of the invention may be used in conjunctionm w e construc
or nodiapgleaf therenesded dwagebies thy anplewith bnspedt te a spdcifiedfyando ofmefanencprabcessi ng
0 oor 20 Witich o, 38bhtALG bl BRLCATRorBE: BIRRY B alfenticifion tmfigs)! ARETRE oOF 1 vare

encoded image characteristics may also include the content of the authentication image,

which may, for example, include text generated to identify circumstances relating to

document generation,

[00037] As will be discussed, some embodiments of the invention provide for the use of an
encoded image based on multiple encoded images, some of which may have associated
characteristics that are unique to a particular document and some of which are not. As noted
above, some methods of the invention provide for user input into the generation of some but
not all of the characteristics of the encoded images applied to a particular document. In some
embodiments, the user may have control of some aspects of the document authentication
method and not others. The user may, for exarple, be empowered to control the

authentication images themselves but not the other encoding characteristics or parameters.



docunents generated by other document processing software. Alternatively,
they may be adapted for use in software subroutines that JrEgRbHQY nt egr at ed
i nto docunent generation progranms, such as, for exanple, Mcrosoft Wrd or
Adobe Aq0gU38) . THAnbtABAY ofttBe il¥enticiOfhy By R P ErpRcBbn SHIY L AR drnC! ude
sone or all of a docunent to be authenticated and one or nore encodi ng

par anet dredifi@tion of depymentsprhduced byvirowally magdscument plosessing origraphieded as

i nput . t put b fi t ai ni digitized ded
e, SOl Rtk BRY b Gafutd 158 ubS P EioR g N yics b ctart S04 Onssfiog GBor ¢ he
file i ntdocihentdgsormsd by orﬁél_t&{?ﬂﬁ%hw;ﬁbaessih@&f@wreulfuté' aﬁvéw%gwh%ﬂ@ al'l or

a portion of the docunent with one or nore digitized enco ges
al r eady 28npieditos use inspiware subegutines thatsey baintagratértinttodeswenent gemeragion nt ed, t he

encoded e PE I W t he ument. [0Q0039]  As. used herein,
t he terr%lr é%%@%rsrgénqa‘s fog }@xﬁg{éa %&8?10 oﬁ[ﬁﬁ‘gg‘gﬁcﬁbef (hiaty, ge(’ﬂ’%ﬁ’e‘ﬁ?s, bot h
pri nt ed sefi@aelpecdrin Rk Gubrbiitifd gy fRAS komé BLalteBLadRattn R RO iHB cAg1 used to
protect a _ docunent created electronically, and continues to protect that

docunentdd PRger mereieneoding parapetert. dene oneorp enthentibation imeges may aisodieect ed by

maki ng t; ' eL o_unauthor.i zed dupl.i cation,
and to gﬁkﬁ%%(a% (y) ?@ELOT&;‘TL’I?@?{;#?%% aflo ;Bé‘g{raild,}g%?ﬁef?}gﬁ édl%léﬁeéfﬁfmﬁ%dﬁ% ®1 is a
f1 ow chdlte cofputfileandyost sibrefirin disaiongamie GRE AR thdefMABEIRGARtHE Beun@nt. aN

enbodi ne E of, t.he i nvent i@?@ In iyhi s._nmet hod, which may be jnplenented as a
document™eRANel the Qripghtilegpaymcds Al oF a peiion of the dngament Wik oneorsneigl e set
of _aut hekiiglchoshcl il edsPulicady HRBEIEO HRAIA LG aR: BAAOL Ao PRE AEndTROC USi g
a set of encoding parafeters ‘assenbl e rom user-sUpp?le paraneters and
non- us ersgiedpthe encodad imagesrage pritted alobfhwitheodorement. S5. At S 10,

aut hentication indicia are received. Authentication indicia are

r epr esed039 nsAotsetthereini the rmi“degenear” & exdant td@hctnpass AR fom@difced when t he

printed encoded i e is decoded, The  authentication indicia may be a
digitiz C?%%»BP{@%W%S ALgleqtopice db His panwer; the devsribgd methadgnay be ysed &l t o

di gi ti z9fltbdRIRSUmMER TRULET s188RBIAN ,%a%m&ﬁg Qrele l;ﬁtat &&cﬁ:é‘{%ﬁ?aﬂe‘} ﬂrﬂage .

document processing programs. [huS, the aut i cati oh 1 ndicia nay in
t he f or rbeert prided. mhipeprintéddoumennis pootheted bptmakingpabdecunfenbsisizgnt @pr esent ed

digitall hat may be desjrahle. for yuse in_ authepnticating a dogcunent.

[ 00041] t%&é@ﬁt tloé%‘??tg‘ﬂnﬁgfoé@?lﬁa% a‘ﬁt“’?ét?eéé?‘@?f {}@ﬂﬁ’?ﬁ?’b fB?%?W ) éPé%rP -or mat i on
about t urge of a docunent or apout the user. For example,

aut hent Hﬁgﬂ@gn ﬁgﬂﬁeéi | agﬁ?" &%E'i fcfemethod of produgimgenpenypded jrpage 26¢0rdingd9 por at e
| 0go or zhexibedimentlonbb fdveatib® iy R ' or

in addition, aut heﬂggﬁgﬁbl?%%sgn%fi nc %%’algﬁﬁgeﬁ%‘n?@%ﬁﬁggﬁg | n%ltt o the
documentauthentigation software program or as a subroutine, a single set of authentication indicia is

used to produce a single encoded image using a set of encoding parameters assembled from
user-supplied parameters and non-user-supplied parameters. The method begins at $5. At
S10, anthentication indicia are received. Authentication indicia are representations of the
visual image or text that will be produced when the printed encoded image is decoded. The
authentication indicia may be a digitized form of any visual representation including but not
limited to digitized images, computer-generated graphics and text strings from document
processing programs. Thus, the anthentication indicia may be in the form of an image file or
any other data capable of being represented digitally that may be desirable for use in

authenticating a document.

[00041]  Authentication indicia may be selected so as to provide information about the

source of a document or about the user. For example, authentication indicia may include an



aut henticated. This may include general information that would be
applicable to any docunment of a particular type or purppseMAR BBly be
specific to a particular docunent. Authentication indicia for a specific
docunentimege!bfia cdrpbra®iapPbetextulGHadBichEX of 4 %5%}& t4 ! :or0'
text relat ﬁg tortphe.ci_ge(‘:)gms_t_ances_ of the ge era?l?ecr)ln %@Bﬁgﬁ%@t@ﬁﬁ%&ﬁr

Aut hent iie addien.iaythentication ynditis may indludednformetionimlatingpo deelotamentno bé t he

[ t is t .ent th [ ti g o f,f
cxcanpl o, R0 St fhay bl ot e B meBhn B! Wil eobb@bfants ' pr nt i ng
of a pardocwmbmtiof dgatitalat typefve paipbResHhSPbd fRciriddh ﬁ?ﬁrtféﬁ!él goc%;\xﬁﬁgéﬁlﬂde a

t ext ual r%&re,senta_tip,n of a time and date to be asSociate t he
docunentAuthgntisation indisiafor a specific dogumentmonld, fer examplentrickide tom fiondihei a nay

I ncl ude 4 | I ' a.processor statjion_at which the
dpcurrentdo?&srﬁégfg‘r}\{é?g{b gé‘?&gér%@%téghas e CHB}SFW%SGM VTEA opof fedostmgtve, |t
wi || be Antietistimdintigiat o dseinclude a iedtial $irkdentafioh BEthRircuth§ices relating
aut henti cgtion indicia npy be made unique to a particular docunent or

y b Icl ument
docurent® HigFUIERt sithentipaticnapecese I fopexaammle.dbe athantiention methed isarantduaut
al t er natgt ¥@.tinkd 6 pid | i Fodici . established a.licensor
or proviader of the a@?%gh??{gg |o%&g%‘%ﬁaﬂﬁ%%\ﬂ%ﬁcﬁﬁw@ﬁ&ﬁ“}dﬁéwd??om t he
user. [ CeUadYepresentativhehis matand datenolbe hssoiated beitt 106 Gbotesbrs AligRitivdly,om a
user or . received.from.a . non-user source. User input may be supplied
i nt er aCtOIrrT\iwe?%OIn’ ﬁ&f nticationindicla may welpdeinformpatipn redatingde apyoqersorovf t war e.
In sone sebedi whith She dJREmeREs gHRYathe régegfeﬁeoq Rhiedet erm ned aut henti cation
indicia alternatives fromwhi ch a usgr sel ectfon s made.

Non- use i ' 4 LRGL.C] read fr.om.stor r may be
ot er mi NIED! ' B BBO, £ 3tL B8 ohBEkEbe bR by AR b R el

non- us eruepiflation indicih ey ibe atdde nnigua h & partivalyr deudRhesrddasme typoasihyct ed
from us%r-sueg_#%lti eda%%aft mfro%a doctg‘nl\ﬁ@t eneration circunstance or Trom
the cont &Rt B P AOTHSBALNT- {bhYHengiieralisraative dhe aptbemiratiomindisiaimay baow t o
Fi gure gstaldlish&20y a lid@isef 81 mati : -

aut henti cati on igjrqdi Ci gﬁgﬁﬂeﬁ?ﬁzﬁmf@%?%ﬁ%@gﬁﬁf@%ﬁg&? h%é{r]]atg ﬁ%lgwtofﬁorflrmge.
I f the thesentication indicia are or include data (e.g., atext string) in
a formother than an image format, the data is rendered into an i nmage
format 00435, TFhermhthentication)indieiadeayebelrycdibel asdtpdiaiinh 6 Akdr@R n9fievar e code
or by a.se %r%'gge nodule. I n ei‘{Jher, case, .the resulti n% digitized inmage
file nelHst B YRUBPSE SOPIPY VRS IRy maydesuppligdrniprrsiively ooosyde Encodi ng
par anet giplisd end SORIABHIaRE uRYy BEdoMIHRT N Shint BrBodheARC ARG m%fi;@mﬁ er

set at S40. As previously discussed, encoding paraneters are applréd to a
di gi t i z&fered predetermined anthentication indicia alternatives from which a user selection is made.

Non-user-supplied authentication indicia may be read from storage or may be determined by

an indicia determination module. In some embodiments, non-user supplied authentication
indicia may be determined or constructed from user-supplied data, from 2 document

generation circumstance or from the content of the document to be authenticated.

[00044] Returning now to Figure 1, at S20 a determination may be made as to whether the
authentication indicia are in the form of a digitized authentication image. If the
authentication indicia are or include data (e.g., a text string) in a form other than an image
format, the data is rendered into an image format at S25. Rendering may be done by the
anthentication software code or by a separate module. In either case, the resulting digitized
image file need not be displayed to the user.



aut hentication inmage to produce a digitized encoded i mage. The encodi ng
paraneters may be used to determ ne the characteri sticz W? ncoded
i mage and/ or the appearance of the authentication inmag 9: “encoded

I mage i d E;aﬁ%&g ' : ?ﬁ%s on the
encodi ng‘)%?go%cgg{ﬁ sed. t@?%%?@%ggggﬁ%%%ﬁ@?gﬁ& or a
rast er i patanerer seitd 840.mAy previdusiyalisoassell) dricoding pafametpyeme yppliedtb e digitizaied

i mage and _the _.orjentation, at which . a decqding | ens nmust be positioned to
reveal trHEeBlRRHER{NEP BFPdi“ﬁ%élgﬁ(%?Q@B%Hdﬁg IRARH e'l)%.e eAﬁ‘bcﬁ%Pafé%‘}?bﬁ Bl d be

an i ndi Gal o, deRahindGhd Ehagﬁéfsﬁésrn‘gfytﬂ%&?croh&%mtl%’e 53&%9&“30“@?‘5 ot @Rt | on. Such

a rasterization type paraneter e use termn or exanple,

whet her aathentimatjen irsageowliea thastoeded sukgess deroded. SThel nates of theanwotisg

elliptical dots, or. so ot her ge tric far Furt her ach rasterization
Cype. P AOEFGTS BerSpi 1 e eSS Br PP EL U5t Heetbles 4 ool TBQ AT
encodi n&oﬁ@fa@t@ﬁ&ﬁfoﬁ-m&ﬂ&ﬁ%af lﬁilé_ixﬂie !ré‘s‘élldi%ﬁ’orfﬁ‘égtg%n%iﬁ Eﬁ’ﬂic%,nc&iéﬁ iRAg ARl @é

el ongation of dianmonds and el I'i ptical dots, .“Encoding paraneters may
al so i noiriguetiomatupkich e decading lews mhet bgpositionsd topeesial theauthnuticsative fmagei on of

t he authenticati ' e when, vi e t he ough t de r. .Encodin

par anet dPEROtE LRl < APOIE KBRS e i Eors b8 SR bl Pary ol o
repetititgpe dfagdt@izaion.§ SEMUSASHIRERE tik [BeAtéel Rapbe WP aBeimipatfoer n from
the authentication indicia. [00046] Figure 2 illustrates a decoding |ens 30

and an exampleawhetbeicsdawse isdg de poterizph Psing dets, negoliamends, plipticad dotBoor The

docunent I fal rd i , .and t he

decodi ngsoﬁlgr?éﬂeg%e%gestn???@? Ign gé%%%n g‘Sﬁ?ﬂ%’é‘&ﬁéﬁﬁg’Z@é’ O%,Sp jf.élThe encoded

i mage 2CGhwastefistioyeicht cowlthatsobeistd Zesheadih patah@adrs. OThdseraged ddptel, firng t he
text "Departpent _ of Transportation." The encoding parapeters used to form

t he enccféfé’ap}enﬁ’ﬁéh?@e Phelopgation|of diamangs P?fbe]%iHG‘F‘aé agtseffer EROMINE PREHDPLERt i on
i mage a : | ﬁ%l' wdefl : gl e between
t he hor ir}g%)sﬁatdgaqm ogﬁs}@%‘?&d‘lﬁa&@iﬁ‘ o&?}h‘gﬁgg ,ﬁyﬁ{éﬁ@@ﬁ%@&%@%ﬁg | ens axis
32 when auttenteatiodiimggd when @6wed throughtibe denoder tEnpodingiparanieters dadddlsng t he
encoded . i e 20. .The | e angl.e (3 may.be defined as the | e bet ween
Ehe. hor 120 Erch Saishic o THOF rRORtER bt Bpbitien frior PEReRBAPLRIAtD SRREE 42
of the apdilapdsifaféinQron FRORIAHYRA ivdigwed through the decoding |ens 30.
It will be“undérstood by those of ordinary skill in the art that the

aut hent i 1pgddeqn FIFREL) ffhsHRRYs QSGCW??Q*J%W@“@E%’E%%E?’E?@&%% arity

when the deCodinnig lens 30 1s orie axli's 32 within
about +lapplictbgradesumbnt fretiond 8¢ oOhedpcanghepartion 10 had horizosl &l vertieal sxesod

ot e oE 2o B8 A0S B oL AR R o, 3] 954 S
image 20 was formed from a digitized authentication image comprising the text “Department
of Transportation.” The encoding parameters used to form the encoded image 20 include the
decoding angle ¢ and the authentication image angle p. The decoding angle o may be
defined as the angle between the horizontal document portion axis 22 and the first decoding
lens axis 32 when the decoding lens 30 is in the correct position for decoding the encoded
image 20. The image angle  may be defined as the angle between the horizontai document
portion axis 22 and the text orientation line 42 of the anthentication image 40 when viewed
through the decoding lens 30. It will be understood by those of ordinary skill in the art that
the authentication image 40 may be viewable with varying degrees of clarity when the
decoding lens 30 is oriented with its horizontal axis 32 within about +/-5 degrees of the
decoding angle o.. It will also be understood that the decoding angle o and the image angle

may be selected independently of one another.
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[00047] It wll be understood that the angul ar definitions above are

exenpl ary only and that the actual encodi ng paraneter dgfogn'hq;ozsiﬁz may vary
dependi ng on the docunent and the needs of the user. [0 8?1 ndi vi dual

encodi n : - ' [. - r.-provided.

User - pr g(\’/qlﬁzgngfrt\%% Pﬁgﬂ%egsﬁgﬁ@étrgé %Xa%}ﬂ%gdeglﬂlﬁ%ﬁ?%%b%gﬂm?%nwgw OPertaélFi actively
or may Iteat tisegepial emtoding pataprictet definitioas giay was deyerddigy &ofht \Gab@nertand Gree
enbodi ments, .the user may be offered predeterm ned authentication encodi ng
par anet é‘PEdEquélFer%?ﬁ-ves fromwhich a user selection is nade.

Non- user - provi ded, encodi ng paraneters may be pre-programed into the

sof t war E00048} et Indisiditsl encodimg patameters mazde ustleprovidesdt orsnonptseegrovideddi ng

par amet . al e calcul ated ;or determ ned by the.software.as a
funct i Oﬁfsg "E;a%}(’fodr%ggg%oy %W%W@’nbceesuﬁﬁe‘{)%ﬁa u%qﬁrge;ag YF&W’S@P%B& on. A
pr ocessisagplivtirafd st ToLlat whélby ihelsufiRaref Th s6maBRbEdinehR, th WBer Ady t¥i ch the

encoded inmage is generated or characteristics of the operating environnent
(e.g., Ofkmdqredatqrginedgutientieptioneneading parameter dlisrmativesisenrwhjeme Beari ng t he

ol a1 oy IOATE sl SN oo LA g B oy iy B TRED SRR i

angl e. Abftwareatrirsteityabld fbrardantstorage. aVed-istg-stigplrdRh patSimetefsatimpiiance or
ot her %on- user-suppl i ed | Bforma i on may_be_ 1 ntroduced into the:

aut hent iPE SEiCBIRted Y dgtermingd b M| SOftvaks 3 TRetins ofg Diaqeating eNQIRHAsEGE essi ng

Ci rcunsiafg i Si : ' L7 s | o the
processi ng gr:n %ﬁ?}l rsl%gle@%%é Agitj)@ﬁé nsgﬁltg%glﬁﬁg%aﬁ% &g?clgg%gé%n’l:%(e@é%%@??gt he

t ext of at whichriboetmddédimpee isgeniratd or Thaimcieristidsdé theaopertidp ehoinedmert &ygr  of
aut henti gati.on by al]Jow.ng an_investigator to verify infor i,on found on
the T acebgried ohdenithcion ot e rRotese srpath e Apuneiu e HGETHIR ng a
decodi ngo@d®MeinkdBY h PRAkIcYmines rhi®hshiD th BaHRGIAFER n;ﬁa:axhé'tgr dudgst | gator
woul d be able to determine the date fromthe encoded gl e and conpare it

to the dandecedivganga. u%ﬂfermé?dmnfqrmpﬁo@@@qﬁmo acpt@d;salﬁgnim,umﬁmnd bngtlher
bt hont Fe B BB R BB e vR e ae TRl BHBBhrRGtior BB st i nol udes

at lea codi n raneter that i s non-user-supplied. The,

non- us ot (LGRiEs el s Phanaiin Bro R R 4t BROOIE ey be
tied todaieRhReRuCHMAakdes %1ABIAD R HOCARRE or PRALNAOIY GocuERIFoRIhET thi ngs,
I ncl udi ng an encodi ng paraneter that is not "controll able by the user

provi de$ngndst dmages aveigathedextaf shesenchgedsimmge 4 fixdda Thisproyvidehan additional

non- usek - | | raneter(s) na .set software. | i censing
o cont 1t B e ERERE SowBRE ATV EiteMont el ssPimaon ot plBeTate °
or gani zatpiriafed dSuiiesC o earapleMa an thCodea ImEESHavidsPidco8in8 RG S| fifkctionally
paraneter(s) may al so be constructed by the software without input fromthe
user . 1aclated to the document date, the investigator would be able to determine the date from the

encoded angle and compare it to the date shown on the document.

[00050] As noted above, encoding parameters may be user-supplied or non-user-supplied.
In a particular authentication method of the invention, the encoding parameter set includes at
least one encoding parameter that is non-user-supplied. The non-user-supplied encoding
parameter can be a fixed parameter or may be tied to a processing circumstance as described
above. Among other things, including an encoding parameter that is not controllable by the
user provides protection against misuse by a particular user. The non-user-supplied encoding
parameter(s) may be set by a software lcensing or control entity or may be set by an
administrator of the user’s organization. As discussed above, the non-user-supplied encoding

parameter(s) may also be constructed by the software without input from the user.

10



2 3 MAR 2001 [00051] At S50, a digitized encoded inmage is produced from

the digitized authentication image using the encoded p r t.
di scussed above, any nethod for creati ng an encoded |ﬂ%§r@9§r’%ﬁgﬁ

aut hent n : t he
717 Pa{aebgtﬁﬂ nA t @%Ithégg gd édﬁt ?#@?éﬁoﬁéﬁgﬁﬁ g'sst?ée}gggté%ﬂqt o

pr oduceinaage mmgauechaodmmmten@t aAs drst:msad &boeqmryayethdnhfor nmptmg)au espond,
for exanpl e, cer nunber .of pringed Ilnes |nc |nted
t he encg‘g'é’ge‘il s ff%&’ﬁéuﬁheév\@&%ﬁiﬂﬁgep PRY Baigiyd, Retu °8@ E‘E
decodin 1% e I I uency
cor r espanbe n ool P AR nGy rﬁﬂéde%éﬂ%é%%ﬁ%@%f‘gﬂoﬁ%e‘b R e
encodedemoudg@ﬂwhamgacmﬂ&hrfmﬂmty that mm@cohespmﬂﬂonemmsle toatoerteinof t he
aut henti ca re at, The.en e out S an i mge
11 o antohedt gl BeSpdtingn, WhrneraRT e trood YR ebiefYery, ¢ he
encod edﬂirﬂﬁﬁﬁhgﬁyc of i dpedesshinl 484dd, Yreidthily tahéht{éﬁf’ak' T%@ hatihg hi@esof tware
is integrated with the docunent generation software. The document

cont ai nfmeguaniy cemespdeding treiet ofdhe envededbiandgar t her  processed, transnitted or
printed. It will be understood that the encoded inage is graphi cally
enbedde&)ﬁ%ﬂhi andeethddrgurzaaﬁbnmded ivaagei tas beerpeonsinededs itméy beweausdd/asn t h t he

docunent . pcument t he, pr.i nted epcoded i m will be
et oguit v tbe aBatieatLymase Raalt he chlielimBes PrE RE SERL AT R 1 ne
cor r espendidicaJerRn 1ag 1%\‘%&%10&'- o MBONREERE nﬂﬁeﬁ&hveﬁg $he &Qﬁgé'_tf’ﬂmd
illustrative enbodi nment e digitized encode € is added to the word
pr ocess badnsesed diestiyfnta thtodnenment if theragfiwiarehis mtw@ﬂcg vdthride daeyeendr

surroundin sol d.col or ck und e, .n the farm.of eometric
shape. s BEfPratotfopaie crne REIAES iRt nlhediBo et By BRI eq encoded
i mage rrpyod@@e@rm:ﬁhﬁfédldﬂtpﬂn&dsmﬂﬂad iReRtedd thathosmuist infdpe iy g3 Hﬁbaﬂlyi nmage
or background is also rasterized at the selected frequency so that_ the

encoded embagedraihip theglgcumerntodhal dt g Prigted sinpyltaneishr with ghertasgment. oWheme
vari ous | le

i mage arﬂ:(la hﬁleﬁ{mhpﬁﬁx rpé ghﬁﬁﬁh gﬁ&%fl%ﬁ?%e Vi sﬁgf’%lﬂ‘l%rgrgn ﬁgrg%éolrag%zdggi i ts
assenbl ¢sht (ti cagnot beiviavaldekcém wihathel Cibﬂmpbﬁilﬁglﬂecodhigghvica The nmtlmnldmls éu

i nvi si bl § form The |atent inmage beconmes visible only when a decodi ng

| ens coR€Pructed for the sel ected frequency of the latent image is placed
over the |atent image. [OOOS@Aj The d Itized encoded i mage of the present

i nvent i (90058Y b@%’i#ﬂﬂf—@ﬁwe@h m@ﬁth gitized enserdest Weage ipadded e & Wofdge and
dded
added t %B&@§Sﬁll‘£ H!ofa G640 ?1} altoﬁgner ga}%[?%roﬁl?d Bface eg)‘f}s{?nlgg%ﬂc%?é %?/d g&'i@ll S nay

be done mare used enco
background that may be in the form of a geometric shape such as a square. The ‘717 Patent

describes how a rasterized encoded image may be embedded into a source image or
background. The visible image or background is also rasterized at the selected frequency so
that the encoded image may be adjusted according to the color and density of the various
parts of the visible image. The encoded image and the visible image are then printed
together, with the visible image reproduced in its assembled (i.e., visible) form and the latent
image in its encoded (i.e., invisible) form. The latent image becomes visible only when a
decoding lens constructed for the selected frequency of the latent image is placed over the

latent image.

[00054] The digitized encoded image of the present invention may be similarly combined
with a background or source image and added to an electronic copy of the document to be

authenticated. This may be done by the software used to generate the encoded image or by a

11



11 2 3 MAR 2001 separate software program or word processi ng program
subroutine. Wien the docunent to be authenticated is priznélgﬁi t@@ encoded
i mage (and any background or source inage enbedded w thét %13 ed i mage)

IS al SOggyairdtd Eéftwal’c\?h}o%ra&@& Qg:‘ﬁ‘&%ggééﬁﬁ%?%% siittiside. ' e%ﬁnﬁrﬁ il e on

the printed copy, e~ encoded | only roug e use of
a pr opebet yutbentmated ds pénted) itregerdedédcienage (dmdomy ibaclgraumdme sbines imagef i gured to
correspan th encodi afaneters o e encoded i nage. [00055] The
documanf‘mgﬁ egﬁ‘é‘ﬁ]otgﬁe?‘i‘?gﬁ‘ggﬂ%g B i?rl?rH’ct‘é‘{j %ﬁ? gleg’tai’ pynd AW/ TS8RICEIt | on
printer gm. Hvambid | 1“%9 eﬂﬁ%ﬁf@\%ﬁ ' 1,00S.
These ma ag%:%cr%de %@g?%ﬁféﬂ%ﬂfye,ttfléﬁgﬁg ngnl n iéo pr‘?ﬂr% (ltalrﬁgu o%hgbg
exanpl eof aprapedy oriended ddcoding device withropticalgitogediis configurbe encdrmegpehdtto thee

adequat . produce an.encoded .i.nmage that can be easily verified when
vi ewed glrll °§“§%Raﬁ?‘8§e”88’éﬁﬁﬁﬁf?d%éd\ﬁ@ ®resol utions may al so provide adequate
encoded UEE s JoGroficad chafed Gmesh BaT bepOEG Gy RPNl Yl tspoliton
cor r espaRdieRd sERGRMIRE c&ﬁﬂoﬁﬁ/ﬁoﬁﬁ@imﬁ% RN cﬂ’ggé Q#t%g%}sg ’I’l%%belgﬁgt lens 30

is placed in the proper orientation over an encoded has been
pri nt edinphade lekst, inlefet, thontal and heigotprmtersfheadaimpid. | A resohmiga of Q00 dots pear | y

di spl ayed, Jf..the | ens Is rotated anay fromthis orientatjon, the

aut hen FERGER hiihest Pt do e adsvaleda or iy PLoard Bents, et o be s e,

[ 00057] vefifieDWReroIBREH SN hEnRl dblifinddlY eBlve 06y madppl i ed
encodi ng araneters may Bendeterm' ned by fﬁgﬂaut S%%%%‘?Pfgg{%o t@é\"}g?éé
programfespis.parti cular, the software program may generate encodi ng
paranmeters that nodify the orientation and/or position of the

aut hent [@MS6bn Ommgeintesl, theenthentigxtiondmageifrom wifich ihe epomeddthapewge. Thi s

nodi fi cation e rand or ,syste ic, but |n either case, th
ori ent anoéﬁc?ds}%ééB? ?Hez{lﬁg{ﬂﬁ?‘%}ﬁ%u%ﬁeﬁﬁwmqn@%i%ﬁ?&ﬂ&&%"@ 8.j _gsi deal | y
uni que kkoven REFiER Y, Whel® EATBOYs plARGH iASke pﬁﬁ&r&ﬁﬁt&ﬁbﬁ ob& AUHEHR 1%%% y add

the non-user-supplied indicia or informatioh into the authenticati
i ndi ci a20 1t havbren pented v dosumenidiariien M yhedmtimnsicatibndmage 1Ons ddarko as to

i que. spisyEh, ARGAET e VAR Ao i Rt e otR anpedi o ©

conbi nabeamesiihdreaingdy distoRedhndumati®blaut hentication image, the two inmage
portions will not match up when decoded. For exanple, in the tw docunents

; 3 ? . tl?tgo;)ﬂ?% 2 J?Eggg {%glb;?g%?ﬁ% e ink3rtic) S8 or Rofs! iIhREr-Suplid Sncddltp
parameters may be determined by the authentication software program. In particular, the
software program may generate encoding parameters that modify the orientation and/or
position of the authentication image as viewed upon decoding of the encoded image. This
modification may be random or systematic, but in either case, the orientation is varied to
produce an authentication image that is ideally unique to a particular document. Another
approach is to automatically add the non-user-supplied indicia or information into the
authentication indicia. The non-user-supplied indicia may be placed or oriented so as to be

unique for each document.

[00058] When an attempt is made to alter a unique (or semi-unique) authentication image
using a “cut and paste” combination with a portion of another authentication image, the two
image portions will not match up when decoded. For example, in the two documents 120,

130 with encoded images 121, 131 shown in Figures 3 and 4, the authentication indicia 110,
(“Department of Transportation™) used to produce the wallpaper authentication images 122,
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("Departnent of Transportation") used to produce the wall paper

aut hentication i mages 122, 12 2 3 MAR 2001 132 is the ﬁ?g@‘ﬁ gﬁmboth

aut henti cati on i nages. However, through the use of rand I Systematic
modi f i caBR Mh@fsmﬁmreuﬂmﬂ{_ehﬁeéﬂoarimhgagﬂ@w&@tﬂréu%mghs@maﬁdum o
docunent, the_ authentication image angle 131 for the first authentication
i mage 13¥stergaty medifiestionfof ghe authenticatiopd mageyingle B froof dachmentioalodument, the

aut hent i ' . e n.vi d_using.decodi dev.i.ce 40., Thus, if
an att er?p@%# t@ﬁé@%@éﬁ@?%g ﬁ.rv\sgrautﬁg%t{c Uan 1naee ﬂg?il é{%‘hf%fﬁnt %ﬂ@ %% cond
| mge  1ddgd gl BN thd sebénd ATMEMAEADN itha§t €30 wHRSWBHEN USRS uééoairf%saesi&em in
Figure 5. This mismatch indicates that "the docunent has been altered.

[00059] PR dbwe ifanaempeisiradeto superimipess drpesiedrportinm B34efghe sqcandriageenai n

unchang . , 0 t the ci. ng. of the .aut.hentication
I ndi ci aﬁ?%ﬁ t?@%gﬁ#{éﬁg@?%%ﬁq%ﬁgﬁ Irﬂéttﬁggeﬁ%/s Va?ﬁlgﬁﬂ “%glg?]ﬁeaﬁ' ﬁ‘il@ W‘{&ﬁ%per
aut hent imditatenthatthgdodutmetinha3dRei fteredtach docunent. As shown in Figure 6,
when an attenpt is made to cut and paste the wall paper inages from

porti ongo00Ed9, Thlkde@mbowkndik: thelRenERBBton iflhge i3/ biagqeﬂﬁﬁ%eﬁiang&amge

will be distorted due to the msmatch of the text  in the two inmages 1122,
1132. [fvoodeument ioglocumens b thespacing of the hethengication thdijmdh isuni que

vari ati I Qs | t used.to.counteract .

count er g gsl%?ﬂh%%ceéﬂ%%g%aﬂ?%%ﬂ%%@éﬁ Eﬁ 3t E%égﬁ@pg?réﬂ&thgmca PHREEEHS UPGE FOTat t enpt s
to cut aach deairenhAd shons in Fiduies nbatathtieiRERMAdeQB \cHLArd ke the

docunent s--each having a different encodi ng paraneter set--to create a new

encoded W%@Eﬁf 1Rpges rf@E_HP‘Pl'yonﬁjbm 1 3iewestehdecupeatsathe reswltingecededi mage
por t 1 ONSmikd driP6e AbSALd SRR RO HharcbARTRE fFhe xngg%%egg 123, 1152¢

docunent - uni que encodi ng paraneters are non- USer-s paraneters, even
count er fygaddang r r.. ot pri.nter of the docunent is.deterred.
00061 19006009l 1 BE BRR AR ind foe B aPbBicr P ppialE VB et RDEncoc ng
par anet eutanietdraivan de vied thRoubibeciunGcitg. IOMRE te dRIReAEE ostated atde

I nvention may allow the software to  determ ne paraneters relating to the

or i ent atPigkedolates aisRiafusut gad pasie Rertigns efdhe prepdpd Hmages dom muliplexanpl e, t he
sof t war ot ' | - TP [ a my
be. made ConTet® BUThEnEs RO SRR, Sariod ME o RO FRAY Bl B

i dent i f iaskeadily idegtifigblecheicanss ltye alebantichioh immge powtions tild be wiisdlighedandéor5, a
counterfeiter_ atte apply a portion f one encoded i mage over

anot her ,ﬂmﬁw@& BMISS% Rt qgﬁﬁﬁle%tﬂ@l%ﬁa?ﬂﬁas BETMEETHArE MopEsCIopRided at
two di T iafaeitter@RIEounferfRIHRY byt Be SbfAatbPSr d@{t%ﬂcﬁtﬁéﬁ Heht RldeRireli M€

Thus, even if the authenticat’ion”i mages e two docunents are perfectly

al i gned (g6ug1POSAL b AfiinativaGo of AIRATHAT0 Wetetmildd the Bfcdll FS M meters relating

to the authentication image, some methods of the invention may allow the software to

determine parameters relating to the orientation or configuration of the authentication image.
For example, the software may determine a decoding angle a. Thus, the decoding angle o
may be made unique so that otherwise similar documents may be uniquely identified. If, as
previously described in conjunction with Figure 5, a counterfeiter attempts to apply a portion
of one encoded image over another, the result will be that the decoding device must be
oriented at two different angles in order to view the entire authentication image. Thus, even
if the authentication images of the two documents are perfectly aligned and positioned, the

tampering will still be evident.

[00062] It will be understood that the above-described orientation parameters and other

encoding parameters, as well as the authentication indicia, may be used alone or in
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[00062] It will be understood that the above-described orientation
paraneters and ot her encoding paraneters, as well as trrz agﬁﬁe@h cation
indicia, may be used alone or in 13 2 3 MAR 2001 conbi t3i t stabl i sh
a uni quecRgHIRRto estAUBISRh thRue UBAImdH ey * i3t PG dob@ient B9
tanpered wth and which mayﬁlal low the ¢ rcuﬁstan@gs&g?ﬁﬁocurrent generation
to be deingytainpendd with andwhich mey blow tigerictunsidndtds af daciyment gefdrativh 1o he

encodi n aranet ers..and t he . aut ticati L ndi ci a.may be user-provided or
mon- userBRBaRe W gRse e atibe aBhor ALt e sheqtil TarmBaERand Mo ument
aut hent | fidnfPati®h Indidia ni’a%r%rﬂééf-?ﬂaeﬂe& bf Asttset-Beovig. of a plurality of
authentication imges combined to forma single encoded image. The

aut hent '@%63;” R PR o Y Gn VBl '6&,%&:@9&{%&%11&&%:; le, one or
nore of the duthentication 1 nmages nmay be ’based on user-supplred indicia

whi | e ornecamplisheé thxckgsht the nsd ofeuplivality afahitenticatipg ésages\cobdbited e foromn

non- user - sypplied,, i ndi¢ja. Any, one authentication i e, may al be a
conbi nat ﬁl?ﬁjg B‘FCOEE‘EW@Gp EJIhF @Hﬂlp%tbqagp%mnga umﬁé@v&g&ggﬂeéﬁmm i¥a.
[00064] Fhgff, BheoSBYR R heARMMQRER N ihﬁaf.]s%ﬁ BbRed ﬂ%@r-sgag%qﬂdibﬁage from

a plurality”™ of authentication I nages. e stral ghtforwar pproach is to
di gi t al | whideoris arenart edditiomad lairthenticafiominhdgen tday deibased onogpesusensuppliedi ngl e

i ntegrated. authentication inmage. The integrated. authentication.ijmmge may
then b BHISH AL dhe S DertioR e herraroBy° B & Grahonfon B Ber SRpLet 3R or o
t he encoglidtbnhReAiRbREd SEicka,f Or the authentication images may each be a
conbi nati on of user-provided and non-user-provi ded encodi ng paraneters.

However, F41e ' ' ' ' I ,ffer
For e T e s R A R Be PR ot P T e
Slec odi ngoffuthentication mfiggbbsx @xgestr@.ighém%wmﬂ] e;lal;ldemhﬁs trgdigiatfim c_athiac Mqﬂlara]éty_

requenc et c,.) . \oU e the.sane for e.result i.s an encqoded i mage
hat. i olieRitaR tyfed into it cedief pho RO R bt e e BRe g 1o be
vi eved WafRenficatfRl RSO RIAY NG &%@@Heag}n%ﬂ%ﬁ 2R th&thBsibgy HReuay desceibed! e
orientation over the encoded i mage. [00065] Another "approach is to encode
t he pl urAB pefprepthicneoing paameisn setninydte athankigationimageh@en pand s anet er s

"y
associ at ] t ' i h [ofeTe]] £,
docoder §ubihidbold? et RORALa f nd e EPERIEH spORATe PlpeES PRSI o,
i mages. disian@ettivation Ape@acdding paamglets @utddiefdr foregeh amienieativrdiaiage thdat ,
when printed, allows only one  authentication inmage to be viewed for a
gi ven detusafling paiimetess gsosigied with the fecoding if Hep fawg&%d imgegdbethe deepdings 7- 9
il1lustr ' r t :
aut hent ?%%%gﬁ@&%a@e egé% Eé)zv&&?g%gg%gr aggogﬁgi?\%?%s%mngio ggg?derrgglgag%i gures
7 and 8 ibhat, wdien atisted, allows the entire integrated anthentication image to be viewed when a

corresponding decoding device is positioned at a single orientation over the encoded image.

[00065] Another approach is to encode the plurality of authentication images so that the
encoding parameters associated with the decoding of the encoded image (the decoding angle,
decoder frequency, etc.) may be different for each of the authentication images. Using this
approach, a single encoded image may be created that, when printed, allows only one

authentication image to be viewed for a given decoding device or for a given decoding angle.

[00066] Figures 7-9 illustrate an example of this approach for the case when two
authentication images are used to genefate a single encoded image. Figures 7 and 8 illustrate
first and second authentication images 220, 230, respectively. Applying the approach of the
previous paragraph, the first authentication image 220 is associated with an encoding

parameter set in which the decoding angle is O degrees and the second authentication image
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first and second authentication i mges 220, 230, respectively. Applying the
approach of the previous paragraph, the first authenti cgtg’ mRi e 220 is
associated with an encoding paranmeter set in which the ngmgngl eis O

€c
degr ees : %ﬂ-;' | | ROEhi g%ﬁ% is 9O |

associ atzgg%vésgkﬁc léﬁ&gﬁggg:éhg pgréﬁrréel?%grgget |1r11“1:1\%ﬁ%c%ct e %Qeg%ﬁl ng ?r%f"e s 90
degr ees.The thevdénrpaiametepassorkitel witlateaecatingldeviddart the sdme doli thgtwikevi ce are
the same for the two a hhen ication im (i . gge aut h ntq'&ilc tion jnmages 220,
230 wer duthentiralips Hugss: i €8 ?fﬁlcaﬁb%%f’g iotz pegdiee WA BQdE mage

240, V\hipggﬂm [ : gmmgm i : Lhlustrate a
docunen portl%%%@%hv?ﬁg%%atlﬁg enco edcrllvr%’%gtg&[lg@hggéﬂam%pp e:“gd. I n

Fi gur e JtguresDaogmadrbpilisitate ldomdiengpattion 280 R6@hick therdneodeddmape Basdegn ees,
allowing the first authenticatiaqn ip 220, tqQ be vi d, The second

2t hent PRakE in Fidie J5:58 ADPRRAR QoIS e P SR At O g aMFRE devi ce
250 has thegat 5@5&%&1@%in9&%e geg Ffl%sviewéﬁlefﬁ@ééc&ﬂfﬁfﬁénﬁgaﬂdﬁ%a £9%0

aut hentication image 220 and allow ng the second authentication inage 230
to be viremeids hiddeo el Figure Shole dedndlingninvinei 250dds beatrotatesl tstiiesiaesFi gures 8a

and 8b, .fhe decoding,a e LS ..C | et el y, .l ndepende of the angle.of the
S0t hnt i RAEREFeEng B n R PR RbE 22010 SRt rgphd Sy BORE R cr o
are at ligagd 230/ baa¥&wdd) which a single encoded inage may be generated
froma plurality of authentication inmages having different

decoder -[a066¢| atiSHRABOh J iateA UBNEL Shéwn fnlﬁigell?egggg%@@&,hh@a@chﬁ%rgiaﬁ feijOn

separately and integrate eminto a single “encod | mge; a (2) encode
t he aut rempiately insiependegtef the angle aftho awthyntication indidimghdethe enthontimatipmage. A

fl ow chart of 3 met hod that uses the first of these approaches to provide a
single G %‘Eger'mage fromtw authentication inmages is illustrated in

I
Fi gure T hod begins at S, 105, At .S 110, auythentication indjcia for
a first Topgedl ot Tt ?@ﬁtﬁ%ﬁwoawsaw icjctsingle Racodet oMY T BFIHELi a may
be in thedh ngr;ﬂfty%f' ahtiBRafibd ﬁm%%% @iﬁ%{?@@dé&&a@@%@éﬁwﬁ%ﬂcm%ﬁ9

represented digitally that may b or use In authenticating a

docunentparafieters:a (i teendecach anthéntidatodorsepanatelhand integrata theleinta £singlen i nage
may be either, .user-s | ied,or nop- user-suppli.ed. The authent.i cation
ndi o a SREGP e IR 3¢ K smiad o AHpsicaiop IR pbliaueBeORo A on
whi ch t hacstegunBpd. AFicResiREaifQtnetR6PEABRS Tl dfth&d aPproB®hits kdiplovilR o ext
or other data taken fromthe docunent itself. [00069] At S 112, a

det er i ridgloencrdsd imagaitam B puhentisatinay images igdllistmisddafigie Pndbemgthode i n
the T or geaing g 81 t%?ﬁ‘io?%ﬂ&%&&&% ib8dia f3R Birst ahthRicatiBS g 38 bdcERRL O

I ndi ci a aFe accepte
The authentication indicia may be in the form of an image file or any other data capable of

being represented digitally that may be desirable for use in authenticating a document. The
authentication indicia for the first authentication image may be either user-supplied or non-
user-supplied. The authentication indicia may include information relating to a processor or
station at which the document is generated, processed or printed or may include text or other

data taken from the document itself.

[00069] At S112, a determination may be made as to whether the authentication indicia are
in the form of a digitized anthentication image. If so, the authentication indicia are accepted
as a first digitized authentication image. If the authentication indicia are or include data (e.g.,
a text string) in a form other than an image format, the data is rendered into an image format

at 113, the output being the first authentication image.
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as a first digitized authentication inmage. |f the authentication indicia
are or include data (e.g., a text string) in a formotlye? Mﬂgnz%'p | mage
format, the data is rendered into an inmage format at S 113, the out put
bei ng t {60070]st Bacd Atk Ror WRARIth the fdst SudB; imasd 0 2eirig 9di N9
par arretgsrs for use with the first au&en?llgscé?l on %ﬁg%%mgﬁgg?ﬁ%%ﬁveiﬁ at
5114 and®ldésefseambiedinoa firsreppoding paliamgtepactansi . Individial Sbb@ing! ndi Vi dual

encodi n aBLe" e _user-provided, or. pon-user-provi ded.

User - pr g)\?lr 3312% enca‘gcﬁ%' i g& 1@55\3%(?8%00 "?F&f/"l’f%“‘%gp EJSP%EFOWE@ Recqdling parameters

i nt er actmayebes/suppli the usas itk ftware.
Non- user - Rr oviu§§é‘mé?1yc odiun paraggyve?grggﬁlhg$€gueﬂ Pg %%W&%éﬁegmlgyer h?egblf %‘

sof t war ORI W“W&Bloém%ﬂ@mthapmcta@anay\thmwgrmH 16 tRNGIC R

par anet g;$ ulbated or determ ned by the software as a
function o?tﬁgyag?éo%g%gﬁtﬁgs@%ééé AT eH SR Inehrametais den deg et i on.

[ 00071] cAlcultetli® derrhined by dieGioftiaasae e, | | r e
digitized au(icgﬁnéi cati onyi mage usi ng thgﬁﬁ (?f;a?ﬂgcr??:%%%gﬂ%gﬁ%%e@%é’?%%ﬁ As
previ ouwra?, § %‘i.‘l‘,onany met hod for creating an encoded i mage fromthe
first a%@eﬁii cation inmage may be used. [00072] At S 120, authentication
i ndici a s8bSh, alirsh digitizedtencodadrimgge Breoduecdirugcthe ddGRien, t he

aut hent i ' Lnell c r secand aut hentication _ inmage nmay be either
user - sgg%}eiile ugfrmh%ﬁ-aaﬁisn rﬂ:lésﬁ%ﬁ?l?cé’ 0 pframetst PFén%iS&’éﬁt"llQ}ﬁly ¢igeushes, gy agai n

i ncl ude matliesi forticating anednabdeidmage froff B¢ BR& AnthehtiGLigh iﬂ%&h@’@ ﬁ_{édt he
u ex

docunent is generated, processed or printed or may In or ot her

dat a t ak@007RF onAt $R20JaghemRRhAtidd 5 . 122 .a deternmnation may
be made as.tg whet hgfl the aqttldtge]%taiidcaaftol}gggﬁ%ﬁh iaétlilg&écr égn THAESHES FEPHEDE a
di gi t i z i iecavthentieation indieig or thé sevond tithemtichii@ninmapa 8 be siflefh@rar €

accepte >ond . digi i zed thent.ication image. |f the authentication
i ndi ci agluapr}?eﬁ gr%r ?ﬁgﬁ%gé%eg ﬁ%?@g?&?ab%%ndé"c‘? 1Ry pe3im inglydsripfostopden t han an
i mage f talatittg to talyeombedon of Staticnderigeh ﬂﬁ%p&ﬁeﬂt@%ngxg%&% H%tce?séd §rf}1%§ he

. nco

out put bei nﬁdt%& secoa)g aut henti cati on i nmage I'ng pat}?’% ters
for use™ AW EGRSCRAr GRS date taken fom theslorwmerd itaelf received at S 124 and
assenbl % 'gﬁo a second encodi ng paranmeter set at S 126. |ndividual

encodi né’ OB anftit¥23, 4 dnterntivativacoapbembdent to cvHetten theMERnEBMidaSndicia are

user - pr gvihd s - | ded. and_may be proyided by and/or received
via any of t gp(é)fratra@ Elélggféu%%gg%%ﬁl%ﬁt #g%st.he ap flopindicia 2w acgepied ond
di gi t i zate scondidigitizat aehémicaliissad. T @Rah e Qi jn%]?;% i catjon

I mage u(si ng t he secjond encoded_ paramnet er aset.tm,glfr%é)/ﬂ.l nmet %%&;%%?%é‘ieea%ﬂng an
encoded “raveExt 1O R 8 furaeiher thar pe imagedormat, thedgte isepdered imedn iidge | S

pref er afriat 18198 Re output being the second authentication image.

[00074] Encoding parameters for use with the second authentication image are received at
5124 and assembled into a second encoding parameter set at S126. Individual encoding
parameters for the second authentication image may be user-provided or non-user-provided

and may be provided by and/or received via any of the previously described methods.

[00075] At S128, a second digitized encoded image is produced from the digitized
authentication image using the second encoded parameter set. Any method for creating an
encoded image from the second authentication image may be used, but is preferably the same
as the method used for the first authentication image. It will be understood that if additional

authentication images are desired, steps $120-S128 may be repeated as necessary.
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as the nmethod used for the first authentication image. It wll be
understood that if additional authentication imges are %jgsg%dzgg t eps
S120- S128 may be repeated as necessary. 16 2 3 MAR 2007 0 ] S 130,

the firg000msy sacomY, eraasiadistRRdendsRd b4 ﬁf&g&a@ecpfogg&!@&e%?ﬂ gl e

conposite digitized encoded i mage. The conposite digitiz encoded i mage
may be Sewesite ggitized ¢ncaded immgeuThe corapositadigitited encdded image may bevstoredat

S140. The &nc ' be,. 0 ) i fil d saved for later
i ncor po?’ g{ | ongﬁﬁggﬁg t%gcu m@nn%ﬁq}%k‘rsﬁgty%{ﬁe‘lﬁ&mwe %8@%%%%%y be

i nsert eduthut ecin imdgafide indeatQriofBitdér ihforpbiatiSPinty\ @A ulndent. nAﬁ%ﬁﬁ&gy,‘&é h the
docunent geperation software. The docunent containing the encoded i mage may

then be ®0fQflefimags,May. be sertedidirgatyrinte the dncupentif g soffwareds inseizsated withe | s

raphi c ) h that, it i rinted
o Tl arsotaea el §yert e QRARG: oS RabitBing bncoedimatedtey hipbe
pri nt ed ferticargectessed geansinitiede prhrdu 0Rd ehtodet $meRGe gRPhicalytsBeddeatwithie
aut hentiﬁ%éi on i magtgs cannot be viewed except with the_ corresponding
decodi ndMYEREEnL$0 thafdlis peted pHaultaneAwy Sithdhegocaments Whemtrdocwngiiies

11-13 il r f; | .Pgé)ﬁf% Lt r i | met hodol ogy
simlar ér%%dhg{e%é%%?ﬁﬂ%(gdgﬁﬁ% %lh‘gﬂ 1 gzﬁi‘%g\r%.heﬁ‘?bé)&%?o Slzoﬁ%ts Fates a first
encoded aitheyica3ivd imeges esuimt be micwred egeapy withakgemrespordirgcdecoding devics br encoded
i mge 310 .S soci ated w first authentication inmage (not shown) and
a parti S%VISPS'?@EGIB?@%@@@%SI% ameters including a first encoding angle.
A porti ?B%(f?l’i OI:, the first encoded i nfrn]tgief 310 is magnified to show the

ori ent at i Figaresilids iystiatedhe yss,piiBis appreeht with @ rasierization methadelegs af t er

[ ast er i fhilfto thireiBod thd 149 PaRhESFRURCAONISERRINGY: L1TBGE: #f0e ofi Ch vas
separately encoded wth the same rastérization trequency but a=different
encodi ngmbedded infregrep barkgreemd bitett. iThedirst3ABoded SImagsdit ia assbeiddwith second

thenti.catian i. _(not_ sh A portjon 322 of th d encoded
"mge. 3360 alFRAR R el s f BesicRler 5 obreofBEIRHEREEE SUNABEADI ned
backgr oyt eabedigg g8 dA ipdRER ALl khd At 8ldogad % iS'fO %ﬁ%éﬁﬁl #dssth%gw;]tgé es an

integrated encoded inmage 330 constructed by ning t second
encoded origatgeen ofi e lisepof thescqmbingdbackgeoupfl and endoded imageadtce rstedizdtiomage i s

magni fi by l: the effect of onbining the t rasterized i mages.
The int %qg‘g"ggé% ﬂg&n%é{ gé g‘?cr?ﬁ 31“_3?315& WP %@\78’ Cht"ﬁ% Smrgtfsﬂfo %Pﬁ%ﬁw}tﬁ ﬁ'tei on
i mage wieme sastrzadomnBeqleudchutiaiffélegéRddak ahf1B. Thé sdcofl@ epctdRq iRRgH 20and
will reveal the second authentication inmage when rotated to the Second
decodi nd® &igfiated podeAsrond qutheptiegtionimsse fokehaven. Whpartion 822 ohteseewdd
approachyt I QM b | | ] t.h | gation
ago. Rav N Ve Fuh1B T, o7 B RAch ARAT of (iR Tty 8 AL LORBIncS

background and encoded image after rasterization. Figure 13 illustrates an integrated

encoded image 330 constructed by combining the first and second encoded images 310, 320.

A portion 332 of the integrated encoded image is magnified to iflustrate the effect of

combining the two rasterized images. The integrated encoded image 330 will reveal the first

authentication image when a decoding device is oriented at the first decoding angle and will

reveal the second authentication image when rotated to the second decoding angle.

[00078] A flow chart of a method that uses the second approach to providing a single
encoded image from two authentication images having different decoder-associated encoding
parameters is iflustrated in Figure 14. The method begins at $205. At $210, authentication
indicia for a first authentication image are received. The authentication indicia may be in the

form of an image file or any other data capable of being represented digitally that may be
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paranmeters is illustrated in Figure 14. The nmethod begins at S205. At S210,
authentication indicia for a first authentication inmage) ar eRet}ived. The
authentication indicia may be in the formof an inmage file or any other
data cap@isirablsforgise Hyauthenticatingt sedbadimgit. dTHeyautheaticanioy irtkcid FordBARrs2001

desi r abl ol 5l henticating a docunent. The authentication_ indicia
for the ?Jlti&e%[tm autlhlgﬁﬁhtg%& S’ﬁﬁ‘?r At ~smﬂe &F nopusesupeked. sthaauthantisation

non- user indliefepinke theludd énforbARAtbIRARE R pﬂoeééh&'d'i‘ sﬂﬁéfn h\GhiBH fod &Hcﬁﬁlgﬁtti% on
relating to a processor or station at which the docunent I's —generated,
pr ocess e#FrsFatssh procesechor prinjed eronayincluds texo or athératatataken frakatie docarmenhe
docunent et sel f. [00079] At S212, a determ nation nay be made as to
whet her t%e authentication indicia are in the formof a digitized

aut hent i b@n i 1§ .s0, the authentjcation indicia are accepted as a
first di G’?P‘P@ed Aﬁgﬁ% r"i‘t‘{e?éfiﬂf%&fc’%l Ry maderas &0 whetherthe authenticationlingicia aee or
i ncl ude Wakafot®. o adigifzddttheplibdtidd)ind r : Ny e format,
the data is rergd.e.r"a ed into glr?ﬁ P%HS% I?fggeﬁaalfffsaadti@ %{i&% quﬁﬁb%gg%‘éﬁeﬁ dt he
first adSeie datizehathageatiqoiooge] Hihe authegicptimandicarse boinclige dwiai@.gt he

first a l.cat:] | re received at 214 and assenbled into a first
encodi ngL;ﬁ %girﬂ%hn@ éllrl gg%ﬂp{@ﬁgrég%gn 1%%%3\@3%1 the, ﬁ?:tﬁéﬁ rﬁﬁéjerﬁg%%@ Epagefaymaie
user-proaxisaéﬁl,théoﬁtpﬁt—he&grth@fmhﬁlmgnﬁdéﬁsﬁﬁ@gégyi ded encodi ng paraneters nmay
be supplied by the user interactively or may be supplied and stored for

| at er ug@0080]t hEncd - ' o | rapeters y be
pre- pr oS[r am"ngd i ﬁ(t: ot .%@%g?ttetl\%g%ﬁ@gv?m?@? \rﬁlr%\?g EQ&%%% %gaeaa%glr%’]cﬁ@g%
Non- us er><dds pesgmbled dafo ndirptensnding paranmyer abtsad SDES., kdlvidiuadbgebdaig det er m ned

by the functi.on.of a processing. circunstance or based on a
random se gédé%&g rr]f?a §'[bgél6§-1 ro e%ﬁﬁ%?“’ﬁ%ffﬁé%‘?‘%‘%at sghpiovifledicncoding parametsrsd

aut hent imay bosupplietiey the @sdreseiiéadely 0P e shlif; | ' oal g2 for

t he secongtwaut Eg{t i cation_ i mge mag be gi teﬁe Sggé@&gtéggﬁ“eagagrsg%ﬁk

non- user® iRR-UserrEroyified eneeding panmeteti mipbepry-raogammeddhtoctae keffvearaat i on

rel ati NGyt @rigv4dioE Lon. at igh t docunent is generated,

processed or pri ntﬁﬁg{asw@.ﬁﬁ)gsZ‘S{xé\é]{e%&fm MR YHPETS TRREAIS? PBm t he

docurnentcalculaddior de@OARE] bAtheSARKar@adefREHoTGHd R8cdiBine e cHRSEn@Sribasahet her

t he aut hentri cgti on indicia are in the formof "a digi Fi zed aut hentication

i mge. 1T Y8 RE S iORent i cation indicia are accepted as a second

digiti z?g @iﬁhent' ation image. |f the authentication indicia are or

i ncl ude [ (At 3220, quibenticalion indépia for asedamdrmithehticativh amagmare regivetior nat ,

Lhe 2t Sdutn FRIRIEHod 3 tal BPRE sod R Rlneilcalias Hhade oy e Bifer B0
supplied or non-user-supplied. The authentication indicia may again include information

relating to a processor or station at which the document is generated, processed or printed or

may include text or other data taken from the document itself,

[00082] At S222, a determination may be made as to whether the authentication indicia are
in the form of a digitized authentication image. If so, the authentication indicia are accepted
as a second digitized authentication image. If the authentication indicia are or include data
(e.g., a text string) in a form other than an image format, the data is rendered into an image

format at $223, the output being the second authentication image.

[00083]  Encoding parameters for use with the second authentication image are received at
5224 and assembled into a second encoding parameter set at $226. Individual encoding

parameters for the second authentication image may be user-provided or non-user-provided
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[ 00083] Encodi ng paraneters for use with the second authentication inage
are received at S224 and assenbled into a second encodigghﬁﬁéaﬁmzer set at
S226. | ndividual encoding paraneters for the second aut a n i mage

may be unémayibe\ircddedisy adroryscived viwamiast tHdprévidudiMRestiBéa nRSdSEN wig
provi de egﬁ and/gr received via any of the previously described nethods. It

will b&@CURERSOPd it Hirdditional agthenti¢aiian imagen eretdesiaed, 6leps Sa2@52260 maylbsi r ed,
steps S20dniad 40 repeat ed as necessary. [00084] At 5230, a single
digitize encodgg&}ésfg%e i's produced fromthe first and second digitized

aut hent i L4ON | i t.he firs nd second encoded paraneter sets.
Any net[ﬁog4?orAg$g’Z)t?P§%gg%B%é TR %SBHRIHSWQ g‘&tfﬁgrﬁ" E2A%PBn i mage
may be digitzedHuathentégiohiimegtsRmIIRfifsPREPsEENI RodddPashn { d as

out put of the aut henticati%én sron?t war e at e8240. 9I'he enco é%ge?sr'rag may be

out put  &ethad foraisating ensodgsimngosfiomdhe fiest anthénticatiqroinsige amy tierused. aTikoc unent .

Al t ' , ' ] ted gi |y, into th
focurmond 4 el entOERERE Fily bRAEATRfetich B ShhEF ofdhe lhertisar st a
sof t war 8240hEheleotehinage andyciersungt bhien BRGRARE ahIRIEd M afePRBoDSratibh t her

processec&m tc{?ansm' tted or, printed. The encoded inage is graphically
enbedde P RAAFHDREHe AMiSTIRRRR B8 cr¢pded imagesnayt beinsertedlireatly intethes| y with t he

docunenigocd&a i ' ' , rj e ded i e wi|l be
b1 otuced s e if 45 SREME R huceB B Wil 8L ade el Phaof BRVGE ThO B iSR! be
et T L B e e T v
ends at . i gure i,| Lustrates an encoded i mage roduce
usi ng t fF¥ 5%[51?1 h BGPRie yemggqsd@ﬁi“?'i'ﬂ@ﬁdﬁé‘flﬁ%épéwl@ﬁ m’liﬁgﬂ to tﬁat

descr i betimilanbdisly Vi tftoeHent! WhaNEOHShrl iR 8%t aRTRANUPHRLL 2 Oray

background bl ock.” The encoded image 410 Is ass rst and a
second &megrevitll enrpdiced imieeaoded Bomunen that dzciuticaic atiprainmged ¢amnbie set  of

di ngs S ding..di £fering first and d di les.
Pt i  HesRAreRPE: Hih hl bRl Rt et bf achicesr, ThRgesioapods AESTRY| vou
d i oyl t ly. A portjqn 412 of the first encoded il 410

and encofef Al ool LoD, 12,0 e {1 st encodeq e
i Nt egr atetreACAtRethbIRSEy 33fPlo tﬁhlgiéééeﬁb\}\:%in M}37W§%?ﬁtg Td{eé\'ie;%ofeﬁ%‘%é |

reveal the first  authentication Im en a deco ce 1s oriented
at the fi9embeldedintag sarsybaskarendblock. Thy emodedanageciiNds assbtieed ivdgtd on

| mage e _second decodi ng, angl.e. .[ 00086] .Sone enbodi nents
of t he%ﬁ%%‘?%g‘%@gﬁtggﬁhé%l @Pn HRee, g?ltes?'ng}vﬂbﬁa%fh § 3 P UIa"e??f‘:Bg%I}fOii‘l‘?ﬂges,
each of puhinetersimyluding differigrsPindREShPIHCHERE Eﬁ?&é.% thi¥BRGRod, ik frstand

ed | mages,

iIIustrativg enbodi nent provides for the genéeration of two enco
each hadfg“ &

first encoded image 410 is magnified to show the resulting line structure. Similar to the
integrated encoded image 330 of Figure 13, the encoded image 410 will reveal the first

authentication image when a decoding device is oriented at the first decoding angle and witl

uthentication angles are rasterized and encoded simultaneously. A portion 412 of the

reveal the second authentication image when rotated to the second decoding angle.

[00086] Some embodiments of the invention provide for the generation of multiple.
encoded images, each of which may include one or more authentication images. An
illustrative embodiment provides for the generation of two encoded images, each havinga -
separate set of characteristics. The authentication images of the two encoded images may be
the same or similar or may be entirely different. The encoding parameters of the two images
may be different so that the encoded images may have, for example, different image and/or

encoding angles or different decoder-associated parameters (e.g., line frequency if a
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separate set of characteristics. The authentication inmages of the two
encoded i mages may be the sane or simlar or nay be ent i2rgIMARiizbﬁprent.
The encodi ng paraneters of the two images nay be different so that the
encoded rasegesioneyicditivetechbquesi asgt) e Thelviddis eRtodidEgRametelsFor the B@di Ng
angl es or different decoder-associated paraneters (e.g., line frequency if
a 19 2 3°TgRge es gy be Anyzeambinationcs gserguppléisstang menivsesapplied pememstearsi ous
encodi ng, Ak : ' be any conbination of
user-suppli eﬁ%ﬁ&%})‘%&@sstg?ﬁ :g;t&%%?ch@@cg]gxfa ﬁ%&ggg&rg%% uwe.b BEBP*hed so
t hat t hecasadhepatameegeess woridbeestablished 86 thaConly BneOf G ITIdRE Ynagedse, the
paraneter sets Hgl | shed so that Onlﬁl one of the encoded i mges

t waul d‘«ﬁﬁ: st abl i ) ) . A
is  docufstentingee 'qg‘et‘) T i by parialinuniayr theapargallyiinigrs dovwaear t i al | y
uni que d Y-y r [4.Sti n i |
docunent %ﬁy’gﬁgéxat d ’Pﬁ‘;é;éhp?’gir& ﬁ}%{d a(:rm‘f{gncﬁ}’?it@o%%%%g#&?&%?g%mé—hg% oded
i mages pfaodiiced i n the above manner may be stored for later use or
i mmedi at el y enbedded in a single docunent, each encoded i nage being

enbedded[00087]s ubduitipieieatdded theges PrivTBN AR @50ve e} MafBe 9LRA foFpEe Wi th
mul tiple authentication Jmages. [00088] As previously discussed, in

vari ous MSF iemeisicdy embedded jrea sigle spcurpent; arpl arcadad ithage heing apebedded inabl e
 hat tive = m e ; Ut P ;
for docrstmily B8 sirilfmpllits G 8 SAPRALLN illed B SRR GRR 0" | MO8

docunent #nagks.| e sone are unique or sem-unique to a particular docunent.
Aut hentication indicia that may change from one docunent to the next may

be referi08088]o as pravidwsh} @isdurshds irtvaridas hpilcatibmdirehmbByd of fiRlinReamR!ie, be
user-sup&lﬁg for a particular docynent or set of docunments or may be
deri ved PEHRE destrabls hatseme pr albpf the Apdigipiapppaviag impirious authentication kmages for

user - supgid i . OV east sane of the
of or mat R Kot By o SREHTRE méd 6E0An0R B blisty Borflal Sl P

appl i cat #rique arfsemitonignett a patibdapdoeuseit duahedtidatien nbRid thad @apéhaage vehi cl e.
Vari abl e, indici.a in ttE:ift%Fcase m'](jzjht include the identity of the |[ren

hol der, P8 Off ficHypen REXtERY Degeferred to apxatiablciadicir  Yartableindicrmanhat nay
be used foRegdinfblitaaiéd i ' : i fJ [ t he
it Dot i o ok LRl oy LBl O or MRl on P B o
i ndi ci a ¢ralyed fromethie degunirnt ftselt dAllGingentiathe nditih e bewkeckappdiad giyes Yhe " name, "

be t f d t, b t.h t I.ndi Ci I.abl
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the exanjpiage.oln i lefPldr Epplicd8bn, heedddukdes tol HaGir6tested e6ME HE Y gid &8 | T en

vehicle. Variable indicia in this case might include the identity of the lien holder, the mileage

of the car, or any other piece of information that may be used in an authentication image to
allow later verification of the authenticity of the title. It should be noted that the category or
type indicia may or may not be fixed. For example, the indicia category, “name,” may be the

same for every docoment, but the actual indicia are variable because the name may change

from document to document.

[00089]  Continuing the example of protecting a vehicle title, indicia identifying the lien
holder may always be included as indicia that is sent to the program performing the method
of the invention. The indicia is variable because the identity of the lien holder may vary from
title to title. In other cases, the user may be given additional control over the type of
information to be used as the variable indicia, as well as its identity. For example, the user

may first select “mileage™ as the variable indicia type, and may then enter the appropriate
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hol der may al ways be included as indicia that is sent to the program
performng the nethod of the invention. The indicia is Va’{@ﬁﬁﬁ m?ause
the identity of the lien holder may vary from title to titl%e. 1'n ot her
cases, thifeags fdicimywlich GilV@ian 86l0iedi 16 BahstReN i MtheA¥iitichiBiabe R&i@ will then
informati on to be used as the variable indicia, as well asS its identity.
For exar?ﬁldé?oqeﬁe user may first select "m|eage" as the variable indicia
type, and nay then enter the appropriate 20 2 3 MAR 2007 m |l eage indicia,
whi ch wil09090hen FBsedisadiciagre thost thetcire anchangdibonm aathanged fragpalocutenttow | |

th b 000 "Fi xed" i.ndi cj t hase, t hat h df
unchang SRERRGH dBEtHIBR o4 tt Py BEEHT i aGEn Ragstianued Dhy MeRetBer but w i1
of ten beugstiahkbBned Hynsdr BEHPGE BeftwRALLROK] Rlé?ugﬁgégd’n‘%F geﬂia%‘%fﬁ%%&mﬁ 1Py the

software itself. Returning to the vehicle tit an exanpt e of
fixed i R@icsraplernd fixadindinia thebmaybe nsad anj all titleadruments sowld e Dieparteniar t ment

of Tra i on, - E] indigi,a coul.d be use for. ex le, to formthe
wal | papen![? %@%@MO It H‘g%{éi@%ﬂa(fﬂu@r]f’gd@e@ﬁwafﬂr??%?%fﬂr@ the wpllbagef-fyPe
under st @atheaticition inhgdbwinhe Fighet 71 B wiH®@ unfigsiosd ma@-ﬂlﬂﬁlﬁl &M ingRfd RBd 1 mage

may be fixed, the encoding paraneters associated with t I ndicia may be
vari abl &° §3m Hquthepsicaipnimngs may be fixpdtbeenaodimggacaoersets pssagetedrwitivthh nay

vent | o R ey vl B aench R all. e ShoRIRORASER Pl B ng

par anmet éesloosmehttumiqeeat e an encoded i nage may be read or generated by the
sof tware executing the nmethod to produce the encoded image. The resulting
encoded [00080% NBYma@ ¥th@SmBoding B lo8 iR ihfentdRNdnie/oralRFkid ﬁdﬂ-ﬁ’s%r—@ﬂ%fé@ nt
printed with that encoded image. In sonme instances, the software may

est abl | drdif3Rnd/erpncoding nagngters negddo sreatecmrendpieg ipsagameydegedshared on a

docunen i | ; ' ] t he acune to ich the

encoded Ehaasa By s £l SRLARHERAAL Bodich the'laadimuER phe Ralltheg

ci r cunsteacwied image inay serye as 4 sigi@iene tlendBsL parBbllANddREn e ridyd Wi @it at ed

with a particular docunent. This may include the content of the docunent

or any @EF IHEY BSIEpIEnJORaserUpRIC G3 eati on,
Cqded 1mags: I sermg Apstances, ol telplish liedringi

pr ocessi b b C J 0, ' Ch LLUNMBt ances

Por o persodiis Pubeibanta € dodifelBidorss R UL ECREGIBR IR TP 21PR

documnentdogrseniém shichdhe encoged image is foderdpplied. aAs oseddferdife “doevimemtal and/ or

oper ator_.gener at.in r processing.the docungnt, or a dqcunent, nunber based

on a rufk ﬁ%ﬁ?‘%ﬁmu%bs?ang%n@%ﬁe @gg%msgar@?,r%éggﬁmgﬁr quailinpEsecigied ithka of t he

sof t war @artichl 66N TR 106/ iAdIEEk ik ChneACHTROHoRRAESSARbrFhd CUNBL ances

may be used to formindicia ]
circumstances associated with the generation, modification, processing or printing of the

document. Document processing circumstances for a particular document may include, for
example, the date and time the document was generated or printed, identification of the
terminal and/or operator generating or processing the document, or a document number based
on & running count of similar documents or based on a number of uses of the software.
Information associated with document processing circumstances may be used to form indicia

for an authentication image or may be used to determine one or more encoding parameters.

[00092] Document processing circumstances may be determined by the software using any
method known in the art. For example, the software may obtain time and date information
from an internal clock on the data processor where the software is being run. The software

may also obtain information about the data processor or network components to which the
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for an authentication inmage or may be used to determ ne one or nore
encodi ng paraneters. [00092] Docunent processing ci rcum;lzaglci@ﬁi:rmm be
determ ned by the software using any nethod known in the art. For exanple,
t he sof t data pravessonistcanmected Merha 86kt At endynilay BB indivia f60MW REddihBRdMadr C! ock
on the data&&ogﬁ?@gr where the software is being run. The software may

al so obt HHOTHE ¢ decumsatitsetfhe data processor or network conponents to
which the 21 2 3 MAR 2001 data processor is connected. The software may
alsor eaﬁmpﬂ%ﬂi c iRPCPAEHE Rrogessite Ciecunsiantepmay nlinde gerdrgtbdlamf/od frevided bymnt

Itself. processing circunstances may al so be generated
and/ or pgreg\g/llQl ?jﬂzgc?f@%fé;ﬁg@ﬁel%aq,lﬁr@wgsPgmp%enﬁﬁ%ecét,eg&) the Gt ces i eb Argther
connect eprotessbing sereBcnOGES fhe Qita PRStE i RSO r cted
to the dﬁga processor via a net?/vor E® Wfsﬁfylgﬁeﬂréence' W)ﬁﬁz{%ﬁ%&t&f(g@ﬁgﬁ

aut onmat etP-d8cuismtedgachmpnt apthentication Syem 500 fordncarpaetinperabietintpenitod
[ [ ' { .51 d. .t
i ort ach Byt QEMAENS Al BrdiE: S1d e RESRIARBE wlirineg 830 ad Berieriidicr e

t o procethe dut prmessontidnhabd amfigaradyto pebcessisoftiare arm%t@gql&. Qbrylfdeod eent i on.

In an illu tratétﬁg enbodi ment, the data processor 510 may inClude an

aut hent i REERCHHY e fvention [a a8 iBusirative erabedimert, be dgtamecessns 540mirarinelude i on
i ndi ci a gNglithdrkicatt¥iG 7 -J.ndj ¢l farm.one or.nore. .
digiti zeg aur hacattRime %ﬁﬁ%bﬁ{é%ggg i ibBivel B Elnrd R oo EHion SR B i
encodi nghqsassarecadess theyndicia tefoenwed o nwre Hetizd atthvhticatibe itsgk. Thet er f ace
520. The u%n% E QCES.S 0 may,. al so i nclude an encodi ng paraneter nodul e

514 thal TeCs n ﬁraﬁ §’éﬁ{’3‘i°§§1_gd?%%?tﬁ'@ maarberreeedyed from thearrenwiaae user
par anet dnteafke PRI ThStd proc@RGOAN Y K16 Hofidb b Sk EIAGR! LBk FRgeS- AN
di rig e drgitize

encodi ng_nodul e 516 uses the encodi paraneters an
aut hent | Gatieeivesiag assembles sneading parametersintbeaicoding parassotes bets fayusbén St or ed

in a dat : e 19 or sent to, an enbeddi ul e 518, which

i ncor porégltcééﬁgﬁ% %lg@g%ﬂe%ﬂ?eﬁzlﬁgqugg&d%%% ng “F?FBH? Y38 iy AsedBent and
encoded pargeiersrny thealigitiosaithenticRtordage SloUopstRici R B ded nfe, Wit €d

using the ‘Egl nter, 530. [00094] The aut ormated docunent authenti cation system

500 may HBP%BC SRt R 8 datd stosegeriaedule 819 orseabiotaneimbedding encsitte §1Ratwhicly be used

to cont righorbb8idd S8 Sk i Lon —process with the data processor
510. The authenti ca‘?ll g%éagg%g% %?853\%%%9%4@%?&%@?08%%{?@ enqhdgd oagsy |

nodul e omayibe stostidn dgelathestorage fodute 1D ehpiiked asihp eRidridr 320, sof t ware may
obtain authentication indicia, encoding paraneters or data relating to a

pr ocessi[000%i]r c The birtom@ted Ascuibdt lautheniiageH S 586 ﬁiagaaistoEiﬁcluH@& :
aut henti catign control device 540 may al so be used t prevent unauthori zed

use of tAyEeRHsHioncPrnelidsrics S0 thet may be used to control the use of the authentication
process with the data processor 510. The authentication control device 540 may be a separate

processor, module or data storage device from which the anthentication software may obtain
authentication indicia, encoding parameters or data relaﬁng to a processing circumstance. As
will be discussed hereinafter, the authentication control device 540 may also be used to

prevent unauthorized use of the authentication software.

[00095]  With reference to Figure 17, another aspect of the invention provides an
automated document authentication system 600 for incorporating encoded images into a
document wherein some or all of the actions relating to generating the encoded image(s) and
embedding them into the document are carried out by an authentication server 640 connected
to the user’s work station or data processor 610 through a network 660. The network 660

may, by way of example, be a local area network that connects a co-located authentication
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[ 00095] Wth reference to Figure 17, another aspect of the invention
provi des an automated document authentication system 60Q JoARNHAY porati ng
encoded mag(égql ntg a docunent wherein sone or all of the actions relating

to gener’qtV® e RinEditheef datrenyeqesyora AH0. Altbedtivety thd wmhanticatdd W@ rebe GUorent
are car i, thentication server 0_connected to the user's
wor k st at i%g?]@foé%noé%{, S&B@g %%Js‘}(?rtggfogﬁt%?%%oﬁg o ORGWR bewg comgstasarwor k 660
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ei t her deglede athanthemticatibatcantrglideoies 90 aBidheARY o8 RS caﬁo@%&%é hgrOf user
dat a pr%gassors a%i may be connected to a wuser interface and a printer
630. Th&BIEDEEME 920t henti cati on system 600 may al so include an

aut henti&@gi ﬁ)n control device 650 attached to or in conmunication with the
user daPWO8I o Dassaytomated deqopbiutiensicationsytert6@DR AN B hsedltb BRAY bEAinlyON

t f.th t hods _d bed h i n.
LW T] e med daaol B f 0t il be esr S aErrgiaet e mesbods watcd up

so t hat bsdinddest upedol thatfsotber alt bf BRSCAHSS F8EEkRE oMUl i
i nteractjve .tran actign conduct ed_ bet ween theousepgﬁgt?gﬁtﬁ?tg%g@%or 610 and

the aut RERACHER FUIuCted Dehwegm the usendaj processens Ifeand tineaushemtidatiotederan 640y noT €
of the &okillanso ®f urd j tion e carried out by the
user data 1pr.oc essor @%idgﬁ\t}‘ﬁ? F@c glﬁl%lbgérac’fntgérgg%&a °f H’gxr’/i‘éq[}?%tq?gi‘?slnﬁ?@ﬂ%%ﬁ ed
out by Ppearsigd Ruihy ffhaumrdamgnmsso@g?o v{hI’B%Q%ZPr iﬂ%r@ﬂitdﬁiiﬁﬁpi\&:f stsfé%ﬁ&éaent :
an inte sion ma st abl i shed between e user data processor
610 andbﬁtﬁﬁé}tégtaﬁrgg?tfcgﬁ?qﬁwggﬁser 640. As part of this transaction, the
user magor@?ﬂnt to the authentication server 640 one or nore authentication
i mages Ig 48 exemplarvembadimentne) ingatacsive ockisivg mer nestablishedTheemesiay

t hen beiheseer dira ba8e ' | r..640 roducg an encoded i nmage
that is retur ne%ilg'_t 0 S’?ﬁadlgggéri a%uggbng%%oglssse = 8‘&@ Rﬁﬁ@?@?mﬁ@%@&@dmﬂnﬁge

i s enbetRfE &ay b toltewetientication SevE e Dnerinkire duthbRicBfi O Ha SR Rnd/or .
aut hemb&eﬁ;}r‘?ﬂoﬁru' grf_ﬁ%ﬂ docune tgpérddl t |ron%l non- user - suppl i ed "authenti cati on
i mages and/ or enco eﬁgﬁnﬁ apgierh e These sraydhen bsoused by there encoded

i mage bauthdiicarei eV 64@Ed BBARE . anot her exenpl ary
enbodi nent, the user nay slgbnﬁﬁ’t% aﬁ%%gﬁﬁr%{agg%%%ﬁ%ﬁ?gﬁgﬁgw%{ ﬁ%ﬁt i cation

server BREESSQRRIOnwheredbeencadet iomge dscrabedeind ied dotinknt khd BtotdEordREMIEN!

to produce an authenticated printed document. Additional non-user-supplied authentication

images and/or encoding parameters may be incorporated into the encoded image by the
authentication server 640.

[00098]  In another exemplary embodiment, the user may submit an entire document to the
authentication server 640, which creates and embeds an encoded image into the document
and returns it to the user data processor 610 for printing or storage. Along with the
document, the user may submit one or more authentication images and/or one or more user-

supplied encoding parameters for the authentication server 640 to use in creating the encoded
image.

[00099]  In certain embodiments of the invention, an additional level of security may be
implemented to prevent users of the method or the software from using unauthorized images

or encoding parameters. In these embodiments, encoding parameters submitted by a user are
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and returns it to the user data processor 610 for printing or storage.
Along with the docunent, the user nay submt one or nore %g%pﬁvﬁ@ﬁation
i mages and/ or one or nore user- supplied encoding paranetér e

aut hent i validated befory e efeded Bnags & dohsEh@ad. | TEsE BEL&NE “,r':'i’é‘q?ayi {88 Q9099 In
certain embodi nents of the invention, an additional |evel "of security may

be inpl 18y depicey Woh A3 the authentimation eonteal evico 54Q teedd ahtindependenblayersi ng

unaut hor} ; | ers. |In these enbadi nents, encodi ng
par amet e?%églﬁ% 2: tE(Zvcf dgf/"“gﬁ‘%%g?‘gglr"g%“g‘g&% @%ﬂﬁ"ﬁg’fﬁ%&% § BypRdl an
encoded fhemgeof multiphstalidgicedechiRpRs tEABAE A MR SiefRtruAGtd Wenkle mige  of

ext ernal deyi cgs such, as the authentication control device 540 to add an

i ndepend@ftingdhe pncoged nage is aupherizgdved from the control of the user. In
certain enbodinments, this may include the use of nultiple validation
t echni qud9019P]c Figwe 1&ismaflaw charepfaimsthod of produtiog emenvoded haige weedingng t he

encoded } s rized. 0010 Fiqure 18 i.s a flow chart _.of a nmethod
of pr odu%%drll&gﬁ;bg eedn?x?@agl@&ed? eﬂ’gfe'?%autg?i"@ﬁ%m wesitke BEthedds | nventi on

wher ei n vdiidated defose thehaided dbh s pRodusad. iR MBBPHedifs at\Bh5 4k fore the
encoded imag,e I's produced. The rre?hod begins at S3 aan&%at 83%11%#%’

encodi ng®YarRgParmeieshand variablslindiciadire fegeizedby tedataguodpgsarirentdag trepr ocessor

runni ng > oAl i ese,may incl ude any,.combi nati on of |,
user - supépl{ﬂiﬁ\eeflctil%at% %ﬁgﬁ?%é e’l:ﬁ[% Se:%%%p]ﬁgugjeaé'%p ﬁ8WPP8§?‘? USEREHRPIE ARG RROSHC odi ng
par anet esuppligit aufiBdicativn BABA, and/ov endodinasarafeterlsS A¢ 8RO GAEY330 adetifkdiione i f

t he encaodi ng%ﬁgqr rrgters. re&gested, by and/or provided by the user fall
within préd d3° efermipe di1heienrodingmasameters requested by andfpeprevided byithea may,
for exanieffall Wwitkih ; yea| |10 h codin ramet er s _that
the user may subm P %&%&@%&E&%ﬂe@%ﬁgeﬁ&tﬁ&ncg@e aée%%?em rﬂ? E\%"{&g’ f?’ﬁ%@éﬁ%nl y a
cer t ai n inglyde predetermined limifsion he ancodiog penirtarothaphe ageratdy@bidic ddron i mage.
[000101]ex levgrui ficat.ion crt*tet\rig‘?mayble est abl i shed based on the termnms of
use agr eBd RS By SCrIWAY Rrdisrmitied ta ghqqse gRlv acartem psleisRtion dareRsy A anet er s or

aut hent i erintapionion gk SitBentich®on @igef i cation criteria may include a linit on
t he nunber of uses of the authentication software or the nunber of encoded

i mages t[0ab1018Y THE vBIRAUER Eritelid @#@%ﬁgﬁ@%ﬁbﬁ&a%%gﬁé‘k@? %{ee%%e[dﬁggs or

i mages nmay be incremented each t tware 1s us Vy, a
time- babewssdari ki additiophiodisnitironespidiag pannesreonmyhdadcitivel indeth, tHe000102] The

aut henti catd on software may be configured so fhat an attenpt by a user to
exceed u‘%g%lgg PsHiiapay glcﬁgﬂg aéﬁ‘&‘f)ﬂ?ﬂlf %@ﬁ@%% Ogﬂleiaﬁmegﬁ%?ﬂoﬁ%ﬂﬁﬁ@
out si de drhike #ghbeE 0@Endéded images that may be produced. In either case, an actual number of

uses or images may be incremented each time the software is used. Alternatively, a time-

based limit such as an expiration date may be included.

[000102] The authentication sc;ftware may be configured so that an attempt by a user to
exceed usage limits or to use encoding parameters or indicia that are outside the terms of use
for that user will result in an error message being displayed at S335. The error message could
be displayed, for example, if the user requests an encoded image having a rasterization
frequency outside the range assigned to the user or if the actual number of uses would exceed
the usage limit for the user. Upon determining that the authorization criteria have not been
met, the method may be terminated. Alternatively, the user may be prompted to provide

input meeting the authorization criteria.

[000103] If the authorization criteria are met, the authentication indicia may be used to

establish a digitized authentication image (or images) at $340. If necessary, some or all of

24



for that user will result in an error nmessage bei ng displayed at 5335. The
error nmessage coul d '~ be displayed, for exanple, if the ugef MARUWEBES an
encoded i mage having a rasterization frequency outside the range assigned

to the ubesuthsnticitiontindiefatnal bevendaed Rf forth @ ¥ighardddmBe 8epkeviolsly dfaifed.i M t
for the _yser. Upon determ ning that the authorization criteria have not

been e apihentisatipR HaGey may Asoringinde Ren-usar-senphiad pythesticatioe indinis. May be

pronpt e ' ' t . au | zat i criteria. .[000103] |If
e but tar /0% PitheRe pefidher B o AF R Rleh Atk bR Wil e e
to est aised mrensoddithe hithadicatiddienige Gabi SBE0| Masendoding prRaRSEr & b4 ludef

necessary, sone or all of 24 2 3 MAR 2007 the authentication 1ndicia my

be rendPBASESUPBISH SRcedipg prREwteryHpddition e ay BReEPYPIUicd eneasting parameters.

aut hent igattQRidoBREGED @}g?ﬁ ' uds - suppl | heation

I ndi ci a. .Atr gﬁﬁo g{ti%eq%%%o |ﬂghg%#anetegﬁjgageﬁlghté’sas(gu"o ggt 6?gﬁ;%rgﬁSraytlsnsllencodi ng
par anet eliscassed. The mbthodgndreat S398d t 0 encode the aut hentication i nage(s) at
S360. The encodi ng paraneter set may include non-user-supplied encoding

par anet ¢060104] addhotedthé Metiofs bE@E iFeRARbA ﬁ*ﬁ%m%ﬁf)ﬁﬁg ¥BiheF Be reqhbf
resul ti %encoded | mage may be stored or enbedded into a docunent ‘as

pr evi oud¥yhe viet f creaie an grodpdimage woidd bain &wes of fleoomabsr ofisncededimagehe
nmet hods h Qe Rt ' o r.t r t .. by the
user 1o puilEe SRR e kel R Aegbhas BY e IERIB A T tRB B e codea
i mages uaér ey baperinittedse make tn whlinited nunbard coarded hakgesde perydiakgtherighhe
agreed-g&on {er of use, the_user may be permtted to make an unlimted
nunber c@ﬁ@cﬁ'j‘gga ferifemaber of snepded images or irreate encoded imagsaoplyforer t ai n
nunber ebrigneeassof tiRges or to create encoded images only for a certain
period of tifme. [000105] Verification of authorization to produce or

receive : ] ' : 0 i r.. of s. For
exanpl e ,[ﬁ{gnnl %g? 22 ﬁ%‘%ﬁﬁ%h gg%‘ﬂsr Ity "E§¥O Blgﬁg'?%%&g&g‘%?%e%ﬂ%gg{g %%Oﬁl lgﬁﬁ? %%% devi ce
may be besednduistesldn amimpekelways. Fopexahply, a&eﬂﬂcﬁ@ﬁc@écdtﬁz%@bﬁoméﬂﬁat att aches
to a pa ey may contain a

| el USB t.al of ter., A se It
separ at é%h]ﬁ'&‘ﬁﬁ’g%? c%qtra)@ Eé‘agﬁmgv bg&%npéj ﬁ%{g‘ﬂw lgqsygg G NtaPipGeRd Parfer | y of
th j [ t hat
e CONpit @ftadhes Wc;d Fatalidl 8Y US® forfl bAE “t[ég ﬁ%ﬁgﬂb&g&gf T%?ﬁﬁﬁﬁ 'ats%@ga!fﬁéf a

is usable in enbodinents of the I nventi war e al nst
Sof t war enqmerzEcsiyckaadior powenstipak thaf operate\indepindethond thel gempBystocnisciothey

Arlingt i Sy Lllinois. . [.0001 .An ecurity key or. other, |

aut hent %%aﬁgﬁet}%o ?X@Plpa%ﬁ%%ecfl:}&ol(ﬁﬁlggjtﬂ%u%?%d? gpallpgélmqr%s Qéﬂ"? HYERHBS y

cert ai n theHESP (BhrdeaeO A MBstBVINRS Plicyd Q6vibOaniIsHe Hork ho&RIEs KigwRhgd he
Systems of Arlington Heights, Illinois.

=

[000106] Any security key or other authentication control device that may be programmed
to validate only certain ranges of encoding parameters and to prevent processing of the
method if the received encoding parameters are outside these ranges may be used to carry out
the methods of the invention. These devices may be equipped with a clock or counter to
monitor the number of encoded images created for use in document protection. In some
embodiments, the authorization criteria for a particular user may be stored in the
authentication control device for use in verifying authorization. Authentication control
devices may also be adapted to generate or assist in generating information that may be used

to represent a document processing circumstance,

[000107] In other embodiments of the invention, verification may be performed by a

separate authentication server, such as the server 640 of the automated document

25



met hod i f the received encoding parameters are outside these ranges may be
used to carry out the nethods of the invention. These devyi §edARE}Ibe

equi pped with a clock or counter to nonitor the nunber of encoded images
cr eat ed duthentisation Ry€ler6 608 Bhowdi B BighlearT. Asrho‘ﬁ&f%ovﬁ, 'ﬁ@%gﬁé maw)%
authorization criteria for a particular user nmay be stored in the

aut hent i393PtEe 0 easE qub Eorge oF dbof the actiamsirelating tofggnergtim drhercodeat immge and

Aut hent i ' 3 r.o devi Ggs ma 0 be adapted to generate or assi st
in genereﬁéeﬁgﬂfggﬁg{ror% ?CBWGP%gﬁwr?ﬁv%ﬁghi?% alsp e,aé%ﬂteéét@,ygr Wstunment
pr ocessianthozizhtanbren earyihf 08d@dde dotiof Hier 8 Eﬁﬂkf@iﬁﬂ? %nf But%ﬁ@oﬂ SA¥6dihg On.
verification may be perforned by a g&garate aut hentTcatioh server, such as
the ser REFamelers srck ldbanpendee prpcassoufithit 25 2 3 MAR 2007 aut henti cati on
system 600 shown in Figure 17. As noted above, the server 640 may be
adapt ed [PBOXO8I r In enstexsmplarpembodimeht inlvehictcs barns is ededttd bgry Onigenecakilng an
encoded nd..enbedding it ipto.,a docunent. The server 640 may al so be
adapt ed tpgg%fl?fega% Pr%Fﬁgranﬁ{g’FB’ﬁcaﬁ‘_@?HP@%Q%@@?WﬁbméﬁpeF%?@Yact i ons or
bef ore tdoamsli&l awga?mde}iéhm 0P the RREOHA Mdﬁﬁi%g% ﬁohﬁ&l%nhq:ghtﬁ& tHe €'
0108 gry enbo I C

data processor 610. [00 ] I'n one.exenpl Iment 1Tn wh a server
i s used SeeIE% Of gnceded rage crnatign.| Wifen atrbgneatcior emwdinglistdcaiyed by fhea@net,ng an

aut hent i | ' ryer be .ceptr.al |, ntrolled by a party
ndepondaat St T g kS B GonE™eraria eengly oGR8 it bychoe ke

secur i t jthohddressofl étk dorpyeer eérRiag B redBe The r&LHRA UafaOWhRAGRA) BluliSudpcei ved
by the server, the server usi ng known techni ques, detérm ne the

nmay, ) T QUES
i dent i t UBPLSGHfRCoURE Pypmeteryand{os wssreSupplistaulraticationgndiciacmep theatber  sendi ng

the requ@stnarelis slofGiG | [alod er~ suppljed encodi ng
par amet er s pg.rr?d/ or us gdrn ?%%pé%?aﬁ)g%he%ﬁ%ﬁg? %atT?lg ﬁgﬁq’%rd#%' $0 Hﬁ@g’tth%ﬁlsﬁ%e
conpar edimitations hawt mot beearaxacedlad alfl the fegdedt oy withia thesever’s ThensRt MeT thery al so
verify that.usage |imtat ldo s have not been exceeded. |If the request is

wi thi n CHECHREPEEmgT G ERld, SFeryse may e e gaquestetRasyiva verifisgtion mashe
Server mRyraGomiviel Bedid (hEMIES worRsidd Hferob b fitld G uB ot ol d QN tted

back to the user's workstation, thereb e user ‘data processor

to contcoatnewiththe peoqsss Mersusekioupplisd pasinedrs ecbtharsaret etitpubncedédiey server

out put t he user . dat r,ocessor be included with the

verifi cg@?'gsﬁ?d%{ﬁre%eéss e bf’ﬁéci‘%‘%p})"é‘ g &pehieRtieRs Liveutise, Hdbeg&yers r equest
falls oulesrtimentiahtheivaatd RAuddt FAlI8 outidehutdiRatitiritelid for B8 WY, thd & NS 2
negative verification. This may include an error nessage to the user

expl ai niFHYMSReesyEY verifigation t s maxn inchrde 4heo0t 0@psagh & themisér explaiming the
pr ocedurggifesfkidedi@gpove may al so be conducted by a

=

[000109] The verification procedures described above may also be conducted by a
dedicated authorization server that is adapted to authorize or control the use of the encoding
process by a user data processor but does not, itself, conduct any of the steps of the encoding
process. In embodiments where, once authorized, the entire process of producing and
embedding an authentication image is carried out on the user’s data processor, the
authorization server may be used in place of the authentication server 640 to verify
authorization. In embodiments where some or all of the encoding and embedding process is
carried out using an authentication server 640, a separate authorization server may be used to
determine if the process steps should be carried out by the authentication server 640 or

whether non-user-supplied encoding parameters should be transmitted to the user data

processor.
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dedi cated aut horization server that is adapted to authorize or control the
use of the encoding process by a user data processor but ZaegaRopii7i tself,
conduct any of the steps of the encoding process. In enbodi nents where,
once autfher1apdic shéifld 88 bhpiecibed &fiE ool mpfedY6f 18; |

aut henti cati o]ral | mage is tc)%r?li ed out eonmt ﬁle use@gﬁgg?naﬁg?ggggs@gs?ﬁ?%lg

aut hor i 28ty and thatrapymetend dfevetifging the eptating pirambiersanaybersed & acordeacewer 640
to verify., authorization, |.n enbodi ment ere so or, all,of the encoding
and ombddi §ioRF bioBAdegts of B uRtion: Bshodgoeats B tHgh e SR RGHioRdS ver 640, a
separ at exauid ef iheatdrRelaRA MAY bR a8t th hshliclEdiR WHeREthb hisdr Mo

steps should be carri e?:l out%lray t he aﬁt hent %@a!tclg%é] sercver 620@}.&5‘%?{% er
non- userigbsrnceds esnsedicmymiwr efimagesostoentaicrecertarmmmitiet effintages treeraser

data pr .. 2 MAR 2007 [.000110] It shoul d.be apprecjated that

t hese né’t% ﬁg(g§P%Pe‘vg‘r(f%?‘f%(c(gtclolﬂﬁteﬁ?oéﬁ%’i‘/e‘ﬁﬂw'L‘?Xt@')‘i' viee “Efﬁ??/‘{)(gﬂboﬂtﬁ%lt any

met hod aforkestidn/iBgpichenteRs et ﬂemn&hmr%wﬁh RYwHRsHEST shdh RLFELME W th
vari ous enbodi nents of the invention. Enbodi nents in which thé verification

is ext dhsgate pp theeorkeiation i nrovideadditienal tiwerie agretba snéadingnofimess withentwher e
t he user agfﬂ%chases the right to encode a specific nunber of inages or to
encode eP eftai n nunber of inages over a period of tinme. A clock or

t ' _ext. devi ce independept of the workstati
or event ORI CRRy Gl SR EeBr Ao R feshisiee miay PoHSeadh SRoaRHga Piber 1 g
the dat @neanéther Waﬁa@mhm[ué SerP bOMoRRtiAH dhd t’ogs@ﬂmttﬂld}’é effRidt fisd fgpencodi ng

software wi thout “paying. [000111]" Multiple verification/authorization
t echni qE¥HeHaFios expienie, an audieptiention spftwinetcustomer maybh docated ipenvoffite arul ti pl e

tiers of ' t rm.t re effjcient use.of .the.  system For
exanpl e,aggél&a‘ﬁ?%gﬁpy ?gk?sl’gﬁc@%F @\ﬁérdég%ﬂg’?e% 3 SGRatRIG, WOTkSRLPR 410 office or
agency undthodsefyheiseestioneaitst tvelpdf atthofigtidiEvirFicatioPma  Be kgl R AW tHesisat | on.
In certain nethods of the invention, a first |evel of authorization

veri fi catqrstetinn lepd. Whikt 7 sesond levpleof pthorizofinmcenrificaiéon mey be applisdiagthe second
st o e BUHRPIOER SRR NG Gy e BB ORRY bE oAb S HRERRPY | ove!
Such multiple verification techniques m Be advah ageéus to nonitor

over al | cymadeedodeddpege creationdior fhercustbmet asielires erodedinhagesreationdad i mage
creations,.at, .ndividual workst tiol%s or g‘r'qgﬁ)s of workstations, which may
use di f FRPEdpalworktations o5 Zropps oL otksiations Whieh Py Yk Gitisreat eRcF®g nunber or

type of panerdas of RG%o okRMI03A dttddh WLl o YAUDE SicoldifiygenTent agency may

wi sh to purchase the right to create a spe encoded i mages

by usi ngod¢1a21eBG WSt eFRhHRIS soveRN S ragen%?rntlﬁ; Wish to purchase the right to create

a specific number of encoded images by using the described methods. However, certain

people within the agency may need to produce disparate numbers of protected documents.
Multiple verification may provide for a central processor (which may be an authentication
server, an authorization server or both) to count the total number of encoded images created
for the agency, while software on each workstation counts the number of encoded images
created at that workstation. The central processor may be at any location in close proximity
to or remote from the local workstations. At any given time, authorization may be required
from both the local data processor (workstation) and from the central processor before an

encoded image may be created.

[000113] A combination of local and remote verification techniques can be used to prevent
unauthorized access. For example, even if a counterfeiter were able to steal both the software

for creating the encoded images and a security key for a user work station, he could still be
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people within the agency may need to produce disparate nunbers of protected

docunents. Miltiple verification nmay provide for a cent r?I I@mxgﬁﬁor
(which nmay be an authentication server, an authorization sae v or both)

to count [ i . . whi |l e
sof tver &0 eI pEUIBRE of endB0ER ke AR ARCIAE b toridfiln 0 AORARe OV
at that oaprdgredessom. The central processor may be at any location in close
proximty to or renote fromthe |ocal workstations. At any given tineg,
aut hor i 7600114] "Bysoa® meHods stdhe MKOMTdR0h Firdt el SGRLfAIA RAHABADHL4tion
(workstation) and fromthe central processor before an encoded inage may
be cr eatf’y bg emducted byna Eswiserven andrs seeonddevdl of merification end/arthdrizetion 518y

techniq % ori zed access. For,exanple, even
o congrei ki E BRot utichy 3R sl DB P BRPRPe o R SRR 0 "t e
encoded partigs casiomer ety d piurakieyoff edboding pRicedUskrs Sh&H Wit theh@wipul d stil |
be 27 2 3 MAR 200 prevent ed fron1§roducing an encoded i mag

eb
wi t hhol dIFPRESt HBS %’{%ﬁ?%?r maheAndpe & gel of epthprazatiop besedwra ﬁr{soémqlpi] I'n
sone net : 3 ' ' of verifi A
aut hori zagﬁlﬁ&ﬁoméﬁ%%ﬂ\g%%%ﬂég e%b%(f Y‘lfly%éréﬁ%/ag\réﬁéﬁn% a‘%ﬁéﬁécag 85%&/@ of
veri fi catinotw sacahdaetveosichan iney bewperael yohe licéreor dfth@escodingproesyer . The
first server may, for exanple, be a |local server for a particular custoner

havi ng 4001153 Figyreof9 Blastekéstdh aaiRS dotugicht AARhtdhtidh Syl 700/ Mat
processqr. The first server may conduct a first |evel of authorization

based oriR¢Prperates mudiiple ayhorizatiph dyvelsalibgdoewment apthentigation pystrre 700 inchlesnd

| evel of | fd ] o8 ' | I oR ver such
syt S AAERERRR B P4 OBl Ll A Bk 0P 1 o BEERAL 801 75

Fi gure I@twérk(7$0r dhe firsinetautloT60 mey ot emrile, didtallesl afeatnetrork ¥ad @ f#0 t hat

I ncor porag]es .mul tiple 7?1 t'hor{,zat | on |l .evel s. The docunent authentication
system 7 epﬁ%aégwe PRY PRt ﬁ"tefié‘&&'i tg?l dafapacessen 01Q ontiemaldvely.cha user
dat a pr ogeRaREatioh QelvBF PHOHafbd fehﬁ)ttelz T?g\éﬁ{rﬁlgﬁ?&?to tﬁ@ﬁgté?ﬁo%%ﬁ?ﬂ&riﬁ 760 may,

for exanple, be a local area networ rst entication server
740 may eitbergsnse,damusst dath processer T map be ons eba plvfality o4 dser dath proekssprstand

aut henti L on _serv 740 e tely.located rel ative.to the data

ot ocossdTAAGRRE S o fERR AT R R briny 2ot Buberdshuer st OB of a
pl ur al i tA50ahiayld ey bedtadhddl 0GR H6 SIrBmaRidatidiBVith heGRERRL SidcdRod7eser i nterface
720 and a printer 730. An authentication control device 750 nay al so be

at t acheqooerie) ho GRITMAIPERELBE 710 hily bBSQHRET ol It B5L5Rbre bt he [ 000116]
The user data processor 710 maybe a gpte 0 carry out one or nore of the
act i ons agtenscissnceaieduvith endoding angimmge forage if arthesieating adighantdcomening a

digital

c { . . .. . .
aggor&{ﬁ%% the methods described herein and for printing the authenticated document using
the printer 730. However, the user data processor 710 may carry out these actions only upon
receiving authorization approval from one or more of the authentication control device 750,

the first authentication server 740 and a second authentication server 770.

[000117] The first authentication server 740 may be programmed to monitor and control the
processing of encoding actions on the user data processor 710, For example, the first
authentication server 740 may be configured to receive from the user data processor 710 a
request to encode an image using certain user-supplied encoding parameters and/or
authentication indicia. The first anthentication server 740 may be further programmed to
verify that the user and the user data processor 710 are authorized to carry out the encoding
process using these encoding parameters and indicia. This verification is conducted using a

first set of authentication criteria that may be established, at least in part, by the management
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according to the nmethods described herein and for printing the

aut henti cated docunent using the printer 730. However, tie3upaR Hgfa

processor 710 may carry out these actions only upon receivVing

aut hori zgdi ' | t

Gevi co. 7ops ConRIYE, Tl AbeRatin BRVE R0, Uil BUlcTGhld 6B 4ERGiRN Atk

aut hent | GaffirgrauthorisgiontTideria] MRSt AutiBnticdtion strvatld0aniy eaich an ab@oHedtiof40 nay

be progra noni tor and coaaépi t he processing of encodi ng actions on
X

med-to
the user Pd’é?@h%‘&@%%‘rataﬂ@ﬁesaﬂa hippeer datagracesset 71Qume enissed fhen ser ver
740 ey fRQuésebf 4 SRRt SEEE K u5§tqglﬁe@@c&ﬁeiu&gﬁﬁ€aﬁ§lég&$§§\§:é e deéhd

request to encode an I nage using certain user-suppl éncodi ng par aneters
and/ or  BRIWRENTI80: avlteomativalyi thi dirst Tt froecessorad0 neaytsemdhic agquesy otey madifledmy be

user data processor 710

furth tO,. i.fy that the . and t

alrJ:a aﬁ{ h%ﬁ%g%?%g%egfﬁ’#ﬁ%" ﬁ}?ée‘g}%&&ﬂ}‘%ﬁgﬁ%&oﬁgﬁg % ng these encodi ng

par anet e iﬂﬂ bﬂi‘di cia., This verification is conducted using a first set

of aut he@f’ i Jrite SPOPE ARGeRticatoRN 86 vere 104t Hiporumadcation Wikeatseleatiyady in by
the managhimbhicaiondvit M8R: s00RH of Hels¥r cfa?a{‘é{o%skér“ﬂotapﬁ g{éff;u?;ts ?&g{ﬁgﬁaﬂc ation

server 740. Upon concl udi ng that e reque neet's I'zat i on
criteri aserteng4fiviasthe secohdnetivorit 780 Frer seeond/nbbworky7 S0 @idytie the s@té Aetvoreds on

|t th t 710. The user dat _ 710
*hen sertie Bt FpitiE 2Bt PaB bR ieFen eBisrkofn thDupcye SEUORRNS BeSBhd
aut hent | @tk bAMGYSE ¥ Rioa hdbwbitGyRRORE decdil bRfdslc 7801 oL HRERAL I Shothed e 17 St

data processor 740 nmay send the request or a nodi rmo e request
di r ect | yerakpdiments e e data esassaratlDothe Sizst\aathefti@tion S0 TRY dhdehsscond

t henti | | Sqql i cati i th | ectively i
cormuni cAigRReR Bty T1Qeck 1B SRR A MBIt 1 oescor 710" and ¢ he
first | ' . 740 via t d t k 780, Th d
T A A0 S D secend netberk TH T Seiond”
di f f er engnco@inp@nthoritdtiodReddebty FobPdd /& %W%rh%@?%{obéﬁ&s TIBNG st 760 1

a local network while the second nétwork ernet. 'I'n another
enmbodi nefthentipetiopserversatd. ghesecondrautheotication sériverst7Oanishieavisi acadrietnofasemer

740 and . jcatian server.770.are all interconnected via
(he it eenziae BB dR B e BonR R Bl e b v Raposists

pr ogr amreckival inemeiheriastibnayqiesesrém aaﬁép@ﬁtﬂgro@égs&of 0% @ hotiRgHesich from
any of a Igr%hi ty of user data processors 710 and first authentication

servers ¢ & secand phenticaidon seevar 78R mayrheeadamted tareeyify that the wser anat the of

user- asgecd | horization crit.eri.a that. nay be
conpar ed tglg&?%\gfbg %Sgpﬂﬁﬁ%ﬁ%ﬁ%gn%f} %{PF }Q’% ".dg% L Y Pberﬁnﬁo‘é‘gﬁr dat a
pr ocess qrarati@emsrand indidia suthiced inctht aothoris@ionatquedt erlsLeRiTitafoh hgtbecat i on

server 770 may be adacpt eéi to_verify that the user and the
conducted using a second set of authentication criteria that may be based on the terms of any

usage agreement established with the using entity or organization. These criteria may include
limits on the encoding parameters that may be used, limits on the number of times the
encoding software may be used, limits on the number of encoded images that may be
produced and limits on the content of user-supplied authentication indicia. Upon concluding
that the request meets the second authorization criteria, the second authentication server 770
may return an authorization approval to the user data processor 710 and/or the first
authentication server. At the same time, the second authentication server 770 may provide
certain non-user-supplied encoding parameters and/or authentication indicia to be used by the

user data processor in constructing the requested encoded image,
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user data processor 710 are authorized to carry out the encodi ng process
using the encoding paraneters and indicia submtted in tz? mr\hqpmzat I on
request. This verification may be conducted usi ng a seco 0

aut hent t hat be based o r of an sage

agr eerreLmﬁ@abI? %gé h’%}eﬁ%" dhtget& ‘ﬁadmélﬁtep?ci;ﬂréﬁ %\Pﬁegjr?ux%#éggﬁjffli teria
may i nchuttentication ir®thols iag be ARG sPARRTBEL0F all Bﬁﬂhe H&Ym{a%r@&gﬂlbuteam ts on
the nunber of times_the encoding software nay be used, Iimts on the

nunber BFtwsRE Biatser daaiprocestert7 1fapd te finst and rseendzasthentiontion senversédOcBHE ent  of
h
oot o BRIGo B BBEIGEA e Bod, Bt PO RERS olhas PRl ibRAGR HTT o

770 nape catiod ouitby theube rdataqird;déEsoaUDG il ohe of MerelBaltiotl RtiBhLABSETd 710
and/or the first., authentication server. At the sane tine, the second

aut hent PR B 24bpRisationepryasy 74k 3v9 G%Pal*ééf erngonBctioaayithsiliepl | ed encodi ng
par anet o Se t

B ocoas oy iRt ALBHCIRR! bisphs” T b BEHELT: LRt e B hontlSf o bRy

[ 00012 0740 mawibk lusdabtostude dbtaﬂe:ﬂ lIop af etdvdingpciiolss t(ﬁpTefBi;It hgeragl frauds 104 t he
previ ou descri bed _aut &rtlon nethods may be divided up_so that sone

or all 8?3/%%53&’@{% RSt 3‘?"8 cliyities dedesiverh thedeg camingted beessor 710

and t henfabiihodting sodadtéiBMdiREi@noer ver s 740, 770, It will also be
understood that one or nore of the actions of t he net hods of the |nvent|on

i 1 oRAPIELE it e el O MRSt b R BIAEE S B30, 770

as part usﬂ'd to rvenfy the apandiigi paramutérbl otrélea mewofl, drtsenmst eailld edditiomdliyqitoidecess.

In a partlcul ar q&lmsnt the first aut h}\ntlcatlon server . 740 may be
used t ot YPE- Sapﬁéﬁdéfl £ WElydine admigs ideptiteri Mltespativelyras PEFHOUSHY er nal
fraud. HéscAbed thOMRE oA A0tk ties is
desi red, stcheel 0g can ?nstggﬁd eré#%?ﬁ?ﬁ@ﬁgg% édqg&conﬁﬁﬁ%nt i cation
server mﬁbent{oaumszer]'enotr agdtherl locabion apierred tcaﬂ:ecisﬂrmtroﬁkstamﬂmdhmmly aeti@r e an

authent| v o verify the encodl over a

net wor Kk, &?Jr? agteoﬁslé?ﬁs%gﬁaar tﬁﬁ‘ﬂi q]?rgﬁlélﬁaw%?wqugserﬁgpp %é‘ ﬁjoéd i ndi ci a,

i ncl udi ﬂﬂ:oﬁﬂ@&tﬁﬂﬂ&ﬁeté@eﬁbi dxaBiple, &éﬁﬂi@ﬁlb%ﬁiﬂ&&’@? Iﬂ&&‘?é’deﬁ}éﬁls&—s%ﬁﬁﬂ' bed, the
entire encad i mage creation coul d be performed by software on the

aut hent PregdingPasanpsiars apd ingiin fos vetifieationo Vnentverifidng thet thh@sersswpplied
Do yabhdinl fobHibicd W RSO R ofhif B B8 Rindd Seafifor MIRE WORAS

provi de any ul re user - supp

exanpl ecould &f aektelsﬁmy)l reader it Adlevfcativh)indieRehdembis the awaaingqﬁrazﬁamdn@g
paraneters and indicia for verlflcatlon Upon verifying that the

user - supisi ther to greaisdnegoosier Amages r Chegneodedimes cayld bpisavadrasiafde grddet er i ned
criteri gafsfittbdBackS6 khe IsBCat SR Wk station.

[000122] In some embodiments of the invention, the authentication indicia may include
unique information such as information relating to a document processing circumstance as
described above. Such indicia, along with other characteristics or information relating to the
document may be transmitted to or generated by the server. This information may be stored
in a database along with other information relevant to the document and may be used later to
verify the authenticity of a document. For example, as previously described, a docurnent may
have indicia corresponding to the time and date of creation contained in the anthentication
image. In some circumstances, these indicia may be compared to information derived
directly from the encoded image. Alternatively, the encoded image may be used to as a

signature for the document that links the document to the information stored in the central
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could (if necessary) render the authentication indicia, assenble the
encodi ng paraneters and use themto create an encoded i mage. The encoded
i mage could be saved as a file and transnitted back to ¥hg MARI20ER the
wor K st ag. [ n,sqne.enbodi nents of the invention, the

At hent | ciftise,| SRAOE Hle iSRG ISk 0 o ool BRI EOFPraSA, Weoitrat | on
rel ati ngddternaned ealiahé HFoRARKEH HOMCibeCAIEI8E) CRnias cafl [ E@Qpe €ro BHCH
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For exarnipl deterasing wiuthet ey dstRseht befle verBieg WHREIpOREY ¢ Lngi ¢
correspondquT to the tinme and date OF creation cpont ai%reﬂ?ﬁ/?ﬁ ?ﬁfegdh?ch the

aut hent i % magggecreptidsonme circunstances, these indicia may be conpared
to information derived directly fromthe encoded i mge. Alternatively, the
encoded [OREES] nfipnerel aspeats oftpassible' implegaeatation of Gre itventide eehBolbg Bl nbiw Nk s

Y
t he doc t . [ ion stored in the central . 30 2 3 MAR 2007
dat abase. %%é\b%fi hgﬁghﬁ%ﬁﬁsé ﬁ?%erf‘tﬁ%sé’sﬁegl "r‘@?f@’ﬂ’%‘ﬁs of the 1¥enhvg est i gat or
can use tethnbtogyded dseiited abesal ¥t will®e hﬁﬁr@éiﬁi@&?ﬁ@ﬂfe@?ﬁtbxﬁg%f &f%tiﬂ@&?i%n on\hi C[]
e fa ument. I'n ye

can then be conpared to the indicia on t ce o e doc

anot her thesystems ob thednyantion Bayibedn thii forn of  “processingheachiregtmdh | mage

=l
coul d begly | i | |hfornation stored in the database to
det er mi n_g ﬁg‘%ﬂﬁ%‘ﬁ?ﬁ% cg(ﬁ)kli)i'}rrg’rﬁ)\4 %{Méév‘é§ Piyed grein, the iep n BROCPEsing achiRet or
whi ch t hgto Erumidastbodra geluiest tastedne GrodetidP 23 hseFanRhdlond R8s, Ghe ROSSI bl €'
I npl erregt a%i on of the inventive technology will now be descrfbed. Various

met hod afi* SPePSRPRSIUTSE sshob msburtiang: dheinstmetions weayttieweithet partnanémtyyorar e
descri bqgmp‘_lggﬁ s | L.at. t he.syst ens t he i nvention
or portions o? Stt(?lrgd isﬁyﬂg%3 é‘%z“ og‘fe% ﬁ%@h\ggﬁ ﬂlﬂg&%mﬁg%n}%m?(ﬁ"?ehgfqeﬁrﬂ?%fora

" pr oces SEAYerbhinsanctiops that amstaedanthe alenpuy posemoaePiaiRder thProR¥AdmRL.e. AS
used herﬂe@etéfhﬁggl .m "processi ng.machine” is to be understood to include
at | east ong Prov §é%[f's rBWaWCﬁ@%é’ pusipsterctgnsdhatdierfoyn apagtiqular taskapst one
NMenory sdhsasclRas@bsedhskis MBtdribet hBO®: in %&1&@&%&[}3&&%&%&’ i %%gn’? Eér

permanently or tenporarily stored in the nenory or nenories

pr ocessiPRECHAEBRPATICTFE sk sty howharactedeet @ prhgraim softwartippograti) ot sidps

stored gl R menory or nmenories in order to process data. The set of

i nstructions nmay include various instructions that performa particul ar

task or , ch t hgse tasks descri bed above in the flowharts. Such
2" set "ofO0RAT AT HER B BErocinine BadiprPreceias e snsiietina tpkare siored
char act éi thegherasry dr RIeRRE o robdsv@hR. AhRAYSB0ssifk oPUstR H:r}'ay be in response to

commands by a user or users of the processing machine, in response to previous processing,

in response to a request by another processing machine and/or any other input, for example.

[000125] As previously discussed, the processing machine used to implement the invention
may be a general purpose computer. However, the processin g machine described above may
also utilize any of a wide variety of other technologies including a special purpose computer,
a compuier system including a microcomputer, mini-computer or mainframe for example, a
programmed microprocessor, a micro-controller, a peripheral integrated circuit element, a
CSIC (Customer Specific Integrated Circuit) or ASIC (Application Specific Integrated
Circuit) or other integrated circuit, a logic circuit, a digital signal processor, a programmable
logic device such as a FPGA, PLD, PLA or PAL, or any other device or arrangement of

devices that is capable of implementing the steps of the process of the invention.
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software. [000124] As noted above, the processing machi ne executes the
I nstructions that are stored in the nenory or nenories t 3%8@?@ dat a.
This processing of data may be i.n response to comands tf’(; a Z)r users

A J or S . t . e
Lo a reduigieey ILaIBE dodsssand cat peprigidnphiction il stk ot dbearetions, ror
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i mpl erent the invention nmay be a general purpose conputer. However,
pr ocessitA¥hingdsiphusierily do¢atestindbosamengepgraphicel pladel Thet @neachfof thevirokessoas i et y

Cyst om PRAPGoREOSTRel bt nERih RRTB RonBliDrGrthiay isvaclor il o, a

pr ogr anmed cohmcrd @Oa@mmmﬁiéﬁtéilrpmg%ﬁitémé hﬁﬁner@AQl%itioS@%{u% willbegr at ed
circuit element, a CSIC (Customer Specific Integrate rcuit) or ASIC

I( Appl i catertoap it pach of theagpenseqs andfor S mymeny mﬁyHErccjm%cxlsgi ailéffgmnz cuit, a
such as Papedgieli et IR RorisBEE RS B RO RRE aroipoos Rl el

devi ces pidratof equipmpiatiih enofocitigal dehitithgmbRorsieenstit sihBR ReQcTeguiphehhe

I nventi qn. %ﬁ?f‘é 3 ,NARI&OQT [000126] It will be understood that in order to
practi céPfH PERa™of hat s 1§ 15 Feptempiateskthatdbes propesser mapbe twe piepss ofiot
necessar, ] t , '

Tachi me HLPRRbL I AR SR IR oA aflons IR Beed e BBEEII N cacn
of the gooesksiansny suidblemeamennAdeéitions byl themmdoxay ntyenélnge twayr Berel ocated in
geogr aphi cal | ?‘l?ﬁdi stinct |ocation 'a£? connected so as to conmunicate in
any sui 5 &Sk Femory 4 HPtW&‘?‘P&?PﬁYS‘? Q%PEPRShe  understood that each of the
process of, the nenory may be conposed of different physical pieces
of equi gﬁ%‘ﬁ% A@%G’F fip durher; grocessing ps Aessebesbabpve isperformed by yeGousbe one
single pi RO BEREm td QF e anot her
single gi e gﬁ%lggaequi plment Errﬁbﬂesg%?%g{éil%g@% ?é(;ﬁn&e'tll‘%éﬁél{ﬁgt {Elg{ﬁg#%ss?%t enpl at ed
t Eat t h[@e}:fomwonhgtmb, ‘h' Ecdmpnd nphmmsslesmﬁbe@ﬂwv? Y] inl dbcbianed vafg@ b @itther 4
physi cal_l.ocation The two . di stinct. pieces of equipnent nmay be connecte
in any §H?b[°§3ﬂ"eé1?ﬁ€thﬁé‘}v.en%% ibe ipgraImsA '%E heingle fRFponiRy. Frtheigde piRsesingnor e
port1 ONpefbrmiBY sheldlstinbodipdiBhCaskitHiEa bbdVRGaly B Serrd: I b Hho BRaRYP! a1 N
further, processing as described above is perforne E‘by vari ous conponents
and var iceirponeibrinasimiisweanser, the meibty eragmprefarined byttivatdidtinet memonssi ng

erfor IL.sti nct conponents as descyi bed oye nma I n_accordance
bt Parths e Besliiia lghs ST BRECRuRR Tt fsboeRrainedt thhe upiie
conponeibe pefforidiesy, a difjde Ble@tR pbitidn. PAFth&! ﬂi@?ﬂn&ﬁfg’or? Rpriles pbilsineayRpRgent as

descri bed above may be perforned by two distinc
distinct memory portion as described above may be performed by two memory portions.

[000128] Further, various technologies may be used to provide communication between the
various processors and/or memories, as well as to allow the Processors and/of the memories
of the invention to communicate with any other entity; i.e., so as to obtain further instructions
or to access and use remote memory stores, for example. Such technologies used to provide
such communication might include a network, the Internet, Intranet, Extranet, LAN, an
Etbernet, or any client server system that provides communication, for example. Such
communications technologies may use any suitable protocol such as TCP/IP, HTTP, UDP,
OSI, SOAP, or any other messaging protocol.

[000229] As described above, a set of instructions is used in the processing of the invention.
The set of instructions may be in the form of a program or software. The software may be in

the form of system software or application software, for example. The software might also
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conponents. In a simlar manner, the nenory storage perfornmed by two
distinct nenory portions as described above may, in acc r3d gem;t)h a
further enbodi ment of the invention, be perforned by a ingftA ry

tion. Furt h t f db di stinct
por i on b5 edErh aLnclFENe" esppBe B PaRERP RO BB REE SN,
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used in _the processi f Ep?e inéﬁnt ion. The set of instructions may be in
the for M A IB?Y?&H&E‘?%@“Q ¥ ARBHEDC RIPETaRMinRdTNg ARS, Yhich 1§ coptratefl & m of
system ﬁﬁi&)ﬁﬁﬂﬁll:gﬁ%%%fg}m%&%é&% 2018 Eﬁpcés‘é'ﬁr bors th1Ead B i ELdRINt

also 32 2 3 MA ) e in the form a col lFection of separate prograns,
a pr ogr arhakisdwritemlingsiof programging code oysemte axde zinpquttiadargfograprigy am

nodul e, T oftware used m.ght als I ncl yde nodul ar

progr am"lng‘ﬁ)r%l aﬁ%%{"%&éﬁf’%&%tﬁma& ngiqnggpgeew&ja é’rﬁ%eﬁ@ﬁeﬁ?f'em?ﬂ?r?%rr’éhe tells
the proaashimdaimes Boindpéoded nithMetifsthildBoskaha RSLHRYIRIBG! lar bfpRQE30]

It wll be understood that the instructions or set "of instructions used in
the | mAreisaHRGIREHN%AG. $hepatirdar e pheompntenfdr enample. Bbeicomputsui t abl e

form Su%d%ﬂgé}ldgtﬂgmagﬁjﬂg?ﬁ%h%% machi ne may read the instructions. For
ons

exanpl e, the 1 nstructi forma programmay be in the formof a

sui t abl anm nguage, .wWhich is converted to chin anguage or
obj ect gg@iel%% %%#ﬁeﬁ g%:langpagrragé SIS 11 BCCOELECE M iﬂ!llf‘s‘( ¥tions.
That i s enoirheits &f themverktid QUhAMRvaY, ﬁ@%@o%&mﬁﬁiﬁlﬁﬁgm&%@ Gsed MafinkREE! cul ar
program ng . _| anguag are converted to machi ne I"anguage using a conpil er,

e
assenbl @ssegbly hngvagechds, APEnBasiseChi e, CARGLagdBases Fosithn Foytram dexd, Modhiane

I NStructy R J_f | ' ar_t f r.ocessi n chi ne,
B e R s S N VR R

under st dtudther, itds netaeceseary #ngaaigle fypOolBitduckions sedihg@h bﬁ)gﬁwﬂﬁﬁﬁgﬁﬂl?ﬁ e

| anguag nce with the various enbodi nents o tghe

g) ma/ibe used. in, acc,orﬁ]g : i

i nvent i Of BUHERdGPRiupcrignwith fhe gpergen ehihegystamgod gethodbef thajnventionide
Rather, any number of different programming languages may be utilized as is necessary or
desirable.

[000132] Also, the instructions and/or data nsed in the practiée of the invention may utilize
any compression or encryption technique or algorithm, as may be desired. An encryption
module might be used to encrypt data. Further, files or other data may be decrypted using a
suitable decryption module, for example.

[000133] As described above, the invention may illustratively be embodied in the form of a
processing machine, including a computer or computer system, for example, that includes at
least one memory. Itis to be appreciated that the set of instructions, i.e., the software for
example, that enables the computer operating system to perform the operations described
above may be contained on any of a wide variety of media or medium, as desired. Further,

the data that is processed by the set of instructions might also be contained on any of a wide
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assenbly | anguage, Ada, APL, Basic, C, C++, COBOL, dBase, Forth, Fortran,
Java, Mdul a- 2, Pascal, Prolog, REXX, Visual Basic, any I;ET I an%age,
and/ or JavaScript, for exanple. Further, it is not neceé MARIB a single
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con; unct BRSPS G o 57 B8 RSV ar medtifol SobnatmaryinBe nvent i on.
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sui t abl e DIVDY, y@init€Ratb® didhis, ahard BXaAFIBpy BQQMCM%?%&E&%?@CC%EQ%& the

I nventi Qn may iIIustrativeI%Rbe enbodi éd”in the form si ng

machi ne, R Me  Rf?Yig2 BROMaERROMY, acing acable.sa/fihesmonfrounieationp channeh at

I ncl ude ite LEASH ry. Lt ls t.o.be a eciated that, the set o

i nstr uc? ia%%hst? kr| e, ?ﬁé}ﬁeﬁgﬁf g\%’oefg SIS On3P E‘J,%ﬁlaﬁﬁ?YQ SHESuILY S@B‘ﬁ’ﬁﬁ%er
oper at i riptastistany borep@ b tieprbdesscepef @b iipratigdescri bed above may be
contained on any of a wde variety of nedia or nmedium as desired. Further,

the dat 00GmES4] ; L '
e datq 11 Pulic@? GRS sRehoRY of MBmPALs Bed i kﬁg%é&ﬁ%@%ﬁ%ﬁé ait ?ﬁ’%%ﬁents

contained on any of a wide 33 2 3 MAR 2007 v ra o I'um
That i s,!h¢ Bwepfignmaybein angof awide vasiety offorms trosllpwi the mivamorgtoheldsi ng

machi ne,: I ze 0 . et of. instruchio and/ or the, dat sed in
the inven |c{(§&r)1&sfr§§/tta’t°§%§ée§ﬁ&i§ﬁ§§tg¥" 2P ‘65‘??%%3’%%@% ¢ 4 the Torm

t r ansni siaciambadecto hokiadupd. €The datdbuiss masht ¥ ahy demedr@ﬂ'\h}% ERof s dick fiea for m
of paper per transparencies, a conpact disk, a DVD, an iIntegrated

circuit ,ﬂaépi pIgRot of arelational datghase amargemenh forgixemplea magnetic tape, a
RAM a a PROM a EPROM a wire, a cable, a fiber, communications
channel ,[080138}t by the systern and miethod of $hednvertioss a variety of ‘tusanistarfasésimayde wel |

as any ot i ource of .. data that may be read b he processors
of tha uhate fEBoNT B BaHlEe i W Motcine FRRS se e haYs BeERB Il e

pr ocessiimglemenhihednvendbn. AP SRS, 4 er inftBRE MR YnPRarldWaR) YoBlarg oM de
variety of forms {0 allow the nenory to hold instructions, data, or other

i nf or matcPBRatien pihydwaseand software usedbythemrgcessiohmaghine that Alowsa nser 6f  a
dat ab : . ' .desited t of
F11 ae o anibfcth ffrbecsSilg uPhRRS Al lhrall® Y 6 il 0 o WBRAIRES" ©

ar r angeseren farexamplamA eser QL3 mayl disd ineludy siyeon emeude tduel s@keid, he
i nventi ariety of "user inlerfawﬁ?eél" may be wutilized to allow a user

Lo 1 nt eRPRRENVoIoe rHden VOice SesoRB iz S g SFokm ammIox: ligh chackbats &xgeico

switch, a pushbutton or any other device that allows a user to receive information regarding
the operation of the processing machine as it processes a set of instructions and/or provide the
processing machine with information. Accordingly, the user interface is any device that
provides communication between a user and a processing machine. The information
provided by the user to the processing machine through the user interface may be in the form

of a command, a selection of data, or some other input, for example.

[000136] As discussed above, a user interface is utilized by the processing machine that
performs a set of instructions such that the processing machine processes data for a user. The
user interface is typically used by the processing machine for interacting with a user either to
convey information or receive information from the user. However, it should be appreciated
that in accordance with some embodiments of the system and method of the invention, it is

not necessary that a human user actually interact with a user interface used by the processing
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i npl ement the invention. As used herein, a user interface includes any
har dware, software, or conbination of hardware and soft?qWAtRsmey t he
processi ng machine that allows a user to interact with The processing

exal o, PR dd SR BRC R 2Pl sPpkitpiate Ghnjhe it o e Frier cen,
keyboar dnigitoint@act 4 ebnveyQing fedepfeOiftrhtiion, Wil AOMEr HOLESH ePfher ! 1 L,

checkbox, toggle swtch, a pushbutton or. any other device that allows a
user to tPataPEan yebr Aeqordinglyethsothen grocessingapashirte roighobe threaqerized esa ng

machi ne i f inst.ructions. and/ or provide the

process il%gr' n%%%% If’l) gqsméﬁmﬁ%l?%%l ﬁ@att e IE\%E%?%I?%F@ n t?‘ﬁ é?sﬁgr@rang HGM£ $9 s any
devi ce tihwedntiopheyiistescoprmallyi Wik kesthdQrIReAn@mdSfhe 8 ftoBesB@ SRR RINGE

machi ne. The information provided by the user to the proceSsing nmachi ne

t hr ough YHile aleadnteraching partiallywjthishimpinguser. f orm of a command, a sel ection of
data, or_sone other input, for exanple. [000136] As di scussed above, a user
i nt er f adB09L37]t Ttiviill be resdily noderstocd by thege parstrisrskilletan thepet thet the pesast  of

i nstruct;] . SLIC O S| chi ne, processes data for a.user.
The " uscnttRiol ¥ dlsdentie} BrdBh RAGC A hoBh oo " PisY EETRATmeHR i Ap oS
i nt er actdfiigs preset Mveikdh oBhdriein these HREAN BYschBERREREIAE iy VARRENS,

i nformati OB fromthe user. However, it should be appreci gt ed that in

accor darf® o0 geeabisiat pemasments; wél by/anperentframmetrbasanaly siggested byt i on,

it or f ace DRed By orien P CoeliRRs i on tatd s oFhfi by of piffhce

i nvent i aw scapmtdidhre invéntios. cont enpl ated that the user interface of the
invention maght interact, i.e., convey and receive information, wth

anot her [000X383 s Widle ficlordd@ing! ifthtftes dnlABsHDBYERIPIAG emDAGAREH Hathis, the
ot her processing. machi ne m ght be characterized as a wuser. Further, it is
cont enpl|BYEHOR, gls te,be gRgerstopdihptibe innention isdol Hmithd tasths constastiomdistlostdof t he

i nventi Var L ' . M I processi ng machi pe

or ocoss i as ey o mgGdioh AT bL bbbl AR (RNGRRG Stk Rmdle user
[ 000137]spirit onedskniiabattiindéd. y under st ood by those persons skilled in the art
that the present invention is susceptible to broad utility and
application. Many enbodi nents and adaptations of the present invention
ot her than those herein described, as well as many vari ati ons,
nodi fi cati ons and equi val ent arrangenents, will be apparent from or
reasonably suggested by the present invention and foregoing description
t hereof, wi thout departing fromthe substance or scope of the invention.
[ 000138] While the foregoing illustrates and describes exenplary

enbodi nents of this invention, it is to be understood that the invention
isnot limted to the construction discl osed

35



herein. The invention can be enbodied in other specific forns w thout
departing fromthe spirit or essential attributes. 35 2 g%ﬁé CLAI V5
What is clained is: 1. An autonated nethod of producing ericod % i bes for
incorporation into a digital docunent, the nethod conprising: receiving a
request froma user to produce an encoded i mge, the request including
user - supphpad data for producing the encoded i nmage, the user-supplied data
i ncludi'ng at 1 east one of user-supplied authentication indicia and at |east
one user-sprLied_encoding par anmeter; determ ning whether the user is

aut hor | Y&t iselgimediisce an encoded i mage using the user-supplied data;
responsive to a determnation that the user is authorized to produce an

encodedy i ' ser-supplied. data, .carrying. out. _encodi.ng actions
el ud o agomii il hof of BRAadHP Gicoty isflePs tf MchfnebflicR e i Bnge.

est abl i ddvungngtheanehod gnpsignet er set including any user-supplied

encodi ng paraneters, the encodi ng paraneter set being usable to encode one
or nore of tTReeIXIng|agaauesisiem @iuger topseriuge em enpodediitage, thesedyest ingladidgcodi ng
one or nore of t A (e TR | cati ' i ng the
encodi ng par anet 2‘?5 eggtlﬂpﬁ gég?tggﬁrc‘gb g@#é@? e@#\btggﬁgﬁéé‘e? y&g@?f'%gﬁ%d %%omat ed
met hod accor di ng inoludingiariehstvdrerof usertsapplisdcmthiengcaiohindiciafabd ktedst bne! ude:
enbedding the final encoded image into a digital docunment. 3. An autonated
met hod accordi ng PSTEF TR Rameer; di gi t al document is included with

the request. géerrdind WiRiRL 8L Qih [ 'Oﬂkg- (Y] e
encodi ng acti oﬁs faﬂl?t her 1 ncldl'iz’gxiai]:g p?ﬁ%ﬁlﬁé thu&:@gllﬁé?(% a Hig%n%lr#t%\n@t h the
final encoded i mayserenppdiddddtat herein. 5. An aut omat ed nmet hod according to

claim1l wherein at | east, one of the_.encodi ng, actions i carried. out on a
uselr dat a pr6‘%’§88’§sb‘fet8ﬁ ePW“ﬁE??h’ﬁ%th&fus?rélﬁéﬁg?‘ﬁﬁ’ldéoi’l %?H?IFC:? m@?ﬁ@r and

det er n’; Ri ng whet haging BR vdsCupbRePdith QatriRg duPeRbAf3GRG BRGaHEd | Mage
usi ng e user

establishing at least one digitized authentication image,

establishing an encoding parameter set including any user-supplied
encoding parameters, the encoding parameter set being usable to
encode one or more of the at least one digitized authentication
image, and

encoding one or more of the at least one digitized authentication image
using the encoding parameter set to produce a final encoded

image.

2. An automated method according to claim 1 wherein the encoding actions further include:

embedding the final encoded image into a digital document.

3. An automated method according to claim 1 wherein the digital document is included with

the request.

4. An automated method according to claim 2 wherein the encoding actions further include:

printing the digital document with the final encoded image embedded therein.

5. An automated method according to claim 1 wherein at least one of the encoding actions is
carried out on a user data processor and the actions of receiving a request from a user and

determining whether the user is authorized to produce an encoded image uvsing the user-

36



36 2 3 MAR 2001 supplied data are carried out by an authenticatiaon control
devi ce connected to the user data processor. 6. An aut omatZed ooy
according to claim1 wherein at | east one of the encoding actions is
carried out on a user data processor and the actions of receiving a request
froma user and determ ning whether the user is authorized to produce an
encoded i mage using the user- supplied data are carried out by a separate
data processor in communication with the user data processor over a

networ k. 7 supplicdiite aRtcadisdeuhpgangasimdtapniconedialeticd covetted o thbeseadithon of
determ ning whether the wuser i1s authorized to produce an encoded i nmage
usi ng the H8&FS8Lpplied data includes determ ning whether the
user-supplied data neets predeterm ned authorization criteria for the
user. 8. An automated nethod according to claim7 wherein the predeterm ned
aut hor i zat ifoAn agtomated inaethascacaerdingdo Flam 1 iwhgreimpideasbencof thetieodingraiiogs is
user - suppl i _ed. odi . aut 3 ar.di to

i ai m 1 anatied SR P8R B S andnd W AR E GRS E RN e 1
produce an derosded wirstige thesisags tilthorizdne prodpdd ancbndaded imagd wilgsthe adet-er m ni ng
a nunber of uses .of the encoding actions for the user; and conparing the
nunmber of ﬁ%ﬁ“"’a gatg a&r‘@&é%e‘%“ﬁi’h §eREalgdath Proeesspign comEugication Yih theyser

aut omat ed gtaRcteaes BVaBibakcl ai m 1 wherein the action of determ ning
whet her the user is authorized to produce an encoded i nage using the
user-supplied data includes determning at |east one of a tinme and date of
processi ngra I i . - : i . I e of
The time and Gy ouael oicn doikab g e | yBpErTRaId Y ok Oy fifller 800,

t he user. 1dser Amutiutionbibedoduet oehcadabindiga gsihg thelméermsupphddatasi incindes at | east
one user-supplied, encadin araneter inclydes one or nore.encodin

parameter s f rom SERVOIEE HEPGE (e Wt swpplid A e TR AR e H0n £ ¢ o
reference frane gas@cioatiRthswi th the digital docunent, an authentication
image angle relative to a second reference frane associated with the
digital 37 2 3 MAR 2007 docunent, an authentication inmage repetition

frequency.g an AR AALhOD adc¥REnABY 8m T AREER iRt R RA UGG zation

criteria includes a limiting range on a predetermined user-supplied encoding parameter.

9. An automated method according to claim 1 wherein the action of determining whether
the user is authorized to produce an encoded image using the user-supplied data includes
determining a number of uses of the encoding actions for the user; and

comparing the number of uses to a predetermined usage limit for the user.

10. An automated method according to claim 1 wherein the action of determining whether the
user is authorized to produce an encoded image using the user-supplied data includes
determining at least one of a time and date of processing associated with the request;
and
comparing the at least one of the time and date of processing to a predetermined

expiration limit for the user.

11. An automated method according to claim | wherein the at least one user-supplied
encoding parameter includes one or more encoding parameters from a set consisting of a
decoding angle relative to a first reference frame associated with the digital document, an

authentication image angle relative to a second reference frame associated with the digital
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12. An automated nmethod according to claim1 wherein the rgpgeﬁkRiﬂw?udes
user-supplied authentication indicia and wherein the actidn

establishing at |east one digitized authentication inmage includes

i ncorporating the user-supplied authentication indicia into the at | east
one digitized authentication imge. 13. An autonmated method according to
claim1l wherein the encodi ng paraneter set includes at |east one '
user-supplied encodi ng paraneter and at | east one non-user-supplied

encodi ng  p@jcamenteran Adtheritaidor QMBI CepRBENO dreat&Ry dianthsicAzAioal f§?é3an\&h§r ein
the request includes the digital docunment and the action of establishing
an encodi ngreH&HZRER 8RIYBEYi ncl udes: identifying a docunent processing

ci rcunst ance; and establishing at | east one of the at |east one

non- user - suppl i ed paraneter using the docunment processing circunstance.
15. An aufofasetdmatet madhaicasoordingdo tleint | sibmeimthehaesit mciities dwc-swmphied

generat i L,Fcunstance is, one.of docupent .praocessi ng. ti.ne, a docunent
pr ocessi %gthgfgfcgﬂo%”@}%ac%s@heée}ﬁ%ﬁicﬁ@ Of?eagﬁgﬁrpgeaﬁ (f%'ilﬁtcp nﬁgh%{bgﬁat or

i dent i f i enthedfcatidminddge Giclidee in’tﬁt;b%ingﬂmfséimﬁpﬁ@ AlldhRationheli@h thtd e at
request includes the digital, docunent and the action of establishing at

| east ond<at i digbisedAncattatoRINe#- i mage i ncl udes: identifying a document

processi ng circunstance; determning a set of non-user supplied

aut henti cation indicia using the docunment processing circunstance; and
const r uctlBngnentemgted regibad asnerditiggo tlaine d whetdirethe ieoerdingrparameier seisinglydaste
non- user - |.i . t Lon _indjci 7. An aut omat.ed nethod
nccor df ndeFEA e BHEARALLERE pniA Rt dne R R TP R 1< one
of a docymeanietgpr ocessing tinme, a docunment processing date, a processing
machine identifier and an operator identifier. 38 2 3 MAR 2007 18. An
aut omat ed net hod according to claim1 wherein the action of detennining

whet her  t i AnUSBSindi&d RBhDOEEBREN © PiRAEGeheRn BRGOLRES ihdRUS thisdiBghit he
user-supplied data includes: determ ning whether the user is authorized at

a first |¢samegfanddleacsign pbestablishingman ensading paramsienpeidnolist:her the user is
aut hori zed at @mﬁ&?ﬁgq d%%ﬁént?ﬁoc@s‘éﬁl Q IJ %ﬁ&ti(n%@' aanQ. An aut omated system for
e ges for t

produci ng enco ncorp rg foninto a digital docunent, the
syst em conpr i sistahlishing at least one of the at least one non-user-supplied parameter using the

document processing circumstance.

15. An automated method according to claim 14 wherein the document generation circumstance
is one of a document processing time, a document processing date, a processing machine

identifier and an operator identifier,

16. An automated method according to claim ! wherein the request includes the digital
document and the action of establishing at least one digitized authentication image includes:
identifying a document processing circumstance;

determining a set of non-user supplied authentication indicia using the document
processing circumstance; and
constructing the at least one digitized authentication image using the non-user-

supplied authentication indicia.

17. An automated method according to claim 16 wherein the document generation circumstance
is one of a document processing time, a document processing date, a processing machine

identifier and an operator identifier.
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a user interface adapted for receiving user-supplied data Z I W at
| east one of wuser-supplied authentication indicia and a u mz ed

encodi ng paraneter; a user data processor in comunication with the user
interface, the user data processor adapted for carrying out at |east one of
a set of image encoding actions, the set of inmage encodi ng actions

i ncluding establishing a digitized authentication inmage, establishing an
encodi ng paraneter set including user-supplied encoding paraneters, the
encodi ng paraneter set being usable to encode the digitized authentication
i mage, and encoding the digitized authentication inmge using the encoding
par anet erl 8. Areutppaisd oethod agearding fo dpisolsdercintge actipn ! defemuipe vehcthst then
control I; i 0. ' i i r .

aut hent | S £ R B RTHE Sk St Bt el BERGEPAR el BOMEE | cer 1
aut hori zed t o deteodindre wimetlean dedeer is mettjerizediang fitd evalsefusgupihorieatiodatral and f or

preventing the ta.processor from.carryi ng out i e.encodi ng,.actions
responsi ve to ag‘g‘é‘?@&%wg'leﬁl%th? HEt lsteﬁléh%’szg‘?atiasseﬁ%{m%ﬁl ﬂgzﬂ%}gé‘@g?%l‘produce an
encoded i mage using the user-supplied data. 20. An aut omated system

accor di ng to claim19 further conpri siqga:_ an authorization server in
conmmuni cafi 8 agortatedsustera dor RsedicwESHrodsy dmages At ipgsrRoraiantoA digitdli zat i on
server b%%&@%&?&é&&ﬁ&%&d@? an i mage encodi ng authorization request

fromthe user data processor, determne whether the user is authorized to
produce an encodednicrfageadagte fprir¢reivingyses sypplicddataleqraprising af teasismierof an

aut hori zation approval tq.the.user,..data. processor re nsi )
deternination that"¢tHeP %egrauﬁhglﬁgﬁ??flo?@%cgadant é upSFré%l&) ggdgler? c%r%g%ége% Ftﬁrﬁge
usi ng the useraseditd ®dcessf? iRcandyiiRc 0 Avittoiak aser Zikerfaho, thehaidited system

according to claim19 further conprising; an aut%nti cation servyer in
communi cati on wit h PROFESsahrdepise ddegagine subst spshenafd Aieet QAR CAERE i cati on

server being adapt eghidf $Hakdi%f ftoeRhcdBifSictiBRCin@hdthpe set of image
encodi ng actions. 22. An automated system according to claim 21 wherein the

aut henticati on server epigblishingleakigitizadeguthedtication ésedeve an aut hori zati on
request fromthe user eg%l%hﬁl%%ﬁ%ﬁgo 'irlg p(rja%rr%tg;i s@?inmgirhg%gerzsngplied encoding
parameters, the encoding parameter set being usable to encode the
digitized authentication image, and
encoding the digitized authentication image using the encoding parameter
set to produce a final encoded image; and
an authentication control device in communication with the data processor, the
authentication control device being adapted to determine whether a user is
authorized to produce an encoded image using the user-supplied data and for
preventing the data processor from carrying out image encoding actions
responsive to a determination that the user is not authorized to produce an

encoded image using the user-supplied data.

20. An automated system according to claim 19 further comprising:
an authorization server in communication with the data processor over a network, the
authorization server being adapted to receive an image encoding authorization
request from the user data processor, determine whether the user is authorized to
produce an encoded image using the user-supplied data and transmit an
authorization approval to the user data processor responsive to a determination

that the user is authorized to produce an encoded image using the user-supplied
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user is authorized to produce an encoded i nage using the user g sy 19 dat a
and for transmtting an authorization approval to the user "data processor
responsive to a determnation that the user is authorized to produce an
encoded i mage using the user-supplied data. 40

data,

21. An automated system according to claim 19 further comprising:
an authentication server in communication with the data processor over a network, the

authentication server being adapted to carry out at least one of the set of image

encoding actions.

22. An automated system according to claim 21 wherein the authentication server is further
adapted to receive an authorization request from the user data processor, determine whether the
user 1s authorized to produce an encoded image using the user-supplied data and for transmitting
an authorization approval to the user data processor responsive to a determination that the user is

authorized to produce an encoded image using the user-supplied data.
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