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1 ' METHOD AND APPARATUS

FOR S| GNI NG -AND SEALI NG OBJECTS BACKGROUND OF THE

| N\VENTI ON  WO9%/54633 1| | D OF THE | NVENTION, Thi s FIGROPEIS -
rel ates to sighing and seal i ng objects. 1 2 BACKGROUND ART . )
An object-oriented runtinme environnment includes objects that contain

bot h behavior and state. An object's state at runtine evolves in the
runtime 10 environnent. Because a runtine object evolves, it is considered

to be "live." It may beCOnMEENED AND APPARATOS e a runtine obj ect
across systemc bound 1g sgﬂwgg @YN@@?E gt may be desired
to first authenticate a aﬁﬁg‘ss';t rl?gﬁ?e untﬁne obj ttgefore it is used.

A mechani smis needed for aut henticating "li ve" objects. Further, a
mechani smis needed to secure, or 15 seal, a runtine object.

Aut hentication is a process (@ r®F aVE Ifying static
i nformati on. For exanple, authentication is used to verify the origin of

t he authenticated information. If the information is identified as
being fronsa 1. FIELD 6F THE INVENTIONf ormati on is considered valid.

This invention relates to signing and sealing objects.
2. BA D

An object-oriented runtime environment includes objects that contain
both behavior and state. An object's state at runtime evolves in the runtime
10 environment. Because a runtime object evolves, it is considered to be "live.”
It may become necessary to distribute a runtime object across systemic
boundaries. In a secure environment, it may be desired to first authenticate a
distributed runtime object before it is used. A mechanism is needed for
authenticating "live" objects. Further, a mechanism is needed to secure, or

15 seal, a runtime object.

Authentication is a process used in secure systems for verifying static
information. For example, authentication is used to verify the origin of the
authenticated information. If the information is identified as being from a

trusted source, the information is considered valid.

20 Authentication is typically performed by creating a signature that is
attached to the information. A recipient uses the signature to verify the
information. Typically, the originator of the information uses a private key
(a key known only to the originator of the information and signature) to
generate a digital signature that is attached to the information. The recipient

25 of the information uses the attached signature and a public key (a key



20 Authentication is typically perfornmed by creating a signature that
S attached to the information. A recipient uses the signature t.o
verify the i nformation. Typically, the originator of the i'nformation
uses a privNBIYME3 (a key known only to the originat or RET/¥S98/09996
i nformati on and signature) to generat? a digital signature that is
attached to the information. The recipient 25 of the information uses the
attached signature and a public key (a key '

2 . generated using the private key that is distributed to the
public) to vefl i ' Lo W d '

There hre mih ol et tsing bR Ay e IR, THe bl L Vel B

I nstitute of s%;aﬂd% dserab @gpﬁ@ ¥ irkeddddiojas proposed the Digital 5
Signature Standard (DSS) that uses the Digital Signature A gorithm (DSA).
According to DSS and DSA, a signature is conprised of two parts, r and s,

t hat are gendheredreismary algdeithnis for aigliagiafiengidhaTheighabRalon a
private key, a random nunber, the hash of the nessage, and three

publ i cl y- knodmstitute op Stenderds and Theehnologyn@HST) hs pbepededntheuDizital and s, -
are sent to a recipient. 10 To verify or authenticate the signature, the
reci pi ent Sgefignature Gtardagd (DS6) that usestbe MjgitabSigniatuteelgayithen 8DBA)f r om
the private key). The set of transformations perfornmed by the

reci pi ent opdyEerdingitadPSS and DJAUA signriayre is comprised ph togfarts) e amdss; dyat
and the publicly-known Ba.rarreters. | f the value of r that is generated

using the puBf§ BeRFPIeL UPIRNG & sphot dransfrmations hat pperase ons privatekerataed
Uhat e heetRdorcomble BeAth ik bt S e mybtictydnoniod bl 1
prime number parameters. The [cgfx{};o:nents &P&iebsiién ! ireg‘:"r 18 g,oarreosfenk % ra] recipient.
10 To verify or authenticate the signature, the recipient generates a value for r

using a public key (generated from the private key). The set of

transformations performed by the recipient operate using s, the public key,

the hash of the message, and the publicly-known parameters. If the value of r

that is generated using the public key is the same as the value of r that is

15 generated with the private key, the signature is verified.

The variables that are used in DSA are as follows:

p: 512-1024-bit prime number

q: 160-bit prime factor of p-1

h: a value less than p-1 and where h(P-1/q mod p > 1
20 g h(P-1)/9 mod p

¥ g*¥ mod p

x: <q

The variable, x, is the private key and y is the public key. As can be
seen from the variable definitions, the private key, x, is used to generate the
25 public key, y. To generate a signature, a random number, k, is determined
that is less than ¢. The signature is comprised of both r and s which are

generated as follows:



h: a value less than p-1 and where h(P-1)/q nod p > 1 20 :
h(p-1)/q mod p - [err]: glerr] nod p [err]: <
[err] ) The variable, x, is the private key and y is the public
key. As canWR98/54633 seen fromthe variable definitions, the BfVUSSO0sy -
[err], is used to generate the 25 public kdy, y. To generate a signature, a

random nunber, k, is determ ned that is less than q. The signature is
conprised of both r and s which are generated as foll ows:
[err] = (g[err] nod p) nod ¢ S = (k[err] (Hm + xr)) nod q

In calculating s, the k ' for which the signature is being
created is input t%—gghgéﬂjgg%@,nq using a one-way hash) function to

generate 5 H(m . __'l_'rw&, (H({;l,;) _Lr}y})r Llon is used to generate the signature.
The signature Is sent along wth'the informati on, or nessage, to the

reci pient. The recipient verifies the signature by conputing a val ue

for r, v. If v is hhQlaadHngs, the ifféfmation fbP VIt #Ré Sighatdre\i8 Helingd. The
reci pient calculates [err] as follows: w ="s[err] nod g 10

[err] = (H(Mcréatad i@&ﬁ;ﬁ@f td a hash (e.g., using!2 oRe{way hagl) function to generatberr] =
((g[err] * y[érr]) nod p ) nod q 8 g Tar‘?e ?gelgipient usegsthe public

key, y, t& vedfrky Thessthgnimformeation ig hsed to generdateittst signahuypatThecsignatiire
the sanme as the signature, r, the signature is verified 15 and the

i nf or mati on iis sehkealemg withi thesighformhateon, taremiessagenta thenrecipient. The recipient
authenticated by authenticating a signature attached to the information.
Anot her aspederifiessbepignature byreomputing iaraltp dor niwrwtis ghe samelas 71, shen
read only by authorized, persgns. Access to infqQrmation that is considered
sensitive is thesignaiurg/is dvg%éepwp%}trﬁ@mﬁ#eéa’c% fohlewsoni y an

aut hori zed
w=s1modq
10 u1 = (H(m) * w) mod g

u2 = (rw) mod g

v = ((g%1 *y#2) mod p ) mod g

The recipient uses the public key, y, to verify the signature. If the
calculated signature, v, is the same as the signature, r, the signature is verified
15 and the information is thereby verified. Thus, the information is

authenticated by authenticating a signature attached to the information.

Another aspect of security is ensuring that the information itself is
read only by authorized persons. Access to information that is considered
sensitive is limited by encoding the information such that only an authorized

20 person can decode the information. A system for encoding and decoding

information is referred to as a cryptographic system (or cryptosystem).

A cryptographic system is a system for sending a message from a sender
to a receiver over a medium so that the message is "secure”, that is, so that
only the intended receiver can recover the message. A cryptographic system

25 (or cryptosystem) converts a message, referred to as "plaintext” into an



20 person can decode the information. A systemfor encodi ng and decodi ng

information is‘referred to as a cryptographic system (or cryptosystem.

A cryptographic systemis a systemfor sending a nessage froma sender _
to a recei VO WBd633a nedi um so that the nessage is "secure", PGEE$N0899650 -

t hat only the intended receiver can récover the nessage. A .
cryptographic system 25 (or cryptosysten) converts a nmessage, referred to
as "plaintext"” into an ’ 4

encrypted format, known as "ciphertext." The encryption is acconplished by
mani pul ati ng _gr ) E b ol ey : hol NE
rocel ver " dghypEtPl Thandl KhoWi? of pEpARECHE  ehdiendeyBRBh I8 Mcolplithid by,

| ai ntext, b [ | ' ¢ Y ' usj
p IndApEL of AR RN b%e&ga§E R A ERIHR ke Ry sUSTRE

t he 5 cipher key or’ keys. So |ofig as only the send

know edge reégivéﬂ“%iéék-fﬁ\@" € nesSaEd) that BN esnRiresiti frGmSHpReHeRt {5 Secure.
A "classical" cryptosystemis a cryptosystemin which the enciphering

i nformation (pﬂﬂnlﬁéct}lb?(iei/@rsﬁ@g ehémhipiiatitecop hansfogmation PRédess usitg the
provi de security, a classical cryptosystemrequires that the enciphering
key be 105 kepthedayesr keyb. pfolorgeas bnlyuther sender thd reyaiverrhave kneededge
channel s. Secure channel s, such as secret couriers, secure tel ephone
transmi ssi on dfithesjpler keye such anlenceypteddrarisneissionyis secireal and expensi ve.
A systemthat elimnates the difficulties of exchanging a secure
enci phering key is known as "public key encryption.” By definition a
public 15 key crybtdassicadircratosyten; s feetyptosystemn dnabhic Rering y
how t o enci pher a megsage cannot use the encLEheri,n nd t he

key.to fj
deci pheri ng Informatipryeamh Bausgdfoofetsrmineie AeHBhAYNEJ figsh. Tan
enci phering functjon . is chosen so that once an,epgi phering.key i
nown, _t he e REPRHS RS EREREA CyBRRsyREm, FRIATG BaL A S eipFE key be
However , 1t(J.I © kle?a\{%écsr%t g}c\dtpq' vl ¥PhLE of the system over secure channels. Secure

channels, such as secret couriers, secure telephone transmission lines, or the

like, are often impractical and expensive.

A system that eliminates the difficulties of exchanging a secure

enciphering key is known as "public key encryption." By definition, a public

15 key cryptosystem has the property that someone who knows only how to
encipher a message cannot use the enciphering key to find the deciphering
key without a prohibitively lengthy computation. An enciphering function
is chosen so that once an enciphering key is known, the enciphering function
is relatively easy to compute. However, the inverse of the encrypting

20 transformation function is difficult, or computationally infeasible, to
compute. Such a function is referred to as a "one way function” or as a "trap
door function.” In a public key cryptosystem, certain information relating to
the keys is public. This information can be, and often is, published or
transmitted in a non-secure manner. Also, certain information relating to

25 the keys is private. This information may be distributed over a secure



20 transformation function is difficult, or conmputationally infeasible, to
conpute. Such a function is referred to as a "one way function" or as a

"trap door function." I.n a public key cryptosystem certain '
i nformati on W@I9HE4633 t o the keys is public. This infor RETIUSAS/PE be, -
and often is, ‘published or transnmitted in a non-secuire manner. Al so,

certain information relating to 25 the keys is private. This information
may be distributed over a secure
5 channel to protect its privacy (or nmay be created by a | ocal user

to ensure ' : : er?reo

encryption/ de%}}aigﬁl\cé)ﬁ scﬁgﬁe{ts Psnvtaﬁg (%%t a ‘?&ggrﬁlg?)gétlﬁ%rl] uRFEg%)orl t ur%e( DEA)
defined in A i‘,g%)gz and also referred to as 5 the Data Encryption’
Standard (DES). ThHe DEA uses arithnetic and | ogical operations on

bi nary representations of the key and the information to performthe

transformation. | nOnelixadiple vfrapeendigptipa) dearyptichetkefieds the Dak£pr esent ed
as a series of binary digits, or bits. A bit can have a value of either

zero or one. HhayptorkAlgarithm (BEA) fdefined ionANSI X3.92 and hisonefereed to 46

represented as a series of zeroes and ones. The DEA perforns

mul ti pl e i% erthei Dat, EncryptiondStandardi(IDESk kTld DEA sises arithioeticgnd begical

transformation. A block of the information, or data, 64 bits in

l ength i s opevperatioons om binaay representationsfi the key and thexinformptieomieati on i s

performed on the ri gtht hal f to expand ifs 32-bits into 48 bits. A 48-bit
perform the transformation. In a binary numbering system, numbers are
represented as a series of binary digits, or bits. A bit can have a value of either
zero or one. Thus, a key and the information to be transformed are

10 represented as a series of zeroes and ones.

The DEA performs multiple iterations, or rounds, on a block of bits
during the transformation. A block of the information, or data, 64 bits in
length is operated on at one time. It is split in half and a permutation is
performed on the right half to expand its 32-bits into 48 bits. A 48-bit

15 representation of the key is selected for use in the transformation. The

following are examples of the resulting key and data 48-bit portions:

1234567389 ... 464748
keyss 10101000110...001

datayg 00110010001... 101

The key and data portions are combined using an "exclusive-or" (XOR)

logical operation. An XOR operation yields the value of one if and only if
20 one of its operands is equal to one. For example, if the first bits in the key and
data are XOR'd the result would be one. If the forty-eighth bits are XOR'd, the

result would be zero. The XOR operation yields a 48-bit result each bit being



15 representation of the key is selected for use in the transformation. The
follow ng are exanples of the resulting key and data 48-bit port-ions: -
123456-7829 ...464748 key[err] 1010100011
0 ... WO 98/34633 dataferr] 00 1 1 0 0 1 OPET/HSIN09996; o 4
The key and data portions are conbi ned usi ®g an "excl usive-or" (XOR) )
| ogi cal operation. An XOR operation yields the value of one if and only if
20 one of its operands is equal to one. For exanple, if the first bits in

t he key and data are XOR d the result would be one. If the

forty-eighth Bik?tsl%g&i;{ngéq?x@m %ﬁ?ration bebh?v,?éﬁ v ity FoREtHCkey arld eheita. A

operation yie res each el ng

6 tge Lesill 4¢ QlbsttutiOR PREpEL R BBRTXOROrddlltswhidpiddackey and

t he data. series of substitutions are perforned on the XOR result

whi ch producethirty-ft hbvr b9 @ Pérnsutidnaisriforirid on the nper bits.nEheon t he
new bits. The result is XORd with the |eft half of the 64-bit bl ock.

The left and fdsaftisPEORRBwAth thecleftvidl€ bé the64-bitribbler Thedefttarahright halvesd,
begins. A nore detail ed expl anation of the DEA is provided in Applied
Crypt ogr aphy: af¥ iriteléd and anotheiteration, oamdusdubeginodemoare detdladhel er

B., John Wler & Sons, Inc. (1996) and is incorporated herein hy

ref er ence. explanation of ke RRA énpravidedin fpplied SryRiogranhy yPeatasolabl e
authenticates static 10 _information. A runtinme osj ecé/gis no[é static.
Similarly, thAlgonithans, andBoprqedrode in o ichneigtsBadehn Wiler & 8oRs\JBE stati c

information. A nmechanismis needg

(1996) and is incorporate %erein by reference.

The authentication mechanism currently available authenticates static

10 information. A runtime object is not static. Similarly, the current encryption
mechanisms are used to encrypt static information. A mechanism is needed

for signing and/or sealing a "live" object such as one that exists in a runtime

environment.



for signing and/or sealing a "live" object such as one that exists in a
runtinme envi ronment .
7 : SUVMMARY OF THE | NVENTI ON '

Enbodi ment s WP BHE33I nvention is used to generate signed obj edREI/USNG09996
seal ed objects. A signed object is an objedt that has an associated digital -
signature that can be used to authenticate the object. A sealed object is
an 5 object that is encrypted to limt access to only authorized
entities. A signedObject class is defined that represents a
"live" object. A "live" X e S/ € VNG I ng changes nade
to the runtine state stored in opject. A"live" object is a
dynam c object in that its state (e.g., values associated with

i nstance vari abl esggfbddifedld SFthe irfvefitipablsusell t'é%éi&rﬁi_éaélgﬁéd objekts and

snapshot of the "live" object is generated and stofed with t he

si gnedQvj ect . sealed objeetssi ARG sisjectlivahhsbjectithathadfan ngstiated digial i s
associated with the snapshot of the "live" object. The signature can
be generat ed sighatur®$hat ¢aor be used ¢o anpthenticates thgnelsjeét. ad sealeidnebjectds@asObj ect’
class indicates the status of the si gnedObj ect. When signed is true,

t he si gnat Bir eolsjec that isendrypted) teliGiit actess $o DRly authuirizeddengiitied. si gnat ure
of the "live" object's snapshot. The nenber fields of

si gnedObj ect are private_and can be accessed usi ng public nethods. The
menber fields of aAssighedObjestelags és defined sha repsesents a E\éﬂen@bmhi pulliveld

be dth t.hod ft ' dCbj egct. On the "live", b t .

o oned, it CasBE BEaRBbl o ARG GhangR mege RS RS statd SlpEsd in the

i nval i dat ed. [For ,exanpl e, ,when t.he snagshot .i s, nodifi.ed,.. the signed flag is
reset to fal sé™e q}éﬂ%?cﬁ eﬂh%a?blfﬁtelscﬁ' Wﬁ"i'm% P_BW&EHT E:h%s‘t%?)tal"%ﬁg%? V@ qsg_
o 1 cat | oA pRepre! i B variibles bt el bl Bf biRE shpnged, A

t he i ghe . [ e i "l " i et A i d
fl a_gS: g egg}r)r{ %gaéjs 8t 8&“&%9&‘(% ntge%w%t e%kés\t?gﬁaégicﬁ'}og%c? W@gi{nu g g%ﬂ’% eE
digital signaig gigr@d(jed further stores a signature that is associated with the

MMA

snapshot of the "live" object. The signature can be generated using DSA, for
example. A signed flag in the signedObject class indicates the status of the
signedObject. When signed is true, the signature stored in the signedObject is

15 a valid digital signature of the "live" object's snapshot.

The member fields of signedObject are private and can be accessed
using public methods. The member fields of a signedObject are not capable of
being manipulated beyond the methods of the signedObject. Once the "live"
object is signed, it cannot be modified without causing the signature to be

20 invalidated. For example, when the snapshot is modified, the signed flag is
reset to false to indicate that the digital signature is no longer valid. Once a
snapshot is taken of the "live" object, any further modifications to the object

has no effect on the stored content in the signedObject.

To authenticate a "live" object, the signed flag is examined to

25 determine whether signedObject includes a valid digital signature. A valid



digital signature is retrieved fromthe signedCbject. The digital signature
S exam ned to determ ne whether it is genuine. If the digital
signature i uine, the "live" object's snapshot is retrieved from

i s gen
t he si gned WPIEB4EIAd used to reconstruct the "live" obPEEUSIS0BI6
A seal edObject class is used to encrypt a®live" object. A snapshot of

the "live" object is generated and stored in the seal edCbject. The snapshot
S encrypted using a public key. The encrypted snapshot is stored in
t he seal edObj ect. Once the snapshot is encrypted, the plaintext

versi on of tRe,ital o i . sea Leot o iy i eve
Uhe onar ypt o J5ite] sigtRBEE RotetiSvelt btk the SRRENOBiRETRE HLARl sigrtutld

seal edObj ect exAmBidd/ & Bele@hihé whethtis s gendBfl YPitht Bgiescdiynitase fnapshot .

The decrypted snapshot is used to reconstruct the “live™ object. Like

the si gnedObjgeahin®, aké livéleobjestesndpsblotss retrieved frdhi thblsignedObjedteand
seal edObj ect class are publicly accessible through its menber net hods.

15 Ausedrto mretorstradt thedtiveyobjedt.seal i ng an obj ect is possible using
enbodi nents of the invention. For exanple, the snapshot of a "live" object
I's sealed by storing the snapshot and signature in a seal edObject instance.
The Snapshot A seaded@bjectedasmis uded ol exicnyrta "line’ sbjget.oA stapsbatiphsot is
del et ed fromthe seal edObject. Before the snapshot is used to .
reconstruct #he"lve"\qbjectip gepgjated andrpioradginathgrsealed Qhjedt. fIde snapshot is

aut hentication. To authentic i,e the;%bj ect, t he sna shgt. I s decrypted
to yield theCRFYPH® klﬁl.ng'r‘hBuE ig key e i€ encrypied snapshiclds stored g DSS and

(e 1 e SFpuBfOMect UIEE b b o f e S i pomion SRR
oBy et > can |

the same. snapooriot i dpfited FOMRRE sedlabblcE 16 108leYs e dhinfifedicBEE "

class arqqf uyly e QPR BhEHpsHOTENHBYLY from the sealedObject. A private key is

used to decrypt the encrypted snapshot. The decrypted snapshot is used to

reconstruct the "live” object. Like the signedObject class, the member fields,
or variables, of the sealedObject class are publicly accessible through its

member methods.

15 A combination of signing and sealing an object is possible using
embodiments of the invention. For example, the snapshot of a "live" object
is sealed by storing the snapshot and signature in a sealedObject instance. The
snapshot is encrypted and the plaintext version of the snaphsot is deleted
from the sealedObject. Before the snapshot is used to reconstruct the "live"

20 object, the signature is used for authentication. To authenticate the object,
the snapshot is decrypted to yield the plaintext. The plaintext is authenticated
using DSS and DSA, for example. If authentic, the plaintext is used to

reconstruct the “"live" object.

Subclasses can be defined to allow multiple levels of signing. For
25 example, multiple signatures can be placed on the same Snapshot. In this

case, existing method calls in the base class are fully compatible semantically.



9 For exanple, a nethod that is designed to get a signature returns a
single signature if there is only one signature, or returns one froma set
of signatures if there is nore than one signature.

10 . WO 98/54633 BRI EF DESCRI PTI ON OF THE DRAW NGSFPCT/US98/09996
Figure 1 provides an exanple of a general furpose conputer that can be
used in an enbodi nent of the invention. Figure 2 provides an
overvi ew of a signedObject class according to an 5 enbodi nent of the

i nvention. Figure 3 provides an overview of a seal edObj ect

class accor di gg, E?%ﬁg%e, a meaRRIHR S d@éiﬁ'h@& th BéE Ets-i@{hhue returns a singlegure 4

provi des an exanpl ¢ a state machine Tor an~object according 0 an
enbodi ment  of g{haniieVie Thérens onl one signdtiifid)io? retniths \ndsfoma g¥P! e of an
obj ect signing process flow according to an enbodi ment of the

invention.  signatures if thetdrie nfoner thahdete signawaspl e of an obj ect unsigning
process fl ow according to an enbodi nent of the invention.



Figure 7 provides an exanple of an access request managenent process 15

fl ow according fo one enbodi nent of the invention. Figure 8
provi des an -exanpl e of an object sealing process flow according to an
enbodi ment oWOt9BE463Avent i on. Figure 9 provi des aRCEASAHNT an.
obj ect unseal ing process flow accordi n to an enbodi ment of the )
i nvention. 20 Figure 10 provides an exanple of a process flow for
unsi gni ng and unseal i ng an obj ect according ‘to an enbodi nent of the

i nvention. 11

DETAI LED DESCRI PTI ON OF THRIFVBNSERPTION OF THEI?RK? Rgégand apparat us

for signing and sealing obJeCts TS descriped (,f ol | owi ng

description, numerous specific details are set forth in order to

D e Tor e o FGHH199801d erBathple/tT PRERAA pLBEA dfputel it J:axPe >

apparent, however, o on killed 1n t e art; at* t I nvention
may be pf%hbé&%%&ﬁbbdhﬁ%@oﬁ&@hﬂeﬁh@ﬁt ails. In other instances,
wel | - known f eatures have not been described in detail so as not to
obscure the invention. Enbodi nents of the invention can be

i npl emented on a géigaral providepanpmasvieenpfihsigredObject dlddsugtoriiag tban
Figure 1. A keyboard 110 and nouse 10 111 are coupled to a bidirectional

syst em buss 1k8nbadinémty bbdhel inventhouse are for introducing user input
to the conputer system and comuni cati ng that user input to CPU 113.
The conputer systemof Figure 1 also includes a video nenory 114, main

menory 115 and maddgyres agevides angvereisuppta seagledObjest cieiss aceording te 9Bt em
bus 118 al ong th keybggrd 110, pouse 111 and CPU 15 113. The nmass

storage 112 rffY Pﬂ’é!‘%ﬂél*e &0¢ IRYERKPHNG r erovabl e nedi a, such as
magnetic, optical or magnetic optical storage systens or any other

avail able Figure 4 provides an example of a state machine for an object according

to an embodiment of the invention.

10 Figure 5 provides an example of an object signing process flow

according to an embodiment of the invention.

Figure 6 provides an example of an object unsigning process flow

according to an embodiment of the invention.

Figure 7 provides an example of an access request management process

15 flow according to one embodiment of the invention.

Figure 8 provides an example of an object sealing process flow

according to an embodiment of the invention.

Figure 9 provides an example of an object unsealing process flow

according to an embodiment of the invention.

20 Figure 10 provides an example of a process flow for unsigning and

unsealing an object according to an embodiment of the invention.



mass storage technology. Bus 118 may contain, for exanple, 32 address lines
for addressing video nenory 114 or nmain nenory 115. The system bus 118

al so includes, for_exanple, a 32-bit DATA bus for transferring DATA between
20. and anoRtP M¥¥Fbnponents, such as CPU 113, main nenory 1‘1@1"0 3paye
menory 114 and nass storage 112. Alternatllx)lely, mul ti pl ex DATA/ addr ess

i nes may be used instead of separate DATA and address |ines.

I n an enbodi nent of this invention, the CPU 113 is a 32-bit

m cropr.ocessor nmanufactured by Mt oroI a, such as the 680X0 or Power PC 25
processor or a m cropr odg9ETANLEE - ] L INVENTIONt he 80X86, or
Penti um processor. However, any ot her sui tabl e mcroprocessor or

12 m croconputer may be utilized. Main nmenory 115 is conprised of
dynani c r andonmethesdsarit apparatidRidY)signingeemdnawating cbjetts i desdtibed pdnt ed
vi deo random access nenory. One port of the video nenory 114 is

coupled to  the folldmingmescipon, ibmeiitus spedific details fresetlfosth in asdar too
drive the cathode ray 5 tube (CRT) raster nonitor 117. Video a I i fier
116 is wel | kprowide a mhze tharough desariptiap af¢hemresandinuentign.alywillbeabl e
means. This circuitry converts pixel DATA stored in video rrermr y 114
to a raster SARPAIENGUICRNEE, fQPNE skillgd in the ggnthasthe preseps invention may a
computer | Sys(EPRSERY BRI aARESt SoIIRC R of ohes ffpt@soHEknown |
features have not been described in detail so as not to obscure the invention.
Embodiments of the invention can be implemented on a general
purpose computer such as illustrated in Figure 1. A keyboard 110 and mouse
10 111 are coupled to a bi-directional system bus 118. The keyboard and mouse
are for introducing user input to the computer system and communicating
that user input to CPU 113. The computer system of Figure 1 also includes a
video memory 114, main memory 115 and mass storage 112, all coupled to
bi-directional system bus 118 along with keyboard 110, mouse 111 and CPU
15 113. The mass storage 112 may include both fixed and removable media, such
as magnetic, optical or magnetic optical storage systems or any other available
mass storage technology. Bus 118 may contain, for example, 32 address lines
for addressing video memory 114 or main memory 115. The system bus 118
also includes, for example, a 32-bit DATA bus for transferring DATA between
20 and among the components, such as CPU 113, main memory 115, video

memory 114 and mass storage 112. Alternatively, multiplex DATA /address

lines may be used instead of separate DATA and address lines.

In an embodiment of this invention, the CPU 113 is a 32-bit
microprocessor manufactured by Motorola, such as the 680X0 or Power PC
25 processor or a microprocessor manufactured by Intel, such as the 80X86, or

Pentium processor. However, any other suitable microprocessor or



The invention may be inplenented in any type of conputer system or
programm ng or processi ng environnent. An enbodi nent - of the

i nvention is used to sign an object such that it can be t hent | cat ed.
Enbodi nent s WP BMEP nvention can further be used to 15 encr}%ﬁ“ﬁﬁgkbﬁ ct. -
tolimt access to the object. The sealin&2and si gni ng " mechani sns of
t he invention can be conbined to create a signed, sealed obj ect.

Obj ect signing is a nmechanismfor creating a digitally signed version of
an object that is unforgeable. A signed object can then be passed, for

exanpl e, 20 mmrgmxﬁgaier%h kA, TRH Shembry 218 is compiisedr ofdymianic
verl

systen) as a fiabl e authentic token or object. her appli cations
i ncl ude use ghndom acces Medhbie (DRAMT Widdoy niepneryr Ui isne dealposederideas an
unf or geabl e aut hori zation token that can be passed around w t hout the

fear that theahélsfihaccess memnoryoeOnelpart ofithe videdi estbryi Ylddstcoupiartto
detected. A signedObject can be 25 stored outside the runtinme to store,
for exanpl e, videdianapliferckss dhetvideo damplifier 116 is usgidie. drilee therngathede ray

possi bl e using enbodi ments of the invention to construct a . )
13 5 ogubel(CRIY wresiter nuonitoryhldt: uVidea amplifier diaipmell knewn) instheattnai n
of aut hori zation and del egati_on.

and may be implemented by any suitable means. This circuitry converts pixel
DATA stored in video memory 114 to a raster signal suitable for use by
monitor 117. Monitor 117 is a type of monitor suitable for displaying graphic

images.

3 10 The computer system described above is for purposes of example only.
The invention may be implemented in any type of computer system or

programming or processing environment.

An embodiment of the invention is used to sign an object such that it
can be authenticated. Embodiments of the invention can further be used to
15 encrypt an object to limit access to the object. The sealing and signing
mechanisms of the invention can be combined to create a signed, sealed

object.

Object signing is a mechanism for creating a digitally signed version of
an object that is unforgeable. A signed object can then be passed, for example,
20 within or between runtime systems (e.g., a Java runtime system) as a
verifiable authentic token or object. Other applications include use of
signedObject internally to a runtime environment as an unforgeable
authorization token that can be passed around without the fear that the token
can be maliciously modified without being detected. A signedObject can be
25 stored outside the runtime to store, for example, critical access control data on

disk. Nesting is possible using embodiments of the invention to construct a



A signedObject class is defined to sign an object. Figure 2 provides an
overvi ew of a-signedObject class according to an enbodi nent of the 5

i nvention. The signedObject. class 202 is used to sign object S

i nstanti at ewqwség-%"unti me environment. A snapshot of object E%géﬁésﬁgéggated--_
and stored-in array 214. The snapshot incljdes the state of object 204.
That is, for exanple, the snapshot includes the class of object 204,
the class signature, and the values of all non-transient and non-static
fields of object 204. A 10 signature is generated by signature generator
206 and is stored in array 216 of si gnedQbj ect, 202. . _ Arrays
214 and 216 dogigelBequencepfcignatyres tp, fomexaraple, evtablishhea ghninef 202;
For exanpl e, signed(hj ect OG can, limt access such that a request to

nodi fy array authorizahgn ap aj}98n a valid signature exists in array 216.
15 Alternatively, a request to nodify array 214 can be all owed, however,

h lid si . i i lid .
anef nod of o C o AREREACReBN GRS 5 desida (it BRI ElecR; Pl 2 RrovidB AR
216 (.. . i ] i . Th
contents of aTYeEgevs pf a siREAOBject Lol afla B 4l Snboilee BE B U(R) - Th
si gnedCpj egt i;\l%ntigﬁfinﬂ{eeﬁgﬁ&égﬁféﬁtt ss Y69 is?@ié?toaélgre\ dip 964 Hattisie

si gnedObj ect ‘cl'ass are proVid e section ntitled "SignedQbj ect
d ass.” instantiated 1R Shapsheter@irath@at A0hapkRbE6f bibjedt 20yis2idatedn be
used to reconstruct obj ect 204. The signature contained in array 216

i s exam ned tgndgfdrbdl in arraya®ideThe shapsHot included die sthte ofxpigedt 2041 Jhakiss
froma trusted source). If the 25 signature is authentic, the contents of
array 214 ar eforssdniples treosrstpshot irabjides the class2@fobjeair20dx theptlass sigmature,
contents of array 214 can contain the state of object 204

14 wharod the vabess ofnlhopnttansienteand apasstafic faldsmefiehied 208 dbj ect
204.
; 10 signature is generated by signature generator 206 and is stored in array 216 of

signedObject 202.

Arrays 214 and 216 are publicly accessible via methods of signedObject
202. For example, signedObject 202 can limit access such that a request to
modify array 214 is not allowed when a valid signature exists in array 216.

15 Alternatively, a request to modify array 214 can be allowed, however, the
valid signature in array 216 is invalidated as a result. Another method of
signedObject 202 provides the ability to examine the status of array 216 (i.e.,
whether array 216 contains a valid signature). The contents of arrays 214 and
216 can be retrieved using methods of signedObject 202. Examples of the

20 variables and methods of the signedObject class are provided in the section

entitled "SignedObject Class.”

The snapshot of object 204 stored in array 214 can be used to reconstruct
object 204. The signature contained in array 216 is examined to verify
authenticity (i.e., that the object originates from a trusted source). If the

25 signature is authentic, the contents of array 214 are used to reconstruct object

204. For example, the contents of array 214 can contain the state of object 204



Alternatively, array 214 can include both the state and the behavi or of

obj ect 204, Usi ng enbodi nents of the invention, an object
can be sealeq in 5 addition, or as an alternative, to signi an obj ect .
Figure 3 prowQa¥4 overvi ew of a seal edObj ect cl ass QQ%HP%HS(@%_M
enbodi nent of the invention. In the préferred enbodi ment of .the

I nvention, the seal edObject class is a subclass of signedObject class.
Thus, the seal edObject class inherits t he menber fields and nethods of

t he signedObject class. A sealedObject 202 10 is used to seal object 204

by encrypti ng whithdshisedts popubitpahé fidlds offars bt of object@40bj ect 204 is
created and stored in array 214. The snapshot includes the state of

obj ect 204. Thlternatively, aevayrZidecart inehedebetiothel stateuated thebeltdvass obbbject
obj ect 204, the class signature, and the values of all non-transient and
non-static fi &0ds of object 204. A signature is generated by signature
generator 15 206 and is stored in array 216 of signedCbject 202.

Arrays 214 and 216 _are accessible via nmethods of signedCbject 202. As a
subcl ass of si gned&igingembpdiments ofithg inverdivn, apcohjetcanitee sealedir of

o UhetheRddifigh, 1% eb ANSIRSNE, YaPIEASS ANANIAE) FUEd BITHEt R
Furt her i nel udgerview St & SeaBBOPIEE? ol SietRipE T SR ERRAiTIRgt 21 dhipshot of
obj ect 204. Qiher ,. hod f e L ect 2.provide . the abiJyhty . to
determ ne the %Y%?tb@'ognnghe %r%%egfee%%lbgg,%%ag ogﬁe 11‘8"‘]‘3'5{91}/ éb% Sfﬁgdbc?ﬂ%ént S
ceal cdobj oot STEE 3 SEbest OfdgmedOpKEE LR, PTnAS TSRO LI inberi

Cl ass.” : : : :

Array 318 contt%? r%engﬁerefr%%lrd >§ Stn éidm\(/a g}osdisoonf, thie'Ségf,ledc(l) lgﬁcgrqtlzsxs t ]&fs Sarle%l%g]ect 202

snapshot ofp ok a6éd €9¢eal DBjeRO204 BY edlRAting?fifb contém8F fecR0LbACGIapdRYt | S
generated and stored in array 214 Encryptor 308 is used to encrypt the
of object 204 is created and stored in array 214. The snapshot includes the
state of object 204. That is, for example, the snapshot includes the class of
object 204, the class signature, and the values of all non-transient and
non-static fields of object 204. A signature is generated by signature generator

15 206 and is stored in array 216 of signedObject 202.

Arrays 214 and 216 are accessible via methods of signedObject 202. As a
subclass of signedObject 202, sealedObject 302 includes the methods of
signedObject 202 for modifying array 214, examining the status of array 216
(i.e., whether array 216 contains a valid signature), retrieving the contents of

20 arrays 214 and 216, etc. An instance of sealedObject 302 further includes
methods for encrypting and decrypting a snapshot of object 204. Other
methods of sealedObject 302 provide the ability to determine the status of
sealedObject 302 and to retrieve the contents of array 318. Examples of the
variables and methods of the sealedObject class are provided in the section

25 entitled "SealedObject Class.”



contents of array 214 using an encryption key. In the preferred enbodi nent,
5 a public key systemis used to sign or seal an object. For exanple, DSA

is used WE)%S/%%&Q an object, and DES is used to seal an oﬂéﬁﬁ%%s}og?%houl d

be - appar ent one of ordinary skill the art, howeve . er- -
systens can be used with t he inventiofff The encrypted snapsheot is
stored in array 318. The contents of array 214 are then deleted such
that the plaintext version of the snapshot is 10 no long stored in

seal edObj ect 302. That is, once a ciphertext version of object 204 is
generated, the plArriyeX18 ventairsraroéneapest vé@ion,d.edatipherteskt; for the

seal edObj ect 302. Preferably, a different public-private key

pairs are ussthpshotofjobjentd2@4kalo encrypiobjsist 204,.a srfapshet ofjbbjepti204 &s- pri vat e
key pair is used, it is necessary for the 15 Bar_ties to know both the
publ i c and pgéneratedkasyd stpmed in grray 214y Encrygptor 308 is usgst to,enayptihe o
generate a signature while party B uses an assocjated public key . to
verify the stapienisref array 234 usig %p@@wquv‘MQ&P¥¢f@rsdmmé0@m% .
encrypt the object that party B decrypts usjng (he private key. Therefoye,
if the O azweliskeywsim aneeddasigaior seal %QEJQFBrIE%‘F’F?fBPénP%A‘ Ihbse

arr. Al tor i fgarp object” 8 TR R ol s2Rl o PRy i d b erpany® ©
Ci Yned and s BhoFdpry skiipin the af kT, f8oE: SABEE Gn RETsE welh
si gned and s¥ 203 "l

ccor i ng 1 o yeRiaf I Sydypidabifot is R e oY PRE EBhtentsf |

nei t her sign I I I+ by S | 204 is
si gned and u%ggg%gésﬁ?% ﬂs%%étd EYeﬁ%ﬁQﬁ%}g;&g}tQ h%(ﬁm?{é%*eﬁbs to ?ang}egsnrgagiﬁs{ i

16 10 2RE 168 8RJred ihResledDDjtOB0Y] Thiat &) Dnlck AMcipRertexd Varsiti ¥f objetect
204 changes, via transition® 432, fromstate 402 (unsigned and

unseal ed) t 0204 @l gerddfted) dieplaintext veRj@rbf 8bjéct 204 Badeldtednfionnsi gned.

bj ect 204 reverts to state 402 (e.g., unsealed and unsi gned) via
transition 4shledObject 302.

Preferably, a different public-private key pairs are used to sign and seal

an object. If a single public-private key pair is used, it is necessary for the

15 parties to know both the public and private key. That is, party A uses a
private key to generate a signature while party B uses an associated public key
to verify the signature. To seal an object, party A uses the public key to
encrypt the object that party B decrypts using the private key. Therefore, if the
same public-private key pair is used for both signing and sealing, parties A

20 and B must know both keys in the public-private key pair. Alternatively,

sealing can be performed using a classical cryptographic system.

An object can be signed or sealed, or signed and sealed. For example,
object 204 can be signed and sealed. Figure 4 provides an example of a state
machine for an object according to an embodiment of the invention. ‘In state

25 402, object 204 is neither signed nor sealed. By undergoing transition 424,

object 204 is signed and unsealed in state 404. Object 204 reverts to unsigned



5 In state 404, object 204 is signed and unsealed. State 408 is

reached vi a " transition 426 to sign and seal object 204. From state
408, object 204 can_be unseal ed via transition 428 (entering state
404) or unsiYWRM5443 transition 430 (entering state 406FCTUSTPEe n-
the preferred enbodi nent, an unsigned, 16 seal ed obj ect’” cannot .be signed. "
As previously discussed, a signature is 10 generated fromthe information
that is to be signed. If the infornmation is “encrypted, the information
is no longer available to generate a signature. Thus, as illustrated

in Figure 4, ilei@sésleddnistA8si0RivAA tiAr@McH 42008y, object 202! @dngbsitvia
(e.g., state 406) to a signed and sealed state (e.g., state 408).

A transition franstion 4325 ionedtats 40P ¢dnsiped ahdhaisealkdp o btate 406 Gviadteinl 5
unseal ed state (state 404) is acconplished, for exanple, via transitions

434 and i écttd istsasled A umsignedis Objerh 204 naveatstogtatd 40R1fe.g3 adesledt e
(state 404) to an unsi gned, sealed state (state 406) is possible via
states 402 (eard unsiguest) tviafmamsition 434. and 432) or 408 (e.g., transitions
426 and 430). Serialization 20 To sign or seal an object, a
snapshot of the object is taken using a process referred to as
serial i zat$on. Duril'\"rija?e‘m‘lapbhe&t 2hist signech and minsealed . State 408 gpraached via

tri d f th bj_ect d in, f | e, file, byt
array, etc. CESBRPER4Ritpsien andses qhiectabio Faomimate ANBCPRIEADLLANIG ect
In th f d. di t ' ' dt iali :
save the confERTGISE VN aaRCALRE Fareiaes pate oM G vRREREh o SHASHE 59 an
bj ect . . . . .
otream i s a | {FREZING 85 40P} aHoWey o themreforssd prbpdimett agypapigned.
| ndependence SR biRcPeli bolol e Shs i Ak fsdliaka! £ iiparele!
exanpl e, e st’ream can be I'le (e.g., Tor persiste storage of an

obj ect) ofpa %é'r{éme@ from tROMEImbGod that 8 toWeOAghed. VILHR NN RGP s
anot her host ©Or 1 n another process). 5 An input streamis a stream of data

that flows i nwadrfpts, THe IRRAMARBIRNAG AN fonger availible &b Behefdts dadiphasran
outward flow by virtue of wite operations.
Thus, as illustrated in Figure 4, there is no transition from an unsigned,

sealed state (e.g., state 406) to a signed and sealed state (e.g., state 408).

A transition from an unsigned, sealed state (state 406) to a signed,

15 unsealed state (state 404) is accomplished, for example, via transitions 434 and
424 and state 402. A transition from a signed, unsealed state (state 404) to an
unsigned, sealed state (state 406) is possible via states 402 (e.g., transitions 422
and 432) or 408 (e.g., transitions 426 and 430).

erialization

20 To sign or seal an object, a snapshot of the object is taken using a
process referred to as serialization. During serialization the contents of an
object are retrieved from the object and saved in, for example, a file, a byte
array, etc. Deserialization is used to restore the contents of an object.-' In the
preferred embodiment, streaming is used to serialize (e.g., save the contents

25 of) and deserialize (e.g., restore the contents of) an object.



Serialization is preferably inplenmented in an Application Pr ogr anm ng
Interface (APl). In this case, an object can be serialized by

declaring t object is serializable (e.g., inplenents i
30 shbiess Pefsmpns, .

serializati terface). The seriali Zl?t i on nechani sm f ot

wites the class of the obj ect, the ¢l ass signature, and the val ues
of all non-transient and non-static fields to an output stream For
exanpl e, when an object is serialized, the statée of the object is
saved by witing the individual fields to an output stream (e.qg., an

Qoj ect Qut put St r earAl stieamgisa linedreSdyjurntiabfioodf ddtacthdeissasddato gdairon 15
mechani sm for an object reads the information witten to the output stream
An exanpl e ofindeperdemice fadthehe ateral guteysical §Y Ovdetade thattih esddv Fobexainpierent
Kit version 1.1 available from Sun M crosystens, Inc. An object is

deseri al i zed the streanti cag béa file é¢.gs forr pensistentagorage of ancehjedth oo atrtedwolk ect
usi ng a readObj ect nmethod. Information in the streamis_used to assign
the field of spokett(Reg.ots) rasonstitiieian wbjact ont anathenhest emin annthes poecesalyl v
naned field in the current objegt. Si gned(Chj ect C ass .

The si gne@ChjAt iNRYtEeqME 1§ a Stream Pﬁéﬁfarféﬁﬁé@é\fﬁw@r iéﬂ@a rgR QpEFAtions.

The signed docunent is another object (g.9., a.Java,runtine ohject) that is
25 signed usiHYyOHPENTILHR 3% 0 erin@%‘%tm(’)?ﬁr%‘i? 86W§5¥Flf5%86?u4ﬁ%§'hod is
used to construct an instance of the signedObject fromany "content"”
object (e.g., a i e s . . N 18
"I'itve" or dynam cSSBﬁagé?Sl?nﬁgr%fgﬁ%belthm ljerggp t?%%%?i%???%%fl%l}ud the result
i's stor ' [ ' [ ' | ains a
g e o VobBrbingHRRUCDLAPD RSHMGRe, f ShRALIN B bRy 215 2
i ndi cat es WnefdiRiring that!the objétdd Sérfalldadld (€F., Zm?n&ﬂa@k@%s%ﬁhnﬁame

contains a digital signature’of 5 the objec ontent.

10 interface). The serialization mechanism for an object writes the class of the
object, the class signature, and the values of all non-transient and non-static
fields to an output stream. For example, when an object is serialized, the state
of the object is saved by writing the individual fields to an output stream (e.g.,
an ObjectOutputStream) using a writeObject method. The de-serialization

15 mechanism for an object reads the information written to the output stream.
An example of a serializable interface is provided in the Java Development
Kit version 1.1 available from Sun Microsystems, Inc. An object is
deserialized by reading the fields from the output stream into the object using
a readObject method. Information in the stream is used to assign the field of

20 the object saved in the stream with the correspondingly named field in the

current object.

SignedObject Class

The signedObject class is a class that represents a signed document.
The signed document is another object (e.g., a Java runtime object) that is
25 signed using an embodiment of the invention. A constructor method is used

to construct an instance of the signedObject from any "content” object (e.g., a



Al'l nmenber fields, or variables, are private, and can be accessed via
public nmethods. Thus, the internals of a signedCbject are not mani pul-atabl e
directly fromthe outside. Therefore, once the content is signed, it gannot
be furt WO i ed without causing the status to. beconﬁ{mﬁgﬂﬂ%ga. -
Further, 10 once the original object is st¥ialized (e.g., a snapshot of the-
content object is taken), and stored in the signedObject, any further
mani pul ati on on the original object has no effect on the stored
content. In the preferred enbodi nent, the "sign" and "verify" nethods
are final angjwanad ic objef®diThie@niintsebisétas sefalidéd andateGesulthis
possibility of fraudulent software 15 being’'created that does not correctly
or honestly giorédinthid sighiedObjet amdance. Awtgndtueaficldhcdritaless a digital

The signedObject class includes a signhature byte array, a content byte
array and a siggatdefthayis dseciateghatithr thebgdrdemtr r Aysigreldflags indieateal wkethier t he
signature associated with a snapshot of a content object. The content byte
20 array st othessighature diedd of af sighed Qbjectcimstaniop contaimhe digijaksighhtugeiof used

to speci fy whether the signature byte array contains a valid signature
for the thecebjeets content. 19 The
follow ng are exanpl es of nethods of the signedObject class: Met hod Nane
Modi fi er

Retrieves the n an@ll@e{r}@rsﬁeﬁsﬁfqrgir\%ria%ﬁ'es, are reigrétleggrrlidtcgrw be accesse%ueiai ¢
2|r 38[ i)t Bp]ovi nglicq %el?cflgéis.d%us, the inlteals of a sﬁgex{erdi \feecst afrg%oqamngngulgggle
directly from the outside. Therefore, once the content is signed, it cannot be
further modified without causing the statusl to become unsigned. Further,
10 once the original object is serialized (e.g., a snapshot of the content object is
taken), and stored in the signedObject, any further manipulation on the
original object has no effect on the stored content. In the preferred
embodiment, the "sign” and "verify" methods are final and cannot be
modified by subclasses. This reduces the possibility of fraudulent software
15 Dbeing created that does not correctly or honestly perform the signing and

verification tasks.

The signedObject class includes a signature byte array, a content byte
array and a signed flag. The signature byte array retains the value of the
signature associated with a snapshot of a content object. The content byte

20 array stores the content of the content object. The signed flag is used to
specify whether the signature byte array contains a valid signature for the

content.



reset Cont ent ~ Public Changes the stored content, and causes

the status to becone unsi gned what ever _

its previous t Sets "signed" variable 6

for the ser .SQF) g}s!c@obj ect to "false" and Cfé|s . PCI/USOB0INE .
set Content- to set the content of the .

content array. set Cont ent Private Creates a stream pi peline

fromthe object ) to the content byte
array. Calls the witeCbject nmethod to
serialize and copy the contents of the
obj ect to the contEmt following are examples of methods of the signed®pfert alassy. .

get Cont ent Publ i c Retrieves the content object. A

determnation is made whether a co 0

the "content" obj ecMathedaNaetaly difier Description

cached (n.b., the cached copy is already

deserialized). If sogetlgorithmhed coB‘}bliCs Retrieves the name of the signature

returned in response to the request. |f notalgorithm.

the "content" object is_deserialized,

cached, and ret qu ned.getProvider; o stPublin  Retrieves the name of the crypto provider
plpellnels created to ¢ t he con s of

the content array to#ﬁ%ﬂéct. rltfet SIW e;tored ?q‘czndcal?@?rleves
the signature on the signed € Status 1o become unsigne

- - its previous status. Sets "sign van
Returns the signature in a byte for the serialized object to "false and ce?l

or null if the content is not yet
si gned. set Publ i cKey Public Sej%ctgql:qtﬁh o$ret el‘(:)ol’tl‘t féh? hat
i ndi cates the public key that
corresponds to the rivat eates a strea tThis
field is optional andiﬁ’ic‘hom_%t P ¢ ffftﬁe zonﬁ&g%gﬂaggﬁ%g e%l onal
pur poses only. get Publ i cKey Publ i Cwnte(ﬁgbétln%fﬁéd iglataantics ﬁf an
i nformation the contént® bfltheftdject tﬂdh@&irﬂént{’
public key that byte array. corresponds to the
si gnature key.

getContent Public Retrieves the content object. A

determination is made whether a copy of
the "content” object has already been
cached (n.b., the cached copy is already
deserialized). If so, the cached copy is
returned in response to the request. If not,
the "content” object is deserialized,
cached, and returned. That is, a stream
pipeline is created to copy the contents of
the content array to the object.

getSignature Public  Retrieves the signature on the signed
content. Returns the signature in a byte
array, or null if the content is not yet
signed.

setPublicKey Public Sets an information field that indicates the
public key that corresponds to the
signature key. This field is optional and
for informational purposes only.

getPublicKey Public Retrieves the contents of an information
field that indicates the public key that
corresponds to the signature key.-



20 Met hod Nane Modi fi er

Descri ption ’ Public Si gns .t he

"cont ent | i ven signature :
key. An ms\'vz%% a DSA signature is : PCT/US98/09996
generated, ‘for exanple. The "content” 20 '

object's si gned flag is set to "unsigned".

The signature is updated using the

generated signature. The signed flag for

the "content" object is set to "signed". verify

Public Verifies the signature over the "content™ Qoj ect Si gni ng

An object is storedMethah NameancMadifidne si gnedQbj eDesaripion duri ng obj ect
serialization. A signature that is associated with the serialized object is

stored in the siggdOoj ect | Fblace Signsihgricankent'olsirgct givén dgtiature
provi des an exanpl e 5 of an object signkey Anocesse bf DIRISAGiatirads t 0 an
enbodi nent of the i nventi on. generated) fomexpuipld. Wie "tdnterdbj ect i's

taken at step 502. The snapshot is stored phject'ssignedflag issatteunsigned”.array”
of a signedObject instance at step 504. Théhesigmaiuestis ppdated usingjhger at ed and
stored in the signedObject instance using generatechpignaiuney The signediflagdor f or
exanpl e. Using a streaning techni que, the H®n t:‘?éﬁ?%t Bl?le‘fth%setto 'signgd-ect s

output to a streamthat is directe the_cqpte e array Qf the
si gnedbj ect i nstance Fﬁ‘l@ . usi ngqbt“ifg Wi ?’8&? ?51 ’élqvf%t%ieo??ni‘ﬁ’é'tthod)
At step 506, a signature is created for the snapshot using the DSA

techni que, f gy, fo The signature is stored in the signature byte array
of

An object is stored in an instance of the signedObject class during object
serialization. A signature that is associated with the serialized object is stored
in the signedObject instance to sign the object. Figure 5 provides an example

5 of an object signing process flow according to an embodiment of the

invention.

A snapshot of the object is taken at step 502. The snapshot is stored in
the content byte array of a signedObject instance at step 504. The snapshot is
generated and stored in the signedObject instance using a streaming

10 technique, for example. Using a streaming technique, the contents of the
object is output to a stream that is directed to the content byte array of the

signedObiject instance (e.g., using the writeObject serialization method).

At step 506, a signature is created for the snapshot using the DSA
technique, for example. The signature is stored in the signature byte array of
15 the signedObject instance at step 508. The signed flag in the signedObject

instance is set to true at step 510. Processing ends at step 512,

As a result of the process flow of Figure 5, a digital signature is attached

to a content object.



15 the signedObject instance at step 508. The signed flag in the
si gnedoj ect - I nstance is set to true at step 510. Processing ends at

step 512. - As a result of the process flow of Fi [
gW# 38546335 at t ached PUEBsskrosbde

digital si to a content object. -
21 Obj ect Unsi gni ng Durdlng deserialization, a-signature
that is associated with the serialized object is retrieved fromthe

si gnedObj ect instance to authenticate the sérialized object. If the

authentication is successful, the serialized object is 5 retrieved from

an insftance : ject class to reconstruct the serialized

obj ect. Fi gug%h%&%w&n exanpl e of an object unsigning process .

fl ow according to an enbodi nent of the invention. At step 602,
an obj ect's si gnatigng desetializatioh, far sighatiee dhieistdssociated wihnewQeriatized

I nstance. The signature is verified at step 604 using DSA, for 10 exanple.
At step 604 (bjet is rat?ieved Srgmather sighedObjede irestanceato anthientinzigethe

whet her the signature is authentic. If it is not, the object is considered.
to be i Batialized objecthifsthet duthentication isemutcessfukthe semalizes objeeicis and
processi ng ends at step 612. i If it is determned, at step
606, that 5 heetrieyed: from as instanenof the pignedObjest class draaconsiructfBe obj ect s
authentic. The object's snapshot is retrieved from .the signedCbject's
content arr apesiaipedsobjecthEigngfspravides an example o gRQhjerttunsigning Pr'é‘joS%?sect
at step 610. The retrjeval and yse . of th bj.ect's snapshot to

reconstruct tflew GEFerding teralt B d&%"ggtﬂiéﬁgtl?g%ﬁﬁ% t echni que. Using a

stream ng technique, the content byte array is output to a streamthat is
At step 602, an object's signature is retrieved from the object's

signedObject instance. The signature is verified at step 604 using DSA, for

10 example. At step 604 (ie., "valid signature?"), a determination is made
whether the signature is authentic. If it is not, the object is considered to be
inauthentic. Thus, there is no need to retrieve the object and processing ends

at step 612.

If it is determined, at step 606, that the signature is authentic, it is
15 assumed that the object is authentic. The object's snapshot is retrieved from
the signedObject's content array step 608. The snapshot is used to reconstruct
the object at step 610. The retrieval and use of the object's snapshot to
reconstruct the object preferably uses the streaming technique. Using a
streaming technique, the content byte array is output to a stream that is

20 directed to the object's instance. Processing ends at step 612.

Accessing a Serialized Object

An object's content and signature is retained in the signedObject

instance in member fields, or variables, that are publicly accessible through



20 directed to the object's instance. Processing ends at step 612.

Accessing a Serialized Qbject An object's content and
signature is retained in the signedObject i nstance in nenber fields,
or vari abl e¥O¥4633ar e publicly accessible through PCT/US98/09996
22 . met hods of the signedObj ect ingBance. Access requests. are
processed by the si gned(Cbj ect instance. Figure 7 provides an exanple
of an access request managenent process fldw according to one

enbodi nent of the invention. The signedObj ect instance

processes re %l&gbas bPthe %rglﬂEﬂeﬁjec@gxsﬂ w&eséregg;ies@ ane %@%@5& Bg ethne

recei ved?"), a determ natPon I s’ nmade et her a request

received. |If i‘%{ed : IaRBe.CP{dhi tdest fPexdddvlel \
recei ved s y %’%ﬁgﬁ%ﬁ% eﬁk?g?ggc%%% %?%cag%gienggf %loéfcig%ﬁe ugé‘t step

704(i . e., "I eqateglement platBiflowl fecdedidigNonend bmbodiment of eRel @%tention.

A "reset content"™ request is a request to nodify the information stored 10
in the signedObject's content array. That is, it is a request to nodify the
content object. | The sigmsiDbjecrinstante peoeessds eguests éonvsetyvices.0 A Ssp702 )
conti nues at step 710 to set the signed flag to false. A change in the
cont ent i Bvali.elatrequestereceivedd)gaateterminationd$ onade whethdrgmeeljudshbas s set
to false to indicate that the content . is no longer signed. At ste

712, the conbeen receivasti Hinal, pracegping eontinuessatstep dAL. Homrequestiis reeeived si ng
continues at_ step 702 to process any subsequent requests. ,

If a "sign" byorgeﬁgne&%e@ patance, PROGEISIRG EPRIENYSS atiten AP4} eaiTednesk or ed

in the si gnatt;lrjfraee?"ﬂor azteingnirr\ee%]ee%}peedéfééﬁ%istgn" request is used to sign the

A "reset content” request is a request to modify the information stored

10 in the signedObject's content array. That is, it is a request to modify the
content object. If a "reset content" request is received, processing continues at
step 710 to set the signed flag to false. A change in the content invalidates the
signature. Therefore, the signed flag is set to false to indicate that the content

is no longer signed. At step 712, the content is modified using the new
15 content contained. Processing continues at step 702 to process any subsequent

requests.

If a "sign” request is received, a modification of the information stored
in the signature array is requested. A "sign" request is used to sign the
content object or can be used after a "reset content" request to sign the

20 modified content of an object, for example. Processing continues at step 720
to set the signed flag to false. A new signature is created at step 722 using the
information stored in the content array and DSA, for example. At step 724,
the new signature is stored in the signedObject's signature array. The signed
ﬂag is set to true. Processing continues at step 702 to handle any subsequent

25 requests.



content object or can be used after a "reset content"” request to sign the
20 nodified content of an object, for exanple. Processing continues at
step 720 . to set the signed flag to false. A new signhature | t ed

at step 722“(%?%%7f3ne i nformation stored in the contentPérlpggf?"zr?g% DSA,~
for exanple. At step 724, t he new si7g'5nature is stored in the -
si gned(Cbj ect's signature array. The signed flag is set to true.
Processi ng continues at step 702 to handl e any subsequent 25 requests.

23 . A "get signature"” request is used to retrieve the

i nformation storedAi"get signatine” segied uesd 6 réfripvet theanfdrndation\stated in
signature" request IS used to retrieve the signature in anticipation
of verifying thesignaiGbjects siglanire actay. A "getsighenire’ rdquestisaigddeio
Processing of a "get signature"” request continues at 5 step 730 (i.e.,

"si gned='T' ?"rettievel giesignaturetiat dreicipatiors of veriffingdhe sigmature and objectue. | f
not, there is no signature to return, and processing continues at step

734 to retur roatents) foraxamples Rrheessinghebia f'gelsignature/erequiest ednfinues at ]
cont ai ned in the signature array is returned at step 732. Processing
conti nues &t sep@3@die., "signed=gdr b be sletgrningyehethenthe signed flng is set to

Seal edOhj ect C ass, Definition The seal edObject class is a class

that repr eseﬁf‘é&affs’é‘étlr dipctignatiyg to returg -and ProgssaimgRoNtnuesat SteR i ne
bj ect . g., J ti bj . A t {or, t tS,
OBl oot (o9 v R iP5t i Apeed 08 38 T B gt i
oo oo one i BB i ORISR B B 7D S S e MG
si gnedObj ect .t8|;?r65essvaq{y: %\Pgsgéu&gt Iteggﬁ%cggl edbject class are all private
y i bI'e "dsI ng

and are publicClty "acces er net hods. The
seal edObj ect class includes a signature byte array, a content byte

array, angh angendi gd t19¢RniGibhay. The signature byte array retains the
20 val ue of %%e SI gnafure associated wth a snapshot of a content object.

The content byte array stores the content of the content object. The
encrypt ed The sealedObject class is a class that represents a sealed document. The

sealed document is the runtime object (e.g., a Java runtime object). A
constructor constructs an instance of sealedObject from the runtime, or
"content,” object. The sealedObject class is a subclass of the signedObject class
15 and inherits the member variables and methods of the signedObject class.
Like the signedObject class, variables of the sealedObject class are all private

and are publicly accessible using member methods.

The sealedObject class includes a signature byte array, a content byte
array, and an encrypted content array. The signature byte array retains the
20 value of the signature associated with a snapshot of a content object. The
content byte array stores the content of the content object. The encrypted
content array contains the ciphertext version of the object. Variables are used
as flags to identify the signed status and sealed status of the content object. A
signed flag is used to specify whether the signature byte array contains a valid
25 signature for the content. A sealed flag is used to specify whether a ciphertext

version of the object is stored in the sealedObject instance.



content array contains the ciphertext version of the object. Variables are

used as flags to identify the signed status and seal ed status of the
content object. A signed flag is used to specify whether the signature
byte array cO¥¥$833a valid 25 signature for the content. A SEFEW0PRH i s -
used to specify whether a ciphertext 2¢ersion of the object is stored -
in the seal edObj ect instance. .

24 Li ke the signedhject class, the internals of a

seal edObj ect are not mani pul atabl e directly fromthe outside. The

fol l owing are examligs upd signedObj@E Blags thé ifidenals8F 8 dehledtibjédtazs not
Met hod Nane Modi fi e Description

checkSeal ed  manipufithbieCdirectihfroks tisealiiside. S The YsloWig RS exdrrplesi df _
seal ed, and fal se ot herw se. get content Public
Retrieves the mehodsiof thbeédledObject slass:

signed or not. Overrides the

get Content method in the signedbject

cl ass. Meetkod rlyptned ContMiowifier Publ i ¢ PRescriiptien t he
encrypted content. Ret ur ns
t he encrypted content icheckSealed Public Checks sealing status. Returns true, if
byte array, or null if the content is not sealed, and false otherwise.
yet seal ed. seal . Public Seals the
"content" using the gigatContent Public  Retrieves the content, whether it is
encryption key. unseal  signedornot. IQ}‘%‘FF@S the ynseal s
the "content” using the given getContent method in the signedObject
encryption key. class.

ncryptedContent Public Retrieves the encrypted content.

Returns the encrypted content in a
- byte array, or null if the content is not

yet sealed.
seal Public Seals the "content” using the given
encryption key.
unseal Public Unseals the "content” using the given
encryption key.
biject Seali
5 To seal an object, the object is serialized and the serialization of an

object is stored in an instance of the sealedObject class. The serialization is
encrypted to generate ciphertext. The ciphertext is stored in the sealedObject
instance in place of the object's serialization. Figure 8 provides an example of

an object sealing process flow according to an embodiment of the invention.

10 At step 802, a snapshot of the object is taken of the object. The snapshot
is stored in the content array of an instance of the sealedObject class at step
804. At step 806, the snapshot is encrypted to generate a ciphertext version of
the object. The ciphertext is stored in the encrypted content array at step 808.

At step 810, the plaintext version of the snapshot is deleted from the



(bj ect Sealing 5 To seal an object, the object is serialized and

the serialization of an object is stored in an instance of the
seal edObj ect; é The serialization is encrypted to generate
ci phertext. R‘i‘ﬁ ag‘ﬁ%?%ertext is stored int seal edObj ect S L Ln-

pl ace of the object's serialization. Figu 8 provi des an exanpl e of
an object sealing process flow according to an enbodi nent of the invention.
10 At step 802, a snapshot of the object is taken of the object. The
snapshat is stored in the content array of an instance of the

seal edOj ect sehREOHjéct3l@intent arraBOAL stip 812 ph&0Mled g &G $H Sud. S
encrypted to generate a ciphertext version of the object. The

ci phertext i Protessing emdd estepBilgpted content array at step 808. At
step 810, the plaintext version of the snapshot is deleted fromthe

25 seal edC{)} ect's content array. At step 812, the sealed flag is
set. to true. ject Ingi ng ends at step 814. bj ect Unseal i ng

To unseal an object, the ciphertext version of a serialized object is 5
decrypted to yield the plaintext serialization. The plaintext serialization
i s used to rdcoHassal@n ebjects thy ephgpprtversiangef @ seriplizrd gbjeckis exanpl e

of an obj ect unseal. rocess flo ccor di to.an enbodj nent of the
i nventionS c{ecrypte to yxeﬂP tHe pl%?ntext serlalization. The plaintext sena(ilzation is

used to reconstruct the sealed object. Figure 9 provides an example of an

object unsealing process flow according to an embodiment of the invention.

At step 902 (i.e., "sealed?”), a determination is made whether the
sealedObject contains an encrypted version of the object's snapshot. That is,
10 the sealed flag is examined to determine the status of the sealedObject
instance. If the sealed flag indicates that the sealedObject instance does not
contain ciphertext, processing ends at step 910. If the sealed flag is true,
processing continues at step 904 to decrypt the ciphertext to yield the plaintext
version of the object using DES, for example. At step 906, the plaintext is

15 retrieved.

At step 908 the plaintext version of the object is used to reconstruct the
object. For example, the streaming technique is used to output the plaintext
from the sealedObject instance to the reconstructed object. Processing ends at

step 910.

20 Signing and Sealing an Object

An object can be both signed and sealed using embodiments of the
invention. Figure 5 provides an example of a process flow for seriah;zing and
signing a "live” object. Figure 8 can be used to seal an object. A signed, sealed

object is unsigned and unsealed before it is used. Figure 10 provides an



At step 902 (i.e., "sealed?"), a determnation is nade whether the

seal edCbj ect contains an encrypted version of the object's snapshot. That
is, 10 the-sealed flag is examned to determ ne the status of the

seal edObj ectWO 98/5468hst ance. |If the sealed flag indicates thatPCTRIS98/09996

seal edObj ect i'nstance does not cont ai2é ci phertext, processing ends at
step 910. If the sealed flag is true, processi ng continues at step 904
to decrypt the ciphertext to yield the plaintext’ versi on of the object

using DES, for exanple. At step 906, the plaintext is 15 retrieved.

At step 908 t e | f 0hj.eqt. | . C he

obi st For SHATME o ok FLAR I i B s GalRE s Gpat ARl 8ect

pl ai nt ext a Cgfﬁﬂktﬂaeaﬁgﬁ{meggtoéitﬂétﬁggﬁiéﬂ t he reconstructed object.
tep 910 2

Processi ng ends at ste . Signing and Sealing an Obj ect
An obj ect can be both signed and seal ed usi ng enbodi nents of the

i nvention. Figure & siifad, desledobjecdiv ufis€led aRHe Jaint@w ik tised 26 hlsighi N9

and signing a "lTve" object. Figure 8 can be used to seal an object. A
si gned, seal ate objectolileshatiselynaisgrasd, 3esledrutfedt ednlinf ensealéd hnd thed.
Figure 10 provides an 26
exanpl e of5 a ynsigreskt Atetep d002i(ise. gisealpdaida tetemhinagioa isirgade wisthéethe

obj ect according to an enbodi nent of the invention. A

si gned, seal sdalediflegtindicatessthalt doe ahject fsesepleal. nfanat, proaessingtwntinsies at

the object. Alternatively, a_ si %ned, seal ed object can be unseal ed and then
5 unsi gned. st¢p 0@ toppsignithe object o H sy processing«iontimuga et stepsd 0dand

whet her the seal ed flag.indicates that the object ig sealed. If not,
processing cdfPPiagecript th ciphertexd eighe Sbisst AR stere %Sj}éewextfmstbe
processi ng cont#aldﬁ, a%t. stegs 1004 and 1006 to decrypt the ciphertext
of the object¢% JeTdNEREH ai ntext in the seal edObj ect i nst ance.

10 At step 1008, the signature associated with the object is retrieved. The
signature is verified at step 1010. At step 1012 (i.e., "valid signature?"), a
determination is made whether the signature is authentic. If not, processing
ends at step 1018. If the signature is authentic, processing continues at step
1014 to retrieve the plaintext version of the object that is used in step 1016 to

15 reconstruct the object.

Thus, a method and apparatus for signing and sealing objects has been
provided in conjunction with one or more specific embodiments. The

invention is defined by the claims and their full scope of equivalents.



10 At step 1008, the signature associated with the object is

retrieved. The signature is verified at step 1010. At step 1012 (i.e.,
"valid signature?’ a determnation is nmade whether the,Stoaal is
aut henti c. |W9%(5:‘33Br ocessi ng ends atﬁtep 1018. If thee%%/ﬁatuy;eggi S

aut hentic, processing continues at step 1014 to retrieve the plaintext
version of the object that is used in step 1016 to 15 reconstruct the
obj ect. Thus, a nethod and apparatus for signing and sealing
obj ect s, has been provi ded in conjunction with one or nore specific
enbodi nents. The invention is defin€LAMMBhe clainms and their full
scope of equival ents. _ -27
CLAI M5 1. Met hod for signing an object conprising the steps
of : t aki ng Methoghfowsigoing he objgob comprising the stepssfoci ating a
signature with said snapshot; 5 mai nt ai ni ng sai d associ ation
bet ween sai d snapshot and sai d signature. 2. The net hod of
claim1l further cotakingarspapphotsefcihe algject; verifying said i
si gnat ur e; constructing a nﬁw o(_Pj ect _using said snapshot, when
sai d signature is associating:a gignatugg with said smapshotirhe pethod of claim 1
further copprising the steps of: . .. stor.i,ng sal d snapshot. in
anot her obyect mamtammgsﬁabc; aggpcation EgW%?aédisﬂaag%%‘ gﬁ@?ﬁ@ﬁ‘&ﬁ?%@:
4, The nethod of claim1 further conprising the steps of:

2. The method of claim 1 further comprising the steps of:

verifying said signature;
constructing a new object using said snapshot, when said signature is

verified.

10 3. The method of claim 1 further comprising the steps of:

storing said snapshot in another object;

storing said signature in said another object.
4. The method of claim 1 further comprising the steps of:

monitoring the status of said snapshot;

15 invalidating said signature when the status of said snapshot changes.

5. The method of claim 1 further comprising the step of creating

said signature using said snapshot.

6. The method of claim 5 further comprising the step of associating

a second signature with said snapshot.

LN 0O




nonitoring the status of said snapshot; 15 invalidating said

signature when'the status of said snapshot changes. 5. The
met hod of claim 1 further conprising the step of creating - said

si gnature woOngs4a3 d snapshot . 6. The nmet hodPET/USSAM6S
further conprising the step of associ ati 12§ a second-signature with
sai d snapshot. 28

7. The nmethod of claim6 further conprising the steps of:

verifying said second signature; constructing a new obj ect
usi ng said snapshot, when said second signature is verified. 5

8. Met hod for seali an . obj egt fel. S X of.. 3
generating an endrypt i’@% Q%f}';‘&l%? cla(fx?\ngfﬁ%ﬁfﬁ%ﬁﬁﬁ%}%i%@'ﬁo%tegiz 0tf'he obj ect ;
generating an encrypted snapshot; del eting said snapshot. 10
9. The met hod ising the step of associating

a signature wt h‘;ség}fgirgng%g s%l—_‘éﬁ@%{ bk 10. The nmethod of claim?9

further conprisi ngnkfi@cihg rasn&f.r ‘object using said SHBPSKOt] Mthewddaild sSbesial ur e;
constructing a new obj ect using s snapshot, when said signhature is 15 °

verified.  gignature is verified.
5 8. Method for sealing an object comprising the steps of:

generating an encryption key;
taking a snapshot of the object;
generating an encrypted snapshot;

deleting said snapshot.

10 9. The method of claim 8 further comprising the step of associating

a signature with said snapshot.

10.  The method of claim 9 further comprising the steps of:

verifying said signature;
constructing a new object using said snapshot, when said signature is

15 verified.

I



29 o1l An article of manufacturing conprising:
a conput er usabl e nmedi um havi ng conput er readabl e program code

enbodi ed t her ei si gning an obj ect conpri sing: ¢ .
readabl e pr %63%%g%e configured to cause conputer to 5 tgﬁg@@l@g{:hm -
of the object; conput er readabl® program code configured to
cause a conputer to associate a signature with said snapshot;
conput er readabl e program code configured to cause a conputer to

mai nt ai.n sai d associ ati on between said snapshot and said signature. 10
12. The article of manufacture of claim 11l further conprising:

conput er readabl e 1pr ogrAamaeticle afambhngfectdring comysMsiagconput er to verify
sai d signature; conput er readabl e program code configured to
cause a conputer to construct a new object using said snapshot, when

sai d signature isaveampltat. usable mediumiBavingteompuater readdblamrogramugasieof
claim11l further conpri si‘n&: o . conput er, readabl e program code
confi gured t embkadied thersipdorpigning an chjectcomapisi®gapshot i n anot her

obj ect ; conput er readabl e program code configured to cause a
conputer to store sai dds% nature in gai d anot Iaer Ot& ect.
computer readable program code configured {o cause a computer to

5 take a snapshot of the object;
computer readable program code configured to cause a computer to
associate a signature with said snapshot;
computer readable program code configured to cause a computer to

maintain said association between said snapshot and said signature.
10 12.  The article of manufacture of claim 11 further comprising:

computer readable program code configured to cause a computer to
verify said signature;
computer readable program code configured to cause a computer to

construct a new object using said snapshot, when said signature is verified.
15 13.  The article of manufacture of claim 11 further comprising:

computer readable program code configured to cause a computer to
store said snapshot in another object;
computer readable program code configured to cause a computer to

store said signature in said another object.

R



30 14. The article of manufacture of claim 11 further

conpri si ng: . conput er readabl e program code configured to cause
a conputer to moni tor the status of said snapshot; . conput er
readabl e pr ogoagrszie configured to cause a conputer to 5 iRPVRUSBEIV6sai d.
signature when the status of said snapshot3pchanges. - 15. The
article of manufacture of claim 11 further conprising conput er

readabl e program code configured to cause a conputer to create sai d
signature using said snapshot. 16. The article of manufacture

of clairm 11 further conprising 10 conputer readable program code confi gured

to cause a conputer, to ,associate secon l. r | J napshot .
17. The article ot nanﬂ”l‘eaﬁt %OBW@LQPWI% O? ﬁfﬁ“ﬁgﬁ ﬁgﬁla&l é‘%ﬂggsg@ -
conput er readabl e program code configured to cause a conmputer to verify

said second i gnall g, &2 readable préSARKESAe F 8 B/ AUEAY &SRR | gur ed

to cause a conput €% new obj®ct using sai apshot ,

when sai d sec .Sl ' : hi.i ed.
31 &Bglt%%@kﬁ‘{fg? ![{)?g?lg s a\ﬁ%n%#df acturing conpri sing:
computer readable program code configured to cause a computer to

5 invalidate said signature when the status of said snapshot changes.

15.  The article of manufacture of claim 11 further comprising
computer readable program code configured to cause a computer to create

said signature using said snapshot.

16.  The article of manufacture of claim 11 further comprising
10 computer readable program code configured to cause a computer to associate

a second signature with said snapshot.

17.  The article of manufacture of claim 16 further comprising:
computer readable program code configured to cause a computer to
verify said second signature;
15 computer readable program code configured to cause a computer to
construct a new object using said snapshot, when said second signature is

verified.

—_—
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a conputer usabl e nedi um having conputer readabl e program code

enbodi ed therein for sealing an object conprising: conput er
readabl e program code configured to cause a conputer to 5 g

encryption I<‘g9;98’5‘"533 conput er readabl 51 program code con ?‘Sfé@gﬁoyt@gk - T
cause a conputer to take a snapshot of"the object; - conputer
readabl e program code configured to cause a conputer to encrypt said
snapshot; 10 conput er readabl e program code configured to cause a
conputer to del ete sai d snapshot. 19. The article of

manuf acture of claim 18 further conprising conput er readabl e program
code configured to]gaus@rfasinlpwfenanwfadeningtompristreg:d encrypt ed snapshot .
15 20. The article of manufacture of claim 18 further conprising
conput er readabl e program code configured to cause a conputer to associate
a signature with saicdnspateshusable medium having tompitter teadiableptagraana®det ur e
of claim20 further conprising: . conmput er readabl e program code
confi gured t oemdnosiech thenejprufor seadingoan pbject gomRIGINg: gnat ure; and

conput er readabl e program code configured to cause a conmputer to

construct a new object using s 1d snapshot n said signature i

Sont ¥
verifi ed. computer readable program code configured to catseys computer to

5 generate an encryption key;

computer readable program code configured to cause a computer fo

take a snapshot of the object;

computer readable program code configured to cause a computer to

encrypt said snapshot;

10 computer readable program code configured to cause a computer to

delete said snapshot.

19.  The article of manufacture of claim 18 further comprising
computer readable program code configured to cause a computer to decrypt

said encrypted snapshot.

15 20.  The article of manufacture of claim 18 further comprising
computer readable program code configured to cause a computer to associate

a signature with said snapshot.
21.  The article of manufacture of claim 20 further comprising:

computer readable program code configured to cause a computer to
20 verify said signature; and
computer readable program code configured to cause a computer to

construct a new object using said snapshot, when said signature is verified.
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22. A systemconfigured to sign an object conpri sing: a first
nodul e of program code executing on a conputer configured to . take a
snapshot of -an object; a second nodul e of program code :

executi ng oiWveas/gedonput er 5 configured to generate a signBCOUSYUIPIy  _

sai d snapshot ;- said first nodul3 configured to nonitor the i
status of said snapshot, and to invalidate said signature when said

snapshot i s changed. 23. The system’of claim 22 wherein said
first and second nodul es are inplemented as a second object. 10

are stored i n sl PaccdndyaaoepiayR £ ABRRR A RANR 00 ocl (o

sai d snapshot through one or nore nethods of said second object.

ol S L 1) BB A o OAE tghl

second object invalidate said sal ccess no | es” sal

snapshot . take a snapsB&t of ldteobje;em of claim 22 further conprising a
seal i ng nodul e gonprising: a key generation nodul e

configured to genesgdcendrmedale/l pasgriYcode executing on sdidedvihpiferon nodul e
configured to generate an encrypted snapshot 20 from said snapshot;

a del eti orp nugnifigueeditd genercité a silglattiee asing saichpaioghot; 27. The
system of claim 26 wherein said second object is configured to i nvoke
sai d key gener at i caidnfigstl mpduld cordiguredttoanonitduitiee status af daid snapshbet i on
nmodul e.

and to invalidate said signature when said snapshot is changed.

23.  The system of claim 22 wherein said first and second modules

are implemented as a second object.

10 24.  The system of claim 23 wherein said snapshot and said signature
are stored in said second object, said second object limiting access to said

snapshot through one or more methods of said second object.

25.  The system of claim 24 wherein said one or more methods of
said second object invalidate said signature when said access modifies said

15 snapshot.

26.  The system of claim 22 further comprising a sealing module

comprising:

a key generation module configured to generate an encryption key;
an encryption module configured to generate an encrypted snapshot
20 from said snapshot;

a deletion module configured to delete said snapshot.

27.  The system of claim 26 wherein said second object is configured

to invoke said key generation module, said encryption module and said

A

deletion module.



33 28.. The systemof claim 27 wherein said second object is
configured to verify said signature and construct and new object using

sai d snapsh&bgs)@g&g said signature is verified. PCT/US98/09996
. . 33 .

28.  The system of claim 27 wherein said second object is configured
to verify said signature and construct and new object using said snapshot

when said signature is verified.
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