
Methods and Apparatuses for Assisted Navigation
Systems Field of the Invention This invention relates
to a field of assisted navigation systems and more
specifically to a format, in which assistance data is
distributed from a communications network to
terminals. The invention also relates to a device
comprising a positioning receiver for performing
positioning on the basis of one or more signals of a
satellite navigation system. The invention also
relates to a network element comprising a transmitter
for transmitting assistance data of a satellite
navigation system to a receiver. The invention further
relates to method, computer program product and a
signal for delivering assistance data of a satellite
navigation system to a positioning receiver.
Background of the Invention One known navigation
system is the GPS system (Global Positioning System)
which presently comprises more than 24 satellites, of
which usually a half of them are simultaneously within
the sight of a receiver. These satellites transmit
e.g. Ephemeris data of the satellite, as well as data
on the time of the satellite. A receiver used in
positioning normally deduces its position by
calculating the propagation time of a signal received
simultaneously from several satellites belonging to
the positioning system to the receiver and calculates
the time of transmission (ToT) of the signals. For the
positioning, the receiver must typically receive the
signal of at least four satellites within sight to
compute the position. The other already launched
navigation system is the Russian-based GLONASS. In the
future, there will also exist other satellite based
navigation systems than GPS and GLONASS. In the Europe
the Galileo system is under construction and will be
operational within a few years. Space Based
Augmentation Systems SBAS (WAAS, EGNOS, GAGAN) are
also being ramped up. Local Area Augmentation Systems
LAAS, which uses fixed navigation stations on the
ground, are becoming morecommon. Strictly speaking,
the Local Area Augmentation Systems are not actually
satellite based navigation systems although the
navigation stations are called as "pseudo satellites"
or "pseudolites". The navigation principles applicable
with the satellite based systems are also applicable
with the Local Area Augmentation Systems. Pseudolite
signals can be received with a standard GNSS receiver.
Moreover, Japanese are developing their own
GPS/Galileo complementing system called Quasi-Zenith
Satellite System QZSS. The satellite based navigation
systems, including systems using pseudo satellites,
can collectively be called as Global Navigation
Satellite Systems (GNSS). In the future there will
probably be positioning receivers which can perform
positioning operations using, either simultaneously or
alternatively, more than one navigation system. Such
hybrid receivers can switch from a first system to a
second system if e.g. signal strengths of the first
system fall below a certain limit, or if there are not
enough visible satellites of the first system, or if
the constellation of the visible satellites of the
first system is not appropriate for positioning.
Simultaneous use of different system comes into
question in challenging conditions, such as urban
areas, 



where there is limited number of satellites in view.
In such cases, navigation based on only one system is
practically impossible due to the low availability of
signals. However, hybrid use of different navigation
systems enables navigation in these difficult signal
conditions. Each satellite of the GPS system transmits
a ranging signal at a carrier frequency of 1575.42 MHz
called L 1 . This frequency is also indicated with
154f0, where f0 = 10.23 MHz. Furthermore, the
satellites transmit another ranging signal at a
carrier frequency of 1227.6 MHz called L2, i.e. 12Of0.
In the satellite, the modulation of these signals is
performed with at least one pseudo random sequence.
This pseudo random sequence is different for each
satellite. As a result of the modulation, a
code-modulated wideband signal is generated. The
modulation technique used makes it possible in the
receiver to distinguish between the signals
transmitted from different satellites, although the
carrier frequencies used in the transmission are
substantially the same.Doppler effect results in a
small (1 kHz) change in the carrier frequency
depending upon the constellation geometry. This
modulation technique is called code division multiple
access (CDMA). In each satellite, for modulating the L
1 signal, the pseudo sequence used is e.g. a so-called
C/A code (Coarse/Acquisition code), which is a code
from the family of the Gold codes. Each GPS satellite
transmits a s ig nal by using an individual C/A code.
The codes are formed as a modulo-2 sum of two 1023-bit
binary sequences. The first binary sequence G 1 is
formed with a polynomial X10 + X3 + 1, and the second
binary sequence G2 is formed by delaying the
polynomial X10 + X9 + X8 + X6 + X3 + X2 + 1 in such a
way that the delay is different for each sat ellite.
This arrangement makes it possible to produce
different C/A codes with an identical code generator.
The C/A codes are thus binary codes whose chipping
rate in the GPS system is 1.023 MHz. The C/A code
comprises 1023 chips, wherein the code epoch is 1 ms.
The L 1 carrier signal is further modulated with
navigation information at a bit rate of 50 bit/s. The
navigation information comprises information about the
health of the satellite, its orbit, time data, etc. In
the GPS system, satellites transmit navigation
messages including Ephemeris data and time data, which
are used in the positioning receiver to determine the
position of the satellite at a given instant. These
Ephemeris data and time data are transmitted in frames
which are further divided into subframes. Figure 6
shows an example of such a frame structure FR. In the
GPS system, each frame comprises 1500 bits which are
divided into five subframes of 300 bits each. Since
the transmission of one bit takes 20 ms, the
transmission of each subframe thus takes 6 s, and the
whole frame is transmitted in 30 seconds. The
subframes are numbered from 1 to 5. In each subframe
1, e.g. time data is transmitted, indicating the
moment of trans mission of the subframe as well as
information about the deviation of the satellite clock
with respect to the time in the GPS system. The
subframes 2 and 3 are used for the transmission of
Ephemeris data. The subframe 4 contains other system
information, such as uni versal time, coordinated
(UTC). The subframe 5 is intended for the 



transmission of almanac data on all the satellites.
The entity of thesesubframes and frames is called a
GPS navigation message which comprises 25 frames, or
125 subframes. The length of the navigation message is
thus 12 min 30 s. In the GPS system, time is measured
in seconds from the beginning of a week. In the GPS
system, the moment of beginning of a week is mid night
between a Saturday and a Sunday. Each subframe to be
trans mitted contains information on the moment of the
GPS week when the subframe was transmitted. Thus, the
time data indicates the moment of transmission of a
certain bit, i.e. in the GPS system, the moment of
transmission of the last bit in the subframe. In the
satellites, time is measured with high-precision
atomic chronometers. In spite of this, the operation
of each satellite is controlled in a control centre
for the GPS system (not shown), and e.g. a time
comparison is performed to detect chronometric errors
in the satellites and to transmit this information to
the satellite. The number of satellites, the orbital
parameters of the satellites, the structure of the
navigation messages, etc. may be different in
different navigation systems. Therefore, the operating
parameters of a GPS based positioning receiver may not
be applicable in a positioning receiver of another
satellite system. On the other hand, at least the
design principles of the Galileo has indicated that
there will be some similarities between GPS and
Galileo in such a way that at least Galileo receiver
should be able to utilize GPS satellite signals in
positioning. Positioning devices (or positioning
receivers) i.e. devices which have the ability to
perform positioning on the basis of signals
transmitted in a navigation system can not always
receive strong enough signals from the required number
of satellites. For example, it may occur that when a
three-dimensional positioning should be performed by
the device, it can not receive signals from four
satellites. This may happen indoors, in urban
environments, etc. Methods and systems have been
developed for communications networks to enable
position in adverse signal conditions. If the
communications network only provides navigation model
assistance to the receiver, the requirement for
aminimum of three signals in two-dimensional
positioning, or four signals in three-dimensional
positioning does not diminish. However, if the network
provides, for instance, barometric assistance, which
can be used for altitude determination, then three
satellites is enough for three-dimensional
positioning. These so called assisted navigation
systems utilise other communication systems to
transmit information relating to satellites to the
positioning devices. Respectively, such positioning
devices which have the ability to receive and utilize
the assistance data can be called as assisted GNSS
receivers, or more generally, assisted positioning
devices. Currently, only assistance data relating to
GPS satellites can be provided to assisted GNSS
receivers in CDMA (Code Division Multiple Access), GSM
(Global System for Mobile communications) and WCDMA
(Wideband Code Division Multiple Access) networks.
This assistance data format closely follows the GPS
navigation model specified in the GPS-ICD-200 SIS
(SIS, Signal-ln-Space) specification. 



This navigation model includes a clock model and an
orbit model. To be more precise, the clock model is
used to relate the satellite time to the system time,
in this case the GPS time. The orbit model is used to
calculate the satellite position at a given instant.
Both data are essential in satellite navigation. The
availability of the assistance data can greatly affect
the positioning receiver performance. In the GPS
system, it takes at least 18 seconds (the length of
the first three subframes) in good signal conditions
for a GPS receiver to extract a copy of the navigation
message from the signal broadcasted by a GPS
satellite. Therefore, if no valid copy (e.g. from a
previous session) of a navigation model is available,
it takes at least 18 second before the GPS satellite
can be used in position calculation. Now, in AGPS
receivers (Assisted GPS) a cellular network such as
GSM or UMTS (Universal Mobile Telecommunications
System) sends to the receiver a copy of the navigation
message and, hence, the receiver does not need to
extract the data from the satellite broadcast, but can
obtain it directly from the cellular network. The time
to first fix (TTFF) can be reduced to less than 18
seconds. This reduction in the time to firs fix may be
crucial in, for instance, whenpositioning an emergency
call. This also improves user experience in various
use cases, for example when the user is requesting
information of services available nearby the user's
current location. These kind of Location Based
Services (LBS) utilize in the request the determined
location of the user. Therefore, delays in the
determination of the location can delay the
response(s) from the LBS to the user. Moreover, in
adverse signal conditions the utilization of the
assisted data may be the only option for navigation.
This is because a drop in the signal power level may
make it impossible for the GNSS receiver to obtain a
copy of the navigation message. However, when the
navigation data is provided to the receiver from an
external source (such as a cellular network),
navigation is enabled again. This feature can be
important in indoor conditions as well as in urban
areas, where signal levels may significantly vary due
to buildings and other obstacles, which attenuate
satellite signals. The international patent
application publication WO 02/67462 discloses GPS
assistance data messages in cellular communications
networks and methods for transmitting GPS assistance
data in cellular networks. When a mobile terminal
having an assisted positioning receiver requests for
assistance data, the network sends the mobile terminal
one navigation model for each satellite in the view of
the assisted positioning receiver. The format in which
the assistance data is sent is specified in various
standards. Control Plane solutions include RRLP (Radio
Resource Location Services Protocol) in GSM, RRC
(Radio Resource Control) in W-CDMA and IS-801
.1/IS-801 .A in CDMA. Broadcast assistance data
information elements are defined in the standard TS
44.035 for GSM. Finally, there are User Plane
solutions OMA SUPL 1.0 and various proprietary
solutions for CDMA networks. The common factor for all
these solutions is that they only support GPS.
However, due to the ramp up of Galileo, all the
standards shall be modified in the near future in
order to achieve Galileo compatibility.Hence, it is
clear that GPS assistance alone will not be adequate
in the 



near future and new data format must be developed in
order to be able to support the new systems. The
problem in providing assistance data for new systems,
as well as to GPS, can be reduced to finding a
navigation model (clock and orbit model) that can be
used to describe all the satellite systems. A
straightforward solution is to take the native
navigation message format for each of the systems and
use this format. However, this would result in various
different messages (different message format for each
system) which would make the implementation task
problematic. Moreover, the native format may also be
incompatible with cellular standards. Therefore, the
final solution must be such that various different
formats are not required. The challenges in developing
a common format include firstly satellite indexing.
The satellite index is used to identify the navigation
model with a specific satellite. The problem is that
every system has its own indexing method. GPS indexes
satellites (SV, Space Vehicle) based on PRN (Pseudo-
Random Noise) numbers. The PRN number can be
identified with the CDMA spread code used by the
satellites. Galileo uses a 7-bit field ( 1- 128) to
identify the satellite. The number can be identified
with the PRN code used by the satellite. GLONASS uses
a 5-bit field to characterize satellites. The number
can be identified with the satellite position in the
orbital planes (this position is called a "slot").
Moreover, in contrast to other systems, GLONASS uses
FDMA (Frequency Division Multiple Access) to spread
satellite broadcasts in spectrum. It is noted here
that there is also a CDMA spread code in use in the
GLONASS. There is, therefore, a table that maps the
satellite slot number to the broadcast frequency. This
map must be included in any assistance data
format.SBAS systems use PRN numbers similar to GPS,
but they have an offset of 120. Therefore, the first
satellite of the SBAS system has a satellite number of
120. 5 Since QZSS SIS ICD is not public yet, there is
no detailed information on the satellite indexing in
the system. However, since the system is a GPS
augmentation, the GPS compatible format should at high
probability be compatible with QZSS as well. 10
Pseudolites (LAAS) are the most problematic in the
indexing sense. There is no standard defined for
indexing pseudolites currently. However, the indexing
should at least loosely follow the GPS-type indexing,
since they use GPS-type PRNs. Therefore, by ensuring
that the range of satellite indices is sufficient, it
should be possible to 15 describe LAAS transmitters
with GPS-type satellite indexing. The second challenge
is the clock model. The clock model for any system is
given by __ ^SYSTEM (0 = v (0 [ 2] O+ a l ( SYSTEM (O
tREFERENCE ) + a 2 ( SYSTEM (0 ~ REFERENCE ) \ where
tSYSTEM {t) is the system time (for instance, GPS
time) at instant t , ts v (t) satellite time at
instant t , tREFERENCE is the model reference time and
a,- (/ e {0,1,2}) are the 0th, 1st and 2nd order model
coefficients, 



25 respectively. Relativistic correction term is not
shown in the equation. Since the equation is the same
for each system, the only problem in developing the
generalized model is to find such bit counts and scale
factors that the 1)range of values required by each
system is covered and the 2)accuracy (or resolution)
requirements for each system are 30 met. The third
problem includes the orbit model. Again, each system
has its own format (excluding GPS and Galileo that use
the same format). GPS and Galileo use Keplerian orbit
parameter set: 6 orbit parameters, 35 3 linear
correction terms as well as 6 harmonic gravitation
correctionterms. In contrast to GPS and Galileo,
GLONASS navigation model only contains information on
the satellite position, velocity and acceleration at a
given instant. This information can then be used (by
solving an initial value problem for the equations of
motion) to predict the satellite position at some
instant. SBAS utilizes in some sense format similar to
GLONASS. The SBAS navigation message includes
information on the satellite position, velocity and
acceleration in ECEF systems at a given instant. This
data is used to predict the satellite position by
simple extrapolation, which is in contrast with
GLONASS, in which equations of motion are integrated
in time. Again, since the QZSS ICD is not available
yet, the detailed format of the navigation message is
not known. However, there are documents that quote the
QZSS signal being compatible with either GPS-type
ephemeris or SBAS-type broadcast. Hence, ensuring that
the new format is compatible with GPS and SBAS, the
QZSS orbits may be described using the format of GPS.
LAAS require that the orbit model is able to describe
objects that are stationary in the ECEF-frame
(Earth-Centered Earth Fixed coordinate system
definition). Also, pseudolites have fairly strict
resolution requirements for the position. It is
necessary to be able to describe a pseudolite position
at a resolution of about 5 mm in some cases. In
addition to these requirements (indexing, clock model
and orbit model), the navigation model must include
information on model reference time ( tREFERENCE in
the clock model, similar time stamp is required for
the orbit model), model validity period, issue of data
(in order to be able differentiate between model data
sets), SV health (indicates whether navigation data
from the SV is usable or not). Needless to say, almost
all the systems have their own method of expressing
these items. The range and accuracy requirements vary
from system to system. Moreover, the current satellite
health field requires modification, since in the
future GPS (and other systems) do not transmit only
one signal, but various signals at different
frequencies.Now, the new assistance data format must
be such that all the system specific items as well as
parameter range and accuracy requirements are taken
into account. Finally, the problem with current
assistance data format is that it only allows for one
set of navigation data to be available for a given
satellite. This means that when the navigation model
is updated, the terminal must be provided with a new
set of data. However, already now there are commercial
services that provide navigation data that is valid
for 



5-10 days. The navigation model validity time does not
increase, but the service sends multiple sets of
navigation data for one satellite. In assisted GNSS
this is advantageous, since the user receives all the
assistance needed for the next couple of weeks in a
single download. The new assistance data format must,
therefore, be able to support these long-term orbit
fits in current models. To this date there has been no
solution to the problem. This is because the
assistance data distribution has been limited to
GPS-system and to CDMA-networks. The current solution
in distributing assistance data to the terminals is to
obtain navigation model for GPS directly from the
satellite broadcasts, modify these data and distribute
it to terminals in the network according to various
standards in use. Summary of the Invention The current
invention includes a generalized navigation model,
which can be used to characterize the satellite clock
behaviour and the satellite orbit in more than one
navigation system. The generalized navigation model
can be used at least with GPS, Galileo, GLONASS, SBAS,
LAAS and QZSS. There are also reservations for yet
unknown future systems. The indexing problem has been
solved by extending the satellite index field in such
a way that the upper bits of the field define the
navigation system (GPS, Galileo, GLONASS, SBAS, LAAS,
QZSS or some futuresystem) and the lower bits express
the satellite index in the system native format. The
field shall be called SS index from now on to denote
"System and Satellite". There is also a GLONASS
specific addition that allows for mapping the SS index
to the satellite broadcast frequency (or channel). The
clock model problem has been solved by finding such
bit counts and scale factors for the coefficients that
the clock models in all the systems can be described
by using the generalized clock model. However, the
invention does not exclude using different clock
models for each system. The orbit model problem has
been solved by introducing a multi-mode model. The
modes of the model are, for instance, Mode 1:
Keplerian model; Mode 2: Position in ECEF-coordinates;
and Mode 3: Position, velocity and acceleration in
ECEF-coordinates. More modes may be added, if such a
need arises. An example embodiment of the idea is that
the upper bits of the SS index (i.e. system) define
the model mode. However, also other implementations
can be used to indicate the model mode, for example by
using a mode index. The modes are mutually exclusive.
Long-term orbit fits do not require anything special.
The reference time and validity period define
precisely, when the model can be used. If long-term
data is available, the network provides the terminal
with the long-term data and it is the responsibility
of the terminal to take care of storing and handling
multiple sets of navigation data for the same
satellite (or SS index). However, if the navigation
model is not based on the broadcasted navigation
model, but is long-term data, this could be indicated,
for example, in the Issue-of-Data field, but also
other 



implementations are possible. According to a first
aspect of the present invention there is provided a
device comprising - a positioning receiver for
performing positioning on the basis of one or more
signals of at least one satellite navigation system;-
a receiver for receiving assistance data relating to
at least one navigation system; and - an examining
element adapted to examine the received assistance
data; characterised in that the device further
comprises - a determining element adapted to determine
the mode of the assistance data in said assistance
data, wherein said assistance data is adapted to be
used by the positioning receiver for performing
positioning of the device. According to a second
aspect of the present invention there is provided a
network element comprising - a controlling element for
forming assistance relating to at least one navigation
system; and - a transmitting element for transmitting
assistance data to a communications network;
characterised in that the controlling element is
adapted to - select a mode for the transmission of the
assistance data; - insert indication of the navigation
system and the selected mode into the assistance data;
and - construct the assistance data according to the
selected mode. According to a third aspect of the
present invention there is provided a system
comprising: - network element which comprises - a
controlling element for forming assistance data
relating to at least one navigation system; and - a
transmitting element for transmitting the assistance
data to a communications network; - a device which
comprises - a positioning receiver for performing
positioning on the basis of one or more signals of
said at least one satellite navigation system; - a
receiver for receiving assistance data from the
network element; and - an examining element adapted to
examine the received assistance data;characterised in
that the controlling element is adapted to - select a
mode for the transmission of the assistance data; -
insert indication of the navigation system and the
selected mode into the assistance data; and -
construct the assistance data according to the
navigation system; and that the device further
comprises - a determining element adapted to determine
the mode of the assistance data in said assistance
data, wherein said assistance data is adapted to be
used by the positioning receiver for performing
positioning of the device. According to a fourth
aspect of the present invention there is provided 



a module for a device comprising a positioning
receiver for performing positioning on the basis of
one or more signals of at least one satellite
navigation system; said module comprising - a
receiving element for receiving assistance data
relating to at least one navigation system; - an
examining element adapted to examine the received
assistance data; characterised in that the module
further comprises - a determining element adapted to
determine the mode of the assistance data in said
assistance data, and - an output to transfer
indication on the mode of the assistance data to the
positioning receiver, - wherein said assistance data
is adapted to be used by the positioning receiver for
performing positioning of the device. According to a
fifth aspect of the present invention there is
provided a method for transmitting assistance data to
a device, the method comprising: - forming assistance
data relating to at least one navigation system; and -
transferring assistance data to the device;
characterised in that the method further comprises -
determining the navigation system the navigation data
relates to; - selecting a mode for transmitting the
assistance data;- inserting an indication of the
navigation system and the selected mode into the
assistance data; and - constructing the assistance
data according to the selected mode. According to a
sixth aspect of the present invention there is
provided a computer program product for storing
computer program having computer executable
instructions for - forming assistance data relating to
at least one navigation system; and - transmitting
assistance data to a device; characterised in that the
computer program further comprises computer executable
instructions for - determining the system the
navigation data relates to; - selecting a mode for
transmitting the assistance data; - inserting
indication of the navigation system and the selected
mode into the assistance data; and - constructing the
assistance data according to the selected mode.
According to a seventh aspect of the present invention
there is provided a signal for delivering assistance
data to a device, the signal comprising - assistance
data relating to at least one navigation system;
characterised in that the signal further comprises -
an indication of the navigation system the assistance
data relates to and a mode selected for transmitting
the assistance data; wherein said assistance data has
been constructed according to the selected mode.
According to a eighth aspect of the present invention
there is provided a carrier having a signal recorded
thereon for delivering assistance 



data to a device, the signal comprising - assistance
data relating to at least one satellite navigation
system; characterised in that the signal further
comprises - an indication of the navigation system the
assistance data relates to and a mode selected for
transmitting the assistance data; wherein said
assistance data has been constructed according to the
selected mode.According to a ninth aspect of the
present invention there is provided an assistance data
server comprising - a controlling element for forming
assistance relating to at least one navigation system;
and - a transmitting element for transmitting
assistance data to a communications network;
characterised in that the controlling element is
adapted to - select a mode for the transmission of the
assistance data; - insert indication of the navigation
system and the selected mode into the assistance data;
and - construct the assistance data according to the
selected mode. The invention shows some advantages
over prior art. The format according to the invention
is suitable for a number of cellular standards and for
a number of GNSS systems. These characteristics make
the current invention a very attractive solution since
a globally applicable solution reduces implementation
costs. This applies to handset manufacturers as well
as to operators of communications networks and
possible commercial assistance data service providers.
The prior art implementation in RRLP and RRC only
include the possibility to provide the Assisted GPS
receiver with GPS assistance data. There has been no
possibility to support Galileo, GLONASS, SBAS, LAAS or
QZSS. This has been a drawback and can be corrected
for using the present invention. Since Galileo
assistance data will almost certainly be included in
RRLP and RRC, there is now possibility to make this
format as general as possible in order to able to
support future systems also. Description of the
Drawings In the following, the invention will be
described in more detail with reference to the
appended drawings, in which Fig. 1 depicts as a
general, simplified diagram a system in which the
present invention can be applied,Fig. 2 depicts a
reference receiver of a navigation system according to
an example embodiment of the present invention as a
simplified block diagram, Fig. 3 depicts a network
element according to an example embodiment of the
present invention as a simplified block diagram, Fig.
4 depicts a device according to an example embodiment
of the present invention as a simplified block
diagram, Fig. 5 depicts according to an example
embodiment of the present invention, and Fig. 6 shows
an example of a frame structure used in the GPS
system. Detailed Description of the Invention In Fig.
1 there is depicted an example of a system 1 which can
be used 



for positioning a device R. The system 1 comprises
reference stations S, such as satellites S 1 of a
first navigation system, for example the GPS, and
satellites S2 of a second navigation system, for
example the GLONASS. It should be noted here that GPS
and GLONASS are only mentioned as non-limiting
examples here and also other reference stations S than
satellites can be used (e.g. pseudolites of the LAAS).
Also the number of reference stations is greater than
shown in Fig. 1. The navigation systems comprise one
or more ground stations G. The ground station G
controls the operation of the satellites S 1, S2 of
the navigation systems 2, 3, respectively. The ground
station G can e.g. determine deviations of the orbits
of the satellites and the accuracy of the clock(s) of
the satellites (not shown). If the ground station G
detects a need to correct the orbit or the clock of a
satellite S 1, S2, it transmits a control signal (or
control signals) to the satellite S 1, S2 which then
performs a correction operation on the basis of the
control signal(s). In other words, the ground station
G refer to the Ground Segment of the navigation
system.During their operation, the satellites S 1, S2
monitor the condition of their equipment. The
satellites S 1, S2 may use, for example, watch dog
operations to detect and report possible faults in the
equipment. The errors and malfunctions can be
instantaneous or longer lasting. On the basis of the
health data, some of the faults can possibly be
compensated for, or the information transmitted by a
malfunctioning satellite can be totally disregarded.
The malfunctioning satellite S 1, S2 sets a flag in a
satellite health field of a navigation message
indicative of a failure of the satellite. The
satellite S 1,S2 can also indicate in the navigation
message a signal or signals which is/are not operating
properly. It is also possible that the ground station
G can detect that some satellite is not operating
properly and set an indication of the malfunctioning
signal(s) of that satellite. This indication can then
be transmitted to the communications network P in a
navigation message. In this non-limiting example
embodiment the communications network P is the GSM
network and the network element M communicating with
the network element C, C" is the Mobile Switching
Centre (MSC) of the GSM network. The reference
receiver C.2 can transmit assistance data to the
network element M. The network element stores the
assistance data to a memory M.4 (Fig. 3) for
transmission to a device R when the device R needs the
assistance data to perform assisted positioning
operation. It is also possible to transmit the
assistance data from the network element M to the
device R before it is needed. For example, the device
R can request the assistance data of all visible
satellites and store the navigation data to the memory
R.4 of the device R for later use. The network element
M can also be the Serving Mobile Location Centre
(SMLC) of the GSM network. The Serving Mobile Location
Centre is either a separate network element (such as
the MSC) or integrated functionality in a base station
B (BSC, Base Station Controller) that contains the
functionality required to support location based
services. The SMLC manages the overall co-ordination
and scheduling of resources required for locating a
device R. It also 



calculates the final location estimate and estimates
the achievedaccuracy. The SMLC may control a number of
Location Measurement Units (LMU) for the purpose of
obtaining radio interface measurements to locate or
help locate the mobile station subscribers in the area
that it serves. Now, the main elements of an example
embodiment of the reference receiver C.2 will be
described in more detail with reference to Fig. 2. The
disclosure is applicable to both the reference
receiver C of the first navigation system and the
reference receiver C" of the second navigation system,
although practical implementations may be different
from each other. The reference receiver C.2 comprises
a controller C.1 for controlling the operation of the
reference receiver C.2. The controller C.1 comprises
e.g. a processor, a microprocessor, a digital signal
processor (DSP) or a combination of these. It is
obvious that there can also be more than one
processor, microprocessor, DSP, etc. in the controller
C.1 . There is also a receiver C.2.2 for receiving
signals from the satellites S 1, S2 of the navigation
system. The reference receiver C.2 further comprises a
communication block C.3 for communicating, either
directly or indirectly, with the network element M of
the communications network P. The communication block
C.3 comprises a transmitter C.3.1 for transmitting
signals to the network element M and, if necessary, a
receiver C.3.2 for receiving signals transmitted by
the network element M to the reference receiver C.2.
The reference receiver C.2 may also comprise memory
C.4 for storing data and software (computer program
code). The structure of an example embodiment of the
network element M is depicted in Fig. 3. The network
element M comprises a controller M.1 . Also the
controller M.1 of the network element may be
constructed of a processor, a microprocessor, a
digital signal processor (DSP) or a combination of
these. It is obvious that there can also be more than
one processor, microprocessor, DSP, etc. in the
controller M.1 . The network element M can communicate
with the reference receiver C.2 by the first
communication block M.2. The first communication block
M.2 comprises a receiver M.2.2 for receiving signals
from the reference receivers C.2 of the navigation
systems. The first communication block M.2 may also
comprise a transmitter M.2.1 for transmitting e.g.
requestmessages to the reference receiver C.2 of the
navigation system. The network element M further
comprises a second communication block C.3 for
communicating with the base stations B or other access
points of the communications network P. The second
communication block M.3 comprises a transmitter M.3.1
for transmitting signals to the base stations B and a
receiver M.3.2 for receiving signals transmitted by
the base stations B to the network element M. The
network element M also comprises memory M.4 for
storing data and software (computer program code). The
network element M obtains the assistance data either
from satellite broadcasts by using a reference
receiver C.2 or some other external solution, e.g.
from an assistance data server X intended to gather
and transmit such information to communications
networks. The assistance data server X comprises
analogous elements with the network element M with
respect to the operations relating to the receiving
navigation 



data, forming and transmitting the assistance data
(i.e. the receiver M.2.2, the controller M.1 , the
transmitter M.3.1 , the memory M.4). The assistance
data server X may also comprise elements of the
reference receiver C.2. The assistance data server X
is, for example, a server of a commercial service
provider from who assistance data can be requested,
maybe against a fee. Fig. 4 depicts a device R
according to an example embodiment of the present
invention as a simplified block diagram. The device R
comprises one or more positioning receivers R.3 for
receiving signals from the reference stations S 1, S2
of one or more navigation systems. There can be one
positioning receiver R.3 for each navigation system
the device R is intended to support, or it may be
possible to use one positioning receiver R.3 for
performing positioning on the basis of signals of more
than one navigation system. The device R also
comprises a controller R.1 for controlling the
operation of the device R. Again, the controller R.1
of the network element may be constructed of a
processor, a microprocessor, a digital signal
processor (DSP) or a combination of these. It is
obvious that there can also be more than one
processor, microprocessor, DSP, etc. It is also
possible that the positioning receiver R.3 can
comprise a controlling element R.3.1 (e.g.a processor,
a microprocessor and/or a DSP), or the positioning
receiver R.3 uses the controller of the device R in
positioning. It is also possible that some of the
positioning operations are carried out by the
controlling element R.3.1 of the positioning receiver
R.3 and some other positioning operations are carried
out by the controller R.1 of the device. The device R
can communicate with a base station B of the
communications network P by the communication block
R.2. The communication block R.2 comprises a receiver
R.2.2 for receiving signals from the base station B of
the communications network P. The communication block
M.2 also comprises a transmitter R.2.1 for
transmitting messages to the base station B of the
communications network P. Data and software can be
stored to the memory R.4 of the device. The device R
is also provided with a user interface R.5 (Ul) which
comprises, for example, a display R.5.1 , a keypad
R.5.2 (and/or a keyboard), and audio means R.5.3, such
as a microphone and a loudspeaker. It is also possible
that the device has more than one user interface. The
device R is, for example, a mobile communication
device intended to communicate with the communications
network P as is known as such. The user interface R.5
can be common to both the mobile communication part
and the positioning receiver R.3. In the following, a
non-limiting example of the assistance data format
fields are disclosed with reference to the Table 1 and
Fig. 5. The orbit model problem has been solved by
introducing a multi-mode model. The modes of the model
are at least Mode 1: Keplerian model, which supports
at least the GPS, Galileo, and QZSS systems; Mode 2:
Position in ECEF-coordinates, which supports at least
the LAAS system; and Mode 3: Position, velocity and
acceleration in ECEFcoordinates, which supports at
least the GLONASS, SBAS, and QZSS systems. There can
also be more than three modes for future systems 



and different kind of implementations of the
invention. In the Table 1, associated bit counts,
scale factors and different modes are shown. The
explanations follow the Table.HIGH SPEED REDUNDANT
DATA PROCESSING SYSTEM This invention relates systems
and methods of data processing, in particular to data
processing systems operating at high speeds, with high
levels of accuracy. Two of the key issues for any data
processing system are the speed and accuracy of the
data processing. Many arrangements for increasing
accuracy have been proposed; however, such
arrangements often require additional processing
steps, which either decrease the speed of operation,
increase the cost of implementation, or both.
Accordingly, in some data processing systems speed,
accuracy and cost are conflicting requirements that
need to be balanced according to the requirements of
the data processing system. Many methods for
increasing accuracy make use of redundancy. For
example, a particular function can be implemented
three times using three functionally identical
circuits operating in parallel, with the output being
accepted if at least two out of the three circuits
give the same output . Such an arrangement has the
attraction of simplicity, but the use of three (or
more) circuits in parallel may be deemed unduly
wasteful in some circumstances . Other arrangements
for increasing accuracy make use of error correction
codes. Such an arrangement has the advantage of being
able to correct some errors, rather than simply
identifying errors, but the overhead in terms of data,
and the data processing requirements, can beexpensive
to implement, and can adversely affect the data
processing speed. Data processing circuitry is prone
to many forms of errors. One particularly problematic
form of error is radiationinduced errors, which are
sometimes referred to as "soft errors" or "single
event upsets" . Radiation- induced errors are caused
by charged particles, such as radioactive particles
(e.g. alpha particles), or particles caused by high
energy cosmic rays or solar particles, causing
ionization of the semiconductor of a memory device. If
the collected charge is large enough, then the
perceived state of a particular memory cell can be
incorrect. Radiationinduced errors tend to be random
in nature and can be difficult to detect. The present
invention seeks to overcome or mitigate some of the
problems outlined above, or to provide alternative
solutions to those currently available. The present
invention provides a data processing system comprising
a data input, first and second data processing
modules, and first and second data checking modules, 



wherein: said first and second data processing modules
are each arranged to perform substantially the same
processing steps on data received at said data input;
said first and second checking modules are arranged to
compare the outputs of said first and second data
processing modules and to output an error signal
indicative of whether or not said first and second
data processingmodules have performed substantially
the same processing steps on said data received at
said data input; and said first and second checking
modules are located on physically separate devices.
The present invention also provides a method of data
processing comprising the steps of: passing a data
input to both first and second data processing
modules; arranging for said first and second data
processing modules to perform substantially the same
processing on said data input; and arranging for first
and second checking modules to output an error signal
indicative of whether or not said first and second
data processing modules have performed substantially
the same processing steps on said data input, wherein
said first and second checking modules are located on
physically separate devices. In one form of the
invention, the checking modules are logic circuits
that determine whether or not the outputs of the first
and second processing modules are the same (indicating
that no error has occurred) or different (indicating
that an error has occurred) . In one form of the
invention, the output of one of the data processing
circuits is inverted so that the checking modules
determine whether or not the outputs of the first and
second processing modules are the same (indicating
that an error has occurred) or different (indicating
that no error has occurred) .The present invention
provides data processing duplication, thereby
introducing redundancy to detect errors. Further,
since the data processing steps are carried out in
parallel, without any error checking algorithms during
the processing, the data processing speed can be high.
Further, by providing the data checking modules on
physically separate devices, the probability of a
radiation- induced error being undetected is reduced.
In one form of the invention, the first and second
checking modules are provided on separate integrated
circuits that are located on the same circuit board.
However, the checking modules could be provided on
different circuit boards, or indeed, further apart,
particularly if use was made of wireless
communications systems to pass data for checking to
those checking modules. In all such 



arrangements, the devices are to be regarded as being
physically separate. An advantage of physically
separating the checking modules is to reduce the
likelihood of radiation- induced errors occurring in
both checking modules in the same manner. It is highly
unlikely that identical errors will occur in two
physically separated devices. The said first and
second data processing modules may be located on
physically separated devices. The first and second
data processing modules could be provided on separate
integrated circuits that are located on the same
circuit board. However, as described above with
reference to checking modules, the first and second
data processing modules could be provided on different
circuit boards, or indeed, further apart. In one
exemplary embodiment of the invention, the first and
second data processing modules areimplemented in
separate field programmable gate arrays (FPGAs) that,
in use, are located on the same circuit board. The
first data processing module and the first checking
module may be located at the same physical location,
for example, they may be implemented using the same
FPGA. Alternatively, the first data processing module
and the first checking module may be implemented on
different integrated circuits; those integrated
circuits may be placed close together, which has a
number of advantages, including simpler wiring, which
tends to increase the speed of operation. The second
data processing module and the second checking module
may be located at the same physical location, for
example, they may be implemented using the same FPGA.
Alternatively, the second data processing module and
the second checking module may be implemented on
different integrated circuits; those integrated
circuits may be placed close together, which has a
number of advantages, including simpler wiring, which
tends to increase the speed of operation. In one form
of the invention, the first data processing module and
the first checking module are implemented on a first
integrated circuit and the second data processing
module and the second checking module are implemented
on a second integrated circuit. In one form of the
invention, the outputs of said first and second data
processing modules are passed to said firstchecking
module, with the first checking module outputting both
said error signal and said outputs of said first and
second data processing modules to said second checking
module. Thus, in this form of the invention, the
outputs of the data processing modules are first
checked by the first checking module, with the outputs
of the first checking module being checked by the
second checking module. In one arrangement of the
invention, the first 



checking module has first and second inputs and said
second checking module has first, second and third
inputs, wherein: said first and second inputs of said
first checking module receive the outputs of said
first and second data processing modules respectively;
said first checking module outputs first and second
data signals corresponding to said outputs of said
first and second data processing modules respectively
and a first error signal indicative of whether or not
said first and second data processing modules have
performed substantially the same processing steps on
said data received at said data input; said first and
second inputs of said second checking module receive
said first and second data signals from said first
checking module and said third input of said second
checking module receives said first error signal from
said first checking module. In one form of the
invention, a third checking module is provided, the
third checking module being arranged to compare the
outputs of said first and second data processing
modules and to output a signal indicative of whether
or not said first and second data processing modules
have performed substantially the same processing steps
on said data input . The third checking module may
bephysically separated from one or both of the first
and second checking modules . The third checking
module may be physically separated from one or both of
the first and second data processing modules. In one
exemplary form of the invention, the first data
processing module and first checking module are
implemented on a first integrated circuit, the second
data processing module and the second checking module
are implemented on a second integrated circuit and the
third checking module is implemented on a third
integrated circuit; each of those integrated circuit
may be provided on the same circuit board, or may be
further separated, as discussed above. In one form of
the invention, the outputs of said first and second
data processing modules are passed to said first
checking module, with the first checking module
outputting both said error signal and said outputs of
said first and second data processing modules to said
second checking module, and the second checking module
outputting both said error signal and said outputs of
said first and second data processing module to said
third checking module. Thus, in this form of the
invention, the outputs of the data processing modules
are checked by the first, second and third checking
modules in turn. In such an arrangement, the error
output of a checking module may be set when either
that module detects a mismatch between the outputs of
said first and second data processing modules, or when
the error output of the previous checking module is
set. 



At least one of said signals indicative of whether or
not said first and second data processing modules have
performed substantially the same processing steps on
saiddata received at said data input may be provided
as an input to at least one of said first and second
data processing modules. In one form of the invention,
the error output of the third checking module is
provided as an input to the first checking module. The
error signal that is fed back to the first processing
module can be used to indicate that the results of a
particular data processing step should be discarded.
Alternatively, the signal that is fed back to the
first processing module can be used to indicate that
the results of a particular data processing step
should be repeated. In one form of the invention, an
error output flag is provided, wherein said error
output flag is set when any of said checking modules
outputs a signal indicating that the outputs of said
first and second data processing modules are not the
same. The error flag may be set whenever any of the
checking modules detects an error, without waiting for
the error signal to propagate through to the output.
The error flag may be provided as an input to one or
more of the data processing modules, for example for
use in discarding the results of a particular
processing step, or for use in initiating the
repeating of a particular data processing step. The
said data input may be a serial data input . The
functionality of each of said first and second data
processing modules may be defined by data stored in
one or more memory modules. A single memory device may
be provided, which is used by both said first and
second data processing modules; however, it is
preferred that thefunctionality of said first data
processing module is defined by data stored in a first
memory module and the functionality of said second
data processing module is defined by data stored in a
second memory module, since this avoids potential
problems due to more than one data processing module
attempting to access the same memory location of the
same memory module. Further, if only one memory module
were provided, then if that memory module was not
functioning correctly, then both data processing
modules could operate in the same way on the basis of
incorrect instructions and provide identical,
incorrect outputs that would not be detected by any of
the data checking modules . In one form of the
invention, the data input includes a code referencing
a memory location in said memory module (s) defining
the functionality of said data processing modules. For
example, the data input may be a data packet, the
packet including header information including the said
code. Thus, the processing steps carried out may be 



different for different packets, as defined by the
said code . The present invention works well with
packet -based data processing, although it is not
limited to such uses. A s is well known in the art,
packet switching is used in many data communication
systems and is currently the dominant switching
technology used in the Internet. Packet switching
works by routing individual packets of data between
data nodes over data links that might be shared by
many other nodes . Packet switching involves breaking
a data file into much smaller packets of data, with
eachpacket including additional information, such as
the origin and destination of the file, and the
position of the data included in the packet within the
file. When the packets are received at the
destination, the original file is reassembled. Devices
and methods in accordance with the invention will now
be described, by way of example only, with reference
to the accompanying schematic drawings in which: Fig.
1 is a block diagram of an embodiment of the present
invention; Fig. 2 is a schematic representation of the
functionality of part of the circuit of Fig. 1 ; Fig.
3 is a table demonstrating part of the functionality
of the circuit of Fig. 1 ; and Fig. 4 is a table
demonstrating another part of the functionality of the
circuit of Fig. 1 . Figure 1 is a block diagram of a
processing system, indicated generally by the
reference numeral 2 , in accordance with an embodiment
of the present invention. The processing system 2
comprises first 4 , second 6 , and . third 8 data
processing blocks. The first data processing block 4
comprises a first data processing module 10 and a
first checking module 12 . The second data processing
block 6 comprises a second data processing module 14
and a second checking module 16. The third data
processing module 8 comprises a third checking module
18. The first data processing module 10 is coupled to
a memory device 20: thesecond data processing module
14 is coupled to a memory device 22 . The processing
system 2 receives a data input IN from an external
source. The data input IN is a data packet, that
packet including information regarding the processing
required to be performed on the data within the
packet. The processing information is in the form of a
code that references instructions in the memory
devices 20 and 22. The first 10 and second 14 data
processing modules each receive the data input IN,
from which they extract the processing information.
The first processing module 10 uses the processing
information to obtain instructions from the memory
device 20 regarding the processing steps to 



perform on the data input IN. Similarly, the second
processing module 14 uses the processing information
to obtain instructions from the memory device 22
regarding the processing steps to perform on the data
input IN. Thus, the first 10 and second 14 data
processing modules use the memory devices 20 and 22
respectively as look up tables, with the processing
code received from the data input IN being used to
reference the data stored by the look up tables. The
memory devices 20 and 22 may, for example, be
implemented using any suitably sized fastaccess RAM;
the skilled person will be aware of many suitable
devices. The first 10 and second 14 data processing
modules then carry out processing steps on the
incoming data on the basis of the instructions
received from the memory modules 20 and 22. The
processing modules 10 and 14 are intended to implement
the same functions;accordingly, the outputs of the
first and second processing modules should be the
same. The outputs of the first 10 and second 14 data
processing modules are passed to the first checking
module 12 . As noted above, the data processing
modules 10 and 14 are intended to perform the same
operation (as defined by the memory modules 20 and 22)
on the data input IN and should therefore provide the
same data outputs. In one form of the invention, the
first checking module compares each bit of the output
of the first data processing module 10 with the
corresponding bit of the output of the second data
processing module 12, outputting an error signal if
any corresponding outputs of the first and second
processing modules differ. In one particular
embodiment of the invention, the output of the second
data processing module 14 is inverted prior to being
passed to the first checking module 12; the first
checking module 12 then outputs an error signal in the
event that any corresponding outputs of the first and
second data processing modules are the same. There are
a number of types of errors that might occur in the
data processing system 2 that should be detected by
the checking modules. For example, one of the memory
devices 20 and 22 may be include an error and the
corresponding data processing module may implement an
incorrect function as a result or one of the data
processing modules 10 and 14 may include a physical
defect of some kind. The first checking module 12 has
three outputs: the first and second outputs are simply
the inputs to that checking module (i.e. they are
simply the outputs of the first andsecond processing
modules 12 and 14 respectively) , with the third
output being the error output described above. The
three outputs of the first checking module 12 form the
three inputs of the second checking module 16. Thus,
the second checking module 16 receives the outputs of
the first and second processing modules 10 and 14 .
The second 



checking module proceeds to carry out the same
checking function as the first checking module 12 and
outputs an error signal in the event that a mismatch
is detected. In addition, the error output of the
second checking module 16 is also set if an error
signal is output by the first checking module 12 . The
second checking module 16 therefore provides three
output signals: the first and second outputs are the
outputs of the first 10 and second 14 processing
modules respectively and the third output is the error
signal. Those three outputs are provided as the inputs
to the third checking module 18, which checking module
has the same functionality as the second checking
module. The third checking module 18 outputs an error
signal ERROR indicative of whether or not an error has
been detected by any of the three checking modules,
together with a data output DATA that represents the
data input as modified by the data function being
implemented by the processing system 2 . The error
signal ERROR is provided as an input to the first data
checking module 12, which enables the processing of a
particular packet to be discarded as soon as an error
is detected. In one form of the invention, the
checking module 12 is arranged to instruct the
dataprocessing modules 10 and 14 to repeat a data
processing step when an error is detected. In other
forms of the invention, the data packet in which a
processing error is detected is simply discarded. In
one form of the invention, when any one of the
checking modules detects an error, an error flag is
set and passed to the next error checking module. When
any of the error checking modules receives an error
flag, the error output ERROR is immediately set and
the data currently being processed is rejected. Thus,
the detection of an error can quickly be used to
reject the data being processed; it is not necessary
to wait for the completion of the data processing step
to determine that an error has occurred. In this
manner, the throughput of the data processing system
can be increased by not continuing to process data
that is going to be rejected on the grounds that an
error has been detected. Figure 2 is a schematic
representation of the functionality of part of the
circuit of Figure 1 . Figure 2 shows a data packet 24a
being received at the input of a function block 26a,
with the function block 26a outputting a data packet
28a. In parallel, a data packet 24b is received at the
input of a function block 26b, with the function block
26b outputting a data packet 28b. The data packet 28b
is then inverted to provide a data packet 28b' . The
data packets 24a and 24b are the data input IN of the
processing system 2 described above and include a code
id 



identifying the functionality required to be
implemented by the function blocks 26a and 26b. The
function blocks 26aand 26b implement a function Z and
are the data processing modules 10 and 14 respectively
of the processing system 2 . The data packets 28a and
28b are the outputs of the processing modules 10 and
14, with the data packet 28b' simply being an inverted
version of the data packet 28b. The data packets 28a
and 28b include a modified code id2 . Each bit of the
data packet 28a is compared, in series, with the
corresponding bit of data packet 28b' by XOR gate 30.
The data packets 28a and 28b should be identical, and
each bit of data packet 28a should therefore be
different to the corresponding bit of data packet 28b'
. Thus, by presenting corresponding bits of the data
packets 28 and 28b' at the inputs of an XOR gate, the
output of the XOR gate should always be 1 .
Accordingly, if the output of the XOR gate 30 is zero
at any stage, then an error has occurred and an error
flag is set. The XOR gate 30 therefore implements the
error checking circuit 12 . The arrangement of Figure
2 provides a data output packet DATA, an inverted data
output packet DATAZ and an error flag ERROR. As
described above, radiation- induced errors are a
particularly problematic source of errors in data
processing systems. A problem with such errors is that
they can result in an error being undetected. Consider
the following scenario: The register 28a should
contain the data word "010111" (as shown in Figure 2 )
but in fact, due to an error in thefunction block 26a,
the register 28a contains the data word "010110" (i.e.
the final bit is incorrect). The register 28b
correctly contains the data word "010111", and the
register 28b' stores the data word "101000". Thus, the
XOR gate 30 should compare the output of the register
28a (010110) and the output of the register 28b'
(101000) and detect an error. However, due to a
radiation- induced error, the XOR gate in fact reads
the output of the register 28b' as "101001" (the final
bit of which is read as a "1" instead of a "0") and
does not detect the error in the output of the
function block 26a. The circuit of Figure 1 provides
three checking modules, rather than the one module
shown in Figure 2 . In the exemplary scenario
described above, even if the first checking module 12
did not detect the error due to a radiation- induced
error, then the checking modules 16 and 18 would still
be available to carry out the check. It is extremely
unlikely that all three checking modules would be
affected by a radiation- induced error in the same
way. In order to provide additional security, the
checking modules 12, 16 and 18 are physically
separated. Thus, even 



if there is a high level of alpha particles (or any
other particles likely to cause radiation- induced
errors) in the vicinity of one of the checking
modules, the chances that all three checking modules
will be similarly affected is further reduced.In one
implementation of the invention, the physically
separated checking modules 12, 16 and 18 are
implemented by different field-programmable gate
arrays (FPGAs) that are placed on the same printed
circuit board. However, the checking modules could be
further separated, for example by placing the checking
modules on different printed circuit boards. Indeed,
by making use of remote communications technology, the
checking modules could be separated by a large
distance, in an extreme example, the three checking
modules could be in different countries. There now
follows a trivial example demonstrating an exemplary
use of the functioning of the processing system 2 . As
noted above, the processing system 2 is well adapted
for use with data packets including a code
(hereinafter referred to as a state) defining the
functionality of the processing modules 10 and 14. In
the present example, the processing system 2 is used
to process data packets including a 2-bit state. The
functionality of the processing modules 10 and 14 in
each state is as follows: The data input IN is a
serial data input, with the state information being
presented first. Accordingly, the state information
can be extracted by the processing modules 10and 14
and used to obtain the required information regarding
the function required to be executed by those modules,
which information is stored in the memory modules 20
and 22 . Figure 3 is a table showing how the algorithm
defined above works with some exemplary data inputs .
The table shows a number of 10-bit data inputs, each
10-bit input including a 2-bit state. The 8 remaining
bits of the 10-bit input are processed according to
the algorithm described above, and the output
generated is given in the table. In the first and
second lines of the table of Figure 3 , the state 01
is received indicating that every second bit of the
inputs should be inverted by the processing system 2 .
Thus, in the first line, the input 11100101 becomes
10110000 and, in the second line, the input 01101100
becomes 00111001. In the third line of the table of
Figure 3 , the state 10 is received, indicating that
every third bit of the input should be inverted. Thus,
the input 11111001 becomes 11011101. In the fourth
line of the table of Figure 3 , the state 11 is
received indicating that each bit of the input should
be inverted. Thus, the input 10001010 becomes
01110101. 



In the fifth line of the table of Figure 3 , the state
00 is receiving, indicating that the input should be
unchanged. Thus, the input 11010010 is the same as the
output.There now follows a simple example showing the
possible flow of data through the circuit of Figure 1
. In the example described below, the outputs of the
first and second data processing modules 10 and 14 are
referred to as S A and B respectively. On the next
clock cycle, the first checking module 12 outputs the
data inputs A and B as A ' and B ' and outputs an
error signal E i, with the signals A ', B ' and E i
forming the inputs of the second checking module 16.
On the next clock cycle, the second checking module 16
0 outputs the data inputs A ' and B ' as A '' and B '
' and outputs an error signal E2, with the signals A
'', B '' and E2 forming the inputs of the third
checking module 18 . On the next clock cycle, the
third checking module 18 outputs a DATA output, which
is derived from the data inputs A'' and 5 B'' and
outputs an ERROR output. Consider the following
scenario, in which the outputs of the first and second
data processing modules 10 and 14 are intended to be
the data word 01010111. In this example, 0 the first
data processing module 10 operates correctly, but the
second data processing module incorrectly outputs the
data word 01000111. The data flow through the circuit
of Figure 1 in this 5 example is described below with
reference to the table of Figure 4 , which table lists
the data values A , B , A ' , B ' , Ei, A '', B '',
E2, DATA and ERROR for each of a number of clock
cycles . 0 The data words are output by the first and
second data processing modules 10 and 14 in series,
with the least significant bits being output first.
Thus, at the firstclock cycle, the data bits A and B
are both 1 . The other data bits are unknown, and are
listed as X in Figure 4 . On the next data cycle, the
previous values of A and B (both 1 ) are output as A '
and B ', and the error signal 0 (indicating there is
no error) is output as E1 . The next incoming data
bits (both 1 ) are the new inputs A and B . Again, the
remaining data signal values are unknown. On the next
data cycle, the previous signals A ', B ' and E i
become A '', B '' and E2, the previous signals A and B
become A ' and B ' , with a new error signal (again 0
) being set at E1 . The next data bits (again both 1 )
are presented as A and B . On the next data cycle, the
DATA output is set to be the previous values A '' and
B ' ', the error signal is set to be 0 (no error
detected) , the previous signals A ', B ' and E1
become A '', B ' ' and E2, the previous signals A and
B become A ' and B', with a new error signal (again 0
) being set at E1 . The next data bits (this time both
0 ) are presented as A and B . 



On the next data cycle, the DATA output is set to be
the previous values A '' and B '', the error signal is
set to be 0 (no error detected) , the previous signals
A ', B ' and E1 become A '', B ' ' and E2, the
previous signals A and B become A ' and B ' , with a
new error signal (again 0 ) being set at E1 . The next
data bits (1 and 0 respectively) are presented as A
and B .On the next data cycle, the DATA output is set
to be the previous values A '' and B '', the error
signal is set to be 0 (no error detected) , the
previous signals A ', B ' and E i become A '', B ''
and E2, the previous signals A and B become A ' and B
' . This time, however, an error is detected, since
the values A and B were different, and the error
signal E i is set at 1 . The next data bits (both 0 )
are presented as A and B . On the next data cycle, the
DATA output is set to be the previous values A '' and
B '', the error signal is set to be 0 (no error
detect) , the previous signals A ' , B ' and E become
A '', B '' and E2 (E 2 now indicating an error) , the
previous signals A and B become A ' and B ' and the
next data bits (both 1 ) are presented as A and B . On
the next data cycle, the error signal E2 propagates to
the error output ERROR. The data output is unspecified
(X) , since there was a conflict between the data
values A '' and B ''. Thus, the error originally
detected by the first checking module 12 has
propagated to the output. It should be noted that in
some forms of the invention, the error output could be
used as an interrupt signal that is immediately passed
to the output ERROR, rather than having to propagate
through the entire circuit, as described above . The
processing system 2 of the present invention has many
potential applications. For example, the data
processing modules 10 and 14 could be programmed to
detect particular patterns of data and to output a
flag whenever a particularpattern is detected. in such
an application, the state of the incoming data packets
could be used to reference the particular data pattern
(s) being searched. Further, many cryptographic
algorithms carry out relatively simple functions on
packets of data; the data processing system 2 would be
well suited to carry out such functions.CLAIMS : 1 . A
data processing system comprising a data input, first
and second data processing modules, and first and
second data checking modules, wherein: said first and
second data processing modules are each arranged to
perform substantially the same processing steps on
data received at said data input, with each providing
an output ; said first and second checking modules are
arranged to compare the outputs of said first and
second data processing modules and to output an error
signal indicative 



of whether or not said first and second data
processing modules have performed substantially the
same processing steps on said data received at said
data input; and said first and second checking modules
are located on physically separate devices. 2 . A data
processing system as claimed in claim 1 , wherein said
first checking module has first and second inputs and
said second checking module has first, second and
third inputs, wherein: said first and second inputs of
said first checking module receive the outputs of said
first and second data processing modules respectively;
said first checking module outputs first and second
data signals corresponding to said outputs of said
first and second data processing modules respectively
and a first error signal indicative of whether or not
said first and second data processing modules have
performed substantially the same processing steps on
said data received at said data input;said first and
second inputs of said second checking module receive
said first and second data signals from said first
checking module and said third input of said second
checking module receives said first error signal from
said first checking module. 3 . A data processing
system as claimed in claim 1 or claim 2 , wherein said
first and second data processing modules are located
on physically separated devices. 4 . A data processing
system as claimed in any one of claims 1 to 3 ,
further comprising a third checking module arranged to
compare the outputs of said first and second data
processing modules and to output a signal indicative
of whether or not said first and second data
processing modules have performed substantially the
same processing steps on said data received at said
data input. 5 . A data processing system as claimed in
claim 4 , wherein said first checking module has first
and second inputs, said second checking module has
first, second and third inputs, and said third
checking module has first, second and third inputs,
wherein: said first and second inputs of said first
checking module receive the outputs of said first and
second data processing modules respectively; said
first checking module outputs first and second data
signals corresponding to said outputs of said first
and second data processing modules respectively and a
first error signal indicative of whether or not said
first and second data processing modules have
performed substantiallythe same processing steps on
said data received at said data input ; said first and
second inputs of said second checking module receive
said first and second data signals from said 



first checking module and said third input of said
second checking module receives said first error
signal from said first checking module; said second
checking module outputs third and fourth data signals
corresponding to said outputs of said first and second
data processing modules respectively and a second
error signal indicative of whether or not said first
and second data processing modules have performed
substantially the same processing steps on said data
received at said data input ; said first and second
inputs of said third checking module receive said
third and fourth data signals from said second
checking module and said third input of said third
checking module receives said second error signal from
said first checking module. 6 . A data processing
system as claimed in claim 4 or claim 5 , wherein the
third checking module is physically separated from
each of said first and second checking modules . 7 . A
data processing system as claimed in any one of claims
4 to 6 , wherein said signal indicative of whether or
not said first and second data processing modules have
performed substantially the same processing steps on
said data received at said data input output by said
third checking module is provided as an input to said
first checking module.8 . A data processing system as
claimed in any preceding claim, wherein at least one
of said signals indicative of whether or not said
first and second data processing modules have
performed substantially the same processing steps on
said data received at said data input is provided as
an input to at least one of said first and second data
processing modules. 9 . A data processing system as
claimed in any preceding claim, further comprising an
error output flag, wherein said error output flag is
set when any of said checking modules outputs a signal
indicating that the first and second data processing
modules have not performed substantially the same
processing steps on said data received at said data
input . 10. A data processing system as claimed in any
preceding claim, wherein the functionality of each of
said first and second processing modules is defined by
data stored in one or more memory modules . 11. A data
processing system as claimed in claim 10, wherein the
functionality of said first processing module is
defined by data stored in a first memory module and
the functionality of said second processing module is
defined by data stored in a second memory module . 12
. A data processing system as claimed in claim 10 or 



claim 11, wherein the data received at said data input
contains a code referencing a memory location in
saidmemory module (s) defining the functionality of
said data processing modules . 13. A method of data
processing comprising the steps of: passing a data
input to both first and second data processing
modules; arranging for said first and second data
processing modules to perform substantially the same
processing on said data input; and arranging for first
and second checking modules to output an error signal
indicative of whether or not said first and second
data processing modules have performed substantially
the same processing steps on said data input, wherein
said first and second checking modules are located on
physically separate devices. 14. A method as claimed
in claim 13, further comprising the steps of: passing
outputs of both said first and second data processing
modules to said first checking module; and passing
said outputs of said first and second data processing
modules from said first checking module to said second
checking module, together with a first error signal
indicative of whether or not said first and second
data processing modules have performed substantially
the same processing steps on said data received at
said data input . 15. A method as claimed in claim 13
or claim 14, wherein said first and second data
processing modules are located on physically separated
devices.16. A method as claimed in any one of claims
13 to 15, further comprising the step of passing the
outputs of both said first and second data processing
modules to a third checking module, wherein said third
checking module is arranged to output an error signal
indicative of whether or not said first and second
data processing modules have performed substantially
the same processing steps on said data input . 17. A
method as claimed in claim 16, further comprising the
steps of : passing outputs of both said first and
second data processing modules to said first checking
module; passing said outputs of said first and second
data processing modules from said first checking
module to said second checking module, together with a
first error signal indicative of whether or not said
first and second data processing modules have
performed substantially the same processing steps on
said data received at said data input; and passing
said outputs of said first and second data processing
modules from said second checking module to said third
checking module, together with a second error signal 



indicative of whether or not said first and second
data processing modules have performed substantially
the same processing steps on said data received at
said data input. 18. A method as claimed in claim 16
or claim 17, wherein the third checking module is
physically separated from each of said first and
second checking modules.19. A method as claimed in any
one of claims 16 to 18, further comprising the step of
providing said signal indicative of whether or not
said first and second data processing modules have
performed substantially the same processing steps on
said data received at said data input output by said
third checking module as an input to said first
checking module. 20. A method as claimed in any one of
claims 13 to 19 preceding claim, further comprising
the step of providing at least one of said signals
indicative of whether or not said first and second
data processing modules have performed substantially
the same processing steps on said data received at
said data input as an input to at least one of said
first and second data processing modules. 21. A method
as claimed in any one of claims 13 to 20, wherein said
data input includes a code referencing a memory
location in one or more memory module (s) to which
said first and second data processing modules have
access, said memory location defining the
functionality of said data processing modules. 


