WD 03/ 032116 PCT/ US02/ 31967 SYSTEM AND METHOD FOR | NTEGRATED Cl RCUI T CARD
DATA STORAGE of which the following is a SPECI FI CATION PRI ORI TY AND
RELATED AWBLB@#IIEONS 5 This application clains priority t@Cconisozsist at es
provi sional application 60/327,457 filed on Cctober, 5, 2002, and entitled
"Met hod and Systemfor Smart Card Data Storage,” which is hereby

i ncorporated by reference, and is related to United States application
serial nunmber 10/236,302, filed Septenber 6, 2002, and entitled "Method
and Device for. Control By Consumers Over Person " al

i ncor por at ed %W?W@@TWHE?W?EE W@gwﬁéﬁg %Trqu%%‘t;?on

rel ates general|ly. to system and nethod for performng transactions with
payment car d@f‘ﬁh’&hﬁ}%ﬁfguﬁ‘éﬂnﬁg%ﬁl arly to a systemand nethod for storing on
such cards and utilizing, on a selective_ an ried security basis, 15
information generated from such traé%%%@:ﬂ(gﬁ .Kgl%BACKG?ClJND OF THE | NVENTI ON
Integrated circuit cards or chip cards, devices having enbedded

m croelectronic circuits, are used_today rji ggéﬁ& @ﬁ(gs for conducting
transactions, as well as MMM* ; ards nmay store
mul tiple applications ranging fromcredit, 20 debit or_stqred val ue

appl i catidns, tHhinampliganenclainnriosty trdnitedoyiaigs At visigns ?RP?HF‘UOH

aut hentication. Chip cards typically contain a certain nunber of erasable
or noner asab0/827#@ i filedame@stobary 5,002 ] angd entitlep@visthod andh Sugpmifendmaris and
data related to the applications and the transactions bei ng conduct ed.

Chi p cards havidData SWPaL3’ GBLhLShEEDY 1US0ROBAEDBEY reference, and is related to

United States application serial number 10/236,302, filed September 6, 2002, and
entitled “Method and Device for Control By Consumers Over Personal Data,” also

10  incorporated by reference.

FIELD QF THE INVENTION

The present invention relates generally to a system and method for performing
transactions with payment cards and more particularly to a system and method for
storing on such cards and utilizing, on a selective and varied security basis,

15  information generated from such transactions. -

BACKGROUND OF THE INVENTION

Integrated circuit cards or chip cards, devices having embedded microelectronic
circuits, are used today as payment cards for conducting transactions, as well as for
many other purposes. Such cards may store multiple applications ranging from credit,

20  debit or stored value applications, to non-value applications including loyalty or
authentication. Chip cards typically contain a certain number of erasable or
nonerasable memory areas for storing, in part, such applications and data related to

the applications and the transactions being conducted. Chip cards having a



2 mcroprocessor are generally referred to as smart cards in which the

m croprocessor generally controls data handling and access to the

di f f erentwomaoszi1@r eas on the card based on a given set @CTASNUBSDNS
(passwords, encryption, external deviges, etc.), which are well utilized
and known in the art. 5 In the smart card industry, particularly related to
transactions, nuch enphasis is placed on how best to capture, store,
utilize, and maxi m ze data personal or unique to the cardhol der. For
instance, in the smart card industry, particularly related to financial
transact i onsnicrenspeessasiEsgEcTally efsEad tom el Gedtinpgiech e misropEqessser
utilize, and maxim ze data personal or unique to the cardhol der. For

i nstance, Gegupkmadly cafirale thfe hkindlingsindadceSs il thaddffeyent neengrsiarogs pa thetardw
cardhol ders to store personal information, and then interact with it, but
this functi onakd by algiehisl dfedndiflohd @hssiwaedsat@yptivanexioinygl devimsossied via a
personal conputer, and the information is stored and accessed in a
proprietary &@ﬁ%gﬁ}@gﬁ ﬁ%¥§. Blhn¥Rh fsmeGRMUt i lities card information can
only be accessed by a %b ilrties equi pped personal conputer; there is no
15 interoperability. Further, the allowable data fields (name, address,

Uoer moart abi 31 b eal i 8h Rl K5 e B R B S PR RIS ) oo

of the present invention is to provide. a nethod. an stemfor praviding

i ncreased f1RIRFed @ hovphgst Eﬂfragwg Sgcf’i& Lﬁ’&‘ﬁ?#%ﬁlr’%\%‘l‘@lqeg}?@@&oﬂl%% “n%leoit?mng

the paynent card, the paynent termnal, external devices, and paynment
supporting etheicaidbeldenniérhestanse; iadke gpart %dillﬁﬂPéﬁY»iR@ﬁlquéaﬂcydebFWPde a system
for obtaining and storing information in an integrated circuit card used
by a car dhol figincfad traM@c@{sOAdH 6mPKEFISPRead 86 Fow best to capture, store, utilize,

and maximize data personal or unique to the cardholder. For instance, Gemplus’

10  GemUtilities and Schlumberger’s SmartValet allow cardholders to store personal
information, and then interact with it, but this functionality is limited in that the data
can only be accessed via a personal computer, and the information is stored and
accessed in a proprietary mechanism. In other words, GemUstilities card information
can only be accessed by a GemUtilities equipped personal computer; there is no

15  interoperability. Further, the allowable data fields (name, address, phone number, and

the like) are not user selectable, and some data is not user modifiable.

OBJECTS AND SUMMARY OF THE INVENTION

Therefore, an object of the present invention is to provide a method
and system for providing increased flexible, configurable and controllable interactions
20  among the payment card, the payment terminal, external devices, and payment

supporting entities.

Another object of the invention is to provide a system for obtaining

and storing information in an integrated circuit card used by a cardholder for



3 conducting transactions over nore than one environnent each having a
different type of card-accepting termnal, such as a POS termnal, a PDA
devi ce, awombioBr1elevi ce or a personal conputer. PreferablpgT/iSaz3mard
contains a nmenory unit having data redords for 5 storing infonnation, the
records having both formatted and unformatted fields. The formatted fields
are accessible using generic |abels preferably over at least two different
environnments and the unformatted fields are uniquely accessible using a
non-generic | abel. Preferably, the data records conprise a nane field and a
data field amddudingitranbastionsevessave fanoge sevtrmmsat peshdiavingad dffesat §per i ng
data indicative of a level of security (such as public, private or

condi ti onal )oftcardgcceptpld tethinal, bl BLSRQS termthatat BD A rdecioe,ch mebitst drviceatsj ect

of the present invention is to provide a systemand nethod for accessing a
menory dEVigﬁxkﬁﬁﬂI&ﬂn&h&hi” an integrated circuit of an 15 integrated
circuit card.” The systemincludes a plurality of formatted data records,
wherein each of the plurality of formatted data records includes a

standardi zed nanme porgi BPOLL 2 | din the
iRy Iégc%atg?n G 119 fin %l’leilt‘ﬂgltq{g?m%%ﬁ% rcotliPfcR

st andar di zed nane portion J?ﬁ C the p ormatted data

records are known, to a .pluralit f term,nals. | ur 1 n mat t ed
dat a recor dsSIOHRS @%@W%B@&Lﬁ&eﬁ?x\ﬁﬁﬁ@g gﬂ’a@ﬁn?}?eq& @ufgc D J%%.ﬁlg]td% iﬁé
unformatted data records include a_nonstandg&@ized ane portion and a data
portion. WO osnaszhfiddraseessssiblyrsing genemRiapels AVERRIGRASTIN® DRAW NGS

different environments and the unformatted fields are uniquely accessible using a

)

non-generic label.

Preferably, the data records comprise a name field and a data field and
10  include an associated security level field for storing data indicative of a level of
security (such as public, private or conditional) to be applied to the associated data

record.

Another object of the present invention is to provide a system and

method for accessing a memory device located within an integrated circuit of an

15  integrated circuit card. The system includes a plurality of formatted data records,
wherein each of the plurality of formatted data records includes a standardized name
portion and a data portion, wherein labels stored in the standardized name portion of
each of the plurality of formatted data records are known to a plurality of terminals.
A plurality of unformatted data records are also provided, wherein each of the

20  plurality of unformatted data records include a nonstandardized name portion and a

data portion.



Further objects, features and advantages of the invention will becone
apparent fromthe follow ng detailed description taken in conjunction with
the accowpanpsaige fi gures showi ng illustrative enbodi ment CefUSHEEI967
invention, in which: 5 FIGURE 1A is a4diagram of the interacting conponents
of a systemfor storing data having nultiple security levels according to
an exenpl ary enbodi nent of the present invention; FIGURE 1B is a diagram
of a transaction card incorporating integrated circuit technol ogy
according to an exenplary enbodlnent of th nt ntion; 10 FI GURE 2A
is a functional block di ZRERBESCRIPTION QLI JAk section of the
card illustrated in FI GURE 1B accordlng to_an e gary enbodj ment  of the
present invention; FIG@REGQGWP@Sébﬁ%ﬁﬁﬂviﬁﬁﬁnﬁgﬁﬂgf the wivgpigen Vil “Hefror y
unit of the |ntegrated circuit section of the card illustrated in Fl GURE
1B accor di ngippareanfrdh texiipharydataiteddieseiptionfakeh én porgsrstionivithethe i on; FI GURE
3 is a block diagramof a part of the system shown in FlIGURE 1A using the
transacti on gasfdsafyifd (%?Es JRWARE DN olethbairgenedT the jnvertidro i whivh: of t he
present |nvent|on E 4A illustrates a stand al ong kiosk term nal for
use in the 20 systen1of FI GJRE 1A according to an exenpl ary enbodi nent of

the presgnt inventiorgy @@]@%Aqg’%%ﬂa%rfng&%%eﬁé cor@pdlefddBE a4fstem for

illustrates a personal corrputer use in the systemof FIGURE 1A using

et e B pNind AR SR 180l Rbol i) SRR amBERARMEN O

the present invention;

FIGURE 1B is a diagram of a transaction card incorporating integrated

circuit technology according to an exemplary embodiment of the present invention;

10 FIGURE 2A is a functional block diagram of the integrated circuit
section of the card illustrated in FIGURE 1B according to an exemplary embodiment

of the present invention;

FIGURE 2B is a memory map of data stored in a memory unit of the
integrated circuit section of the card illustrated in FIGURE 1B according to an

15  exemplary embodiment of the present invention;

FIGURE 3 is a block diagram of a part of the system shown in
FIGURE 1A using the transaction card of FIGURE 1B according to an exemplary

embodiment of the present invention;

FIGURE 4A illustrates a stand along kiosk terminal for use in the
20  system of FIGURE 1A according to an exemplary embodiment of the present

invention;



FIGURE 4C illustrates a personal digital assistant for use in the system 5
of FIGQURE 1A using the transaction card of FIGURE 1B according to an

exenpl ar ywoendosxiérent of the present invention; FlIGURE 4DPCirlusst/s@bes a
nobi |l e device for use in the systemof FIGURE |IA using the transaction
card of FIGURE 1B according to an exenplary enbodi ment of the present
invention; 10 FIGURE 5 is a functional block diagramof the term nals
illustrated in FIGJRES 4A - 4D according to an exenplary enbodi nent of the
present invention;, FIGURE 6 illustrates a point of sale transactian
termnal according to FIGWRIéRplleststes sp6HOREOIpIT f Yse 85 BReYSERadt i on:
FIGURE 7 illustrates a process whereby a point of sale termnal 15 accesses
dat a | ocat edFIGURE hAtsingt thatrsmatticoncacdoOFIGHIRE § Bragcerdingdn eh ggiemplary
transaction according to an exenplary enbodi nent of the present invention;

FI GURE 8 i | |4sidaahes of iy Refesinvb@ioapy the point of sale termnal provides
a personal identification nunber to the transaction card in order to have

the transaction card decrypt a desired data field according to an

exenpl ary enbodi ment  REAlE UBGIREREMpek YA Lied assiitht FhidRE helshhtumt 1 at es
a process whereby the point of sale termnal ©provides a particular

a_process uh | ! .
peT) U802 P31 90 ICR T ihoRREEE e Blchyd B AERts 4B R S SO0

an exenpl ary enbodi nent. of the present invention. Throughout the figures,
the sane ref@padeacnihdhepeserhthvefact ers, unl ess otherw se stated, are
used to denote |like features, elenents, conponents or

FIGURE 4D illustrates a mobile device for use in the system of
FIGURE 1A using the transaction card of FIGURE 1B according to an exemplary

embodiment of the present invention;

10 FIGURE 5 is a functional block diagram of the terminals illustrated in

FIGURES 4A — 4D according to an exemplary embodiment of the present invention;

FIGURE 6 illustrates a point of sale transaction terminal according to

an exemplary embodiment of the present invention;

FIGURE 7 illustrates a process whereby a point of sale terminal
15  accesses data located within the transaction card necessary to conclude a transaction

according to an exemplary embodiment of the present invention;

FIGURE 8 illustrates a process whereby the point of sale terminal
provides a personal identification number to the transaction card in order to have the
transaction card decrypt a desired data field according to an exemplary embodiment

20  of'the present invention; and

FIGURE 9 illustrates a process whereby the point of sale terminal

provides a particular decryption key to the transaction card in order to have the



5 portions of the illustrated enbodi nents. Mreover, while the subject
invention will now be described in detail with reference to the figures,
it is dorwolg/osrii€onnection wth the illustrative enbodi PEMIES02/B196T S

i nt ended t hat changes and nodifications can be nmade to the descri bed
enbodi ments wi thout departing fromthe true scope and spirit of the

subj ect invention as defined by the appended clains. 10 DETAI LED

DESCRI PTI ON OF PREFERRED EMBODI MENTS I n accordance with the systemof the
present invention, a consumer can use a transaction card (financial or
non-f i nanci atansacsiomehis Ctﬂgr)(plﬁﬂ%ﬁqlé?ﬁtfdrdé@eﬂcv@dnlﬂéﬂéﬂle{(%mﬂaﬁfﬁr& Wigmnent ot sal e
device ("POS") and update information stored on the transaction card from
a personal chepissattingnfiensonal digital assistant or a nobile 15 device.
The system preferably includes a transaction card, a personal conputer, a
personal digital assistant, a nobile device, at |east one POS termnal,

and/ or any ot her typeTlﬁBugliUudt}@Cﬂ‘@pésl,ﬂ@sﬁllﬁ\ilrﬂérenE@mhnﬁﬁlstalné chirattest one
POS term nal s has a processor, interface hardware, and interface software

configured tg, és@toﬂfe%ﬁe‘éfagél LRQstd %Q&ﬁSfe'lﬂt@ feftfed - eldrhei®coipbRggest i n the
interface har war e

termnal may have a 2’0 separate card reader.

Al so part_ of t ar ng' to
the tel eéhor%o ?Rfdé\s[ﬁ?%ﬁr%ﬁg ﬁ (@{)nr?\l}esy%ﬁé‘?le(r:’i g @ggﬁﬁ%‘é)ﬁl&g of mat i on.
The present i nventl on facilitates the | oad] i nf ﬁr mat i on ont giﬁt he

transact i on %ex¥ e dessEbehipdetail wih refgrsace tBFf"’ngF%éts‘S SPhE MR Bact i on
card, the WD 03/032116 PCT/ US02/ 31967 7 receipt of benefits fromaffinity
prograns, i .withtherillostragive cimbpdinresisarltiis ipiendndLhet changes sudmadiicatipaggsct i on
card, and accounting and security associated with those functions. The
transacti on samadd o ths eéseribdl smbodimehte gritiberddepartingi fronf tHeGiye scapadardal so

spirit of the subject invention as defined by the appended claims.

10 DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

In accordance with the system of the present invention, a consumer can
use a transaction card (financial or non-financial) to make purchases and receive
benefits from a point of sale device ("POS") and update information stored on the
transaction card from a personal computer, a personal digital assistant or a mobile

15 device. The system preferably includes a transaction card, a personal computet, a
personal digital assistant, a mobile device, at least one POS terminal, and/or any other
type of card accepting device. Each of the at least one POS terminals has a processor,
interface hardware, and interface software configured to interact with the transaction
card. If not embedded in the interface hardware, the POS terminal may have a

20  separate card reader. Also part of the system are external networks such as those
belonging to the telephone industry which can convey financial and banking
information. The present invention facilitates the loading of information onto the

transaction card, the payment for goods or services using the transaction card, the



5 called a "smart card"), which is typically the size of a conventional
credit card, but which contains a m croprocessor and nenory. The card can
be used twoOpawsxnén transactions, but can have ot her non- PCRarser/al9euses
such as storing health records, travél preferences, telephone information,
retailer affinity programinformation (e.g., frequent flier), and the

like. In a preferred enbodinent, the IC card can perform 10 credit, debit,
or electronic cash card functions, or a conbination of the three, that

al l ow a cardhol der to nmake pur chases Transaction data can al so be recorded
on the car decéipteofdpnefitmfroasaffinity progzaray lreannrdglﬁP@CIflA reRREs BFOFAYS:i ncl udes
a transaction card 100, and different operating environnents including PCS

termnals 1arck@R thel@shsactidpesashnad acouptin@andl@eyrity aswisidtel Wil thoee 108 and a
personal digital assistant 110, each of which will now be briefly
described. Thg.dd@nsaction card 100 carries information having nultiple or
varying security levels, allowing for restricted access depending on the

i nformati on sought to be accessed, as described in greater detail bel ow

The information storedp M\é{rgﬁsﬁcﬁ Coatd BIREEEb B arCif %Tajﬁgpcﬂ@mt(amgedarﬁqﬂseo

or gani zat i onal pur poses, suc at 1t 1s relative sinpl e to understand

and utilize. " termna 0 tegrated
with an el e‘Eﬁ éméﬁrcar%rgéﬁ]é?h Is dypica] ﬂlle %E%)ép% %Orn%a{rlra apppﬁggﬂtafg%

parti cul ar, the reader reads public and conI{%gwéér al r mat |fon st or ed in
the transact WhishEaR@INsATHICEOREOESEOT\AEsl BIEM9EP 1 F@SB‘?P 48P o1 i nal

acts upon the read data stored on the transaction card 100, also as

descri bed |narg;lam;blde:amhavdmh@vmn:ﬁh@np@}Wﬁa@h@éﬁfﬂﬂ%r healffresgidsut es a
data managenent application which is used to popul ate, read and manage
data stored @gvd] BeeféreAnsaridphone idrthafio) refitier affility progew odorbB8onielgs he

personal digital assistant 110 simlarly
frequent flier), and the like. In a preferred embodiment, the IC card can perform
10  credit, debit, or electronic cash card functions, or a combination of the three, that

allow a cardholder to make purchases. Transaction data can also be recorded on the

card.

The system, as illustrated in Figure 1A, preferably includes a
transaction card 100, and different operating environments including POS terminals
15 102, 104, a personal computer 106, a mobile device 108 and a personal digital
assistant 110, each of which will now be briefly described. The transaction card 100
carries information having multiple or varying security levels, allowing for restricted
access depending on the information sought to be accessed, as described in greater
detail below. The information stored within the transaction card 100 is tagged for

20  organizational purposes, such that it is relatively simple to understand and utilize.

Each of the POS terminals 102, 104, which may be integrated with an
electronic card reader, execute a POS terminal application. In particular, the reader

reads public and confidential information stored in the transaction card, and the POS



5 execute, respectively, a nobile application and a PDA application, which
are also used to populate, read and nmanage data stored on the transaction
card 100.woAdwarii@geously, the PCS term nal application, Pog/usar/ae’
managenent application, the PDA appli8ation, and the nobile application
(the "Applications”) preferably all pronpt and allow a user not only to
access relevant stored information 10 such as |loyalty points, credit card
or banki ng account bal ance, but also to provide personal information (to be

securely stored.o the card) personal prefer ar dj

Shoppi Yl SR S nf e iadoli 3 B B raiofsput NEE Abn <frethe

uni que to the user whi ch could be used by retailers or. sellers to

custom ze, t &t geptebdetay helpwy T@PPélfsgnalé)B@@P@F $0 exesutps pdpteiprpagamenti gure 1B
illustrates the transaction card 100. The transaction card 100

i ncor por at es applicegermwbithds neadite popdiinoieadygnd menags detarsiend bo sl transaation car d.
The transaction card 100 | ooks simlar to a conventional credit card, but

al so i ncl udesardn00i Mhegiobilededcs C08 ind(tht persodal AigitahaseiRta@0 NI Bdifglady
m croprocessor, and electrical contacts 124 for conmmunications between the

I C 122 and d@)‘(écﬁ?es ré%ﬁé&fv@@l ahﬁbﬁ@%{aﬁlfcﬁﬁ&?ﬁ{d @PDAOapfyﬁEQmﬁO@hlcﬁ:%% A& | ess

cards and other nmeans of communications, not shown, nay  also be used. The

transaction ﬁ?%%lqo §9§ul§%f‘re98 aﬁ'@ﬁl%n o ngor%h n?%:)lgantsgct%%b d oy d, or as an

el ectronic cash card, 1:€., a car con aryv f4€% hat can be
transferred when the cardhol der nmakes purchases An exanpl e of an

el ectronic cash card i card W el ectronj c cash
application. Sinilar té@@?@ﬁﬁ?@ﬂ% %ﬁgb%\msﬂ%y%% P dafnapgeenty
credit card, the front side of the transaction card 100 pr ef er abl y cont ai ns
ei ther the ARRhsation she BIPAzpplicatieni and themobile eprlivetiomiths SAplisations“car d or
the name 112b of a paynent system (e.g., MasterCard(r)) under whose

aut hority t hprefaablyiall prempieahd ablow a user not only to access relevant stored information

10  such as loyalty points, credit card or banking account balance, but also to provide
personal information (to be securely stored on the card), such as personal preferences
regarding shopping, clothing, sizing, budget, or any other information personal or
unique to the user, which could be used by retailers or sellers to customize, target or

tailor offers, specials or advertising,

15 Figure 1B illustrates the transaction card 100. The transaction card
100 incorporates integrated circuit technology into a conventional credit card. The
transaction card 100 looks similar to a conventional credit card, but also includes an
integrated circuit ("IC") 122, which contains a microprocessor, and electrical contacts
124 for communications between the IC 122 and devices external to the transaction

20  card 100. Contactless cards and other means of communications, not shown, may
also be used. The transaction card 100 can be used as a credit card, a debit card, or as
an electronic cash card, i.e., a card containing monetary value that can be transferred
when the cardholder makes purchases. An example of an electronic cash card is a

card with the MONDEX™ electronic cash application. Similar to a conventional



both, a cardhol der's account nunber 114, the cardholder's nane 118, dates
116 5 between which the card is valid and usable, and a brand 120
associ at edowsse1ihe paynment system Although not shown, momAlspzsded and/ or
non- paynent cards may be used as welP. Figure 2A is a functional block

di agram of the IC section 122 and contains at |east processing unit 210
and nenory unit 250. Preferably, the I1C 122 10 also includes control |ogic
220, a tinmer 230, and input/output ports 240. The |IC section 122 can al so

i nclude a co-processor 260. Control logic 220 provides, in. conjunction

Wi th processﬁﬁ@ﬁGﬁﬂtﬂ@ib¥“ﬁﬁ%oﬁ%ﬁFW%ng@%ggéépgpf ﬂfﬁ@&P&gHEﬁW§%ﬂ §tions
bet ween nenory unit 250 and the input/output ports 240. The tinmer 230
provi des a hame hiparafacfimmeiel Hisgmtipn thabissisns seeessd pythgmamed18b ahel cont r ol

| ogi ¢ 220. Co-processor 15 260 provides the ability to perform conpl ex
conput at i onspayind®aystdrh (B g., Miskr@ad®h asder whege huthorityythe carg istigsuapirc

al gorithns. R/Em)ry unit 250 may include different types of nenory, such as

vol atile ?‘“dg%,“a VRURS1ELE JTBSRE YuRBE: T18aghQRidhoRIBHs RiAE ! B8R ¢16renDr Y.
Menory unit stores | C card data such as secret cryptographic keys and a

user's 20, peyrsonal id Lfigati (> PLNC q ¥t ogr aphi c
keys may be WGGW C%%e ?répl)% {cl)agi;aaap irggﬁ{}%yag,ﬁ)aslﬂ lﬁ%:lﬁl iz?geisﬁcgﬂptﬁ ‘\yg?e keys of
public-private key pairs. Preferaply, the secret .cryptodgraphi c keys are
stored in a BOELFHSEER Srthegh gyt SB@%PW%W&%%@@F %ﬁ%’?g%‘?nqgérgéé%ﬁybl e or
has very limted accessibility fromoutside the IC card. W 03/032116
PCT/ US02/ 31987 usetiasvegiory unit 250 al so stores the operating systemof the

| C card. The operating system | oads and executes |IC card applications and
provides file

Figure 2A is a functional block diagram of the IC section 122 and
contains at least processing unit 210 and memory unit 250. Preferably, the IC 122
10  also includes control logic 220, a timer 230, and input/output ports 240. The IC
section 122 can also include a co-processor 260. Control logic 220 provides, in
conjunction with processing unit 210, the control necessary to handle communications
between memory unit 250 and the input/output ports 240. The timer 230 provides a
timing reference signal from processing unit 210 and control logic 220. Co-processor
15 260 provides the ability to perform complex computations in real time, such as those

required by cryptographic algorithms.

Memory unit 250 may include different types of memory, such as
volatile and non-volatile memory and read-only and programmable memory.
Memory unit 250 stores IC card data such as secret cryptographic keys and a user's

20  personal identification number ("PIN"). The secret cryptographic keys may be any
type of cryptographic keys, such as the private keys of public-private key pairs.
Preferably, the secret cryptographic keys are stored in a secure area of ROM or
EEPROM that is either not accessible or has very limited accessibility from outside

the IC card.



managenment or other basic card services to the IC card applications. One
operating systemthat can be used to inplenent the present invention is

t he MULTQBOMBB31per ati ng system | i censed by Mondex | nt er n®Cirarsat/3196d.
Preferably, the operating systemis ®Wtored in ROM 251. In addition to the
basi c services provided by the operating system nenory unit 250 may al so
i nclude one or nore I C card applications. For exanple, a MasterCard(r)
Credit/Debit application could be stored on card 100. Additionally, if 10

the 1C card is to be used as an ectroni c,cash card, the XTM

el ectronic cash appli S’gﬁn?% uﬁ‘lt&ﬁ{) afﬁ@ sfoRes the gperatng Wéteﬂf’%wgﬁﬁ dihe
electronically loads onto the IC card a value of a certain currency froma
cardhol der' sopgrebumhsysicm lpads sirrxieettes iGheard epplicotonsandappyidesdfileon nay

i nclude both program and data files, which nmay be stored in either ROM or
EPROM 15 Fi gunege2ienit sr athermicycanbgprvtesas einpl(heard dpplicationy. edhe apesatipgr t i on
of the nmenory unit 250. The nenory map of the nmenory unit 250 is organi zed

into thirt eyttt ERACHS Ghed 26 pléhat tBd Bresehf dvedtibn isAUSMABLOS 282, 284,
286, 288, 290, 292. Each of the thirteen data records 268 - 292 incl ude

three data f| . [ { £ld rity |evel
field 2665.le T gér%%lrfge%fs [ e| gce%%%@{‘@ég%x %ztié?gét?oé%%ﬁg ' %g‘éﬁlﬁ@giﬂﬁs@g%ﬁggel . The
| abel is used to iLndex thg j nder of a data record, such that a data
record is sePSEERH Hod fi pﬁ@% a particular |abel and searching the data
records stored in the nenory unit 250 for a data record having a matching
| abel in the nane field 262. The data field 264 contains infornmation
relating to the transaét pthiuaiodhe bsic ssviesseprouided BY therpperating s¥dethon card
100. The security level field 266 contains a securi tﬁ WO 03/ 032116
PCT/ US02/ 3198®mory uhi¢2&) maginlsagnclmiecdnsraimhgre I€ Iserdsapplicatiops.| Beredxampld, ag can
be one of private, conditional

MasterCard® Credit/Debit application could be stored on card 100. Additionally, if

10 the IC card is to be used as an electronic cash card, the MONDEX™ electronic cash

application might be included on the IC card, which electronically loads onto the IC

card a value of a certain currency from a cardholder's account in a financial

institution. An application may include both program and data files, which may be

stored in either ROM or EPROM,

15 Figure 2B is a memory map of exemplary data stored in a portion of
the memory unit 250. The memory map of the memory unit 250 is organized into
thirteen data records 268, 270, 272, 274, 276, 278, 280, 282, 284, 286, 288, 290, 292.
Each of the thirteen data records 268 - 292 include three data fields: a name field 262,
a data field 264 and a security level field 266. The name field 262 of each data record

20  contains a label. The label is used to index the remainder of a data record, such that a
data record is selected by specifying a particular label and searching the data records
stored in the memory unit 250 for a data record having a matching label in the name
field 262. The data field 264 contains information relating to the transaction card 100

or the user of the transaction card 100. The security level field 266 contains a security



and/or public; other |evels could be added or the actual architecture need
not have a security level field associated wth every piece of data. The
security wewelo3ziaé i ng i s preferably used to determ ne thePEmTasess31965
necessary to decrypt the informati on "Wontained in the associated data field
264. Information stored in the data field 264 of a data record having a
public security level rating (for exanple, data record 268) is not
encrypted. Information stored in the data field 264 of a data record
having a conditional security level rating (for_ exanple, data .record 272),
i s encrypt edevehhtings Proferabbs ihereetritsdevst mting cebbaopaetprEEia Foplitess. 10
Information stored in the data field 264 of a data record having a private
security | evwsld/or pablio)@tid dsvelcaniul ke, added ar the ectudl @2eiBjecturg neadgioy precd and can
only be decrypted if a PIN is provided. The data stored in a data record

havi ng a pulebit§e&MI FibM dsdepted with Bery piecodpighect ed by encryption.
Preferably, data"records having a public security level 15 rating nmay

i ncl ude the cardhol der's nane, and the like. Data records having a public

security | evel rating rauchuds 108 s pRERIKI5 udbflo RAnind Th préBéks 288,

can be read by any device. e data Stored in a data record having a

conditional security |eve rating. s t Fon.H<r ef er abl vy,
data rec rd&qugw&%&eggghﬁhﬁﬂ%ﬁgpglo Oég{ea?:nl?rai%%1 ;ﬂ/% I %goecﬁﬂg(g%#%g&lﬁr%g IE'ude dat a
records containing data rel evant .to parti cul ar .yendor, or.. t of
vendor and cafprawfign B@T?dé&dh%@at%ﬁﬁlé\%%é@?wdﬁﬁ rﬁc%g}(’fwl&‘ﬁ PQPE%§68WE¥tI¥%ﬁ key.
Data records having a conditional security level rating, such as the data
record 272 catingéor exnmel datdrgcetd 268kl nhamqﬁ@t@memécmaggn slered e datt i on
key for WO 03/032116 PCT/US02/ 31967 12 the particular data record. The
particul ar degdeptoon dkryedory hibenga panytitoial sevdrisyt leyel rating (for example, data

record 272), is encrypted and must be decrypted according to a particular process.
10  Information stored in the data field 264 of a data record having a private security level
rating (for example, data record 282), is encrypted and can only be decrypted if a PIN

is provided.

The data stored in a data record having a public security level rating is

unprotected by encryption. Preferably, data records having a public security level
15  rating may include the cardholder’s name, and the like. Data records having a public
security level rating, such as the data records 268, 270, 278, 284, 288, can be read by

any device.

The data stored in a data record having a conditional security level
rating is protected by encryption. Preferably, data records having a conditional
20  security level rating include data records containing data relevant to a particular
vendor, POS, or type of vendor and can only be read by a device with a particular
decryption key. Data records having a conditional security level rating, such as the

data record 272 can be read only by devices having the appropriate decryption key for



key, may be vendor specific, or the like. The data stored in a data record
having a private security level rating is protected by encryption.

Pr ef er ablwp odasAa16 ecords having a private security |evel PcratSongisncl ude
passwords, financial data, and the |iRe. A data record having a private
security level rating, such as the data records 274, 276, 280, 282, 286,
290, 292 can only be decrypted when the custoner provides the PIN
associated with the transaction card 100. The nunber of tinmes a user may
attenpt to decrypt the data field 264 10 of .a gata record hayi.n private
security | evbe pamticulagdaturecatl. ol hyinpgirula deryRtionkey mpy Bga PRy er
stored in the data field 264 of a data record having a | abel "maxinmum PIN
attenpts" stiayemhay be vhelonapeeifid, of thedd&2. An exanpl e of such a data record is
shown as the data record 284. The | abel "maximum PIN attenpts” is stored in
the nanme field 262 of the data record 284, the nunber four is stored in
the data field 264 15 The dhesto@ilan b deareca@Bhavingd ptivate semuity teyel retieg isf i el d
266 is set as public. The use of this field is described in nore detail in

relation wit . o%'ﬁfeép’g&raégfzﬁyﬁti_gﬂOPﬁMaﬂ},Qia@di‘ﬂéb&ﬁQﬁa\iiﬂg a [ptigate escufityplestels,

respectivel y, In accordance with the present invention, each of

the data r%%ghg?%f% p‘aﬁs(%vgo%rd%B %ngﬁ]c?'cpg&taéa 4 EYRRE. gx%a‘flag%egofd%gfn 2 fAVatd1avi ng

formatted d orma a recor t he of’"her havi ng

unformatted data fields. ("unfornmatfed data rds o dat a
record cont aSeRYTEYAPGH RR{INSoFHCRAS H%g({ag%‘?‘?ﬁ%rﬁs 25‘5?3& ? §c0’ %gg%gﬁgi d@%%fg%nc h
record is associated with a conmon, generic |abel stared in _the napme field

262. This credybs decryptedwhen thenenstogeer prnvidesdheRIN asosisd ma@dheirerttv 116
PCT/ US02/ 31967 13 information actionable (useable) across different
mer chants, d¢drfieoent term nal s and/ or

The number of times a user may attempt to decrypt the data field 264
10  of a data record having a private security level rating during a given session is limited
by the number stored in the data field 264 of a data record having a label "maximum
PIN attempts" stored in the name field 262. An example of such a data record is
shown as the data record 284. The label "maximum PIN attempts" is stored in the
name field 262 of the data record 284, the number four is stored in the data field 264
15  ofthe data record 284, and the security level field 266 is set as public. The use of this
field is described in more detail in relation with flow charts 700 and 710 depicted in

Figures 7 and 8, respectively.

Preferably, in accordance with the present invention, each of the data
records 268 - 292 is one of two types of data record: one having formatted data fields
20  ("formatted data record") and the other having unformatted data fields ("unformatted
data record"). The formatted data record contains information having common,
generic meaning, and each record is associated with a common, generic label stored in

the name field 262. This creates a generic language that makes the provided



different environnents (i.e., to any POS, personal conmputer, PDA, nobile
device, or the like configured to use the transaction card 100). In other
wor ds, thwoloaloadise of the formatted data records act as akdTase®s19%nr the
associ ated data records allowi ng for Bhe 5 generation of a generic | anguage
that makes the information stored in the data records understandable to a
variety of nerchants and/or users -- the key being that the information
does not have neaning to only a specific limted group, nerchant or

the 10 IQ?d%%é%tﬁ%'ra%ﬁm%ﬁ o] o Tt el BhEtalmaRR i ™

i ssuer, for exarrple as follows: the user or_other data provider is

offered for SEfEetieRyraRRGT (SelieansPPRaersaheaniegBPA. modde éeweﬁ 198

popul ated by specifying a particular |abel using an Application as defined
above. (Al t ethredilievcohiiguredi¢o pyechptrammgctagpdard 400)odn othet wolsts, thetlahredscbidhe t he
card itself.) Once the Application finds the associated data record, the 15

user or ot hefforgatiad phaavéddeds 4ot ayvadiessédfor thequasistdl dand eeomt abowgdot fhe sane
Application wites the provided information to the data field 264 of the

sel ected dat gendrfo 6t gg'énfeﬁ@laﬁgﬁ&e thf? nekes fiRShfotBati @ éi@t’é@l e aha rE&ﬁQeE ds,

unformatted data records have neaning only to a speC| i C group, nerchant

or user. S”Cﬂn{ie‘?&% B] Abla &%e@ﬁ‘x{xer@l?an‘té‘%‘&/&%é@ nggelﬁgﬂb?h{y ng

i nformati on relevan O a par I ssuer mer chan or owner

("source") an whi ch have q@’generlc nlng ﬁ%ﬁ l.abel s of nf or mat t ed
dat a recor ds THPEIFHON d9shHBeY Paeaping (o, Py 2shecifie Jmitsd) SFRRe MerBagtBr ed

information in that record has neaning to a particular source. WO 03/032116
PCT/ US02/ 319@%rsort.4 Pref erably, a cardholder is provided by a term nal
device with the

The data fields 264 of the formatted data records are populated by the
10 cardholder or another data provider, such at the merchant or issuer, for example, as
follows: the user or other data provider is offered for selecting and/or selects the
formatted data record ta be populated by specifying a particular label using an
Application as defined above. (Alternatively, the prompting application could be
stored on the card itself.) Once the Application finds the associated data record, the
15 user or other data provider provides the requested information and the same
Application writes the provided information to the data field 264 of the selected data

record on the card.

In contrast to formatted data records, unformatted data records have
meaning only to a specific group, merchant or user. Such records act as small
20  information tokens containing information relevant to a particular issuer, merchant,
author or owner ("source") and which have no generic meaning. The labels of
unformatted data records are not generic or standardized, meaning that the stored

information in that record has meaning to a particular source.



option of having an information token stored on the card. If accepted, the
token would be stored as an unformatted data record having unformatted
fields wiwboao32igeneri c or standardi zed | abel for refereneel/usay/sms] the
unformatted record would or 5 could be understood only by the source using
a non-generic |label. The information token may be a reference to a

dat abase record, it may define a cardholder's personal preferences, it my
establish the user's affinity program nenbershi p, it may represent a

coupon for the user, q;referx]aenlgl, a,kc%rqu ?c{ Rgh?erﬁﬁﬁ' (c;igwge gfﬁﬁi}x

information could be "a user
airline. A parti

c nder tro of t he rllnec wite
frequent fl |C@I1°Pr#g?‘f’rﬁ$ P%FP wnation t&ﬁ’ﬁ%‘??’é@e é‘é‘E?PE?d card. The

| abel stored in the nane field 262 of the at I_east one data re.cord woul d
only be knowiould be seres as| anpsformagied ddte reaprd bavingurioraaitaddiclds wishne he POS
102, 104 to target offers and rebates to particular cardhol ders, offer

car dhol der s geatticor sardardizgd label foradfecenctorathieneke affoahaitddastordivoulirorPOS 102,
104. The use of unformatted data records also allows conpanies to offer

increased sejouidmsuideidRNEy b tHe®olite usAEAHPhdRhe 68, TRIShEmsRIhol der

| oyalty. Figure 3 is a block diagramof a system 300 for reading

i nformation énorﬁhé Q@a}%&g&% a?&b% f%QQrd' ﬂ%#%gméatcsm@g} Cg&gpn fhe term

"termnal " gene I ca escri VI ces 'w
conmuni cat e ver al exa f ter m aJ s are pi ct rS H’ ur es 4A—4D
oatﬁn

and 6A, i nclRIGEHGoE Fiduke %}’Eiéh CHSEh S HBILY BROST nepic§eite 4A,

a personal conputer 470 that operates as a term naI shown in Figure 4B, a
PDA 480 t hatd @®yeeafadhyeses qrélaenhlﬁﬁmF% R lentheseree offbe gsfousatipngould be
PCT/ US02/ 31967 15 4C, a nobil e device 490 that operates as a term nal
shown i n Fi gurser HiDyscHiod aandP@®Bnt, such as a major airline. A particular POS under control

10 ofthe airline could write frequent flier information to the unformatted data record on
the card. The label stored in the name field 262 of the at least one data record would

only be known to the airline.

The unformatted data records allow the POS 102, 104 to target offers
and rebates to particular cardholders, offer cardholders better service, and reduce
15  times at checkout at the POS 102, 104. The use of unformatted data records also
allows companies to offer increased services and benefits to the cardholder which

boosts cardholder loyalty.

Figure 3 is a block diagram of a system 300 for reading information
from the IC card. System 300 includes a terminal 320. The term "terminal"
20  generically describes devices with which an IC card may communicate. Several
examples of terminals are pictured in Figures 4A-4D and 6A, including a kiosk-type
interface terminal 410 shown in Figure 4A, a personal computer 470 that operates as a

terminal shown in Figure 4B, a PDA 480 that operates as a terminal shown in Figure



termnal as shown in Figure 6A. Wthin termnal 320 are interface unit 322
and processor 326. Interface unit 322 may consist of a conbination of

har dwar e wpd3ssfitevar e, i ncluding a 5 display screen, desiPgmawbo2/a1967
comuni cate with a cardhol der, and butst ons keypads, or keyboards with
whi ch a cardhol der inputs data to the termnal. Interface unit 322 may

al so include a card reader into which the cardhol der inserts card 100 in
order to exchange data. Alternatively, the card reader could be external
to interface unit 322 as shown by card reader 310. 10 Processor 326
comuni cat es4@j a mobil¢ detiex49Wihat oBPatesasd: iprmipelsshewnih Figucotpadds BAY dat a
provided to the term nal by the cardhol der. Processor 326 al so

communi cat es tapniral destionesin®igiat dd. of the terminal and not directly
accessible to the cardholder such as external network 330. This

comuni cati on can be acconplished, for exanple, using standard

short-di stance and | ongyiif @Rkl GO0 heathtOMil S NBIdMR6kesstB2b. as
| ocal -area and w de-area networks, or via tel ephone-based or wreless

conmuni cati o ' r ' 1: S Al ke, 328y be
| ocated in aﬂg%ﬂcf)%g%g?[ 3(%? ﬁlgé}}:%tcf)%grteé{n a 1@%%"3&3”% rne*nft3 lﬁ%{}t acec’ept s(ﬁc ?d 100
for the purchase of goods. and services. Processor..326.can cqnmunjcate with
devi ces eit epﬁﬁ aylsﬁreg‘ér 1§9pd WX OIURHCAE W, tﬁ@cﬁa{%}deaégpﬁugﬁnsg? adﬁr Bcessing
networ ks (not shown), to which credit or debit card information can be

sent and ver Keyhoatdsorith whichpeapiholdsa swutstatate theteanipal . Intsfage BakALhMast i on
can be acconplished using conventional credit and debit card processing

met hods. WO @Bb @hidetn e tddge2ihB1®bich tieacaFdhpldes snsdms 44dd LD irsondatte exanpl es
of various termnals for use with the 1C card 100. Kiosk-type term nal 410
shown in Fi gekéhafife ifta 2 ARERREVEGAhe tRddédiRNEould be external to interface unit 322

as shown by card reader 310.

10 Processor 326 communicates with interface unit 322 and processes the
commands and data provided to the terminal by the cardholder. Processor 326 also
communicates with devices outside of the terminal and not directly accessible to the
cardholder such as external network 330. This communication can be accomplished,
for example, using standard short-distance and long-distance communication

15  networks such as local-area and wide-area networks, or via telephone-based or

wireless communication lines or dedicated transmission lines.

Terminal 320 can be located in a store or other commercial
establishment that accepts card 100 for the purchase of goods and services. Processor
326 can communicate with devices external to terminal 320 such as credit or debit
20  card processing networks (not shown), to which credit or debit card information can
be sent and verification for the purchase can be received. This communication can be

accomplished using conventional credit and debit card processing methods.



for use in a public forumsuch as a shopping mall or novie theater. In
Figure 4A, kiosk 400 contains several termnals 410, 411, 412, each of
whi ch opewate®3f1é ndependent|ly. Each term nal 410, 411, 4PETiusor/smdes a

di spl ay screen 420, interface button® 422a, 422b, 422c, and 422d, card
receptacle 430, keypad 440, receipt dispenser 432, and refund/cash

di spenser 434. Optionally, keyboard 442 may be supplied to allow the user
to input words to the termnal. Menus may be di splayed on screen 420. Menu
options are chosen usigg buttons 422a-d. Keys on keypad 440 can 10 i ncl ude
the digits 0-9, speci alFighes 414} dlugtrate exgmples of vagaws wopmalsfacesearitiddy s
such as "YES," "NO " "Cancel," and "Enter." These keys can be used for

i nputting a U€entds]00PIKNositypotidranndl Afl @ sinetn mrFigime 4dddiatpreferred embedichent
choosi ng menu options using buttons 422a-d, a user may choose an option

using the keysr @8 iﬂf@gﬁ@l@b fosn @fich Acayddoppidg M2l dréndie tliéét@ﬁsl'nrfg%ﬁré"ﬂfﬁc,or t he
first menu option, "2" for the second nenu 15 option, etc.). t he

ki osk-type t ?{EJB{Q@&) C @iﬂs%a@éﬂageﬁ{ﬁﬁ S QE%QE%, tZOQ%ilio?v;Eﬁéﬂnﬁferatg@Chi ne

("ATM), the keys on keypa could ed to I'nput anounts of noney to

be di spensed.by th chine or. t l. u 0 | aced t.h

electroni® c perﬁ%?’ﬁ?’oﬁa(g? tegﬁ?]ﬁnp@g)@.ﬂ?/’ﬁl\{zilﬁﬁ?%sﬁ ISP, aycsgﬁeﬁﬂtg'zp’ lﬂt%ﬁfa‘éeperat es
as a transaction termnal via the 20 Internet. Included with conputer 470
i s monitor 4ppttoneARaatitbadzic, aptytind, pard recgptacle 488 lkypad i scocHd seri al
port of conputer 470 is card reader 478 which accepts card 100. The screen
of monitor 4dkpoper A3%sind mefandreashealispsiser K34, Optioredly, lofybdard@daynaydreeen 420
in kiosk-type term nal 410. Likew se, printer 474 operates simlarly to
recei pt WO 0308532816 alf6F ARESRRY Bligput wdrds bl the efm@tal. 48Rnuamdy beyRpRied dn'S

operates simlarly to keypad 440 or keyboard 442, if avail able.

screen 420. Menu options are chosen using buttons 422a-d. Keys on keypad 440 can

10  include the digits 0-9, speéial characters ("*" or "#"), and some function keys such as
"YES," "NO," "Cancel," and "Enter." These keys can be used for inputting a user's
PIN and other information. In addition, instead of choosing menu options using
buttons 422a-d, a user may choose an option using the keys on keypad 440 or
keyboard 442 (e.g., pressing "1" for the first menu option, "2" for the second menu

15  option, etc.). If the kiosk-type terminal 410 is also used as an Automatic Teller
Machine ("ATM"), the keys on keypad 440 could be used to input amounts of money

to be dispensed by the machine or monetary value to be placed on the electronic cash

portion of card 100.

In Figure 4B, a computer 470 operates as a transaction terminal via the
20  Internet. Included with computer 470 is monitor 472, keyboard 475, and printer 474.
Connected to the serial port of computer 470 is card reader 478 which accepts card
: 100.4 The screen of monitor 472 operates in a manner similar to that of display screen

420 in kiosk-type terminal 410. Likewise, printer 474 operates similarly to receipt



In Figure 4C, a PDA 480 operates as a transaction termnal via a

comuni cations network 488. Preferably, the conmunications network 488 is
the 5 | rwerm®s211d ncl uded with the PDA 480 is a display seceasizi83®¢7 a
textual input device 484, and a card Yeader 486. Preferably, the textual

i nput device 484 is a handwiting recognition input device for use with a
stylus or other pen-like device. The display screen 482 operates in a
manner simlar to that of display screen 420 in kiosk-type termnal 410.
Li kewi se, the_ textual ut devjce 484 operates sinilar%%%to keyboard 10

242, n Fi guAiSPenser 43%ane Kevheat 448 opstri e odevnad #4erdRyPoia daef nal

via a conmuni cati ons network 497. Preferably, the comuni cati ons network
497 is the hwiikbleet. |ncluded with nobile device 490 is a display screen
492, a textual input device 494, and an antenna 498. Preferably, the
textual input device 494 is a 15 traditional tel ephone keypad. The display
screen 492 operates i nIaFipgmul, SPDAI4R0 operatdshat tahsadtisptamimt vaan 420 in
ki osk-type term nal 410. Likew se, the textual input device 494 operates

simlarly tockgipattafdil nefREkHRRI IPRfERulyC thedMnaaiitRishe AdtGRrk 484 1§ the

communi cations network 497 through the antenna 498. Figure 5 is a block

R R R e

term nal 52071 ncC S processor nenor

i nteraction nel .526. Interactio nel 526 includes. the displ ...SCreens,
e but t ono GETAAR i BN BBt PORE AP e e RGLuH T SORey Bk o RAYHORE .t he
card receptacle or the card reader, the receipt dispenser or printer, and
the refund Wocognitien inpat peyice o0 2saw sl 7 styles ajodlys peedike Beviee s Tl display

processes, controls, and outputs data to interact with the wuser via
i nteraction panal 4&2¢herReoimesmamed idnikl othaooftdigllsy sveeenrd2052 Riogkityte st or es

terminal 410. Likewise, the textual input device 484 operates similarly to keyboard

10 442.

In Figure 4D, a mobile device 490 operates as a transaction terminal
via a communications network 497. Preferably, the communications network 497 is
the Internet. Included with mobile device 490 is a display screen 492, a textual input
device 494, and an antenna 498. Preferably, the textual input device 494 is a

15  traditional telephone keypad. The display screen 492 operates in a manner similar to
that of display screen 420 in kiosk-type terminal 410. Likewise, the textual input
device 494 operates similarly to keypad 440. The mobile device 490 communicates

with the communications network 497 through the antenna 498.

Figure 5 is a block diagram of the transaction terminals illustrated in
20  Figures 4A-4D. Each terminal 520 includes processor 524, connected to both
memory 522 and interaction panel 526. Interaction panel 526 includes the display
screens, the buttons with which menu options are chosen, the keypad or keyboard, the

card receptacle or the card reader, the receipt dispenser or printer, and the refund



dynam c information such as the options chosen by the cardhol der during the
current session, and static information such as transaction history,

car dhol dewomBM321aedd 5 exchange rate history. Figure 6 ill ®€TrEsves19ar

poi nt-of -sal e transaction/recording t®8rmnal for wuse with the card 100. A
typical termnal 600 includes a card reader 602, a keypad 606, a display
604, and a receipt dispenser 608. Keypad 606 and di splay 604 allow a
cardhol der or a nerchant to interact with the termnal. Keypad 606 all ows
the 10 cardhol der or_the nmerchant to select a type of transaction, e.g.,
credit, debi tispensentProapssor Yeamocassesnenminglsy pecheuthyp dri@de imgeract wigh theput a
PIN, and to input transactional information. Display 604 allows the

car dhol der anskrtvireinteactivanianeld26e Pedcessor 524 alsombitoiainenmesy a2k which sitesas
card approval s and aut hori zati on codes, and pronpts for data entry. 15

Figure 7 il yghdniit@sfomPiQCRSE ad R opfihedhbvséh BABelcafdlibliRl dAGHEHS esrrerdat a
| ocated within the transaction card 100 necessary to conclude a

transaction. (Jhg, B{d)ﬁﬁgﬁ?%@%&g&gmﬁ aa?&rg]é%agﬂ?lz RtorfMcaiiBRief PRV IAR PCS

term nal determnes | Ition rom tfie transaction card 100
If the POS term nal needs

IS necessary tcj1 conﬁ)ﬁlteﬁgt t he transaction.
addi ti onal dSFHLPEHHTWEf¥ansacti on card 100, the process 20 700 advances
to step 706. If the POS term nal does not need any additional data from
the transaction card 100, the process 700 advances to ste(g 704. At .step
704, the POS terminal CofEP AAESRIGE 2PPHIVOAERP SRDFATHIGN/ESFOT ARG terRERHEr
understood by those of ordinary skill in the art. The POS term nal nmay need
WO 03/ 032116 usCvithigoogaed 9¢% Atgpica terormal 606 mcdudes heardatcadar 60 redeaypidg a
purchase to a paynent system for exanple MasterCard(r), receive
i nformati on 606,audibsley 66d,ia00 afréciptdivpeney 6881t Koyl e&0n and disbiay 604 allow a

cardholder or a merchant to interact with the terminal. Keypad 606 allows the

10  cardholder or the merchant to select a type of transaction, e.g., credit, debit, electronic

cash, or non-payment applications, to input a PIN, and to input transactional

information. Display 604 allows the cardholder and the merchant to receive

informational messages, such as card approvals and authorization codes, and prompts

for data entry.

15 Figure 7 illustrates a process 700 whereby a POS terminal accesses
data located within the transaction card 100 necessary to conclude a transaction. The
process 700 begins at step 702. At step 702 the POS terminal determines if any
additional data from the transaction card 100 is necessary to complete the transaction.
If the POS terminal needs additional data from the transaction card 100, the process

20 700 advances to step 706. If the POS terminal does not need any additional data from

the transaction card 100, the process 700 advances to step 704.

At step 704, the POS terminal concludes the transaction in a typical

manner understood by those of ordinary skill in the art. The POS terminal may need



i ke. Once the POS term nal concludes the transaction the process 700
exits. At step 706, the POS termnal queries the data unit 250 of the 5

i nt egr at edoaBiguile 122 of the transaction card 100 for sp@cCirfiise2/31967
information. The POS termnal querie® the data unit 250 by specifying a
particul ar | abel associated with the desired data. At step 708, the PCS
termnal determnes if the security level field 266 of the data record
associated with the requested |label is set to private. If the security 10
| evel field 266 of the data record associated with the requested | abel is
set to privatecommanispiedeHEmATN WHIRATES RUEChasR P FRBmenh sysip forzapnipie
described in nore detail in relation to Figure 8. If the security |evel
field 266 of MdserGatd®, recorednfsmaidiradreaithwirtzhtion fiemrtbepeshant sysadngloritle not
set to private, the process 700 advances to step 712. At step 712, the PCS

term nal det gkBl 0RSe the HAPteBRRMI édndlddey fle tfanSdctior Bf prd&eso 00 bigtsdat a record
associated with the requested |label is set to conditional. If the security

| evel field 266 of the data record associated with the requested | abel is

set to conditional, thg phoRBSH, POb RENAICARLOURIAR dilthsoUItst ep 714 1S

described in nore detail rnrelation to Figure 9. It the security |evel

field 266.0f .t he ta r. d...associ at ed wi t r.equest ed. | abel i~ not
set 1o condi igsard Frut 175 0L e BEEGLANTETub0 SaBeREER o AR 208, 716
the POS term nal reads the data stored in the data. fiel 264 of the data
record associt%’frlé%ﬁl\ﬂiuf’ll*?stth‘*ed?‘téé}ﬁ’ézfs@éy FRAsHyIEsGRAE Y lﬁl%afS@F‘ﬁfeaéinﬂh € read
the data, the process 700 advances to step 702. WO 03/032116 PCT/ US02/ 31967
20 Figure 8 idesitedidatt es a process 710 whereby the point of sale term nal
provides a PINto the transaction card 100 in order to have the transaction
card 100

At step 708, the POS terminal determines if the security level field 266

of the data record associated with the requested label is set to private. If the security
10 level field 266 of the data record associated with the requested label is set to private,

the process 700 advances to step 710. The step 710 is described in more detail in

relation to Figure 8. If the security level field 266 of the data record associated with

the requested label is not set to private, the process 700 advances to step 712.

At step 712, the POS terminal determines if the security level field 266
15  ofthe data record associated with the requested label is set to conditional. If the
security level field 266 of the data record associated with the requested label is set to
conditional, the process 700 advances to step 714. The step 714 is described in more
detail in relation to Figure 9. If the security level field 266 of the data record
associated with the requested label is not set to conditional, the process 700 advances

20  to step 716.

At step 716, the POS terminal reads the data stored in the data field
264 of the data record associated with the requested label. Once the POS terminal has

read the data, the process 700 advances to step 702.



decrypt the requested data. If the security level field 266 is set to
private, the POS termnal needs to specify a PIN, received froma

cust onmer ,wom®3b14 C 122 of the 5 transaction card 100 i n @cddarsoz/sohave t he
| C 122 decrypt the desired data store® in the data field 264 of the
specified data record. The process 710 begins at step 802. At step 802 the
POS termnal pronpts the custoner for a PIN. Once the custoner specifies
the PIN, the process 710 advances to step 804. At step 804, the PGS
termnal polls the transaction card 100 to 10 determne if the specjfied
PINis correct. Once t Hégupodillustigien alprorass Blénvharphy the Roing of saletermingb of
the transaction card 100, the process 710 advances to step 806. At step
806, the POSpr@iiddsndtINtedks rasaction cacd t@h inanddrito hatdthe ir@hsb2on oird 16@
transaction card 100 telling the POS term nal whether the PIN was correct.

I the PIN Wa&ysahe esfuestbd@athr TAES Sechiif) 1961 FREET6A i s&lt6 Priva6, thé PORE
process 700. If the 15 PIN was not correct, the process 710 advances to

step 808. At ] ' iNAL i omthe IC
125" of i e (el 8ot tb Aol AR, Hepfed HEREL U, LML FEIREBTbEoT P
122 of th ransacti o rd 100 term.n the sessign. 1f the Xjoum
nunber ofg Pl ti,\“{agﬁcﬁ%g%rﬁ 16@&985%{ té’c}laﬁglﬂlemgt C’fY{Pgﬁ’& d%%lﬁedo({at% sﬂgregil% record
284, is exceeded, the process 710 20 exits_ and the process 700 exits. I|f

the maxi mum datedisld 864 o the spacifipdidats tecerdt The prasssicll hegis 3t ser8d2-7Ah

advances to the step 802. Figure 9 illustrates a process 714 whereby the

PCS term nal sppd®0R desP@S tgeninal pudnapts theouyiotmeo forledRIN: Ondedhe eusteszazt i on car d
100 in order to have the transaction WO 03/032116 PCT/ US02/ 31967 21 card
100 decrypt Gp&ifiedhePedhepiodess!7l0tbeansectrsidpy8ddevel field 266 is set to

conditional, the POS term nal needs to specify the particul ar decryption
key to the IC
At step 804, the POS terminal polls the transaction card 100 to
10  determine if the specified PIN is correct. Once the POS terminal has sent the PIN to

the IC 122 of the transaction card 100, the process 710 advances to step 806.

At step 806, the POS terminal receives an indication from the IC 122
of the transaction card 100 telling the POS terminal whether the PIN was correct. If
the PIN was correct, the process 710 advances to step 716 of the process 700. If the

15  PIN was not correct, the process 710 advances to step 808.

At step 808, the POS terminal receives an indication from the IC 122
of the transaction card 100 telling the POS terminal whether the IC 122 of the
transaction card 100 terminated the session. If the maximum number of PIN attempts,
specified by the data field 264 of the data record 284, is exceeded, the process 710

20  exits and the process 700 exits. If the maximum number of PIN attempts is not

exceeded, the process 710 advances to the step 802.

Figure 9 illustrates a process 714 whereby the POS terminal provides a

particular decryption key to the transaction card 100 in order to have the transaction



122 of the transaction card 100 in order to have the IC 122 decrypt the
desired data stored in the data field 264 of the specified data record.
The procewe 03Ad&1begi ns at 5 step 902. At step 902 t he POSPCerusonadIésuppl i es
the particular decryption key to the 211C 122 of the transaction card 100.
Once the POS term nal specifies the particular decryption key, the process
714 advances to step 904. At step 904, the POS term nal receives an
indication fromthe I1C 122 of the transaction card 100 telling the PCS
term nal whether the decryption was 10 successful. |f the decryption was
successful , &¥ddAEdscrypt thascaedpd date. Hithe preupbolsedfielddep issgt tohe decrypti on
was not successful, the process 714 exits. Although the present invention
has been descondigchahithhPOSftenendameeds to spedifyi the putiteler datryiivodieyrtmths IC
various nodifications, alterations, and substitutions wll be known or

obvi ous to thosefGkidahe@tibf cirda 08kl omlct dNHve de@ 1Aty Mddisirapdatat 15
and scope of the invention, as defined by the appended clains. WO 03/032116

PCT/ US02/ 319§tzred%a_the1dé€£ﬁ9d?6mof%1_ eﬁﬁ%&ﬁ&tﬁ%&?& «g@égﬂogéagrgglae -lr%é i ng

information 1n an integrated circul 3 card used hol dé or
conducting tran ti,ons [_ADre envi Lonmen 4 ch havi a

G Tt erent oty BEP o2 cAY Ao EaI o Pl Sy e A kB B SRiISYO I £ 1
said card having.data records faor storing information, .6 said records
havi ng bot h 1o/19.0f s traERcting srideh e@mﬁg}@gwﬁﬁﬁﬁ%@m@@@ bei ng
7 accessible using generic labels, and said unformatted fields being
accessi bl e udeagpt®mikny, themeedess Tbadvances testefrAB4.syst em of claim 1, wherein
said formatted fields are accessible 2 using generic |abels over at |east

two different environnents.
At step 904, the POS terminal receives an indication from the IC 122

of the transaction card 100 telling the POS terminal whether the decryption was
10 successful. If the decryption was successful, advances to the step 716 of the process

700. If the decryption was not successful, the process 714 exits.

Although the present invention has been described with reference to
certain preferred embodiments, various modifications, alterations, and substitutions
will be known or obvious to those skilled in the art without departing from the spirit

15  and scope of the invention, as defined by the appended claims.



1 3. The systemof claim11, wherein each of said formatted fields contain
2 information having generic neaning and each of said unformatted fi el ds
cont ai n 3wpDrnBmsatad i on havi ng neaning only to a particul ar PEEUrSOB31987 4. The
system of claim3, wherein each of sal2d data records includes an 2

associ ated security level field for storing data indicative of a |evel of

security i\z Sg E QSQI ied to the associated data record. 1 5. The system of
claim 4, e | evel of security includes one or 2 nore of public,

private or conditional. 1 6. The system of claim4, wherein said generic
| abel s ar2 storedlin aA systen faobteningaed stpengiindermasion injan wiessdied eircuit 7,
The system of claim®6, wherein said types of card-accepting termnals 2
i ncl ude a3 PCBatdarsead bypb carh&ldér fiecomdictiag trafratBordevecencandnare pavisamadnts
conmputer. WO 03/032116 PCT/ US02/31967 23 1 8. The system of claim?7,

wher ei n sai d chy KRirdeHaifiefing Sypeof canictaRg téhhinad, Sodhystisegs: dhol der, a
merchant or an issuer. 1 9. The system of claim8, wherein said cardhol der

is provided through 2 a%ﬁérg?lg/?%qg‘iﬁlgeﬁﬁQﬁfgr}ﬂ%ﬁl‘grﬂaﬂ%hm\% ﬁ_s&d%fn%gf?ﬁ%ﬁaﬁon,

i nformation based on data s I'n sal ata recor e system

Cai d onf of e tRa e ey Pocganedaf] Tiatpreiec st S pwfa B2 Rodhr at ca

circuit of an integrated 2 circuit card, conprising: 3 a plurality of
f or mat t ed’ dagecesublsgng srpeielahelsan said uermsttad fields peigg acopssiblepginged dat a
records include a generic nane portion and a data portion, wherein

8  non-generic labels.

1 2. The system of claim 1, wherein said formatted fields are accessible

2 using generic labels over at least two different environments.

1 3. The system of claim 1, wherein each of said formatted fields contain
2 information having generic meaning and each of said unformatted fields contain

3 information having meaning only to a particular source.

1 4. The system of claim 3, wherein each of said data records includes an
2 associated security level field for storing data indicative of a level of security to be

3 applied to the associated data record.

1 5. The system of claim 4, wherein said level of security includes one or

2 more of public, private or conditional.

1 6. The system of claim 4, wherein said generic labels are stored in a

2 formatted name field of said data record.

1 7. The system of claim 6, wherein said types of card-accepting terminals

2 include a POS terminal, a PDA device, a mobile device and a personal computer.



5 | abel s stored in the generic nane portion of each of the plurality of
formatted data 6 records are known to a plurality of termnals; and 7 a
pl ur al i t ywofo3wsfioé natt ed data records, wherein each of thecplusozabiosy of 8
unformatted data records include a no23-generic nane portion and a data
portion. 1 12. The menory device of claim1l, wherein the narre portion of

one of 2.the plurality.,of for ed data reco of t he
pluralitylof termgﬁal s hgsygtelgg?giaé /& 8’5??9@%{)@ ﬁ%&ﬁ%ﬂ%a @PW By t he
one of the pl urallty of forrrﬁxtted data 4 records. 1 13. The nenory device
of claim 21, SAHeREINRldeRAMEIChENOT A ifSUATi ty of 2 formatted data records
further |ncI udes a security |level portion. WO 03/032116 PCT/ US02/ 31967 24
1 14. The menory device of claim 13, wherein the security level portion of
2 each of lthe plufali tyTlvfsystomrﬁefpiaem Sdahareiesd ersdhadderepreividsd thiough
conditional and 3 private. 1 15. The menory device of claim 14, wherein the
dat a port Ron safl carteacebptinpeterdinpl with targatedinféraraniah beskd datdata stered tissaidy be
read by one of the plurality of termnals if 3 the security level portion
of the ong ofgatdhecqhigiral ity of formatted data records is 4 public. 1 16.
The menory device of claim 14, wherein the data portion of one of the 2
plurality of formatted data records may be read by one of the plurality of

termnnals ]13 havi ng af p?{{] ' i&tlﬂ?lrjorfgﬁﬁﬂ‘i %@%Hl(ﬁ:fd fa?#%ﬁnﬁﬁ‘ﬁﬂﬁbﬁ ﬂa?é’deén

portion of the one o rmatt ta recor
condi ti onal e the ecryption 5 key. 1 17. The nenory
devi ce of ch gila%] g%re Wfﬁﬂ% %Peﬁ‘?ﬁl‘?cm ar decryption key

1 11. A memory device located within an integrated circuit of an integrated

2 circuit card, comprising:

3 a plurality of formatted data records, wherein each of the plurality of

4  formatted data records include a generic name portion and a data portion, wherein

5  labels stored in the generic name portion of each of the plurality of formatted data

6  records are known to a plurality of terminals; and

7 a plurality of unformatted data records, wherein each of the plurality of

8  unformatted data records include a non-generic name portion and a data portion.

1 12.  The memory device of claim 11, wherein the name portion of one of
2 the plurality of formatted data records is used by one of the plurality of terminals to
3 access the corresponding data portion of the one of the plurality of formatted data

4 records.

1 13.  The memory device of claim 11, wherein each of the plurality of

2  formatted data records further includes a security level portion.



2 is an industry specific decryption key. 1 18. The nenory device of claim
17, wherein the industry specific 2 decryption key is specific to a card

i ssui ng awDhawstlye 1 19. The nenory device of claim 18, wreraisn2/stee7 card
issuing authority is 2 MasterCard. 12420. The menory device of claim 18,
wherein the data portion of one of the 2 plurality of formatted data

records y be re by.-one of the.plural.ity, of, termnals..i the security
| evel porfi on of ?g‘e oﬁtgleéqeq%ﬁlaﬁ‘flg?%ﬁr(ﬁ?v %‘Q'f’ WFerlr% e c‘ﬁg gevreggo laléofs 4
private only if ersonal identifjcation nunber is provided to the one of
the plurafi tﬁaclsoafa e plarahitnal Srmogsdsmeands iswes obasblia fgegtwlz% aqd 21, The
menory device of claim1l, wherein a |abel stored in the non 2 generic nane
portion o3 omevak. the plurality of unformatted data records is known to 3
one of the plurality of termnals that wote the |abel. 1 22. The nmenory
device of claim 21, wherein the one of the plurality of 2 termnals
transm tsla nmessad$. t o Tanaidnerry dévitdhef Qhinr B4, imtherait theatata patisn ofvdrer ofitie t he 3
nmessage contains a reference to the |abel stored in the non-generic nane

portion of  $uirhigy @R eorffattbd@ath kdborsivhdy 8 rehdb PbARG L 86 pHahlRy b€ eRitls if 23.
The menory device of claim 11, wherein the termnal is one of a point 2 of

sale term .”agl?e &iﬁgﬁﬁ%ﬁgoﬁi"aﬁ%ﬂh%{fm%fHﬁgﬁﬁgﬁi%%@%ﬁﬂﬁ%&r@éo@ jsand a

nobi | e devic nenory devi ce erein the term nal
can accesg datﬁ% 2 stored in the plurality of formatted data records if the
terminal Ts B'bile device. 1 25. The nenory device of claim24, wherein
the termnal can wite data to 2 the plurality of formatted data records

if the termnal is _a mpbile device. ) , i
1 16.  The memory device of claim 14, wherein the data portion of one of the

2 plurality of formatted data records may be read by one of the plurality of terminals
3 having a particular decryption key if the security level portion of the one of the
4  plurality of formatted data records is conditional based on the particular decryption

5  key.

1 17.  The memory device of claim 16, wherein the particular decryption key

2 is an industry specific decryption key.

1 18.  The memory device of claim 17, wherein the industry specific

2 decryption key is specific to a card issuing authority.

1 19.  The memory device of claim 18, wherein the card issuing authority is

2 MasterCard.

1 20.  The memory devi;:e of claim 18, wherein the data portion of one of the
2 plurality of formatted data records may be read by one of the plurality of terminals if
3 the security level portion of the one of the plurality of formatted data records is

4  private only if a personal identification number is provided to the one of the plurality

5  ofterminals.



1 26. The nmenory device of claim23, wherein the term nal can access data
2 stored in the plurality of formatted data records and wite data to the
pl ural it ywofo383f106 natt ed data records if the term nal is &Cparsspsiab7 di gital
assistant. 1 27. The nenory devi ce of25cl aim 23, wherein the term nal can
access data 2 stored in the plurality of formatted data records and wite

data to the pluraljty 3 for t ed cords if the term is a
personal conputer. jl gfhefﬂgn?@n%yveag&ﬁ%ﬁﬁf‘% r%l‘flr?llﬁl?fq S(i%eéil&t e’?‘ﬁb

term nal can access data 2 stored in the plurality of formatted data
records aRd \@ePeEc ReERGPeEor REoR fithe plugalisy oBurerpattef dataggeordy B&BPWE 9 f t he
termnal is a point of sale termnal. WO 03/032116 PCT/US02/31967 26 1 29.
A et hod Bor qmbiolfﬂwipigralityfertmmmihaiathahwaotﬂﬂmiabeldevi ce located within 2 an
integrated circuit of an integrated circuit card, conprising the steps of 3
storing one of a plurality of formatted data records, wherein each of the

4 plurality of for2zatt erhedasmoryeizoicdsr tlaih QtlewiRergianes o1 sfaheplpadlity on and a
data portion, 5 wherein |abels stored in the generic nane portion of each

of the plgralgtynal trfaﬂéfn'i‘i?stéﬁgssage %1@‘51{6?5%9%1@51%?‘69%1&% QhBlef @i ty of
term nal s; and?storlng one of plurality of ormatted data records,

ﬁﬂﬁré'eﬂe??ﬁhaﬁ%sag% spRfil dichruded of %639%2% PR T RO h R BBRSHE, 5
29, furth ris ccessm one of the plurality of
formatted dat ng tggp HBaEiE Hgﬁ%fgen%ﬁ éiafarrﬁ?%rg%ti on with the integrated
circuit card. 1 31. The nethod of claim?29, wherein the nane portion of one

of the 2 pI urality of formatted data records is used by one of the
pluralitylof termniZ3al s ¥hg memory device of claim 11, wherein the terminal is one of a point

2 of sale terminal, a personal computer, a personal digital assistant and a mobile device.

1 24, The memory device of claim 23, wherein the terminal can access data

2 stored in the plurality of formatted data records if the terminal is a mobile device.

1 25. The memory device of claim 24, wherein the terminal can write data to

2 the plurality of formatted data records if the terminal is a mobile device.

1 26.  The memory device of claim 23, wherein the terminal can access data
2 stored in the plurality of formatted data records and write data to the plurality of

3 formatted data records if the terminal is a personal digital assistant.

1 27. The memory device of claim 23, wherein the terminal can access data
2 stored in the plurality of formatted data records and write data to the plurality of

3 formatted data records if the terminal is a personal computer.

1 28. The memory device of claim 23, wherein the terminal can access data
2  stored in the plurality of formatted data records and write data to the plurality of

3 formatted data records if the terminal is a point of sale terminal.



3 access the correspondi ng data portion of the one of the plurality of
formatted data 4 records. 1 32. The nethod of claim?29, wherein each of
t he pl ur avotog/osdfi1d ormatted 2 data records further includ@sSTaSe®mapity
| evel portion. 1 33. The nethod of cl% m 32, wherein the security |evel
portion of each of 2 the plurality of formatted data records is one of

public, condition . 1. 34.. The t hod of cl n the

fiata portfon of ond of Amenadsrnlite o i mamal Sisirie Wifitbe

read by one of the p Iurallt¥ of terminals if, 3 the security |evel portion

of the oné ofnimMezraled cipyit of aF infegrated elecyitrard copBsipg thestepspfipl i c. WO

03/ 032116 PCT/ US02/31967 27 1 35. The nethod of claim 33, wherein the data
portion of one of the 2topingroatbf ¢ pbkalitp ofifirmetiedidataracenisy whemmmyeapleof thad by

one of the plurality of terminals 3 having a particular decryption key if

the securityphemél op @riiacisd Gita rdvdrdyiaclode & Benefic phbmePboition @ikl of datapdrtien dat a

records is conditional based on the particular decryption 5 key. 1 36. The

met hod of 5 ¢l ey lablé‘ﬁ %fo%d‘mttﬂé %H%E G ?&tﬂﬁﬁfﬂé@éﬂ SthK BMarkify BF formaltBEUSL Iy

speci fic decryption k y of claim 35, wherein the I ndustry
specific decryption ke ard; i ssuing authority. 1 38.
The net hog ]dXt%lrgﬁor ‘Pzﬁ’ %B aﬂ(t § glggsf é\lgd authority is 2

MasterCard. 1 39. The rret hod of _cl erel he dat.a port.i on _of  one
of the 2 plurality of ﬁ@ﬁﬁgppsafaaﬁlaaq}i BP%@ 13 TEERFdByVRSHRIN §Rch ¢fe

pl urallty of termnals if
the plurality of unformatted data records include a non-generic name portion and a

9  data portion.

1 30.  The method of claim 29, further comprising the step of:
2 accessing one of the plurality of formatted data records to complete a

3 transaction with the integrated circuit card.

1 31. The method of claim 29, wherein the name portion of one of the
2 plurality of formatted data records is used by one of the plurality of terminals to
3 access the corresponding data portion of the one of the plurality of formatted data

4 records.

1 32.  The method of claim 29, wherein each of the plurality of formatted

2 data records further includes a security level portion.

1 33.  The method of claim 32, wherein the security level portion of each of

2 the plurality of formatted data records is one of public, conditional and private.

1 34, The method of claim 33, wherein the data portion of one of the
2 plurality of formatted data records may be read by one of the plurality of terminals if
3 the security level portion of the one of the plurality of formatted data records is

4  public.



3 the security level portion of the one of the plurality of formatted data
records is 4 private only if a personal identification nunber is provided
to the orwooB/osties plurality 5 of terminals. 1 40. The neteadsot/3wbai m 29,
wherein a | abel stored in the non-gendric 2 nane portion of one of the

plurality of unformatted data records is known to one of 3 the plurality

of term nals that ote.the el . .1 . . The thod of claim wherein
the one of the pl éggl it eé?et{“gf?#caﬂwgﬁvhﬁeghgﬁid? pfr{%%r%%’g%# Snot her of
the plurality of term nals, wherein the nessage 3 contains a reference to

the | abel 2st otusality of formatisd daia sesords maybe yod by one of thepdiralify oftermanalye
plurality of unformatted data records. WO 03/032116 PCT/ US02/ 31967 28 1
42. The n#t hbdviog apheicula? decrwpiorekey if He seantty badel patiomef e oae pbthet of sal e
2 termnal, a personal conputer, a personal digital assistant and a nobile

devi ce. 1443plihayBEtdiathtted dethaédordsds combfiianbidee ohehdhartbulgaiecaptons data
stored in 2 the plurality of formatted data records if the termnal is a

nobi | e de iC% y_1 44. The nmet hod of claim43, wherein the termnal can wite
data to the 5 plurality of formatted data records if the termnal is a
nobi |l e device. 1 45. The nethod of claim42, wherein the term nal can

access data stored.in t 1 t : . wite
data to the plur aﬁpt y (;J‘T%l efngeﬁ]flr(g(i éj{ecg&@a%lsag‘;hg%?lé@% (%‘gtgclugﬁ Edﬁ%ﬂ'ﬁg@{m alggl s a

per sonal gi gi.éfg}lé assistant. 1, 4% The net hod of claim 42, wherein the
termnal tan HUSE¥SPHIHGIIWIOG e 2 the plurality of formatted data
records and wite data to the plurality of formatted data 3 records if the
terminal is a personal conputer. 1 47. The nethod of claim42, wherein the
term nal tan accedd. datlhedngthediof glaim 35, wherein the industry specific decryption key

2  is specific to a card issuing authority.

1 38.  The method of claim 37, wherein the card issuing authority is

2 MasterCard.

1 39.  The method of claim 33, wherein the data portion of one of the

2 plurality of formatted data records may be read by one of the plurality of terminals if
3 the security level portion of the one of the piurality of formatted data records is

4  private only if a personal identification number is provided to the one of the plurality

5  ofterminals.

1 40.  The method of claim 29, wherein a label stored in the non-generic
2 name portion of one of the plurality of unformatted data records is known to one of

3 the plurality of terminals that wrote the label.

1 41.  The method of claim 40, wherein the one of the plurality of terminals
2 transmits a message to another of the plurality of terminals, wherein the message
3 contains a reference to the label stored in the non-generic name portion of the one of

4  the plurality of unformatted data records.



2 the plurality of formatted data records and wite data to the plurality
of formatted data 3 records if the termnal is a point of sale termnal.
WO 03/032116 PCT/US02/31967
28

1 42.  The method of claim 29, wherein the terminal is one of a point of sale

2 terminal, a personal computer, a personal digital assistant and a mobile device.

1 43. The method of claim 42, wherein the terminal can access data stored in

2  the plurality of formatted data records if the terminal is a mobile device.

1 44, The method of claim 43, wherein the terminal can write data to the

2 plurality of formatted data records if the terminal is a mobile device.

1 45. The method of claim 42, wherein the terminal can access data stored in
2 the plurality of formatted data records and write data to the plurality of formatted data

3 records if the terminal is a personal digital assistant.

1 46. The method of claim 42, wherein the terminal can access data stored in
2 the plurality of formatted data records and write data to the plurality of formatted data

3 records if the terminal is a personal computer.

1 47. The method of claim 42, wherein the terminal can access data stored in
2 the plurality of formatted data records and write data to the plurality of formatted data

3 records if the terminal is a point of sale terminal.



