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| NTERNET CONTROL SYSTEM COVMUNI CATI ON PROTOCCL AND METHOD

TECHNI CAL wORMEYI@- THE | NVENTI ON Thi s invention iRCT/ESeat1essli n
general to the field of network control_ systenms. Mre particularly,
the invention is related to an Internet!control system communi cati on
5 prot ocol and net hod. 2
BACKGROUND OF THE | NVENTI ON In a fully autonmated environnent,
appl i ances t hat change the various paraneters of the environnment can
be inked to a control area network (CAN) and a controller. 5 The
appl i ances: may include heating, ventilation and air condi tioning
(HVAC) systens, |ighting systens, audio- vi sual systens,

t el econmuni cat i ODNTESNETEMONTROEC BYISTEM COMMERYBIAETEON BROTECOLanNP METHOD
systens, and fire protection systens, for exanple. One or
nore easy-to-use user 10 interface, such as a touch panel, nay be

el ectronically | inked to the control area network to accept user

i nput and display current system status. Panja, Inc. of Dall as,

Texas designs and manuf actures such _net wor ked %P | i ance control

This invention is related in general to the field of

network control systems. More particularly, the invention
is related to an Internet control system communication
5 protocol and method.



3 SUMVARY OF THE | NVENTI ON In accordance with the
present in i a system and nethod of Internet co rk
IS provi de\é&?%?/ﬁ}m elimnates or substantially reduces%@sogms\g?

di sadvantages 5 associated with prior control systens. In
one aspect of the invention, the boundaries 2 bet ween the Internet and
the control area network are made transparent and the |nternet
becones a device on the control area network. The Internet is
control | able by 10 user input entered on the user interface, such as

t ouch paBAICKGROUND dMiTHENGINVENTIONIIt her capable of receiving
commands fromthe ma%t eraco]ﬂHfl I el ¢ tthe. control area _networKk.

In another aspect “Of 2the  THhvEMtiOh -9 nEBIREPESDE, 3PPLiaRFeAs thafeh
as web browserchanged theplacavusnparametemxeofit ithg otnweboSRENMEr £a8f be

| nfor i on conbaecp ey deichntro1 2 REFORBLABKLCSRAN hgIcaNUSl atER

networ k. The | nternet ] applications are cag e ‘'of “sén

to and >  rdke&i \aPRLteRERndTanT deideohepsingr evemtidakioR0and air
In yet another aspeGltinile PHEGRNt iYdtRW@Nti Algting s I call o,
protocol is provided. The_comunication , prot ocoq onprises a

packet prot ocoV*SUal  SY¥REEMB,cK & lecommupi GafdPnhasSHShRBEacolSTTRI Y
for indicating Slystieyse of surveilpantecolsystdmengt hagld dataréi elgbdtdction

listing the len 4 ,byt f;1the data field, a data field
cont ai ni ng sub g:tygtiilpsr’ot 0‘230'1 de:)?aa"%laenbl, A %heRksulPFSr §ECETHIPNG t HSer
integrityVof thénsgeiferce, such as 3 ntgechapenkdr asgrecbeofelidre: ianserdlilon,

a dynami c 1TRSA0E &' PhOCHondeRe" AL, | lded, t Pl 34 pput
scripting | anguage such as VBScroin%t %gr %%asg??%tgﬂéag%blée)cgggb ‘Eg?r q'npu

directly commBAFc&LSRE2YorFUrLaRt SXFHeP stakeserRania, Isennedt iRatlas,

4 BRI EExBESGER PIGAN ehdlHRARYWNGSs such netﬁ@fk@db%tﬁéﬂ!’%[anc;[eh
eto e

under st andi ng oEolhher ressesr%tert{snventi on, ref erence may be nm
acconpanyi ng draw ngs, i * which: 5 FIGURE 1 is a sinplified
top-1 evel bl ock diagram of a system and net hod of coupling one or

nore control systens to the Internet constructed according to an



enbodi mrent of the present invention; FIGURE 2 is a nore detailed
bl ock di agrgghy, system and net hod of coupling one o ntro
?’Enq%e | nt er net ted according to an en%ggﬁ‘{?@ml%

systens construc

t he present invention; FIGURE 3 is a nore detailed bl ock diagram
of the processes and conmuni cations bet3ween a web server and an 15
Internet appliance server for coupling one or nore contr ol
systens to the Internet constructed according to an enbodi ment of the
present invention; FIGURE 4 is a nore detailed bl ock diagram of

t he Interqg@Mﬁggyl@pC@ngiﬁggN@fgﬁesses for coupling one or 20

nor e control TSystens—to  the mrernet constructed according to

an enbodi ment of the PRefEHOLAPPESHt Whth the presemt GiREetiena rpreystem

detail ed bl ock dip@rastebdt kg Interddd eééh@troﬁpﬁleltaaqﬁk ISEryesviS&d t Wak en
devi ce enul at or

esses_for. cou one . or nore_contr ol st ens
fo the 26 1 niekiBIneBRST 1okt cHAREOT b hbLTo BRCRH8A: FhRe OF SPABAACages
present irbventi agsociated witkl GuREr6costaocll sywshams.of a process in which
a content provigder L Lol e t or.di n
to an enbodi nent of t % pé%%en%ggn%entéﬁnatgg “Pﬁ&eFEYéﬁcuREh7 QSSndarlgs
flowchart of a grotessni rthehi éntannet andnttéyeneconppbilcaaion |n§taload<ntanh

area network usgfade tra%ﬁ&&ﬁ@eaﬁacghg' B8 te@ndR %Mé?rﬁ @évi@@ a%eEﬁQt
i nvention; | ustrates a bl ock diagram of a control

systemin accor ERREFM t RTEFe PEEPThygs of¢ hdSred&tt 1s COWQﬁR%%%Q%ﬁ bY
5 10 udd SURRpAt Sarﬁ:éilem?l@IdI agéamsﬁa‘r aigoatfatear sacheta®r kouch
device in accordance wth # chings of th resena ble o=NVEDLLON;
FIGURE 10 is a HHK di agraft ﬁ]O But T ng %%nﬁﬁﬂ% F of- 2R 8 coﬁ??%f‘apga
net wor k mast er; commands frOﬁIGMQEmastgranaauaqﬂhﬁw packée farntmsisagesa
in accor tp. teaching the present invention; FI GURE
12 is an exemplaryr, neg%%%erst WL R the. aGEAAANGS toIﬁ@@EHégg
t he present |nvent|on 13 "is an exenpla

message Istruct wepligations  auebr d@n?ce webo browsgelsi ngand tehppllpabsems

I nvention. executing on web servers of information content providers

become devices on the control area network. The Internet
applications are capable of sending commands to and

receiving commands from the control area network.

20 In yet another aspect of the present in invention, a
communication protocol 1is provided. The communication
protocol comprises a packet protocol. The packet

protocel has a protocol field for indicating the type of

protocol, a length of data field for listing the length

25 in bytes of the data field, a data field containing sub

protocol data, and, a checksum for determining the
integrity of the packet.

In yet another aspect of the invention, a dynamic

message protocol generator is provided to enable a

30 scripting language such as VBScript or JavaScript capable

of directly communicating on any TCP/IP network

connection.



6 DETAI LED DESCRI PTI ON OF THE | NVENTI ON FIGURE 1 is a
si npl i fi edwiomershwgel bl ock di agram of a system and et Beg kBoPlsss

I nternet control system which coupl e one or nore control systens to
the Internet 5 constructed according to,the teachings of the present
i nvention. The inplications of enploying system and met hod 10
of the present invention are the ability to communi cate wth,

control, and be controlled by one or nore | nternet nodes or |Internet
applications that act as 10 one or nore devices in a control system
connect ed by a BRIEF BBHREREPTHRONAOReTWEr PRABANGS These | nternet

appl i cations i pc QUSES b,serwer | gat.i 1S Of

i nformation content n%?{f)v?dtejgg%e%gng%m rﬁjl]%a??o%}s{ P%ng n‘E r% sgptLon,
words, the geog‘?%ﬁﬁ?%%?eaﬁtfycoﬁﬁuﬁla@@(ﬁéﬁ rﬁrl’tﬁ oé§IC°I‘PanYll§k§Undaawesgar,e in
transparent betwweiedha | ocal control area network and the Internet,
so that . the Inter b, | nf ti,on ont ent providers and
web  brdwser gf)%??%éﬁl s Dettid ﬂgaiaées‘cinn feldhteek §isgamm oBy
definition, a devisystemtkadometbodsysfencoaplsrgd @ ofomicd GURBISIS
to and/ or recei r ge r, c tro er on the
control area ne%&soig%\g %”Eﬂz?m ?\% %glgé't hgo\?\gr %ﬂl%?%t%ern(%{& al'sd Ekd
to refer PR F afEt the PRESYBEl dnVedds iwst and vice versa

System 10 i ncl udes aproOky ol2 nqt~vvoak Rerbal gd2a2%ed Epaekeddi)&gié@ﬂ“ 6%‘9
I nt ernet, 22 and _one or re area networks and Contr

c
area networks 3t 3R metgafjec’fl GOHPL 1% LN P HoFRES Sﬁéttzfﬂlngﬁym

t ransport tritocbhsesteh asnkthecteld AnthAXMAgqktandnPeasiodifterdf of
Panj a, Inc. (Daé}leasprérgggqé)i ‘;Qg ?ggl gnee of the present 30 i nvention,
that interconnect ? tevi ces, appl i ances and/or

equi pnent . The Lﬁﬂﬁ#ﬂl@l r$g ipetanomprre det@bhﬁécthhnqu 84 agaprbeo @i rie
wi el ess, powelodddsses andaliohihi caty GHY ULabheal LISl o5! i
Coupl ed to controsl g?ea net\x/orllfsi:1 310 and 31 are Iur g%éﬂ.ggf ggg A

devi ces} appl iBHE&N e and?BPL LABFBne e L Veinc ARH ngc%‘éi?& one’ fFea more
network user daiterdhcegstémdNtoUldHe I8bernBBSi®nstruct&dnheebk8isg 3%

(;md Interngte\“ gggld% r%e%éoupfeﬁh?opﬁ?jﬁ?m)l 1BYER AN for ks 30 and 31
vi a addi tional interfEHIRE e 4cobmud cabrendat/diled, kduustk diagram of the
Internet appliance server processes for coupling one or

20 more control systems to the Internet constructed
according to an embodiment of the present invention;

FIGURE 5 is a more detailed block diagram of the
Internet appliance server software device emulator
processes for coupling one or more control systems to the

25 Internet constructed according to an embodiment of the
present invention;

FIGURE 6 is a flowchart of a process in which a
content provider 1is a control area network device
according to an embodiment of the present invention;

30 FIGURE 7 is a flowchart of a process in which an
Internet application is a control area network user
interface according to an embodiment of the present
invention;

FIGURE 8 illustrates a block diagram of a control

35 system in accordance with the teachings of the present

invention;



as an RS 232 controller (not shown). Control area network user
interface Wv06186 is any 5 device that 1is capable @ETm'sﬁﬁﬂsgi. ng
S

user input and di splaying or indicating control network at us.
For exanpl e, a touch panel, a conmputergtermnal with a noni t or,
keyboard and pointing device, and any device wWth simlar
functionalities may serve as control area 10 network user interface 35.
As described in detail bel ow, with the use of control area network
portal 12 of the resent invention, Internet applications are also
capable . of funggﬁgﬁﬁné s Gomtliaslk aliegna W le ETtial erfecametwork

devices withoudevibe itseacebrdanstonyiand tndedisatpdnds appLi gatdon
on the user's end Master controller 36 is g%nef% |§Hé gﬁ%i%%% d

control ler that*2B%EFHPR? t he communi cations anong user ~ interface 35
and I nternet applianEBGURE- 30. ilst ai ®lock diepefabler LOUER] WritRSledt P WS
and

recei ved py use {n a ices such as commands,
i nstruct Bt)the : ggn%ﬁ%%o%?%étggFHggrn@?SESﬁriance to act according to the

command. Master cont¥6VREr Bb ey ahsoepehplaoyh pdewkiete for mé#is&9edr aln
area network 3 L ogi cal L LoEnkLt The system

st at us and/orQéfééf&€%§§hgao$eaggéﬁgZghé 55%3?%% %%géﬁgi%%ht to control
area network user inteF¥REe 12 isge@iceeXedplaitypl sgssage structiupeer rigt
appl i ances 37- 3ceseddieyé CeS t8AEhEAY the pré&SEREVENGORNTRHLS {xom master
control l,gr 36 and opgieggwor .. act according to the command. |nternet
appl i ances 37-39 30 Y i hdl Ul edfli pRETPLREY afeSCRIGr PEHUCEITEhe 1D
vari ous peeomdEnse of tdhe tpeehises. the Fosreexatpl einviaMcaioret
appliances 37-39 may i ncl ude heat i ng and air condi ti oni ng,
i ghting, video equipnent, audi o equipnent, sprinklers, security
caneras, infrared sensors, snoke 35 detectors, etc. in a residential
or conmercial control area network. Househol d appliances, such as a
hot tub, fireplace, mcrowave oven, coffee maker, etc. may al so be

8 Internet appliances coupled to the network. | nt er net
appl i ances 37-39 may al so be capable of providing a current status
of its operational state to nmaster controller 36, such as
on/off, tenperature settings, 5 current anbient tenperature, |ight
intensity settings, vol ume settings, threshold settings, and

pr edet er m ned al phanuneric strings reflective of operational states.
Master controller 36 is also operable to receive



user input fromnodes of the Internet 22 via control 10 net wor k
portal 12. woswgrewted to Internet 22 are content provi gergsedmigsid 26,
whi ch may al so function as control area network user interface
devices. Content providers 25 and 26 gre typically web servers that
generate and provi de static and/or dynam c information and content in
15 the form of web pages. Content provider applications

executing on the web server are able to mne data stored i n dat abases

(not shown). The web pages are -tﬁ:pl cal Ie/ devel oped with hypertext
mar kup | anguageDERAYLED CRIPTIQN QW BHE oEFVENTIQN | pting | anguages

and programing 20 r1cRR4 rpnmgnt—,ls s:§dgﬁllf1&éii MSr 06061 bABEKY Qi agiaWE o
Pages (ASP), Conmon 0(4 CG I nt ernet Server
F‘b?\gﬁ; S

Appl i cation Progr ¥R YRP | AREr thj gextrol systeg gihich

Fusi on, etc. thabupake tohﬁz vveb: pagas: m@uiwnamsystems tand thd er]a.ﬁiér.\/rﬁbt

25 Al'so _connected fo n r ; I 3 and

24 t hat n%y al s§°B&HES as CoRt rt&(;%lrdq'% Eét V\Z%}rlé ecevge&%[sigr%l%gt eF Scdy es%‘b

browsers 23 andi#eartd cappl i ca?heonlmolicaplioglsarreft hemptanibg usesitem and

request web pages hbam 19 occ%teergr@g@e{td%%e%él@m Zﬁea%éﬂesmlwe wb
pages. Wb 30 browser applications 1nclud

M CROSOFT | NTERSETMERACGERSViEBr SQANIRL / ﬂ}& ck%ﬁlyon&rolled d%)érone Or

executes a web QbQ‘é’Sqrnt?éhﬂ{é‘cahbaéso%rhqrnt&afrﬁémaéppllcatQ@HEUftﬁéLa"éadzt as
accesses {)he Wrld Wde Wb via a nnection to an %%éeli)net

di al,

service provi dePR® e PRES MiFVEESS ipy a\N)FPatWSe & SThy© 3185
accessed via othentmednsarea neswolkas(Gzalil.e nbhese dmdedingitt o prsbislri dres
|ines (DSL). TiRCHRde MRERS BrbRgues) Qkpa Bat é?ula% Y02 2GS 0ot
9 parfnagul ar web site by entering or speC|

resource | ocat oAnfPURAtiomMroNENt SPE]EEERAF ed 2RFL I‘anksilﬁ}1 appllqarftlé?rf?fet In

protocol (1P) addness wrdde %R%Cldcéc%é@ﬁﬁcﬁi €and commuEYREEiIGRATBES ocol
connect e?éto the Worl d \Wde Wb and I nt er net has | qu ddr ess.

e ohalage | CBolagaTifs Cays H Mo RARant, oS RURERe & oL atAL  foptrslo ALea
and users. nethoird neindpr ahecollnaerhiti,s sbe tkessagehér ahsperteand web
communi cati ons R%&t Q‘?n%ltloclcn t heclom:%lhtaet aégoW%SWdeand weg\éb' owser
When the web rowser ~ requests certarn ~ ., a connection 1's
first establi she@pwltdatacmb beco@ﬁ clevices in cte egonsrovi crystemt i LY

addressed by thge@RnitAon, a fasé@elrcteextlntr%ﬁ@poezm%e&ocg sééH{TP&aﬁeOé@ﬂ
is then i ssued to the web server downl pad an HT file. The flron

web servéP receFPBSTHe FUHLRRES aRA o TREePEYecPPFEOl messages

a master controller on the control area network.

Hereinafter, the word Internet may be also used to refer

to an Intranet or the World Wide Web and vice versa.
System 10 includes a control network portal 12
25 coupled between the Internet 22 and one or more control
area networks 30 and 31. Control area networks 30 and 31
are local area networks operating under transport
protocols such as Ethernet, and AXLink and PhastLink of

Panja, Inc. (Dallas, Texas), the assignee of the present
30 invention, that interconnect a variety of devices,
appliances and/or egquipment. The wunderlying network

connectivity 34 may be wired, wireless, power line
carriers, or any suitable transmission medium. Coupled
to control area networks 30 and 31 are a plurality of
35 devices, appliances and/or equipment, including control
area network user interfaces (CAN UI/F) 35, master

controllers 36, and Internet appliances 37-39. Some



to the web browser, which decodes the file to display information in
speci fi ed Wor0¥f149n t he screen. Web pages wi th dynam ecgiesiiss:
provi ded by gateway interfaces such as CA and | SAPI are executable
applications that are run 20 by the web 7server upon wuser request.
The executing gateway application is able to read paraneter

i nformation associated with the request and generate an output in

t he formof an HTM.L file in response to the paraneter val ues.

Anot her way to .dynam ¢, and interactive content to web 25 pages uses
ASP.  ASP scrigfg‘gl%r%es gaear 29% s?%‘ép%? ch?aﬁloé"tro arezrppteorhkat 34rand 31
directly incorpuiat eaddintibea HTNMhbeeinediate pagmanicaldiehs r@evests, f @uch

the page, 1NeasWell RECMY controlPILCHASE LABWATY SCript in response to
i nput paraneter val ues and generates the web 'page with dynanic

content. 30 Gonig dorr¥eR metverk peeralinteXfacmrdeviageadbess any

control agea n_eaw&}lj_&% 3¢rand 3 w&gmg)rocy@erlseggi@mg ufer24é§§§%35| ng,
web pages provi ged 3%{ contraol  network Eortal 12 of value-a wels

pages provi ded BySEORYENS pPovi HBFLCAtING >8onEHCd s NeRPYPrEx aFpAEUS a usdior
who has a contrekaapd®,35a tratakor lpardep] oyed comipubE LU¥HEMall egidence
to control rj.ous 0] he hone. envi ronpent may. use a web .

br owser applica;tnf(r)l\ril%togi’reﬁ%?gﬁggﬁomgf]ér PR hblE. deBhee- add “any’ device
10 mayWékangeimhbarenpuratiporabitiéng May deersaseagnerantrol area

use, foriexanpl gethesqussesheidtrdee! ggvi 850 crined bUST8ES5: 1" bR 1 ow
straight from work St?e may al so use the survel €=Tance caneras to '
visual |y ensureV$EBurth?§ Mse nof PntrlechrBReaPEMOrk SIRONRAL edén B Ablee

to remptely progeasent inveaitiR tDnteened apbliaich iy id L PLPYLARERERAL
wll be bggadg&g&tg\@kl.g shesi S avya);c/.1 An exanple o )

val ue- added web“pages proviged by° COP LNt &fiCHhr AFTIRHK | ¥Seke pREGEERSS
of an interactideviges veithont ofthethase tebsvi stwstomr ognainmi agdivaked

page, 15 \wwg FSQ%Q%%‘NE on the UREIr’ MY, qrequest  this web page,
determ ne avail able C|IC?( on a certain program

gég ram choi ces, and

pti ons may be provi ereé®terehber 36 uses toenermldy tie t@PBvbssed
and tune to a pachtgellalerlSthatchosmelosshadid edohmiiioadcasts t heosg eakad
programor to . gro%raggdgehe V%R E:ro record the sel ected program )
Anot her exanpl e*BFSTARTE. adtied MBB pdJESTiedvi P hances Jdmdént It is
providers is thepprebils ontof zesedweed wedbr pag@puts tbakidBdel eGirigser
conpany #§Y acceageldatld dbbYchd, Seellf 20, cdemperal uie Sellingn gl Lhe

9
air conditioning systens o artici st S
antici pati on of BRP§RPTriate dephpEngrow@Prlianonditd oast afstoxdibderto the

exanple is a comm#fl.Pagfaitidt 8omeeHihky CHYMAUY HRYUIR1INO ALOESSevice

in control area network 30 periodically to monitor its

. status. The system status and/or the status of each

25 device may be sent to control area network user interface
devices for display.

Internet appliances 37-39 are devices that can

receive commands from master controller 36 and operate or

act according to the command. Internet appliances 37-39

30 may include equipment that affect or monitor the various

parameters of the premises. For example, Internet

appliances 37-39 may include heating and air

conditioning, lighting, video equipment, audio equipment,

sprinklers, security cameras, infrared sensors, smoke

35 detectors, etc. in a residential or commercial control

area network. Household appliances, such as a hot tub,

fireplace, microwave oven, coffee maker, etc. may also be



nonitor and control the security, surveillance and fire 25 protection

systens ofw&&/&y&toners FIGURE 2 is a nore det %lrré!?@bl i)q%lél

di agram of "a system and nmet hod 10 of coupling one or

systemto the Internet constructed accordlng to an enbodi nent  of

the present invention. Cont r ol a network portal 12 may

i nclude a web server 13 coupled to t he Internet 22. Wb server 13 is
al so coupled to an I nternet appliance (I A) server 14, which may al so
be coupled to a control network server 40. Control network

server 40 is couptednt® CpItdnce£acoripleck 86 ttd Ietwodud.nks Iﬁ@é‘?ﬁéE
appl i ances and %stens $yg§9 as _fire rotection systens
ai ?

heating, ventil®Poh?BRES 3n it %nPsy esy8fe r@YldFPthan

systens 52, current status of its operationall state taudnesasad

visual system 53,.208)88CUSKLY SYSHCNEs Shon/ore, DBESOLaALER NELYOIk, 30

is also coupled to user interface ices contro
36. 5 Farpapt bearhlm%@ttrr@tmmtrtmernetlmm pbREanRsipynagetBingspe
i mpl emented by @oshngl esst antg s orteu%@atoqrat%&:tti@@s, ands%lf:égé@@i‘mlnnd
menory and proigsm ng gﬁwe or ¥ arate systens wth
di stinct functi®dhRREBUTRY frings rg EERElEe Oﬁéﬁp ERVEPRE3 PEaGFErabl e
to receive requests Masterofcdﬁbrqﬂla:gﬂs frcomi gebe bs owagre r2Ablandtbo respone
by 10 genera |n o] i ng reguested web S. The

? %f LEte \fflr% néggs 0% ég ﬂ‘:" ﬁ?eg‘e 22 V.L con’(dtrgy

i nformation conten web pages  may ynan ¢ tarne
communi ¢l i ng wirehwppksporsrlli42 .whiConnected tooééﬁaﬁhétt@&xﬂﬁﬂnﬂ@atent

with master conbrglhg8er362¥ aing 26, CRREER! mi WOT&oSehKer 188 (s 0BbRLPo1
status and ot her 15 information. Control network server 40 is used only

i f there ?%eﬁrmr’%o%%%%snléﬁe&faéﬁh&e‘@cﬁﬁ%ol Content pProvideged
to operate the gontard akeaaret Wopkcallly m?é/bbeervers tiarghgedlerate and

| ogically, that_IA s rver. 14 is ec to the network and
functions as a Q&9'e oﬁtF%éCZ@néjéﬁnéghiplc tﬁﬁﬂg Rast et &7 dzﬁgﬁgékbln
browser By e senthéo form ofebwsler parges3, willatterdl apsoviideconmpmbicabions
mast er COQ&&BE}:FB??’@ Vighel ArstPr YEEvd# 2P SBALT @b 'ﬁﬁtn‘@)rd(aééergfﬁred

40. . Master contro then instructs appropriate I ances
and/ or systens iR FH@@Q%&%%H‘%@FM@PPWPQ -act Ths We%mE%@@Fn@q%)FhElcally

received cormandeveloped withl QlgbeBrésta ﬁ@fﬁugetﬁaﬁ@@a@éocmﬁmg;amaﬁa
t he Processes and Otlj”-ﬁgunl catl ons between a web server

Internet appliah@Er88Pver®12¥or SHUR Y oné3Bourges  and cdﬁf?gfa§?§98ns
to the 12 er netecwvAsbnmentd asvohdi Bg t ¥iB8Fosofa® erbodiventSefvehe Pagsent

invention. — Vebaggivercddion caclhy NFAUIEQBE Ofcdre TRk oRhAEeSEEs L0

for responding
Application Programming Interface (ISAPI), JAVA, ActiveX,

Cold Fusion, etc. that make the web pages more dynamic
and interactive.

25 Also connected to the Internet 22 are web browsers
23 and 24 that may also serve as control area network
user interfaces. Web browsers 23 and 24 are application
programs that can be used to request web pages from
content providers 25 and 25 and decode the web pages. Web

30 browser applications include NETSCAPE NAVIGATOR® and
MICROSOFT INTERNET EXPLORER®, for example. Typilcally, a
user executes a web browser application on her persocnal
computer and accesses the World Wide Web via a dial-up
connection to an Internet service provider. The Internet

35 or World Wide Web may also be accessed via other means
such as cable modems and digital subscriber lines (DSL).

The user makes a request for a particular web page or



to CA requests fromthe Internet and one or nore ASP processes 76
for respon SP requests formthe Internet. It is contenplated
by the preggﬂgm?ﬁgﬁntlon 35 that other processes able to RaWYS/UsHer
extensions to HTML or other types of requests may al so be provided.

It is also contenpl ated by the present9invention t hat web

12 server 13 may nerely pass through the received |IP nessage

if extension processing is not required. Further, a speci al
protocol process, such as an Internet control system protocol (1CSP)

process, which pakescuhar! Ridb SLﬁQSwgeeﬁE@fﬁﬁ@eokntéfﬁéteiffﬁggfgr%af rm
server 1

nmessage of the t derstood, by

The 1CSP éESPESE& Jr%ceg‘e ggégigy Paﬂ URLhcis "eppodgteqaspishd an

;)thher pr ocessgslrrayrbetdprr@rm(maelllgy( IstavamiteMErbf hehe sgeCéfleda vfe%qlé,;%%&e of
e correspondi pe ser 0CeSS nay

i ncl ude a dynan?ge%¥ cEﬁPSk%@ g@ﬁ%?&%@r %gﬁégﬁ gﬁdﬁ) san

provi ded by weblnterne§ehﬂﬁ q3un@qgenémnaﬁd5%nﬁ an@hmaxnd@réﬁ?/he used

messages E@ rbﬁtesﬁk%%%géhbadﬂgkstﬂEE ﬁé@fff@tcomggkgrs Lhey o

dynam c protocagl %enerator 82 enables a scriptin | angua ers%ch
as VBScript or JBYESBFLptPY¥BEPECLadbl &Fof is thedﬂ%%%weco‘mmmt ngaroh

any TCP/| P netweokmaanseetibas. protocdet aifl sté bef@ﬂr?etprghﬁcodloﬂfﬁ'erv%gd)é
82 are descri bﬁﬂeb bel ow. | A server 14 includes

handl er 72, rch 20 comuni cates with C@ process 70, and an ASP
handl er ¥8, whWbkncotieni eal e o v de ASR qgpuoceiss 7eﬁ cdjlet[utlirer&JPYLZ ang
78 are operable e t a f t| n m

prot ocol used |%B§ﬂg[:gghgr oas a?gggr:letelv?o blti%% ‘ﬁ WHR d wf’ﬁassﬁﬁ ﬂfo? @
AXLi nk in Panj aSCPRERtcoREEFH dtea e Wworks. direSISAdserhber e sUBper alfl e

to spawn a sof tmgpertegtcakr@hsport ﬂﬁaﬂﬁﬂoﬂkﬂﬂﬂﬁTﬁhatrééuéggreignt%Héﬁa
of or associ at ed ﬁ si cal device dlrectl¥ connected to a

control a?’%iuﬁgt\ﬁc?rktmb? g’ ot hr b9 daw eint §TMe file. The
I nternetl> Ml wepl serseft waceiviesgithal redpidsteaandeyendde 30web ?QQQGQEQQ

i ngl d
bevices,  whet ner (i oreR Bdd O ufighh Recoges JanEsla Sac dheeley

identifier (sysiefPrmptiad in Spe@ltﬁmeqluéOd:emltcem deme | $§ccaenon Webbeages
(device ID) useditr dynamlbmﬂdﬁﬁéhﬂgﬁrggfaé@abgogé¥éﬁg§ng@%k?ch sych

messages. One 35 gn pr ot oc convert
to t r ans| 3f eCPFoAPENE SHESt &S QKﬁﬁPWQH%%rﬁﬂ?%ﬂ¢¢¢4¢0§erét are run
such as 2@CSP, tloyotdtes predt oserveusedpbn thee£0NtdQleSf €2 The executing

gateway application is able to read parameter information
associated with the request and generate an output in the
form of an HTML file in response to the parameter values.

Another way to add dynamic and interactive content to web

25 pages uses ASP. ASP scripts are server-side executable
scripts that are directly incorporated in the HTML web
pages. Upon request for the page, the web server

executes the ASP script in response to input parameter
values and generates the web page with dynamic content.

30 Using control network portal 12, users may access
control area networks 30 and 31 via web browsers 23 and
24 accessing web pages provided by control network portal
12 or value-added web pages provided by content providers
25 and 26. For example, a user who has a control area

35 network deployed in her luxury residence to control
various aspects of the home environment may use a web
browser application to remotely monitor her home. She



13 networks, such as AxLink or PhastLink. A protocol

converter woaaridecessary if the protocols enployed in r 14
and a control area network 30 are the same. FIClEg?éﬁwgﬁggﬁnre
detail ed bl ock diagramof the 5 I nt er nety@ppl i ance server processes for
coupling one or nore control systens to the | nt er net
constructed according to an enbodi nent of the present invention.
Coupled to CA handler 72 and ASP handler 78 is a sof tware devi ce
emul ator 90 that is operable to spawn_one 10 or, nore software | ogical

devi ces 86, whi Bfi¥ar EN8BPFwatRe TemPeraBrReMettidis &P deprsesseonnveray
Totthe fontrol asea%%for :§Tampdeks ﬁéfauﬁggnbhﬂrOWﬁQQESbQOU?EQVQQgt?ohh?a
nt er net . r [ . (o] ni es_ W a protoco
converter |ayer bblngh.}g%hetpr%i gggsggpr%o&rorcoé‘} YPhhs! at Bay alsghdisgntne
between the | A ssirvedldemcscotamenias hbocontsugllly ensareasereird@nk has not
protocol, 5 i f thewnaigdidded ent she HAa@NMyven bet PRIt ol glient
94 is also provided to connuﬁicggg\ﬁiqlt%egggﬁtg& %%éé#%%% rRITa
coupled to |A her V&R & Igcopg certain giavqwltesprogramgofthadr evill be
| ogi cal devicebroak@bernethile sheapi i@dy ONs such as web content
provi ders appear to hﬁ exam %grve% 14 no di f.ferent than devices connected
REPRST k v

to a control area © aluerafddedr eWebj (PagpfeaPEOVifge by
| nt ernet appl i cachseat! i keovanieast psovider sppovibitonebo®5 an algtedbteivio

directlyjpcomupicatgn W LR tPge naééfévis%on.ng%é?%&ﬁ%ﬁggfCgﬁngFnéégéa

area networks to issue commands ~to " devic

net wor ks. WEWntVERLge - Goter net AappFREat Meks np@eastt othiésdevékbespage,
the control areaeheiwehk tBatidabike ¢S edHysdde 30ng ”@%ic‘?ﬁ a
controller. The master controller is ablé to issue ., , comands to the

| nternet appl i cﬁ?ir%ﬁ&.n program.  RPPEYPSS NRY PR RF YB3 eBObIEHER IS aghram
of the | nheemetto appin anae tiservelevisidbnabad daviEetoeBIpd Oficular

processes:90 fo hi [ rol, systens.to 3 t he I nternet
construc?gd acc%?%ﬁﬁglt%ggﬁﬂgﬁ%%hﬁﬁéﬁ%ﬁggécaSt gﬁﬁesp98§§ﬁ%iﬁﬁﬁ9ﬁﬁwnﬁr to
Ermul at or 90 i ncPu@@sadn thet CRetto reconsbrithen|seshexteen prodgrahn. (| CSP)

software device corea}@@ner example of value-added web pages provfg%d by
content providers is the provision of a secured web page
that an electric company may access to slightly raise the
20 temperature settings of the air conditioning systems of
its participating customers in anticipation of high
demand brown out conditions. Yet another example is a
web page that a security company may use to access,
monitor and control the security, surveillance and fire

25 protection systems of its customers.
FIGURE 2 is a more detailed block diagram of a
System and method 10 of coupling one or more control

system to the Internet constructed according to an

embodiment of the present invention. Control area
30 network portal 12 may include a web server 13 coupled to
the Internet 22. Web server 13 is also coupled to an

Internet appliance (IA) server 14, which may also be
coupled to a control network server 40. Control network
server 40 1s coupled to control area network 30 that
35 links several appliances and systems, such as fire
protection systems 50, heating, ventilation and air

conditioning (HVAC) systems 51, 1lighting systems 52,



Sof t war e device core 100 communi cates wth the web server via a

devi ce appMWQ@ew47a40 program i nterface (API) 110. Sof t wapeTARY/EBsLOor €
100 al so comuni cates with the control area networks via control area
network 1/O queues 5 112. Emul ator 901 al so includes a CAN input
nmessage processor 102, -a device state nmai ntenance process 104 and

a device state storage process 106. CAN i nput nessage processor 102
is operable to receive input nessages and parse the fields of the
nmessage to determne a _nessa 1 desti nati on. %he nessage destination

specifies a sof and Ygtfﬁ“ﬁgl SYfARR 2o PRLeiSRFUGHeY fyssggs. 54
Recal | that Contxufl warea | ngteakkd20i te mapor epiesent o devé£ei Qe Bface

control area netjuQJ, I%eosr 24 Alfl'lé e&gg{egp‘géliug?éiggrogst he | nt er net .

Device state maintenance Operable to determ ne
a current state of Ita lsoi/t\mrenoted thagi caintdmii cretwdrkopdetalnilte may

next state in rePoPssl ementelO By heapré)ﬁ?éféadsméﬁaagﬁonel Dgg}\/éegr*\stt%%ﬁ: has

storage 106 is operable to store state transition
sof t war e SoGitddionli cBeMREYus A JB¥PEESSiACe nRPWEENamge 29everal

process 10% " separate R@‘y&iﬂ’én@lg%t!ﬂ Gd'i!gtﬁ.nc\&h' Qﬂn%:?@.‘&lsa E'sOV\Eﬁéﬁh Oj.n
an enbodi process i ich_a copmand ent ered
CAN user interfglétg;tr“lagzr d%t i VBIIe dstedfvaercgln%/meh? BPS&Fgg? to recberﬂ"f%er?%‘f%?ﬁét

accordi ng to thefpresent pegesnt fopm wéb2Drowsser Zht ersd daba naspouserby

i nterfacggdevi c%egl%l{@telq]éoaﬂd BrrOVlC ol.are @f’é!\?oucﬁ;e%s ?gor N The

bl ock 152. The user I ntertace ce my
conput er fafanma t iR hcankBAlt @rf Tdé?buabd REEE FONUSE, bfeordyen@tm@ly

The user may ent@haahed PRINUSBRGNSLLEDEg Gli 1k a8 asépve* bMtththﬂn £y
t he screen, pusrcl)paeFl:I‘)Fg)tton on the touch panel or effect any ot her

suitabl e input It &° Comméﬁtlﬁtﬁay"’%&eﬁuﬂ?aeﬁ%ﬁhe FO&E1od 1gits 038ubhd 2
the entered condated, Swdhvork puslmvag a465uhmt oWt M ek thihisonanas @thw@

in bl ock 54. . |nter Vi C n formns cont.rol st m
nmessage | 5gljcor por }a:{}?)ng T it ef egﬁ&aﬁa r}fﬁt £ Sefﬁsrse‘lﬁbsei’s aHﬁeFlec?% E
of the nessage, tadershows i protocolp| gokrves8icnThernmastkercononotdkr i:hmles

sends the nessag@eded to operate the control az network]:5 It m be
onto the control area network, as shown in block senégr

and recipient thaughtsp&disfiéadipplliva Eh@ﬁueﬂ server 14 is directly
coupled to the network and functions as a device on the

20 network. Commands entered at a web browser are sent to
web server 13, which relays the commands to master
controller 36 via IA server 14 and control network server
40. Master controller 36 then instructs appropriate
appliances and/or systems in the control network to act

25 according to the received command.

FIGURE 3 1is a more detailed block diagram of the
processes and communications between a web server 13 and
an Internet appliance server 14 for coupling one or more
control systems to the Internet constructed according to

30 an embodiment of the present invention. Web server 13
may include one or more CGI processes 70 for responding
to CGI requests from the Internet and one or more ASP
processes 76 for responding to ASP requests form the
Internet. It is contemplated by the present invention

35 that other processes able to handle other extensions to
HTML or other types of requests may also be provided. It
is also contemplated by the present invention that web



conbi nati on of system | D and device ID. The reci pi ent may be
deternineva% data entered by the user. For exanp he user
may have pus d{ga button associ at ed W th updatl ng the kggﬁﬁhﬂbmﬁt t he
content provider. The content provi gg is previously assi gned

a unique conbi nati on of system | D and“a device |ID. The
master controller on that network receives the 10 nessage and processes
t he nessage, as shown in block 160. An out put channel state
associated with the submt button of the user interface device is
turned ON by ttsegmﬁ €13 may méeslioblers tmmdwbtcameth@&eih@ddabamle%sla@eng
sent. The tate of the output channel of t he. su ntt ?u nis 15
conveyed to thelﬁ.tsgrx eﬁtselﬂ‘ c8FOFRSSH hy Ri gRPEghTSEREESd- dHit®%ut fon
or display a prsgosticzli petelvarlacpgocstssi,ngsuch aas an ndart=wietf eedhaaiolt o
t he user. In RJack, 1 ter, Gl ol | rd he
nmessage to theslg} p?élt:%%g? con\ggtgg? gsom astsgd ewmih the{:gé%? |§ﬁ{e 1P
sof tware220  MeGHfiags fHeorckhenlnkerratsénferformhed prosoReE éénﬁéﬁtéﬁpe

t hen translate%ddtepmfm{aéf&@@@d% Prod ocdrddr 14. thepeecinpisent
protocol, as shown in conversion_is not

| @ oco
necessary or i PERRTC ‘?f tlﬁe e°lgn§ n&’é’r %FB?BCNR?‘% e’lLl%%rrgGgs thrP and
reci pi ent prot @dler 25rocesses hlayb|b{l£kd§k68mlt:bél1yr arpalnaiaﬂ wiesisagkRers tiken
sent or thgvé%useesgorbv‘i.eyedl 0 ol ess%f Ckgl r%%vélcbeec} h%  Web '
represents the reciptent convent provi
| ogi cal 18evi ce seetegwek3t heAﬁ§s§§@§e§ﬁd 7sﬁt GIF@S lnClUd% h@ ﬁ’eggagé 9@@tt@|¢p—| n

a data structurRrlrfSPeqf,i CuBdch ¢REBLESN @@@cmﬁﬁel bp!raelaeet%%/awg

such as a nunber, whi ¢h corresponds to th nurrb?
reci pi ent S&IfTatd YOgPERPLAEST cSeNhsaBARECS LY I Bek/ LR omespRges
stored nmessage s deceseirlea by4speandf ythg thetépaex. In Ntk wbhels,

software | ogic devi ce then hange the 35 tate an out put__channel
of the sane ch?r}’r{’eafm rrbgl;mtO% 5 %Eoghovﬁtzgl neﬁﬁggﬁsﬂf *Ft *Ray “Fe
noted t Rt eachanguagelesnch, am&a@rmsccaﬂa@aslcagup@alto nesy hapebbﬁeocfr

nore dlrectly communicating on any TE®/IP netwofﬁaEBﬁhﬁctl%ﬁph
i ndi cative of st)em fic_  function, par amet er propert

Further, each S M@ hAYRAB/HC PrOt‘P?bedt g@t’f’&reﬁ?%t Bat %nﬁ@lscﬂl&ﬁéi
Periodically omeliowis discretion, the recipient | nt er net appl i cation
checks the output c nel states the_so i_cal

f evic
associ ated therew t h; as>erver %ﬁomhnFﬁUSFfﬁck 17%&% ﬁg %ﬂ?@rn g %lCh
appl i cakiOon r ecgmivzebcates withaCGIn mureess ciifinneindstaat ASR Dhndhdr 78,

me[)f‘;g[(e the daffn commuA$ERELat 4 vl tAsh NgLochaanels hasyhegle Fhangedng

78 are operable to provide a translation function from IP
to a protocol used in the control area networks, such as
PhastLink or AXLink in Panja, Inc. control area networks.
25 IA server 14 is operable to spawn a software logical or
virtual device that is representative of or associated
with a physical device directly connected to a control

area network or a content provider coupled to the

Internet. Multiple software 1logical devices may be
30 connected to a single control area network or content
provider, if needed. Devices, whether physical or

logical, are assigned a system identifier (system ID) and
a unique device identification number {(device ID) used to
indicate the destination or origination of messages. One
35 or more protocol «converters 92 may be provided to
translate from the protocol used internally in IA server,
such as ICSP, to other protocols used in the control aresz



10 176, the Internet application queries the software
| ogi cal dwwicos7idoor the data by specifying the index peruseoysie:

In response, the software |ogical device sends the nessage to the
Internet application, as shown in 13bl ock 178. The Internet
application receives the nessage 15 and uses and acts according to the
data in an appropriate manner. The software | ogi cal device turns OFF
t he-i nput channel state, as shown in block 182, and turns ON t he

out put channel state Qf t he sane x.val ue, 28 sho bl ock 184.
20  The "HeSTeF %bnt?BTPerasregﬁ&ﬁPfes §3d4k1 thd PTotqgpt

channel state dfornherserft war endogheale sdeniycei £ the r;e:pastecs@@lds ngmbhaged in
I nternet appli i o] i I 186, ponse

nmaster control IO%% f%l;‘ﬁ%@d@% !’Ed . gog%i&tl Gt C %ﬁnte Lq? ? aﬁ%e‘th?nf‘érf‘?ace
device, which is 25 FIG@%Ed 4 oifot?a f ynoiee dsé&llhdt bheck egliesireth acfi drthe
has 5 been Goiwied p%s sahfa@ gerbge%rﬂ&%sseﬁ %Ban%agnmge one or

col or or shade of the dIS button or di spl gy

predet erm ned St¥i%g & vse&ytscﬁ“}ﬁ or ﬁ'Pt he“ih%er ’é"sernet sqmnucted
bl ock 190. The grasedsngndso i kbl crbdPdPne3® of the Flpﬁdﬁnﬂ iiffrerftion.
flowchart of o] of, rocess I nt er net
application functi® of;fgé)adéger'ECI nar?dl?]ﬁt er?ac%nién Itg% }b‘ﬁ? T’rsf/-gq ems @
according to tHoftwaretdavhfagerufl atioer PreseEmt i hveapeoablentbl epew20na
user 10 entess ABdeSWyRdis: dat asgn-an | 4d&f a8l %%m'ﬁﬁgéﬁnareT%?f¥%are
I nternet application may be an application executing on server
of a web cont edieRFdVEHeR tianfel thrdfskefes oFonnectegnt ot Bee saptibfle area
| nt er net - based R d €108 | BR oI en provldars connected to the Internet.
17 | i cat If?sr\é ﬁ abl eto recel ve an

al phanuneric st r?}htd“’%lfﬁ egsgggﬁ £ u\?d‘tqaotr?s with g protocol

di spl ayed inmagenwrrtecohayear 922 wibabi paxbivdaesofa protockeysidamedsation

ent er ed ygy the fh%ﬁétlJ{'eble“h%r 'Pxettﬁé’p'rgxcaééﬁﬂer 5§rottof*}%ﬁ Jﬁ&“ﬁg& ontrol
peci a

connection control  Syst _ ying an
and port nunberar(ﬁatﬁ@tr%&ﬁ}iol eFptocol, Sﬁft’@\h@ﬁ |aogg c dli ff@rdesd; - as Ah@AN

in block 204. tEhamywdre prot%%ro\ﬂer tsiepaneaied ysth fihg, I nbephelied to

application and . _receive t | P message containing the entered data,
as 10 shown GHBIHLEE D6 Y1t RbCOBLFOL (SR | RECHRLKatRURIRA to IA
or nore processavet ddandl e the recei ved nessage, as shown in
bl ock 2@8. For exa v proges ro |ded to dIe
scripts or an ASP p;g(}}:essl?ae Cgse 8% gog@%%g:édelcf)qlc?lg T AP~ sc&a“%t

In the case of &PpPAdiratsions bﬁ@\ﬂ@era%ownbctqmg:etmtpeoweldegér \appeat heo IA
instantiated servd¥ OCESS £X1r@cksefahd fERN! NRLE TRSSWRN LG edd ran

control area network. Therefore, it appears that

Internet applications like content providers on the web

25 are able to directly communicate with the master

controllers of the «control area networks to issue

commands to devices in the control area networks.

Similarly, Internet applications appear to be devices on

the control area network that can be controlled by the

30 master controller. The master controller is able to issue
commands to the Internet applications.

FIGURE 5 is & more detailed block diagram of the

Internet appliance server software device emulator

processes 90 for coupling one or more control systems to

35 the Internet constructed according to an embodiment of

the present invention. Emulator 90 includes an Internet

control system protocol (ICSP) software device core 100.



the Internet application and forns a nessage of a protocol used by IA
server 14, \ﬁy&pﬁﬁ% | CSP. In the case of a content provider connecting
to the web server, the 20 nmessage is preferably already PYHUSHd8SLf o m
of a |ICSP nmessage transported by I P, which does not require

prot ocol conversion. The spawned process tHeéh sends the | CSP nessage
to the software | ogical device associated with the recipient device
in the control system as shown 25 in block 210. The recipient is
identified by a systemID and a device ID. The software

| ogi cal device iyt efed1iCe NBSEAYE00 commBAREREESI Widh ihdexRlh RAsiddon
in a data structure, sh . The software i cal

as . é)F\FI:g' in block 212 I 09
devi ce turns ONVEG 2 tABYVHfiBut 3 RAEHTRTF I s SFHCHET wiPherhacend&XE hlinde® -
as shown isofiwende 21devidée acmsd erl@dntaladd ercdreconesatoamr avith 1o
t he i nput channe]__stat.e i gdic | Li t.h annel
states, as shomﬁolrﬁ: loc‘%]%él]ggep%q‘ggg ngg%e?gh¥r89 c%lcl):%tgr (ISIIeItéJrornkn?/LEJq queues
alternati 9ely bélz. ggeEmglasoquef tahksa5 inclgidgmer sEAVesimpusomessage

mechani sm ot her han ddd®.102,The deviceMBshet mgRhEahhaket ?%cre%%uqms dde
nmessage content "at . the specified index nunber be sent to it, as shown
in a device state storage procefgg 6 CAN odRPUEg mesmage

sof tware | ogi calprd@d st heo2sddsopdifable tonmestRG&LoOMEnt meskhgedusd
controller, whi chrfsoerwg{\ds ields tgg ssage. cont ent t eéepemf)h%si cal sdﬁeviece
in the control sy8F et A Shhn T BIBERE $20. e Welite PelBSEY
the 5 10data aiedtdotatiawcorthaghgssags dhewanahibhoskeziZies Bhesoftware
master control | g,418y: 2l sRSend the E%'E%i%t aalﬁg ands€hge. ééEaefl‘;)f‘oc dd

the control area nMetwork to update the pl ay, S shown 1 n
224.  The sof t ®&@f&Wagf cdicgical dayiice t ReN t GPRSCOFPtt hd | Aputcandn 2

output channel sccagrd arsBoWbdwbbl Osk 226. Intdbge OFR g El@s fn t B iUt
and out put. _channel s nOtfPf' es the_lnternet ggglal cation,

[ whi ch ,
may periodi cal | Y3589 S%e sof PR&HESI anégF dBLBESPgNCe  PIR&ESSni dd% hetS
i nput andSout puopchailed Jicat estermeiine a cappeopriatetactodHn hasdiEsrare

taken in respon .Q. 1.he : ered : 0, Ln k .228. .
process ends inq’%gtl%albl%%il%?sosﬂh € é@é&q]{q‘%n;{) ‘)tg%x%otsgée%halt% t ee5puse' of
i nput and out putt® the @Eroaessesd apessagenot iP§vitr séetpi etioxang d486a is

avail abl e and t gpeseiMiar thastdpcasthed RaanBeeNoR010gicOH IRt isoiRifley
provi ded herein

functi on. l%sgi%na\gle)c(%%‘l’gé?l I gﬂa?é? abgfgg%"c%%égPg?ﬁl%f%daf“%{{$%}san°é
system 320 i n aparacdaxel0d i h the teachings of the present

Referring to FIGURE 6, which shows a flowchart of an

embodiment of a process 150 in which a command entered at

a CAN user interface is delivered to a content provider

on the Internet according to the present invention. A

25 user enters data on a user interface device coupled to a

control area network, as shown in block 152. The user

interface device may be a touch panel or a computer

terminal with a monitor, keyboard and mouse, for example.

The user may enter an alphanumeric string, click on a

30 button icon on the screen, push a button on the touch

panel, or effect any other suitable input. The data

entry may require the user to also submit the entered

data, such as pushing a Submit or Enter button, as shown

in block 154. The user interface device then forms a

35 control system message incorporating the entered data and

the sender and recipient of the message, as shown in

block 156. The master controller then sends the message



invention. FIGURE 8 shows an Internet web servers 312 25 coupled to a
plurality foséapses 314. Web servers 312 are coupl %?: ?L% {'he

I nternet 316 via conmunication |ines 313.  While the | ACEMYRAYIIES yseq
as a network, the web servers could be connected to any systens or
wi de array networks, |ocal area network® or Intranets. Conmunication
30 | ines 313 can be any direct or wrel ess connection.

Internet 316 is coupled to an Internet appliance server 320. Internet
appliance server 320 is coupled to a plurality of control area

net wor ks 322. EagkoC @M c&o@im azea AetwBEk, has %@ﬁ)d’fﬁsir?rb]?gékaﬂg?a The
vari ety of control area 35 devices 326  which can inc

touch panel s, ndexry, dRBAV| sﬁ%‘f’lpéﬁﬁ}:pnﬁﬁe aRPCriked| iy a ConlF-ér-le
ar ea combination of system ID and d&vice ID. netHWrkedeyicns
326 are equival 9t t appllances rib pr evi ousl

Wb servers 312%%' corr%% é?é$h§§|rkf 45 o‘gglé%oren eredsct%}ﬁcﬁgﬁs US$ Y NTEE O&r
Mot or ol a Pr ocesssrmpadigd nﬁhﬁryuseif/‘élmé@ haveermesh&d?2 a ubsitionebassoutated
program oper abl git@ RY; a|..dle1.l th weR S eguaskiRg e

requesting user . FQY |ca Ly Us| ng EQ% C;brot\;f/:hrsée déftieh wﬂl%{] bad8§
314 are operabl §°f‘-§e§ttorepifﬁf’bﬁlﬁ‘ﬁt| ohstha?tre"lous%n Fes isEPdy web vRidees

312 to provi de eerbent tiikat dm)syktem Mgm@r@gvpaealgontrol ar ea network

devi ce 326. Thi s can_incl ud f.ormati on_sych

te?“ew si on | i sglhﬁg@aib%Tt§°&§F§r11§troc‘Rnl UCrra’P?BHOBF d:rﬁF‘dt‘f?esr thge
of inforifiti on tnkasagey ared yssrtdyseonthiol massegs, netswaHown in lkvtkel826.
15 | ntghnel bt 'énéﬁ}ﬁefoééaeEé'Qgsgélaewwscn' 4G Chbmic HAEERRS
the world interconnec for user and co comuni cati on

i ncl udi ng the pafkt tdre t‘héerntl@rtﬁétfalmvﬁﬁ@sc“ is tnasrP¥ Wydechgbmavheke

system 310 ShO“@oﬂQQo&Q%%e%6”£hdlcateCQHQ%C@ﬂ$t&béﬁelknb%&Wﬁ stk . Webne
servers 16 can he 20 % %}'ﬁt to any .system of wi de area_ networKks

| ocal area N et Wk s© r@HEpPut ‘channel of Itrheerﬁls‘?mf%xppIk?‘%ttrﬁ%1 is
server 320 is acdevegedopses abhe tuser inteafhcas algiadrewayybeiiween glevi ens

Pternet. appl i SapBigcBiceon, or o3 B0 BREiR e GRS e so bno
transl ate ageds dgeangevdr aierRAAckebosdheeruser.t o Iiesbagek Usehbl ghe

by control areapBgtuerk M 326.then forwards $het eRAdq ;devwestﬁ%fS
communi cate with ot her devi ces on the sane control area network

or different 30PTOLOLHHt ONVEREF FIVoiAsed3whth thgeieeipient safsyare
recei ve 20 nksgagas gercad efin ouhei d@ tdeavann! r olrhar @RIV kedrdebter

then translates the message from the sender protocol to
the recipient protocol, as shown in block 166. Note that
protocol conversion is not necessary or is null if the
sender protocol is the same as the recipient protocol.

25 In block 168, the translated message is then sent or
otherwise conveyed to the software logical device that
represents the recipient convent provider. The recipient
software logical device receives the message and stores
the message content in a data structure at a specific

30 location specified by an index value, such as a number,
which corresponds to the channel number of the recipient
software logical device, as shown in block 170, The

stored message 1is accessible by specifying the index

number. The software logical device then changes the
35 state of an output channel of the same channel number to
ON, as shown in block 172. It may be noted that each

device, whether physical or logical, may have one or more



generated by the master 324. Al nessage sent by device 326 is

rout ed throqgh the master 324 on the control area net wor k 322.

20 00/6714¢| GURE 9 is a bl ock di agram providi ng an eREFHpSe11851
control area network device 326 in accordance with the t eachi ngs of
the present invention. Device 326 conpriseslbt t he communi cation line
440 coupled to a communi cation jack 5 442, which, in one enbodinent is
an RJ45 jack. A nessage handl er 444 is coupled to conmuni cation

j ack 442. Message handl er 444 is further coupled to one or nore
ports 448. port Cc ne re 50

channel s 452. E‘é}éﬁE%%'?tS 448eadrft'fa}§ bgch%Eﬁggtvgd t(gfanma ézl%élgig ié fglg%r?elgtq ‘on

454 which in PRGRRetEENRECPIOPEEtYa rfitethf fr Sach channeét Bry4b8 vandira

RS-232 IO inter iagat4§ﬁd gar oaxggmal @hannel stlhach |l evel 450 is connect ed to -’
a vol tage regul ator n_turn coc{mects to a two-p

interface 462 and erl°8F89}&¥s arvo?Yang%ut 1oy ahe ﬁéﬁﬂrcﬁﬁﬁhngﬁ§P%%¥t
connect ed515 Internat rgpdycadi®n whedbksi bhet wutpuworcieatsel t etades of

t wo-pi n 888”6%9'&%@% angdqpEQY! d8§v§cgonta§%5cqlétte€i68therleWJ.lE‘._p IgLs

operation, messages int i rst frOt ocol, “such
or |CSP develégéﬂn By e, 174 nc. Ther dnternet r appligathyna recognizes

comuni cation | tRgt44@ fo'h@.@i'u% TR ISUAh @S 29 ON aAdNMBRLEREreRal kBlkl )lata

324. Message handl er 444 receives the Message handle
444 is respon@FBPQlatﬁg t% %q%ﬂﬁﬁ@?%a‘tHésﬁ§§%§b§%ﬁﬂg%%ﬂdlﬁ@ fHeck

nmessage 10 the 176, taeprapitedreetpor appd@cation queriddrttHd8 isdfaware

control out put g\%gggg%l gggy;g gggl ce o daté hgby ] S%eddlsfc}[er} tl %hc? index

addr essabl e. G are
generator devi ¥alue. Théne respendgsy the SmwamelO}%lClad fdevige d@ndse.

Each port 448:huoufdssb§e to th@U”??EQQné%paéﬁﬁﬁkﬁangﬁrtSa§4&ﬂﬁﬂﬂ1 in
comruni cate with_the out si de worl hr ou interface 464,

different 30 blPﬁ#e#flécesT&@ eGSR a%@p%&caﬂon receives thgg megsagst

a port 438, chaanal ssé%2 aake apiteviadebrding to tkbaaaeh is anpalptpr@fprn@rtte
448 and can take_ on a b ue.of .either o

. a . IQﬁﬂy SOdL g ical 1n ut

embodi ment, each*BOFt A48t hg9g Gp tgeggiﬁé ‘EHE%HQFE Egﬁ P

Channel s 452 areh3Bnel sbhaliccal iy ctwomectin bdocd al82 58antdi dhuren 08 ithean

on or output channel state of the same index value, as shown in
block 184.

20 The master controller recognizes a change in the
input channel state of the software logical device
representing the Internet application, as shown in block
i86. In response, the master controller turns OFF the
output channel of the user interface device, which is

25 used to notify the user that the requested action has
been completed, as shown in block 188. A change in the
color or shade of the displayed buﬁton or the display of
a predetermined string may be used to inform the user, as
shown in block 180. The process ends in block 192.

30 FIGURE 7 is a flowchart of an embodiment of a
process 200 in which an Internet application functions as
a user interface in the control system according to the
teachings of the present invention. 1In block 202, a user
enters and submits data on an Internet application. The

35 Internet application may be an application executing on a
web server of a web content provider, a web browser, or
any other suitable Internet-based application program.



21 off condition. Relay 458 is connected to a contact out

468, which wblg@ws14gn or of f control of whatever port 448 i s connected
to. Channels 448 are bi-directional and can be i nput PCIEspRanss:

out put channels, or input/output 5 ch&nne Level s 450
are in some ways simlar to channels. The rral n difference is that

| evel s can take on any nunber of val ues instead of just a binary 0 or
1. Typical uses for | evel s include setting volunme |evel, setting
light level, 10 etc. Thus, the purpose of nessage in this’

protocol is to The Isered naitd appbiaetto:mt malys Bor opetiatdss whi e Bre an
attached - e I send and re ceive status

and routing in o&%ﬁurﬂérf& %Ij—:q:q'tn exanp ré’@ #)3 Hhe G807 c M8 actifgiion
above, a nessagefowd d despbayedo m&g%e @QG igdnch or a V\ouinbllhatﬁloﬁn af
tel evision, set ;g yolHoBebCURteERE bYCthe usel®! ViR %ﬁ%?ge{hS”EgéQ%E%n

scroll sone information across tel evision screen cout®
acconpl i sited by Hhen reguesife soMnactigsyi ¢ 328hand comtergdr etedsbgm by

nessage 20 hasyh &1 £ ¢8dg af[he;Prraaaagesrrayidh %e ta riRHBEN s £ Otﬂié”PeI:tﬂEle
tel evi sion set on%nd}t:hgL ? e _sent tot%‘eca e:L whi ch PE
then control theFer'ay o ?gﬁ'ﬁa h&Sd1&vi §%Phown 1pblogk §é)t4-theT’0%l Uﬁ?
| evel , the nessagErocoymerad tongerted withe Hhayellnateraeter tippn ivvatudn Sand
received at nmessage. n r d S | evel ,450 an

then to the vo a%et?g itrgéégg%e Iggtg mg‘r ntgl'?v\%u 8%eﬁ§ﬁl s %t?’neas
| evel by 1%o- pi rﬁwmeé@ohlﬂﬁﬁ 206The Ther Ulelbl ﬁ@rﬂﬁsfsd?g‘@n instamghateéhenngo

through the portod4&ddy Okebgb:cfe@%egs‘ 232 ipHdie the aREAisRAYRLs g% Lhe a5
460. i ¢e can

tel evi si on connect ed to ser.i 1%% 30 DB- 9
be a user inter fHt¥r 18 g’&Tﬂcr]?)I g For examebes of Heffh. P%éﬁslsntrﬁﬁf abés
are things such motioded to hanpdrel GGI oser ipys Wotrel 25 SABRN@helcd s s may be
transmtter, £ The._.cqontrol ling deV| ce rLovi

35 msc?%]d to Ypfrpcﬂé ASP Scripks. afrﬁ) téh ngfataorgeb

t he control for a devic or" ex

are 15 browser connectlng to the wel@2 server, theonimstdanngated
devi ces that Ca'b&ﬁfgééjl e§t¥§8tst Q:laeéﬁ SEPm Qﬁe Ip meggﬁgé 'rteec{gl from
device in the systemhas its own unique devi ce nu as we as

port numbers andFhanheFerael application and forms a message of a
protocol used by IA server 14, such as ICSP. 1In the case

of a content provider connecting to the web server, the

20 message 1is preferably already in the form of a ICSP
message transported by IP, which does not require
protocol conversion. The spawned process then sends the
ICSP message to the software logical device associated
with the recipient device in the control system, as shown

25 in block 210. The recipient is identified by a system ID
and a device ID.

The software logical device then stores the message
content in an indexed position in a data structure, as
shown in block 212. The software logical device turns ON

30 the input channel associated with the index number, as
shown in block 214. The master controller becomes aware
of the input channel state change by periodically polling
the channel states, as shown in block 216. The master
controller may alternatively be triggered to query the

35 channel states by some mechanism other than time. The
master controller then requests the message content at

the specified index number be sent to it, as shown in



| evel s that could be accessed. 5 FIGURE 10 illustrates a block

di agram ofvo gowtidong conponents of a master controlle /ﬁféoo/ g{;ese
conponent s conprise a connection nanager 530, blrs i des
connections between hi gher |evel managers an_Ld8 | ower | evel drivers.

| CSP connection manager 530 is coupled to a 10 phastlink driver 510
via a PL to | CSP protocol conversion 522. An AXlink driver 512 is
coupl ed to I CSP connection manager 530 via an AXlink to ICSP

prot ocol conversion 520. Phastlink and Axlink are exenpl ary

protocol s used Bhock 218 contthr seofswargetlwyksal 18evice theAddidridmathy,
an RS-232 drivepe5idqks dpd tg 'tﬁ%P t “%{g% 39,¥Lg.a
PPP driver 518 coupl gd to a mas %%kegg =8 %Q %{ ?orwar S
connecti on nanafBf BeESage confemip %%nﬁb%tpbmsm%g@\evam idn cmmledntnol
et hernet dri Versystem, Esﬁ yhéwd CRhl B sdaiek2284 anthd PaROA kbeCUMELIAD the

manager 2 - 232, driver ovi des connecti Vlt to RS-232
devi ces agn)d Et hg%g%t 24 v%?tgl(%_icpcr%’fﬁlldbg{%’onﬁécﬁ 3 8 Yock dé¢i- cesThe

attached to an E@heenetcmdtennmay also send| EBB cmeciads m@nagehsS530
is coupled to '£§E’erface megsagg.d gggkggfr 2325 }]g\@P ssgge di agﬁtche%
di f 4Paghost Foe

532 can 25 send_nessages to erent nmanagers FhRck |ng a
nmanager 534, a Gé‘éPééYman%@etSh%@ oina etk g@rdt-i on The sofftnager b3@ical

PL to | CSP protgeok @0&?%&'@@*15320(%@“%%&5 hpOR and oRPaat!i
| CSP a Vi ce vec SO l b an%od?rregtﬁg Ig'ﬂu%nn(eaé)s 59

pr ot ocorp%onveriPESﬁnSZ’an bloss a%?é e’ tQ)F}EIe ShaAtSsl e ithonitagut and
mul ti pl e messagestpnto andririgllse notifiesesIRgEBnt desét nagplfidsa - ildaSP whlch

connection nma r ; i pLe_ou ng_nes into a, S|ng e
packet for PL gy Sp%lléglggégéllxm ?}nﬁi&t okﬁﬁsé%’?g‘f’%‘éol g%ﬁi‘ig?;i e¥bpe
converts determine the input and output 2Hhannel stamessageshat
bet ween devi CeSa;ﬁﬁ%pHiStEheaé%(Lka R4 9t Q:?&Antocaken lnCSEeeFBTn‘g%O' B“dt
vi ce ver]fs€ d d CSP connecti on nmana 'S erable to provi
routing functi ohRFFF§d dpE3p @&nr?é’tﬂ"frbn“haﬁﬁg%‘ék éaﬁ roﬁ'ﬁ‘@ PFocesg qftfb‘alln
masters, |ocal Hewtkeg30renote masters and renote devi ces. Rout i ng

is accorrpllshed by, fi routl n nessage to the ap priate
system nmaster and t hen tr%a"%h nm:g%o P& Hagi & ¢ ?%e g ngf‘gorf’%?‘f‘t
be contai ned i nchaenel stabader tof nh'e:meck‘eheasrelcspuesEd btedow. dda is

[P port connecta i IBHAEC! 26 |EnOPCLARLE ! O iR, actdbh [Ras been
connections, except_standard |nternet protocol " osfandard Interne

prot ocol?%28 prevfatetedr 15 Asdely PrOquﬁ%tI@%%nsaéhaas SMETPLeRTP, OEhNP

and SMIP. means may be used for this function.

FIGURE 8 illustrates a block diagram of a control

system 310 in accordance with the teachings of the present

invention. FIGURE 8 shows an Internet web servers 312

25 coupled to a plurality of databases 314. Web servers 312

are coupled to the Internet 316 via communication lines

313. While the Internet is used as a network, the web

servers could be connected to any systems or wide array

networks, local area networks or Intranets. Communication

30 lines 313 can be any direct or wireless connection.
Internet 316 is coupled to an Internet appliance

server 320. Internet appliance server 320 is coupled to a
plurality of control area networks 322. Each control area
network has one master 324 and a variety of control area
35 network devices 326 which can include touch panels,

audio/visual equipment, and the 1like. Control area



| CSP nessage di spat cher 532 determ nes the category 15 of the nessage,

such as c nessage, device specific nessag

configuration neségges and routes themto their speC|f% &E@gﬁﬁﬁl
managers. These i ncl ude t he di agnosti c manager 534, the device
manager 536, and the configuration man&8er 538 and any ot her
managers. 20 FIGURE 11 is a diagram of an exenplary packet for
nmessages in accordance to teaching the present invention. The first
field is a protocol field 670, *and in one enbodi nent, one byte size.

Protocol field inddiank esdewibces 32for e ofequievaikant setei ofthef fh&ernet

packet with sonmg t ta field 672 indicates the
t ot al nunbéjr?pilfa%@t%s&%%%hbe%e?‘%@ort| “of the packet. Fl ag

field 674 can be one oWeb tsRrvgpes 338 falasgscomp@:eriss raving abpoadeasbr,

flag. The broa cat ag Wi end..a S S |l
devices on a ne'(tjs ££ % p TE&' gMB?‘ggggg %rﬁlcgcsesg@i n a“éé)‘“%% d W§]?4
when a dewi ce |senxkhxﬁna rMM@ a webnsewvek. prigram | dpehalmleatisepaxovide

response fron1the mast er |nd| t hat ec ved t he ssage from
t he newbie wehyiRages to Iceacgleg% i odnsterg’ystedem i) (?m% é’?g user
allows for t hyyc@dcall wdds Bsgi aagveatd bhewsessage to reach a specific

?Z?t?g]oneAénbodlnentDaE?%%ﬁ%?e?é4c5ﬁircﬁp%ﬁﬁg%e to sﬁ@fmo%ﬁfomp?ﬁlga that

single master. can'anuse@ebgageb samvelpe 312 todprectied conteatothaanypay
di fferen contr area net one enbodi ne t control yste .
745 thas

gorks. . lﬁ

fieldis % FRIgiredginy, a2 SBREFOLA TSR dRYFHGTFi §°Y 1678 395t s
number the ca?ieViJQﬁ:Idﬂ:&?é theramwagmisxhﬂi nga§erﬂD T Jevited evdrden
can be anywhere between 0 and 3 ge Plnaglon . figbg 620
lists the specrﬁ%?ikﬁqsbfs?ﬂﬁtﬁe #ta t f5PCkndnforma ﬁ@gsggeaF§ F&SEEn&dPe
for. In one entydi Mepbrinkeiphothasl mky be SWEDrbg wpntood5atdsspomneswork
t he devi ce. Source systemfield 682 is the nunber of a system
where the ness&fdif$ gif@tes. Source device field 684 lists the

device that the nessapgr®rh@t n@1a0 {50Mhe | Eolbheéction dfevheewdtkHen ocatld
this indicates that the master of t hat 15 control ar ea nefwork is

the enunciat orPCTRSS (e World odRisreanrsrtedoufft poterfidlY 6SBPYEELS

the port where comuﬁf@aﬂ?éﬁﬁgﬁnéthiﬂ?t €He part of theAlinlt'éﬁﬁ@taﬂtho&%p%%t
of addressing is the sequencin nmessages. There are certai

nmessages and ci ridifrsf@nRtasidge WeHndeWhl%ﬁléﬁs ﬁ@s§é8e§h°W§sWebbéerver 312
delivered in tdghn&Eded to thlent@ﬂdeénetTmﬁzrewue%etrh@trseasb deit Coe

be guarant eed the correct order for dellvery However, while
nessageszo connected to any system of wide area networks, local area
networks or Intranets.
Internet appliance server 320 is a device operable to
act as a gateway between devices connected to the Internet
316 and control area network 322. Internet appliance
25 server 320 is, in one embodiment operable to translate
messages generated by web server 317 to messages useable
by control area network devices 326.
In system 310, devices 326 communicate with other
devices on the same control area network 322 or different
30 control area networks 322. Devices 326 also receive
messages generated outside the control area network 322 or
generated by the master 324. All message sent by device

326 is routed through the master 324 on the control area

network 322.



destined for a certain device nust be delivered in the or der

i nt ended, der nessages are possi bl e when 25 destined for

di ff erent mdg&g?{o Al l owed hop count field 688 i ndfCHPIWIAZY
many hops can occur before the nessage is purged fromthe system
Each time a nessage passes through a master, 2€he al | owed hop count
field is decrenented by one and checked to see 30 if it reaches zero.
Once the count reaches zero, the mast er generates an error nessage
indicating that the message has not reached the sender with an air.
Message |.D. fiELEUBB0 Lokt aitnsbieek uAigasamdemavidiag oan nexeaplary

for a message. cdhtoleSSAGE hebwokk WSA LY hoW | &Yehccordance with the
25 comuni cation algorithnms to correlate in the original

message with itste@RR&MEEdGE aFhe rpEpEABE. invention. Iesiszge326meampriiselsd
692 and message gl aceRfunicaribAPIERENbNBLARI LAl AP AURDRGAG, SENL (0,

t he packet. 5 Each gacket.ls ecoded by reading nmessage .
and perforni ng th&2apphéphi atla fomectamhesiime®dnd < ameRds5 jack. arA desisgged

for conmmuni cati op, bgi yeensa devi t in th ster and
ot her ones are in?en%ed ?or S (§ﬁ§onnu%$%af?%wpﬁé%%@%ﬁg %%%%egf OnMﬁﬁﬁéggr
| ocated in the handlepndtédr is faBiURA behpledi sbs omeend angreressages 4ulat
are val i d deyjge %ﬁmgge nd..t he devi ce or ,master

First colum Ii§$§é¥ﬁ§8%€%na%%§ t he sed%%% g%rﬂnﬁﬂii§F§e tev fe ¥aPue2sf
t he command, thechamneglsoftd?m | Esths phetvdAkBdmay be respensedf remehhes-232
device fagry that i oNds ¢ he fourth 15 colum lists the valid .
response for the&mas%ggl% t%%t et cl(J)hm’natnu nanfotnﬂeecf%lsftHocolaunﬂlpie§§°§n
t he description @fnadetor 460cendard RFG32e xR0l et e cham@mnded npdbrchaanghe.

OFF status is S f-ro vice to master, whi.ch sends the inpuy
channel of f stZqde ﬁ%é’etlheﬂngsggr.conn gedef’ueé B’Pl%f"ﬁ@ Z’EFgUlactcﬁﬁraﬁgG
sent in the conmmtcivalie bhrhhecaommngd fricel 8l G9-pin ihBePEHO85.4dBecadge

the device is s i he e there 'S, NO, respon for the
device.  The nHs %?9?%%p%2§§f€%ge oft éﬁZIDIFaﬁﬂiEﬁapgg?hgggoﬁﬁaﬁﬂnPSFted
acknow edge and tde a reladesaiSiSpt watchf fhe comransbrnshwat e t hat tiBepin

D25, e S Rad kP b T SRR Yo 8 P
i nput channel is in the opérstiadms, messayesainbehe firstSpRbLUBSD) i shEéRdas
The master woul dPl'Eahstefr%g-g, b%.k+ a%r ICSP aglég(e)Wogggwebn}E' Panja, "Inc. are
received by a communication line 440 from a source such as
20 a master controller 324. Message handler 444 receives the
messages. Message handler 444 is responsible for
receiving the message and sending the message to the
appropriate port 448.
Port 448 is a control output or input on the device
25 that is discreetly addressable. An example of a port
could be an infrared generator device. There can be
multiple ports in a device. Each port 448 would be
numbered separately. Ports 448 can communicate with the
outside world through an RS-232 interface 464, different
30 interfaces or no interface at all.

As part of a port 448, channels 452 are provided. A
channel is a part of port 448 and can take on a binary
value of either on or off. In one embodiment, each port
448 can have up to 65,535 channels 452. Channels 452 are

35 typically connected to relays 58 which can be in an on or



30 TABLE A Conmand Val ue

Val i d Res scription ssages _From
DEVI CE NM&B@ Acknow edge OxO01 None None E%/ﬁ Pbhn of
nmessage receipt. I\lal§l O(OOOZ None
None Indicates failed delivery of a
nmessage. 26 Command

Val ue Val i d Response Description

Messages From C s . MASTER | nput
Channel ON Statfs ©°B658%22-ErrBflay &oonis Fﬁﬁﬁﬁcéﬁ&lnn*é? furgeeragy out

( PUSH) ' 468, which allows on or off control of!ahdecMRSS3H+ 4
(PUSH). (Device- >Maste% | nput Channel QFF Status 0x0085 Error OO%I
| nput  channel thf neeny EEA SEP Channels 448 are bi-directional and can
OFF status message {PBMtCechMR%icAld, output chan O, input/ou
(RELEASE) _ Qut put. Channel ON 0x0006 0x0086 0x0086 ?%%
ON nessage. (MEaEmsSEvi ce) 0x0088, I f device
does not Levels 450 are in some wa9s similar to chantPROr t The
channel s, then Ox000l

nmessage i s onl y'3dckedifEnrpacecigndratoNl svat sis CanOx‘G‘U% Ofr oY nNuUMHEROOHE
Qut put turned P4isd U§n££€¥&1c8"> %tteraE binary t t ygé‘.%%siag%esalfgyt
ut turn

Channel OFF 0x000 0x0087 OJt

( Mast er - >Devi CeJ)evels J.nclude sett1 ngx 00Bime leve seisdage. lightdele el ,
does 10 ete. or not support
channel s, Ox 000l t hen
message is only Thus, the purpose of message in this protocol is to
ACKed. Qutput Gwheln&FEeceive coﬁ@93¥§7‘5%r9£v1ceongghcﬁagﬂgnaéﬁgéﬁ%h
OFF St at us tatus nessage.
(Devi ce- >N®st€n9° control area network as well as semdlaqﬂurécqinqnﬂuatus
Channel Al Q)ég Al j onput @mnd D N tu

channel turned N (680\%06% in io %‘Q 1ley §tb§ fhe device

message.ld nput shamn p@bomannemessageomﬂgi & roent tOxOEPlicel AR, awttich

Qut put OFF St at 1d t £ n
turned OFF (DeviCE- >Nalslrn )on a television, set a volume le&@f‘sggrusthe

message. FeedbdwddeShiesient, ONand  then Op@@b8psN Acroll Nsdme  infwlircat ssn
the feedback across television screen. This could be accomplishe&“g§€%
the master is
mai nt ai ni ng. OMgssage sent to device 326 and interpreted by message
20 handler 444. The message may have a command to turn the
television set on and that would be sent to the channel,
which would then control the relay to turn the television
on. To set the volume level, the message command to set
the level at a certain value is received at message
25 handler 444. The command goes to level 450 and then to
the voltage regulator 456 which in turn would then set the
level by two-pin connector 462. The scrolling message
might then go through the port 448 through the RS-232 port
and displayed on the television connected to serial port
30 DB-9 460. -
A device can be a user interface or a controlling
device, or both. User interfaces are things such as touch
panels, one way wireless handheld transmitter, or custom

panels. The controlling device provides the control

35 methods for a device. For example, IR generators are



generated for

Di agnostic I . Feedback Channel OFF 0x0019 N N A
| ndi cat es t‘ﬁg oﬁlgﬁg‘gack APCT/USOO’““‘
state the master is
mai ntai ning. Only
generated for

Di agnostic purposes. Level Value OxO00CA OxOBA  OxOOBA A
:fevglav?/ggugogga%g:?l%'ro(l%%tgerd_e?r?.%\élsc%%at can control a V@Fg{)melevision, or
support levels, dther* item. Each device in the system has its own unigque
nessage is only ACKed. Level Val ue OXOBA Error 0x000l
A level val ue cRETJSE TERRATe- 3RnYEeL) & (PRARE numbers and channels and

0x000B 0x000l 1e»€QQ0lthadsedulia beanskessad( Mast er->Devi ce)

22

"String". String ) OxOBB Error ., OxO0lI  Used to

transf er é (Devi ce- >|‘§HTSQLB°TE) 10 illustrates a block diagram of» Stqqq;@g
Command . components ofX90R&st&*0QBNtro@1@Q0I324/5ed the skl als{ineht s
(Mast er - >Devi ce) " Conmand” nmand

0x008C Error CoDRFdGe RBed IBNECAASOPer BRANTRRF ce-S30ast evhrich provides

“Command”.  RequR%indcM@nsVddifreen highdX0Q0fk)1 BrEQigers 0%¥REA8AWREAUGS S
the status of (Master->Master or
specified | evel AR VigES - ICSP connection manager 530 1is coupled PROGO|

If_the | egel do?ﬁla%(i‘:tlink driver 510 via a PL to ICSP protocol conversion
exl st, t he response .. ] , .
message i s ACK. 522. An AXlink driver 512 is coupled to ICSP cppnnection

Command manager 530 Wal 48 aAxYahikd :BeSRAPS@rot JRAC YR ion 520.
Messages From _ ] DEVICE  MASTER Request

Qut put Channel Phastdigdorangr rdklink O@o86 eremplestys tPROtReRls ofsest atars
! speci f it tQaipulMashetygMRst er)

0x0087 channel or ALL Qut put

. or éBannel s t hatrdgidiogally, an RS-232 driver 514 is coupled to ICSP

x0001 (if chappgl

the request is for
channel s and noA€PAI® stack 524 and an IP port connection manager 526.

on then respons§dsy connection manager 530 is coupled to ethernet driver

naelzcitq)on rdajnager 530 via a PPP driver 518 coupled to a

516 via TCP/IP stack 524 and IP port connection manager
20 526. RS-232 driver 514 provides connectivity to RS-232
devices and Ethernet driver 516 provides connectivity to
devices attached to an Ethernet connection.
ICSP connection manager 530 is coupled to ICSP
message dispatcher 532. ICSP message dispatcher 532 can
25 send messages to different managers including z diagnostic
manager 534, a device manager 536 or a configuration
manager 538.
PL to ICSP protocol conversion 522 converts from
phastlink (PL) to ICSP and vice versa. In some
30 embodiments PL to ICSP protocol conversion 522 is operable
to de-multiplex incoming multiple messages into multiple
messages destined for ICSP connection managers and
multiple outgoing messages into a single packet for PL

devices. AXlink to ICSP protocol conversion 520 converts



ACK. Request Port Count OxO010 Error 0x0090 Request nunber of

ports (Master->Master) used by devi ce.
Assurred 1 W9 0p/g7140 PCT/US00/11851
response. Port Count 0x0090 Error X001 Nunber of
ports used by (Device->Mster) 23 devi ce.
Sent upon (Master->Master) reporting
by a device if it

has nore than one

Port. Sent by andB¥ddfds between devices that use the AXlink protocol to
as a response to

Request Port CotiiE HRERRRSEDL @ittt agh diffaa - OxQ011 Error 0x0091

Request nunber of COoMfdp connection manager 530 is operable to provide
out put channels used by (Master->Master) _
speci fi ed port mmting functionality. ICSP connection manager can route

device. ASSUMBS, 1ocal masters, local devices, remote masters and remote
256/ port 1 f no

response. Qut puieGramel CBewting is ogoowwplizhed by Ofdart Nemsdngof a

channel s used d &8s >Mastae) iat te £ d t y
specified port%nﬁ MBSt er - >M ftreotp)rla e system master and then t&Ythe

upon reporting ¢prrect device. The destination will be contained in the

devi ce/port if .éac{@s of the packet as discussed below.
nore t han 256 channel s.

Sent byleO mast er as B2 port connection manager 526 is operable to manage

response to Re st : .

T Rutput Channl: G3ent SORGHRER ey S ERIn SE92EY JRSEER S, PEPEOcOLs-
0x0092 RequestStrandzerd of IrfftMustestr - Svbsttergl 528 provides for standard
L_S‘e’g! fsi g;ego:)%/_protocols such as HTTP, FTP, SMNP and SMTP.

Assumes 8/ port if NOICSP message dispatcher 532 determines the category
{:32?23EI.éSelae\(/%L%ﬁcgg%%spgrSfage, suchoxoaos92 dJJ.Earglg’r(PésticOxtgggéagy}]mggrevgge
speci fied port.sggenif{d/haskessaghstand configuration messages and routes
upon reporting
device/port if
nore than 8 | ewtles. diagnostic manager 534, the device manager 536, and
Sent by a master, as a _, .

response to Re tconflguratlon manager 538 and any other managers.
_Level @unt. RequesFIGWRENQ1SiZe a diagrdix08%3 arfr eaemplay0G9ckdReqfest
nunber of bytes (I\/aster-,>lvaster2: - _ N : .
supported by messages in accordance to teaching the present invention.
device/port forrme first field is a protocol field 670, and in one

legglng gAEbeDytSZsRelniNq%q,‘jdnent, one byte size. Protocol field identifies the

response. Stringbrph# of the data S@dHAP% B Okhe 4Rt WNdther some
byt es/ string (Device->Master) ) . ]
support &P by dRAVLCMast Nt @f ) data field 672 indicates the total

Sent upon repordid¥ePYof bytes in the data portion of the packet. Flag
a device/port if it _ ,
supports than 64i®ld e674 can be one of two types of flags. One is a

strings. Sent BYr&sdcast flag. The broadcast flag will send a broadcast
master as a response to _
Request StringMSssage to all devices on a network. A newbie flag is

30 placed in flag field 674 when a device is added to the

network. This will then cause a response from the master

ql}{erﬁago their specific message managers. These include

indicating that it received the message from the newbie
device.
Destination system field 676 allows for the

35 addressing of the message to reach a specific system. A



28 Conmmand Val ue Val i d Response

Descri pti ofvg gor67140 'Veé‘?f .
DEVICE  MASTER Request Cormmand Si ze 0x0014 @$3W53§g5094

Request nunber of bytes (Nhster->Ng§ter)
supported by

devi ce/ port for a

si ngl e SENDCOMVAND.

Assune 64 bytes if no

response. SYStBnmidid &PzePRe en_‘bOdiment'OxGOQ‘&omE}?B? CoRfp1 area
Nunber of - byt esdgomderd with a sibBeliecemabBeier) Thus, message can be
supported by deyj ce. (Mast er - >Mast er)

Sent upon reporcﬂlf'@c"b?d to one of many different control area networks.

a device/port ifnibne embodiment control system field is two bytes in
supports than 64 byte _ , . _ .
commands.® Sent Bz Destination device field 678 lists the number the

nmaster as a respons€el @hat the message is being sent. The device range
, Request Command Si ze. Request Level Size OxOOL5 Error

0x0095 Request@@R hBedainy4hares between O \gRdef5>RBSt-er)Destination port
supported by a f8VEh. 680 lists the specific port of the device that the
Assume BYTE (Type Ox10) . ) .

if no response.message is| @gsitigege for. In one embpgepuent EEher prot@aEodnl
Hi ghest gdata ty, orts up #5043 S35NBSLEL )on the device.

supported for aQI?peE\)/e ) P ( l\/asﬁ(?-ﬂva%ter?

Sent upon reporting Pyurce system field 682 is the number of a system

a device if it rtﬁme message originates Source device field 684
more than BYTE ( iype g ri9 ) -

x| O data typekistsenthe device that the message originated from. If the
by a master as deyice number is 0, this indicates that the master of that
response to Reques

Level Sile. controRequesta St atatgwork  is  thexOOEQwrEdedior ®&096:-he
Request statusgr{u;‘ . : %@f& r->Mas .

devi ce and or Poé .I%\lcatlon' St% us € poy@ E%ld 686 115550658 pIc—_JrrrtorWhere
Ox0001 Sent bythkeviessage originat€devi ce- >Master) '

updat e naster of . r - >Mast.er . . .
Status. Sent by naszf\rér 1mp§>¥%§§1% aé\ébeéte gf addressing is the sequencing
as a response t@f messages. There are certain messages and circumstances

Request at us. . Request_Device Info 0x0017 .0x0Q97
0x0097 Ype of ™1 e%{cev:rhlc% messat%sst Pl r‘be\ﬁ%e)dellvered in Qc%e order
version, etc inchteihdegd. This requires that each device be guaranteed

sub-devices. .. . Device Lnfo . ivery. RIS FrIRL, 9,09 VR
Response to aboVe: SH cERSMIELETFTY &% B nfo MESTP2Y

0x0098 None desthmed for ndli catreainhadle@lte must be (Medtieereldevige)the

previously requgrségg intended, out of order messages are possible when

25 destined for different devices.

Allowed hop count field 688 indicates how many hops

can occur before the message is purged from the system.

Each time a message passes through a master, the allowed

hop count field is decremented by one and checked to see

30 if it reaches zero. Once the count reaches =zero, the

master generates an error message indicating that the

message has not reached the sender with an air. Message

I.D. field 690 contains the unique identification number

for a message. This message I.D. is used by low level



Devi ce I nfo has been

transferre Request Master Status Ox00Al  pErii

0x0021 Reﬁﬁ%g?lﬁztlﬁoe status of a (Devi ce- >Mast er) 00711851

system nast er. (Mast er - >Mast er)

| Master Status 0x002F° OxO001  Ox0001 Mast er

status. Used to (Mast er - >Devi ce)

i ndi cate various states (Mast er - >Mast er)

| of a Master. nﬁ-ﬂ[ "Val ue" field from TABLE A |s pl aced in

the "M commppd €854 8B nARAGF T T8 dt8f TREF PRt .1 ARE MRckgidal

gﬁta (Nb h@%g?@%dw#thfétspb@&ﬁﬁwledﬁe ahheresp?ﬁfﬁb|e length "MD"
ssageDat a i e ol l owi n is a nore

det ai | ed descrlgpt i oﬁ'Peséage commang, o fifiedd, éc?};‘ra message data 694

Acknowl edge represent the actual message being sent23n the packet.

This nessage is generat ed by the master or device to confirm

recei pt o? a ne¥3ghe RaFet  ishsagadedePp Frefdng the m%%%gﬁatféﬁlfihé%

original nessaggna \hsspg@hih@neénth@ppropriatResnaiaadid. shedhld heorgfinds
5 Message and paraneters: Field | Val uers) I

Descri ption are qgsigned for com@y@m@gﬁloqA@§ﬁyﬁpgdg§ Jgriee managenp
<None> Not hi "J‘.Qctaﬁed in Nale master and Bth3rTESSE4e arsS 9R/BEhALEd MV

the master when
communication with the connection manager located in the
10 master. TABLE A below lists exemplary messages that are
valid between a device manager and the device or master.
First column lists the command, the second column lists
the value of the command, the third column lists the wvalid
response from the device for that command, and the fourth
15 - column lists the valid response for the master of that
command and the fifth column lists the description of the
command. For example, command input channel OFF status is
sent from a device to a master, which sends the input
channel off status to the master. The wvalue of the
20 command sent in the command value of the command field 692
is 0x0085. Because the device is sending the message there
is no response for the device. The master response is
0x0001, which is the command for acknowledge and the
description of the command indicates that the input
25 channel is in the off status. Thus, this command would b=s
sent by a device after being queried by the master to say
that its input channel is in the off status, or it can be

sent unsolicited. The master would then send back an

acknowledgment.
30 TABLE A
Command Value Valid Response Description
Messages From
DEVICE MASTER
Acknowledge 0x0001 | None None Confirmation of message
receipt.
Nak 0x0002 | None None Indicates failed
delivery of a message.




destination system device for the nessage does not exist.
that a previ ous nessage was not

message
mast er .

"l

agel D field nust

mat ch

the or

Thi' s

gi nafé?fﬁg@ s

Messagel D and t he Response bit shoul d be set. 15 I\/Essage and
par anet ers: Field | Val uegs) | Description MC
0x0002 Nak Val ue VD <None> Not hi ng
| nput Channel ON Status (Device->Master) The I nput Channel ON
nessage i s generated when a button is PUSHed or Input channel is
turned ON from| gommidBd devi ce/ porfvaine af M@SticResponse | DescA¥paimage and
par anet er s: Fi eI d \Val ue %3;2$<§§§;%1 on MC
Chana \alkHe N Daysi L
0x0084 | npurTERRRaEERS O N LT e inwu TLCETSE 7 hs L anes
16-bit value. | (pusn ND% Po=1 nsi ane tig Bideoy; ﬁ'g \‘Jié’,s,_;,_
M5 .. 6] m@\;stel’fasterUna gned! 16-bit val ue MY 7 ..
Channel Unsi é ?;‘aﬁﬁl Q& geatus | 0x0085 | RERer  Charfif8t g tSekAnpsl tucned
. = s
(Devi ce- >Mast ed D o-sMaster; The Ihput Channel OFF meg stgg@mﬁé) gEidi%t ed
when a hlttpix.ﬂl’t:hlaﬁneRBh:\EAbEd O[r 0x0DigDaU oLqeae,NEbxqo86 { Wbk SJdrir derﬁH?lsﬁe
devi ce/ port or | dMapksE@Pevice) Essage g’rrﬂﬂaira arreters;:‘rlpge‘rftcehgoeﬁllwtctih
. . PO channels, en
| Val ue( S) I pescr i ption 0x0001 message is only ACKed.
30 OCutput Channel OGN Status 0x0086 | Error 0x0001 | Output turned ON status
{Device->Master) message.
Output Channel OFF 0x0007 | 0x0087, | 0x0087 | Output turn OFF
(Master->Device!} 0x0089, message. If device does
or not support channels,
0x0001 then messags is only
ACKed.
Output Channel OFF 0x0087 | Error 0x0001 } Cutput turned OFF
Status status message.
(Device->Master)
Input / Output Channel 0x0088 | Exror 0x0001 | Input and Output
ON Status channel turned ON
(Device->Master) message.
Input / Output Channel 0x0089 | Error 0x0001 | Input and Output
OFF Status channel turned OFF
{(Device->Master) status message.
Feedback Channel ON 0x0018 | N/A N/A Indicates the feedback
state the master is
maintaining. Only
generated fox
Diagnostic purposes.
Feedback Channel OFF 0x0019 | N/A N/A Indicates the feedback
state the master is
maintaining. Only
generated for
Diagnostic purposes.
Level Value 0x000A | 0x008A 0x008A | A level value changed.
{(Master->Device) or If device does not
020001 support levels, then
message is only ACKed.
Level Value 0x008A | Error 0x0001 | A level valiue changecd,
(Device->Mastex)
String 0x000B | 0x0001 0x0001 | Used to transfer a
{(Master->Device) “String”.
String 0x008B | Exror 0x0001 | Used to transfer a
(Device->Master) “String”.
Command 0x000C | 0x0001 0x0001 | Used to transfer a
{(Master->Device) “Command” .
Command 0x008C | Error 0x0001 { Used to transfer a
{Device->Master) “Command” .
Request Level Value 0x000Z | Error 0x008A | Requests tha status oi
(Master->Master) or specified level value.
0x0001 | If the level does not
exist, the response
message i1s ATK.




MC

Devi ce

Unsi gned 1‘%0b|
16-bit val ue.
val ue.

Qut put Channel

turned ON froma nmster.

Val ue('s) De
Channel ON Val
val ue.

MO 5. . 6]
Channel Un
(Devi ce- >Mast e
IS generated
devi ce/ port.

it assunes
send

by the naster.
event to occ
par amet er s:
0x0086 Qu
Devi ce Un
-Unsigned 16-b
16-bit val ue.
20 Qut put
Channel OFF ne
OFF from a mast

0x0085 | nput Channel OFF Val ue MD(1 ..2)
ed 16-bit val ue. M 3. . 4)
bg+138 p %@f
t ‘val ue. MD[ 5. . 6] System cT 'Hﬁ%ﬂ
M7 ..8] Channel Unsi gned 16-bit
Qut put Channel ON (Maste2?>Device) The
ON nessage i s generated when an Qut put channel is
5 Message and paraneters: Field
scription MC 0x0006 Qut put
| |@ommand . 2] Value VaIDe\Aegeonse Desstigtied 16- DI {
4! Messages Fr i
Nu:3. For%»l ORI Tl 16-bit value
Reques%YBﬁ‘Hﬁt Chan“éf”°'ﬁﬂ* OFPEHor YTDX0086 | Requ ne status d
ssghesd 16-bit val ue. Qut ptit - Charngk clé‘ﬂecé )
[ JMaster->Master) Thg CQutppt Chapfedos? CNhaISteAtq;sALana e
~ P Qr t
10 when an Qjtput thannel | 5id . t[FRERLS & gf‘bﬁﬁ
Note that when the master turlnge ﬁqué:sﬁag_rgnggr af:ﬂ\l
the channel is |[ON. Therefore| the (ehpwelshodindnnete
I hi s nessage in respdnse tojthe channel té@gBdePﬁEHSENS
Rekest Port Count | ML ETTGXODD0, | EXAIES | bX009U G Requedl nukbEIER pores
LikMaster->Mastei)n t he AXcess | pnguage used byb®sage and
. 3 €
Fi el d Val ue(s) Descr‘isggonggl if no MC
b 1 1 L1 e b L. AN L
Pt &adatt!TIel - UN- ol dl SOx8G80U P Error 0x 00Ol [-Nufber of ports used by
S i gpreck-282nkt) val ue. 4] device. d2@t tupon
(Maggeretaster) MX|5 .. 6] Syst|eagporting 1>Ur1‘s1i
MD[ 7. . 8] “fhannel Ursicghied? f,]_ﬁgfa m;\Z;;@fﬁe
Channel OFF (Master}->Devite) as a ré: tput
ssage i s _generated wien an Qut puUtReatesimRsict jCeuntiyr ned
ggqﬁest Output Channel 0x0011 | Error 0x0091 | Request number of
unt output channels used by
(Master->Master) specified port on
device. Assumes
256/port if no
response.
OCutput Channel Count 0x0091 | Erxor 0x0001 | Number of channels used
(Device->Master) by specified port. Sent
(Master->Master) upon reporting by a
device/port if it has
more than 256 channels.
Sent by a master as a
response to Request
output Channel Count.
Request Level Count 0x0012 | Error 0x0092 { Request number of
(Master->Master) levels used by
specified port.
Assumes 8/port if no
response.
Level Count 0x0092 | Error 0x0001 | Number of levels used
(Device->Master) by specified pori. Sent
(Master~>Master) upon reporting by a
device/port if it has
more than 8 levels.
Sent by a master as a
response to Request
Level Count.
Request String Size 0x0013 § Error 0x0093 | Request number of bytes
(Master->Master) supported by
device/port for a
single SEND STRING.
Assume €4 bytes if no
response.
String Size 0x0093 | Error 0x000% | Number of bytes/string
(Device->Master) supported by device.
(Master->Master) Sent upon reporting by
a device/port if it
supports than 64 byte
strings. Sent by a
master as a response to
Request String Size.




I\/Essage and paraneters: Field Val ue( s) | Description
. x2] 07 %@9@ Channel OFF Val ue MD . .2] Devi ce
U nsi gne " val ue. MO 3. . 4] Port PCTUSUHEHgned
16-bit val ue. MD[5 ..6] System Unsi gned 16-bit val ue.
MO 7. . 8] Channel | Unsigned 1628it val ue.
31 Qut put Channel OFF Status (Device->Master)
The Qut put Channel OFF Status nessage is generated when an Qut put
channel is turned OFF from a device/ port. 5 Not e that when the master
turns a channel[ddand T asSSUNES Value trVEIidCﬁE%BdS}&Ie_ IEescidbtion
Therefore, thel device should nol Messagem@rqmhi § nessage i n responsg¢
to the channel lbeire—ttrred o WPEYICE JTER
“RéqUelst Command Size 0x0014 {Erzor~ biO?fa' Request n or ?5<8§Eﬁ§
Internal ly, thilsMastgdgsMascadd Out put jevent |to occyr U | supporkéh u%
| anguage. Message and par aneterg: Fi elda}vicl:e/port for a
i pti single MEZannel
Val ue('s) Desclri ption MC . 0087 lﬁisme%@g fies atony
OFF Status Val ue I\/D[ O.p 2 Devi c d ] -
val ue. MorBand, & POf ©x0094 | ErtditS| (jneabolg-fakberVed B¥kes/command
MD 5 ..6] ‘De y%eré;]‘?“er) Unsi gned 16-Bit val de. suppork®{ Py devigh.
Ma aster
Channel Unsi h a t*Val ue. | nput 4 Qut put s@g?ﬂ@%ﬁ o\ $t“§t‘i¥s
( Devi ce- >Mast er) The | | nputj/ Qut put Chs ort harS%atDyge
nmessage S generated whep an I nput/ Qufput chepamresnds.ssengrimed ON
master as a response to
from ,Request Command Size.
Request Level Size 0x0015 | Error 0x0095 | Requests the data types
{Master->Master) supported by a level.
Assume BYTE (Type 0x10)
if no response.
Level Size 0x0095 | Error 0x0001 | Highest dara type
{(Device->Master) supported for a level.
{(Master->Master) Sent upon reporting by
a device if it supports
more than BYTE (Type
0x10) data types. Sent
by a master as a
response to Request
Level Size.
Request Status 0x0016 | Error 0x0096 | Request status of the
(Master->Master) device and oxr Port.
Status 0x009%96 | Error 0x0001 | Sent by device to
(Device~>Master) update master of
{(Master->Master) Status. Sent by master
as a response to
Regquest Status.
Request Device Info 0x0017 | 0x0097 0x0097 | Type of device,
{Master->Device) version, etc inciuding
sub-devices.
Device Info 0x0097 | Error 0x0001 | Response to above.
{Device->Master)
Device Info EOT 0x0088 | None None Indicates that all
(Master->Device) previously requested
Device Info has been
transferred.
Request Master Status 0x00Al | Exror 0x0021 | Request the status of a
(Device->Master) system master.
(Master->Master)
Master Status 0x0021 | 0x0001 0x0001 | Master status. Used to
(Master->Device) indicate various states
(Master~>Master) of a Master.
The “Value” field from TABLE A is placed in the “MC”
(MessageCommand) field of the packet. Any Message Data
required is placed in the wvariable length “MD”
5 (MessageData) field.
The following is a more detailed description of

exemplary commands.

Acknowledge



a device/port. Message and paraneters: Field

Val ue(s)  Wewsk @hi on MO I .. 2] Devi ce
16-bit val ue. MD[ 3..4] Port Unsi gned 16- %ﬁﬁ
MO 5. . 6] System Unsi gned 16-bit val ue. VD[ 7 8
] Channel Unsi aned 16-bit val ue. 20 29 | nput / Qut put Channel CFF
Status (Device->Master) The | nput/Qut put Channel OFF Status
nessage i s generated when an I nput/Qutput channel is turned OFF
from a device/port. 25 Message and paraneters:
Fi el d Vallpg(ss mes eprript generated by Cthe master or déxDHO89to
| nput / Qut put Ch F ! | ue ] Device .
Unsi gned 16- blt%%gglé%:ré%éggicgg.%Afessagewgﬁbgrt The Mﬁﬁﬁiﬁﬁiﬁlg}ﬁﬂp
val ue. MBSt . @latch the Systigyinal Uresigped 46-Mé$sa@bDb. and the
NII?. . 8] ann nel nsi d 16-bit val ue.

ngeg1 tannll!le e “sec. The Feedback Channel ON
nessage ) geneMmsaigénand paramethngnostlc pur poses only. _ See
the Diagnostic F."ébigagcr 5 vﬁﬁﬁgi 4 ﬁeﬁe-sgrf;ptifogr For-e—Ii-piornation
Message and par ggEters: 0x0001 Acknowledge Value

MD <None> Nothing

Nak

This message is generated by the master when the
destination system/device for the message does not exist.
10 This message indicates that a previous message was not
routable by the master. The MessageID field must match
the original message’s MessageID and the Response bit
should be set.

15 Message and parameters:
Field Vaiue(s) Description
MC 0x0002 Nak Value
MD <None> Nothing

Input Channel ON Status (Device->Master)
The Input Channel ON message is generated when a
button is PUSHed or Input channel is turned ON from a

20 device/port or a master.

Message and parameters:

Field Value (s) Description

MC 0x0084 Input Channel ON Value
MD[1..2] Device Unsigned 16-bit wvalue.
MD[3..4 Porz: Unsigned 16-bit value.
MD[5..6 System Unsigned 16-bit wvalue.
MD[7..8 Channel Unsigned 16-bit wvalue.

Input Channel OFF Status (Device->Master)
25 The Input Channel OFF message is generated when a
button is RELEASEd or Input channel is turned OFF from a

device/port or a master.

Message and parameters:

| Field | Value(s) | Description ]




Field Val ue('s) Description MC

0x0018 wo bséeAd ck Channel ON MX(1 ..2] Devi ce
Unsi gned 16-bit va MY 3 .. 4] Port  PCTUSMGA18Heq
16-bit val ue. I\/D[ 5..6] System Unsi gned 16- bit
val ue. MO 7. . 8] Channel 30 Unsi gned 16-bit val ue.
Feedback Channel OFF 10 The Feedback Channel OFF nessage
is generated for di agnostic purposes only. _ See t he
D agnosti c Manager specification for nore information.
Message and par aﬁﬁeters (084 5d Input Channel \GAF (VA Ge
Descrlptlon - R Device OPn3igned 16-bittmaldback Channel OFF
MD 3-- HIPPN Pork U,ngj. mefi 1psbitavalue. |\/n( e A1

ND[' .21 MD[5.. viLe System I~ Unsigned 16-hit value. c\,p+ o T
Por t Uy ] - ¢Hannel Unsigrled ¥6-Hit value. =) )
Unsi gned 16-bit val ue. ND( 7 .. 8] chanmet tnsTgmred-
16-bit val ue. Itput Chaﬂq@é/E|ON/akM£s’&é@$$l§évi’Q§Y' ce) Thi's
nmessage is used to force a | evel val ue change . fromthe master.
20 Message andt Bar QHEPEEs Channel ONpmgsgage is generatwd wdyss) an
Descri ption Output Mhannel is turned ON*EXOR a mastkevel Value Change
M1 ..2] Devi ce Unsi gned 16-bit val ue. M 3. . 4]
Por t 5 Un5|gned 16-bit val ue. MD[ 5. . 6] System
Unsi gned 16- bi M§513fe and paramgigys: Level Unsi gned
16-bit val ue. Field VD[ 9] Value(s) De“!.'élili%ﬁ.{rdbpe Unstgned—8=hit
val ue. MC 0x0006 Specli dutput Channel oN WWLXelU . . N]
Val ue MALH-c2)l |y sized | Pe%icee | ndjYngignddhp-bit value.
MD( 91] 1MDL3. .4 The—\ (BoXT T oo | Unsix FiF:LGn]Plt vglugi 4 chocifies

: MD[5..6 T “System J M- | unShgngd 16-bit valug. . &
how the MD[7.L8) | OW g ddhdnnel ( |VL)|_ Ivhsidhled 16-brx vdluk ol P cUet
The table below indicates the values of NJ 9 as they

correlate to Gftput Chitreel tOWEStatus (Device->Master)
The Output Channel ON Status message is generated
10 when an Output channel is turned ON from a device/port.
Note that when the master turns a channel ON, i} assumes
the channel is ON. Therefore, the device shouldinot send
this message in response to the channel being turned ON
by the master.
15 Internally, this triggers an output event to occur

in the Axcess language.

Message and parameters:

Field Value (s) Description
MC 0x0086 Output Channel ON Status Value
MD[1..2 Device Unsigned 16-bit value.
MD[3..4 Port Unsigned 16-bit value.
MD[5..6 System Unsigned l6~bit value.
MD{7..8 Channel Unsigned 16-bit value.
20 Output Channel OFF (Master->Device)

The Output Channel OFF message is generated when an

Output channel is turned OFF from a master.

Message and parameters:

Field Value (s) Description

MC 0x0007 Output Channel OFF Value
MD[{1..2 Device Unsigned 16-bit value.
MD{3..4 Port Unsigned 16-bit value.
MD{5..6 System Unsigned 16-bit value.
MD[7..8 Channel Unsigned 16-bit value.




33 Val ueType Specifiers Type Specifier #

of Bytes E Ox10 1 CHAR

il woousTRE T R 0x20 2 | RfEEEe0 1881
0x20 2 S| NTEGER 0x21 2 ULONG

0x40 4 LONG 0x41 31 4 FLOAT

Ox4F 4 DOUBLE Ox8F 8 The

Level Type command is used to query a device to 5 determ ne the

dynam ¢ range supported by the device. This information is then
used to generate nessages appropriate to the devi ce. Level

Val ue (Devi ce- BM@aﬁ?OCh%ﬁ%%l O%E;Sta-qg 9%§§E§E§kﬂiﬁs used to indicate,

to the naster vice por Has changed.
Message and par anet &tss Output Ielhelmhel OE‘E‘ Stat\al m&(ﬁs)age Pesydriid b g

MC 0x008A e )
Devi ce unsi Br?éld .- BPEPYEI & uégnn %'l)’[%% AFEF from aP(Sﬁé]tVlce/Port_-
Unsi gned516- bi Notal uwthat when #H¥Smas6dr turns aSghRtanel oBmEsi gredskmhid

val ue. 7. . . vel ns gned 16-bit val ue.

MD[ 9] ¥R \/ﬁﬁ%g?ﬁbe l%ngkgned ghﬁirf* Q&Pue.t OkF?ef degice should not
Specifier 2.2sknd kﬂnhewﬁésé@iyelﬁNbéépénééktbCehe channel being turned
for an explana n of hi s and the next _

field. LV@%[ master. vyl ye Dynanical |y sized. Size

i ndi cated by vnte;nally, this triggers an WBEBht &kent tStIddMhr
(Master - >DeV|ce% - The String nessage is generated by the
mast er }8 the Axcess language.

Message and parameters:

Field Value(s) Description

MC 0x0087 Output Channel OFF Status Value
MD[1..2] Device Unsigned 16-bit value.

MD[3..4] Port Unsigned 16-bit wvalue.

MD[S5..6] System Unsigned 16-bit value.

MD{7..8] Channel Unsigned l6~-bit value.

Input/Output Channel ON Status (Device->Master)
15 The Input/Output Channel ON Status message is
generated when an Input/Output channel is turned ON from

a device/port.

Message and parameters:

Field Value(s) Description
MC 0x0088 Input/Output Channel ON Status Value
MD([1..2 Device Unsigned 16-bit value.
MD{3..4 Port Unsigned 16-bit value.
MD[5..6 System Unsigned 16-bit value.
MD([(7..8 Channel Unsigned l16-bit wvalue.
20
Input/Output Channel OFF Status (Device->Master)
The Input/Output Channel OFF Status message 1is
generated when an Input/Output channel is turned OFF from
a device/port.
25
Message and parameters:
Field Value(s) Description
MC 0x0089 Input/Output Channel OFF Status Value
MD[{1l..2] Device Unsigred lé-bit value.
MD{3..4] Port Unsigned 15-bit value.
MD[5..6 Systen Unsigned 16-bit wvalue.
MD[7..8 Channel Unsigned 16-bit wvalue.




comuni cate a String. The format of a String is simlar to a "C

Language” strin however, the semantics are different. A
String in dY@8N6PEP system context is used 20 t o gener atRCTAUSdMSEo| "
nmessage. This "control" nessage coul d cause a | aser disc player
to begin playing a disc, di splay a message to the user of the
system or any nunber of any other uses. The string will be
converted, 34
as necessary, to any format that the device supports as

determ ned by the StringSize nmessage. Message and paraneters:
Field ' Feedbacyati’lﬁﬁﬁ)al oy Description

OxO00B String Val ue MD(.. 2] Devi ce

Unsi gned 16-bit val ughe FeedbackhAQQpnneg ON message pgpt generated for

Unsi gned 16-bit
Unsi gned 16- bltd)_/Q%ngstlc purpos%%ﬁnﬂ}. See the @g%%xg%%zéc Manager
Unsi gned B8-bit spegéfication for more information. speci fier

MD(8 . 9] Length Unsi gned 16-bit val ue. Nunber of
characters in snring (i.e. nunber of

el ements, this Mesmeget hednpalvemegers:

byt es) v H6—ni T Value(s) Ot [ioRGkripiion CENgthi—characters—(n-
or n-2 bytes) [&a¢ SUTT N OMRILEE TYPG ropaatE ICREmel on Keyword ]
Type Dat a TypewmIil.l.ype Device 5| 7€ | UnsignRhl@ebit value.
MBidcidd | or Port CHAR AlUagigaed 16+hdg, yalpe. oxa
8-bi t Vari abpl MOIS, 6 1 cs v e | System Unsigned 16-bit value., .. . _
: Moy Ot T T TIYY T Channel Unsigned 16-bit valuet ' ' 'Y
(i.e. an array of
characters) FeedbacW PEGHAB: orFr " Uni code” x02 16-bi t
Vari abl e | ength strings
10 The Feedback Channel OFF message 1is denerated for
diagnostic purposes only. See the Diagnostic Manager
specification for more information.
Message and parameters:
Field Value (s) Description
MC 0x0019 Feedback Channel OFF
MD[1l..2 Device Unsigned 16-bit value.
MD(3..4 Port Unsigned 16-bit wvalue.
MD[5..6 System Unsigned 16-bit wvalue.
MD([7..8 Channel Unsigned 16-bit wvalue.
15
Level Value (Master->Device)
This message is used to force a level value change
from the master.
20 Message and parameters:
Field Value (s) Description
MC 0x000& Level Value Change
MD[1..2] Device Unsigned 16-bit value.
MD(3..4 Port Unsigned 16-bit value.
MD([5..6 System Unsigned 16-bit wvalue.
MD([7..8 Level Unsigned 16-bit wvalue.
MD[9] ValueType Unsigned 8-bit value.
Specifier
MD{10. .n]} Value Dynamically sized. Size indicated by
MD[9].

The Value Type Specifier field specifies how the
following data (MD[10..n]) is interpreted. The table
below indicates the values of MD[9] as they correlate to

25 data types.



Arrays String (i.e. an arrayQ‘ WDE

char act ers) String (Device->Master) ring
nessage is Og?glﬁgr"gt ed by a device, sent to 10 t hEC'FfH§?°é‘r1851t 0
comuni cate a String. Message and paraneters: Field
Val ue('s) Description MC 33 Ox008B String
Val ue MO 1. . 2] Devi ce Unsi gned 16-bit val ue.

VD[ 3. . 4] Por t Unsi gned 16-bit val ue. MD[ 5

.. 6] System Unsigned 16-bit val ue. VD[ 7]

Val ueType Unsi gned 8-bit val ue.

Speci fier - Valuellhp® Spedd]fiers Lengt h Unsi gned 16-bit

val ue. Nunber of — characters
. . . “Type Specifier # of Bytes

in string (i.e.rg@gber—of 0x10 T

el ements, this [&aROTU_the nunber oail Dyt es)| 1 VO T O~ T}

String LeliDECHdRar acters. | 0kBO or n* 2| Hyt es) String

Val ueType Speci jé%’%%ga gx Ql\/\nr d T\lg’ig Dat.a T\lep Typp

Sl ze Range gione 0x40 — SpeeH——

I er GloRE AT T ays @A pxu 8- DIt VarTaore

| engt h strings |(FLoaT 0x4F 4 String

an array of charR¥Bers) Ox8IN DECHARE " Uni code” QxQ2

16-bit Variabl e | ength strlns(i.e. an . Arrays String
larray of WDE char aét&r qu} ype command is used to gquery a device toO
35 5 QEHHaﬁgneUWEH‘HyﬁiﬁVécﬁinge supported bi”Ehixﬁgﬁiﬁbnﬁfﬁﬁge
i s generated by the naster comuni cate a conmand stri ng.

format of a ConkRf@rmation ls themi paedt §0a IO ATATFUARSSEISS n@PPﬁ@E\éi@‘Fe
the semantics o the device.

Level Value (Device->Master)
10 This message is used to indicate, to the master,

that a device/port/level value has changed.

Message and parameters:

Field Value(s) Description

MC 0x008A Level Value Change

MD([1l..2] Device Unsigned 16-bit wvalue.

MD[3..4 Port Unsigned l6-bit wvalue.

MD[5..6 System Unsigned 16-bit value.

MD[7..8 Level Unsigned 16-bit wvalue.

MD([9]} ValueType Unsigned B-bit value. Reference

Specifier 2.2.5.3.13 Level Value (Master->Device)

for an explanation of this and the next
field.

MD[10..n] Value Dynamically sized. 8ize indicated by
MD[9].

15 String (Master->Device)

The String message is generated by the master to
communicate a String. The format of a String is similar
to a “C Language” string, however, the semantics are
different. A String in a control system context is used

20 to generate a “control” message. This “control” message
could cause a laser disc player to begin playing a disc,
display a message to the user of the system, or any

number of any other uses. Thes string will be converted,



5 are different. A Command in a control systemcontext is

used to a "control" nessage. This "control"
nessage Qf‘(g&{/ goeneral |y i nt ended to "conmand"  PERASI0/11851
control ling devi ce, not the controlled devi ce. For
exanpl e, a comand to an RS232 port m ght edable XONV XOFF 10 flow
control . Thi s command affected the controlling devi ce,
but not the controlled device. Message and paraneters:
Field Val ue('s) Descrintion MC _
Ox000C Commandevalssery, to ahp( Formt that theDGdé\ﬁiQ:ed supgd gnlﬁg
16-bit val ue. . 3,...4 . .Port Unsi gned 16-bit val ue.
MX5 .. 6] dete@?x%‘%%n by “]“Gngit@’fé‘gsié?bf“fas\?%g&e. MY 7
Val ueType Unsi gned B-bit val ue. _ Speci fier
M) 8 ..9] Messd®@eaghihd parabdesegsed 16-bit val ue. Nunber of
characters in gt e of —
. . 1d ; LIV N Dt

el ements, this Hgs Not—thenunbetoiispytes v Varee MOHHO—A)
Conmmand Len@gbli.ChAT act erTS. | bévied N 2| ByigSdd 16-8it valveConmand—Vatruetype
Speci fiers: MD(3..4] Keyword Typet Data TypegneByp@-bit vaoluge Rang
Speci f MD[S5..6] System | ppPnsigned lé-bitCMAReArravs " Nor nal "

. MD([7} . ValueType Unsigned 8-bd .
oxa 8- bi t Vari abl e Specifios signed B-b&f vape B
| ength strings|[™b{s..9] Length Unsigned 16-bit value. Number of (1 - ©-
an array characters ig s?ring (i:e.oﬁmbe: cf
charact ers) W DECHAR " Uni cod 9:;?;‘9?(“62 R 6SHRE the numkegr bl e
| engt h stri Ngs {Mpb(10..n] AT Tays String St lYength characters. (n or n=2 Lgytélél)'t' A
array of sW DE (characrters)

Comand (DEViCEHﬁﬁﬁﬁquAlueTer SpecifiefB® Command nessage is generated by
a device, sent to the master to conmmunicate a Conmmand string 2

Message and paf AREPEP Jype | Data Typg; egggiifi?r Size W%ﬂgllﬁle(sL Desci ption
MC CHARJ RIAIE U | “NorndBNTIAFHE1T VAl UE [B-pbit valdable ¥dngth strings

Devi ce Ungi gned 16- bi fstrisd ue. MD[ 3. . 4] (i.e. an arrayRBort
Unsi gned 16- bi t=yalye : characters) :
WIDECHAR “Unicode” | 0x02 16-bit | Variable length strings
Arrays String (i.e. an array Qf WIDE
characters) -

.

String (Device->Master)
The String message is generated by a device, sent to

10 the master, to communicate a String.

Message and parameters:

Field Value(s) Description

MC 0x008B String Value

MD[1l..2 Device Unsigned 16-bit wvalue.

MD([3..4 Port Unsigned 16-bit value.

MD[5..6]} System Unsigned 16-bit value.

MD(7} ValueType Unsigned 8-bit wvalue.

Specifier

MD[8..9)] Length Unsigned 16-bit value. Number of
characters in string (i.e. number of
elements, this is not the number of bytes)

MD[10. .n) String Length characters. (n or n*2 bytes)

String ValueType Specifiers:

Keyword Type Data Type | Type Size Rangs
Specif
ier
CHAR Arrays “Normal” 0x01 8-bit Variable length strings (i.e.
String an array of characters)
WIDECHKAR “Unicode” | 0x02 16-bit Variable length strings (i.e. an
Arrays String array of WIDE characters)

15



MD[5 .. 6] System Unsi cned 16-bi: val ue. MO 7]

Val ueType widweiegiaed 8- bit val ue.

36 MD[ 8. . 9] Lengt h Unsi gned 16- bi {3% f)ltngSI
Nunber of characters in string
(i.e. nunber of 35 el ements, this is
not the nunber of bytes) MO 10 ..n] Comrand Length characters.
(n or n*2 bytes) Command Val ueType Specifiers: Keywor d
Type Data Type e Size Range

S%gci Pee mma%g (Master->Device) ¢ gr CHAR Arrays "Normal"
Ox01  8-bit Veheald G £4@t heSlshlgd0Sis generated by the naddd¥ to

(i.e. an array of

characters) communpEpEeHAR commangh Hogng . kbR formadi tof a Cotanandl &s

| engt h Str;ngsD%Lmllar t TAYSC Language"%tring, however, the sembht$es

an a-ray o

charactgr§) are diffgret. LeW%ICvﬁmaéd(N@Bt@rcemasbérﬁysﬂim context is

The Request L I ge rat T Gr
q guel 'ﬂ? %%ne@%&%@ 5 SonFLE ﬁ%%@&%age an&lSar ?EFQE

to request the |l evel value of a

Field messggeue( 5 g@B§GﬁﬂQWIonlntepaedhK:to command” the
OxQOOE RegugstokeyRl Vakysc c Me Anproried &8V

Unsi gned 16-bit val ue. 5 Vs . APT Horg-te V’dﬁ%r nedfo*
16-bit val ue. examplepDa5comgind to an By232nport midrei grredb 16- mm/XOFF
val ue. A e el Upsigned 16:bit val ue. 10
Request Qut put anne? "9t us ( eSS ) DL 00ESq Ppgrolling
Request CQut putlevichanhek nosStateusonUmﬁ.ﬁaagae caviee. gener ated by

the master to request the status of a single

Message and parameters:

Field Value(s) Description
MC 0x000C Command Value
MD{l..2 Device Unsigned 16-bit value.
MD[3..4 Port Unsigned 16-bit value.
MD[5..6 System Unsigned 16-bit value.
MD[7) ValueType Unsigned 8-bit wvalue.
Specifier
MD[8..8} Length Unsigned 16-bit value. Number of
characters in string (i.e. number of
elements, this is not the number of bytes)
MD{10..n} Command Length characters. (n or n*2 bytes)
15 Command ValueType Specifiers:
Keywoxrd Type Data Type Type Size Range
Specif
ier
CHAR Arrays “Normal” 0x01 8-bit Vzriable
String length strings

{i.e. an array
of characters)

WIDECHAR “Unicode” 0x02 16-biz Variable length strings
Arrays String {(i.e. an array of WIDE
characters)

Command (Device->Master)

The Command message is generated by a device, sent

to the master, to communicate a Command string.

20
Message and parameters:
Field Value (s) Description
MC 0x008C Command Value
MD[1..2) Devicse Unsigned 16-biz value.
MD[3..4 Port Unsigned 16-bit value,.
MD{[5..6 System Unsigned 16-bit value.
MD[7) ValueType Unsigned 8-bit value.
Specifier




Qut put Channel or status of all Qutput Channels. 15 Message - and

araneters; Field Val ue(s) Descri ption
p WO 00/67140 (5, yoF Request Qut put Channel St at UBCT/HSWAE18s1
I\/D(I — Devi ce Unsi gned 16-bit val ue. MD( 3. . 4]
Por t Unsi gned 16-bit val ue. 36 MD(5. .63 System
Unsi gned 16-bit val ue. VDC7 .. 8] Channel Unsi gned
16-bit value. If zero then the
request is for a status update for all
channel s on thg ¥Wp&cPfi ed port. |length Rerpiesid FRobit @alwal Number of
( Mast er - >Mast er}) Thi s nmessp emeﬁgﬁ%égg:rfggghghfhé‘%t?fnat i or
devi ce, MDL 16 . AUTDET U PeBnkinaS UPPPLAnEEh e¥adafte T o A
20 assunptron that the nmaster nakes 1S5 t(hat eacn devrce TN

the system hascom&n@0VhilueTipel bgecHeybeg: does not respond,
the master assuynes that it has aone nnr'r

37 NEELAG YRR pey A6t eff SYP . | Size Fj | d] Range Val ue('s)
Description MC fﬁgéOlO Request Port Count Val ue
VDLl . . 2) CHARRwraye | "Nodgmk| gne¢dxdi6- pedbival ue. | Variable Mdgth s&dings

Syst em Unsilgned 16- bi { S¥&Fée. Por t Coun1 ciaraé@’e‘gglﬁMt er,

Mast er - >Mast er ) wIoEcHAR “OUnicedb’S BRsAUPTe-bor t 1T vmﬂPﬂW
to the MRegusest P@istri@punt Essage above. It (2. Saani-rlayoa wdew| ce
upon reporting Yf—the devi thah one port]} cnaracters)

Request Level Value (Master->Master)
5 The Request Level Value message is generated by the

master to request the level value of a level.

Message and parameters:

Field Value(s) Description

MC 0x000E Request Level Value

MD[1..2 Device Unsigned 16-bit value.

MD[3..4 Port Unsigned 16-bit value.

MD({5..6 System Unsigned 16-bit value.

MD{7..8) Level Unsigned 16-bit wvalue.
10 Request OQutput Channel Status (Master->Master)

The Request Output Channel Status message is
generated by the master to request the status of a single

Output Channel or status of all Output Channels.

15 Message and parameters:

Field Value (s) Description

MC 0x000F Regquest Qutput Channel Status Value

MD[1..2 Device Unsigned 16-bit value.

MD(3..4 Port Unsigned 16-bit wvalue.

MD({S5..6 System Unsigned 16-bit value.

MD(7..8 Channel Unsigned 16~bit value. I zero then the
request is for a status update for all
channels on the specified port.

Request Port Count (Master->Master)
This message requests, from the destination device,
the number of ports supported by the device. The initial
20 assumption that the master makes is that each device in
the system has one port. If the device does not respond,

the master assumes that it has one port.



Message and par
MC

Devi ce
Unsi gned 16-bit
16-bit val ue.

10

aneters:

WO 00/67140 Ox0090
Unsi gned 16-bit val ue.

MX5 .. 3
Request Qut put Channel

val ue.

Field
Port Count Val ue

6]

Val ue('s)

MI[ 3. . 4)
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t hat

t he

mast er

15

Port Count
Count (Master->Master)

De

scription
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OxC011 Req
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0x0010
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VEStTEerT->vaSster)

This nessage ispdhe t68RONSBeliOEL-8MABEELS!, MAstRB®->Master)REquest Qut put
b a devi ce/ port upon

reportin@if the deviB&ShAESFHAL t hainthe respomsecHayvfel 8. mazger to the

Channel

Message and par
MC
Devi ce
Unsi gned 16-bit
val ue.

REIBLELE: port Couh
OX0091 ~ ~Qut '
Unsi geeer 16ebprtiaguéf the devipp3hag) more than opgr tport.

val ue.

Count nessage above. |

t

I S sent

our

MY 5. . 6)

Message and parameters:

kehdssage above.
Channel

Bl ULL Sden PRGN LDY
Count vg%ue en %D%Pg?%Pce
System Unsi gned 16-bit
38

Field Value (s) Descripvtion

MC 0x0090 Port Count Valus

MD[1..2 Device Unsigned l6-bit wvalue.

MD[3..4 System Unsigned 16-bit value.

MD(5..6] Port Count | Unsigned l6-bit wvalue.
10

Request Output Channel Count (Master->Master)

This message requests from the destination device,
the number of output channel supported by the specified
device/port. The initial assumption that the master

15 makes is that each device/port in the system has 256
channels.
Message and parameters:
Field Value (s) Description
MC 0x0011 Reguest Output Channel Count Value
MD{l1..2) Device Unsigned 16-bit wvalue.
MD({3..4 Port Unsigned 16-bit value.
MD[5..6 System Unsigned 16-bit value.
20 Output Channel Count (Device->Master, Master->Master)

This message is the response from a master to the
Request Output Channel Count message above. It is sent by
a device/port upon reporting if the device has more than
256 channels.

25

Message and parameters:

Field Value(s) Description

MC 0x0091 Outputc Channel Count Value
MD[1..2) Device Unsigned 16-bit value.
MD[3..4 Port Unsigned 16-bit value.
MD{5..6 System Unsigned 16-bit value.




M7 ..8] Qut put Unsi gned 16-bit val ue.

Channel Count Request Le

(Master-> é?@?‘“ Thi s message requests, fromth légéaﬁﬁ%tlon
devi ce, t he nunber of | evel s supported by t he
specified 5 device/port. The initial 38ssunption that the master makes
I's that each device/port in the system has eight |evels. Message
and paraneters: Field Val ue(s) Description MC
x0012 Request Level Count Val ue MO .. 2] Devi ce

Unsi gned 16- bji¥pivalsue. \@(@uc 4) | Unsigned 1lPgyift value. Unsi gned 16-Di
val ue. - MD[ 5. . 6] g&sﬁen1 Unsi gned 16-bit value. 10

Level Count (Bevirce—>haster,Master->haster)— Thrs—ressage—

t he response ﬁ %EE%t”?%R%ﬁ.Eﬂnﬂﬂ?(Mﬁfte _;ﬁggggg) Level Count nessage

above.
devi ce has nnre t Rands messag@lghquEeVeLserMSthe destibetdge aimiice,

par anmet ers I alqg} cripsio
P00 < LeviPecot REF e OF  LeviRptr “GidBor AR | OBne es%vg%hle%d
16-bit wgal ue. dev1ce/ﬁﬂﬂﬂ3 T initial #estmptionUtdiagnddhel Braxitte v ahalees

MD[5 .. 6] stem UnS| ed 16- bi t, val ue. { +.8
Level Unsﬁangg qh\? égport in the system has e%m%%u%evels.

evice/port  upon reporting if the

Request String Size (Nhster->Nhster) This message requests
t he nunber k el enent s strlng and the string types supported
by the devi cef poredc ahd pa”ﬁﬁ? iHi%% al assunption that the master nmkes is
t hat each Field devl ce/ port Maltuhes)svqu;miem‘ t | hnd
MC 0x0012 Regquest Level Count Value
MD[1l..2 Device Unsigned 16-bit wvalue.
MD{3..4 Port Unsigned 16-bit value.
MD[5..6] System Unsigned 1l6-bit wvalue.
i0 Level Count (Device->Master,Master->Master)

This message is the response from a master to the
Request Level Count message above. It 1is sent by a
device/port upon reporting if the device has ﬁ@re than

eight levels.

15
Message and parameters:
Field Value (s) Description
MC 0x0092 Level Count Value
MD(l..2] Device Unsigned 16-bit value.
MD[3..4 Port Unsigned 16-bit value.
MD[5..6 System Unsigned 16-bit value.
MD[7..8 Level Unsigned lo-bit value.
Count
Request String Size (Master->Master)
This message requests the number of elements per
20 string and the string types supported by the device/port.
The initial assumption that the master makes is that each
device/port in the system supports 64 elements/string and
only supports 8-bit character strings.
25 Message and parameters:
Field Value(s) Description
MC 0x0013 Request String Size Value
MD[1l..2] Device Unsigned 16-bit value.
MD[3..4] Port Unsigned 16~bit wvalue.
MD[5..61] System Unsigned 16-bit value.




only supports 8-bit character strings. 25 Message and paraneters:
Field Val ue(s) Description MC x013
Request St rYR§Y&14R val ue MD(I . . 2] Devi ce PGTAISgpeLsst
16-bit val ue. M 3 .. 4] Por t Unsi gned 16-bit val ue.
MX(S ..6] System Unsigned 16-bit va ue.

39 String Size (Device->MasterMast er->Mast er)

This nmessage is the response froma naster to the Request String
Si ze message above. It is sent by a 5 devi ce/port upon reporting
If the device/port supports nore than 64 byte strings or nore
than 8-bit chargetehg size (DeMilddiGMadtderF MddNSrINg, By )yTum nunber of

el enents/string t he device supports and the types of strings
support ed. This Npeesgat idherher agsponsiengf AR sagewstde spzehof
10 the nmesgagfesWi | beigg detiskm pedsaly aﬁsvesrmﬂer Ofse&@eb a
maxi mum string size supported by the device and naxinmum Ket

si ze supported B8¢vire/PORY eYEPRbUECRRBELRY| if the dev$ﬂ§%§m@3:aw@pports
par anet ers: R ( ri on -
0x0093 String %I ze evrgAIrSeM byte ?/D}l?hkj% Wr RB2e t%%h & blbnshareaé:te
16-bit value. stringsyDI¥ refjurns the m@xumum nunbegned gaememtwman1ng

MX(5. . 6] the SUSLERe Sasianad b Bl @Lg@ £ st JPL
Val ueType Unsigned % bit va he Stri ng ue T pported.
Note that when transferring nessages, the size of
10 the message will be determined by the smaller of the
maximum string size supported by the device and maximum

packet size supported by the low-level bus protocol.

Message and parameters:

Field Value (s) Description
MC 0x0093 String Size Value
MD[1..2 Device Unsigned 16-bit wvalue.
MD[3..4 Port Unsigned 16-bit value.
MD{5..6 System Unsigned 16-bit wvalue.
MD{7] ValueType | Unsigned 8-bit value. The String ValueType
Specifier | Specifiers supported are ORed together into
this field.
MD[8..9] Length Unsigned 16-bit wvalue.
15
String ValueType Specifiers:
Keyword Type Data Type Type Size Rangs
Specifie
r
CHAR Arrays “Normal” 0x01 8-bit Varizble lengtn strings
String (i.e. an array of
characters)
WIDECHAR “Unicode” | 0x02 16-bit Variable length strings
Arrays String (i.e. an array of WIDE
characters)
Request Command Size (Master->Master)
This message requests the number of elements er
20 command and the string types supported by the
device/port. The initial assumption that the master makes
is that each device/port in the system supports 64
elements/command and only supports 8-bit character
arrays.
25

Message and parameters:

| Field | Value(s) | Description




Specifier Specifiers supported are ORed together into

| this field. MD[8_ . 9] Length Unsi gned 16-bit value. 15
String Val W&M9$E18peci fi ers: Keyword Type Data TypePCTHse0/118565i ze
Range Specifie

r CHAR Arrays 'Normal" Ox01 8-hig Vari able |l ength strings
String | (i.e. an array of

characters) W DECHAI R  "Uni code" 0x02 16-bi t Vari abl e |l ength
strings Arrays String (i.e. an array of
W DE [MC 0x0014 Request Command SiRAIVAGEET S)

Request Comran Lze2)((MASt er - >NEPsvige) Unsigned 16-bitTvy@lge.NESSAag€E I €qUESTS
t he nunber of Brl s—per—20 Port g Jasignad d6-bigpyalue .ot 1| ng types
supported byl Rlgke e e e ot R A A B S unption—thatthe |

mast er nmakes t ha each evice/port in the system supports
64 el eﬁ@ﬁ‘fn?f‘éo%%?d EDea OnMSt®tsupports  8-bit  character

arrays. 25 ﬁﬂﬁﬁ%ﬁ#ﬁiﬂ@bpasamwéﬂﬁbsponse, Frbhekd device, to|the
Val ue(s) | Descri pt i.on
N REGBasoraommante i BSRRRAG SFHR%al ve Tt 1S SRBRLDY of
Devi ce SUnsigdedite/Midrtvahgen reportilMy| 3if 4khe devicelpbirt suppstgsed
16-bit val ue. I\/D[g . E%] System  Unsi gned 16-bit val ue.
Conmand Size [R&G dralnsfePyte commands ormfirepslzge § P itheChaEpoheE,

froma device, chana®s . It RequestrfemManthdsSi ze niB&sage abaveber |t b8

sent by a . .
elements/command the device supports and the types of

strings supported.

10
Note that when transferring messages, the size of
the message will be determined by the smaller of the
maximum command size supported by the device and maximum
packet size supported by the low-level bus protocol.
15 '
Message and parameters:
Fielad Value (s) Description
MC 0x0094 Command Size Value
MD({1..2) Device Unsigned 16-bit wvalue.
MD(3..4] Port Unsigned 16-bit value.
MD(5..6] System Unsigned 16-bit value. -
MD{7] ValueType | Unsigned 8-bit wvalue. The String ValueType
Specifier | Specifiers supported are ORed together into
this field.
MD[8..9] Length Unsigned 16-bit wvalue.
String ValueType Specifiers:
Keyword Type Data Type Type Size Range
Specifie
r
CHAR Arrays “Normal” 0x01 §-bit Variable length sctrings
String (i.e. an array of
characters)
WIDECHAR “Unicode” 0x02 l16-bit Variable length strings
Arrays String (i.e. an array of WIDE
) characters)
20 Request Level Size (Master->Master)

This message requests a list of data types supported
for the specified level. The initial assumption that the
master makes is that each device/port/level only supports

8-bit unsigned values (BYTE Type 0x10).



5 device/ port upon reporting if the device/port supports

nore than ¥é dyszetocommands or nore than 8-bit character CT hﬁ&?s-
It returns t he maxi mum nunmber of el ement s/ conmand
t he devi ce supports and the types of strings supported. 10

Note that when transferring nessages, fthe size of t he
nmessage W ll be determ ned by the smaller of the maxi mum comrand

si ze supported by the device and maxi num packet size supported by
the | ow | evel bus protocol. 15 Message and paraneters:

Field _ Val ue(s) Description MC

Command Size VHesesage and M3damet@rs:

0x0094
Devi ce Unsi gned 16-bit val ue.

V21T I\/I'Y\l-_) 6]

T VX x
Jbeseription ValueTvpne
o~ WP Al o

N[X 3 .. 4) LFi?lE?r? . Linct aanad 16 1t

. L [Valde sy
System  Unsi grge— 6= " Relbest Level size valus

t Vdi UC.1 0x0013
Unsi gned 8- bi t| MU [$signed 16-bit value.

The ST 1 NpeVdale |
Specifier SpeciflBerdd Ung felel er6-bitf Galue.

support ed BBre ORe
this field. s bgned | Jochinwaiue6- bit val ue.

MD[5 Q Ql | System | A
1 s 3 -
String Val ueType SRR S&-bIRaYaluey ne  Tune

Size

MD 1::§ Ce Level |1
ONCLT T TTT O, IRCy'V

Range . — Specifie, . CHAR Arrays
"Normal " oxok®Vel g% (Peyigs aﬁl%sgﬁﬁg{aﬁsé?rrrﬁ&§s“er)
String S This mef$sage drs athay mdsponse from a master to the
characters) , CHA . " Uni code” 0x02 16-bit, Variable
|l ength stri ngsReques\é\' Di??’ﬁys Size Jgieppgge apove. . It is geng by a
array of WDE device/port devicefbragh kel
Thi s message

20 Request _Level Size ( r->Mast e ,
requests a |ist BP°F&ta W%%E/E\Ztgpdﬁ‘tyé’d" 8d10) leBplehe peeg s pERS | avaist

upon reporting 1if the

The initial asstingdkiten tiypals tdipported bybséeeinakes is that each
devi ce/:%)rt/ | evel ORI| ){__ supports 8-bi t unsigned val ues (BYTE Type
ol O ote tThat when transferring lévels, the master will
typecast from larger sized types to the largest type
supported by the device. For example, if the users
Axcess? program sends a FLOAT to a device that supports
only BYTE,CHAR, and INTEGER types, the master typecasts
15 the FLOAT to an INTEGER before sending to the device.
Message and parameters:
Field Value (s) Description
MC 0x0095 Level Size Value
MD{1..2] Device Unsigned 16-bit value.
MD{3..4 Port Unsigned 16-bit value.
MD{5..6 System Unsigned 16-bit value.
MD{7..8 Level Unsigned 16-bit value.
MD([9] Count of Unsigned 8-bit wvalue. This is the count of
ValueTypes bytes to follow where each byte represents
2 supported level type.
MD{10..n] List of Unsigned 8-bit array of ValueTypes.
ValueTypes
ValueType Specifiers
Type Specifiex # of Bytes
BYTE 0x10 1
CHAR 0x1l i
WIDECHAR 0xZ0 2
INTEGER 0x20 2
SINTEGER 0x21 2
ULONG 0x40 4
LONG Ox41 ]
FLOAT Ox4F 4
DOUBLE 0x8F g
20
Request Status (Master->Master)



41 Message and paraneters: Field

Val ue(s) | _Description MC Ox0015 Request Leve
Si ze Val ue WO 00/67140 \D( 1 . 2] Devi ce Unsi gned 16pdi/usooaliss.

MO 3. . 4] Por t Unsi gned 16-bit val ue. MD[ 5. . 6]
System Unsi gned 16-bit val ue. MY 7. . 8] Level

Unsi gned 16-bit val ue. Level Size (Device->Master, Master->Master)
5 This nessage is the response from a nmaster to the
Request Level Size nessage above. . It is sent by a

devi ce/ port upon Thepomelssgge irfequetslte fiisanh cehpordelsic@v@lition device,
supports nore e 0xL0), l eyel s returns a list of data
types supportegxﬁi {%%g Oﬁoghe geVlce °© %r{that when transferring

| evels, the nmaster w | typecast fromlarger sized types to the
| ar gest type support ed e the device. For exanpl e,

if the users!essage aggcgigﬁm% %ﬁ? sends a FLOAT to a device
that supports|[Field only W‘E&e@HAR neseNPERR TYpES, The naster.
typecasts 15 [MC _the FILOAT t|@*8H 6] NTEGHReHpdshr $tasemAedegvaipe t he device.
Message and paigifiets: Rl d onsigned orRdt LY _

Descri otion S X0 e rine. oAV Elos Hetbe VA UL ="

MDLI . . 2] MD[e¥l ce seemgned 1jBmbidney aleHitit value. VX 3. 4]

Por t S] Unsi gned 16-bit val ue. MD( 5. . 6] System

Unsi gned 16- bi tStedtue. (Device->ME¥Ter BJaster->Mastevpl Unsi gned
16-bit val ue. Count_ of Unsi gned 8: bi t
value. This is the cou%?[%kssage is the ?dsponse LromV'Idg%§ to 4hA es
to fol |l ow wher Rezprds hyiSeateysr eSedé s message above. . It is sent by a

device/port if the device/port needs to update the master

10 of a status change.

Message and parameters:

Field Value (s) Description

MC 0x0096 Status Code Value

MD[1l..2] Device Unsigned 16-bit value.

MD[3..4] Port Unsigned 16-bit wvalue.

MD[5..6 System Unsigned 16-bit value.

MD[7..8 StatusCode Unsigned 16-bit value. If port=0 then
status of device instead of port.

MD[9] ValueType Unsigned B-bit value. Type of

Specifier StatusString.

MD[10..11] Length Unsigned 16-bit value., Number of
characters in string (i.e. number oi
elements, this is not the number of bytes)

MD[{12..n] StatusString Length characters. (n or n*2 bytes)

Request Device Info {(Mastexr->Device)

15 This message requests device specific information

from the specified device.

Message and parameters:

Field Value (s} Description

MC 0x0017 Request Device Info Value

MD(1..2 Device Unsigned 16-bit value.

MD([3. .4 Systenm Unsigned 16-bit value.
20 Device Info (Device->Master)

This message is the response to the Request Device

Info message above.



a sunported |level type. MDC10 .. n] Li st of Unsi gned

8-bit arrawoboakseTypes. Val
Val ueType Specifiers Type Speci fier ﬁ*&fyﬁggsx _
BYTE x10 1 R COxi | [
W DECHAR 0x20 2 | NTECER 0x20 2
SI NTEGER 0x21 2 ULONG 0x40 4
LONG 0x41 4 FLOAT Ox4F I
equest Status
?SlaJthLEr»Naster) OBy - A 1530 bit £1ea BB BLYS indicatessa
Thi s nmessage resuiegts, abpeatt b€ deﬁttmahamlt%w ce, the status of
t he device or port. Message and paraneters: Field
Val ue('s) Descrlﬁ?Fo each deviggrand sub-device d%y@16contaln$@quest
St at us Code V@J#@bgrammable“@ﬂéctrahlc compondP®4 Githin thémabgggg b't
val ue. hﬁ{ 4, Por t Unsi gned 16-bit va
port O t r-%n fol OWlng lnformatlon is replled' requestl ng st at us Of
devi ce. MYbjecbID - an §y§i€”1un1que Ungk gned 1§hg'tdﬁ?f€%)
5 Status (Device->Master, Mast er - >Mast er)

message i s the Yeepohiierr 5hrh Afensifigst Hhis structupeqodsingbames iGode
message above. thif ii% S€84dP¥ A construct Q§N'E349951”fdéJEE§eK'%@g%yﬂy

needs to updat eLépedirggtae; t%othe usgfr a status chang
10 ParentiD - An B8-bit value that references an
existing ObjectID. 1If 0, then this object has no parent.
ManufacturelID- A l16-bit value that uniquely
identifies the manufacture of the device.
DeviceID - A 16-bit wvalue that uniquely identifies
15 the device type.
Serial number - A fixed length field 16 bytes long.
FWID (Firmware ID) - A 16-bit value that uniquely

identifies the object code that the device requires.

Version - A NULL terminated text string that
20 indicates the revision 1level of +the re-programmable
component.

DeviceID String — A NULL terminated text string that

indicates the name or model number of the device.

Manufacturer String - A NULL terminated text string
25 that indicates the name of the device manufacturer.
Extended Address Format - An 8-bit wvalue that

indicates the type of device specific addressing
information to follow.

Extended Address Length - An 8-bit wvalue that

30 indicates the 1length of device specific addressing
information to follow.

Extended Address - Extended Address as indicated by

Extended Address Type and Length.

35 Message and parameters:



Message and paraneters: Field Val ue('s)
Descri pt | o MC Ox0096 St at e Val ue
00/67140 . . .
MD(1 . Devi ce Unsi gned 16-bit val ue. Bér%go/wys .4
Por t Unsi gned 16-bit val ue. .. 6] System
Unsi gned 16-bit val ue. VD[ 7 8] 44 St at usCode Unsi gned
16-bit value. If port=D then
status of device instead of port. VD[ 9] Val ueType
Unsi gned B-bit QL_aJlém Type of TIEY . SDeci fi er
i ie MOL10 pls eCE IR PP Unsigned 16-hit
St ) usSt N AR 012 X Devi ot 5 fo Vatas e recroren
va !Je- ! UnMber =gy . Device Unsigned 16-bit value. el e
Strl ng (l . €. I. 4 System Unsigned 16-bit value. etenent
this is not th@manﬁer of byt p8lag b2t .fmield StatusString
Length charactlers. (n or n*2|bytes) E;trgs;oiﬁ : g§pis 3 Degrqrovay afnprated
(Mast er->Devicle) 15 This | BESsaGtmode’ SOLASES P dell e
specific i nfQ¥oTRLT_ON ObjeE#IBIM [ en<ip&sal §1b66 v BiAl. CE.
Message and par¥xidiers: ParentfDa| (J| Unsigned 8-bit vgideye(s)
Description MD[9..10} s~ MEfgID ed 16-bit va
p _%1. L1221 DeviciiD . msigned 1€-bit valu .
Val ue 328 Serialiu F16 bytes of “notlde yet.
MD( 3. . 4] System r Unsigned 16-bit vaI ue. 20 Devi ce
Info (Device- 9[5%'9'3?] FWID 'I:Bmsggmdsl;fjiépt valuehe response to the
; M i..n i ar ray, NULL terminated, contalnlng a
ReqUESt Devi ce I nfo n%%rgab‘b ab bggklon s f] General y, in this forma::
43 Fl ag A 16tbit bit f 00\0" bit | cates a
uni que aspect |ofoihtinetl onal I t jyPeviceID CHAR anyfeam clemireee@lndpgsuhrldew ce
t hat contains |re- progf &ftBbl e el BRIH o orffBiTantYs Wi EMisnfTRes:
device, the 5 foll owi ng | nformati oh wSi{&PEd-8d r5232)
MDip+l..q] Manufacture | CHAR array, NULL terminated, containing the
String mfg.’s name. Generally, in this format:
"AMX Corp/0”
MD{g+l1] Extended 8-bit value. Used to indicate type of
Address extended address to follow.
Type
MD([g+2] Extended 8~bit value. Used to indicate length in
Address bytes of extended address to follow
Length
MD{g+3..r) Extended Extended Address as indicated by Extended
Address Address Type and Length.
Extended Address Type
Type Description
0x01 Neuron ID. Length will be 6 and address will be the 48-
bit Neuron ID of the device.
0x02 IP4 Address. Length will be 4 and address will be the
4-byte IP address of the device.
0x03 AXLink Connection. Length must be 0.
O0x13 RS232 Connection. Length must be 0.
All others Reserved.
Device Info EOT (Master->Device)
5 This message indicates that all data (Device Info
messages) have been sent as a result of a Request Device
Info message. This message indicates to the requesting
device that all Device 1Info information has been
provided.
10

Message and parameters:

Field Value (s) Description

MC 0x0098 Device Info ECT Value
MD[1..2] Device Unsignad 16-bit value.
MD{3..4] System Unsigned 16-bit wvalue.




ojectID - An 8-bit wunique (within the device) i dentifier

that identifies this structure of information. This is used to
construct WR%7HOnal device hierarchy for display tPGHEsSA4Ess1 10
ParentID - An 8-bit value that references an exi sting
ObjectID. If 0, then this object has no parént. Manuf act ur el D-
A 16-bit val ue t hat uni quel y i dentifies the manufacture of

t he devi ce. DevicelD - A 16-bit value that uniquely identifies
15 t he device type. Serial nunber - Afixed length field 16

bytes | ong. Request Ma3NdX (SFﬁartrwvar EDeE)ce- md:ﬁté)t,tMa/sattene-themj quel y
i dentifies the obje ode_ vi.ce q Versi 0
A NULL terninated ex?ﬁ E%Igé ﬂlaets thde] ﬁ | cantl%sstexf hﬁesPBQ(iisi“bﬁﬂ‘

| evel of theitse- ptagnammblGenerally,comasnent Status messagReVvivgei Dbe

String - A NULL ¢ taxt, st tes fh
model nunber oP e wiaviay, hie WAEEE U dnhided " el ol aRRes .

term nated text string 25 that indicates the nane of the device

manuf act ur er. ended ~Address Format - An 8-bit value

t hat i niesaase 3k patﬁ‘éete%? device specific addressing

I nformati on to[ FodiEow. Value (BXt enescrifdaiess  [engih -  An 8-Di
value that 30lMC indicates BOOAL angt iy Regifest MastiescStaruseVdipec  addr essing
information to .%i!l! CZ , SYStemExt end ﬂﬂﬂlgﬂ?ﬂ-lﬂ-.a_\cbi’-t Vab’@f ended-Address—as

I ndi cat ed by Ext ended Address Type and Length. 35 Message and
par anet er s: Master Status (Master->Device,Master->Master) 44
Field Vall ueéyg% Descr.i ption MC

Ox0097 Devi ce JhfD fR@9e s the gppponsg) to the Regpggfcdaster
Unsi gnedol6- bi isoeduse . message aboM(3 butd]more commondysSt&ml be skn%i ghed

16-bit val ue. N%%G)L Fl ag 16-bit bit field.
Bit 0 - If set thenhmeshsss YeFidr at ed

in response to a button press while

Identifv node i s active. M 7] oj ectI D
Unsi gned 8- bi t MpSiSgge and paramqpgnpy- Parent | D Unsi gned
8-bit val ue. Field VO[O Ti0)ue () Des¥E{Btion_ onsigned 16-bi T
val ue. MC 0x0021 Master Status Value
MD[1..2 System- Unsigned:16-bit value.
MD(3..4 Status Unsigned 16-bit value treated as bit
fields. See below.
MD (5. .n] StatusString | CAAR array, NULL terminated, containing a
text description of the status. For
exanple, “"Master Reset”

15 Master Status is defined as follows:

Bits 1 & 0 are encoded as shown in the table below.

Bit 1 State Bit 0 State | Meaning

0 0 Reset

When a device receives this status of the
master all channels on the device should be
turned off, all levels should be set to
zero, and the device shall enter the
“unconnected” state (see the Device &
Master Communication Specification).

0 1 Reload

When a device receives this status of the
master, it must stop sending messages to
the master until the master’s status
becomes Normal. No channels are turned

0fZ.

=
(=)

Undefined

1 1 Normal

Upcn entry in to the Normal state, the
device must report that it is on-line and
any channels that are ON, or non-zero
levels must be reported to the master.

Bits 15-2: Undefined should be zero.

20



MO 11 ..12] Devi cel D Unsi gned 16-bit val ue. MO 13
. 28] . 3610 oo/e5hd @l Nunbe 16 bytes of data. Format not defl;'é)ﬁﬁls(%ﬁ/&sél

MD[ 29 .. FW D Unsi gned 16-bit val ue.

.. N Ver si on CHAR array, NULL term nated, containing a
version string. Generally, inthis format: 4

"vi . 00\O0" MD( n+l . . p] Devi cel D CHAR array, NULL
term nated, containing a String nodel
nunber. Generally, in this fornmat:

"NXC- 232\ 0"  Diagnostic Manager (Net Li nx Card-
RS232) - MXRal .fdlliowing mbBBHERG! Ur@rlngBt@”aﬁ’rorﬁ\'ULBr are
termnated cont ai ni ng the String

nfg.'s nane. @ﬁé%aﬁgyfoprntbm dipgpegtic Manager:

" AMX' Cor p/ 0" The (APhgHbbtic MessageEXt@:[‘ﬁfd be @e@éérva%?@cjaffggd
to indicate type of dress exXt ended
address %0 fol feping/after the Diagnostic Manqggé’ specificaiau2]is
Ext ended 8zBhpi¥pkue. Used to indicate length in

Addr ess byt es of ext ended address to follow

Lengt h Command Value PEfgEiztion ) "Ext ended

Ext ended Addresi{ﬁ%gaf PAPTREET hY*ER endeq Used to display/convey a diagnostic

message. It includes a severity level,
Addr ess Address Type and Lengt h. module InkExir@nsedrAddr essselﬁyerseages
Type Descripti on agk @¢nerated internally wiNgigr gt | D.
Length will be he—theG8IteL:

) Réq osttc bﬁflﬁ? v T RE¥gisters the sending devi h the
bit Neuron |D joicéhet{iaVI Ce. 0% Q&agnostic manager such kéé d&é@l‘l’o@ﬁfo
Lengt h will bd_4_and address will be the| information be sent the sox.rce dev:.ce
4- byt e | P addr %guqﬂt ‘Eeh’éc%fe% ce! 0x0103 Maﬁ:)ge?)resnonas with Device

. essage (s) for each devic n y on-
Connect | on. Lengt h nmust be O. GX and the number of poj%géggé each
Connection. LUength nust be O. AkYicet her s Reser ved.
Devi ce Info EC)‘FXlWa%SfCe‘P?—V}Bév?‘C‘e 0x0189 iggzcaugs‘r Fﬁ‘ast a’rieS‘S‘ég’ee devtifeli cat es

Naosii oo f e ree o
that all d‘%‘&xesﬁﬁme&c T Mastel Crea Bt 23 83
result of a RquLtGS\Is Devi ce | nf @ enpRSAEGRte the currEht Scazmessage
indicates to rgaupqt ing devdcee Lh{;—)it alLI Device lnfo
evice cates that a WV, t
i nf or mati on hasp“zg)g,ﬁ*}wrIEr PrYVR ded. Jgﬁmagl has - "s%ﬁgé‘ Mg
parameters:. Request SR 0x0105 RéGiedES Q s entireCHiGE IJFCAIHCe/ports
MC __ | AsynchrOxd398 | Devi ce ||rhoreR€lly Vialttie Master’'s asyrvBfdnoud]
Devi ce LWEM notifgegtion 4Apt. System
unsi d 16-bilt %@@'i nous 020106 Contains a 51n*1§ entry fro@ the’Master’s
nsi gne No ication List asynchronous notification list.
Add/modify 0x0107 Adds or modifies an entry in the Master’s
asynchronous asynchronous notification list.
Notification List
Delete asynchronous | 0x0108 Delete one or all entries in the Master’'s
Notification List asynchronous notification list.

Internal Diagnostic String
This message is used by tasks within the master to

10 log/display error or diagnostic messages.

Message and parameters:

Field Value (s) Description

MC 0x0101 Internal Diagnestic String

MD[1..2]} Object ID Unsigned 16-bit walue. Values defined in
the Constants & IDs specification document.

MD[3..4) Severity Unsigned 16-bit value.

MDI[5..n} Diagnostic CHAR array, NULL terminated, containing a

String text description of the erxrox. For

example, “Self-test failed #2”

Request Diagnostic Information
15 This message 1is used by the IDE to request that

diagnostic information be sent to the requesting device.



45 Request Master Status (Device->Master, Master->Master)
Thi s ness sts that the master respond with E;;ﬁ(l S.
W%ﬁlgf unsol i ci tl;e : %@bzﬁﬂ

General ly, St atus nessage will be

message i s included for conpl et eness. 5 Message and paraneters:
Field | Val ue(s) | Descri pt i4dn

| OxOQA Request Master Status Val ue MD(I. . 2] System
Unsi gned 16-bit val ue. Mast er Status

(Mast er - >Devi ce, Mast er - >Mast er) This nessage is the

response to t hef RRRYedlagndiids ame set, suppadifdsedydiagmnstisumensages

commonly' wi 11 he ggat fecified t@@@smamn Wesddiot L€8: the device. 1f
Message and paraneters: i el d Val ue('s)

Description all bijys are zero, thempgridiagnosphst @esagauswValuee

MO 1 ..2] ent O¥SEBR deviceUnsigned 16-bit val ue. MX( 3. .41
St at us nsi gned 16-bit value treated as bit
fields. 5 See bel ow MD( 5. .n) StatusString CHAR array,

NULL terninatQQesggagagﬁhngaQameéers:
text description of “the status. For _

exanpl e, "Mast|dieRbget" 15 |Valu | SezariRtivy _defined as foll ous:
Bits 1 & O [dfe—sgncoded—apaahow o ehes taBre —BaPBRED iy 11
State hl t 0 State { Meani ng 0 - Enable Internal Diagnostic Strings

1-15 - Undefined (must be 0)

Request Devices Online
This message is used by the IDE to request a list of
10 online devices for the receiving NetlLinx master. The
master will respond with Device Info message(s) for each
device currently online. In addition, it will generate a

Port Count message for each device.

15 Message and parameters:
Field Value (s) Description
MC 020103 Request Devices Cnline

Request Devices Online EOT
This message indicates that all requested devices
from the Request Devices Online message have been sent.
20 This message is used by the IDE to determine when all

online device information has been received.

Message and parameters:

Field Value (s) Description
MC 0x0109 Regquest Devices Online
25 Request Device Status

This message 1is used by the IDE to request the

status of the svecified device. The master responds with

Output ON messages for each output channel that is on,
Feedback ON messages for each feedback channel that is

30 on, etc. See the Diagnostic Manager specification for

more information.



Reset

status of WiSeos7140
on the device s

When a device receives this

mast e;c%)ulsw((:ﬁqzﬂaﬁnel S

oul d be d

off, all levels should be set to
zero, and the device shall enter the 48
"unconnected" state (see the Device &

Mast er Contruni cati on Specification). o] 1 _
Rel oad When a device receives this
status of the Message and parameters: master, it nust stop
sendi Ng nMessagqsitid Value (s) Description the m'l‘ISt e+
until the nmastdmcs St atus 0x0104 Request Device Status DECONES
Normal . No char X .3k e t urned Device Unsigned l16-bit wvalue.
of f MD{3..4 Poxgt Unsigned itamalue. 1
1 ) N MDaﬁl. .6] System Unsigned 16~bit value. 'V,‘C,‘O!". L h
to the Nornal ate h . devi ce
must report thateqeest BRvirseSERRuS EOT
any channels that arBhid, messagezeindicates that all of the Request

" ' - 2: i ned shoul d
evels must be §eperledelOulNgn¥BEhetion has bedd 'St Z il deflDgd Sho

D agnosti c Managesd by the

IDE tdhedeteflhOWwhen 4JdIRSSAERSce status

originate fro or . are destined for the Diagnostic
Manager : lﬁ%orma“lo%h%asEPESHO§FF8‘Vﬁstages will be better
speci fied 5 during/after the Diagnhostic Manager specification
S Val ue

Descri ption
di spl ay/ convey
message. It
nodul e I D, and
are generated
master. 10

15

20

25

cqulete. Cormmand
essage ApAP2EREGABEFF ¢ k0101

i

Used to

Zieldagnost! C Value (sbl I' | NBkscription

EFudes a severltGx0193/e] Request Device Status
MDIL..21. .  Thaocd DeXiGe. ... | Unsigned 16-bit value.
MDI3. LA T BO¥E T 9~ | Unsigned 16-bit value.
MO ET Ty Iy W UITTEyL¥ER Unsigned 16-bit value.
Request Asynchronous Notification List

This message is used by the IDE to request the

current asynchronous notification list from the master.

The master generates a series of Asynchronous

Notification List messages,

list,

one for each entry in the

to the requesting device.

Message and parameters:

Field
MC

Value(s)
0x0105

Description
Request Asynchronous Notification List

Asynchronous Notification List
This message is generated by the master in response
to the Request Asynchronous WNotification List message.

For each entr in the master’s list, one of these

messages will be genérated. If there are no entries,
then the number of entries field will be zero. See the

Diagnostic Manager specification for more information.

Message and parameters:

Field Value(s) Description

MC 0x0106 Asynchronous Notification List

MD(1..2} Total Coun: |} Unsigned 16-bit value containing the total
number of entries in the list.




Request Di agnostic 0x0102 Regi sters the sending device with the

| nf or mat i 6Ro opre7140 di agnosti c nmanager such thﬁgrﬂisﬁtgﬁ%f iC
I nformati on be sent the source device. equest

Devices On- 0x0103 Master responds with Device Info

l'ine nmessage(s) for each device currently on-

| ine and the nunber of ports for each

devi ce. Request Devices On- 0X0109 | ndi cat es that al |
on-line devic H-re—EQT - - has—
MD([3. Ind U 16-bit
been sent. [ Request Device “s‘ﬁiie(ﬁgglnni1,“3t}§§§°“til‘é;%’ plrl Wt h
a vari et y of nessages St at us ;ncri.mgntecé for each item until i‘d’]a&uals
i i a_-of ha ota oun
! nd! cate the C'L’htﬁ%&pft S+-at-8 . ft)ét'ri'ce ~LHnsigned 16-bit value., _ ., ", _ 1
dEV! ce. TEIRA rIUDL —DPew 7 iy BY) 1Ghed 16-bit IVALGt €5t Rot—at—r
Devi ce Status [mp(s..10] St at US| &Hem Unsigned 16-bit value.l NI OT TECT O has
been sent. MD[11l..RBEquest Flag 3PDROY(F3eld (iS CRecpmestsSsetﬂtetnentl re
|ist of device/ports Asynchr onpfjisages are enasied): currently
: ) nline/offline messages
in the Master'{s asynchronous Npgiff L.cat t&{’hgtt Rtion messages
notification I|ist. Azynchronou;mt - 2: Infdx(0d@bnel changéONntai ns a
single entry flromthe Master' gbtlfj ‘CA B8R Ppatel changes
PP . . ack channel ch
asynchronous rotification |is|. Add/ §I0B1IY changes from HGI07
Adds or nodifijes an entry in [ he Master Ba.t - 6: Level aSMNEI ON@HBice
asynchronous notification lisf. BNoti Iii §ERinoh fesflevice Del et e
asynchronous (0Ox0108 Del ete ong;or &l on@gﬁrsl €Sord Q;Ilt;g Mast er'
Notification List asyncheoneus : noiminéidzatd eavickst .
. . . Bl T .
I nternal Diagnostic String Bif; jzgﬁﬁﬁ?@ésﬁag:ygeg by etrQ_SkS

Wi t hin the master—to—16 rogrd-splay—ef+ro6t—or—dragnost+c

Message and pa S. Fleld . ... . Val ue(s)
Description ggg?h dﬂﬂf‘,y AsynChronOIU% %O&Uﬁtlon ]I" n{:er nal Di agnostic
String I\/D[ fhi2) messphge i6bjeséd| Dco 4&kdi gaed 46tbit wakoe. the

Val ues defi ned t he Const ant
| Ds specificati anﬁgéﬁﬁé’uts NOtlflcatlﬁB{ 3Lllﬁt or mOdl@éve‘? tye}us"lng
Unsi gned5 16- bi éntzayue The masteND[ 5illn] generate Daagmlmtphetl@HARCode

array, NULL terﬁt ?E agonta % r message 0x0213) message 1ndlca£1ng
text descripti OnCBFLERE2EAO8 = g g
exanmpl e, ' Sel f steskskaidredf#2lure of this ReguRahdD agRosipexilaif ossAtingl
15 TEis %nsi)saﬁ_'ec IS use bn%/ t he I .. 1Q request
that VAPHGnoR | OIS Rut | BATbEOserind o YRS Tl PG ARER cEhat
the flags should be applied to the global filter.
10
Message and parameters:
Field Value(s) Description
MC 0x0107 Add/Modify Asynchronous Notification List
MD[1l..2) Device Unsigned 16-bit wvalue.
MDI3..4 Port Unsigned 16-bit wvalue.
MD(5..6 System Unsigned 16-bit wvalue.
MD([7..10] Flag 32 Bit field (if the bit is set, the
messages are enabled):
Bit - 0: Online/offline messages
Bit -~ 1: Configuration messages
Bit - 2: Input channel changes
Bit - 3: Output channel changes
Bit ~ 4: Feedback channel changes
Bit - 5: Level changes from device
Biz - 6: Level changes to device
Bit - 7: Strings Zrom device
Bit - 8: Strings to devics
Bit - 9: Commands from device
Bit - 10: Commands to device
Biz - 11: Status messages
Big 12-31: Undefined. Should be zero.

Delete Asynchronous Notificaztion List



47 If any flag bits are set, unsolicited diagnostic nessages

of the spegjdi ype(s) wll be sent to the device. | f all bits

are zerol,o twkgedr?%gb}odi agnostic nessage will be sent to ROTEUSIOAIESE. 5
Message and paraneters: Field Val ue(s) Descri ption

MC 0x0102 Request Di agnosti &0l nformati on MD(I .. 2]

Fl ag Bit Field: 0 - Enabl e Internal
Di agnostic Strings ~1-15 - Undefined (must
be 0) Request Devices Online This message is used by

the I1DE to request dhlijsstmedsade is vakdnéo dindiess iﬁﬂallhenltk]fewi/\(ﬁag)
Net Li nx nast er T tdds Fespond with Device Info Ny
message(s) forf]e:gré\ht%(ﬁe Async evﬁ%ogfsc\l/}dréréelnﬁcyantoﬁ?;\%TSTh aldft PBRTeFt Wil
generate a geneRete Goimpiessiage ade e(a@dmﬂj?gur.&tion_lﬁanageﬁ/bﬁéggﬁgénd

POx0105 | Re§i0ZETboiessaeR e ot iR huncad® norl ckaltwns notophis
Thi s nesSage i adinmaneis Lhatsghbihaqﬁsmxi?awvbiﬁ?e ofsgfzgéfipiggaﬁﬁgg?ﬁé
"D o deter m ABCWASR L0 TRAToRERs  chRsy it | AEOPRA: o urks Head b
recei ved. deletbHssagmoae paypl=l SSentinel Vvatuel gf Degﬁf?;ggng(S)
Request Devi cPSFETHSD35, and SysteRtEoRas. At e taeathyt ik DEREsLes
request the  shouldtBkusle@ktielde specified device. The master responds with

Qut put nmessages for each output channel that is on, Feedback ON
nmessages for each feedback channel that is 30 on, etc. See . he
Di agnosti c Managesagpeanti patriaetbes:
Field Value(s) Description
MC 0x0108 Add/Modify Asynchronous Notification List
MD{l..2] Device Unsigned 16-bit value.
MD[3..4 Port Unsigned l6-bit value. -
MD([5..6 System Unsigned 16-bit value.

Connection Managei Meésages
Table B lists commands between connection manager and
15 devices. Again, the first column is the name of the
command, the second column is the value of the command,
the third column is the device response, the fourth column
is the master response and the 1last column is the
description of the command. For example, on the second
20 row, if the blink command sent by a master to a device,
the value of the command is 0X0502 and in response to that
command the device says nothing nor does the master. The

description of the command is given to all devices to make

the LED blink. As this occurs, the master determines
25 whether the device is onlins and sends back a visual
indication.
TABLE B
Command Value Valid Response | Description

Messages From

DEVICE | MASTER
Ping Request 0x0501 0x0581 | Ox0581 | Reguests a ping response
(Master->Device) frem the destination
device.




nor e

MC

Devi ce Unsi

Unsi gned 16-bit val ue. .
Request Device Status EOT

i nformati on.

Message ang,o%/rﬁq@t ers:

Field
0104

gned 16-bit val ue.

MDES

48

Val ue(s) Descri ption
Request Device Status VD( 1PCT/2S00/11851
3..4] Por t
51 gystem Unsi gned 16- bit

Thi s nessage

val ue. . ,
i ndicates that all of the Request 5 Device Status information has
been sent. This_nessage is used by the |DE to detern ne when al
devi ce status | ™22 i'nfor mati on n&E Peenviiédeioprense | pescription\bssage and
par amet er s: Field Val ue( 872 EF™pt | on . Mo
xA A Request Devi ce Status MPb&vicE 4lmaster | Devi ce Unsi gned
16-bit val ue. |Ping RespdDE3. . 4] 0x0BOT T | None GlaGd ONERESIP -t thevadnge:
MD[ (5. . 6] (Deytepifaster) Unsi gnefd 16-bit{ valug. 10 R“aues»Recphestastev
Asynchronous Notification List : Thils npssagﬁinmlgﬁﬁ oHy ¥he
| DE to request| the current] asynchfonous |noti fifcal ko J§1t gy?ﬁlﬁﬁle
mast er . Blie  nmmster gene?tes | Nene dJalones °e@iocm
15 Not i fi daf' o=~ qe&ce’ nessages, one|l for |each eIﬂcﬁ‘k“e D blink and
list, to the rlequesti ng devi ce. Message and pag@DbET; égﬁmmon
Request Blink 0x0582 Error 0x0502 | Requests a Blink
{(Device~>Master) message. Intended to be
generated by one master
to another.
Dynamic Device Address 0x0503 0x0001 | 0x0001 | Assigned address
(Master->Device) response.
Request Dynamic Device 0x0583 Error 0x0503 | Request a dynamic
Address (Device->Master) address...us2 the Newbee
flag.
Pass Through 0x0584 Error 0x0001 | Requests that strings
(Device->Master) from the specified
device get sent to
another specified
device.
Request Notification 0x0507 Error 00001 | Requests notification of
(Master->Master) specific messages from a
device.
Ping Request (Master->Device)
This message 1s sent by a master to request
determine the presence of the specified device in the
5 system.
Field Value (s) Description
MC 0x0501 PingRequest value
MD[1l..2 Device Unsigned 16-bit value.
MD[3..4 System Unsigned 16-bit valus.

Ping Response

10

message above.

This message is the

(Device~>Master)

response to the Ping Request

The device responds with this message to

inform the requestor that the device is still on-line.

Field Value (s) Description
MC 0x0581 PingResponse value
MD[1..2] Device Unsigned 16-bit wvalue.
MD[3..4] System Unsigned 16-bit value.
MD([5..6] M£gID Unsigned 16-bit value. The Manufacture ID
as reported in the Device Info message for
ParentID=0 and ObjectIiD=0
MD([7..8]} DeviceID Unsigned 16-bit value. The Device ID as
reported in the Device Info message for
ParentID=0 and ObjectID=0
MD[9) Extended 8-bit value. Used to indicate type of
Address extended address to follow.
Type




| Field | Val ue('s) Descri ption I MC | 0x0105

| Request Asynchronous Notification List 20 Asynchronous Notification
Li st WO 00/67140 Thi s nessage is generated by the naster iBRCHE$004184
to the Request Asynchronous Notification List nessage. For each
entry in the naster's |ist, one of these g3 messages wll be
gener at ed. If there are no entries, 25 then the nunber of entries
field will be zero. See t he Di agnosti ¢ Manager specification for
nore information. I\/Essage and paraneters: Field
val ue(s)  DegGpirtgiton BWeended 8-pit vameﬁﬁ——iﬁi‘:a:b"‘mgaﬁ——
Notification LUist MD( | | ad@}ess bykes alf dBoumied ddasésgned rdiobi t val ug
cont ai ni ng thd-tatal Length nunbher of entries
inthe |list. MD{11l..] Extended Extended address as indicated by Engnded

. Address Address Type and Length. ]
MD( 3. . 4] THT STTUEX onsi gnea T6- DIt vatue contar g the Ttem

number begi nn'ﬁ;gt&hggdlikdagéswﬂ’%’ equa

i ncremented for _each 1 temunti|

Tot al Count. gype MY 5 6] Eﬁﬂ?}" ion Lin: 16-
01 N ’ suron T ad
MX7 .. 8] ® Por t UnSTi§riad e e Bt tf:éem ¥ tie el 9

.. 10] 0x02 DyStem UnsSt gneteslidddeds.Valed€ch will be 4 anil}ddtessld]
Fl ag 32 Bit field (if the bit]|idlsket the fhgoyte IP address of the
nmessages are earabled) device. o

; C ORgs T AXLink Connection. Length must"He 0. 7
Onli _ne/ of f! | NG~ gxESSAYES RS232 Connection. Lengtn must B 0. - 1.
Confi gur ati on [MBSSages Reserved. Bit - 2
| nput channel Ichanges Rit - 3
Qut put channel changes . Bit - 4:
Feedback channelipkafiaster->Device) Bit - 5:

Level CW?”QGS fron]gﬁglcﬁiink message is a broadcast message tﬁEE i
Level changes to device Bit - 7:

Strings from devegemitted to every device periodically. TheBQOegperloc

Strings to devbfethe message may be dependent upon the medium in which

the message will be sent.

A1

10 Message and parameters:
Field Value(s) Description
MC 0x0502 Blink Value
MDI[O] Heartbeat Tenths of seconds between heartbeats.
Timing
MD(1} LED State of Bus LED and other Status.
Bit 0 - Bus LED 0=0FF, 1=ON.
Bits 1-6 Reserved.
Bit 7 - Forced Device Unconfigure/Reset
MD([2]) Month Current Date: Month 1-12
MD[3) Day Day 1-31
MD(4..5] Year Year 1999-65535 (Type:unsigned 1l6-bit)
MD{6 Hour Current Time: Hour 0-23
MD[7 Minute Minute 0-59
MD[8 Second Seconds 0-59
MD([9 Day of Week | O0=Mon, 1l=Tues,..
MD([10..11] Outside Outside Temperature (if available).
Temp (Type:signed 16-bit) If 0x8000, then
temperature is not valid.
MD[1l2..n} Text Date CHAR array, NULL terminated, Formatted as:
String “Thursday, June 10, 1999~

The time period for Blink messages is not determined
at this time. Each device implementation may not require
that the Blink message be periodically sent at any

15 anticipated rate. The ideal rate will be determined
based upon the quantity of bus traffic. It may, someday,

even be determined dynamicallv.



Bit - 9: Commmands from device - Bit -

10: Conmma Vi ce Bit - 11

St at us m;{géaé@nqg Bi t PEI/USPO/11851
Undef i ned. Shoul d be zerc. Add/ Modi fy Asynchronous Notification
Li st This nmessage is used 68 add an entry into the
Asynchronous Notification List or nodify an existing 5 entry. The
master wll generate a Conpletion Code (Configuration
Manager message Ox0213) nessage i ndicating success or failure of

t hi s command. A s’phei dlEBemyiteel is a bit \a‘}aﬂaﬂei.of Deneces®B Rwite=00)and
Syst em=0- |nd|cat ) he fIa S I led to the gl oba
filter. 10 hd: ca ﬁ/ﬁsghaecgﬁaeﬂér % Osth%%e bUs &1%@:{

Val ue(s) DesThéptMsB (Bit 7) NEs s when theOXﬂﬂéﬁbr 1n1t1ally
Add/ Modi fy Asynchrono /No ficati gP 72]
Unsi gned 16- biRCY&Fte P/ °on~ J‘nelvD[ EFSP‘mse tqbolf’ft beln@Un§?§ne5’rh°

16-bi t VEB| ue. recelv:Lnb’D[&evﬁ&e should SyBde< itselfnsirgnethel 6olFrt-1valaue.
MO 7. .10] Bltgle|d(lfthebltls set, the

messages are eﬁ%ﬁF%d)tgrn all :%annel d set all leveisBpp zego

Online/of fline(sespagpsre itself to send status updates as necesBlatry‘ th

Configurati on nessa Bit 2:
Inputgchannel %%n@ggter) The master shall send 3 consecutBY? blgnk

Qut put channelm&ébsnges with bit 7 set. Bit - 4
Feedback channel changes Bit - b:
Level c]I'Panges from devi ce Bit - 6:
Level changes %0qd€¥tCB1ink (Device->Master) Bit - 7
Strings from device Bit - 8:
Strings to device This message requests from the destinatppp magter, a
Comands fromgleyhge message response. The response will Bidt- b1é3 a
Conmands to deV| ce . _ i Bit -

St atus nessage$ lobal response, it will be destlned_jy?lﬂz_gg_ the
Undef i nggl. Shoyhdspgrzero. Del ete Asynchronous Notification List

Message and parameters:

Field Value(s) Description
MC 0x0582 RegBlink Value
MD[1..2] System Unsigned 16-bit wvalue.

Dynamic Device Address (Master~>Device)

20 This message is the response to the Request Dynamic
Device Address message below. It returns a device number
for “temporary” use by the requesting device.

The device can use this device number for as long as
it has communication with the master. The returned

25 device number may the one suggested by the device in the
Request Dynamic Device Address message or may be
different.

Message and parameters:

Field Value(s) Description
MC 0x0503 DynDevAddress Value
MD[1l..2} Device Unsigned 16-bit value. Newly assigned or

Requested device number for the device’s
use.

MD(3..4] System Unsigned 16-bit value. Tne appropriate
system nhumber.

30
Request Dynamic Device Address (Device->Master)



50

fromthe Agywarrgous Notification List.
Conpl eti on Code (Configuration Manager
i ndi cating success or failure of this
val ue of Device=0,
shoul d be

filter
Devi ce=65535,

This nmessage is used to delete an/all entr(y)/(ies)
The master wi |

omzﬁfT’”S%Q‘%é‘a e @

nmessage mess
5 comand. A speci al senti nel
Por t =0, and Sys?%nto I ndi cates that the gl oba
del et ed. Anot her special sentinel value of
Port =65535, and Syst em=65535 i ndi cates that al

entries shoul d be deleted. 10 Message and paraneters:
Field | Val Jé(s) MesSIRERr FRENBALS a dewyce number fromypigester.
Add/ Modi fy Asynely qraysedNotidd GaldOodi sét in_theMielssage?headeDeVi C@
Unsi gned 16-bit val ue. MO 3 .. 4] Por t 855|gne§ 16-bi t

val ue. MD[5 .. 6] System Unsi gned 16-bit val ue.
Connection MangQels Messal€Sarameters: Table B lists commands between
connection manager dnd 15 devi ces. Again, the first colum is the
nane of the [ Field command | Vehee (gacondPeselifpden s t he val ue of the
command MC, v s ps o o1l 0%0583 . | Request Dvnamic Device Address Valye _ |
. J MD (1. 2] TP Y MU ebbosedDeY | Uhsignéd le=pit-value. = I Ipbé’s‘iE.Lé'fc‘:’;%"tE‘"'
IS the master fesponse and theikast col ymavice, t{ethe 1ast d6lR@SE Mufel-OfhaOfen he
comand. For PX?HD|P on_the qegq?d Qlevice psph. i f the blink command
D ; Zxtende -Hi Used indicat
sent by a mastpfi?d a device, | J5ene thegﬁﬁgﬁ ggl_‘;qgrets@%mé@@?%wrﬁi f $YPK0502
and in responsg to that zysonmmand [t he devi ce says not hi ng nor does
the master. ax4] des¢expindeh off #-hex e@rmBNdses tgiiweirate lahdth in
devi ces to makp t he lEBienz BF nk. bypgs of fixgensed (fdsress el A%t er
; P P iR &L ; i ol | N
determ nes 25 pr Whrether—the gy ce TSttt ss et entds bK”Wnde
vi sual ndi cati on. Address Address Type and Length. TABLE B
5
Extended Address Type
Type Description
0x01 Neuron ID. Length will be & and address will be the 48-
bit Neuron ID of the device.
0x02 IP4 Address. Length will be 4 and address will be the 4-
byte IP address of the device.
0x03 AXLink Connection. Length must be 0.
0x13 RS232 Connection. Length must be 0.
All others Reserved.
Pass Through
This message requests that the Connection manager
10 redirect strings coming from the specified source device
to the specified destination device. This will also
prohibit strings from the source device getting sent to
the interpreter until the PassThrough is disabled. This
message will cause an 'RXON' message to be sent to the
15 source AXLink desvice.
Message and parameters:
Field Value (s) Description
- MC 0x0584 Pass Through Value
MD(1..2]) Srchevice Unsigned 16-~bit valus. Source AXLink
device.
MD([3..4] DstDevice Unsigned i6-~bit value. Destination device
address. )
MD{5..6} DstPort Unsigned 16-bit value. Destination Device
Port address.
MD([7..8) DstSystem Unsigned 16-bit valus. Destination System
Address.
MD{9] Znable Unsigned 8-bit wvalue. Bit field:
Bit 0 - 1=Enable pass through. O=disable.




Conmand Value Valid Response Description

Messages F DEVI CE MASTER Pi ng
Request &8@0/6&48501 Ox0581 Ox0581 Requests a ping responEl/US00/118s1
(Mast er - >Devi ce) fromthe destination

devi ce. 55 51

Command Val ue Val i d Response Description

Messages From DEVI CE MASTER
Pi ng Response 0x0581 None None Reply to the Ping

( Devi ce- >Mast er )Request Notification Reauest. The naster

uses the response to ppjg
confirmthat the device _
is active imotihkcatsgstedm speciiic megsagks that are received0XQnf2
!{\Ign:ll ds\cl)inges Ofer's%%tcal Jc¥ brth'?edca§E3ecified de{'%gt er fy%e ically, the
| ncl udes I5ED bl imkcafilcation messages are Device Manager messages

message is sent by a master to request

other informatio - 4 Reduest Bl i nk 0x0582 Error
8 ified ab&¥8Y¢ :
0x0532 Request spap%(h Ak y (Devi ce->Mast er)
nessage. Intended to be
generated by oneggpgier Valoeis)
t o anot her. MC ' o IXE5E g
Assi gned addresgmp(l..2] (Vas|imecsysbewi CeJnsigned 16- bit valie. The destination
| r esponse. Request Dyjnami c.Devil gz‘sﬁe;‘;f G%E)SsgequeEﬁqu‘rflcat@R‘%CB
Al
Request a dynam Dhe —A 'EWC& Qﬂ%ﬂ‘ﬂ'—islt value. The specific source
address...use the wbee device of interest.
flag. Mass -¥hr ough SrcSystem  (QkB5@ed 16Epyropalue Ox OPFOOYsteRequest s
t hat stri ngs [ Davico ISMoct ar) requesting the notification messages.
L M8[7..8}‘ ooV EE T srclevice Unsigned 16-bit value. The device
f ro_m t he Speci file requesting the notification messages.
devi ce get sent [MD{9..10] MessageCoun | Unsigned 16-bit value. Number of Messages
g
anot her Spec| fied t in following list.

MD Arr sig bit . FEach
devi ce. L. ﬁeﬁu‘é%t Not i f Ih@éf%g&ﬁ val gﬁgylflgfigl@EeCLfMage For
Requests notifigation of (Mast ef exaMpust, €9xp00a indicates that any Level
SpECi fic nmessagegs froma Value messages to or from Devijee,plpamld be
Pi ng Request (Mister—>Peviee) sent to SrcSystem.

The following message command values are not actual

10 messages, but rather virtual “commands”’ to the
Notification Manager that function as follows:

OXFFFF - deletes all existing notification requests

for the device from this master.

15 Diagnostic Manager
The following messages originate from or are

destined for the Diagnostic Manager:

Command Valus Description

Internal 0x0101 Used to display/convey a diagnostic

Diagnostic String message. It includes a severity level,
module ID, and a string. These messages
are generated internally within the mastex.

Request Diagnostic | 0x0102 Registers the sending device with the

Information diagnostic manager such that diagnostic
information be sent the source device.

Request Devices 0x0103 Master responds with Device Info message(s)

On-line for each device currently on-line and the
number of ports for each device.

Request Devices 0x0109 Indicates that all on-line device

On-line ECT . informaticn has been sent.

Request Device 0x0104 Master responds with a variety of messages

Status that indicate the current state of the
device.




This message is sent by a master to request determ ne the

presence okolobg7mpeci fied device in the 5 system pcT/usoo/11ssii el d
Val ue('s) Description MC 0x0501
Pi ngRequest val ue VD1l . . 2] 5 Device Unsi gned 16-bit
val ue. M 3 .. 4] System Unsi gned 16-bit val ue.
Pi ng Response (Device->Master) This nessage is the response
to the Ping Request 10 nmessage above. The device responds wth
. o Y 2P £ Lo ot P + oot a Qvica LS
this message rfgrsevice T [IhX0I0A t 6 | TatiHESE Bfat iBherrtd §eacif e —+S
still on-1indg.status EOT Field informati¥alH4€ (pkn sent.DESCri ption
MC. ’ Requesgix 0581 xPPhgRegpenssty ahei@ntire list of Mofice/pHrts
. _hi current im the ster’s asynch
DEV! ce Uﬁﬁgg chg:lzfog ]Q.ISE yal EE, — notificati rr::B lige. | i I;Syu.i‘??ssg‘ln&
Unsi _gned 16- bi tZ yadEnous 0x0Yb% ©- -[“Jontains a singl¥ ¥ntYy from the Maste¥’ S o
16-bit val ue. | vbheesribBrivhaaistire | D asynchronous notification list.
as reported in AdHé&roBEfH ce | nf pOxRE8%age (fAges or m°difiES_;n entry in the Master’s
tificari (gt .
Par ent | D=0 and JBIBELINEO, ;.. MD( 7 ASYgrTonous ROt &t Unsi gngd
16-bit Va! ue. Dell&eeLEVITE TDU HBx0108 Delete one or all entries in the Master’s
reported in tHeskeanremubnf 0 nmepssage f or| asynckronous notification list.
Par ent | D=0 and Mbigsepiordist MR- Ext-ended- 8-bit
value. Used to indicate type of . _ Addr ess
ext ended address tolR&PEERL Diagnostic String Type
52 MD fA9k message isBEdseudegly tasBsbiithahUeche Usgdeé® to
indicate length in . . ~ Address byt es of
ext ended addr e$Q9{8ifFBLpywerror or diagnostic messagesyapgth
MD( 11. . ]5 Ext ended Ext ended address as indicated by Extended
Addr ess Address Type and Lengt h.
Message and parameters:
Field Value(s) Description
MC 0x0101 Internal Diagnostic String
MD[1l..2]) Object ID Unsigned 16-bit value. Values defined in
the Constants & IDs specification document.
MD[3..4] Severity Unsigned 16-bit value.
MD(5..n) Diagnostic CHAR array, NULL terminated, containing a
String text description of the error. For
example, “Self-test failed #2”

Request Diagnostic Information

10 This message is used by the IDE to request that
diagnostic information be sent to the requesting device.
If any flag bits are set, unsolicited diagnostic messages
of the specified type(s) will be sent to the device. If
all bits are zero, then no diagnostic message will be

15 sent to the device.

Message and parameters:

Field Value (s) Description
MC 0x0102 Request Diagnostic Information
MD{1..2]) Flag Bit Field:

0 - Enable Internal Diagnostic Strings
1-15 - Undefined (must be 0}

20 Request Devices Online
This message is used by the IDE to request a list of
online devices for the receiving NetLinx master. The

master will respond with Device Info message(s) for each



Ext ended Address Type Type Description
x01 WO 00/67140 Neuron ID. Length will be 6 sH6E 885 S
will be the 48-bit Neuron ID of the device. 0x02 PERfY #r

| P4 Address. Length will be 4 and addresss7

will be the 4-byte |IP address of the

devi ce. x>B AXLi nk Connection. Length
nmust be O. 13 RS232 COnnection

Lengt h nust be 0

Blink (Master- §B¥&F8e)°urr§ntly Sl Th&PpPARK “hedvage” "i”l;f]; ‘5?63665§ta

message that Pbgt Count mdssHydmidecedch edevycdevice periodically. The
time period of the nmessage may be dependent upon the nmediumin

whi ch the nessage will be sent. 10 Message and paraneters:
Field Messa¥el 4@ )paramd®sedi ption MC

0x0502 Bl i nk Val ue VD[ 0] Hear t beat Tent hs of
seconds et ween heart beats. Ti m ng

M | ] Fiela LED Vaivedd)© Ol] B iptidnand ot her —Status:

Bit O - Bus UMD O0=OFF. | =O\. 0x0103 Request Devices Online Biit s
1- 6 Reserved. Bit 7 - Forced

Devi ce Unconfi BeaeeRés@revices Onlivif HOT Mont h Current

Date: Month 1-12 . .
MD[ 4. . 5] %lalrs my@gggeYe%t?dTL@@Be%SS%/% Type unsf@%\é& fg 8lev)lces
M 6] from Hldms Request Qevieres TOm@inkoume s 2Pe have bedd) ent.
Cl\)/I_ggte 10 ’\%F message is ufﬁlvg[ gflyv\g E :E]DﬁVb to g ggrmlnc wheer? rall(.jﬁ
MO[ 10 . 111 onl 1r~@1tdsewde:e infdAntsst Uen Teapebagnr Eeéeﬁvavlal | abl e) .
Tenp (Type:signed 16-bit) If 0x8000, then
tenperature is not valid. MD[ 12 ..n] Text Date CHAR
array, NULL teMEBBabedadaﬂﬁEﬁdMEtéﬁs: String
"Thur sday, JLHCt.&e 1999~ Th 3] riod—for-Blink

! ) ., | value(s) r“ﬁqng&ptLon
nmessages 1S UUL ernrred at U3 oLkhT08 . Lokddudst VbavEces Online
i npl enent ati on may not requiTe That the BITnk nessage be
periodigsglly §@@I§Jesa¢t Déa;])ee ¥ratus anticipated rate. The

based
used by the

Wil be det er m ned
| t nay?h§éhe@6§§age is

status of the specified device.

i deal rate
bus traffic.

n the quantity of
to request the

E[.)O
The master responds with
Output ON messages for each output channel that is on,

Feedback ON messages for each feedback channel that is

20 on, etc. See the Diagnostic Manager specificaticn for
more information.
Message and parameters:
Field Value (s) Description
MC 0x0104 Request Device Status
MD[1l..2 Device Unsigned 16-bit wvalue.
MD{3..4) Port Unsigned 1l6-bit value.
MD[5..6 System Unsigned 16-bit value.
25
Request Device Status EOT
This message indicates that all of the Request
Device Status information has been sent. This message is
used by the IDE to determine when all device status
30 information has been received.



even be determ ned dynam cally.

53 The LED byte is a bit field. The LSB (bit 0)

i ndi cat es TYR%47M%nt status of the bus LED. TRCTEOIBSE 7)
is set when the master initially power s-up/ on-1ine. I n response
to bit 7 being set, the 5 receiving 5Skvice should place itself

in the off-line state, turn all channels off, and set all levels
to zero (or prepare itself to send status updates as necessary to

the master). The naster shal

send 3 consecutive blink
with bit 7 set Mesdhge and pegamsted®i nk (Device->Master)

nmessages
Thi s

nmessage requests Blink nessage

T ield 11 4 | alue(s) A IDﬁicfﬂpuRQ (aVaVa¥alal 1
response. Mqc_ 1 CoPONSE W T N0 D€ & 54010a ' 'Re&iEst Devite status ©
be destined only¥io[@_ N€e 15 requestor. Device |a§ggg§;agd$paggn;ters:
Field [¥aluefls) | Description Pod¥C Unsigned 16-OK0ygXue.
ReqBl i nk Val ue [ MBIS:- -6} MDY 1 2] Syst em Systemingil Yaedgnddh1fribit waluee

Dynam c¢ Devi ce Address (Master->Device) 20

response to thedyRaest aByRERtSnous »tzotl@@aa&&rﬁdﬁw@s message bel ow.
enpor ary

Thihe deARITadsusesedi Pleihde AlFbekof ofeagesondghs
er%u@%ﬁlLlcat-E!@l Rekur Nethm 2Phe mAQVdLE

by the device in the
gaperpees

Notification List messages,

returns a device nunber
QeV|ce. .
it has gonmmunicatdon a Pz’nf&h
nunber may the one sugges

Devi ce AddressTheressBgatesr

for

This nmessage is the
It
use by the requesting

Request Dynanic

a gegfiesent of Asynchronous

one for each entry in the

list, to the requesting device.
10 Message and parameters:
Field Value(s) Description
MC 0x0105 Request Asynchronous Notification List
Asynchronous Notification List
This message is generated by the master in response
to the Request Asynchronous Notification List message.
15 For each entry in the master’ list, one of these
messages wWill be generated. If there are no entries,
then the number of entries field will be =zero. See the
Diagnostic Manager specification for more information.
20 Message and parameters:
Field Value (s) Description
MC 0x0106 Asynchronous Notification List
MD[1..2] Total Count | Unsigned 16-bit wvalue containing the
total number of entries in the list.
MD(3..4} ThisIndex Unsigned 16-~bit value containing the item
number beginning with 1. This will be
incremented for each item until it equals
Total Count.
MD{5..6 Device Unsigned 1l6-bit value.
MD[7..8 Port Unsigned 16-bit wvalue.
MD[9..10) System Unsigned 16-bit value.
MD[11..14] Flag 32 Bit field (if the bit is set, the

messages are enabled):

Bit - 0: Online/offline messages
Bit - 1: Configuration messages
Bit ~ 2: Input channel changes

Bit - 3: Output channel changes
Bit - 4: Feedback channel changes
Bit - 5: Level changes from device
Bit - 6: Level changes to device
Bit - 7: Strings from device

Bit - 8: Strings to device




Message and paraneters: Field Val ue( s) Descri ption

MC x0503 DynDevAddr ess Val ue MO I ..2) Devi ce
Unsi gned 1899P671#8) ue. Newl y assi gned or PCT/US00/11851
Request ed devi ce nunber for the device's

____use. MD(3 .. 4] Syst em9 Unsigned 16-bit value. The
appropriate __system nunber. 30
Request Dynami c Devi ce Address (Device->Master) .
54 Thi s message requests a device nunber froma mnaster.
The Newbee fl g nmust be set 1 nfthe rressacemaeaelercomands from devibESsSage arnd
parameters: Field V& ? Commards Bedevicpt i on

Ox0583 Request Ewiémz& DSMA R AT R Yalug .o

MD(I .. 2] ProposedDev Unsi gned 16-Dft va| ue. {1 possTore tor—th
i ce deXHﬁ?MoHiE/BPQs%%%r@%‘H&E NSO cd D U S
devi ce used. ended 8-bit value. Used to
i ndi cate type of This message is used tOAd@Idéssan enfexy entietio addness
to follow : £ y s s
Ext ended B BYPPErISYs SeiitsSnd |o(§1atg' setngtchr mmﬂ; an  existing
Addr ess 5 b9EGSYGf Sheendedls teidr ewd 1o fadreyate 2 Completion Code

Length g@%§8uraklon ManageX 9645 Oxgé?gAdggéyyy'f¥ﬁéﬁﬁ%%%ng

i ndi cat ed by Ext
Type and Lengt buccEss or fagkeeaded Aduressofgped. A spefypd sentinel

Descriptipn a%He 2%%] Device=0, Portugur%ﬂuﬁDSysE%%QRPhéﬁdkcgﬁﬁgofggﬁg

address w || uron
devi ce. theCEmags should be ap4ieAtidresshe glemgt hfiMtérbe 4 and
addr ess B\II |l be the 4- byte I P address of the
devi ce. Ox03 AXLi nk Connecti on. Length nust be O.
Ox13 MessaR8232dCpareateit@r.s: Lengt h nmust be O. All others
Reser ved. Field Value(s) Description

MC 0x0107 Add/Modify Asynchronous Notificaticn List

MD{1..2] Device Unsigned 16-bit value.

MD{3..4] Port Unsigned 16-bit wvalue.

MD({5..6] System Unsigned 16-bit value.

MD{7..10] Flag 32 Bit field (if the bit is set, the

messages are enabled):
Bit - 0: Online/offline messages
Bit - 1: Configuration messages

Bit - 2: Input channel changes

Bit - 3: Output channel changes
Bit - 4: Feedback channel changes
Bit - 5: Level changes from device
Bit ~ 6: Level changes to device
Bit - 7: Strings from device

Bit - 8: Strings to device

Bit - 9: Commands from device

Bit - 10: Commands to device

Bit - 1l1: Status messages
Bit 12-31: Undefined. Should be zero.

Delete Asynchronous Notification List
This message is used to delete an/all entr(y)/(ies)
15 from the Asynchronous Notification List. The master will
generate a Completion Code (Configuration Manager message
0x0213) message indicating success oxr failure of this
command . A special sentinel wvalue of Device=0, Port=0,
and System=0 indicates that the global filter should be
20 deleted. Another special sentinel value of Device=65535,
Port=65535, and System=65535 indicates that all entries
should be deleted.



Pass Through Thi s message requests that the Connection
manager edirect strings comng fromthe specified _source device
to the ;\888%5713{’1 destination device. This wll also PCOTL}USOWHSSI
prohibit strings fromthe source device getting sent to t he
interpreter until the PassThrough is disabbed. Thi s nmessage Wl |
cause an 'RXON nessage to be sent to the 15 source AXLi nk devi ce.
Message and paraneters: Field | Val ue(s)
Descri pt i on MC | Ox0584 Pass Through Val ue
ND(I Messads chiedi perametiassgned 16-bit val ue. Source AXLi nk
U d 1 bGLeEéfede,e__ e ‘V&lue(ﬁ)ﬂrl Descrintlon Bst-Bevi-ee
nS|g;ne 6- |LMCVC“ te—DBestina OO0 CVI UE andd /Modify Asynchronous Notification Ulst
_ ) ; Devik®d. . OJ Unsigned 16-biSveDiel unsigned
16-bit val ue. [Md€stihation Dev] Bat Unsigned 16-bit value. |
| PdPIndfl ess Systex!\'/D( 7 gr;\signed 16-bit -Lva'b’u@t System =
Unsigned 16-bit value. Destination System
Configuration ManaQ€dress. MX( 9] Enabl e
Unsigned 8-bit value. Bit field: L Bit 0 -
| =Enabl e pass throu’@jhe ofgldsyiigyy messages originate from or are
55 5 aBegyRsy PBL Eh@aébﬂﬁlguratlon ManagerlNi S nmessage is sent by
a nmaster to request notification of specific nmessages that are

recei ved from|Command  OR sent | ValPy Xﬂéd Resgﬁé*'cl f PEYFFIPEIgRj ce.
Typi cal |y, t he b IR

DEVICE | MASTER
Set Device Number 0x0201 0x0213 | 0x0213 Sets the device/system
{(Master->Device, number of the receiving
Master->Master) device.
Set Identify 0x0202 None None Enables/Disables
Mode/Address identify mode for the
{(Master->Device) device and establishes
the new device number.
Set Serial Numbex 0x0203 0x0213 | 0x0213 Sets the l6-byte serial
number of the device.
File Transferxr 0x0204 0x0204 | 0x0204 Contains file transfer
information

Request IP Address List 0x0205 0x0206 | 0xD206 Requests the list of I?
) address thé 'device will
attempt to tontact

IP Address List 0x0206 None None =~ | List of IP dddress

Add IP Address 0x0207 0x0213 | 0x0213 Add the specified IP
address to the contact
list.

Delete IP Address 0x0208 0x0213 | 0x0213 Delete an specified IP

address from the
contact list.

Set DNS IP Addresses 0x0209 0x0213 | 0x0213 Sets the DNS IP address
list and domain name.
Request DNS IP Addresses | 0x020A 0x0208 | Ox020B Requests the DNS IP
address list and domain
name.

Get DNS IP Addresses 0x020B None None Gets the DNS IP address
list and domain name.
Set Ethernet IP Addreass 0x020C 0x0213 | 0x0213 Sets the IP address,
subnet mask, and

gatewayv.

Request Ethernet IP? 0x020D 0x020D | 0x020D Requests the Ethernet

Address interface’s IP address,
subnet mask, and
gateway.

Get Ethernet IP Address 0x020E None None Response to Request
Ethernet IP Addrss.

Set Time & Date 0x020F 0x0213 | 0x0213 Sets the Time and Dat

Request Time & Date 0x0210 0x0211 } 0x0211 Regquests the current
Time and Date.

Get Time & Date 0x0211 None None Gets the current Time
and Date.

Identify Mode/Address 0x0282 None None Response to Identify

Response Mode/Address.

Restart 0x0212 0x0213 | 0x0213 Restart device or
subset of device.

Completion Cods 0x0213 lNone None For some messages,

confirms successful
completion or failurs
of a message.




5 notification nmessages are Devi ce Manager nessages
(specifi ed}ll‘;%)béjve)4 Field Val ue(s)

Descri ptio /67140 \c 0x0507 Request NBETPSQA18YN
val ue MD(1 ..2] Dst System Unsi gned 16-bit val ue.
The destination 61 systemof this
(Request Noti fication) nmessage.
MD( 3. . 4] Dst Devi ce Unsigned 16-bit value. The specific
source device of interest.

MY 5 ..6] Commangy ¢ Syst em | Vg ne Ve (Reepapa¢ ug DescFlmtigy st em
requesting the notification nessaggs. e 8] SrcDevi ¢
Unsi gned 16- bi ft e s ddles devite - —
requesting th R%ﬁ??cmgﬁdgﬁs nessag ag::ggf:g V9 .. :LSTsewed ressage rangs.

MessageCoun
t
Array of unsig

exanpl e, Ox

~Unsigned 16-bit val ue.

ofeh ©

oW, N

87 5lcg &7:&%&?@5 Each

value identifies a gpeai fite neesageheFoDevice

I ndi cates that any Level
Val ue messages“E8*6F5fFr om Devi ce shoul d be

Nunber of Messages

MY 1. .n]

Messages

number of

un-configured

sent to SrcSysizgid value (sjhe [ DedcRifitéh NESSage coniand val UES a
not actual 10 MC[ nessages, [ 0x0BPR 1 af¢tepevice jnpine| "com‘rancis" to
; i Ti Wndiga e of confi ti

the  NoPFication ManbGRee FRat: | Bt FoR HE ol IooRE2 ol et Sore

! - ael elEp el By eXT STTTIgr PR Ed T Cat Y BAE GAIAUTR Pt value. The spbiBirid Hevice
device fromthis master. 15{ Number nunbe A GH 0tone . MANager
The follow ng ¥tsSdges  or| §isterte f[Braioepd 1&pes value. The sgedfiqmersteo)
the Di aggosti c-arager ContBFger to set. Makte
[Description configurbRi®nN@iags | Ox0101 Used to display/convey
a diagnostic Diagnosti ¢ String nessage. |t
i ncl udes a sevigittNpiPeye| Type Description modul ¢

ID, and a stri

are generated f

n°d‘.°1These nmessa

vice
DERe1d valid

Device Number in data is valid and should
be stored. . .
stem Number in d 1i 1d!

S

0x0102 . 04Recni sters theFedddiahid deyisceredi th the

: " —Y . .
I nformation 0x08, . . Future 9 Suen—a T eragn
i nf ormati on bq7§§ﬁf e SOUT CEFGYd €t~ ~eguesSt—oevi+CtesS
0x0103 NBEber responds| Wikbe DEVICE TTIT0 MESSage(s) OT-T71T
for each deviceedrrently on-| Futerand t he _
nunber of port|s?#8r each devif u.f_;:n:ll ErasReYEESt T[EWgeand retumn tex 0109
I ndi cates that{ all on-line deyi¢fem/pevi )

ce Settings

Set Identify Mode/Address

Places/removes

the

device into/from the TIdentify

10 state. While the device is in the identify state, a press
of the identify button causes the device to take on the
specified Device/System. The device should respond with
the Identify Mode/Address Response, report its old device
as off-line, then report the new device as on-line.

Field Value (s) Description
MC 0x0202 Set Identify mode
MD([1] Flags Unsigned 8-bit wvalue.
Bit 0:

0 - Disable Identify Mode

1 - Enable Identify Mode
MD[2..3] NewDevice Unsigned 16-bit value., New device number.
MD[{4..5] NewSystem Unsigned 16-bit value. New system number.

15

Set Serial Number




On-1ine EOT I nformati on has been sent. Request

Devi ce 104 Master responds with a variety {; ssa es

St at us woowsﬂ)él? that indicate the current stat '{ﬁa

devi ce.

Request Device Ox010A | ndi cab@s that all Device St at us

Status EOT I nformati on has been sent. Request

x0105 Requests the entire |list of devicel/ports Asynchr onous

currently in the Master's asynchronous Notification List

notification list. Used to Asgmchrlomouserial mxtd@s of thent apesidied

single entry omthe Master's Notification List

asynchr onous réﬁY*?%atlon list. Add/ modi fy 0x0107

Adds or nodififesean entry 1 n [fveuddsdt er | Bescription asypnchronous

asynchronous n&Eification |i sjf0x0203 Sepfeript AUERAT- | | ot Del et ¢

0108 D4PREE -dfle or al || 38T es i NTENESTERT SPTgLe serial o Eﬂ’r%nous
L. . . er er, is repoxrted wvia evice

asynchronous notification lisj. Iiiﬁug“ ion oSt

Internal D adgnmostit —String Ihls nNessage 1S USed by tasks

within the master to | og/ di spl ay error or diagnostic nessages. 5

Message and pafibhetBransfer Field Val ue('s)

DESQH[ﬁéon TQ% command 1n1tlé@@¥0éhe trand¥ed NgE [@AGN0sLEC o
String MO | .. f hject 1D Unsi gned 16-hbit val ue.
Val ues defi neddénice or master. It 1s intended that %hﬁ?(}ﬁ%ﬁﬂﬁﬁ%&'&

| Ds specificat pent, W 3.214] of SeMard t transfers
Unsi gned 16- blrtlgg%gggg N comNB(n & l'YpesDi agnostic CHAR arr ay,

NULL terni nat ednCLthLagnlﬁignware UPgrades, IR data, touchgpgpfd desigrpyt
description of % ferror For

exanple, "Self- fail ed #2" Request Diagnostic Informatiaon 0
Thi s nessag Field used biyValupes) | HRescripfioR aqegt that
MC 0x0204 File Transfer '
MD[1l..2) FileType Unsigned 16-bit value:
0 = Unused
1 = IR Data
2 = Firmware
3 = Touch Panel File
4 -

Axcess2 Tokens

MD{3..4) — - - - - Function The function to execute, such as receive,
send, etc. Values 0-255 are predefined.
All other values are based upon the.

FileType.
MD{5..n] Data If any, contains Function specific data.
10
Request IP address list
Requests for the device to respond with the list of
15 IP addresses the device or master attempts to contact.
Field Value (s) Description
MC 0x0205 Request IP Address List
IP Address List
The response to the request above, one IP Address
List message will be generated for each IP address in the
20 list.
Field Value (s) Description
MC 0x0206 IP Address List _ i
MD([1..2]} Total Count | Unsigned 16-bit value containing the total
number of addresses. _
MD[3..4} ThisIndex Unsigned 16-bit value containing the item
number beginning with 1. This will be
incremented for each address until it




di agnostic informati on be sent to the requesting device. | f any

flag bits woeoog@t4o unsolicited di agnostic nessages

specified type(s) wll be sent to the device. | f Pefmjs‘)&ﬁsgﬂ I
bits are zero, then no diagnhostic nessage wggl be 15 sent to the
devi ce. Message and paraneters: Field

Val ue(s) Descri Dtion MC 0x0102 Request
Di agnostic Information MD( I .. 2] Fl ag Bit Field:
0 - Enable Int ,rlrnlal Bt aghost LA.E;t FYSToguals Total Comme.

1-15 - Undefi npiiosiust e 0) [4Qag mﬁwxca Ontre

This message ip used by the IDE to requessita [0k Stonpdction Mode. onl i ne
devices for the receiving Netlinx master .‘1’ THERE connectlon master  wil l

. . connection

respond with |Device Info nessage(s) |gikol 1:8R6iba

57 device currently jonline. |nf =ddtiampsddt will generate a

Port Count nespage for each device. Bit :I?’(es‘%‘azé and paraneters: 5
Fiel d | Value s)  Degcription E;_E Z . n?@‘;grﬁe of Entry | 0X0103 _
| Request Devi cps Online Request DewiCEE dankiated EOT Thi
message indicafes that all requested deviJci(gssttL“&lxﬁaan??mqegeraR%uest

Devi ces Onli ne| message have bgen sent. 0 - (oj'éy)siﬁﬁ%,ééaéugﬁc 8By t he

| DE to determ phe when all onl i ne |[dav cexdonf ortemition chascheen
recei ved 10 (0x80) Waiting for connection valid
) (0xCO) Connected

=
UJ

11

MD{6..7]} Port Number | Unsigned 16-bit value containing the port
number to connect.

MD({8..n} URL Null terminated address string. Either a
URL, or IP address in the form of
*192.168.26.148"

MD({n+l..p] IP Address Null terminated IP address string. If the
URL has been lookup up, contains the IP
address of ths URL.

Add IP Address
Add a URL or IP address to the device’s IP address
list.

Field Value (s) Description

MC 0x0207 Add IP Address

MD{1} Flag Bit field:

Bit - 0: Connection Mode.

0 = UDP connection

1 = TCP connection

Bit : Unused

Bit : Unused

Bit : Unused

Bit : Unused

Bit Source of Entry

0 = IDE generated

1 = Netlinx Language generated

Bit - 6: Unused

Bit - 7: Unused

MD[Z..3) Port Number | Unsigned 16-bit value containing the porct

number to connect (normally 1319).

MD[4..n] URL Null terminated address string. Either a
URL, or IP address in the form of :

*192.168.26.148”

LI R B |
[3 QS N

Delete IP Address
Delete one or all URLs or IP addresses from the

device’s IP address list.

Field Value (s) Description

MC 0x0208 Delete IP Address

MD[1]} DeleteFlag Bit field:
Bit G - If sez, delete all URLs.
Bit 1 - Unused.
Bit 2 - Unused.




Message and paraneters: Field I Val ue(s)
Descriptio MC 0x0109 Request Devices
ol i neIo 15“000/%@uest Devi ce Status This mesdagéUSI41854sed
by the IDE to request the status of the specified device. The
master responds with Qut put ON nessages for each output channel that
IS on, Feedback ON nessages for each feedback channel that is 20
on, etc. See the D agnostic Mnager specification for nor e

i nformati on. Message and paraneters: Field

Val ue(s) Descrfiption NC Bit 3 - Unused. OX0IT0Z4 Request
Devi ce Status MD(I .. 2] g?g s~ Jnusqdevice  Unsigned 16-bit
val ue. NDES3. . 4) St PhItonused: nsi gned 16-bit val ue.
25 MD 5. .4] Systmm 7 -Unssgned 16- bit val ue.
Request Devi ce |8P&Ilus EOT Flag ThistnEs&hge | ndi cates that alT of
t he Request Devi ce Stdtus infor ltqg2q§§$g§§§n§ﬁﬁfz Thi s message
i's used |by the IDE to determ ne B bl cod@tetd Status 30

i nformati on hag been received. \ViDt0OA 6 Phvd

PCTI USOCO' 1 1851

Message and parjaneters:

Val ue(s) Descr
Request Devi ce
Unsi gned 16-bit
Unsi gned 16-bit

Unsi gned 16-bit

Bit - 2: Unused 58
. Bit - 3: Unused
Field Bit - 4: Unused
i ption MC Bit - 5: Source of Entry OxA QA
0 = IDE generated i .
St at us ND[' o 2] 1 = Netlinx Language generated Devi ce
val ue. MD[ 3.. 4)|Bit - 6: vnused Por t
val ue, MD[5..6] |Bit - 7: Unused System
Mgéﬁ1jé1 Port Number | Unsigned 16-bit value containing the port
number to connect (normally 1319),
MD(5..n} URL Null terminated address string. Either a
URL, or IP? address in the form of

“192.168.26.148”~

Set DNS IP Addresses

Set the IP address{es) of the DNS servers and the

domain name. A maximum of three (3) IP addresses may be
5 specified. The search order is same as - the order
provided. A NULL must be provided for empty entries.
Field Value(s) Description
MC 0x0209 Set DNS IP Address
MD[1..n) Domain Name | Null terminated name string. This name
gets apprended to names without a dot. -
Example, “panja.com”
MD[n+l..p] DNS IP Null terminated address string. Must be
Addressl the IP address in dot notation form (e.g.
"192.168.25.5”)
MD{p+l..q] DNS IP Null terminated address string. Must be
Address2 the IP address in dect notation form (e.g.
*12.5.138.7”)
MD{q+l..r] DNS I? Null terminated address string. Must be
Address3 the IP address in dot notation form.
Request DNS IP Addresses
Request the IP address({es) of the DNS servers and
10 the domain name of a device.

Field Value (s) Descriptien

MC 0x020x Requests the device’s DNS IP Address list

Get DNS IP Addresses

Get the IP address(es) of the DNS servers and the
domain name.
Field Value (s) Description
MC 0x0208 Get DNS IP Address
MD[1l. .n] Domain Name | Null terminated name string. This nams




Request Asynchronous Notification List Thi s nmessage is used

by the |DE est the 5 current asynchronous nq}lfJ i
et TGl

list fro mast er . The mast er gener at es
of Asynchr onous Notification List nessages, one for each entry
in the list, to the requesting devitée. 10 Message and
paraneters: | Field | Val ue('s) Descri ption
| MC | 0x0105 | Request Asynchronous Notification List
Asynchronous Notification List This nessage is generated
by the nmasteq in response 8eusharp est nmynohhmouslot
Notification Litst—essage—-75 Forx2BRias pamjd.com’ |, ¢ he

| MD(n¥17 . p1Y DNS IP NulIoCd iminat e lalidress fEErT Must be
master's li gt one of AddesR 1 the IP AB&®RAYES dotWhddatidi€rorm (e. g.
gener at ed. Lf__fher e ar 19301 68ePi .51 kS, then fhe
nunber of ent{MPEsi-fileld w f’\dd 2 ef Pt ter Jfig@dress string. DMagtn@st I g
Manager specifilcation for nore or DRy <. 13%55 = tsrs’?f@émé‘nﬁ"m
par anet ers: MD(q+1..d7 €1 d DNS 1P NMAl tRhSjated adlRSETItPldg0N Must be

xO106 AddpespAchr bR &P AdielsE dlat de¥nndtyagion form.

M1 ..21 Total Count Unsi gned 16-bit val ue containing the
total number ofSehtEtksrpatt R Rdsgess MX( 3. . 4] Thi sl ndex

Unsi gned 16-bit Valu§eE0nB@'@P“bééf%ééenkubnet mask, and gateway of the
nunber beginning with 1. This wl

i ncrenent ed forukbiehsi E&mermet Jrftt%ﬁil%ﬂ:% A NULL must be provided for

Total Count. opp N?L§est§] Device  Unsigned 16-bit
val ue. NDC% Por Unsigned 16-bit val ue.
MD[ 9 ..10] Field Q\IQf em Valppisi gnefPasEriftion g ue MD( 11
14] g 32 B2 ef o EI-EHEEI T 8908P° the
: MEFH ] Tags Bit ¥iel ' ]
messages are enabled): Bit 0 - 1t set, use DHCP for I ddbfess £hd
Onl i ne/ of f1i ne [messages subnet mask. The IP address and sBbrtet- 1:
Conf i gur ation ressages r;a;);re;elds must be supplied, nutBFfe - 2
| nput channel g¢hanges Bit 1 - Unused. Bit - 3:
Qut put channel [changes Bit 2 - Unused. Bit - 4:
Feedback channgl changes orp 2 - Jnused. Bit -
. it 4 - Unused.
5: Level changdgs from device Bit 5 - Unused.
Bit 6 - Unused.
Bit 7 - Unused.
MD{2..n]} Host Name Null terminated host name string. (e.g.
“NetLinxl”) '
MD(n+l..p] IP Address Null terminated address string. Must be
the IP address in dot notation form (e.qg.
“192.168.26.26")
MD{p+1..q] Subnet Mask | Null terminated address string. Must bs
the IP address in dot notation form (e.g.
©255.255.255.0”)
MD([{g+1..r] Gateway Null terminated address string. Must be
the IP address in dot notaticn form (e.g.
“192.168.26.2").

Request Ethernet IP Address
Request the device’s Ethernet interface IP address,
subnet mask, and gateway of the unit’s Ethernet
10 interface. The response tc this message is the Get

Ethernet IP Address message.

Field Value (s) Description
MC 0x020D Request Ethernet IP Address

Get Ethernet IP Address
Get the IP address, subnet mask, and gateway of the

15 unit’s Ethernet interface.
Field Value (s) Description
MC 0x020E Get Ethernet IP Rddress
MD(1} Flags Bit field:




Biz - 6: Level changes to device

Bit - 7: Strings from device Bit
- 8 strinQ P8 Hevi ce PCT/US00/11851 59
Bit - 9: Commands from device Bit -
10: Commands to device 66 Bit - 11:
St at us nessages Bit 12-31:
Undef i ned. Shoul d be zero. Add/ Modi fy Asynchronous Notification

Li st This nmessage is used to add an entry into the

Asynchr onous tification Lisf or nodif y:ﬁgo eaéltitsen.%:sipfcv fo:ﬁ‘g! I’ayld‘e;:l:s BRG]
master -w | generate a | Conpletio ;L £ bn
Manager mnessage 0x0213) nessafe i ndi cat mas’;fie ds must D EWRIIe “aftiur e of
this conmand. A special sgentinel thl-—vabae of DeV|ce O Port =0,
and SystenrO i|ndi cates that t heB¥4 AgsU=118%1 d be applied to the

gl obal filter.{ 10 Message and pgjta gelg&ged Field

Val ue (s) Descri ption MC Bit 5 - Unuse®x0107 Add/ Modi fy
Asynchronous Notification Lisf I\/@J‘:E -y ﬁgzzg ~ Device Unsi gngd
16-bit val ue. yprz. a7 VEES4} Host Name PRI terminacedtabd! 'Eél'ne“étr;’ﬁgt. ié?‘ te-
MDES . . 6] System Unsi gned 1p*Neittinkat)ue. M) 7 .. 10

Fl ag 32 Bixinfl.-ebld (if tHE Bidrefs p¥ill tehminaced add'ffss string. Must be
messages are enabl ed): the TF address in dot notatigpfor (fe.g.
Onlinel/offli ne AR ESA0ES Subnet Mask | Null terminated address s..rlngl LMust:J-lz:oe
Confi guration [messages the IP address in dot notati@ntform 2e.d.npyt
channel changb%m[ — _ ;?sizsszsso;)d:h 3 rh;ﬁif%
channel changes™ © " R | Che 15 sdrece in ik tnotcAns Rediila
channel changes *192.168.26.27). Bit - 5: Level ?
changes from devi ce ' Bit - 6: Level
changes to devBet Time and Date Bit - 7: Strings

from device Sets the Time and Date of the unit.

Field Value(s) Description
MC 0x020F Set Time & Date
MD[1l..2 Month Month (1-12)
MD[3..4 Day of Day of Month (1-31)
Month
MD[5..6 Year Year (1999-2099)
MD[7..8 Hours Hour (0-23)
MD[9..10] Minutes Minute (0-59)
MD(11..12 Seconds Seconds {0-59)
MD[13..14 Day of Week | Day of week (0-6) O=Sunday




Bit - 8 Strings to device Bit - 9:

Commands f kf e Bit - 10:
Conmands t(I‘)’ﬂ:;jqég]‘3,\({:J'eOC Bi t PCTUS00/E1851 ys
nmessages [Bit 12-31: Undefi ned.
Shoul d be zero. Del et e AsynchronousGF\Iot I fication List

This nessage is used to delete an/all entr(y)/(ies) 15 fromthe
Asynchronous Notification List. The master wl|l generate a

Compl eti on Code (Configuration Manager nessage 0x0213) nessage

i ndi cating sucCEsBITt fGRFERRE of 17hi dnd Date” command. A speci al
sentinel ~value of Deyvgees©O tHOMl&Qice’s cuﬂ%@ystti%[gzoa'nrﬁdl @akes t&%te

the global filter should be 20 del eted. ~ Another special sentine
val ue of Devi c&S3Py¥5se to thipopesssds, iandtheysEemr65588 handi cdaee
that all entri&sage. shoul d be del et ed. _
60 Message and par aneters: Field
Val ue(s) 2 Descri ption MC x0108
Add( Modi fy Asy'["F.L!él‘d"Uu° NUTL AR ‘Vf&ide‘(ém') = atDescrip_t;j,o,q !\,‘,’P\“' —2] ey s
Devi ce UI[IB:gnEG 10-DI'T kb o RequesWl v rerft]| Time and Date rurt
Unsi gned 16-bit val ue. MX( 5. . 6] . System
Unsi gned 16- bi tGetalMigme and Date Configuration Manager dest Tge
foll ow ng nmessages riginate from or are 5 estine
for the CbnfiguraIiQﬁFsldéﬁé fvices time and date.
Field Value (s) Description
MC 0x0211 Get Time & Date
MD[1..2] Month Month (1-12)
MD([3..4]) Day of Day of Month (1-31)
Month
MD[5..6 Year Year (1999-2099)
MD[7..8 Hours Hour (0-23)
MD[9..10]) Minutes Minute (0-59)
MD([11..12) Seconds Seconds (0-59)
MD[13..14} Day of Week } Day of week (0-6) O=Sunday
10
Restart
Restart the device or a subset of the device.
Field Value (s) Description
MC 0x0212 Restart
MD([1..2] Flag This field has the following enumerated
' meanings:
0 - Device reboot. The device should
perform the “coldest” boot possible.
1 -~ NetLinx restar:. Shutdown and restart
the NetLinx interpreter.
65535 - Smart reboot. The device should
perform the necessary steps to activate any
previous configuration parameters.
Including, but not limited to, “cold”
rebooting the device. For example, if the
IP address configuration has changed, and a
reboot is required to begin using the new
IP, then the device should reboot.
15 Completion Code
Indicates successful/unsuccessful completion of a
previous message. In the case where the device settings,
such as device number, are being modified, the completion
code message is generate using the “Yold” device
20 information before the new settings take effect.

Field Value (s) Description
MC 0x0213 Completion Code




Conmand Val ue Val i d Response Descri ption
Messages From DEVI CE MASTER
Set Devi c&vOl0wE-I#0 Ox0201  Ox0213 x0213  Sets t RCTHEHN0FE3Hyst em

(Mast er - >Devi ce, nunber of the

receiving Mast er - >Mast er) 68
devi ce. Set ldentify Ox0202 None None
Enabl es/ Di sabl es Mode/ Addr ess

identify node for the (Mast er - >Devi ce)

devi ce and QSt ﬂgbflshfjs wMessage | The message code (not Message ID) of the
t he new devi celnunber. Set Ser i [ahesbhgrbetommand) that iExPRORted OxOR13
Ox0213 Sets the 16- byt e serilal example, when a Set Ethernet IP Address
nunber of the gevice. File Transdgios oo e vien o (XRAG o E60204°
0Ox0204 Contailns file transfqr message with wMessage set to 0x020C.

information | Reguest 1P Address List
Ox0206  Ox0206 | ™ RBquest s the [IT8F8f | P fhc soociciod mossaes oo OF faiiuze of
address the"deyice wll Bit 0 : O=Failed, l=success
attenpt to contact | B Addr ess LjBits 1-7 must be 2220206 None
None Li st tof 1 P _address Ace—HRP—Address o020+
Ox0213 ©Ox0213 Add the specified |IP
address to the $9nhtEgentify Mode/Address Response

1h8icates that Rel&et@elPcéddizgsSsreceived tf02AHentify

Ox0213 Ox0213 Del ete an specified I P )
address from t Hiode/Address Enable and has had a button pressed on the
contact I st. geyice teselidd¥edd2 AddremnsRSd take XH2Q%he HORLIe @Dl

Sets the DNS | P address

list and domai mRr@Angystem numbeRequest DNS | P Addresses

OX2CA  OxO20B

x20B Requegtsmsetde DNS P Tvatue () Description
address |i st arndicdonmaln 0x0282

nane. CRI1I.DRE | P_AddrleRlgpoBevice

the DNS | P addridfs3--2] Old System

i st and domai n nane. Set Ethernet |P Address Ox@20C  Ox0213
x0213  Sets thB Ppridéipegsction Manager
subnet mask, and The following messages from or are

_gat ewnay.

Request Eth

ernet |?

originate
07 oK20D OxO20OD

Request sl® he Et#eshéned for thepddr &yt Connection Manager:

interface's I P

R ESS:

Value Description
subnet nmsk, anNCReqIPConnection 0x0381 Requests an IP connection.
gat eway. (Devige-Plapparhet | | P Address (M Nare _
Response to Re L@g est‘ Ip . 0x0382 Request; the status of an active or pending
onnection Status ) connection.
Et hernet | P Addf 88vice->Master) SEt Tine & Date XQROF Ox0213
Ox0213 Set's t|he? Gommectnd Dat f0x0303 IR gg!@t tgﬁi gg;gczggg%;‘;;uggta Ox0210
%0211 Ox0211 S(azggﬂ'égg}e%iéer)]e 3“r.rent czg?c;t::? success, failure, unexpected
- Ti e arl(ilosimt RBost terminated (G@tnekkimm, Setoat e
Ox0211 AuthEftecate Gel § 02384 CUT I ¢IThisTmessage is the challenge that is sent
and Date. Conng¢qtder  fy Mbfle/ Addr ess | T the5iaeE29evifPne None
Response to | dept5 s *aster Response I
Mbde/ Addr ess. Authenticat@on dl L | 0x0385 Encrypted cRaAehE2 resphM(32 If3om 0r213
Restart devi ce pResponse client. Conpl et on
Codel _ subset gxfo gaes\éieg)e. Conmplleti on Cod- x0213
None None c:on%yétia:?”b' MES Y AYE3I06 Status back to the client regarding tae
confirns succespétinted/Failed connection.
conpl eti on or faiingrdiaster)

of a nessage.

15

The

designed to be sent independent

Thus,

included message protocol

this message can be sent

and its packet are
of any transport protocol.

by a TCP/IP protocol over

any connection or by a lontalk protocol, which is based on

the phastlink protocol developed by
be

protocol can

also

Inc. This
RS232/PPP

Panja,

carried over on



61 Conmmand Val ue Val i d Response

Descriptio Messages From
DEVI CEIo I\/ASMEIQOMMO Reserved Messages OxOREO-  PCT/US00/11851
Reserved nessage range. OXQ2FF

Set Devi ce Number Used to bfet the Device nunber of
un-confi gured devi ces. Field [ Val ue (s)
Description MC 0x0201 Set Devi ce number.

MO 1] Configurati_ Used to indicate the type of configuration
on Fl ags aaoneREiealsi-di tThief pretéed) owwpredes anaster to mabbBe2z, B
Devi ce : Un I e

Nunber Ebg{&ﬁggége%gﬁe‘é% €6 de;mgew@fﬁ‘%#gfggyéﬁ' System

Unsi gned 16- blt val ugomnhind oafdeirf | ccayergnts  are usually represented

nunber to set. | [ F Bit Val ue
Type g%PBtthe sé%gﬁ Qy%g%lfgo h%%%l. OP?ﬁﬁE%%g ¥&sgeﬁév§@€h
Nunber i nSdat a as Vdlndowsd NhOAx dprovide most of ‘.hese layerki efiknvala d

be stored. Sy Nunber, .in data
i's valid and sh8UV8°fgi object oriented §Bstrac?$%$d aIF ng%rﬁﬁé&on
0x04 layeFut ur é&Under Winddwe}8 at the applidatid® layer, the
Ox10 re .Xx20 s Fut ur e

Ox 40 softE%Er%redeveloper 15(8Bresented with Era@ lé]rqy Sockets
Erase current sébtemdaaed ret Wittt o this interface, the develoPdkr€eRan

def aul t s Systeni Devi . .

ce Settihys establighy GWASHAY ycm%¥%ﬁﬁ%%% using an object known as
Pl aces/ renoves &he'sisiee” i nt oAppbicabeohdentar ychdfse to deat@ied | or
the device is__in_ _the ,I,Ih%%%thl f%l st at eé

"
servers. s 1is powé&shf abstraction, there is

no facility to help the application developer formulate a
protocol in terms of the packets of information sent back
15 and forth on the wire. The services that are available

deal with namespace resolution and sending and receiving

of blocks of binary data. Typically, the client and
server portions of the application are written to
understand each other’s messages on the wire. The
20 messages consist of structures of binary information. To

formulate such messages, the developer usually has to
program in a low-level language such as C or C++,

The Internet has given rise to a whole new species
of developers called “Web developers”. On an average,

25 they are not low-level programmers who can code in C or
C++ and instead use some combination of HTML, Java,
JavaScript and VBScript. Except for the full Java
language, the other languages are “scripting languages”.
They do not provide the developer with services and

30 facilities of a full programming language.

The primary goal of the Panja dynamic messaging
components invention is to make a scripting language such
as VBScript or JavaScript (or even Visual Basic) capable
of directly communicating on any TCP/IP network

35 connection. This means that these dynamic messaging



of the identify button causes the device to take on the speci fi ed
Devi ce/ Sy he devi ce should respond with nti f
Mode/ Addr ess eng‘;anse, report its old device as oﬁeql/‘g 8’“§ en

report the new device as on-1line. gl el d Val ue('s)
Description MC 0x02 Set ldentify node
MVD( 1] Fl ags Unsi gned 8-bit val ue.

Bit O: O - Disable Identify
Mbde nable ldentify Mde
ND(2. . 3] COMPRRRRES| BVS t0ngiigied o BT Rl 1 CAou A ebL HEATDER
MX(4 ..5] (1) MewRyYHiHry mesbBgegneddlE-iidsvid UeheReWnSYsSt 88t work
nunber. 15 Set Serial Nunber

62 connectheR:t 02Bet thé)seFPEPINRGNDRINBEYt HBSEPRERF| efirom 2
devi ce. nefW&E L connectlon,\ﬁﬂdéﬁéﬁand tEBiQ“ﬂHﬁd%% and “unﬁ@ck”
Ox0203 Set Serial Nunber. I\q <j] Seri al

devi ces P6- byt eckefi 410 nakbeact Tidividual fields in the messagemer AS

serial nunber is,reportQd 1\t At hen DRWIGE document, it will be seen that
| nf o nessage. File Transfer 5 This conmmand

initiates theaPa¥hnsffgiom of thggea Fup Pasic regydyedenss masEerrent
i s intended thaéor&hlaﬁltaeﬂéflu (prote cols Meehaniem Hsrgoneeﬂpigxal kﬁét\fﬁ‘?és‘)f

file transfers I nc | rmvar e Upgrades, | R data, touch panel

desi gn that these components now provide.
i0 To meet the primary goal explained above, the
dynamic messaging components were chosen to be

implemented using the Microsoft Component Object Model or
COM. This 1s primarily because presently no other
programming model allows a scripting language to use
15 self-describing objects with such ease of use. CcoM
objects are well-understood by the developer community
and the model 1is mature and stable. However, other
suitable programming models may be used if desired.
To effect the requirements enumerated above, three
20 distinct objects or components are provided. They
include a Dbinary message descriptor/layout manager
object, a message instance object that represents one
network message, and a transport object that manages the
buffered network transmission issues.
25 The message descriptor/layout manager object allows a
script to define the structure of binary messages that

represent packets of information sent back and forth on a

network connection. The message structures are
identified using unique names. Once defined, these
30 structures can later be wused to form instances of

messages or define more complex structures, which contain
embedded structures in them. Referring to FIGURE 11 for
an example of the message descriptor/layout manager
object, which includes a binary message structure 700

35 that may be sent or received according to the



files. Field Val ue('s) Description

x0204 Transfer MVDQOLI . . 2] Fil eType Unsi
16-bi t val lvj"/e()é:d/éﬁ40 0 = Um}’scgdusoomss?

1 =1R Data 2=F|rm/vare

3 = Touch Panel File 71 4 = Axcess2
Tokens M3 .. 4) Functi on The function to execute,
such as receive, send, etc. Val ues
0- 255 are predefined. Al'l ot her

val ues are basetPrypomie¢deion protocol. The packet structure includes a
Fil eType.- 5 a £ a nt ai n ction
specific data. %ssé\@ he%]der ﬁtrggé:??}ep %1(11 Feslss Qn "p &S % ru ure

Requests for t heltdein c'eheomeequad wilthte tiess da g lméadéﬁ includBsaddessiest

i ) i d . .
tvgleueg'g)v' ce OIS @Eg 1 BhLAERES el 200YA) 702, 2 pafkél steldh&xt%

Addr ess 5 st (4 bytes)l P7Pddr ess plaicdktet version (2 byftwesy egpdnseahd téhe
request above, |.P Addre | st qESS |l _be_generated for
Ei? €§36 ?5 byte§8.7d5. ?&%Ig% ucgurg 9% 'é%qﬁﬂ%ﬁ

each IP addresspl

Descrlptlon include& a message body,Ow20fh contaifsAddresaddotding to
MO | . - Tot al Count unsi gEned 16- hi tl val cont ai nlqjg the. tot aI
number of addr es¥es MeSSage type 3 TOL eXample 1 e &e sigfifty may

16-bit value camaliudag amheeillee@nt 1 (2 bytes) 705, an element 2 (a

e R A (B H BB unose size 1o specificd by

63 element 1) 707, and an element 3 which is a NULL
terminated string.

To further describe this message structure, two

additional message structures are defined: the message

15 header and the entire message. The entire message

contains the header structure as an embedded structure

within itself. The following pseudo-code shows the

general format of the description:

20 LayoutManager = CreateObject (“LayoutManagexz”)

LayoutManager.BeginDefineLayout (“PacketHeader”)
LayontManager.AddPrimitive (*SHORT”, “Protocol”)
LayoutManager.AddPrimitive (“LONG”, “PacketSiza”)

25 LayoutManager.AddPrimitive (“SHORT”, “PacketVersion”)
LayoutManager.AddPrimitive (“"SHORT”, “PacketTyre”)

LayoutManager.EndDefineLayout ()

LayoutManager.BeginDefineLayout (“HelloWorldPacket”)
30 // message header
LayoutManager.AddStruct (“PacketHeader”, “Head=x")

// message body
LayoutManager.AddPrimitive (“SHORT”, “Element:”)

35 LayoutManagsr.AddPrimitiveDynamicArray (“CHAR”, “Element2”, “Elementl”)
LayoutManager.AddSZString( “Element3”)

LayoutManager.EndDefineLayout ()

The operations (methods) that the layout manager

40 provides allow a script teo define the individual



equal s Total Count. MD[ 5] Fl ag Bit field:

Bit - O: CCWB%G/H]Q Mbde. 0 =
UDP connect i on J - - 1 fCTﬁsW/llgSl
connecti on it - 1: Unuse

Bit - 2: Unused 72 EIE - g: gnused
Bit - 4: Unused : i - 5: Source
of Entry 0 = | DE generated

1 = NetLi nx Language gener at ed _
Bits - 6 & 7. EAePHedceBsAneét RoRiveae message. The operations generally

(OxCB) LoOKLRg {ReURbrm: 01 =

(Q<40) At tenpting connection 10
(O<80) Wai ting for<9?é?ﬁ?éc<t°¥’ﬁit’vf>&l Ngme> (<Element Type>,  <Element Name>,  <Other
(OxCO Contrsersads - MD6. .71 Port Nunber Unsigned

16-bit vag ue contai ni ng the port

nunber to connegt. M) 8. dgl “ URL Nul |
terninated addrER% st¥MRLe: Eitherd the "“PacketSize” element to the
URL, or |IP addrgessaget heth® mAdPrimitive” operation is f

"192. 168. 26. 148" MDf n+l . p] | P Addr ess Nul T "t ermi nat ed
| P addr ess Strlelbemem: thepe 1is spécified as “LONG” meaning it is Ugh
has been | ookupippegépntaimipcddeihPsize. Adding elements t message
address of the URL. g B Add | P Address 7 . _ ng?a TREA3F
| P addres$ to tP@Sdevit®e' s 49 addpegs within |jgat. BeglnDeﬁl@eHayouu—
V3|due (s) De@lﬁ/%ﬁ()@fiﬁ@Layou"" pM.:cr oF operatlons ﬁgz indicidk I By
Addr ess

Bit - 0: Connect?®n MFeut manager W%en
UDP connection definition begins and ends. Once a meg.sagje ::s_tT cture is
connection 't ™~ 1! Unuse

Bit - 2: Unusedefined completely, it may be used as an elBiment X yhdmused
Bit - 4:1d)nuse |t Sour ce
of Entrylfp Ofurther message definitions. In th% ex?BEJB.eenaé)rogz[eéd PhE
1 = Net Li nx Land&%‘étg@g‘éramratlon was used to make “Packet Header
Bit - 6: Unuse ” nu
MD2. . 3] Structure” er T BSRGnad 16781 555 ﬁEuESntgué%%ngZ%ﬁg gft
nunber to connetd s §a@e malBackeX1 9fype 1” Bhb4dding StructureEJRLWlthln

Nul | term nat eds @igE £85e St a9 0w LBEL @ definition of very complex

20 messages.

a new message strucBure

The example also illustrated yet another important

concept. This is the ability to define variable length
elements within a message structure. The element named
25 “element 2” is of variable length. It is a byte (char)

array whose length is specified within the message by the
preceding element named “element 1”. Dynamically sized
elements of this type are pretty common in many
communication protocols.

30 Due to their very nature, some dynamically sized
elements do not have to have an explicit element specify
their size. An example of such an element type is a NULL
terminated string. A NULL terminated string is a
sequence of bytes in which the byte wvalue of 0 is =a

35 special value indicating the end of the sequence. Since

the end of the sequence is specified by this special



URL, or |IP address in the form of
"192.168. 2 Del ete | P Address e or
all URLs o?mﬁﬁﬁad resses fromthe device's IP addresgﬁhgéﬁugg

Field Val ue (s) Descri p7t I on MC

Ox0208 Del ete | P Address Del et eFl ag

Bit field: Bit O - If set,
delete all URLs. Bit 1 - Unused.

Bit 2 - Unused. ) o 64
Bit 3 - Unusedvalue' its length does not have to be expldigitgy skesed.

Bit 5 - UnusedThe example shows that “element 3”7 is a NBIL 6ts éﬁﬁ@@@d
Bit 7 - Unused. 2 Fl ag Bit fi T :
Bit - 0 Conneftidrovgas the operation “AddSzZString” is used to addoit.uD?

connection The following examples enumerakte -@Q%(“%%E¥%}Pgn
Bit - 1: Unused nuse

Bit - 3:S5Unusedmethods) provided by the layout manager. Bit - 4: Unused

Bit - 5 Source of Entry 0 = IDE
gener at ed 1 = NetLi nx Language
gener at ed Message Descriptor/Layout Manager Objgmt Meghodrused

Bit - 70 Unuseg $&}nDe{1A£i§you%)— starts jgginfpfggrofUnSnged 16u%%%r

val ue containing t

t o connect (nornaj¢qna@u9be called whilMg[ BlreaHdy definindJRL message) . Nul
L%[nlna&ﬁg Zgg;:génﬁéé#ﬂg'%%§h$g$L %nds definition of a current message
"192.168. 26. 148" (cannot be called if not currently defining a message).

* IsDefinedLayout - checks for existence of a message

definition and returns TRUE/FALSE.

® AddPrimitive - adds a primitive element to a message
15 structure. Primitive elements form the basic entities
of a binary message. Primitive elements includes

characters (1 byte), 2 byte integers, 4 byte integers,
floating point numbers (4 bytes) and double precision
floating point numbers (8 bytes).
20 e AddPrimitiveArray - adds an array of primitive elements
to a message structure.
® AddPrimitiveDynamicArray - adds a dynamic array of
primitive elements to a message structure. The array
does not have to be fixed in size, rather, the name of
25 another (integer type) element is used to contain the
actual length of this element inside =&a specific
instance of this message structure. The sizz element
has to have been already defined within the message
structure. In other words, the length of this dynamic
30 element is specified by an element within thes message
and that element should be stored in a position
physically above the dynamic element.
® AddStruct - adds a structure element to & message
structure. The structure element must already have
35 been defined.



Set DNS | P Addresses Set the I P address(es) of the DNS

servers a domai n nane. A maxi mum of three ( P.addr esses
may be ?905&%”05pe0| fied. The search order is sane fgmﬁqg/ 181 der
provi ded. A NULL nust be provided for enpty entries. Field

Val ue('s) Descri ption MC 74 x0209 Set DNS
| P Addr ess MO[| ..n] Domain Nane Null term nated nane
string. This nane gets appended
to names w thout a dot. Exanpl e,
panj a. cont o Addst\ifawArrpy - adds abNSrkRy of stiuldtuirer ladeartts to
address string. _Mist_ be Addr essl the IP
address in dot nét BIIHEIOrIR{ESHEEe-

"192.168. 25. 5" AddStructM’:ﬂnicAﬁ.]ray - ad®S IB  dynaMd| terginated

address string. be Addr ess? the IP
address in dot mﬁQﬁWQﬁP?%rﬁ4F@e§ts to a message structure. The same

"12.5.138.7") rules aNMDl€Wdt. o1 AddPr1m@N§v’e’5ynam1cA|¥lﬂa| tSf)ﬁlﬂ?TﬁedlI.%
e

address string. Mist be dress3

address in dot ndttEtS g Request DNS | Addresses

Request the IR, a%%ﬁé@f)né’f thaaNg St\ﬁfl\!l?rt%eﬁﬂﬁna%@d stringh@18®miN fane
of a device. Val ue (s) DescCription

MC a |r®<~‘@@9$ St"UC‘Réa%ests the device's DNS | P Address i st
Get DNS | P Addges th Iqucilaq;e ( f Q%ﬁ
servers and the 5@3@25tr1n%Arr%ynanegﬁhs gn' 3 g% eﬁ%Lﬂ géyh ed
S) Déscripti ggtring eleméfirs to a message sOXOROBre. TI@etalmaSIIdbes
Addfess A@%mhavg]to be flerDgR|EeN%%%, rather, the last string
string. This nane

65 element of the array has to be terminated with two NULL

characters rather than one NULL character.
e AddPadding - adds padding of specified byte amount to a
15 message structure after an element. This method is
used to align individual elements of a structure to be
on specific byte boundaries.
e AddAlignmentPadding - adds padding to a message
structure after an element to align to the specified
20 alignment boundary. Byte alignments can be made to
occur on 2, 4, 8 or 16 byte boundaries. This method is
used to align individual elements on specific ‘byte
boundaries when the element sizes are not fixed.
The message instance object of the dynamic messaging
25 component allows a script to create an instance of =z
previously defined message in memory, £ill the message
with values for the individual fields of the message, and
then with the help of transport object (which is
described in the next section), transmit the message over
30 a network connection. The message instance object alsc
allows a script to receive an instance of a message over
a network connection, unpack the message and access the
values of the individual elements in the message.
The message structure previously defined will bs

35 used again to show how an instance of that message could



gets appended to nanes w thout a dot.

Exanpl e, " pad ' MD(n+l .. p] DNS | P ul |

term nated a d@gggmstri ng. Mist be PH‘N%HF%@SI
the I P address in dot notation form (e.g.

"192.168. 25.5") M p-;.1. .q] 75 DNSIP Nul

term nated address string. Mist be Addr ess?2

the I P address in dot notation form (e.qg.

"12.5.138.7") q; - | ..rL DNS | P Nul |

term nat ed addr 8&s S34EA J.l‘erchmBE . FIGURE 12 illustrates an imifrarsss
the | P address ibF dehenomabs@fef Oifbse structuset EiberqelctRAddress

Set the | P address, . subnet mask, and gateway of the © %i tﬁz the

Et hernet interfREEVIOUR NG9t At b¥epPBYRdddf cinclugles a mgsispgenthdater

Field thatVHde €82 followlPRSC dxdnAn 1 :
x20C Set Et hernet 1P Address g o rlyD[‘Ir? nes NEaCket pI‘—]ioatgosCOl
Bit field® identifier = 1 (722); packet size imjbpyges |f 28t A ;

DHCP for | addresgyxarRdversion = 1 (724); and ket t = bnet
mask. The IP adgress and subnet (724); and packet type = 3 (72342"%'The

mask fields nusfefeaggppadyd mayutcrttains the following elements: element

i gnor ed. 1 = § - £ followi ni ' - $ .
Bt 2 - Unused. (size o ollowing dynamic aEi'rtayl 1%??938?')Un(u78266d‘_,

Bit 4 - Unused. element 2 = [hello] (array of 5 characteBig) 5(72Uhusechd

Bit 6 - Ypused. oy £ 3 = W " 1 , it. 7 ed.
MD[ 2. . n] © emﬁgst Naneworld\oNul(lNUtL'eLr r%ionatteerdmhnoasttedna rls’??)l nW?% g.
"Net Li nx| ") ThE[ nEdllowping pseudoPcAddr eslsows Nial | tyet ok hatseduence

address string. ; \Mist b . . the IP
address in dot ﬁ(r)lt at }egnﬁpgr r%hfe.méa.ssage instance:

"192. 168. 26. 26") MDt p+l .. Q] Subnet Mask Null term nated

address string. Q/g e . - the IP
. M = W 3 ”
ddress in dot n8t ?}8?] fsé):ranctae. g;reateobj ect (“LayoutInstance”)

"o55 2551955 (o f/ (1) create meyBaqRyef type (“HelloWorldPack€¥t everpviously defilNgdl|using
term nat ed addr esousteraygr Mist be

the | P address wudssalgiinsmahed. codatém@biage € iglioWorldPacket”, FALSE)

"192.168. 26. 2") . Request Ethernet | P Address

Request the devjcqys SEEJ}GIJHS& Lptdgg;n@geﬁgﬁsaddr ess, subnet mask,
and 02l gyay  OesollGnstlLd. sfoymdst NELORS o Mhemenca-, 's2SELRG8: (ndlS))

response to 1 S nessage | [
Messagelnstance.SetSZStringLength (“Element3”, 0, StringLength (“World”))

// {(3) set values for elements
MessageInstance.BeginSetLayout ()
25 // setup message header fields
Messagelnstance.SetInt2 (“*PacketHeader.Protocol”, 1)
Messagelnstance.SetIntd4 (“PacketHeader.PacketSize”,
Messagelnstance.GetMessageSize(})
MessageInstance.SetInt2 (“PacketHeader.PackatVersion”, 1}

30 MessageIlnstance.SetlInt2 (“PacketHeadex.PacketTvpe”, 3}

// setup message body fields

MessageInstance.SetInt2(“Elementl”, Stringlength{“Hello”))

35 // set dynamic array element (Element2)
Messagelnstance.SetCharArray (“Element2”, Stringlength(“Hello”},
“Hello”) '

// set NULL terminated element (Element3)
40 MessageInstance.SetSZString (“Element3”, “World”)
MessageIlnstance.EndSetLayout{)



Et hernet | P Address nessage. | Field Val ue('s)

I Descripti | MC x2CD | Request FEthernet |IP
Addr ess Wb oure7140 Get Ethernet |P Address GECT{YRI01s1
addr ess, subnet nask, and gateway of the 15 unit's Ethernet
interface. Fi el d Val Ufe( s) | Descri ption

MC XQROE Get Ethernet | P Address M | ]

Fl ags B-it field: 66

Bit O - If set, use DHCP for |P address and
subnet mask. Thén PcheldpsesidarEosithnabove, a message instance object is

UaSk fields nUSErQ%ES&H%ﬂf%h PHttﬁ%% used to iet the various values for
i gnor ed. Bi t = Unused.

Bit 2 - Unused. the elements within the message. Bj {Th® -cthdasdd actually

Bit 4 - Unused. : : - ' - Unused.
Bit 6 - Unused.transmlt the message is described EF@O?._ Unused. M 2. .n]

Host Nane5 Nul | t eMhenafiadsthospenahiost pemdorfredg.is the “CtéidetMemzbgp”

MO nl .. p] LR Address.. . Null rmonated. address, string, MNist be
the | P address ﬂ?ecfdattlr?o 'atigﬁlufsor‘rgﬁ)%%g}gk ot script o create’a
"192.168. 25. 5") me¥spge .@ff a given tSuymet Thekmelsklet eéypenat edpaediessly

string. Muist beg_ .. s . the I T address_i.n _do
not ati on forn](ggg}ned within this (or some other..2§§;2§§:2g§}8g) Ehe

MD(g+l .. r] messag elmgcriptoNilaydet nmaatgdradihjess .st ring. neddishgbef

the I F address in dot notation form (e.q. . i .
1_"192.1@@.26.2$ e S&LO g%%?ﬁﬁﬂ‘gf%ument (FALSE in this case) 1is

explained below. Following the creation of the message,
two operations are performed to set the lengths of the
two dynamic fields within the message. The two fields
are “element 2” and “element 3”. “element 27 is a

15 dynamic array of characters and “element 3” 1is a NULL
terminated string. After a message is created, sizes of
all dynamic elements within the message ha?e to be
specified because that is how the Message Instaﬁce object
knows how much memory this message will occupy. If there

20 are no dynamic elements in the message, this step can be
completely avoided.

The third step is actually setting the values of the

various fields (elemehts) in the message. In this
message, there are two parts: header and body. The
25 various operations supported by the Message Instance

object provide scripts extreme flexibility in writing
values of elements into a message. In this instance,
methods like “SetInt2”, ™“SetIntd”, “SetCharArray” and
“SetS8ZString” are used. Also, once all dynamic elements
30 have been explicitly sized, the Message Instance object
knows what the entire size of the message is, so the
“GetMessageSize” operation can be used to get the size.
This operation is used in writing the message size into
the “PacketSize” element of the header. The sequence of

35 set operations has to be enclosed within a pair of



Sets the Time and Date of the unit. Field Val ue('s)

Descri pti oRvdVbess OxQ20F Set Tinme & Date VD1
Mont h (yg/bbn-,tl?lo(l- 12) M3 .. 4] Day of Wsoﬂldl&sh
(1-31) Month MD[5 .. 6] 79 Year Year
(1999-2099) M) 7..8) Hour s Hour (0-23) MJ9 ..10]
M nut es Mnute (0-59) MD( 11l ..12] Seconds Seconds (0-59)
I\/D[13 .. 141 Day of Wek Day of week (0-6) 0=Sunday

Request Current Tinme and Date Request the

deV| ce's currentB??h%S%FnHaMStlé Eﬂ‘i@etl’aywt" reBpBASLONs t e ntbshge tite

the Get Tinme anted®ige Instance”ﬂ&&ﬂﬁbe whexr’x a messagé F"§| %Sady to be
| Val ue(s) Descri gt i an 02 I
Request CurrenttT3menhREeHat e Get Ti me and Date

Gets the devices timgo@ndHlal €a complete exEhShd of essagdal; (tsa)
Descri pti on MC P Q(OZl% St PR pd nee

NVDF | 2] has &am illustyafigd,(1the) following mt;om] enumerates
Day of Days 10f '\@I{E h ¢ @alQlons metho ided h
M5 . . 6] oL VR dderiions  (mathodi) provided hy S juessage
Hour s Hour SR s - I\/D[9 .. 10] M nut es M nut e
(0-59) MDl fp e 12 n S g (0:2
MD[ 13 . . 14] 'i‘he }nessageléay yéﬁlcaeesnstoarése g%ﬁ% 16nc%21des the
fo’low:.ng methods:
10 * CreateMessage - creates an instance of a message, given
its type. Optionally, this method can be used to

transform a2 message of one type to another type.
® SetDynamicArraySize - sets the size of a dynamic
element inside a message.
15 ® SetSZStringlength - sets the length of a NULL
terminated string. The string may be by itself an

element in the message or could be part of a string

array.
* SetSZStringArraySize - sets the size of an array of
20 strings in a message.
®* BeginSetLayout - notifies the message instance object

that “Set” methods are about to be called which will

write values to individual elements within the message.

* SetChar - sets the value of a single byte (char)
25 element.

* SetInt2 - sets the value of a 2-byte integer (short)
element.

* SetInt4 - sets the value of a 4-byte integer (long}
element.

30 * SetFloat - sets the value of a floating point (4 byte)
element.

* SetDouble - sets the wvalue of a double precision

fioating point (8 byte) element.



Rest art Restart the device or a subset of the device.

Field Val ue(s) Descri ption MC

x0212  WORNED4P M| . . 2] Fl ag PCTYSQ0/4188) g has
the foll ow ng enunerated meani ngs:
0 - Device reboot. The device shoul d 78

performthe "col dest” boot possible.

1 - NetLinx restart. Shutdown and restart

the NetLinx interpreter. 65535 -
Smart reboot. TheSatWhaeAshawl ¢ copies an array of characters into an
performthe neces:ﬁar% steps to activate any

previ ous conflgur SO par arreters

| ncl udi ng, butenwet$zsteingor tophids a string into the NULL terminated
rebooting the device, For_ exa I f the

| P addr ess conflg?ﬁ%ﬂtrf‘% eH erT{Eanged and a

reboot is§ requsregh&f;ebﬁgyauuSI—ngnblﬁQfaew the Message Instance object
| P, then the device should reboot. n?_ ti_on Code

| ndi cates successHhal UFREICBRIIIL %%%i@t?%‘ﬁ gpagled for trﬁPéWl’-éﬁéon as
message. In the case vherendhei gleyl ce16@bht Ng81ues have beHENseds device
nunber, are being nodified, the conpletion code message
i s generat e® BegimGetlLaypit - moitifles gehecdlesirge InsEaRres meblGEt

before the new seftipgs LRIk&a gﬁcfeﬁtlould be Unfpfdihged so that

Val ue(s) Descrl pti1on | Ox0213 Conpl eti on
Code 10 individual elements can be “read” ouv of ég.

MO 1 . age h S C n SS D) he
rressage (CO nd)G?%\MEES Core u n;- %'I_J%E \?991% %q.‘e eg %tlnbﬁ. aigfté (c(?l rt)

exanpl e, when a Selem#her net I’> Address
e GetInt2 - returns the value of a 2-byte integer (short)

element.
15 e GetInt4 - returns the value of a 4-byte integer (long)
element.
¢ GetFloat - returns the wvalue of a floating point
element.
e GetDouble - returns the wvalue of a double precision
20 element.
e GetCharArray - returns an array of chars from an char

array element.

s GetSZStringLength - returns the size of a NULL
terminated string element in the message.
25 e GetSZStringArraySize - returns the size of a string
array in the message.
e GetSZString - returns a string from the message.
¢ EndGetLayout - notifies the Message Instance object

that the script is done “reading” values out of the
30 message.
e C(ClearData - clears any message instance data within the
object.
» GetMessageSize - returns the size (in bytes) of the

entire message instance.



nmessage has been processed by a device, the

device res ud h a Conpl etion Code

nessage W Bﬁagﬁ/gﬂ%ge set to OxQ2CC. VD[ 3] Pmms??gtlg%lus
Bit field indicating success or failure of

the specified nessage: 79 Bit O :
O=Fai |l ed, 1=success Bits 1-7 nust
be zero. Set ldentify Mode/ Address Response

I ndi cates that the device has received the Identify Mode/ Addr ess

Enabl e and has hadendutt omsgmngssésd ohnskances of thevitransportndobaeet,
it should take d

Fi el d soc{}aef%rgisﬁé’ mé’QQ%g %XEEEnce over & @%tﬁyﬁﬁr@é}%@&mn
x0282 Seé |Rerdidy Hfodedmj;gjraas nrmt}:mse of the Wbehspdrt object,
A d Device Unsigned 16-bit val g cefnu e K ND'FB"AJJ
Od System Unsi NBEHi ¢ ’B%?ﬁ%gedas F8EFEm r’fﬁ’l%&' network conneciipp.

Connecti on Managersetconvert - seté”ﬁht&@fkOﬂbnmoéﬁﬁ§ﬂ@eﬁosQ“ﬂbnﬁé@work

from or are 10 destined for the IP Port Conpectign Manage
Conmand bwgg yg8WaprPing g FifRERAion mode. ReqPF’CGHﬁéct‘?QFhe “a11
Ox0381 Remﬁﬁﬁémfﬁg|ﬂe§gag‘§lé¥b assumed Hdayécen>Mrsh@ink format
Request |P equests the status of an actjive or pending
Connection Statusand all outgodgsheP@iS§RrIes are CPpEGrELd>MASt eRftwork
| P Connection F303 I ndi cates the current status of a

St at us connection or connection request.

(Mast er -XPevi cey Pushback -|nalkaves: f@LcoRaSSagai |UFRE £ ipeipedesglov.
closing, Host tygyginated £o % BEaF?g% is artlaﬁy§h%gkﬁgﬁfb* contains

Ox0304 Thi s nmessage 1s t nge t IS sent Connect1 on
to the client deereethan a ful(lFrmfFﬁMQer):he partial AgeReadecRY P can

QUIE T HCHER LRSS LRI onsoqs TSR o

Status back to rtéerikeivedt le¢gar.di ng t he G ant ed/ Fai | ed
| connecid on. ram ) : i ssa
protocoﬁu%nd its pac%e E % ﬂ%y%&% and message 1nstéyy% &¥§é%¥%hn§_§ g8t

forth above. The final step in network connectivity is
the actual transport. Message layout and message
instancing are actions that give rise to blocks of bytes
in the memory of the web server (or wherever the script
20 is being executed). To be able to communicate on a
network, a live connection has to be made to be able to
send and receive data. The third object inside the Panja

dynamic messaging components module is a transport object

implemented specifically to handle TCP/IP networks. The
25 two previous objects do not in anvway assume what kind of
a network connection they are communicating over. The

transport object’s interface is specified independent of

the nature of the network. The transport object has a

built-in asynchronous message handler that can fire
30 scripts when messages arrive outside of a script’s

“Receive” method call.

Examples of the transport object methods includes:
* (Connect - connects to a given remote computer given its
network address and end-pcint (port).

35 e (Close - closes an existing connection.



designed to be sent independent of any transport protocol. Thus,

this nessa e sent by a TCP/IP protocol over 15 an connecti on
or by a %oﬁ)?égf@ protocol, which is based on P s°°ﬂﬂ§§tl i nk
pr ot ocol devel oped by Panj a, I nc. Thi s

pr ot ocol can al so be carried 8Bver on RS232/ PPP

69 connecti ons. Thi s protocol supports naster to master, PC

to master and PC to device conmuni cati on. Contruni cat i on
conponents are usually represented usi ng the seven-1| ayer |SO nodel .
Oper ati ng Syst ets Galdias tocketEnganiows NFEORrpeovitde noststof ¢hese | apets
wth a po ject i b i at the application

| ayer. Under W‘#%:)J\}\;gre%gto‘?} kFeh%r e{lpp vﬁg%;?i %%ﬂf#%%/:g&}. t he sof tware

devel oper is presesstettmidtPatBer kbeysSatieetsath of tihet eydmiges thi¥thill
this interface, ,the_ de per . can .10 i sh two-way commruni cation

eldo est.abl
Using an obj ect kRGWTXESUTEd On Jncming -asynehrenaus | BRESaGRAS choose to be

clients & o [SeieAsyndHaHI dhi s | duaingwesbut alsdractdod, tiheresi s
no facility to help the igpl ication devgé?f)er formul ate a pr ot ocol
in terms of the pSEREPI i nRBFmation £ bathke 15 asYRGhF it omeERage

wire. The servi gesddidlorari yadx88kfal scripdgal- WHik NAOESHPRCELlows a
resol ution and sendi ng and receiving of blocks of binary data.

Typically, the cSC&tPtant® disableg ths BSYRFBEENEMSt HeES5ATS CREPBASEPE

witten to dudelgSt @dch eaghe OBDEr ' ihcJMIRAIAEss8Best Nere Woli€fered
The 20 nmessages consi st of structures of binary information. To

for mul at’® such mes®ages, the devel oper usually has to programin a

low I evel | anguage sl A deindisr - enables thBEd éﬁﬁiﬁ%ﬁﬁ% gL¥€hge

rise to a whol e new speci és of devel opers calle | opers*™.
On an average, 25Proce®prare nbrolmowkheyelPPivyr @nwarsl , whevexy coddeoming
or Cr+ and iRyl adniie ST £OODRLT QB 50k tHIY-, r
JavaScri pt and \allggéri pt .n Excepté) for t%gsgfl&rﬁ%\]%régél&ernall Sﬁgﬁgé‘e,
t he ot her | anguagbsiade exesnitgd.ng | anguages”. They do not provide

t he develpper wt i C nd faci,litie a . full programmng .
I anguaggl.§ &S%%[thcgtfﬁaaﬁar y§‘388fn8f q"P’Leettl'i?alflj ggayr?arlr?l'lngpor?g%saog?%%cg S
conponent s i nvent icomnested ke aeIsrigptdompuerguagensuch . as

VBScri pt or JavaScyi or_even Visual , Basic) capable of_ direct|
communi cat i ng 'ongetg{?f(t TOPA et W8Pk %gw°€)gor?ﬁéjtﬁqs§n. of - thf sTeRBLRs
that these dynacompueEesagtag which the transport object is currently

connected.

20 ® GetPort - returns the port on the remote computer to
which the transport object 1is currently connected.
The sequence of operations to create and send a
message instance is given in the exemplary pseudo-code
below:
25

// Create a transport object and connect it to a remote computer
Transport = CreateCbject (“Transport”)

Transport.Connect (“abc.com”, 10000)
30 MessageInstance = CreateObject (“LayoutInstance”)

// create message of type "“HelloWorldPacket” - previously defined using
Layout Manager
Messagelnstance.CreateMessage (“HelloWorldPacket”, FALSE)

35
// setup length of dynamic fields
Messagelnstance.SetDynamicArraySize (“Element2”, Stringlength(“Hello”))
Messagelnstance.SetSZStringLength(“Element3”, Q, StringLength (“World”))



70 conponents have to give the script witer the ability to:

(i) form biwapyeipsages and transmt themon a network nection;
and (ii) receive binary nmessages froma net wor k connectrcﬁ‘ 00711851
understand their format and "unpack"” 5 emto extract individual
fields in the nessage. As expl ained™later in this docunment, it

w |l be seen that apart from these two basic requirenments,
current comuni cation protocols require nore conplex features

t hat these corrponent S now pr ovi de. 10 To nmeet the primary goal

expl ai ned abo nam c nessagi ng conponent s wer e

chosen to 8¢ usi ng the Mcrosoft Conponent Qbject
Mbdel or ﬁiﬂ%lns’:ﬁ*}ﬁesaegi‘%setlﬁryi’h‘dl’l |y because presently no other
programm ng nodel alA/o%esun nsegigpthiender| Eirddmge to use 15 sel f-descri bi ng
objects With such MeesmeInsphincel$eInt2 (“KBER4tHeader. ProBjcOLt,S1Ar €

vel | -under st ood by theesdevtkapelsofiiyriatyetteader. radkllsidte model is mature
and stable. MEONRY Blstanc@t di@liessagesize ($HI t @bl € programmi ng nodel s may be

used if desired.  wessagernstard. SLEGSH-d0GHEQUL ISIRALS, COUTE[At ed above,

? set vaq.ues f?- ﬁ%?‘l

three 20 distin déd They
include,a binary %essagéns artfes%rtfntt%grgjfgaégﬁatder rfﬁﬁ’é‘fggt‘pe + 3 object, a
nmessage i hst ance obj ect that represents one net wor k nmessage, and a

transport object t hat IREHRJessaghdody fieldsphyffered network transmission
i ssues. 25 The essagstgdesciatpitdn/Hlencotl”, smagengthotyeatd”)) al l ows a

script to define the structure of binary nessages that r epr esent
packets of i nfornatimnssenhahack-apctiient heddhear2) network connecti on.
The nedsage  StrUGeYSHS1ns@ife. setcharal Gl ddegh~, USI ng upi APBS o
Once defined, “_,tll‘igse Sag structures ?gan(i | at er oy Pl g“e%gtﬂ ?Eﬁo ’

i nstances of nmessages or define nore conpl ex structures whi ch
contain enbedded st_ryctures in them Referring to FIGURE 11 for

an exanple of the’ fEsThgeerHRetsd prenery &i6utnt3hanager obj ect,

whi ch includes a bi %Fvg%§ﬁ§é SeCPAPCEOE EIGEn8E . “Wortdfat nmay be sent
or recéWed devvpelinatance Endsdrdayout ()

// transmit message instance using the transport object “Transport”
Messagelnstance.Send (Transport)

25 The dynamic messaging components are used in the
communication between the ASP-based web server and the
Internet appliance server. - The various web pages that
deal with controlling and administering the Internet
appliance server use these objects to create and send

30 TCP/IP messages to the IA server.

Although several embodiments of the present
invention and their advantages have been described in
detail, it should be understood that mutations, changes,
substitutions, transformations, modifications,

35 variations, and alterations can be made therein without
departing from the teachings of the present invention,
the spirit and scope of the invention being set forth by

the appended claims.



71 communi cati on Drotocol . The packet structure includes a
message heggepestspuct ure that is an enbedded structure within the
nessage. The nessage header includes a packet protd@GPUFﬂEH§$Wier

) 0TI * sl T ity 5o

Message structure 700 further ™ * includes a nessage body, mhlch
contains data according to the nmessage type For exanple, the
nmessage body NT% include an el enent (2 bytes) 705, an
el ement ax RNET\EQNQEQLaSYS?EMn¢DMMWH$FA$IONnEBQZQgEQQANDsMETHOD
speC|f|ed by WHAT TS &SR ]g 707, and an elenent 3 which is a NULL
term nated strrmmg: S0 further describe this nmessage
structure, two addi ti onal nessage structures are defined: the
message 15 heaﬂfr gp the . entjre ness gg The entire
nmessage ‘ai ng* (IREHERSA T AT REQTRCES GAMBRBEAREA structure
wthin Bgtself. éﬂyacﬁaﬂIpxmﬂutopamyapn§pde shows the

general format of the descri ion Layout Manager =
Createrject("LayouFWhh%ﬁ% o$ fleld for T“indicating the type of
Layout Manager . Begitlefl;neLayout (" Packet Heade-")

Layout Manager . AddPrim tive "SE%E?", 'Protocolé? L )
Layout Manager . AddPr ini FU%%h datpyckktkd ,fOr 24isting the length in
Layout Manager . AgdBisi @t ivk( 'SR Eiel JpcketVbrsion")

Layout ager. AddPrimtive ("SHORT", "PacketType")
Layout ager.EndDe@iﬁ@Eﬁy %%d contalnlng sub protocol data; and,

Layout Manager . Begi nief ichelayent (' F5e! | gbécl-APagket " 1 na0 1nteg"rﬁé:gd/ éggfeéﬁége
e_

header Layout Manager . AddSt r uct (" Packet Header ™
packet.
2. The protocol of Claim 1, wherein the packet
15 protocol further comprises a three tier addressing field

that allows a destination system, a destination device

and a destination port.

3. The protocol of Claim 1, wherein the addressing
20 field further allows the indication of a source system,

source device and a source port.

4. The protocol of Claim 1, wherein the packet
protocol further comprises a flag field for indicating

25 the type of message.

5. The protocol of Claim 4, wherein the value in

the flag field indicates a broadcast message.

30 6. The protocol of Claim 4, wherein the value in

the flag field indicates a new master or non configured

device.



/'l message body Layou: Manager . AddPri m tive (" SHORT",

El ement’ !W(?ﬁ)/mmo ) Layout Manager . AddPri m ti veDynam cAr p ﬂk SRR )
El emrent 2", "Elenentl") Layout Manager . AddSZSt r i ng( El enent 3 )

Layout Manager . EndDef i neLayout () 83 The oper ations (et hods)

that the |layout nmanager 40 provi des al | ow

conponents of a binary nessage. The operations generally tak®e tshe *

form <j ect z,.<Oper.a > (<El ement T errent

Name>, <Ct her O?Ar gu%ﬁt spro{:g?gl SF C(laj'll—“o[rg exapr{rfgf%i © a3 “Kate

"Packet Si 'ze eﬂmu‘entolt durtther comprirssssagye, alldmeed"h\dchntmtl féeld the
operation

neani ng it |s aYnafue of Wﬁ&&&e?eﬁeﬁw k’é’ygémg ti:gegc' flkgqq'er?e’ﬁ'tlsls_t%\lg‘a

message 10 has to be done W|th| n a "Begi nDef| neLayout -
EndDef i neLayout " pal eratiopns. This i.ndi cates to , e |layout
manager ‘\%_/\hen gf@&gePrOEPFa&tu% cr3im gefi‘ﬁ‘??F%ﬁ“be"d?%spéﬁd‘et
ends. Once a mpﬁsag60$lrtﬂﬁﬁﬂﬁéfs compriséefi ned gesphgtel yip i tfy@Ydbe to
used as an el enent txge in further nessage definitions. In the
exanpl e above, tREreiate a‘“A&’&%LgHP@tL TSRS 3 Tha SR Sk Ry Hhdamerpa ket
Header Structure” an elenent in the structure definition of

nmessage "Packet Type 1". Enbeddin structur es. within structures

allows for definitPon T8f RERYPCConpFexX M lnppddggedn the protocol
The exanpde al SﬁatkEESthﬁﬁtﬁ@eﬂeEoﬁaﬁQhB%rs | APgkkallge commaf@NEARd JRESd S

the ability to define variable length el enents wi thin a nessage
structure.  ThBegfamentifafed 25 "element 2" is of variable |ength.

It is a byte (char) array whose | ength is specified within the
nmessage by the precedi ng el enent nanmed "el enent 1". Dynam cal | y

si zed el enent s106f ThHRi PTretR@olad Biaimy 9. conhsreinn thanjpessage
communi cation p&@hﬂﬁﬁhsffgid furthegvgoh%rﬁgg'rdﬁﬂﬁéﬂ&guéfl in@M8y from
dynam caIIy si zed | ements do not have to have an expl ICIt ef ement
specify 1 t B fle§FzéEdAﬁ°e>@al¢ﬁIVéC@f managean off en@@stgpe is a NULL

11. The protocol of Claim 9, wherein the message
command field further comprises messages originally from
or destined to a connection manager.

20
12. The protocol of Claim 1, wherein the protocol

is transport independent.



termnated string. A NULL termnated string is a sequence of

bytes i n Waigdherly byte value of 0 is a 35 speci al value indicating the
end of the sequence. Si nce the end of the sequence RS Uy by
this speci al 73 val ue,

its length does not itly sBér ed. The exanpl e shows
that "elenent 3" is H“ﬂ"m Hﬂ“mm string and the operation
"AddSZString" is useds The foll ow ng exanpl es
enunerate the operations (met hods) provided by the | ayout nanager.
Message Descri pt or/ Layout Manager bj ect Met hods . Begi nDef i neLayout
- starts definition pf, a AewnERsSA0E for Dack£§§H&0tdQ%acalng iF

al ready defining a nessage) 10 . EndDefi neLayolut - ends definit on oF a
current rressagecompr151n9(cannot be called if not currently defining a
nmessage) . . oyt s jfor

definition and returns TRU%%%X g prOQ%%%K R'E%ﬁ?%§%§ggf-9£ ggngﬁgﬁgﬁF% Ve
el enent to a né§§ag%YH% Of PIO%Q¢®kture Primtive elenents formthe basic
entities of ¢ DREYa TRISAYE of /o ive i geludes
characters (1 byte), '2 b te I nt ggers El]ilboyt edi?n%enéér\é daeéaen?&aﬁ 9? EQ
poi nt nunbers (télh%)ﬂ@'%é} éﬂl@o@m@mm s$Wn protocol ddtgat iang,poi nt

nunbers (8 bytes). ZQpec:Lfyftqué' %Ebﬁeéﬁﬁa»alu@intdﬁ; c‘%é?ﬁ’v \B}t}pfim% Y&

el ement s to a nessage structure nam CAr ray
- adds a dynani@hegk djhefpacket integiiiyive el enents to a nmessage
structurng The array does not have to be fixed in size, rather,

t he nane of 25 anot her (integer type) elenent is used to contain the

actual length of thikdel cheat metheed BpédisFim 13, wherieE'ts‘-t abbe opatkes
message Struct enele - tQ;have, been alrea
lﬂ{?toé@f %h% ngk @%H&ﬁﬁ%ﬁﬁ a tﬂ?én %1@ rsfs%m% g%ﬁb?h

defined withi ure othér Wor
of this dynam cIstc allov\@l eﬁemedtsirareitdrfl egishgman &| eesrttinaittiltinn d&eice

message angd uld be stored in a position
physical ly above the %%%%Jr'ng%:ge ?9 . AddStruct - adds a structure

el ement 150 a message structure. The structure elenent nust
al ready have 35 15 P¢PhdefLBREy of claim 13, wherein the addressing

field further allows the indication of a source system,

source device and a source port.

20 16. The method of Claim 13, wherein the packet
protocol further comprises a flag field for indicating

the type of message.

17. The method of Claim 16, wherein the wvalue in

25 the flag field indicates a broadcast message.

18. The method of Claim 16, wherein the value in
the flag field indicates a new master or non configured
device.

30

19. The method of Claim 13, wherein the packet

protocol further cbmprises an allowed hop count field the

value of which determines how long the packet exists.



74 * AddStruct Array - adds an array of structure elenments to

a nessage structure. . AddStructDynam cArray - adds a dynam c array
of Wwosg0/60t40ur e el enents to a nessage structure. The PCIMIS0/11851
rules as that of AddPrim tiveDynam cArray applies to this

met hod. . AddSZString - adds a NULL tgsm nated string elenment to

a nessage structure. . AddSZStringArray - adds
term nated 10 string elenents to a nessage structur?ﬂ“ﬂﬂmm
not have to be fixed in length, rather, the last string eremant of

the array has to be termnated with two NULL characters rat her

t han one NULL character . AddPaddi ng - adds paddi ng of specified
byte anount to a 1513.  AnpBehfedst iRk ureaakedtngn daddentin - #hi amketiod
i's %%r&p%laélrgj‘ i ndividual elenments of a structure to be

on specific byte boundaries. . AddAl i gnnment Paddi n - adds padding
to a message specisk¥ing uf e PAPLECCAN 181 eheprofecali faedd timslicating
speci fied 20 @@Mﬂgpry Byte alignments can be made to
occur on§2, 4, tftsle t%)PG byte boundarr es. This nethod is used to
align individual cramiffgingpna dgagth of bgeka in a dapauhdasibs Diedd,

the ‘el ement si 265 88 1%t Jidhntaining sdB&HBSSAGR hos) ANggq ob] ect of

t he dynam ¢ nessagi ng conponent a script to create an
instance of a saﬂcezvimrsq yadehrenétd smssfagela nimeaoehecki Bhmt Hd edds Sage

with val ues for the indi re%ja: the nmessage, and then wth
the help of transport 0 ject IC descri bed in the next

sectionl0 transmt the nessage over 30 a netmork connecti on. The

nmessage i nstance obj £ft amg methodl |O¥WS & S&hiptsto heecleélvne acqv; n

of a nessage over et wor k connection,” unp ac’k the nmessage an access
t he val ugsasfoddie fndr:heatuactormlelrm sai rtIhthee nessageddressing fielhk

message struct ‘{h‘iatfrﬂ'l%%ss' y dec{édél?ﬂtﬂién bg 3 em, USCHAGH Nal O s N IO
an i nstance of At nessage ¢o
75 and a destlnatlon port.
15
15. The method of Claim 13, wherein the addressing
field further allows the indication of a source system,

source device and a source port.

20 16. The method of Claim 13, wherein the packet
protocol further comprises a flag field for indicating

the type of message.

17. The method of Claim 16, wherein the wvalue in

25 the flag field indicates a broadcast message.

18. The method of Claim 16, wherein the value in
the flag field indicates a new master or non configured
device.

30

19. The method of Claim 13, wherein the packet

protocol further comprises an allowed hop count field the

value of which determines how long the packet exists.



be created in nenory. FIGURE 12 illustrates an instance

of the nmessage whose structure was descri bed in t he

previ ous $aT00/67M40 Message 720 includes a message heapefusoosiigst
that has the foll owi ng exenplary val ues: packet pr ot ocol 5

identifier = 1 (725\! \“\mnmtmu a ghytes = 23  (723);

packet version =1 (7 | ype 8 (725). The nmessage
body nmay contains the fol Fowr ng el’enents: el enent 1 =5 (size of
foll owi ng dynam c array in bytes) (726); elenment 2 = [hello]

f 5 ch d | 3 = "worl d\ 0’
(NULL” 0 term nat cd20st s [hg) Mefheg) SFC cidin 137 SResyp) Frecbaciae

pseudo- code shopsototppi caﬂuzsmmxenceompuses ian cmeasagg tH® neSsale to
i nst ance: M§ssa el gstanc Creat le)jt%C ({r'La outlncfg%%rﬁ;
/1 (1) create nESEA§E3SF FUpd* *%PFOV‘B‘FE&%&@' d u5| ng

Layout Manager I\/bssagel nst ance Creat el\/bssage(" Hel | oW)rI dPacket "
FALSE) Il ( up | e c? amc fjelds 20,

Messagel n3t ance. Set Dﬁﬁ i %ﬁqg% "B e ?sz ]ét'riHSEEﬁ@Ph(t'r}%l P5°)tj°c°l
Messagel nst ancepSeRSZStthﬂgLengtb(n Eiesents3" me@sa_E;er i cxsrhredygd h £ieVr 1 £hd) a

/1 (3) set values for eI errgg Messagel nst ance. Begi nSet Layout oi 25
/1 setup messag®“A8&d&r iefds
Messagel nst ance. Set | nt 2( " Packet Header Protocol ", 1)

Messagel nst ance. Set | nt 4( "P cket Head . Packet Si ze" ,
Messagel nst ance. Get %sagg £2B5Ch of *ClaTm “21, wherein the nmessage

Messagel nst ancecSaimbAd2 (£'iRAcK ef idegigier . E’aaE@weeswmﬂmanlas 3Priginally frlolm

Messagel nst ance. Set | nt 2(" Packet Header . Packet TvDe" 3)

setup nessage bBHdeFell d device m@@é@&&el%taaﬁ@étge’%l nt 2(" El enent | "
StringLength(' Hel l o"f) 35 /'l set dynam c array el enent

(El erment 2) Messagel nst ance. Set Char Array(" El enent 2",

StrlngLength("FbIIo"?§ The me;%p@cfg Claim 21, 'wherein the message
command field further comprises messages originally from

15 or destined to a connection manager.

24. The method of Claim 13, wherein the protocol is

transport independent.



/] set NULL

Messagel ns- ance. Set SZStri ng(" El enent 3",

term nated el ement (El enent3) 40

Messagel nst MW/@idSet Layout ()

In the pseudo-code above,

is then used to set the various val ues

a nessage i nstance object

"Wor | d")

76
) P
is cfgg{sg(c){"\ﬁlﬁ} ch
the el ements within the

transmt the nmessage is described

nmessage. The code to actually

below. 5 The first operation perforned is the "CreateMessage"
operation. This operation allows a script to create a nmessage of a
given type. The nessage type is previously defined within this (or

nmessage descriptor/|layout manager

obj ect. The neaning of 107\ the se bool ean argunment (FALSE in
this case) is expl & ned bel ol l owi ng the creation of the
nmessage, two operations are p to set the lengths of the
two dynamc fields within the nessag he two fields ar
"element 2" .and "elen a 15 dynam c array
of characters and "el eng hited stringy After a
nmessage i s created, =€ M thin the nessage
have to be speci fli ance obj ect
knows how much nenory tHhi S 8]
dynami c elenents in the' ge,

|s_s%ep an b
avoi ded. The third step|i 246t uglly setting the VEISTS
various fields (elenents) in =

t he =Zr&ssage. Pn® %t his
there are two parts: —header \

d Shedy The 25
operations supported Ryt-the sSageX ¥Ynstance
scripts extreme flLexibiFt) 1

nessage. In this i"Mstanc?, ne{ ho

" Set Char Array"” and Z " Bet SZSt rih ar
el ements 30 have beenp &plicitly s&z_,ec, t Dessage |
knows what the entire size of the qggSagq is\ so the
" Cet MessageSi ze" operation can be uje@ &q get \t he si ze.
operation is used in witing the neqs&gs |si ze \nto

el enent of the header. The sequencd f<35 et
enclosed wthin a pair of

sone ot her) script using&he

b, &3
]

plul .J
- O

n 3" 'S
rtﬁg' i°'s a N
= al |

@&

gcause t
e

i's how
| 1 30K cupy~

val ues of
i ke "Setlnt
used. Al so,

in ene

,  "Setlnt4",
bnce all dynam c
&t ance obj ect

e Ll

Thi s
t he "PacketSi ze"
gerations has to be
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77 " Begi nSet Layout - EndSet Layout " oper ati ons so that the
Message | nstance knows when a nessage is ready to be transmtted.

Now t hat awl,g{oe exanpl e of a nessage instance 5 has Pﬁfﬁiﬁswmssl

illustrated, the followi ng section enunerates operati ons
(methods) provided by the Message 2/10 |nstance. The
nmessage/ | ayout instance object includes the follawi ng net hods: 10

. CreateMessage - creates an instance of a nessage,_ §ken its
type. Optionally, this nethod can be usednto|&F— transforma
nmessage of one type to another type. . SetppameiArraySi ze - sets
the size of a dynamc el enent inside a m}%%% 15 .

Set SZStringLength - sets the Iength of a NJLL®=® t erm nat ed
string. The string may be by itself an el engnt ingthe nessage or
could be part of a string array. * Set S Strin%rraySize-
sets the size of an array of 20 strings in a pessage 5 .

Begi nSet Layout - notifies the nmessage instance objegt L that "' Set"
met hods are about to be called which will & i evalgs to

i ndi vidual elenments within the nessa tdre {val ue
of a single byte (char) 25 s tlhe
value of a 2-byte integer (shoré&y_ - S
the value of a 4-bpie integer (Tong e%@cgts‘g‘-)
sets the value of a*floating point (4 b¥tle) N =elegent._ _ | = 7

Set Doubl e - sets the val ue of a doub i si floati np:‘f:poi nt (8

byte) el ement. e &
Set Char Array - cophe,s an\array %"-&T&patt ers into an

el ement .
Set SZString - coﬁL‘es a stringHnto thé NULL term nat e@i~l
I
24
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string elenent. 5 * EndSet Layout - notifies the Message |Instance

obj ect ﬁ#Pgt t he message shoul d now readied for transm ssion as

all the i ndYQPYHAF el enent val ues have been set. . BegPRELSPYUIASEL -
notifies the Message Instance object 3719 that the nessage shoul d be
un- packaged so that 10 |nd|V|duaI el ements can be "read" out of it.
Get Char - returns thejﬁ@{é} S|ngle b% char) el ement .

. GetInt2 - returns the value of a 2- b ERNgger (short) el enent .
15 * Getlnt4 - returns the '

. ‘
b eturns the

el enent . * GetFloat - val ue floatlng poi nt
el enent. * t DouDbl returns or a d $i on 20
el enent . ) t Char A 5 retur‘hgga?@&ﬁ?ay of

array el enment. Get

NULL term phate tring el ene

GEtSZStrlngArrayS|z -/ffeturns the siz

message. t ZString - returns
EndGet Layout 13 ifies the Mes

script is done "reafiing” vaI t of th

ClearData - clears pn
Get MessageSi ze - fet
nmessage i nstance.
Send - using an insfance
nmessage i nstance over a netwo onnecti on. R
i nstance of the transport obj] ecf, recel Ves ajnessage rnstance from
a network connection. 5 Set Convert - sets netwdrk to host andSﬁ@ﬁ:ESS
to network -—m¢€$mmmﬂg+ﬁmﬁﬂﬂmﬂﬂﬁﬁﬁb-—H*Hﬁsﬂmk—ﬁ
incom ng nessages are assunpgl_tio be in network fornat r§9 and al ISTATES
out goi ng nessages afe-cohverted to netwark faor 10 .
Pushback - allows §or nessiye | overfl qa/SERVERS | ow. 78When an]i ncom ng
nmessage is partiallly formed cont ai ns nore than & full negsage, the
partial nmessage bytges car. ASP

nessag Stance dat §
rns the size i
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86
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be "pushed" back into the transport object which can be retrieved

| ater. 15 Message | ayout and nessage instance creation are set
forth aboweooo/dtaefi nal step in network connectivity is PCTiﬁﬁwnﬁﬁtua
transport. Message |ayout and nessage i nstanci ng are actions
that give rise to blocks of bytes 4/10n the nenory of the web server
(or wherever the script 20 i's being executed). To be able to
comruni cate on a net wor k, ¢4I|¥pgq$ﬂnec on has to be made to be
able to send and receive dat obj ect inside the PanJa

CGli npl enent ed
objects do
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en nessages arrive Jod SCr ej ve"

cal l. Exanpl gs IDFV& E@r'éAgggrt %P%N%E% DAS 1N Igl :
Connect - connects to alg{ven red@te conput er—givenrit net wor k
address and end-point (doft). 35 . Cljose - closes an eX|st§§é
connecti on. 80
Cet Last Socket Error -  rleters——the—+as t hat occurred
on the network connectidn. ! . Set Scr 3 Sets the path of the
script that wll be ﬁxu ycjom 1 us nessages.
5 . Di sabl eAsyncHandl er PRY MY sjorre is
desirable not to hgv GUWVERTER y ncjhr onk
processor fire external [scriptsl - #h\s nethod™ g script to
di sabl e the asynchronouy ne$dadge p oggssor, which tine al
i ncomi ng nessages are byfferéd up. ) eAsyncHandl er -
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onward, every incom ng P ’g %%,Tr onous @@ssage will rlesult in an
external script BQ 0 d.
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Messagei nst ance. Setl nt 22("El enent| ", StringLength("Hello"))
/'l set dynam c array el enent (EI enent 2) 15
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| NTERNET CONTROL SYSTEM COVMUNI CATI ON PROTOCOL AND METHOD VHAT | S

CLAIMED | S: 1. A communication protocol conprising: 5
a packet pr®CHEIavi ng: a protocol field for in&BCFAISOMEISShe
type of prot ocol ; a gt h of data field for listing the
| ength in bytes of the data field; 10 a data field
contai ni ng sub protocol data; and, a checksum for determ ning o
the integrity of tg_e acket . 2. The protocol Caimg
1, wherein the pae protocol further conprises hr§-8<=}r /
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5

8.

The protocol

further conprises a nessage ID field to

of Caim1, wherein the packet

pr ot ocol

correl ate an original message

wi th an acwomelsedgnent . 9. The protocol of d gidp f/l;s )34‘@ pein
t he protocol 10 packet further conprises a nessage conmand el nd a
nmessage fiel d. 10. The pr&{dol of Caim9, wherein the
nmessage command field further conprises conmands originally from 15
or dest i nedrt+e—a—dev-ece—ranRager—of—a—haster 11 The pr ot ocol
of Claim?9, V\@g ei n the nessage 44800mmnd f| furth ri ses
nmessages orjgrnally from or des*gi ned to a ;’ nectlo er. 20 464
12. The profocol of Caim1, wherfeirm the pyotacaol 'q/tr ort
i ndependent PORT 2 [ Rs-232 |—Papgy [{R3=232 OUT/
13. A methofd for Packagi ng daéa in a_packe & rrpk-l—s-h-n-g-\
specifying p protocol inanp o]\ EVE?Sd ngreat+aen 5 +he
pr ot ocol ; speci fying " f d\éﬁlzIAGg a4t BIN ¢ ,
the data fifld containing sub prd 5 Egl g a
check sumvgplue in a check sunjfijeld to éhe& th@sbaggﬁt ' :
10 14. The‘,r met hod pf CHANNEL§ wheNei n @e p.‘qck P———
protocol fuft conpr s atpre¢ Les fileld | Olbws
a destinati on4]\‘§2ystem a\\dest i nht ijon 14828 c SREEﬂYanr aLAeelN Fai on port.
15 dd pf “Sam-E3- whereip .t he addressiing
field furher RS bws 3"5‘?&;5 :cat|0n4(511f§ a source dpdtem (1 60 sourcA{a68
devi ce an sourTe p 20 16 The / net hod 5f d aim_ 13, 464
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the type of nessage. 17. The method of C aim 16, wherein the

value in 2 flag field indicates a broadcast nessage.
P

18. The net Claim 16, wherein the value in t he PELFSPYLIBE!
i ndi cates a new naster or non configuregio device. 30 19.
The nethod of C aim 13, wherein the packet protocol further conprises

an all owed hop count field the val ue of which determ nes how | ong the

packet exists. 13. A method for packaging
data in a packet conpri si ng: specifying a protocol in a
protocol field indicating 5 t he type of protocol; speci fyi ng

a length of data in a data length field, the data field containing
sub protocol data; and, speci fying a check sumvalue in a check
sumfield to check the packet integrity. 10 14. The met hod
of Caim 13, wherein the packet protocol further conprises a three

tier addressing field _ __ _that allows_a destination s

devi ce and a destination port. 15 he net hod of aim
13, wherein the gddidhksi ng field furthpay aljiRgs3pHe indication qf a
source system 1 source device and a sour ce.aﬁoDRWER 20 16.1 The
method of dairh 13, wherein the packet pgetdcol fugtger |
conprises a flag :fi eld for indicating the typelof nessage. :
17. The method of; Caim 16, wherein the val %61' inpR5—_—t hqwg—ﬁ'—el d,
i ndi cates a broaqcast nessage. 8~ PPP N I
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18. The method of Cl aim 16, wherein the value in the flag fleld
I ndi cates a new master or non configured devi ce.

The et hGgo efk7146 @i M 13, wherein the packet prot rther
conprises an allowed hop count field the val ue of whic %?@ﬁﬁ’?ﬂes

how | ong t he packet exists. 10/10 20. The method of Caim
13, wherein t hgpacket rptecoty further conprises a nessage I1D
field to correfgtg an or $IZ&l |message with an acknow edgnent. 5
21. The nethoq of Claim13, wh&’fﬁ t he protocol packet further
conpri ses ﬁgp\aa"c cofaRd—H-et-d—anrd|a message fi el d.

22. The ne Z '(ﬂRCm)@OImFIBLD V\/nerei h tHe message 10 command field further

conpri ses’ orT O et om or destined to a device manager of
a naster. 672 iR G T (# BATA The| me2hod of O aim 21, wherein the message

command fi 874~{] I conprises| nessages qriginally from 15 or desti ned
to a connegti or‘ﬁ‘é@gqer. ? 24.F_Iﬂgearet hﬁdfof Claim 13, wherein

t he prot ocb/rb ~Ng DESTINATIrOrNaWMt i ngepe ndent .
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