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. This invention relates to a nethod of and apparatus for provi di ng

i dentification. This invention has particul ar but not exclusive 5
application to a nethod of and apparatus for identifying per sons and
unique articles which retain a |ifelong distinctive identity such as
pai nti ngs and ot her objects of art. Such persons and articles are

herei nafter collectively referred toas "an individual or individuals".
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Fdentifdqatian. and the |ike. Positive identification
This invention has particular but not exclusive

application to a method of and apparatus for identifying
persons and unique articles which retain a lifelong
distinctive identity such as paintings and other objects of
art. Such persons and articles are hereinafter collectively
referred to as "an individual or individuals". 1In other
aspects the invention may be used for identifying freightable
articles such as shipping containers, motor vehicles or the
like.

Pogitive identification of individuals is important for
preventing unauthorized access to or passage from selected
locations or facilities such as banks, accounts etc and
restricted areas such as secure buildings and airport
terminals and the like. Positive identification of
individuals is particularly important for making Government
level decisions concerning travellers access to countries,
especially international travellers.

International travellers are often subjected to
disruptive and excessive delays upon arrival at and/or
departure from airport terminals as officials attempt to
establish the bona fides of each traveller by manually
interrogating each traveller and comparing the person being
interrogated with the available identification such as
passports, memory lists and computer files and the like, with
the aim of identifying any traveller who is unauthorized to
enter the country or whose details are on lists of restricted
individuals. This entry check is also utilised to record
details of movement of travelling individuals to and from
each country wvisited.

The presently available methods of positive
identification of an individual typically include passports,
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without discovery since the information may be obtained from
its rightful owner. Consequently such information does not
provide a satisfactory method for positive identification of

10 an individual in all cases, particularly where such
identification has to be made quickly.

Methodologies relying on physical appearance, commonly
referred to as biometric techniques such as fingerprint
analysis, thermograms and DNA analysis are considered less

15 wvulnerable to mistaken identity and therefore are attractive
to authorities but to date have been difficult to utilise
successfully. Mostly such methodologies require a vast
databank containing the particular biometric data which may
be difficult and/or slow to locate and access.

20 One known method of utilising biometric techniques for
identification of an individual for the purpose of
restricting entry to an area to authorised persons only,
includes providing each of the authorised individuals with a
card containing biometric data specific to each individual.

25 The card can be proffered at a reading station wherein the
biometric data is read by a card reader or the like and
compared with the individual proffering the card. A high
correlation between the card data and the contemporaneously
acquired data of the individual proffering the card results

30 in access and a low correlation causes a refusal. This
system however does not prevent unauthorized cards being
produced which may be used for gaining unauthorized access to
a facility.

Another Known method includes comparing the biometric

35 data on a card proffered by an individual to a previously



know edge of restricted information, such as a password, possessi on of
a restri cEPoH489%| e, such as a pass key, or physi cal aSPeEwENOss0f t he
i ndi vidual as portrayed in a ref erence photo. 5 Security based
upon know edge of restricted information or possession of a restricted
article my be conprom sed wi t hout discovery since the information may
be obtained from its rightful owner. Consequently such information does
not provide a satisfactory nethod forgpositive identification of 10 an
i ndividual in all cases, particularly where such identification has to
be nadf qU'@kéHFed dgtabasébﬁhosgbﬁgtescrﬁbtantoauﬁhwaugah iﬁﬂ@&ﬂﬂﬂﬁ@s.
conmmonl y referred to as t echni ques

anal ysi s, t%%?ﬂn@r%%ﬁtﬁﬂdcfﬂm‘ﬁng i pd §¥el §hg&83?§ ggshfg Ekﬁéﬁﬁﬁpe to
m st aken i dencatg ﬁndmthesefbghtﬁué awheszcti ve to authorities but to
dat e nave peen bl Gibleht ¥hithifon a1fdCE8SaltbiNathDat! YelllEone of

nmet hodol ogi es requir bank contal nin artic

bi ometri % debe apeea @hgadvanpaggsfapdute Eﬁ@?éﬁesﬁomﬁtboﬁoééténénd access.

20 Cneaﬁﬁ&ﬁ@tﬁﬁtbgﬂ provisihgl N8cAt2PRERLEcheGRAEAUGE110be reliable
|dent|f|cat|o$ an indiyidual for the purpose of restricting entry to
an area to EhSFFLEHSPEr LBnYESSnI y, i ncl udes providing each of the

aut hori sed |nd|vwﬂunIShanfbragolngcﬂndvmewtahmbngnbénnmbnimndaha apeecti c

to each indjyidyal a&?& g £8PnBS BEOLLELE if déﬁ%?f gt ' Q8 2n
%IOHE da?a [ § gy ag Pke“and

wherein the S rea car
conparebOMAihdihedunalordaafrpightéblﬁgathéCEQr@ncAuﬁﬁgg - correlation

bet ween the cardngdahfadninghg §90L8HRAr 8RCQHahY 1 ricaREgH! AR¥alabaCRE 1 ENE
i ndi vidual proffering the Card results 30 in access and_a | qow correlation
causes a refF@shne gppearance and\or condition of the individuals or
freightable articles;
providing a unique description for each individual or

15 freightable article enabling access to the individuals or

freightable articles identification data in the database; and

providing identification means adapted for portage with
the individual or article and containing the unique
description.

20 The identification data contained in the database may be
data representative of an identifiable attribute and
preferably includes biometric information such as
thermograms, fingerprints, photographs, voice prints, DNA
sequences or the like. Preferably the biometric information

25 is information which may be obtained non-invasively and
suitably information which can be obtained or captured by
imaging an individual or article from a remote location. If
the individual or article is not a living organism then other
identifiable attributes such as surface images or acoustic

30 response patterns may be utilised and the data representative
of these attributes may be updated from time to time to take
account of deterioration or changes in the article.

Preferably the database contains one protected parcel of
identification data in respect of each individual or

35 freightable article. The protected parcel of identification
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medical details such as blood group in the case of an

individual or proprietorship, manufacturer etc in the case of

a freightable article.

The database may be arranged to check existing data

prior to approving entry of an identifiable attribute

10 pertaining to an individual or freightable article so as to
ensure that data specific to each individual or article is
linked to one unique description only and\or it may be
arranged to continuously scan the data checking for any
matches or defined similarities which may indicate the

15 existence of more than one description for an individual or
article, that is, a forgery.

The unique description may be any information or data
such as an address in a database and sufficient to isolate a
file in respect of an individual or article in a database and

20 may include an individual's name, date of birth, nationality
or like characteristics. Preferably however the unique
description is a unique file code assigned to the individual
or article. The unique description may be arranged according
to an international standard so as to enable positive

25 identification of individuals or articles such as shipping
containers on a global basis.

Preferably the unique description is machine readable
only and of a type which may be protected by protection
means. The protection means may be an encoding or encryption

30 of the unique description or it may be or include a secure
access code or style.

Preferably the identification means is an identification
device as described hereinafter. However, the identification
means may be any other suitable means such as for example, a

35 number or code to be memorised by each individual and
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parcel of igdeptifh8abiANform. Preferably the unique description is
10 machine readable from a remote location. For example, the
unique description may be readable by a remote imaging system
or laser or infra red radiation scanner or the like.
Preferably, the identification device is responsive to a
radio frequency signal wherein the unique description is
15 transmitted for receipt by a remote receiving station.

The carrier means may carry information other than the
unique description. For example, it may carry information as
to which one of several databases contains the identification
data for the particular individual or article under scrutiny

20 thereby allowing a reading station to quickly locate the
relevant database. Such additional information may also be
transmitted with the unique description. Prefarably however,
the carrier means suitably carries no information of value to
any individual other than the individual in respect of whom

253 it was issued or the article in respect of which it was
issued, only the means enabling access to be gained to the
identification data in respect of that individual or article.
Similarly, transfer of an identification device issued in
respect of a particular article to another article serves no

30 wuseful purpose.

The identification device may also include
distinguishing means by which a receiving station can
distinguish the identification device from other commonly
carried programmable cards and like devices. In a preferred

35 form of the invention the distinguishing means includes a
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the receiving station prepares itself to receive the unique

10 description only after being opened by the access means. For
example, the access means may include a specific signal ‘
stream recognised by the receiving station. The
identification device may further include validation means
for checking the validity of the information contained in

15 previous signals. Preferably the validation means is
arranged such that any tampering with the unique description
or other information contained in the identification device
or any tampering with components of the identification device
will result in the identification device being flagged for

20 investigation and at the same time allow receipt of any
available information by the receiving station for storage at
the receiving station in the add-on only file.

The identification device may also include encryption
means wherein information transmitted from the identification

25 device to a receiving station may be understood only by a
receiving station utilising corresponding decoding means.

In a preferred form of the invention wherein the carrier
means is a card identification data specific to each card
issued is maintained in a database which may be suitably

30 linked/associated with a database containing identification
data specific to the individual to whom the card was issued.
Such card specific data may for example include a pattern or
ornamentation applied to a face of the card and readable by
image reading equipment. Alternatively, the card specific

35 data may be an individual signal contained in a transponder
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type which may be protected by protection means. The protection neans
may be an encodi ng or encryption 30 of the unique description or it may be
or include a secure access code or style. Preferably the
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each individual Engnother sgpemhoeyd® invention resides broadly in a
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devi ce ithcipriwipusly described, including:-
accessing the database or databases at or after an

indication by an individual of the group of an intent to

travel, accessing being enabled using the identification

means;

10 compiling a packet of identification data in respect of

the identified group of individuals;

retrieving the packet of data to a localised monitoring
area at which said identified group are assembled or confirm
their intention to travel:

15 comparing data of each individual in the retrieved
packet of information with corresponding data generated at
the localised monitoring area, and

permitting individuals with an operative correlation of
data to continue on their travels.

20 This method provides the advantage that relatively large
databases may be interrogated quickly either before travel or
during confinement of the group for a prolonged travel
period, to assemble a relatively small packet of data which
may be readily localised to permit almost instantaneous

25 positive identification of individuals in the group to be
achieved and thereby facilitate their movement across
restricted borders.

The database may be an international database.
Preferably however, each country maintains a national

30 database containing information in respect of citizens of
that country. Each national database may also include
information in respect of foreign citizens who have
previously entered each respective country, thereby providing
easy access to data in respect of those persons who

35 frequently travel to and from a particular country. This
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for a particular vehicular movement such as a flight, train
or bus journey, voyage or the like. In a preferred form,

15 the identification data includes the identification data
specific to each individual, such as the individual's
thermogram, with travel information such as travelling
companions and seat allocation being provided in the add-on
only files. This may provide information and an audit trail

20 which officials may use to readily identify useful
information concerning an individual. This is particularly
advantageous if one individual is identified as being
unauthorized.

The packet of identification data compiled may include

25 data taken from each individuals identification means and
other information provided by the indiwvidual. However, in a
preferred form of the invention, the identification data
includes data specific to each individual which is retrieved
from the database.

30 Preferably, the packet of data is compiled at the
departure station, although it may be compiled at the
national database or another suitable compiling station and
be transmitted to a monitoring station for storage in a
temporary storage means. Preferably, the packet of data is

35 transmitted in an encrypted form so as to prevent

ect. of who was
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the programmabl e cards and the 5 like fromthose transmtted by the

i dentification device and accordi ngly Q$scard t hem The
identification device may include access neans adapted to provide access
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neans is5 may be retrieved at one or more monitoring stations. In a
preferred form of the invention the packet of data is
compiled at the departure airport where it is temporarily
stored and retrieved for comparison with departing passengers
and also transmitted to the destination airport for

10 comparison with the passengers as they arrive.

Preferably the identification means carried by each
individual includes a unique description which is readable
from a remote location as previocusly described. Such
identification means provides an individual with the

15 necessary means enabling passive confirmation of the
individual's identity by being monitored remotely and
compared with the identification data in the database.
Alternatively, individuals may be required to present their
respective identification means to a reader at a transit or

20 monitoring station for monitoring purposes.

Whilst the individual could be compared visually by an
operator with identification data in the form of an image
retrieved automatically from the database upon reading the
identification means at the monitoring station, it is

25 preferred that the comparison be a non-subjective comparison
performed mathematically or electronically such that human
error or purposeful wrongdoing is avoided.

In a preferred form of the invention the identification
data is a thermogram which may be compared with the

30 corresponding passenger by any suitable means such as those
disclosed in US Patent Specification 5,163,094 to Prokowski.

In another aspect this invention resides broadly in a
method of facilitating movement of freightable articles such
as shipping containers including:

35 sealing said article with an identifiable sealing means
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wi th conponents of the identification device will result in the
i dentification device being flagged for 20 investigation and at the sane
time allow recei pt of any avai | abl e information by the receiving
station for storage at the receiving station in the add-on only file.
The identification device may al so includg encryption means wherei n
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comparing retrieved data in respect of the article with

10 corresponding data generated at the localised monitoring

area, and ‘
permitting articles with an operative correlation of

data to proceed to destination without inspection.
Preferably, the freightable article is identified

15 according to the method of providing identification
previously described. It is also preferred that the database
is accessed at a time on or after allocation of the article
to an identifiable shipping movement to enable positive
identification of the article.

20 Preferably, the identifiable sealing means is an
identification device as previously described and which has
been suitably formed for attachment to an article in such
manner that the device must be broken in order to gain access
to the contents of the article. It is also preferred that

25 the identifiable sealing means has a unique seal description
included thereon in a readable form. For example, the unique
seal description may be an array of numerical characters
which is sufficient to isolate a file in respect of an
individual seal and/or an individual article. The

30 identifiable sealing means may also include unique seal
specific data such as a pattern or ornamentation applied to a
face of the sealing means and readable by image reading
equipment. Alternatively, the seal specific data may be an
individual signal contained in a transponder and readable

35 from a remote location.
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i dentifiable group of individuals presently identified or to be
identified as 5 previously described, including:- ~accessing the
dat abase or databases at or after an i ndi cation by an individual of the
group of an intent to travel, accessing being enabled using the

i dentification nmeans; 10 conpi l{ng a packet of identification
data in respect of the identified group of individuals;
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10 of access and the biometric data stored in the corresponding
database.

Preferably, information in relation to the identifiable
sealing means is added to the information contained in the
database in respect of the article to which the sealing means

15 is applied. It is also preferred that such information
includes the unique seal description and that it is entered
as an add-on file. Such add-on file may be superceded by
later add~on files, although it is preferred that all current
and non-current add-on files are maintained in the database

20 for audit purposes. However, the sealing means may be
utilised with a non-identified article and in such case
information in respect of the sealing means may be added to a
database in respect of the shipping agent or some other
suitable database.

25 An add-on file may include information in respect of an
article and a particular shipping movement. For example, in
the case of the article being a shipping container, the
information may include details on the personnel who packed
the container, the time and date packed, the departure

30 station, the arrival station etc, and the contents of the
container. Such information may be added directly by
authorised personnel.

Furthermore, the database may include information in
respect of the identifiable sealing means such as its time

35 and place of issue, individual or firm to whom it was issued,



restricted borders. The dat abase may be an international database.
Pr ef er abMP 3%0ed8%er, each country naintains a national 30 FOTAEASO0S4S

containing information in respect of citizens of that country. Each
national database may al so include information in respect of foreign
citizens who have previously entered each respective country, thereby
provi di ng easy access to data in respect of those persons who 35
frequently travel to and froma particuligr country. Thi s WO
96/ 06409 PCT/ AU95/ 00545
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or article but preferably checking is carried out from a
remote monitoring area.
The localised monitoring area may be a monitoring
station located at packing, manufacturing or despatch area,
10 departure port or destination port or any other suitable
station and the packet of data may be retrieved at one or
more monitoring stations.
In one form of the invention wherein a group of many
shipping containers or other freightable articles is
15 transported by a single transport vehicle such as a ship or
train a packet of data comprising information in respect of
each container in the group may be compiled at the departure
port or other suitable compiling station by accessing the
database in respect of each container. Such packet of data
20 may be temporarily stored and retrieved for comparison with
departing containers and also transmitted to the destination
port for comparison with the containers as they arrive.
Preferably, the packet of data is transmitted in an encrypted
form so as to prevent interference from unauthorized persons.
25 Advantageously, relatively large databases may be
interrogated before or during shipment to assemble a
relatively small packet of data which may be readily
localised to permit almost instantaneocus positive
identification of articles in the group to be achieved and
30 thereby facilitate their movement across restricted borders.
The database may be an international database but
preferably each country maintains a national database
containing information in respect of major articles such as
shipping containers or vehicles registered in that country.
35 In order that this invention may be more readily



The packet of identification data may include parcels of 10 identification
data in rewpa@cvedod each nenber of the I dentified group QET}Aqug%SqFaI S
and may relate to any group of individuals. A group may inc

passengers ticketed for a particular vehicular novenent such as a
flight, train or bus journey, voyage or the |ike. In a preferred
form 15 the identification data includes the identification data .
specific to each individual, such as the Egdividual's thernogram with
travel information such as travelling onpani ons and seat allocation
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transmttedtoarmnltorln orage in tenpor ar
means. Preferabl $e3hé@ NGty dthe ilavemticamand ted in an encrypted

formsol@8s to prevent 2 is a diagrammatic representation of a method of
facilitating travel of authorised persons according to
the invention, and
Figs. 3 and 4 are diagrammatic representations of the
interconnection of relevant functional areas and

15 databases for the implementation of a system according

to the invention, and

Fig. 5 is a diagrammatic representation of a method of
facilitating movement of motor vehicles according to the
invention.

20 The radio frequency responsive identification card 10
illustrated in Fig. la includes a wallet sized flexible
plastic base layer 11 foldable about a centrally located fold
line 12 which divides the card into an information portion 13
and a validation portion 14. The information portion 13

25 includes a circuitous antenna 15 embedded in the base layer
11 for receiving signals. The antenna 15 is operatively
connected to an entry transponder 16, a description
transponder 17 and a validation transponder 18. The
validation transponder 18 is located on the validation

30 portion 14, the connection thereto passing across the fold
line 12 by conductive tracks 19 and 20. A time delay
component 22 is arranged to create a time delay between
receipt of a radio frequency signal and transmission of a
responding signal.

35 The transponders 16, 17 and 18 are arranged to report in
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9 | webdesaence from unaut horized persons. Thect/aves/dos4d
nonitoring area may be a nonitoring station |located at a departure
airport or a destination airport or any other suitable station and the
packet of data 5 nmay be retrieved at one or nore nonitoring stations. In a
preferred formof the invention the packet of data is conpiled at the
departure airport where it is tenporarily, stored and retrieved for
conparison with departing passengers and also transmtted to the
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thereby prepared for receiving further signal parts from
transponders 16, 17 and 18. The component 22 effectively
prevents the receiving station processing any signal which
10 does not begin with the access code. The transponder 16 also
contains information in respect of which database contains ‘
the individuals identification file.

The description transponder 17 is an integrated circuit
which transmits a signal indicative of the unique description

15 assigned to the individual to whom the card was issued and an
identification of the issuing station which issued the card.
The description transponder 17 transmits its signal directly
after transponder 16.

The transponder 18 is an integrated circuit containing a

20 validation and encryption code. The encryption code is
unique to the card and cooperates with the file location code
such that the signal recorded by the receiving station is a
parcel of information with a unique identifier which must be
decoded by corresponding decoding means associated with the

25 receiving station.

The radio frequency responsive identification card 10
illustrated in Fig. 1b includes components as described in
respect of Fig.la. However, in this embodiment the
validation portion circumscribes the information portion

30 wherein the conductive tracks 19 and 20 effectively surround
the antenna 15.

In use, the transmitting and receiving station typically
located at both the departure station and the arrival
station, transmits an empowering signal at a particular

35 frequency for a predetermined period of time. All cards



20 nonitoring station for nonitoring purposes. Wi | st the

i ndi vi duakysyidedogoe conpared visually by an oper at or V“f@{‘mugsmqu
identification data in the formof an inage retrieved automtlC y
fromthe database upon reading the i dentification neans at the
nonitoring station, it is 25 preferred that the conparison be a
non- subj ecti ve conpari son performed mathematically or electronically
such that hunman error or purposeful wongdoing is avoi ded. In
a preferred formof the invention the idelification data is a

t her rogram whi ch may be conpared with the 30 correspondi ng passenger by any
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damaged in order to obtain access to s .
time delay. The length of the time delay is set to allow

sufficient time for all cards likely to be activated at the
same frequency to transmit their messages so as to allow a
signal subsequently transmitted by the identification card to

10 be identified and received clearly and uninterruptedly by the
receiving station.

At the end of the designated time delay the entry
transponder 16 transmits its signal to the receiving station
which then prepares to receive a message signal from the

15 description transponder 17 and a validation signal from the
validation transponder 18.

If the validation signal is received as expected the
encryption code encompassed in the signal transmitted by
validation responder 18, cooperates with the messages from

20 transponders 16 and 17 to create an encrypted message which
is received as a parcel of ready to send information by the
receiving station. If wvalidation transponder 18 does not
respond or indicates a discrepancy in the signal from the
description transponder 17, then the message transmitted by

25 transponder 17 is unable to be encrypted by the unique
encryption code carried by the responder 18. However, the
message is subsequently encrypted by an encryption code
specific to the particular receiving station reading the
cérd. Accordingly, the message is prepared as a flagged

30 parcel of information providing an indication that the
individual requires further investigation.

Fig. 1(c) illustrates a seal for a shipping container
incorporating the card of Fig. 1(b) in pursuance of the
method illustrated in Fig. 5. A failure of the validation

35 responder or a discrepancy in the signal from the description



entering information in relation to said sealing neans and/ or said

article iwboesH@s dat abase; 5 checki ng said sealing pepRLeFhosds
nonitoring station to determ ne whether the article has been accessed;

retrieving the data to a localised nonitoring area at which said article
I's stored; conparing retrieved data in respect of the article with
10 correspondi ng data generated at the | ocalised nonitoring area, and
permtting articles with an operative correlatlon of data to proceed to
destination without inspection. éreferably, the freightable

article is jdentified a di ng. t r

I denti fi cat‘ﬁﬁf1 pon‘%‘é\]}s{)d’g@{ etg%ﬁg%t%h&%@ méail %%agr%%[%%'ggytﬁ ar {)ﬁen

dat abase removert ocmssexbken aand nehat the atortaithepchas opossibhy beencl e

to anl(ﬂﬂﬂéééég%ﬁyshlppl rgggréghggéal@hggstﬁévgéal isdgntjfication
Pre ab

of the arti the 1dentifi abl e seal |ng nmeans 1s an
|dentlflcxu¢Q#YcRﬂ¢%eS%%1pfev?%EsF91ﬂeE%¥P%%% e seethingtudes geen

o\ i tabl ys f g%@%ﬁgrks@éi@cwgﬂsrzpo@@mgtwl €hé r‘cézhlﬁﬁl?%r aaajtaeana ha?leﬁe

vi ce must_ be broken._i er. tp_gain acc e, contents,of the
article. 1ti%Fefeved %r?@% *%%ng%SQﬁe fﬂgn%§T|a%l%lﬂﬁg?fn§°ﬂgﬁﬂg has a
uni que seaJstb$pr2mtiswprovidadlﬂdedloapin@ntonthereauaainefobudyForAny
exanpl e, aetf'e%#%hto oé&?f Il‘i'gs éééPt'PI'l BYmde af'ﬁxé‘rééﬂdgétwge{:#ﬁéks

characters cren I sol ate e In respect o
i ndi vi dual %%a#n@n@@c@rahh¢ﬁﬂ#ki@%ﬁ#oﬁrt¥émﬁp°qﬂ%r3b3¢den¥Pf?Bble seal i ng

neans Ry & Peerfetive é&i%@dlﬁué&el the 1§@§£mél§tﬁlﬁ§azsug§ BSpPaBadt ®Lehor

or nanent at | O SRE L Sfhifufing a' St Lih{Eaf el HolPRE%aRR  hgdab! e by
connector strip 25 may pass through the slot 26 to lock about
the container door and the container body.

The facilitation of travel by authorised persons is

15 illustrated schematically in Figs. 2, 3 and 4 and is
described hereinafter. Persons wishing to travel
internationally apply for and are issued with an
identification card of the type described abowve. The card is
issued by a card issuing station whereat the appropriate

20 unique description is programmed into the card. Either at
the same time or subsequently, the biometric data of choice
unique to each person and suitably a thermogram is prepared
and stored (preferably in digital form) in the database of
the file holding station at a file location designated by the

25 unique description. The thermogram is suitably of the type
described in US patent No.5163094 to Prokowski.

The individual may subsequently indicate a desire to
travel to Australia. Such a desire for example, may be
indicated by the purchase of an airline ticket or making an

30 application for a visa. The individuals identification card
may be read at this time and the airline ticket would be
issued in the name of the person to whom the card was issued.

At this time the individual's add-on file in the
national database would be updated to show that he is

35 authorised to travel to Australia and remain there for a



equi pnment. Alternatively, the seal specific data may be an I ndi vi dual
si gnal coWOMEWi n a transponder and readabl e 35 from a r @eatAvIs0eHE ON.
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11 Suitably, the sealing nmeans contains no information of

value to any individual only the neans enabling access to be gained to
the information relating to the sealing neans and the article to which
it is applied in the database. In a 5 pregferred formof the invention such
access will only be avai l abl e to those authorised persons identified

accordi ng tgpecifidt® peLMdDUSE Ytﬂﬁpritb@&ln?@@ﬁii@é OfOMi§i 88d~on file
I dentificatjon, _.an |1 only be achiey after. satisfactory correlation
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article %o whi ciin e preferxedeempodiment the individuals thermogram or
other biometric data is retrieved from the database or
prepared at this time and stored in a departure station
database arranged to collate thermograms in respect of
individuals ticketed for each particular flight.

10 Accordingly, information specific to each person as well as
information in regard to authorised length of wvisit and the
like or other information enabling quick and easy access to
that information in respect of each person on a particular
flight is prepared as a packet of identification data prior

15 to the time 0f departure.

As passengers move towards the departure lounge or
through the departure gates, for example, they are scanned by
a remote scanner to create a contemporary thermogram which
may be instantly compared with the thermogram previously

20 loaded into the departure station database to positively
identify each passenger.

Those passengers positively identified as authorised
passengers by a sufficient correlation between the
contemporary thermogram and the departure station database

25 thermogram are afforded an uninterrupted passage to the
departing aircraft. Those passengers in respect of whom the
correlation is below the requisite level are directed to a
designated area for further identification. This process is
carried out for all persons boarding the aircraft.

30 The departure station may also maintain a database of
prohibited persons which preferably is accessed for
comparison with all passengers. Any person who is identified
as a prohibited passenger may be prevented from boarding the
aircraft.

35 At the same time or timely during the £light, the packet



15 is applied. It is also preferred that such information I ncl udes the

uni que sewo ¥WOs49i ption and that it is entered as an acdToudsiobsas Such
add-on file nay be superceded by | ater add-on files, although it is
preferred that all current and non-current add-on files are maintained
in the database 20 for audit purposes. However, the sealing neans may be
utilised with a non-identified article and in such case information in
respect of the sealing nmeans may be addeqgto a database in respect of
t he shi ppi ng agent or sone ot her sui tabl e dat abase. An add-on
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pCT/AU95/0@§Qprd1ngly, those passengers for whom authorization is

eventually established are provided with easy entry to the
destination airport and those who have not been positively
10 identified are detained for further identification.

At the destination airport all passengers proceed past a
scanning station where each passenger's identification card
is read remotely, thereby enabling the stored thermogram for
that card to be retrieved. Each passenger is coincidentally

15 thermogrammed by a remote thermographic scanner focussed on
the person carrying the sensed card. The thermograms are
compared and where a sufficient correlation is achieved such
persons progress to their destination without further
interruption by officials through selection gates which may

20 be actuated by the monitoring equipment automatically.
Suitably the selection gates unobtrusively capture
unauthorized individuals for safe further investigation. The
add-on database may be updated at this time automatically to
record the arrival of each passenger in the destination

25 country.

Alternatively the departure airport may package the
information contained on the identification cards of
individuals on a flight and send this to the arrival
destination which compiles the packet of identification data

30 for their use to facilitate free passage of bona fide
disembarking travellers.

Preferably each station which can access the database
has an individual station access code and each operator
manning such a station has an individual operators code.

35 Suitably this information is added to the add-on only file



12 shi ppi ng agent code or other simlar information inportant for
audi t pur pweeen64p® ef er abl y such information is al so ente@%ﬁmﬁ%yﬁm4s

aut hori sed personnel only. Checking for correlation wt

information in the 5 database may include visual checking of the sealing
means and or article but preferably checking is carried out froma
renote nonitoring area. The |l ocalised nonitoring area may be a
noni toring station | ocated at packing, manufacturing or despatch area,
10 departure port or destination port or &ﬁ& ot her suitable station and
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10 are authorised to be in the particular country, they only
need to accompany a government official to a reading station
where a contemporary thermogram can be taken and where their
identification cards can be used to access the national
database to retrieve each individuals thermogram and

15 authorised travelling particulars.

In addition to the foregoing this invention could be
used to monitor individuals entering and exiting a secured
area such as border crossings or prisons. Furthermore, the
method of providing identification may be utilised to

20 establish the identity of persons undergoing medical
treatment. For example, the database may include information
in regard to medical condition, bloodgroup or the like and
such information may be utilised by hospital staff upon
receipt of confirmation of an injured persons identity rather

25 than performing on the spot blood tests to determine that
persons blood group. Advantageously, such method will save
time. Alternatively, a medical practitioner could prescribe
drugs or treatment to a distant patient upon establishment of
the patients identity by the foregoing method secure in the

30 knowledge that the persons identity has been correctly
established.

The facilitation of movement of shipping containers or
motor vehicles is illustrated schematically in Fig. 5. The
term biometric data as used in relation to the freightable

35 articles means an identifiable attribute specific to the



relatively small packet of data which may be readily | ocalised to

permt alwosind4dst ant aneous positive i dentification of pefhiyedszsd N the
group to be achieved and 30 thereby facilitate their novenment across
restricted borders. The dat abase may be an international database
but preferably each country maintains a national database

containing information in respect of nmajor articles such as shi ppi ng
containers or vehicles registered in tha&ocountry. 35 In order that
this invention may be nore readily WD 96/ 06409
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representa&h%gt 1ca&g%%ahg%ice as previously described. Information

in respect of the preparation, packaging and contents of
individual parcels to be shipped in a shipping container will
be entered into the add on file in respect of that particular

10 container which will be identified according to the method
previously described. Upon closure, the container will be '
sealed with a seal assembly as previously described which has
been issued to the authorised entity by an official issuing
authority. Details of the seal will be entered into the

15 database and married with the identification data in respect
of the container as an add-on file. If the container is a
non-identified container, then the seal details will be
married with details of the shipping entity. The same
process will be carried out by all authorised axporting

20 entities.

Containers arriving at a shipping station will be
remotely scanned to check for any unauthorized access to each
container between the despatching station of the exporting
entity and the shipping station and also for any damage to

25 the seal. Information in respect of all containers to be
loaded on a particular ship will be compiled to form a
package of data which will be transmitted to the destination
port.

At the destination port the containers will be unloaded

30 and scanned automatically to determine if the seals have been
damaged. The seals and the identification data will be
compared with the transmitted packet of data. Visual
checking to determine whether the containers have been
entered by removal of a remote wall panel of the container

35 may also be carried out. A plurality of sealing assemblies



seal according to the invention,and 10 Fig. 2 is a diagrammtic

repr esent W w640 a met hod of facilitating travel rOT/sudshosdssed
persons according to t he invention, and Figs. 3 and 4 are
di agrammati c representations of the I nt erconnection of rel evant
functional areas and 15 dat abases for the inplenentation of a system
accordi ng to the invention, and Fig. 51is a diagrammatic
representation of a nethod of fafilitating novenent of notor
vehi cl es according to the i nvention. 2 The radi o frequency
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si gnal and trangnlsS|on of a responding signal. 35 _ . The .

*r ansponder ST18PO5S §RA113SSPEDALRS, B8 P PERSAAS A valid signal will
10 be directed to a checking station for further investigation.

By use of this method freight forwarded by bona fide
exporting entities will be afforded an uninterrupted passage
unless an unauthorized party has gained access to the
container during shipment or a seal has been accidentally

15 damaged. The method therefore is expected to improve the
efficiency of freight movement.

Of course separate parts of the system disclosed herein
may be used advantageously where cost or other considerations
do not warrant full utilization of the apparatus or method of

20 the invention as described above. However it will of course
be realised that the above has been given only by way of
illustrative example of the invention and that all such
modifications and variations thereto as would be apparent to
persons skilled in the art are deemed to fall within the

25 Dbroad scope and ambit of the invention as is herein set

forth.
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14 S 6E6609 N I 0o frequency signal treRgRbuéd@ess from
an adjacent transmtting and receiving sta“_gnkj The entry

transponder 16 includes an e ; """""""" 22 which is configured to
transmt a reader station ac JEISS 9 RGE e rece|V|ng station, thereby
alerting the receiving st |on | nal part. The receiving

station is t her eby prepare receh¥éng further signal parts from
transponders 16, 17 and 18. The conpone 22 effectively prevents the

receiving station_pro a egin with th
access cod%&i&q@m&&ﬂ% T WRRJEPA%O La%twél gl n respect eof
whi ch dat abase cont ai ns the individuals identification file.

The descrl tlon t&%%%ﬁ%ﬂ@&r %Edfﬁ#? R34 +GIC W an (MHiGR dU=ANST TS
a signal i cafli V& Ot he & I que scription 15 assigned to the individual
to mhon1thencéudiwas-lssued and an I dentification of the issuing

station which i g34e¢alifg ngad databaElée ofe S@enii flratias wrspblzﬂﬂiaﬂs mts
its signal directly after anspo transponder 18

2
i s an i Bt efPaitb@ @iPP@ﬁrta“E@ntaéﬁ% g cz?“%d‘t’\%’l |°§aﬁn§r?vd'r?d‘a§‘ndrypt i on code.
The encryption ¢eé&ilding a unique description for each individual

enabling access to the individuals identification data in the

database, and
providing identification means adapted for portage with
10 the individual and containing the unigue description. ‘

2. A method of providing identification of a freightable
article including:-

maintaining a database of identification data specific
to the appearance and\or condition of freightable articles;

15 providing a unique description for each freightable

article enabling access to the freightable articles
identification data in the database, and

providing identification means adapted for portage with
the article and containing the unigue description.

20 3. A method as claimed in claim 1, wherein the
identification data includes biometric information.

4. A method as claimed in claim 3, wherein the biometric
information is data which may be obtained non-invasively.

5. A method as claimed in any one of claims 1 to 4, wherein
25 +the database includes protected identification data specific
to the appearance and\or condition of the individual or

freightable article.

6. A method as claimed in any one claims 1 to 5, wherein
the database prevents maintenance of the same identification
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unique to the card and cooperates with the file |ocation code such t hat

the signalWP6@s¥8d by the recei vi-ag=statFor 15 d | parcelpc@fadospyssat i on
with a unique identifier which “HHMESH?ETﬂggﬁﬁﬁg ﬁy correspondi ng

decodi ng neans associated with t 25 AR _ i on. The radio
frequency responsive identificati i1 Tustrat ecﬂﬂﬂ!ﬁwnlﬁlmmw
I ncl udes conponents as described in respect of Fig.la. S Aty
enbodi ment the val idation portion cirgynscribes the information portion
30 wherein the conductive tracks 19 and 20 effectively surround t he
antenna 15. gata for dﬁ‘iﬁﬁ%vi&ﬁ%iré¥“¥géi§ﬂfh5§5155%5%#%”9 station
typically | ocated at both the departure station and the arriva

station, transmts an enpowering signal at a particular 35 frequency for a
predet er m néd perA edbiafod iame.cllimaBrils any one MO MHAHI0P to 6, wherein

PCT/ AU95/ 00 . . s . . 5 ., _operating at
t hat frequegcf:lﬁ?/:3 AT FSFFP LN it Pighp file code assignéd to the
individual or freightable article.

5 8. An identification device including:-
carrier means, and
a unigue description carried by the carrier means.

g. An identification device as claimed in claim 8 wherein
10 the unique description is machine readable from a remote
location.

10. An identification device as claimed in claim 9 and
responsive to a radio frequency signal wherein the unique
description may be transmitted for receipt by a remote

15 receiving station.

11. An identification device as claimed in any one of claims
8 to 10, wherein the carrier member also carries information
relating to the location of identification data in respect of
the individual to whom the device was issued.

20 12. An identification device as claimed in claim 10 and
including distinguishing means by which a receiving station
can distinguish the identification device from other radio
frequency responsive devices.

13. An identification device as claimed in claim 12, wherein
25 the distinguishing means includes a built-in time delay for
delaying the transmission of the signal.

14. An identification device as claimed in claim 13
including access means adapted to provide signal access to
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or zone, such as by being carried by a single individual, my be
act i vat edwWByw6089 enpower i ng=si-gaad--—The i dentification PCEAAI95/80545

actlvated by the signal butf], Tuﬁi$Maﬂth§S@Ehﬂr!Card5, 5 does not respond
f thelfi n- buREPLAE€EpPONSE time delay. The | ength of
the Hlmﬁuml“ﬁﬁﬂﬂ |j to al+ow SEHFS time for all cards likely to

be activatéd dt fhe” sane frequency to transmt their nessages so as to
all ow a signal subsequently transmtixgd by the identification card to
10 be identified and received clearly and uninterruptedly by the

recei ving s{id i Pdeeiving statdohhe end of the designated tine delay the
entry t ransponder % transmts its signal to the receiving station

whi ch then prepares to receive a nessage signal fromthe 15 description
transponderi1d’ amd fdentiflbéadboni geeicéram theimed iml claimob4{rehepender

f_th I [
égcryptlon E%%e %%%%%3 Igg%logciﬁggglgh%?éﬁgg%éﬁg%gﬁﬁfxgggéggvgrsdat|on

responder 18, cooperates with the nmessages from 20 transponders 16 and 17

to create {‘sencmpigénﬁ@ﬁéselm'&@uce k8§ efsgmasdiasaaypaﬁéebfoélaeasy
to send informtion ngta on. |If valjdation transponder

18 does $otl0 t°rb§p%ﬂ@ trcipding walid %E?eﬁ%ﬁ%? fart pReckindl theom t he
descri pti ong41AsPPNELr tid, iAP6PmabeoficasAgeihedNsSHI predibis26ighansponder
17 is unable to be encrypted by the uni que encryption code carried by

t he responder 18. However, the nmessage i s subsequently encrypted by an
encrypti on rdde An 1épntificatbonhéepaceiealalaiaeéivhnglsimtlén vhedehy

the Cal fho L1 BLPILY mbls P8 Sa0Eah el EREH°EnaE ant! REABH-HgPRLER ¢

of informatron providing an |nﬁ|cat|on t requires
further inveReigaiges. description or other 1nformatlon contalned in the

10 identification device or any tampering with components of the
identification device will result in the identification
device being flagged for investigation.

18. An identification device as claimed in any one of claims
10 to 17 including encryption means wherein information

15 transmitted from the identification device to a receiving
station may be understood only by a receiving station
utilising corresponding decoding means.

19. A method as claimed in any one of claims 1 to 7, wherein
the identification means is an identification device as
20 claimed in any one of claims 8 to 18.

20. A method of facilitating travel of an identifiable group
of individuals identified according to the method as claimed
in claim 1 or any one of claims 3 to 7, including:-

accessing the database at or after an indication by an

25 individual of the group of an intent to travel, accessing

being enabled using the identification means;

compiling a packet of identification data or unique
descriptions in respect of the identified group of
individuals;
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Fig. 1(c) illustrates a seal for a shipping container i ncorporating the
card of PFW@.964649% i n pursuance of the met hod i |1 ustrat @&pdydsfodssso: A
failure of the validation 35 responder_or _a discrepancy in the signal from

rerr ans) ooses [T’ | ™ sueer e Béﬂiﬁ transponder 17
W

|| indicate tHat ‘t he s®als asse y RﬁﬁéﬁQED renpved or broken and that
t he contai ner has possibly been accesggp. It wTT be appreciated that
the seal is a "use only once seal". FO this purpose the seal includes a

Core o, o110 SRS B4plAt EEINRLI OISR ot
provi ded fAred5HE rih sl oienfiedgrowpyare agsemhped ©v opsfiithe

door will diyege fieeo@ishictd erd$&rks 19 and 20 or the validation
transponder 18a._In an 10 | teynative enbodi nent the looping strip 28 is
replaged with re?f%ﬁﬁﬁﬂ%aéhﬁﬂ%ﬂﬁ?ﬁf Foion; datarat otheotogglasadt he
connect & StaniptSinmyamss utdiighy ttiee Stotr26véd packeBbost t he

container(gﬁybfygkfggécontainer body.
generating corresponding identification data of the
group to be identified at the localised monitoring area;
comparing the generated identification data for each
10 individual of the group to be identified with the retrieved
identification data, and
permitting individuals with an operative correlation of
identification data to continue on their travels.

21. A method as claimed in claim 20, wherein the group
15 includes the passengers of a vehicle.

22. A method as claimed in claim 20, wherein the packet of
data is compiled at a departure airport for comparison with
departing passengers and transmitted to the destination
airport for comparison with the arrival passengers.

20 23. A method as claimed in any one of claims 20 to 22,
wherein the packet of data is retrieved in an ancrypted form.

24. A method as claimed in claim 22 or 23, wherein the
comparison is performed mathematically or electronically.

25. A method of facilitating movement of freightable
25 articles such as shipping containers including:
sealing each said article with an identifiable sealing
means which must be damaged in order to obtain access to said
article;
entering data in relation to the unique identity of each
30 said sealing means into a database;
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The facilitation of travel by authorised persons is 15 illustrated
sphemtl(wd)byosmg Figs. 2, 3 and 4 and is __described herpcnatbesossPer sons
wi shing to travel i nt er na=FeRETY e and are issued with an

iden'I' i I ﬁmf f the t The card is | ssued by
a Ca“l llﬁﬂl‘“" ||I n wher eaf at-e—20 uni que description is
progrannéd tnt' the*card. Eit the sane tine or subsequently, the
bi onetric data of choice uni que to e?éh person and suitably a

t hernogram i s prepared and stored (pfeferably in digital form in the

dat abase of he f.ile haq t f t ' b
the 25 uni que d& kﬁ'ﬂgor? J‘Fﬂ %%ﬁ'%‘ én%%nr%%t S%Sl}H a&%l%?eqﬁ%%w% Y
descri bed smattﬁopattmtddtkaﬂ[ﬁﬁieo%meﬂr dglhewsidticle has bepmr agggsseflial may
subsequently i “%b%fi&%\a d‘aa:ab to ld ARG Hdril ik 1oy A L8P 48

for exanpl e, purchase of an airline ticket or

maki ng an Ebiﬁbpmh%ﬂﬁﬁﬁ4QWﬁ %?\ﬁQﬁ?ndﬁﬂaqQNRQM?ﬁﬁﬂ§quﬁﬁﬁﬂf|catlon card

may be sead at idympdrifRy mtﬂé&:z&lédddl@dﬁalliﬁ et f thd wxerbmsthe
nane of the person to vvh(amthe card was |ss

i ndi vi dual 'w§t5’dd’°6'ﬁ 8sRanding [ata geﬁ’aﬁrao attgﬁasle(’%lullscféoé“%'b’tfa‘f ’tf’q 0

show t hat k&atiod ardorised to travel to Australia and remain there for a
WO 96/ 06409 permitting articles with an operaé%gg’%é¥¥é¥g¥¥bn of

data and which have not been accessed to proceed to

10 destination without internal inspection. ‘

26. A method as claimed in claim 25 wherein the freightable
article is identified according to the method as claimed in

any one of claims 2 to 7.

27. A method as claimed in claim 25, wherein the sealing
15 means is machine readable.

28. A method as claimed in any one of claims 25 to claim 27,
wherein the identifiable sealing means includes an
identification device as claimed in any one of claims 8 to
19.

20 29. A method as claimed in any one of claims 25 to 28,
wherein the identifiable sealing means also includes unique

seal specific data.

30. A method as claimed in claim 29, wherein the unique seal
specific data is contained in a transponder and readable from

25 a remote location.

31. A method as claimed in any one of claims 25 to 30,
wherein the database includes information in respect of the
issuance of the identifiable sealing means or the article to

which it is applied.
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17 specified period of time. Upon updating of his add-on file t he

i ndi vi duawomsyoshe® | ssued with a suitable receipt or t i QeqiadoBfoodlsS OWn
benefit and record although such-areceipt. . . would not be used for any
of ficial purpose. 5 In a | the i

t her nogram or ot her bionmetri fr om t! m‘!m‘ﬂgm ﬂlll) }“l
prepared at this tinme and stored-= ase s

arranged to collate thernmograns in respeq% ind|V|duaIs ticketed for

each particular flight. 10 Accordingly, %ornatlon specific to each person
as well as information in regard to authorised length of visit and the

| i ke or other information enabling quick and easy access to t hat

i nf ormati on3#n r&spethcds agachapapdoinonlaiparbi cihgrein thej ghformation

prepared asia paekabt@bakdembif beahbantdaba RrbRr alPeh8tbhRohi¥Brehg

departure. As passengers nove towards the departure Iounge or
t hr ough thelaﬁﬁﬁFPﬁre gates, for exanple, they are scanned by a renote
scanner to create a contenporary thernngran1mhich may be instantly

conpared w th gram reV| usly d into_the.depagture
station datggéseﬁtgegé t?%e aime |aenF%g §c§9p8§§éﬁée?? w8 55’ Those
passengebs posludvegycpmeminhged ascuathoﬁlée@a compaiséngeinfbymation

suffici ent EﬂrESéﬁﬁb@no?eéﬁﬁﬁncBﬂ%axnerCQﬁtS”BQFﬁbyo?hSBHQQEﬁgkénd the
departure station database 25 thernogram are~afforded an uninterrupted
passage to ipgended for transport by a single transport vehicle.

35. A method as claimed in claim 34, including temporarily
storing said packet of data, retrieving said data for

10 comparison with departing containers and transmitting said
data to the destination port for comparison with the
containers upon arrival.

36. A method as claimed in claim 35 wherein the data is
transmitted in an encrypted form.

15
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departing aircraft. Those passengers in respect of whomthe correlation
i s bel owwdnes/geagpui site level are directed to a desi gnarcwiavgwasdsor
further identification. This process is carried out for all persons
boarding the aircraft. 30 The departure station may al so maintain a
dat abase of prohi bited persons which preferably is accessed for
conparison with all passengers. Any person who is identified as a
prohi bited passenger may be prevented from boardi ng the aircraft. 35
At the sanme time or tinely dutkng the flight, the packet WO
96/ 06409 S PCT/ AU95/ 00545

18 of information data containing all g_f/t e passenger data is
transmtted to the destinatiogpstati on wher t¥is stored in t he
destination sgation database. @lhose persons not positively &dentified
in the short pegjod before board| ng and 5 allowed to board are
i nvestigated furfer gdye her—=—r atively lon&peri I n
aircraft is in transitegsss ' hose passqngerssfor
aut hori zation ks__ : 2 -
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eventual |y established are provided with easy entry to the destination
ai rport 96/563&59 who have not been positively 10 identi fRGEAERSEHMSt ai ned
for further entification. At the destination airport al
passengers proceed past a scanni ng station where each passenger's
identification card is read regof y, thereby enabling the stored

t her nrogram f or that card to be retrieved. Each passenger is
coincidentally 15 thernogranmed by a renote thernographi c scanner focussed
on t he person carrying the.sensed cakd.. The ther.nograns are

conpared and where a sufficient. CDLLEL&LLOH ds.achieved.slch per sons
progress to their destinatjon A 4 3 ruptlon by officials
t hrough sel ection gates whi chinm . eni-tori ng

equi prent autonaticl ly. ' ﬂ;e|6CLLQﬂ gatﬁ runobt rusi vel y
capture unaut hor i al s:for--$¥8f e furtheryji Jestlgatlep The
add- on dat abase nay be datefl at-this ti,y autqnatlcally ito &ecord the
arrival of each passengeNJ n;fhe: destlna{}ln;QS country.

Al ternatively the departur airport nay pagkage the ﬁfdr tion
cont ai ned on the identificalif % i ndi vi duats| q flight and -
send this to the arrival ( -1 il packet of

| £hrconplrps

I'bdssage of bona

fide di senbar ki ng travellf; ach station which
can access the database . hg ﬂ“ess code and each
oper at or manni ng such a st- :ﬁnapors code. 35

Suitably this information is"& 4 @
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19 EWErPs05408 an access is nade or attenpted. Suitablypcriavgsioosss

aut hori zation to access the database is provided in a simlar manner
wherein bionetric correlation is required. Accordingly, an audit trail
of actions is maintained and a 5 |og of authorised novenents of each

I ndividual is recorded in such a manner that a history report including
details of the operator updating the file can be established.

Foreign travellers in a host country aﬁGonl y carry their
identification cards. |If queried.as to ether they 10 are authorlsed to be
I n the particufar oeluntry -thegy on ~ gepnpany a
official to a,,%eadlngs_t y thern
taken and wh@@ thei f® I3, I3k
nat i onal IR CWasq L3 Fetrie g;
aut hori sed tIBFe Bin z
th|S|nvent|(xr- Id use

exiting a se@%
Furt hernore 8
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met hod of providing identification may be utilised to 20 establish the

I dent i tévOf S5k ONs under goi ng nedi cal treat nent. Forl’%‘i{%ﬂ%ﬂo@?‘ﬁt he

dat abas (h§§ I'ricl ude i nformation in regard to nedical condition,

bl oodgroup or the |ike and such information may be utilised by hospital
staff upon recei pt of confirmation of an injured persons identity
rather 25 than perform ng on the spot blood tests to determ ne that

persons bl ood group. Advant ageously, such nmethod will save tinme.
Alternatively, a nedical practitioner could prescribe drugs or

treatment to a distant patient upon estabk;?ﬂgpnt of the patients
h

identity by the foregoing nethod secure i 30 knowl edge that the
persons identity has been correctlx est abl i shed. The
facilitation of novenent of shi; cont ai ners or hicles is
illustrated schematically in Fi] he er mbt-ore a as used in
relation to the freightable 35 L 5 s| an attribute
specific to the WO 96/ 0g4

PCT/ AU95/ 00545 - |
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article such as a surface inmage. Entities wishing to export on a

regul ar Q%@%ﬁ%l be required to nmake application torPOPAUMROE4R hori sed
exporter approval of such application all personnel enployed by
the 5 authorised entity will be issued with a personal i dentification
device as previously described. Information I n respect of the
preparation, packagi ng and contents of I ndi vi dual parcels to be shi pped
in a shipping container wll be entered into the add on file in respect
of that particular 10 container which will be identified according to the
met hod previ ously descri bed. §\/p§] closure, the container will be
sealed with a seal assenbly as pr sl scrlged;mh4eh has- been

i ssued to the authorised entity by an offlcb@ gumg gog ut’thority.
Details of the seal will be entered into thg g S g

Ba rried with
the identification data in resg of fgg&n< P%@J tadd-on file.
If the container is a non- ifeldiit i fi ed cbRCH 8 %e g&ﬁ H2geal details
will be married with deta'F” . rtre—shi ppimgeé y&ode sane
process will be carried out b ag@h L} & equgti g 20 entiities.
Containers arriving at a shlp Iy vﬁj 2 E ,ﬂ WEHDter scanned to
check for any unauthorized acd 3t()§§ h «Ug {bet wean t he
despat ching station of the expo 10 | ent|t9 %lshlppnng station
and al so for any damage to 25 the seal InforTatlon—hn lespect; of al
containers to be | oaded on a part i nj p. Wi [T=Be conpijled to forma
package of data which will be t tt -t he ~dest4 nat i on port.
At the destination port the-c@n alne}s Wil | ,e un| oagled §
Bl L E 1T g
ddpti—d—pli
oéé. g © EI : §_§; B3 oEzi 1
% ! - i i | ‘T] §5 §
P > U 2
z il 5
& o8 |
z N il
< g ':'ég_ 3 Eﬁ
2 5 % | i
T g i i Ul L f
U frre——— § oxT -
. . B3 8 ed
% Fht 5§ er) i
Y ESE2 i 5 ) : "
5 Sseeddl el G s T | t
T g
- & = e
Ll 188 |} {
WES| | ZES Iryey
=ZZ Z°—|'.§,aﬂ 4
532 | 5320 L
gl O] | 50D My
i1 | =
[Ze]
[ E o
8 5 Z 2
g = i & =
> a|Mis ) g 2
i Zve Z x 2
g S@r—- ! 2D
JISHO | | ExO
l.'.:::" 08 | %O
Wil | il
Q | -
t ¥ —
SUBSTITUTE SHEET (RULE 28)



30 and scanned automatically to determne if the seals have been

damaged. Wueocswadoss and the identification data wll be YD ith
the transmtted packet of data. Visual checking to deternines&ﬁgﬁker
entered by renoval of a renote wall panel of

t he cont ai ners have been

the container 35 may also be carried out. A plurality of sealing assenblies

PCT/ AU95/ 00545

signal will 10 be directed to a check
By use of this nethod freight forward

©

WO 96/ 06409

21 may be applied to suitable parts of the container if necessary.

Those containers positively identified (i.e. with a sui tabl e

correl ation between the tranzg;?t d data and the 5 data obtained at the

destination) and having the nt gCt, Cthat—ts—th a

valid signal), will be directed flrom t he destination pgbgt @wth@ut

further checking. However, t hose g 4

positively identified or whose Se alijd
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e L | be aifaiseshedn UHrNTEY padtpt €ed passa unI ess an
u)riﬁgge% ﬂvﬁlgg.zgﬁﬁ kaglrl(g%a%nagg 6% N P BSEESS BRISBANEN e " FoKtHal r?e383glﬁqgﬂg

or a seal has been accidentally 15 damaged. The met hod* d% i% E
expected to inprove the efficiency of freight noveR&REIVED 1 f Jige 193

course separate parts of the system disclosed herein may be used

advant ageousl y where cost or other consideratimﬂﬂ I ﬁ rrant ful

utilization of the apparatus or nethod of 20 t‘ IHMM Iﬂ(mﬂ smgescri bed

above. However it will of course be realised t‘hat t he above has been

gi ven only by way of illustrative expgpl e of the invention and that al

such nodi fi cations and variations thereto as woul d be apparent to

persons ski kKis¢d £nrt be dndiwtduadeenedriedghakbblei shticlide 25 broad scope and

anbit of the invention as is herein set forth. CLAI Ms:
7. A method as claimed in any one of claims 1 to 6, wharein

the unique description is & unique file code assigned to the
individual or freightable article.

5 B. An identification device which ig responsive to a radio

frequency signal, the device including:-
carrier msans for carrying informatlon relating to the

location of identification data in respect of the Individual
to whom the device 1s issued; and

10 8 unique description carried by the carrier means
vherein the unigue description is machine readable from a
remote location and which may be transmitted for receipt by &
remote receiving station.

9. An ildentification device as claimed in claim 8 and

15 including distinguishing means by which a& receiving station
can distinguish the ildentification device from other radio
frequendy responsive devices, '

10. An identificetion device as claimed in claim 9, wherein

the distinguishing msans includes a built-in time delay for
20 delaying the transmission of the signal.

1i. An identification device as claimed in claim 10

including access means adspted to provide signal access to
the receilving station,

12, An identification device as claimed in claim 11, wherein
25 +the access means includes a specific signal stream,

13. An identification device as claimed in any one of claims
8 to 12 and including velidation means for checking the
validity of the information contained in previous signals.

AMENDED SHEET
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specific 5 to the appearance and\or condition oﬁ‘?ﬁ? ﬂéﬁ{s

provi ding a uni que description for each individual R ihd d@éeE@Q

to the identification data of the i ndi vi dual in the database; and
providing identification neans adapted for portag mm

i ndi vi dual and contai ni ng the uni que description. e‘lm"” c“m “IMﬂﬂgd as
defined in claim 1, wherein the identiticatiton"data 1ncl udes
bi ometric information. 3. A nethodkdas defined in claim2, wherein the
bi onetric i nformation is data which may be obtained non- 15

i nvasi vel y. 4. A nethod as defined in any one of claims 1 to 3,

wherein 14. Aheldentbiibeetiorcldeddsepast eldbded iddemtliafiime A6, owhedaia
speci fic toghRe,apPeatARs nddil Afs GeRdhEEENsGEn (it any tampering with
the unigue description or other information contained in the
identification device or any tampering with components of thae
5 ddentification device will result in the identification
device being flagged for investigation.

15. An identification device as claimed in any one of claimg
8 to 14 including encryption means wherein information
transmitted from the identification device to a receiving

10 station may be understood only by a recelving station
utilising corresponding decoding means.

16. A method as claimed in any one of claimg 1 to 7, wherein
the identiflcation means is an ldentification device as
claimed in any one of claims 8 to 15.

15 17. A method of facilitating travel of an identifiable group
of individuals identified according to the method as claimed
in claim 1 or any one of claims 3 to 7, including:-

accessing the database at or after an indication by an
individual of the group of an intent to travel, accessing

20 being enabled using the identification means;

compiling a packet"of identification data or unigue
descriptions in respect of the identified group of
individuals;

retrieving the packet of data to & localised monitoring

25 area at which sald identified group are assembled or confirm

their intention to travel;

retrieving the identification data at the localised
monitoring area utilizing the retrieved packet of
information:;

30 genarating corresponding identification data of the
group to be identlified at the localised monitoring area;

AMENDED SHEET
IPEA/AU
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identification data for an individual. . 6. A netm&usgcéf/ngco |51 ‘far%/
one of clains 1 to 5, wherein the uni que descri u e 1996
file code assigned to 25 t he individual . ggfﬁl\téﬂ?! 7 ‘ml

nmet hod of providing identification of a freightable article, sald

Tpeer 116 S 8 e appearance. andh o &ﬂﬁf c% ol TR MBFELRE RN "

comparing the generated identification data for each.
individual of the group to be identified with the retrieved
identiflcation data, and
permitting individuals with an operative corrvelation of
5 d1dentification data to continue on their travels.

18. method as claimed 1in claim 17, wherein the group
includes the passengers of a vehicle.

19, A method as claimed in claim 17, wherein the packet of
data is complled at a departure airport for comparison with

10 departing passengers and transmitted to the destination
airport for comparison with the arrival passengers.

20. A method as claimed in any one of claims 17 to 19,
wherein the packet of data i1s retrieved in an encrypted form.

21. A method as claimed in claim 19 or 20, wherein the
15 comparison is performed mathematically or electronically.

25. A method of facilitating movement of freightable
articles such as shipping contailners including:
sealing esach saild article with an identifiable sealing
means which must be damaged in order to obtain access to said
20 article; '
entering data in relation to the unigue identity of each
sald saaling means into a database;
checking said sesling means at the localised monitoring
gtation to determine whether the article has been accessed;
25 retrieving the data to a localised monitoring station to
which the article is intended to be transported:
comparing the retrieved dasta in respect of the articles
with corresponding data generated at the localised monitoring
station, and
30 permitting articles with an operative correlation of

AMENDED SHEET
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identification data in the database; and ProvieiRg § dgnyfi i @ r?
199

means adapted for portage with 10 the article and gﬂﬂ% mRng PhRIL
uni que descri ption. 8. A nethod as defined in clg erein the

dat abase I ncl udes protected identification data speC|f|c to the
appearance and\or condition of the freightable art mllmwlua"m;@” met hod
as defined in claim7 or claim8, wherein the 15 vents
duplication of identical identjfication data®for d fréei ghtable

article. 10. A nethod as defined i ‘%ny one of clains 7 to 9, wherein

the unique deserLRAl@fids Ml iie thlehCatdEsdesidiitddeta o the

frelghtable artic define in any one of clainms 7
to 10, des 1Rﬁ54%$ﬁw¥YﬂPW?w%ﬂ$ﬂF§BPeiﬁFP?EF%P?3 a notor vehicle or

part thereof.
23. A method as claimed in claim 22 wherein the freightable

article is identified according to the method as claimed in
5 any cone of claims 2 to 7.

24. A wmethod as claimed in claim 22, wherein the sealing
means 1s machine readable.

‘ 25. A method as claimed in any one of claims 22 to claim 24,
wherein the identifiable sealing means includes an
10 didentification device as claimed in any one of claims 8 to
lgl

26. A method as claimed in any one of claims 22 to 25,
wherein the identifiable sealing means also includes unigue
seal specific data.

15 27. A method as claimed in claim 26, wherein the unigue seal
gpecific data is contained in a transponder and readable from
a8 remote location.

} 28. A method as claimed in any one of claims 22 to 27,
wherein the database includes information in respect of the
20 igsuance of the identifiable sealing means or the article to
which 1t is applied.

28. A method as clasimed in claim 22, wherein the information
in the database may be monitored from a remote monitoring
location.

25 30. A method as claimed in any one of claims 22 to 29,
including compiling a packet of data compriaing information
in respect ¢f each container in a group of containers

AMENDED SHEET
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carrying information relating to the | ocat i onpgii-mwegnﬁ fﬁ (ﬂaﬁ n
data in respect of the 5 i ndi vidual to whomthe dgyi I §syed; gmp‘
a uni que description carried by the carrier neans -'ht%@H@$%iﬁ ?Hgn"
uni que description is machine readable from a renote | ocation and
whi ch may be transmtted for recei pt by a Vi station.
10 13. An identification device as defined “mmmfjﬁﬂm”m

s *

*

I ncl udi ng di stingui shing neans by which 5?6 recei vi ng

N

intanded for transport by a single transport vehicle.

31. A method as claimed in claim 30, including temporarily
storing sald packet of data, retrieving sald data for
comparison with departing containers andé transmitting said

5 data to the destination port for comparison with the
contalners upon arrival.

32. A nmethod as claimed in claim 31 wherein the dats is
transmitted in an encrypted form.

AMENDED SHEET
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station can dist|?§g§§Qﬁ§ I cation device from ot her radio
frequency respons EE?EQ&ﬁﬁ? 14. An identification device as defined

in claim13, wherg n 13 t he {dilsti ngui shi ng neans ihﬂfgﬂf@ﬂﬁ%;ﬁ?%' t-in
ti me del ay f ol IRICAYIND tihe transnission of the si gnal . 15. An
i dentification deyite“as defined i any one of clains 12 to 14

I ncl udi ng access peafs—acapted-t0 provi de to the
recei ving station 20 16. An _identificazi o "Hm"m H;mﬁﬁi ed in cI aim
15, wherein The access nmeans includes a*specifi o swgna strea

17. An ident ckiagsigi:on device as defined in any one of clains 12 to
16 including™vartdati on neans for checking the validity of the
information contained in previous 25 si gnal s. 18. An

identificatiqn deW(NEfﬁbdebEngddmidﬂm@rﬁdﬁntﬁﬁﬁgamhon of an timdividual,
val i dati on neans 1S4 |&2%¥%%:%Hﬂbrggg&$ﬁny t anpering

maintaining a database of identification data specific
5 to the appearance and\or condition of individuals;

providing a unique description for each individual
enabling access to the identification data of the
individual in the database; and

providing identification means adapted for portage with
10 the individual and containing the unique description.

2. A method as defined in claim 1, wherein the
identification data includes biometric information.

L)
*

3. A method as defined in claim 2, wherein the biometric
information is data which may be obtained non-

13 invasively.

4. A method as defined in any one of claims 1 to 3, wherein
the - database includes protected identification data
specific to the appearance and\or condition of the
individual.

20 5. A method as defined in any one of claims 1 to 4, wherein
the database prevents duplication of identical
identification data for an individual.

6. A method as defined in any one of claims 1 to 5, wherein
the unique description is a unique file code assigned to
25 the individual.



25 with ' ' ption or other information
contained in the idggg;gpggﬁ%ntgfggT:e or any tanpering memea... Wth
conponents of the |dent|f| % é§ pvice will result *Jiﬂﬁﬁ"T §$§?§

i dentification devijce ggeE or -5 "~ investigation. !

i dentification deV|c=as deflnedl Any one of ﬂ 2to 18

i ncl udi ng encrypti gn means wherein i 1formation”"l mm”" u’l‘mmnt ed fromthe
identification deviige—to-a ecei vi P st dti bn may' bé under st ood only
by a receiving 10 station utilising correspondi ng decodi ng neans.

20. A nethod as def meetodn aihypoavidingl dgddsntifirddion of a sheighirable

i dentification nquéﬁéﬁlgn é&%ﬁﬁ&ééﬁ 'ﬁaﬁpr%s% % device as defined in any
t 0 atl

one of clains 12 t Iltatlng travel of an

i dentifiable group 15 of '"individuals identified according to the
met hod as maintaining a database of identification data specific
to the appearance and\or condition of freightable
5 articles; .

providing a unique description for each freightable
article enabling access to the freightable articles
identification data in the database; and

providing identification means adapted for portage with
10 the article and containing the unique description.

8. A method as defined in claim 7, wherein the database
includes protected identification data specific to the
appearance and\or condition of the freightable article.

S. A method as defined in claim 7 or claim 8, wherein the

15 database prevents duplication of identical
identification data for a freightable article.

JL0. A method as defined in any one of claims 7 to 9, wherein
the unique description is a unique file code assigned to
the freightable article.

20 1. A method as defined in any one of claims 7 to 10,
wherein the freightable article is a motor wehicle or
part thereof.
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defined in any one of .claigs-d—te~G—3ai.d method conpri sing: -
accessing the databagy FLA%@@NTGSH}M i ndi cation by an FEPLACEMENTGHEERuAl
of the group of an ipt ave 20 accessi ng belng enabl ed usi ng
the identification a S?(3W$V“ﬁentc mpiling a packet of identification

data in respect of e fﬁsza"mummlﬂtﬂmuﬂnr 1M area a

retrieving the packe

which the identifiedjgroup are assenbl &d oR * ¢ confirmtheir intention
to travel; ot-f-t-evt-my-The |dent|f|cat|on dat.a at the |ocalised

nDnltorlng anea utin i idewgei hibcaeion egevipackbichf idatesponsive to a radio
frequency signal, said device comprising:-

carrier means for carrying information relating to the
location of identification data in respect of the
individual to whom the device is issued; and

n

a unique description carried by the carrier means
wherein the unigue description is machine readable from
a remote location and which may be <transmitted for
receipt by a remote receiving station.

10 13. An identification device as defined in c¢laim 12
including distinguishing means by which the receiving
station can distinguish the identification dewvice from
other radio frequency responsive devices.

an fdentification device as defined in claim 13, wherein

14.
13 the distinguishing means includes a built-in time delay
for delaying the transmission of the signal.
15. An identification device as defined in any one of claims
12 to 14 including access means adapted to provide
signal access to the receiving station.
20 16. An identification device as defined in claim 15, wherein
the access means includes a specific signal stream.
17. An identification device as defined in any one of claims
12 to 16 including validation means for checking the
validity . of the information contained in previous
25 signals. '

18. An identification device as defined in claim 17, wherein
the validation means is arranged such that any tampering



26 gener at i nig, entification data of t he gr oup
to be identified at FH hilt ori ng area; REPLAOERIFAT Sigpityhe
generated identificafipn data for. each i ndi vidual of the group to be

i dentified wth-the 2 0 NGV 1987 e
permtting individualsiwi th an_ope
identification data

: SE”E'OI oo TR MERTL

o0 contl nue on the travels. =

defined in claim?21, - 25 |ncludes the passengers of a
vehi cl e. 10 23. A nethod as defined in claim?21 or claim22, wherein
t he packewidin datize | sul bgERevEB SIGF LML EHEr yBFedotbem information

method as_def i ned do abhddey Al ook i gBn@isleadion device WISTELY CHBEEING
entl ca n

the generated identification data w e retrieved

data i s performedwigh commqmtqfcéq!}ey ltﬁe‘b"fieéc‘t‘?%‘ﬁ%lc?%"lce wibk regult
method as definediifd aieongdehtdPicatibd oddvice being flagged for

5 investigation.

18. An identification device as defined in any one of claims
12 to 18 including encryption means wherein information
transmitted from the identification device to a
receiving station may be understood only by a receiving

10 station utilising corresponding decoding means.

20. A method as defined in any one of claims 1 to 11,
wherein the identification means is an identification
device as defined in any one of claims 12 to 19.

21. A method of facilitating travel of an identifiable group

15 of ‘individuals identified according to the method as

defined in any one of claims 1 to 6, said method
comprising: -

accessing the database at or after an indication by an
individual of <the group of an intent to travel,
.20 accessing being enabled using the identification means;

compiling a packet of identification data in respect of
the identified group of individuals:;

retrieving the packet of data to a localised monitoring
area at which the identified group are assembled or
253 confirm their intention to travel;

retrieving the identification data at the localised
monitoring area utilizing the retrieved packet of data:



mhereln t he packet of data is conpiled at a departure ai rport for

conparison with depdEi nd . t r ansmi REPRACEIGERT SHEET
destination airport if Eﬁﬂﬁ@ﬁr,ogiﬁgg h 20 arrival passengers.

26. A nethod as deflined in any gnejot clainms 21 ereln
said travel is acrosgsla B&H@V Bt weeh two tlﬂﬂmﬂﬂum M}H“E A
nmet hod as defined in gny one of clai 21 to 24, aid
travel is in to or qut of a secured anfea such as a prison.

27 28. A nethodgof facilit

i si on, of dical treatnent
to an indivi dual igeevexiayiew a@@érr&w‘%‘g‘%e IRthoht Lgation dagaf 9k Ghe

any one of clains b9 Go 3@ dgeRitidded at the localised monitoring area;

comparing the generated identification data for each
individual of the group to be identified with the
5 retrieved- identification data; and

permitting individuals with an operative correlation of
identification data to centinue on their travels.

22. A method as defined in claim 21, wherein the group
includes the passengers of a wvehicle.

10 23. A method as defined in claim 21 or claim 22, wherein the
packet of data is retrieved in an encrypted form.

24. A method as defined in any one of claims 21 to 23,
wheteain comparing the generated identification data with
the retrieved identification data is performed

15 mathematically or electronically.

[
[#1]

A method as defined in any one of claims 21 to 24,

l

wherein the packet of data is compiled at a departure

airport for comparison with departing passengers and

transmitted to a destination airport for comparison with
20 arrival passengers.

26. A method as defined in any one of claims 21 to 24,

l

wherein said travel is across a border between two
countries.

29. A method as defined in any one of claims 21 to 24,
25 wherain said travel is in to or cut of a secured area
such as a prison.



conprising:Q 5 ﬂ. 'EQET S-EET base using the identification

means; - conpi{Ehgt ¢ide H dentification d@@%ﬁ@ﬁ%ﬁ§m§ﬁwfﬂf

t he individual; retrieving the packet of data to a ocal 1 sed
n

moni tori ng -~ arga(at? ghow 99%e { ndi vi dual reat ment ;
10 retrieving theljidentificatiop gata at thgmuggﬂ lmemm

noni toring area utili g ng~tte-retrieved] packet of

generating correspondiing i dentificationjdat2? of the |nd|V|dua

requiring medical treatnment at the |ocalised nonitoring area, 15

conparing t hezgeneh ameghofd @it i Facual i idy Preoision of medicaiditvedtaient

with the retrievedehdgn!l ifdditidinilaidenelfied accordiRg0d! ik | hERhEE s
e e

to the individual re s an operative corr | at'1 on of
identification datéefined in any one o claims to 6, said method

comprising: -

Bes R

5 accessing the database using the identification means:

compiling a packet of identification data in respect of
the individual;

retrieving the packet of data to a localised monitoring
area at which the individual requires medical treatment:

10 retrieving the identification data at <the localised
monitoring area utilizing the retrieved packet of data;

generating corresponding identification data of the
individual requiring medical treatment at the localised
monitoring area:;

15 comparing the generated identification data for the
individual with the retrieved identification data: and

providing treatment to the individual if there is an
operative correlation of the identification data.

9. A method of facilitating movement of a freightable
20 article such as a shipping container, said method
comprising: -

sealing the article with an identifiable sealing means
which must be damaged in order to obtain access to the
article; -



29. A nethod of facr [ a Yy WO 0 21 Akl Of - a freightable 20 article
such as a shippinckgt;ﬂﬁg1 N gE 3&

met hod . ) 84
sealing the article{wijth an |dent|f_aDIe seal i ng neans QﬁﬁiﬁﬁﬂWZA EE?
be damaged in order {tq opQadVasiess to the article;

28 entering data in relatignfto a uni qujllmnwﬂlmﬂum
sealing neans into g database; checkin s at a
| ocal i sed nmonitorin station fo whi2éh the artfcle fas®been
transported to 5 determ ne whether the article has been accessed;

entering data in relation to a unique identity of the
sealing means into a database;

checking the sealing means at a localised monitoring
station to which the article has been transported to
5 determine whether the article has been accessed:

retrieving the data at the localised monitoring station:

comparing the retrieved data in respect of the article
with corresponding data generated at the localised
monitoring station; and

10 permitting an article with an operative correlation of
data and which has not been accessed to proceed *to
destination without internal inspection.

30. A method as defined in claim 29 wherein the freightable
article is identified by 2 method as defined in any one
15 of claims 7 to 10.

31. A method as defined in claim 29 or claim 30, wherein the
sealing means is machine readable.

32. A method as defined in any one of claims 29 to 31,
wherein the identifiable sealing means includes an

20 identification device as defined in any one of claims 12
to 19.
33. A method as defined in any one of claims 29 to 32,

wherein the identifiable sealing means also includes
unique seal specific data.



retrieving the data

?S@ nitoring station;
A

conparing the retrie _ of the article o
correspondi ng data gengrated at the ljogal i-sed:- : -nonﬁf%ﬁﬁhgzgféﬁﬁaﬁ
and 10 petmittling @ ¥OViR¥%R Wi gh an operative correl ation of

data and whi ch has nat jbeen accessed jt proceed Lﬂllmmnmlwmﬂlﬂatlon

W t hout internal inspection. 30. {A met hod I-m 29
wherein the frei ghtable article isa%entified by a method as
defined in any one 15 of claims 7 to 10. 31. A nethod as defined
in claim?29 Qi_plaArméﬁho@mnse&efihed in claimedBi ngherens tsenanhQue seal
r eadabl e. d d JaT=Ta Ny y3QN |

wherein the |dent| ét éfgé% A ia%naans ?ﬂ%?ﬁd%g §n€£55g§bﬂa? %?f?%g ?8%9
devi ce as defined f¥Pmng %ﬁ@ob@ k¢%§ﬁ%°&2 to 19. 33. A net hod
as defined in any one of clainms 29 to 32, wherein the identifiable

seal i ng neans_al so i ncl udes
35. A method as defined in any one of claims 29 to 34,

5 wherein the database includes information in respect of
the issuance of the identifiable sealing means or the

article to which it is applied.

36. A method as defined in any one of claims 29 to 385,
wherein information in the database may be monitored
10 from a remote monitoring location.

37. A method as defined in any one of claims 29 to 386,
including compiling a packet of data comprising
information in respect of each container in a group of
containers intended for transport by a single transport

15 vehicle.

38. A method as defined in claim 37, including temporarily
storing the packet of data, retrieving the data for
comparison with departing containers and <transmitting
the data to the destination port for comparison with the

20 containers upon arrival.

39. A method as defined in claim 38 wherein the data is
transmitted in an encrypted form.

40. A.method of providing identification of an individual as
defined in claim 1 substantially as hereindescribed with
25 reference to the accompanying drawings.



.uni que seal specific
34. A nethod as defin
specific data is cont
renote | ocation.

34, 5 wherein t
t he i ssuance of the
which it is applied.

dat a. 29
m@mﬂu\ x rein the uni quiERLAGEMENT SHEET,

' [ nder and readabl e froma
B5. A nethod jas| defined in any one of clainms 29 to
he| d& 20AdE198c| udes i nformation in respect of
lehti fiabl e seal} ng neans or the article to
36. A netnodi as defined in any one of clains 29

to 35, wherei p_information_in the28at abase may be nonitored 10
froma renote nonitoring | ocation.

A method as defined in claim 33, wherein the unique seal
specific data is contained in a transponder and readable
from a remote location.

A method as defined in any one of claims 29 to 34,
wherein the database includes information in respect of
the issuance of the identifiable sealing means or the
article to which it is applied.

A method as defined in any one of claims 29 to 35,
wherein information in the dJdatabase may be monitored
from a remote monitoring location.

A method as defined in any one of claims 29 to 386,
including coampiling a packet of data comprising
information in respect of each container in a group of
containers intended for transport by a single transport

A method as defined in claim 37, including temporarily
storing the packet of data, retrieving the data for
comparison with departing containers and transmitting
the data to the destination port for comparison with the
containers upon arrival.

A method as defined in claim 38 wherein the data is
transmitted in an encrypted form.

A method of providing identification of an individual as
defined in claim 1 substantially as hereindescribed with
reference to the accompanying drawings.

34.

35.
9

36.
10

37.
15 vehicle.

38.
20

39.

40.
25

41.

A method of providing identification of a freightable
article as defined in claim 7 substantially as



37. A nethod as defined in any one of clainms 29 to 36, i ncl udi ng

conpi ling a packet =) information in respect of
each container in e%? gﬁm@ﬂp@@h cont ai ners i nt endeREpLACEMENDSHEEE Dby
a single transport {15 vehi cl ¢. 38. A nethod as defined in claim
37, including tenpdqrdri2® JAN 1998 s{oring the packet of data, retrieving
the data for conpari son ;ﬂt N departing containers and transmtting
the data to the degqtination por or jconparison with the 20 cont ai ners
upon arrival . 1.39.. A nethod asidefind@ in claim38 wherein the data
IS transpitted in an encrypted form 40. A net hod of
provi di ng i denti f PEERIIRICHALPAL| YLEMal raference  talefuheed aickoigiinPing
substantially as deastiipngescri bed with 25 reference to the acconpanying
dr awi ngs. 41. A nethod of providing identification of a freightable
article as defined in claim7 substantially as

42. An identification device as defined in claim 12
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5 accompanying drawings.
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A method of providing identification of an individual including: maintaining a database of identification data specific to the appearance
and/or condition of individuals; providing a unique description for each individual enabling access to the individuals identification data in
the database, and providing identification means (10) adapted for portage with the individual and containing the unique description.




