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priority wo2u287452n0vi si onal patent application no. 61/ 203/U80@20ii1%s on
June 17, 2011, which is incorporated by reference herein. 5 TECHNI CAL FI ELD
This application is related to the field of secure conmmunications and, nore
particularly, to cryptographi c key managenent and the establishnment of a
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contactless smart cards or secure elements of NFC mobile phones, or any device that offers
protection of a private key (or similar) corresponding to the authentication. As an example of

15  personal authentication device, FIPS 201 mandates US Federal Agencies to provide their
Employees with Personal Identity Verification cards (PIV) for the purpose of controlling
access to federal government assets. FIPS 201 compliant PIV cards are equipped with
several X.509 PKI certificates for RSA 2048-bit public keys (and other public key
certificates, attribute certificates or credentials) and protect the corresponding private keys

20  that are bound to the device. Although PKI key pairs and certificates may be prepared
outside the personal authentication device, the private key — and matching public key - may

be generated inside the device to ensure its uniqueness and exclusive binding to the device.

A PKI certificate authentication process requires reading the certificate from the
personal authentication module, proving ownership of the private key using a challenge
25  response or other key confirmation mechanism, verifying the certificate signature, verifying
that the certificate was issued by a trusted issuer, verifying the certificate validity against the
expiration date, and determining the revocation status, etc. For X.509 digital certificates, a

certificate revocation check may be performed using either a Certificate Revocation List
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or other credentials that need to share the sane revocati on 20status nay be
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revocation status for different types of credentials. SUMVARY OF THE
| NVENTIigfQrmation, there may be a time delay in connection with propagating revocation
15 information for each and every certificate associated with a user that has changed status
and/or associated with an authentication entity that has been compromised. In addition, for
some types of authentication mechanisms, there may not be an available or practical
revocation mechanism for determining whether the authentication has been revoked. Also,
revocation of multiple certificates or other credentials that need to share the same revocation

20  status may be redundant so that multiple revocation status update transactions that are

substantially similar need to be executed.

It would be useful to provide a revocation mechanism that can provide timely and

accurate revocation status for different types of credentials.

SUMMARY OF THE INVENTION

25 According to the system described herein, providing revocation status of at least one
associated credential includes providing information about a primary credential that is
cryptographically independent of the associated credential, binding the at least one associated
credential to the primary credential, and deeming the at least one associated credential to be
revoked if the primary credential is revoked. Providing revocation status of at least one

30  associated credential may also include deeming the at least one associated credential to be not
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system descri bed herein, conputer twar e, provided
an X.509 digital certificate.

15 According further to the system described herein, computer software, provided in a
non-transitory computer-readable medium, provides revocation status of at least one
associated credential. The software includes executable code that accesses information about
a primary credential that is cryptographically independent of the associated credential,
executable code that binds the at least one associated credential to the primary credential, and

20  executable code that deems the at least one associated credential to be revoked if the primary
credential is revoked. The software may also include executable code that deems the at least
one associated credential to be not revoked if the primary credential is not revoked. Binding
the at least one associated credential to the primary credential may be independent of the
contents of the credentials and may be independent of whether any of the credentials

25  authenticate any other ones of the credentials. The at least one associated credential may be
provided on a first integrated circuit card (ICC). The first ICC may be part of a mobile phone
or a smart card. The primary credential may be provided on a host that communicates with
the first ICC. A host may communicate with the first ICC and the primary credential may be
provided external to the host and external to the first ICC. The primary credential may be

30 provided on a second ICC that is separate from the first ICC. A single primary credential
may be bound to a plurality of associated credentials so that revocation status of all of the

associated credentials varies according to revocation status of the primary credential. The at
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f ol | owgherein. FIG 1 is a schematic illustration showing an |Integrated
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15 FIG 4 is a schematic illustration showing an Integrated Circuit Card (ICC) with an
associated credential and a host with a primary credential according to an embodiment of the

system described herein.

FIG 5 is a schematic illustration showing an Integrated Circuit Card (ICC) with an
associated credential and a host where a primary credential is provided outside the ICC and

20  the host according to an embodiment of the system described herein.

FIG 6 is a schematic illustration showing a primary credential and a plurality of

associated credentials according to an embodiment of the system described herein.

DETAILED DESCRIPTION OF VARIOUS EMBODIMENTS
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appl i cation sec catron no
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separate functionali f r%g AM 108, in other enbodi ments, the client
appl i caffl%helfe%mwdd@qtﬁeg Ta¥ed into the SAM 108

The ICC 104, such provided on a smart card, mobile phone and/or other similar

device, communicates with SAM 108 via the host 102 using a contact or contactless

15  interface. The system 100 may provide secure contact or contactless communication between
the ICC 104 and the host 102 using any appropriate mechanism to provide protection from
attacks that include skimming, sniffing and man-in-the middle attacks and may provide
forward secrecy, as further discussed elsewhere herein. The system described herein may
operate in compliance with NIST cryptographic mandates, including NIST SP 800-56A or

20 800-56B (which is incorporated herein by reference), NIST SP 800-57 Part 1, entitled
"Recommendation for Key Management" by Elaine Barker et al. (revised, March 2007),
which is incorporated herein by reference, and Federal Information Processing Standards
(FIPS) 140-2, entitled "Security Requirements for Cryptographic Modules," May 25, 2001,
with change notice 12-03-2002, which is incorporated herein by reference. The system 100

25  may further include the ability to fulfill NSA recommendations on the choice of cryptography
(SUITE-B). The system 100 may support full secure messaging for application data or key
exchange. It should be noted that other appropriate standards may also be utilized in
connection with the system described herein, as would be understood by one of ordinary skill

in the art.

30 Integration specifications for the host 102, the SAM 108, and/or the ICC 104

interfaces may be provided for the system described herein. For the client application 106,
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element or smart card. The end-to-end secure messaging may provide for the transport of
PIN or biometrics or physical access control system (PACS) credentials via contactless
communication. The system described herein may also be used in connection with PKI-
based authentication and ticketing for transit applications. The system described herein may
25  further be used to provide end-to-end post issuance management of the smart card or secure

element 1n a contact or contactless environment.

Note that authentication of the ICC 104 by the host 102 may include receiving
authentication information from the ICC 104. The authentication information from the ICC
104 can take any form, including a X.509 PKI digital certificate, an EC digital certificate, or

30 some other appropriate form. In some cases, the authentication information may be
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15  leaves a company, the company would like to immediately revoke the ICC 104 so that the ex-
employee no longer has company access. This is especially important in instances where the
company does not have an opportunity to take physical possession of the badge, such as
when an ex-employee is hostile to the company. In some instances, authentication
information is provided in a form that provides an effective revocation mechanism, such as

20 X.509 digital certificates. However, in other instances, there may be no straight-forward

revocation mechanism.

Referring to FIG. 2, the ICC 104 is shown in detail as including an associated

credential (CR 1) 502 and a primary credential (CR 2) 504. The associated credential 502
may be used to authenticate the ICC 104 while the primary credential 504 may be used to

25  provide revocation status for the associated credential 502. The credentials 502, 504 may be
the same type of credential (e.g., both of the credentials 502, 504 are X.509 digital
certificates) or the credentials 502, 504 may be different types of credentials (e.g., the
associated credential 502 uses ECC and a Card Verifiable Certificate (CVC) and the primary
credential 504 is an X.509 digital certificate).
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necessary to establish trust in another credential. Note that cryptographic
dependence between two credentials can be direct or indirect. Cryptographic
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detail elsewhere herein), a change in revocation status of one of the credentials 502, 504 does
20  not automatically change the revocation status of the other one of the credentials 502, 504.

This is in contrast with a cryptographically dependent PKI certificate chain, where if a

credential higher in the chain is revoked, then a certificate lower in the chain is automatically

revoked too.

Following creation of the credentials 502, 504, there is a binding so that the
25  revocation state of the associated credential 502 is tied to the revocation state of the primary
credential 504 where the associated credential 502 is deemed revoked if the primary
credential 504 is revoked. In some cases, the associated credential 502 is deemed not
revoked if the primary credential is not revoked while in other cases the associated credential
502 may be revoked independently of the revocation state of the primary credential 504.
30 Under such a system, the associated credential 502, which authenticates the ICC 104, can use

any type of authentication mechanism, including a non-revocable authentication mechanism.
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conventional X 509 certificate revocation data (i.e., CRL information, OCSP
response, etc.). If the primary credential 504 is revoked, then the

associ at ed cAgdgiproiatddechiapisdemapde nssdak@dthd thbusptevamicklifinddpendeeC 104 is

properly authenticated using the associated credential 502 which itself is
not credentials 502, 504. Thus, the binding may be provided by a data structure that relates the

can

two credentials and/or some other data provided that is accessible to any entities that rely on
the binding and/or that modify the binding. For example, the binding mechanism may be an
20  indication at the host 102 that associated credential 502 is deemed to be revoked if the
primary credential 504 is revoked. For a first alternative, binding the associated credential
502 to the primary credential 504 may be done by including a reference to the primary
credential 504 within the information for the associated credential 502 at the time of issuance
of the associated credential 502. For a second alternative, the binding may be performed by
25  including the same user or unique device identifier in both of the credentials 502, 504 at the
time of issuance of the credentials 502, 504. For either alternative, upon presentation of the
associated credential 502, the host 102 may read the reference to the primary credential 504
from the associated credential and searches for the revocation status of the primary credential

504 via a CRL, OCSP or other method.

30 For another alternative, the binding may be independent of the contents of the

credentials 502, 504 and may be independent of whether any of the credentials 502, 504
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502, 504. Thus, there may be no binding information provided with the
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credential 502 properly authenticates the ICC 104. Note that the associated credential 502
20  may use any appropriate authentication mechanism and/or revocation mechanism. In some
cases, the associated credential 502 may use a non-revocable authentication mechanism, in
which case the test at the step 514 determines authentication of the associated credential 502

but not revocation status.

If it is determined at the test step 514 that the associated credential 502 is valid
25  (properly authenticates the ICC 104 and is not revoked), then control passes from the test step
514 to a step 516 where the host 102 obtains the primary credential 504 from the ICC 104.
Following the step 516 is a test step 518 where it is determined if the primary credential 504
is revoked. As discussed elsewhere herein, in some cases, prior to determining the revocation

status of the primary credential 504, it may be useful to first authenticate the primary

10



10 1 CC 104. For exanple, the ICC 104 could sinply identify a serial nunber
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the step 522, processing is corrpl ete. Note that the step 522 is also

reached fromethdhaiabihouiuthe pssopistedacaesentisley2dy é?fétmrawlieé e PRI (i .

i's [fev Rl mary

cre en%g%ng%ﬁgg?la&g%erfgﬁ egt%gér? &ﬁgfﬁénges? é%(%ﬂi?o Aeé)c} cr Qgﬁtf\ltsl 12]%0 2 inthat, if
t he priamrodimoemss eind asadm&@dl credenten 662 thay de cesded sddperidently ofsthe asvocdtidnhe
associ at ed credenti al bee voked, 10irre Lve

Fevooat T St emap SR THECIM R B (67 et PrabS L T VBRI It f ve of
whet herp iy aaiektiAe4 iChRdensthal erﬁ’%lﬂl&tﬁ avee abdBb@timahts whife thé 1S

determ ned at the test step 518 that the pr| mary credential is not revoked,

t hen ccﬂsscrcaﬂteqo%rs@@slal‘ 5Q;?msuﬁn@fopelsl¢, the eqyosa®ntstrtaothe psRigtedireedsntidddes i s
al lz%wed[racﬁs {hle(%\e,\éforé t10n s%a eszrﬁh rgrcge%ggt?a{l %34" s conpl ete.

Referring to FIG. 4, a diagram 530 illustrates an alternative configuration in which the

associated credential 502 is provided with the ICC 104, but a primary credential 504" is stored
on the host 102. The primary credential 504' is used just like the primary credential 504
described elsewhere herein, except that, instead of being stored on the ICC 104, the primary

25  credential 504" is provided on the host 102. Thus, for the configuration illustrated by the
diagram 530, it is not necessary for the host 102 to obtain the primary credential 504" from
the ICC 104. The primary credential 504' may be provided to the host 102 from any number
of sources, including an initial transfer from the ICC 104, a secure transfer over the Internet
from a remote host (not shown), a user inserting a USB drive or a disk (containing the

30  primary credential 504') into a reader at the host 102, etc.
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Not e that, although the associated credential 502 is deened revoked if the
primary 15credential 504 is revoked, the reverse nmay not necessarily be
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associ a&n%ﬁm%%ﬁ%ﬁ 'a%ut%l@ezprlmary credential 504" (e.g., serial number) so that the revocation
status of the primary credential 504" can be checked.

20 As an example of the system illustrated in FIG. 5, the ICC 104 may correspond to a
cell phone issued to a user. The host 102 may correspond to a door controller that opens a
secure door. The associated credential 502 is stored in the cell phone that the user presents to
the host 102 to open the door. The user may also have a PIV card that corresponds to the
second ICC 104" and that contains the primary credential 504". So long as the primary

25  credential 504" is not revoked, the user can open the door using the associated credential 502
on the ICC 104 (cell phone). However, if the host 102 detects that the primary credential
504" has been revoked (e.g., the PIV card 104" is no longer valid), then the host 102 deems
the associated credential 502 to also be revoked so that the ICC 104 (cell phone) can no
longer be used to open the secure door. If the cell phone (ICC 104) is lost or stolen, but the

30 PIV (second ICC card 104") is not, it may be possible to revoke the associated credential 502,
but not the primary credential 504". Thus, revocation of the primary credential 504"
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r evokedS¥6d phat CPRlOYE al%%m(ae&(? gpﬁ BYONCAPATRIBE PGy ATCeBC T & -1 Bt E%n t he

sech & @aQiioh ol (REHmANORRIChHG 52 UhedpdbioORIinOhsch ehBbynt siblle 30PI Y

(second I CC card 104') is not, it may be possible to revoké the associ ated
cr edentwigh th§@2mphuy. Ifdine mslqelepvasrtm yorgpangetheipaimagpdredentiali§352 sevodati on of

the pri cred i,al 504" WD 2012/ 174, PCT/ 012/042933 guar ant ees
revocattF'g%é/agfmtgﬁg igkeoaéf‘%ﬁlaé%d gfgﬂgﬁfsiéﬁ'%%,o%ﬁ#g‘ﬁgﬁ%?rgv é‘[l on of the
primary credential 504" does not guarantee non-revocation of the associated
credential 502.

In some embodiments, the primary credential may contain a pointer or other identifier
that indicates the associated credential(s). It is also possible for the associated credential(s) to
15  contain pointer(s) or other identifier(s) that indicates the primary credential. In other
embodiments, none of the primary credential or the associated credential(s) contain any
indication of the others. It is also possible for one or more of the associated credentials to
have the same or a similar identifier as the primary credential. In other embodiments, the
identifiers may be independent. One or more of the associated and primary credentials may
20  be authenticated, at least partially, by another one of the associated and primary credentials.
Note that the system described herein may be used in instances where the associated
credential is not revocable (and/or not easily revocable), but it is still desirable to provide an
expiration of the ICC 104 after a predetermined amount of time (e.g., one year) by revoking

the primary credential.

25 An example of the system described herein is to use Elliptic curve authentication keys
or symmetric device authentication keys on a PIV card to accelerate contactless PKI
authentication at a door. A key pair and a Card Verifiable Certificate (CVC) may be used as
a primary credential to authenticate the personal authentication device. The primary
credential may be located on the same device as the PIV card, but may be logically separated

30 from the PIV application, and provide a different level of trust. A secure channel session key
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Referring to FIG 6, a diagram550 illustrates a primary credential 552
being bound to a plurality of associated credentials 554-556. Revocation
st at us ofweal2b120f7432he associ ated 5 credentials 554-556 waTiusg01ame¢msdi ng to
the revocation status of the primary credential 552. Thus, if the primary
credential 552 is revoked, all of the associated credentjals 554-556 are
deenmed PEPHRE .fr%@elé\égﬁwhan%%%maiymeéw?%@tawthqnﬂgﬁt? At reBge YorfePlh agr am

550 is @ridatahha e%’ﬁt@d %‘v%hhé);ies_&ibﬁ_k@y%SREécﬁ‘&i‘ﬁgIXGflﬁ‘iﬁﬂtdeﬁh‘?caéﬁéfe?éﬁer el ates
to a separate device at a user 1s Issued as enpl oyee of a conpany

(e.g., isbbindthdhescspan keysgpnddbsstataciysmddavd, Sene. the safcrendeeto thOPRevocat i on
state of the primary, credential, 552 corresponds,to the .user's enpl oynent
St at us SIS TESRMEHDE DT ROaReees SRLES EE b rrRyoN DiReSa iy

cr edentdodl crllicd ma@VekEdhe PINISc st P& Rhtiordtath o PERIfInal aditutadest i al s
554-556 to be effectively revoked. In sonme enbodi ments, the primary

cr edentdsals capijationriatd to dgtopwinstibtheslevise heing ipsksanted isevalidhat i ndi cat es t he
associated credential (s). It is also possible for the associ ated
credential (s) to 15contain pointer(s) or other identifier(s) that indicates

the primary A&t %&51‘3 Ie_ié A hﬁgc HQqu *s%cafb%% ap(flevti&'%i'ﬁ{ﬂcpﬁB% th
e g cred)gntl amﬁg‘l

credential or t associ at contain any 1 ndication o? t he
ot her s.dewtceihpldusthe possip PKI tatifioate. an omircddaf sctine chssane bhs embde phient i al s

to have the s r simlar identifier as the primary credential.,.ln
ot her  ARBOHTAHES KexsHer PSR A agss by WV HRBRA B Y ¢ he
assECi ahedrigngl RpArRBIVALLHSMthE abEcdBYnd0a8  AUIRMhbEAHEH be @bed tBABLess
partially, by another one of the associated and prinmary credentials. Note

t hat t hremassdtaamit sestam ubleg theafCédsn kepsy Urengide gracass deserareddsramndhemphde

associ ated credenti al, i s. not .revocab and/ or. not easily, revocabl e), but
e gths BigUR s e T P PR Ry e ER. e sy B ey &

pr edet gCTHsE RElsa M Hringtry PIVIBerificBte staQREnKERY etr¥ed BYPOKICAGL IHRQIoBF | Mary
credential. 25An exanple of the system described herein is to use Elliptic

curve a@nhehrte deteaning éfihe grobdy frhena qag bgepnsiderad e Nelid fioagd on keys on a PIV
card to accelerate contactless PKI authentication at a door. A key pair and
a Card Verifiable Certificate (CVC) nay be used as a primary credential to

aut henti cat r ] i i i i credential ma
1{3 erf\§sifl RGN edtdie ha %@hgéaﬂwﬂﬁngaghahﬁa@&ggﬁm&ﬁ y

be |l ocated on the sane device as the PIV car ut may ogically
separ attechndfferon roibmaRb/offephiigatsi darioancdnpodmicots dscdistd berent mhebel of
trust. c%rn (131?6 rv%\itﬁ: Qefac noet:lller ?1? gpspirglg]riai%g gom‘t\)/}ln)at%o%]s' 211/1 %glﬁl%gt}opr.lcwr{tllijt 26051515{6%42933
described herein. Additionally, in some instances, the order of steps in the flowcharts or flow
diagrams may be modified, where appropriate. Further, various aspects of the system
20 described herein may be implemented using software, hardware, a combination of software
and hardware and/or other computer-implemented modules or devices having the described
features and performing the described functions. Software implementations of the system
described herein may include executable code that is stored in a computer readable storage
medium and executed by one or more processors. The computer readable storage medium
25  may include a computer hard drive, ROM, RAM, flash memory, portable computer storage
media such as a CD-ROM, a DVD-ROM, a flash drive and/or other drive with, for example,
a universal serial bus (USB) interface, and/or any other appropriate tangible storage medium
or computer memory on which executable code may be stored and executed by a processor.

The system described herein may be used in connection with any appropriate operating

30  system.
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established fromthe CVC authentication nmay be used to authenticate a
reference to a Ply certificate that is encrypted with the session key.
Accor di ngwg20tig4Phy certificate reference is bound to Phe/tsesioa3keys and
the static key and CVC. Since the reference to the Ply certificate is

trusted to be bound 1o the_keys and the. device, e ver. i on_process at
the 5door cdrtFoFTdimgyts QE{HGFE}"@H@“ pﬂ@ b apRaFit e hesT %k}h%fL itBha {193 and
addi ti qglid@hlibh BLihe %éc!ﬁ%néﬁ of Imsacﬁ‘é%%frtﬁé in@@nt%t cﬁsctl@seg BERIT PR ihfenl&e

devi ce being presented is valid Anot her exanple is a primry

cr edentthatlthe facificstiorooat edmpiesdedensidacdistiongiary ool t he devi ce hol di ng the
primary PKI certificate. An enbedded secure el enent of a nobile phone nmay
use i Cass keys for authentication that are bound to the primary Ply
credential stored in 10 the original separate Ply card of the device owner.
The nobi |l e phone nmay be used to access a nmass transit system using the

i Class keys. Using the process described herein, the nobile phone provides
the identifier of the primary Ply card certificate, authenticated fromthe
i O ass keys. The primary Ply certificate status may be retrieved and used
at the door controller to determne if the nobile phone can be considered a
val i d device. 15The system descri bed herein nay be used with any

aut henti cati on/validation techni que or conbination of techniques. Various
enbodi ments di scussed herein may be conbined with each other in appropriate
conmbi nations in connection with the system described herein. Additionally,
in sonme instances, the order of steps in the flowharts or flow di agrans
may be nodified, where appropriate. Further, various aspects of the system
20 described herein nmay be inplenented using software, hardware, a

conbi nati on of software and hardware and/ or other conputer-inplenented
nodul es or devi ces having the described features and perform ng the
described functions. Software inplenentations of the system descri bed
herein may include executable code that is stored in a conputer readable
storage nedi um and executed by one or nore processors. The conputer
readabl e storage nmedium 25 may i nclude a conputer hard drive, ROM RAM
flash nenory, portable conmputer storage nedia such as a CD-ROM a DVD ROM
a flash drive and/or other drive with, for exanple, a universal serial bus
(USB) interface, and/or any other appropriate tangi ble storage nmedi um or
conputer nenory on which executable code may be stored and executed by a
processor. The system descri bed herein may be used in connection with any
appropriate operating 30system O her enbodi nents of the invention
wi || be apparent to those skilled in the art froma consideration of the
specification or practice of the invention disclosed herein. It is intended
that the specification and exanpl es be considered as exenplary only.
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CLAIM5S 1. A nmethod of providing revocation status of at |east one

associ ated credential, conprising: providing information about a primary
credent i avorhet17uR1cr ypt ogr aphi cal | y i ndependent of thePasaseoianery33
credenti al ; 5binding the at | east one associated credential to the primary
credeng(ljj%I § deemi ng the at | east one associated credential to be
revoked“ ¥4 Mpe primary credential is revoked. 2. A nethod, according to
claim1, further conprising: deenming the at | east one associ ated
credential to be not revoked if the primary 10credential is not revoked.

3. A et ROoghethdd 6P prbiviting RovetAioM slatusdTek fiakt dieRgiodtitdd@edntihie 8sthp@

associ ated credential to the primary credential is |ndependent of t
contents of Hrh@dmngeaféﬁm%msa@ﬁaa pEmpRdEpdadiahthatos ciMpeagienhicslly of the
credentl hept.i r ones of the credentials. 4. A

met hod,' &3%3&3E ?&?ag Cuﬁe £ﬁﬁg¥eln the at | east one associ ated

credenti al i‘tﬁncﬁﬁg)ﬂiedﬁttbaiﬁﬁi& a@sdc[aﬁéii crbd’dnﬁ@ll’tattﬁéip@mE@LUrédeﬁﬁﬁlﬁiaI(d CO. 5. A
met hod, according to claim wherein the first part of one of: a
mobi | e phoneleaméngaths ﬁhluegst@a? associgted grageptial do b@&f‘cyel&%ﬂ lrf @het Wipgricredentisgther ei n
t he pr| % %[edentlal is provided on a host that communicates with the
first 5 7. A nethod, according to claim4, wherein a host
connunlcates with the first 1CC and the primary credential is provided
external to the host and external to the first 1CC. 8 A nethod, according
to cIaﬂhﬂvnm&hér%&mﬁhnabpmﬁmmhﬁmﬂﬁmd@mpﬁahgis provi ded on a second | CC
separate fromthe net hod cordin lai.m 1, wherein a
2ol o pri e OB A e O B TR oF BF PRV AL BERURUY ot edent | al's
SO mhaux&gmggqgh@mfs&@%us of all of the associated credentials varies

according to revocation status of the primary credential. 10. A nethod,
according to claiml1, wherein the at Ieast one associ ated credential is b5
i mpl enent ed using one of: i das ptic Curve Cryptog hy (ECC), X 509,

Card Vet s MEHod. 4sepidig toglaim 1wy %%J fimugéhfk%ve%% Ot %@@?%ﬁ@ CigAent E)r ein the
primary,¢ f)ﬁﬁiﬁﬂl drBdentig] R %&épé{%nfjbﬂhé BbntGRE bf fhk CAdRntials and is independent of

whether any of the credentials authenticate any other ones of the credentials.

4. A method, according to claim 1, wherein the at least one associated credential is provided

15 on a first integrated circuit card (ICC).

5. A method, according to claim 4, wherein the first ICC is part of one of: a mobile phone

and a smart card.

6. A method, according to claim 4, wherein the primary credential is provided on a host that

communicates with the first ICC.

20 7. A method, according to claim 4, wherein a host communicates with the first ICC and the

primary credential is provided external to the host and external to the first ICC.

8. A method, according to claim 7, wherein the primary credential is provided on a second

ICC separate from the first ICC.
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11. Conputer software, provided in a non-transitory conputer-readable
medi um that provides revocation status of at |east one associ ated
credenti aWvp 20te#17¢22fit war e conpri si ng: 1lOexecut abl e code PhatUSATICHSDED
information about a primary credential that is cryptographically

i ndependent of the associ ated credenti al ; e able ode t binds
the at T dadtigHercs i athsrrin apingls nrigeary Meﬁﬁ? hearlo ap) uraﬁzﬂ

execut 3 e eREgl &BRdhge 8 Bhat P&Io@&tldnes?a"-‘tﬁs il (ﬁ?tﬁé)é:s's@él%d cfReand @lrick0 be

revoked if the 15primary credential 1s revoked . Computer software,
accor diasgordmgdb a¢vmcdtion ftains biethe ponmpry sicdgntial. execut abl e code that deens
the at | east one associated credential to be not revoked if the primary
credential is not revoked. 13. Conputer software, according to claim 11,

wher ei rl10b ﬁnrcriletﬂgd goraﬁlg r%? ac‘isa%rn NEhERR t%' %{ Fegsft%gg a?s%gla d%l ecfeﬁtlél & pr | mary

credentia depen heEont ent's o &Créd and is

i ndepe nd@mm@ftematghﬁfe oa“niﬁlsxfs Elhgtie Cad%r(cﬂypiogra@uy bE@Cp oa5@9 qnyd ot her ones
of the credentials. nputer software, according to .claim1l, wherein
the at Y&Hbl %@@Tlﬁﬁ%t@c%nétsé’élm&“é‘d]é?ﬁ Graptogaphy ard Wéﬁe@ﬁhﬁplﬂmﬁfﬁ crpigniigh st ed

ci rcui t, ck 15. Conputer software, according to claim 14,
whereln t 6?ﬁ¢é§???§§cam part of one of: a 25 nobile phone and a smart
card. 16. Conputer softmare, according to claim14, wherein the prinmary
credential is provided on a host that communicates with the first ICC. 17.
Conput ell. §ofnpwmr let\a@rcoprdvindgd toa pomtransitdry whepruérrreadabismediomathal cat es with
the first

and extBPHAR feaotian iRt Pkt e TreniserciRudih R4S e ParhBet 0 ol ai m
17, 10wher ei n dxBeutile BBdYthet ROGREY iaforistiod OuEePridfry credential that is
cryptographically independent of the associated credential;
executable code that binds the at least one associated credential to the primary
credential; and

executable code that deems the at least one associated credential to be revoked if the

15  primary credential is revoked.

12. Computer software, according to claim 11, further comprising:
executable code that deems the at least one associated credential to be not revoked if

the primary credential is not revoked.

13. Computer software, according to claim 11, wherein binding the at least one associated
20  credential to the primary credential is independent of the contents of the credentials and is

independent of whether any of the credentials authenticate any other ones of the credentials.

14. Computer software, according to claim 11, wherein the at least one associated credential

is provided on a first integrated circuit card (ICC).

15. Computer software, according to claim 14, wherein the first ICC is part of one of: a

25  mobile phone and a smart card.
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a second I CC separate fromthe first I1CC. 19. Conputer software, according
to claim1l, wherein a single primary credential is bound to a plurality of
associ at edoenexdiegmizial s so that revocation status of all pofi/ush@2as®ezi at ed
credentials varies according to revocation status of the prinmary
credentjal. 1020. Conmputer software, according to claiml1ll wherein the at
| east oife CREWYET é‘?f‘éﬁarér?é?ﬂ%‘iﬁiﬂl}gatPﬁaémi lﬁpwilﬁ@m@apﬂg}aﬁsgcra?@ﬁ@% is Hr@flg on

EIIiptnggy&MgagﬁMg&ggggﬁnﬁtﬁgﬁﬁQ}Céx.509, Card Verifiable Certificate, and
symmetric key cryptography and wherein the primary credential is an X 509

digital certificate.

17. Computer software, according to claim 14, wherein a host communicates with the first

ICC and the primary credential is provided external to the host and external to the first ICC.

5 18. Computer software, according to claim 17, wherein the primary credential is provided on

a second ICC separate from the first ICC.

19. Computer software, according to claim 11, wherein a single primary credential is bound
to a plurality of associated credentials so that revocation status of all of the associated

credentials varies according to revocation status of the primary credential.

10 20. Computer software, according to claim 11, wherein the at least one associated credential
is implemented using one of: iClass, Elliptic Curve Cryptography (ECC), X.509, Card
Verifiable Certificate, and symmetric key cryptography and wherein the primary credential is
an X.509 digital certificate.
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