WO 01/52378 PCT/ USOL/ 00204 METHOD AND APPARATUS FOR PROVI DI NG RELI ABLE
COVMUNI CATI ONS | N AN | NTELLI GENT NETWORK FI ELD OF THE | NVENTI ON The
present invention relates to tel ecommuni cati on networks and, nore

parti cul 0 6152878 provi ding reliable communi cations in an iRQTAISOl)6204
networ k. BACKGROUND OF THE | NVENTI ON 5 Most conventi onal

t el econmuni cati ons networks include a nunber of interconnected swtches
and routers. These resources typically include processors that perform
swi tching functions, call control functions and various other intelligent
functions under the control of proprietary software. This neans that when
a network owner wishes to inplenent a new feature or nodify an existing
service, the software of each switch and 10 router in the network may

requi re changes to t new nodi fied feature. Wth the
ever-increasi ng denﬁﬂﬁ&éﬁ %WM@Q SffdR FEQYHING RELIABLENanges to
various vendor equi pRAMURNREAPIONS e f s added
becomes inpractical. Therefore, net WoﬁﬁA owner LE{‘@\@QTB‘Z%EW ering new
intelligent features and services that operate under the control of

dedi cated network devices. As s Ihh :i hF 15 network resources, such as
switchcs and routers, often reltw a new feature i s added

to the data net Wﬁébres%n%ﬁﬁﬁ%lktcw lceeﬂﬂ“ﬁ’mcfegl clel peg l‘l“ﬁ?ﬁ‘gt dat a

net wor ks, however, occurs when the | cat
intelli genpmwﬁmﬁrtommm@f@&wmempmommmupelngéxamatwdrla. t hl s
situation, while the device experiencing problens is being serviced, the
network may be unavailable. This results in increased 20 netwrk downti ne.
Anot her drawback with conventBMGﬂelmmelﬂl@HEWW“ ng intelligent
feature; S thai‘({]o Qere | rerWabl lity when a probl em does occur
in the’ network U8 F%xbven neiworksineiude sowpbenofoF THE

| NVENTI ON interconnected switches and routers. These resources typically include processors that

perform switching functions, call control functions and various other intelligent functions
under the control of proprietary software. This means that when a network owner wishes
to implement a new feature or modify an existing service, the software of each switch and

10 router in the network may require changes to support the new/modified feature. With the
ever-increasing demand for new features and services, making changes to various vendor
equipment platforms each time a new feature is added becomes impractical.

Therefore, network owners have begun offering new intelligent features and

services that operate under the control of dedicated network devices. As such, the

15 network resources, such as switches and routers, often require no change when a new
feature is added to the data network. One drawback with conventional intelligent data
networks, however, occurs when the dedicated device performing the intelligent, value-
added processing experiences problems. In this situation, while the device experiencing
problems is being serviced, the network may be unavailable. This results in increased

20 network downtime. Another drawback with conventional data networks implementing

intelligent features is that there is no rerouting capability when a problem does occur in

the network device.



There exists a need for a systemand nethod for inplenmenting an intelligent
network while maintaining the network's reliability. This and ot her needs
are met by the present invention, where data is transmtted 5 froma

net wor k Owi0e42378® an intelligent network platform The net ROTAUSGROORBE and
the network platform both include redundant systens to provide increased
reliability and rerouting capabilities. According to one aspect of the

i nvention, a nethod for communicating with a network application platform
is provided in a signal intercSPMMARYCOFTHPINVENTION | east a to primary
signal intercept processor (SIP) and a secondary SIP. The primry and
secondary Sl Ps TAeee exigtha sead fop a sydermn 8¢ methad fonimplgmenting aeintiedligent esour ce
and the il nme! RSt he network application

pl atform ?ﬁ%ﬁ&sﬁ?\% pr o%ggin%;og%?t errs.‘ﬁ*he met hod i ncl udes desi gnati ng
a first one of Thisatdwthermeedssae npet by yiet prewent nvantiors Wdierecdhtpisaransmitted Syst em

and a secqond one of the two processing syste 15..as an glternate
processin @}IEPE?K"“TF‘%“%WW(S‘?I“ nt ?\%WB_ a{{g%s ?F‘?Wgﬁﬁé%%‘sﬂ_&’&éh?rom
the primamunadR r%iﬁfo&moa{ mbRide ‘?éh\ﬁﬂﬂﬁ%?ﬁbﬂg t&g@bﬂa@m&&mgm%%d whet her

a response fromthe preferred processing systemis receive e met hod
further i medoutiegcapabilidiss.gnati ng the alternate processing systemas the
preferred processing system when..the response.i§.not received by the
brimary SiP i n ACCHRUE IO ATRE T SEitedivepHop; fletad ol comBVH B v o
present i Mi¢andrk QPpdadivh QRtform Y iovTteti@h a GIRABLIAIECIpE agvieewcoandpﬁbeﬁgmrlkast dhe
system conprises, a network application platformthat_includes a preferred

pr oces®i ngprinasy signakiatesrsphprosesiat Gk ylasssrorfary SthanThemimary4dm al so
i ncl udes g gqxgga) SIPs e Bnhitld @/ SBultAlible Jith'd ARt e CORt
f S a ary Sl

processor ystem an con P system where the first and
second S| Resyerkepplication pintformsvivon theqetwerkiapplication platform ingludesgwoet wor k

. Th ' S| i , ' i
reasage. | PTOHEHDE T EPE s e et inedodel Sblfacinl At e hahe e AR bbg Do e
fromthe pygkrkRsd piifasabsiobessingSyasini adasecindashebithe ®@EF0CSING sy iems

alternate processing systemas the preferred processing system when the
responke ias apaitematediroesssing aysiemps dhe methadmdey ipelufdetrapmiiting a message from

the primary SIP to the preferred processing system and determining whether a response

from the preferred processing system is received. The method further includes
redesignating the alternate processing system as the preferred processing system when
the response is not received by the primary SIP in a predetermined period of time.

20 Another aspect of the present invention provides a system for communicating in a
network. The system comprises a network application platform that includes a preferred
proccssing systcm and an alternate processing system. The system also includes a signal
intercept platform having a primary signal intercept processor (SIP) system and a
secondary SIP system, where the first and second SIP systems are each

25  configured to communicate with a network resource. The primary SIP system is further
configured to transmit a message to the preferred processing system, determine whether a
response from the preferred processing system is received and redesignate the alternate
processing system as the preferred processing system when the response is not reccived

in a predetermined period of time.



2 WD 01/52378 PCTI US01/ 00204 O her features and advantages of the present
i nvention will becone readily apparent to those skilled in this art from
the follow ng detail ed description. The enbodi nents shown and descri bed
provi de WQU€R23Wt i on of the best node contenplated for cAGHYIHIOBRM t he

i nvention. The invention is capable of nodifications in various obvious 5
respects, all w thout departing fromthe invention. Accordingly, the

drawi ngs are t e ~regarded,as illustrative in nature and not _as
restrictive. B&flgﬁf |%$P6&'1“‘8ﬂ°fr &BIQAWNGSV%P&V@ cpme sedilyt o t he

attached dppatemtds thobb ekified irLIhey B 0irémhByY mgw&m? REVH d&@ﬁgﬁ&ﬂ Cfpenunber
desi gnation represent |ike elenents throughout. 10 Fig. IS an exenpl ary

di agr am ofmRAdimangy shoymanddescrihic’ psgrddeilusaatitinsfdhe best tode chatemplsahfor

I nvention s IS ” f e ASIP.platform 120, of Fig.

1 consi st gﬁ@l\%ﬁt‘) t@ﬁ%ﬁég‘% q‘*ﬁ&@*ﬁ‘?’?@%@%"’gw@" 1c tﬁ&”é)lg%‘f‘%‘ﬁf’?bd?%r am of
t he prsmargspéds,RAlleithak depagting frofbth€iprention. SASCOraNgIy Hidl dbaWingd ha o e MSCP

130 of Fig. |, consjstent with the present _invention. Fig. 57is an

exenpl ar y Te8e5dad-an1lustiptiveum agsurg; and Rpt a9 reskigdives ent with the present

i nvention. Fig. 6 is an exenplary flow diagramillustrating processing for

comuni cating 20 between ASIP platform 120 and MSCP 130 when all network

conponents are functi onBRIEHDESERIPTION @F THEDRAVENG®! ary fl ow di agram
il lustrating progessi

MBCP 130 whon GHcTERCe S Pf?%% 9 mﬁ“@%@%@wﬁe@% p@r@@%%%%ﬁg %d
01/52378 IPeftteed hliBetQtbsignation represent like elements throughout.
10 Fig. 1 is an exemplary diagram of an intelligent network system consistent with
the present invention.
Fig. 2 is an exemplary diagram of the ASIP platform 120 of Fig. 1 consistent with
the present invention.
Fig. 3 is an exemplary diagram of the primary ASIP 122 of Fig. 2.
15 Fig. 4 is an exemplary diagram of MSCP 130 of Fig. | consistent with the present
invention.
Fig. 5 is an exemplary diagram of MSCP 132 of Fig. 4 consistent with the present
invention.
Fig. 6 is an exemplary flow diagram illustrating processing for communicating
20  between ASIP platform 120 and MSCP 130 when all network components are
functioning properly.
Fig. 7 is an exemplary flow diagram illustrating processing for communicating
between ASIP platform 120 and MSCP 130 when one or more network components

experience problems.



DETAI LED DESCRI PTI ON The present invention will be described with the
exanple of a signal intercept platformcomunicating with an intelligent
network platform In the exenplary enbodinent, the signal intercept

pl at f or M @MEAT,ates with a network sw tch operating 5 irPCéTﬁU%?éS‘)ﬂﬁﬂr onous
transfer node (ATM network. A brief description will first be given of
the systemarchitecture and operations, followed by a detail ed description

of the signaling between th ' | | atform and the intelligent
network platform It will b@ﬂﬁg&gﬁmver, that the present
i nvention is hePre3stlihveRlbR wild bO UBRkibed WRBShOL mnfé?&ﬁ{' bed i n

detail below, as well as to other types of systeﬁ@l%f#§l§ngenera SYSTEM
OVERVI EWplatfgtm sommuglicating wtiysinznselliggst rotwadCplatforwhi inrtherexdmplaryand syst ens

consi ste ' e . sent. i.n tion may .be i emented. The system 100
i ncl udes%%ﬁgbé%s'%?nqﬁmt?:{%ﬁogfn o v“r'f:"é%‘t’s %m}eé’é’%?rﬂ(sﬂgf’bfp BR8 or m
120 afnd inudi asyaelronas tanster mod® GATM)LEeteMECRA biisddenpsd will fid: pet wor k 140.

Only one ATM? itch 110 ,i,s shown for | si (r}phi%ci té.’ It shoul d be understood,
however , SIVAR P thedystemrehiteeture 3pd enestions,dolleyed by aidgteiledidescrintieny ef then 100.

ATM swi t ¢ Iy PR Rthe & ) ] \, via a
W red orﬁ\?mnélg%ess co%gg1 i%r{wcﬁkﬂ@é\ﬁ@ﬁ%&l@@(%%@%gﬁerﬁgw%%?ﬁg%g@esent

i nvent i owilirhgcomzorppatsnt dewavsr, thapthe piescutrivesttioo nahlsd\dpglzableat othdecor di ng to
an exenplary kMl eqentatio ._the.invention ATMsw tch 110 conmuni cates
with ASI b’p§¥ 8#%?8351"2(#6%’?%8 in §rai Delosn ap well@s 1o, athibRes of wrstemsdn (NI )
messagi ngeydll network 140, such as the conventional Q 2931 nessaging

protocol. However, other nessaging protocols may also be used for
conmmuni cati ng between ATM switch 110 and ASIP platform 120, 25 such as the

Q 2933 nessagi ng protocol. ASI BY@W@\?%%W”WWENS and processes UNI
y en

si gnaling nessages generated b evli ces, such as ATMswitch 110,
and triggers Figued | isparexeappury systém 0@ in which methods and systems consistent

with the present invention may be implemented. The system 100 includes ATM switch

-

110, ATM signal intercept processor (ASIP) platform 120 and multi-service control point
15 (MSCP) 130 connected to network 140. Only one ATM switch 110 is shown for
simplicity. It should be understood, however, that additional ATM switches 110 may be
included in system 100,
ATM switch 110 communicates with ASIP platform 120 over network 140 via a
wired or wireless connection. ATM switch 110 consistent with the present invention may
20 include any type of conventional ATM switch. According to an exemplary
implementation of the invention, ATM switch 110 communicates with ASIP platform
120 using conventional user network interface (UNI) messaging over network 140, such
as the conventional Q.2931 messaging protocol. However, other messaging protocols
may also be used for communicating between ATM switch 110 and ASIP platform 120,
25 such as the Q.2933 messaging protocol.
ASIP platform 120 intercepts and processes UNI signaling messages generated by
ATM end devices, such as ATM switch 110, and triggers intelligent application



WO 01/52378 PCT/ USOL/ 00204 processi ng when specific signaling events
occur. ASIP platform 120, as described in nore detail bel ow, conmunicates
with MSCP 130 over network 140. MSCP 130 includes an intelligent network

pl at f or mw@s1/sbescri bed in nore detail below, for performpay/usstedios gent
processing functions. ASIP platform 120 and MSCP 5 130, consistent with
the present invention, nmay conmunicate with each other over network 140 via

a wired or w.L&k onnection. .. The network 140 may include the Internet,
a LAN, WanP M"%‘Fﬁ‘gt‘&o{}’e&ﬁ&sF%‘P“‘[‘%‘@“&r Ocus. w%gl!’. plp&gm £2Q2 a5 desgribed anpl ary
di agr am of mA%e Betpil belbw, BormrdnRhteEWgHMSEP 1 orm 120,
consistent with_the %esent inveention, féncigg gés‘lz'if“g‘r)ﬁéng{'{/ ASIP 122 and a

to secondary ASMSCR130 insludewan ingilibgsnt 8w sk glat@dn, mpkRsaitRdif ndr@géd®ry and

a "hot sta ! | gurat i on. re speci.ficall he primary ASIP 122
per f or rrz t ﬁ%?*b{%@géé&#&g%ﬁﬁﬁgnh{?p&ﬁﬁng Mﬁ??%&%@dﬂ?&?@& d MSORe
secondaf ,[Rodsistentawi Fezd i’ AR t t he
primary XSI P 1?%% n _cal;h;m‘g? a ,rgl)tlrj.g‘t,)?iglg]n' lﬂgﬁ&lmglre r*eérs{?lgli E%hgﬁ%ﬁ“e’agg P

pl at f or m 13™8P61AGa arvgredor viitelesswonrection: The oetwrork 140 imay Wichedeahé of

har dwar e ofn t firwa ' I u rts operator-initiated
swW t ch- overt&]!i?bﬁpt é%ﬁiﬁg“rt{/&xgwﬁtogﬁ?@e%gﬁ?&gﬁdby ASI P, as described in
more detai | bel Bigure Zisoin exesplary diagraAfbPASIPRativnn 120 of FighteidePrea SIP

comuni catilogsglﬁ%frface to an ATM switch port for intercepting user

si gnal i ng PPanThi ¢PEgngstant vith thePResent inysntoasincludes s prmanTASERM 2204ndial 0
Fi g. . Soe6id ' [ ' f. . for 20 ..

(Fig. 19 s PASEE 120/ CTUSWO ASTR, IACAIE, bBbleiAG Soiled) affa nor

comuni cating with MSCP 130 and an operator.
with its edbysporfiguntideadVors speifivdlly, theprimdiy ARIPACDipetoins @B exenpl ary

I npl ement at | ' ti . ftware residing o the ASIP platform
126 conti arieetsfll dhife ol b 3ung SordiBied iy the SkoBary ARTPZA4s | ne

SWi t ch- ovepowrredsep and feallp ¢ 8L cigel task@ A itled rinl rZZrIRE&'sggjf§ rBigWps and
pairs of ernet Profocol (IP) addresses. For

ogi cal,.host na nd In

exanpl e, E%CHJF“@‘&F resiling 9p ghe ‘ﬁ@ﬁerg@u@@rgmepfoma agtematig switch-overf inghe ed as
| ogi cals hasdent df habwiae of st soMPGE i L L .0 this.scenari o, ASIP
122 nmasters | ogical h_oso t WAs;, hg% exc%s‘?i‘i%ﬁé)ﬁg& Hp%&s i Shator-initiated switch-

over from the primary ASIP to the hot standby ASIP, as described in more detail below.

Each respective ASIP, 122 and 124, includes a communications interface to an
ATM switch port for intercepting user signaling transmitted via ATM network devices,
such as ATM switch 110 (Fig. 1). Each respective ASIP also includes interfaces for
20 communicating with MSCP 130 and an operator. Each ASIP also communicates with its

corresponding backup ASIP via bus 125.

According to an exemplary implementation of the invention, software residing on
the ASIP platform 120 configures logical hosts 126 and 128 (Fig. 2) to facilitate the
switch-over process. A logical host consists of one or more disk groups and pairs of

25 logical host names and Internet Protocol (IP) addresses. For cxample, logical host 126
includes disk group 127 and may be configured as logical host “A" under normal
operating conditions. In this scenario, ASIP 122 masters logical host A, has exclusive
owneérship of disk group 127 and runs the data services on that logical host. Clients
connecting to ASIP platform 120 using the logical host name and address associated with

S



ownershi p of disk group 127 and runs the data services on that |ogical

host. Clients connecting to AST platform 120 using the | ogical host nane
and address associated with 5 WD 01/52378 PCT/ USOL/ 00204 | ogi cal host 126
actual |y W68t o primary ASIP 122. Similarly, |ogical h8ST/UBIH002P4c| udes
di sk group 129 and nmay be configured as |ogical host "B". In this scenario,
ASI P 124 masters | ogical host B, has exclusive ownership of disk group 129

and runs t i ' .0gi C t...The di sk groups 127 and
129, consi Q?gr??mvcﬁ Eﬁtét?e @ipcgggsée&n?‘; P‘h‘\?‘gﬂtﬁﬁﬁfﬁaf'mﬂeﬂwewgmgm i onal

redundant adneligesolisk groupd 23 andmety H confiRAedis ByrhEBst Vienanavickehover
Il ed node automatically mgrates’to the

occurs, the jGal host of the fail ]

backup node‘ﬁ‘%"a%i h"éa%%{f:bfbca}ubﬁsé g‘é"f&’f“’c“?“fwfap obdisk geouppl@9i andtriimuge | n
t hi s mannerdatnervicédonqhaEogidalvée ik di sk Qr.oups on the
ASI P 10 platform 120 t hrou%lh an i ndepgﬁ%glﬁﬁpﬁgij;a'{dﬁ%y %&ns;egg Fhe

I

'R
| ogi cal i ddiEsentinyentionemay inclede awsawentiunal redanganearrsyphiaspensive ke on ASI P
pl atform 1% ?Fﬁ&na failure in primary ASIP 122. The secondary ASIP 124
recei ves the fallure indication via bus 125 and then reserves the disk

groups for all |Whercaswiwcmiver catifse tHel I9gi iRl LP 422, 15
i.e., disk gro 1@ S cor:'dr ry isgl P 1%?’%%2??%@%@ %{?tﬁ}gaggéﬁ’em check
on all fil é‘%@&‘e backup padepngithe barkyp aade testadtsthe datmseroice applidatisnsdi Sk
group. Secqpdias mabir I a services on the |ogical
host and be?i ns crasrhnerkgggkvéedrb?}&ph?gge E‘r:éeeg;p gﬁ!‘%ﬁ?ﬁ?{‘%"é@éﬁ&&‘?‘*ﬁﬁﬁ 124

assuned®t helatiogndlz0 through an irRiepensienbnddealiid ihes assemed theStbaichSidestiy dFHEY Vi ce
fault noni tfﬁLe! N@4@s data services are brought back online. In this manner,
the 20 reliabiliTty of the ASIP platform 120 is increased by rerouting the

dat a processi ng Fof exanfiple, sedoftoatecsh ASH m._ .
Addi ti onal | &E\: Eg rrgr oput rkr?gpé ungt ionis t rlgﬁgépxglr g\?@%ﬁzﬁ%n&{mﬂvi ce,
such as ATKWIRi1EEH The secopdagy ASIB 124 reasives thepfhiury indiestionnviobus 15 aid ey v

é% !3 ; 2 r2re ?mt-crsghgggﬁ dgsksz?r'gﬁgsgféf ggﬁ%%ﬁfihﬁs dicborhd) mabierea By bimany ASTS 153, 0C €SSO
Is  Le., disk group 127, Secondary ASIP 124 then performs a file system check on all file
systems in this disk group and assumes control of this disk group. Secondary ASIP 124
then starts the data services on the logical host and begins crash recovery progedures.
Finally, secondary ASIP 124 assumes the logical host’s 126 network addresses and starts
data service fault monitoring as data services are brought back online. In this manner, the
20 reliability of the ASIP platform 120 is increased by rerouting the data processing
functions of a failed system to a backup system. Additionally, the rerouting function is
transparent to the ATM end device, such as ATM switch 110.
Figure 3 is an exemplary diagram of the primary ASIP 122 of Figure 2. The
primary ASIP 122 includes a bus 310, a processor 320, a memory 330, a storage device
25 340, an input device 350, an output device 360, and a communication interface 370. The
bus 310 permits communication among the components of the ASIP 122.
The processor 320 may include any type of conventional processor or
microprocessor that interprets and executes instructions. The memory 330 may includc a
RAM or another dynamic storage device that stores information and instructions for

6



25 340, an input device 350, an output device 360, and a communi cation

i nterface 370. The bus 310 permts comuni cation anong the conponents of
the ASIP 122. The processor 320 nay include any type of conventi onal
processoM@P1/528/&r opr ocessor that interprets and executes FEEVPUA02Mns. The
menory 330 may include a RAM or another dynam c storage device that stores
I nformation and instructions for 6 WO 01/52378 PCTI US01/ 00204 execution by
t he procesg&uti RN ort ' t or age. devi ce
that stor eésl{ugﬁsg.tg {%@%ﬁsﬁtgﬁ?gln&g/r?ggi nst rogca%ﬁp@ﬁgfyp gﬁo?%ﬂggc g&?fﬂgﬁg‘%ﬁ% sor
320. The stossatpsic informatiorsua instyuctions fodmsabyrt@eoéessehi. The@Riagedl di sk
and its cqLr. din rive and/.or. sone .other type of magnetic or optical
recor di nga%’é‘gfs Eﬁ?%ﬂ g'fcg‘édecﬁ)’f‘?%ﬁ% Hikong oprica) diskang dis comsspondingdsiveandfonge
devi ce 34Gor@ythen Qe mA robbik A Fe R intedih A . L esi de.
The i nput device g(?g mygﬁﬂcﬁ?gaany convgrﬁﬁgﬁhﬁegéﬁgﬁfsgkggﬁgwﬁérm'ts an
oper at &r F8r expgiple,ithe sorage device 340 may nclurzra/R AHD Bystér onswisibh disk grdugy boar d,

a nouse, qzﬂ;}ﬁg, \{%ce recognition and/or bionetric nechanisns, etc. The
out put device g y 10 include any conventional mechani smthat outputs

i nf or mat i on t o TheenpupdeviéodS0 mag inetlideng coﬂk}e%ﬁbam,m&haﬁ{b@ttﬁ&v efmftéhd Of
speakers, etc. The comunication interface 370 nmay include any

t ranscei vEPEIPIOK & inprHiafirmation t the prigiacs ASHR 12&Isecl @08 keyboardia mast,a Wi t h

ot her dey} ; . : : nmuni cati.on,jhterface 370
may i ncl ugg&%%hr}géar\%ﬁsﬂ?h?@ géf"gé%gwggﬁ%P&Aﬁer?&%?E"’F?\?é&f“%e card
(NI ©) 1¢ or inthudeammenications méchhnism tHE Mupuks inforinhfon idthe operavde] ilﬁcluau,fgmdas
network 1 [ . . .The.co nication interfacge 370 _may_al so include
mechani s rrségP‘(g;’ %BW#% Aoatriof ép%ﬁ' ks i%‘ﬂ“‘&ﬂﬁaﬂ?%werf?&f’é@ inaydaelude es.

Execut i onany trameeivedlilsaechadfsni Mat éridbles GRSASNL i :B%mn'ihd?@a@m’ng%g&r causes
processor 320 tofi}oerformthe process steps that will be describe

her eaf t er deVifesandior syateme Forsxampledthesemmunicationinterfaceci T0aonay ingludey be used
in place o ' ' 0 f re.instructi to inplenent the
present i iri\{/egﬁn){nllgcl#\k. iEus?@{’%‘%ﬂB%%Q‘n in%ver{gil%t’i&.ft’csc card (T for

I5 communicating with an ATM switch 110 via a network, such as network 140 (Fig. 1).

The communication interface 370 may also include mechanisms for communicating with

MSCP 130 and other network resources.
Execution of the sequences of instructions contained in memory 330 causes
processor 320 to perform the process steps that will be described hereafter, [n alternative
20  embodiments, hard-wired circuitry may be used in place of or in combination with
- software instructions to implement the present invention. Thus, the present invention is
not limited to any specific combination of hardware circuitry and software,
Returning to Fig. 1, the ASIP platform 120 receives UNI signaling messages
generated by ATM end devices, such as ATM switch 110, via network 140. According
25 to an exemplary.implementation, the ASIP platform 120 processes the UNI signaling
messages and triggers intelligent network application processing when specific signaling
events oceur, as described in more detail below,
. For example, according to an exemplary implementation consistent with the
present invention, the ATM platform 120 intercepts all network side and user side
7



not limted to any specific conbination of hardware circuitry and software.
Returning to Fig. 1, the ASIP platform 120 receives UNl signaling nessages
generated by ATM end devi ces, such as ATM switch 110, via network 140.
Accor di n§¥O PB528T8 an exenpl ary. inplenentation, the ASIP plFT 60400294
processes the UNI signaling nessages and triggers intelligent network
application processing when specific signaling events occur, as described
in nmore detzil L&YY primi a C | xenpl ar

i npl enent g i on p(?%ng?(ysptnggtﬁo\é)a?ﬁ ﬁggﬁgfo?egﬁey ?%\3%%@3’ ,cetsfr?@) ‘ﬁﬁ@rzﬁﬁét form 120
i nt er cept Beagagemand genkrates duggandnessages fordmnsmisk¥onQd (238 PRGDH/ WiRRL/ 00204

Q 2931 pr prinmtive . e, sages., The processor 320 processes the

Q 2931 wgﬁseggig%leségg%%{éér@ﬁ%&eﬁ%ﬁdﬁf SFRIGs U8 PFISFSSOF APLRE SFEATAIEG ¢ ho

VECP 130 whyger mesiagé when $iugilalcal Ss MM hiRs gL S ks EflseY ATl Srect e
trigger nessage when various cal

processor 320 ?r;n;%/r gener&tﬁba
est abl 1 shEPRAEEAALE Befected s [bptermativaimplemaniations, poverasr 330 iw ASHR) ¢22 arag

det ect ed.béw | mn‘:ﬁﬁ% | c O [ 122 may be
programmed t o geneguaa%degét_%rdlagge rresggaségés}sf%?& mﬁsﬁgéﬁ%h*mf%@ 130
for any paticuletiUNI sighbling messagngemenedby ag ATM ahd devive, Based i tg@d devi ce,

based on the articylar network requirenents. Secondary ASIP 124 may
i ncl ude sPIPFY 'éqtgﬂa‘rﬁegu‘é?n?ﬂ‘?'nary ASIP 122 (Fig. 3) 10 and may be

programed in Qcc%hﬂiﬂg'al‘(SIM'Ia%ay ﬂihﬁxdé?%W%ﬁ%ﬁ%@é&&mﬁy@%@%iﬁ%ﬁj bed

previously, ensures that no sirigl e conponen

i nt er fUpt fashmpy,be heograngnped pf asifvlanmana@0 Theaeduridansarchi®cties @5 dbRgibed oI e
detail be e atfo 120 architecture operates with
MBCP 130 b@%ﬁél h‘e‘{r"ﬁgggg’? ggtsf?‘gu;%?‘g henttaflhesisrill pyse rinferruptoa inthe 100, 15

Fi gure 4 ASIBplatdfean’s|130wpetatigns nAodesctibedia@bre etaeibeidve (tBéfedhddht AREP
' MSCP 130 i ncl udes

present inhvention. |n an exenpl ary inplenentation,
r edundant plﬁg(gagm lg@gﬁl 8 %?“ﬁfpéﬁggesfé' .N&WM carige svovernd] reliakilipn
I nt erfaceof,ﬂgg%%mqob‘cati ng wth both ASIP 122 and ASIP 124. The
respective MSCP systens 132 and 134 al so

Is Figure 4 is an exemplary diagram of the MSCP 130 consistent with the present

invention. In an exemplary implementation, MSCP 130 includes redundant MSCP
systems 132 and 134. Each MSCP 132 and 134 includes an interface for communicating
with both ASIP 122 and ASIP 124. The respective MSCP systems 132 and 134 also
include intelligent network applications 136, as described in more detail below, that

20 enable the respective MSCPs to provide value-added features to end users.

%z

For cxample, the intelligent network applications 136 may include a source
address screening (SAS) feature, which permits a user to define addresses from which
calls can be received. Such a screening application may include a set of address ranges
from which the SAS subscriber may receive a call. The intelligent network applications

25 136 may also include a destination address screening (DAS) feature, which allows a user
to define the addresses to which calls can bé made. The intelligent network applications
136 may further include a customer port maximum aggregate bandwidth limit feature
which provides a mechanism to limit the aggregate bandwidth handled through an



i nclude intelligent network applications 136, as described in nore detail
bel ow, that 20 enable the respective MSCPs to provide val ue-added features
to end users. For exanple, the intelligent network applications 136 may

i ncl ude Wa&YR2EB address screening (SAS) feature, which P&IH0%RMser to
define addresses fromwhich calls can be received. Such a screening
application may include a set of address ranges from which the SAS
subscri beindividual eastoniér logical i |5} |icatjqns. 25 136
may al so j ncl ude a desti%?ti%orﬁt%i)eg‘%cl?‘gg .ﬂgﬁ%‘%gé)ﬁ“ﬂggﬂﬁ”&&&m@w
allows a gent geryerk arplicationsddtebased on theprinidtularadnduseanrqticeriade. The

intelligent ne Is ' may . further .include a custoner port
nmaxi num a?gﬁ; egf.';l‘}tﬁte)‘:ra %ﬁg%(ﬁﬁﬁf lk?ﬁﬁ“‘i!lgcgtpﬁ?‘édem Wfelligesny neeors applicationss m t o
limt thel¥gtheddSCP 138rperioth$itheaaliiecded pricedi SpEh s

PCTI USOL/ 00204 fl_%Bnd'! m’d ?t!f cust oner Iogigal pg%?nsr%lP). &Eaﬁtglég?rn ee"1s?$°gent

f eat ures TESIVED om 0. Mpreapesifeally, the: MSOPsdppland 484 osveive36,

based on b dd| [ s.,For each of the intelligent
Foat ur oo SEBcAEagl Rim ASte UARo A3 shEBRIA the Fesfiad cuBaccominaiads 190
per f or ns intelligeat netvardepplisatims 36 igplemenAiA HsEMSTPRL 10, iTHISH pgssage 5
received fromASIP.platfqrm 120. Mre specifically, the CPS™132 and 134
recei ve tPFYdey cm@%é@& thg pressntpnysntiop gpay nzhrdsac-aliridernsifis, romotegmei ved

dat a accojgel t dedhial | Kk leations 136 inplenented in
t he W@q?ggsm%hlgc%rh?g%g&%%eagggé‘ét,aq‘g%n c'stlﬁelﬁgéovr\n&%ﬁc?ﬂ@ %cﬁﬁw nvent i on,

may i Hcl viénplementation igevhich therUNT massaging transminddvia ATTM switets BRORilGekect | on

and a dat e w th an exe ary 1 i.npl enmentation in
Shich § nelaRr T BRSGgld brb(saf SRR Heished Rt &3 poraes he Feesemay o 2031
nmessagi nginplude Q2831 méssagbinformedomeemefis ().t t ed as part of the trigger may

I ncl ude Q 293 ssglgsscgnf ormat,ion el enents (Es). Wen a new call
processi ng feat'dfg2 \PrRSes§ing frahue of sryine isiadded tq the intelligentarekwork

applicati | r : Ls | tq the
VBCP 150 “Phgedtiths DGEASTE Rlefioh 170 bR DU diessfde 3 e IR 4o
i nt el 15 gethe MSGR 1 3®procesivathe slglado performtheateanigedligent fiaktions ATM swit ches

. " K&Van eggoﬁ/swf)?, rx]wnc%\{a\ﬁgcs to various ATM switches 110 are required when new

features are added.

%

Figure 5 is an exemplary diagram of MSCP 132 of Figure 4. The MSCP 132

includes a bus 510, a processor 520, a memory 530, an input device 540, an output device
20 550, and a communication interface 560. The bus 510 permits communication among the
components of the MSCP 132,

The processor 520 may include any type of conventional processor or
microprocessor that interprets and executes instructions. The memory 530 may include a
RAM or another dynamic storage device that stores information and instructions for

25  execution by the processor 520; a ROM or another type of static storage device that
stores static information and instructions for use by the processor 520; and/or some other
type of magnetic or optical recording medium and its corresponding drive.

The input device 540 may include any conventional mechanism that permits an
operator to input information to the MSCP 132, such as a keyboard, a mouse, a pen, voice

9



features are added. Figure 5 is an exenplary diagramof MSCP 132 of Figure
4. The MSCP 132 includes a bus 510, a processor 520, a nenory 530, an

i nput device 540, an output device 20 550, and a communi cation interface
560. The vboi91/%B@ perm ts communi cati on anong the conponereGr/o$otooz4MSCP
132. The processor 520 may include any type of conventional processor or

m cr opr ocessor that interprets and executes instructions. The nenory 530
may i ncl udgcegpn c d%égam' c stor,age device that stores

i nf or mati on an |nstruc 1 ONS 10 %S'B%&E‘htfhﬁPW‘mélcpﬁédenclﬁa@anﬁ ROM
or anot herconyemiopsl mechahisnsthar AgButs fifbeat { for mation
and instructions for_.use b the proces?gar{ogg%tha ;agér Z’%ﬂ%&r&ﬁgﬁp ¥vbhe of
magnetic droopt§ BAF of sheakert, sic. nEks communication iptraes f6Mohap nchidevgry The i nput

devi ce 54Qram8eiverg mthat ermts an operator
to input i forrlratlicl)(gqlfbc?ﬂt sxﬁ%ﬂ%@@ ﬂﬁégggg KEBDURIGate vithoter o pen,

voi ce 59 \Hovises Msymwor ¢4, the emmnnich@éh ﬁx’t’éifa‘éé 560 @#lgcrt]% |

mechani sng, ut eV|e i ncl ude any conv

nmechani sm t om%-g(%t “r'l ﬁ’ggﬁm’é& o 4 29 ¥ie a netwbikisunh & ndhegkay, a,
printer, a494Frg (1) § speakers etc The communi cation interface 560 may

I ncl ude any transceiver-like nechani smthat enables the MSCP 132 to
conmuni cate Wi tExegitiaaofshejseguenses afi ihstructions tonmined i mMRNRMPE R0 cduibs

conmuni ca sdg o%g 6 fPRS éﬁq\,\m‘\h?@ﬁt g‘lgnrrtham snms for communi cating with

ASI P pl at for via 2 het {gEkr mesmgges-perforn) theExecut i on
of thea0seduteltigesst fofictions aiid! &hhsPRis infGmiation B € processor
520 to resﬁgcﬁ{l?%o t he &jﬁﬁﬂr pl atform 128 trﬁﬁ%ﬂg%\g@ %ﬁ@nﬁggf rmthe 10
intellige At AT hereafteni In alisreative dbaen(sthardhﬂeé\SirRuﬁ-yaﬁd‘ rm
120, as des%w)m ldce of'er atlv enbodi nent s,
hard-wired ci rcufbtry myﬁl%ﬁggl F‘?}ﬁ%%‘%ﬁ%#& 5L 8HBP H'tci“b €\Rrgsgnt

sof twar e iMSHHeRt Tlors the@resept iamentiontis rotlimiteatto anyspesifié @&nbfﬁbﬁ'én of he
present i WWWQ& | |ﬁr‘Qted to any specific conbination of

15 MSCP 134 may include similar elements as MSCP 132 (Fig. 5) and may be

programmed in a similar manner. The redundant architecture of the MSCP 130 ensures
that no single component failure will cause an interruption in MSCP 130 operations. As
described in more detail below, the redundant ASIP platform 120 architecture operates

with the redundant MSCP 130 architecture to further ensure the overall reliability of the
20  system 100.

EXEMPLARY PROCESSING FOR COMMUNICATING
BETWEEN THE ASIP PLATFORM AND THE MSCP
Processing consistent with the present invention enables the intellj gent network to
perform various intelligent processing functions while maintaining high reliability.
25 According to the exemplary implementation described above, both the ASIP platform

120 and MSCP 130 utilize redundant architectures for increasing the reliability of system
100.
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hardware circuitry and software. 15 MSCP 134 may include simlar elenents
as MSCP 132 (Fig. 5) and nay be programmed in a simlar manner. The
redundant architecture of the MSCP 130 ensures that no single conmponent
failure WOP/B3lse an interruption in MSCP 130 oper ati ons.PEEUSHOM| bed i n
nore detail below the redundant ASIP platform 120 architecture operates

wi th the redundant MSCP 130 architecture to further ensure the overall

reliability of 100. . EXEMPLARY PROCESSI NG FOR COVMUNI CATI NG
BETWEEN THE Asﬁpﬁéﬁﬁ'&it?éffkﬁgbﬁ%ﬁﬁﬁ&gwbﬁ@e@gm IYSAUON, Ay Cofpmpnic3e
present i withnli¢ MSGMEN ®er LhternefiprotdcoDastion eIk 4) Q_sing%érﬁihf%\‘zﬁﬁi ous

retl apl il

intelligent pr I ng, functions while maintaining hig ty. 25
Accor di ngpwﬁﬁﬁmébmaa nedvskapalisetiomptesol (BN AP)ambar toohdr t he ASI P

pl atform oAl MaSh | 1,265 I\tectures. for increasing
the reli a(l:)(iskﬁigltly of sys%%nr%nge%ddi.( aé@%%?%@%f %&%&Mwﬁm P

pl at f of m w@Gnercuabiesthe ASIRipldifdrine] 20ramgMSCP 13018 CRBmuAR KGR TH-GHeq, Wi th
the MSCP 130. over Internet protocol version four (IPv4) using User datagram
protocol ¢ L mapner, &B'&SK sg‘@ﬂﬁ\b‘ﬂ@ agsneiatedhwith frapsmittiegihe daARYhe eridri | ar to
the convgatingisils, i ntelligent network application protocol (INAP).
Transmtting data in this 5 manner enables the ASIP platform 120 and MsCP
130 to communi Eigues 6 is 2a dxemiplasy Gow, disgriinc cemnistannwitithe pReérk lyventighNg ti Me
associ at eﬂlu\é\ér#h transmitti ngg%e‘g’?]gt.a to the end destipations. Figure 6 is

an exenpl ary 1 FEF AT AYPEATSC sensling pepyesndhe ASIP platipen:lizg and

i |1 usto at MSCRI3 eAssuiig tRRINE e A61Ps AsIPab] Hﬁ‘tﬁgﬁﬁ@aw P dpat form
120 and i?ﬁ@_é%. Assune that the ri'c)naryq,%?'slggd| S S 12‘§San(§ ‘%ﬁg
Iilgll .

secondary Adstop 61Pythe prigrarp ASIIN 2 esagblishes conraurscitivas yvithSidth 122
est abl | sNeeSCORLRCRIARY 3! WSTPIO RV REBL AR i s BT 52 122

may establish communications Wt
and 134 in any conventional manner over network 140, At step 620, the secondary ASIP

124 establishes communications with MSCP systems 132 and 134 in a similar manner.

1S Inalternative implementations, the secondary ASIP 124 may establish communications
with the MSCPs 132 and 134 either concurrently with the primary ASIP 122 or at a later
time.

The primary ASIP 122 at step 630 sends periodic “keep-alive” messages to MSCP

132 and MSCP 134. Similarly, the secondary ASIP 124 sends periodic keep-alive

20  messages to MSCP systems 132 and 134. These keep-alive messages are transmitted
from ASIPs 122 and 124, respectively, to determine whether their respective links to
MSCPs 132 and 134 are functioning properly. The keep-alive messages may be sent to
the MSCPs at any predetermined frequency, based on the particular system requirements.
Additionally, the keep-alive message may include any particular message transmitted

25 from the respective ASIP to the MSCPs for the purpose of determining whether the link
is functioning properly. The details of the programming required to transmit such keep-
alive messages are not disclosed herein as such programming steps can be determined by

one of ordinary skill in the art from the functions described herein.
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and 134 in any conventional manner over network 140. At step 620, the
secondary ASIP 124 establishes comunications with MSCP systens 132 and
134 in a simlar manner. is In alternative inplenentations, the secondary
ASI P 124 WRi91/8318bl i sh conmuni cations with the MSCPs 132 BHUIHA04t her
concurrently with the primary ASIP 122 or at a later tine. The primary
ASI P 122 at step 630 sends periodic "keep-alive" nessages to MSCP 132 and

MBCP 134. Simlarkhw, e condary ASI P 124 sends periodic keep-alive 20
nmessages to Nscgcéé\gﬁéﬁsl%daﬁg %%“ﬁ"fp %Qeté"é‘sﬁ’é'é serly ikgep-plivesmessagesrte
transm tt each fespudtiASABEP 122am 24l A% an'iBPRESD! iSteHE e whet her
their respect i,v[?EIti nks to R/BCPS 132mz;ﬁrg 134%‘?@6193%%5%0‘%?%5&&?8%8 ly. The

keep- al i v&vFBYRJReMBEPsisend these messagéscto NBCOPsadsiresa of ther APt tanG-diRhitted

frequency et\ﬁﬁﬁ’a _ LEh Gl @ 4 I I renent s. itionally, the
keep- al i vgl rressaglgcec %ﬁg:ﬁhgaaﬁ;}h%ﬁaﬁ%g}uI@%Hﬁlées?éﬁ@“f’?’ éég'ﬁﬁcteé’(}sﬂ!? from
t he re$peceply beopSilivetmessige, MEGESIPfmows higat ity RESKetaEeti@iaEASIMiRPmahet her the

link is functionj roperly. The details of the programmng required to
transnit gﬁ@ﬁu‘?@&ﬁ&agi‘?@mﬁ‘ééé’%@&lyare not disclosed herein as such

pr ogr amm ng stggg,g@,g, t ' f di.nary skill i e art
fromthe functi ong d slgﬁfl%glﬁrgr %ﬁ?ﬁﬁeS%B@/kg%ggvgﬁf%gﬁgpgb% Each
MSCP, 132 13hand BISCPat34 ASIP 62D deteamings that theink th MSCRIBY andBeIagas to each
respectiv 22 .and 124. | n an inplenmentation consistent with the
present %%F?‘éﬁ?@ﬂﬁmlgghﬂ%h iwﬁaawsmwmybppaumeﬁb of the
ASI P tibat trafisuiiesil badktand fORh DEfwted Me XSHR-aRb ] | nner,
when t he res‘ﬁg(iw')ve ASI P recei ves tehe 5 re%IMy g%%.sta ﬁ’\}ae‘b‘%{eé@égé’@t he ASI P

knows thafys HORSENBen that AST and the particular MSCP is operating

roperly. For ' : keep-alive nessage
P r 0ﬁ1 I\/IS>C/3P 132@?5”@%&%2?6?5?%&%% ﬁ%‘f%ﬁ‘r‘@g@@gl‘? éa%l"f" H}ESW"Vé’CPglsz

and the | ASKPs 22 awdd241ig4 simidartmanen paSHisi 133 and dPé rdeeive Theseheepaiié Ve
nessages ' icall 10 transmtted back and forth between the
o P o easaes ff el el ol Pk s o B véspeotive SChs:

1S Next, assume that the primary ASIP 122 receives a particular message that

requires intelligent network proccssing. As described previously, the ASIP platform 120
generates a trigger message to MSCP 130 when such a message is detected. In an
exemplary implementation consistent with the present invention, the primary ASIP 122
sends a trigger message to the preferred MSCP system at step 650. That is, the ASIP 122
20 scnd a trigger message to only one of the two MSCP systems. The selection of the
preferred MSCP system may be programmed or selected via an operator interface to
ASIP 120. Assume that MSCP 132 is pre-programmed as the preferred systcm. In this
case, ASIP 122 transmits the trigger message to MSCP 132,
MSCP 132 receives the trigger message at step 660, processes the data
25  transmitted via ASIP 122, performs the particular intelligent functions specified by

intelligent network applications 136 (Fig. 4) and transmits information back to the
primary ASIP 122,

The scenario described in relation to Fig. 6 assumes that all components and links
between ASIP platform 120 and MSCP 130 are functioning properly. In situations wherc
12



system 100 is operating. Additionally, MSCPs 132 and 134 also transmt
periodi c keep-alive nessages to ASIPs 122 and 124 in a sim/lar manner.

ASI Ps 122 and 124 receive these keep-alive nessages and transmt reply
keep-al i w0 nEs23ayes to the respective MSCPs. 15 Next, assumEr/usmiooldae
primary ASIP 122 receives a particular nmessage that requires intelligent
networ k processing. As described previously, the ASIP platform 120

gener at es tri r nessage to MSCP 130 when such a nessage is detected. In
an exenpl S?'P%gg%wwi’i%?whmwm@ﬁpf thietcomplaenss oS ASIP plavferhileg, t he

Gl ep 650, ot ro. TREa tshy 89, MR RAStohR e anE AIRCRy 30 e arssatone. of
the two NMSGPensionieanbles Hiveommharitdtions bétwicbs memsnperzoeﬂldhﬁﬁepﬁgéﬁgs%mebe

programed or SFJ ect7ed Vi a an1 opgr ator interface to ASIP 12 Surme 1 hat
MSCP 132 is pre- BFogr SffEacmelary, Hoy disesameepngistens with|the piesent imaation ASI P 122

Teosage ot St op Bha cuTRE EAGGaled iR Hedeiiy tihiten iE ASTF To0 ST B
per f or rkrs t Wensenerqrduerg of thetasinipiogents eﬁpmiehi:&srlﬁ'oblm}oi' aqathby, AE%EJ dh'hglgﬁt

net wor k appti caty ) Q. and trapsmts information back to the

pri mary AW%;ZA ﬁ?ﬁ%%@%ig g%d ﬁ%é&?ﬁﬂ&é‘@/ ‘&gipr‘éﬁﬁm dR4(bigr2)y Fustherassume t hat
al | conportéatthe preferrdd MSCPagtteRes MSEP 192 @i ofym -_ [ e
Py T e e R ks
120, CR;; § | eSSl P tform 120 d MSCP 130, the
presen!tw5 isﬁr\;}ggﬂlfl)’(%sgﬁalg?géat e ﬁ%ﬁ%&cﬁﬁ?ﬁ%gﬁﬁf@e[?"tsﬁﬁwi@}tlﬁ\@ﬁ)l%d MBCP
130 to corAndrid4 have gidresses TA” amd B2 mespectively, and MSTPAIM?2 GANS43aeet Wi th the

present i \ﬁgaﬁ L D 0, trating processing associated with signaling
bet ween thr!ie 'e%n?(é(fm n ’M§é?f’°i‘§gly' when one or nore of the conponents
experiences pr okl seE709, ASIP ARD tafsmifs bat ' T .5 ASIP 122
and the secondary AST is AST 124 (Fig. g). Furets%]%r@sgoglggg%ﬁ%d 133 at &

predetermiined frequency. ASIP 122 also transmits trigger messages to MSCP 132 when
I5  asignaling message received by ASIP 122 requires processing by MSCP 132, Next at

step 710, assume that ASIP 122 does not receive a reply keep-alive message from MSCP
132 in a predetermined period of time or does not receive a response to a trigger message
in a predetermined period of time. The predetermined period of time for receiving a
keep-alive message may be stored in memory on ASIP 122, for example, in memory 330
20  (Fig. 3). Similarly, the period for response for receiving a trigger response may be stored
in memory on ASIP 122 and may vary depending on the particular data message.
Optionally, ASIP 122 may try to communicate with MSCP 132 a predetermined
number of times by retransmitting the keep-alive message and/or the trigger message. If
ASIP 122 fails to receive the required response from MSCP 132, ASIP 122 generates an
25 ASIP A to MSCP X communications failure indication at step 715. Next at step 720,
ASIP 122 redesignates MSCP 134 as the preferred MSCP system. ASIP 122 then
transmits the current and future trigger messages to MSCP 134. Now assume that the
ASIP 122 does not receive a keep-alive message or trigger response message from MSCP
134 in a predetermined period of time at step 725. ASIP 122 then determincs that a
13



that the preferred MSCP systemis MSCP 132 (Fig. 4). In an exenplary

I npl emrentation consistent with the present invention, ASIPs 122 and 124
have different addresses and 1o simlarly, MSCP 132 and MSCP 134 have

di ff er entypgldromses. Assunme that ASIPs 122 and 124 have gigesifsosA’ and
"B," respectively, and MSCPs 132 and 134 have addresses "X' and "Y,"
respectively. At step 705, AST 122 transmts keep-alive nessages to MSCP
132 and 134 at a predeterm ned frequency. AST 122 also transmits trigger
messages fguigSTRomBRINdations bwacrs AGIRL 2handMSCRIE 4 les @cv@tedd YARD 22122

requires processing by M 2. t..at st 710,, assune that AST 122 does
not recei 8‘?§°’i°é?)‘r°€‘ Réﬂwﬁﬁﬁtwg@g’éaw gnqg digation 44 siepid8d diner i ned
period of ABITE2Dils¢ RiGatél swiRHEH R tlsdcBRRRP 2SI 1228 bl 'tadGfti .ina
predeterm ned periqd of tine. The gr edetm ned perb}’od %ﬁ@ﬁg%gr@h

recei vi ng®%r CREBRING 19 ASIR:24 xigdusdyS MBigsored in menory on AST 122, for

exanplg, in ne . ' ST , er| r response for
recei v’?ng at r@%ﬁééggéggég*g%hf%rewstc eﬁﬁb%@%@%@ﬁ}g)gsm and may
vary depecuthmgnioatidosevifteMSIOPUl 32randats MBCP AR as thepirkfenall Msct\ié?ex%%? may
try to commupnjcate with MSCP 132 a prcdctcrm ncd nunber of tines by

r et r ansni $€R Atp-t Atk Béthen propsmitskespalive mesvagesio hoth MRCPsnid2<mgd 34lahd ASI P

122 fails ; | ' Q R 122

gener at es gn @ﬁ%ﬁ#ﬁ%% @gﬁmll*%g%ﬁg%oa%ﬁgﬁaﬁgéw ﬁ@ﬂ%ﬁsi‘{?ﬁ at step
715. Nextreatijsbhh;i?@plyd@é;?al_l@mtﬂdgﬁb@h&i&poﬁdgﬁ?tkic%igger hbRagd gb@r r ed MSCP
syst e t hen ransmijis fne_current . an uture tri er nessages to
Voo W MG T ebredescitined Sonigfior S oy the prdcedire dispitspd abovee
message Ofor ASIBA2D, Ama&%ﬁﬁﬁﬁﬂﬁfrétﬁ}‘%'@@mi&ﬂé‘kééﬁ-ﬂivﬂﬂﬁ&%g%mﬁ 52378

period of tinme at step 725. P 122 then determ nes'that a
PCT/ USO1/ @iggermessags \@rMSCR 133 mraredetermingdsnusaherof imes| Asszding that KIBORSIP34 has

occurred. {08 thed QSE t .Q{Brrl LR.tg MSCP X and, Y failure
i ndi cat i olnﬁg(!d:ég %’ é%reggxg@ hg %lrg%f%@g#so ?Eﬁﬁiagtl%@eam%t?{ml’?ﬂ/%‘?" 0
secondar yofAGh® ASIP 12¢ genearesiah tASIE BatosMSCPIX comisrunivanomyililare iddtRiock2d Vi a
bus 125 (Fi 52) . "

Is ste;? 745, 'where “B” represents the secondary ASIP 124 and X represents the preferred
MSCP 132,

Next at step 750, ASIP 124 redesignates MSCP 134 as the preferred MSCP

system. ASIP 124 then transmits the current and any future trigger messages to MSCP

134, in addition to the normal keep-alive messages. If ASIP 124 does not receive a

20  response to the keep-alive message or trigger message from MSCP 134 in the
predetermined period of time, ASIP 124 may optionally retransmit the keep-alive
message and/or trigger message to MSCP 134 a predctcrmined numbcer of times.
Assuming that ASIP 124 does not receive the required response from MSCP 134 in the
predetermined period of time, ASIP 124 generates an MSCP X and MSCP Y unreachable

25  indication at step 755. ASIP 122 then returns as the primary ASIP and begins retrying to
establish proper communications with MSCP 132 as the preferred MSCP system.

As discussed previously, both MSCPs 132 and 134 also transmit periodic keep-
alive.-messages to ASIP 122 and 124. ASIPs 122 and 124, after receiving the keep-alive
message, transmit reply keep-alive messages Lo the respective MSCPs 132 and 134. If

14



3 After receiving the switchover command from AST 122, AST 124 restarts
comuni cations with MSCP 132 and sets MSCP 132 as the preferred MSCP system
at step 735. AST 124 then transmts keep-alive nmessages to both MSCPs 132
and 134 AYRIOVZEAIB trigger nessages to MSCP 132. Next at st HFTYP1/08204yme
that ASIP 124 does not receive either a reply keep-alive nmessage or the
response to the trigger nessage fromto MSCP 132 in a predeterm ned period
of time. Simlar to the procedure discussed above for AST 122, AST 124 may
opt i onal | yithestof yhet rgspective MSCRshiv riat equeiei therepbsmessageiitd predeterhidg@r nessage
to MBCP 132.a edet er.m ? nunber of tinmes. Assyuning that, the ASIP 124
does not P&y &remf‘ﬁéﬁ?tgﬂgé JREY, It an-alpim megasgp indicating acfailurgindet er ni ned
peri od otomhimicadshs® 124 generates an ASIP B to MSCP X conmuni cati ons
failure indication at 15 step 745, where "B" represents the secondary ASIP
124 and X repr dathstssenanie dspesthsdmbave, MBGRSIP3A 22 Mast tl 24 intetachwith MSEE 32124

redesi gna re CP stem ,.AST 124 th transmts
t he cu?r e%{?&é%%@ﬁér%%lfﬁﬁ? @@Pﬁ{%éﬁ ﬁé’ggggégt %°§¥R7§dﬁplli%‘&??s'ﬁ¥e&dﬁ4‘i%n to
t he nor makhek®$fPsdl? ¢ed 124 s MSCHs 13230 132 4titleethe Qb dunAaR dﬁ‘@mécﬁﬁ’e fesponse

to the keep-alive nessage or trigger nessage from NSCP 134 in the
pr edet er nfsTeute data whengneor more pEihe components/links expariences orablemsyi In theie

keep-al i e RCD - o
nrber of “(CrES BBHERE Ve if kIR 10'FTE 7 e dbeiEadld orp RENASIRTRhE
response MICP\&PErid4d iprottidéms. pOtre se@enatiosoekinevhendhopritnyeASHSE 124

t MSCP . X and CR.Y b I ndi catjon at step 755. AST
055t Mo FaRmMRLatAE PREcy P ) RTara OGRS Rl fit ik to dhe sssphtany o
proper comMSOP ¢34 hﬁ?%xgég%d&c lehis? Fy c&hﬂ%lg,r ik prinfiry WSTP 13 #a§Hot AS

di scussed previously, CPs 132 and 1 also transmt perrodic keep-
al i ve. - me§aiygdhe gspenspto the keppralivemessagpfomMSERJ 347n thepredetemaived vi ng t he

VBPs- 13 TS PRt thd SRa0, el RIp R R GRBR AT L R ' e
r espect i veomBORratonsfailuredndicateort Eoweet, \noremmtige of switclpoesteiceursi (& th
15 addition, ASIP 124 cannot communicate with MSCP 134, ASIP 122 generates an MSCP

Y unreachable indication.

In another scenario, assume that the secondary ASIP 124 fails to receive keep-
alive messages from preferred MSCP 132, In this case, secondary ASIP 124 generates an
ASIP B to MSCP X communications failure indication.

20 In still another scenario, assume that the secondary ASIP 124 fails to receive
keep-alive messages from alternate MSCP 134. In this case, secondary ASIP 124
generates an ASIP B to MSCP Y communications failure indication.

In each of the scenarios described above, ASIPs 122 and 124 communicate the
MSCEP link states between themselves via link 125 (Fig. 2). According to an exemplary

25 implementation consistent with the present invention, link 125 is a redundant link to
further increase the reliability of the system. If a dual failure occurs where both MSCP
links on the primary ASIP fail and the inter-ASIP redundant link 125 fails, the ASIP
platform 120 initiates a switch-over to the secondary ASIP and issues the appropriate
alarm indications.

15



period of time, that MSCP may initiate an al arm nessage indicating a
failure in comunications. In the scenario described above, the ASIPs 122
and 124 interact with MSCPs 132 5 and 134 to increase the reliability of

t he i nt elwogest378iet wor k applications layer. That is, the ASrRso@2oand 124
and MSCPs 132 and 134 utilize their redundant architecture to reroute data
when one or nore of the conponents/links experiences problens. In the
scenari o described above in relation to Fig. 7, the conmmunications from
both ASI Ps andSysusarandmpthoids oenststent Mﬂﬂheprc@rhéﬁvéhﬁ@ﬂ?fd\ﬁ’ée &ﬁk@% when the

primry [,S:.2@. communi cat i n roperly with the preferred M5 132,
whil e t hﬁ“ﬁﬁ}?%‘t°%‘?‘i'ﬁé“§%é‘8%@§F‘§}%aﬁas&%vﬁf ‘b gdveRtage iof theanpesiohdsithat For
exanpl e, teliebifity ARProASH Fiald Zollbiy Efpabilitieé f ¥ FedulGad: SRBRLAG e gﬁgg

keep-alive msssagﬁﬂ*r om M5CP 134 1n the predeterm ne e pé’ﬂ" T In this
scenari o, 34vaatags ProtentHnysitiogdn thabdats ismrnasiitted bawbBOfe WSIPQHEIHHCat | ons

failure | b GRMSEP | ko € ' or switch-over occurs. If, in 15
addi tion, ASIP 124 cgg\giﬁ;;ﬂ’c%hw%ﬁ?‘cgﬁé%mﬂg%@ 134, ASIP 122 generates an

MSCP Y unr eachetbisalisohasuon theveis showanat descrive@ baly the pAISHEASiml x“?
secondary | P 124 fails t&gr ecej ve keep- alive nessages from pr eFe red

VSCP 132 4 1fC {nyratien, Dut, ag alosementipnad;| ipisto he yaderstood thahithe idGnEoR i§ 0 MSCP X

conmmuni Cagdpabie of abd i Variond i ; (1 anot her. .scenari o, assune
that the sdgc on dar yé %S‘%Bb{iggf&?; a+‘$éblflig)&rng g‘ella %léé'd‘meﬁﬁ%ﬂcvé C%’g’i"'a%fe‘é’aﬁg“ém

al t er nat eonveghfi¢dimns withitmthe scagxeof the invekive/cohSt at 34pregRABEALES an ASIP B
to M5 Y comty(pi cati ilure.indication. In each of the scenarios

f
descri bed above,reﬁéﬁnﬁger’]i‘baz‘%ﬁ?ﬂi”fﬂp FIRRHANORS FRASivtent withcthe presentdnvention,
bet ween tthe faehivasSoVASIF platfork? 224 MEMSOP 130GH Glf- Pgrf&ﬂ}eﬁrb‘f&ﬁ@a' ary 25
entfon, 11N

i npl enent alti on consjistent with the present in Fs a
r edundantP!AHf. ¢t ddditipnallys ASIR plasform;1R8 and MSER 1130 mayfeomneumamé eim | f a dual

fail ure ogesHagi i imary ASIP fail and the
inter-ASIP r edtjlr%%g.{nt%rl i nE %@Qﬂf o ésl!%ﬁtagg pk%?ﬁq{ebpg?‘f% FIAIOPIRUORSt es a
swi t ch- oviirthe addigioneloredututaycy\@hp banddddstyinslutiiig mewRRT bridtidckd) &vike

I ndi A1 QSioth the ASIP platform 120 and MSCP 130.

Additionally, the present invention has been described with the example of an
ASIP platform 120 communicating with MSCP 130 in an ATM network. In alternative
implementations consistent with the present invention, the ASIP platform 120 may be
any network device, such as a switch or switch-like entity connected to network 140.

20 Further, MSCP 130 may be any intelligent network platform that performs an intelligent
control function and network 140 may be any type of network.
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15 WD 01/52378 PCT/ USOL/ 00204 Systens and net hods consistent with the
present invention provide reliable conmunications in an intelligent data
networ k. An advantage of the invention is that reliability is inproved via
re-routi MYOOYPEMB | ities in a redundant architecture. Anot WefTUaHMMHage of
the present invention is that data is transmtted between the ASIP platform
5 120 and MSCP 130 in a high-speed, efficient manner. In this disclosure,
there is Wt BNS AREDHIRed only the preferred enbodinents of the

i nvention; but, as arorenentioned, it is to be understood that the
invention is capable of use in various other conbinations and environnents
and is capable of changes or nodifications within the scope of the

i nventive concdpf® &é‘gég'dP@%EHdWé‘%%Oﬁ?P“fm%#eﬂémmw signadfittencegtt i ve

i npl ement gig ! A to I functiqns of
AS P bl at For e b ST £ Rcoltaty SIF Subansey anli Wb s b Coffgiaeg i,
Addi t i dnafFmmupcRe Witlne Aeswerk esournel andSORets@ek appticanomplaifemi, &hy hetwork
hani .k 14 h . privat t Kk di t
Connect ; onpptcafifn pHbl EheRling it lessd i eSS iRy S cAImEROByor ncl L ng mor e
than one banuRicaeN ﬁﬂh%:&dﬂw&&%ph%oﬂ%lﬁfd?bﬁ%xﬂ?ﬁﬁ&%o and MsCP 130.
|1 be

Addi tionally, the present invention has been desc with the exanpl e of
an ASI P pl at f Sesigneting a sisshone of theray least twolB@FRsGiBP sy sterasias’d| plefertador K. 1 n

alternati i[RI t atd 0 consi st.ent, W the present invention, the
ASH pl at Proc ﬁs@ﬁﬁ&@ %g“g?&“‘% °\A‘§>’i‘<e ‘&é?ﬂsLEW RQEFFSUG SYSIETs 3 An glternate
swi t che | | procensingtsystemnnect ed t o network 140. 20 Further, MSCP 130 may be
any intelli gené net.V\DrfMBl atformthat perforns an intelligent control

function and nBPURGPRIDEAGNESES 0‘36{% PBRYoiIP fe theprricred prapessing oarsn;
PCT/ US01/ 00204 der¥¥ififing Sviskftr Wrdspoie flom!the briefesicd c&ﬁﬁggﬁ%ﬁ é,{r%gér%g&é

conprising at least a primary signal intercept rocess
secondary P, the primary and secondary SIPS each configured to

redesignating the alternate processing system as the preferred processing system

15 when the response is not received by the primary SIP in a predetermined period of time.

2. The method of claim 1, further comprising;
transmitting a message from the primary SIP to the redesignated alternate
processing system;
20 determining whether a response from the rcdcsigﬁatcd alternate processing system
is received; and

switching from the primary SIP to the sccondary SIP when the response is not

received in a predetermined period of time.

25 3. The method of claim 2, wherein the switching includes:
redesignating the secondary SIP as the primary SIP.
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5 conmuni cate with a network resource and a network application platform
the network application platformconprising at | east two processing
systens, a method for conmunicating with the network application platform
conpri si M 01@&T8gnating a first one of the at |east two pP&dESHAIsyst ens
as a preferred processing systemand a second one of the at |east two
processi ng systens as an alternate 10 processing system transmtting a

nmessage fromthe ' | P.to the preferred, processi ng system
det er ni ni ng whg't gg% h&m‘%‘s‘g&%‘@qﬁ Whgren, °ﬁW@F@%‘E@ﬂam@Msénﬁgd®yst emis
recel ved; tamnltingddabgatys hdsiabe 3kl GF BRLAPSASBIAL PRy STLAS LM

preferred processing system 15 when the response | RIRETSHE by the
pri mary SPpteh the medgdfanther sentprisingod of time. 2. The nethod of claim 1,

' edest gnat g‘é S B Kb A (R ey el bt imasihsfors.
response fedemgnatiag thedd®rmprapodess ey st ' : LS. received;
P : D st bR B byt

and switching fromthe primary S e response
is not received in a predeterm ned period of tinme. 25 3. The nethod of

claim2, where§ | ' i des. . redesignating the secondary SIP
as the pri mar?%§ﬁf§‘%?gli‘5}gés%l’%%§aﬁ'ﬁ@tﬁ“"ﬁss Flénﬁiﬁeﬁod of claim
1, wher ei trarshistting ansgger messpge taﬂm@miy?ﬁddéd@ﬁg §ysBdi® The tigher glegsﬁgp- alive
nmessage fromttgﬁ1 pri rrar?/ SIP to.the preferred processing  syste t he

met hod f JFPTEFRUNg3FBavest {5 Pf%%%‘%)h&mprﬁgmﬁmwptmw, Hessethed a

pr edefeer nNiunBék JukigRingef times before 5 redesignating the alternate

processing systemas the preferred processing system 5. The nethod of
clai m 1. wher SeRansmittingthe trigger mgssagera peedgenninet mdatber of times before

redesignating the alternate processing system as the preferred processing system.

6. The method of claim 1, wherein the transmitting a message includes
15  transmitting a keep-alive message at predetermined intervals and transmitting a trigger

message representing a request for processing.

7. The method of claim 1, further comprising:
configuring a plurality of memory devices as a logical group, wherein the primary
20 SIP controls the logical group under normal operating conditions and the secondary SIP

controls the logical group when a failure in the communications between the primary SIP
and the network application platform is detected.

8. The method of claim I, wherein the transmitting 2 message includes:
25  transmitting an Intemet protocol message using a user datagram protocol.

9. A system for providing communications in a network, comprising:

a network application platform comprising:
a preferred proccssing system, and

13



transmtting a trigger nessage to the primary processing system the
trigger nessage representing a request for processing by the preferred
processi ng system the nmethod 10 further conprising: retransmtting the
trigger WEs®43Gd8a predeterm ned nunber of tinmes before rd§dIYHAR0hg t he
alternate processing systemas the preferred processing system 6. The
met hod of claim 1, wherein the transmtting a nessage includes 15
transmtting a keep-dﬁi e magsa e at gr,edeterm’ ned interval s and
transmitting a trig8elF* 0BsaUBAF DEQGESUNG SYHEM; andquest for processing. 7.
The net hod of ﬁls%hﬁliilteréewf)iaﬁfbnﬁ‘é&ﬂbﬁih g: configuring a plurality of
menory devices as a | ogical group, wheréin the primary 20 SIP controls the
| ogi cal group under @ REMeEY sigpalrinteraept processed (SHR) syswend, bed secondary S| P

controls the |ogica fablure i he comuni cati ons between the
primary SIP and thg[ '%‘r‘eﬁg?%gg%ﬁarﬂ% %sﬁe%@f%ﬁ’ﬁf‘&éecﬂ’égé&? gYfrems earfie

met hods of carifiguredito colummumiicatd With tarrR ek irbdoeteaw HERSIR AR ﬁﬁ&b@kﬁ%‘ stefs
transmtting an Internet protocol nessage using a use? da agra?'n protocol .
9. A systgﬁﬁ'ﬂ)?o W‘{J}Png communi cations in a network, conprising: a

net wor k appl i Cghg b f d processing system and
18 WO 01/ 52378&%‘8%?&‘8)%% gg%“?t%fkggg?mgﬁg[@lsﬁéﬁ‘ate processi ng system
and a signal i ¥etemeiapwhether & oespouserfiom sierefemred provessingssystead isirbdedvede Pt
processoré[( | P) system and at | east one secondary SIP system the Tirst
and secon | P systens each 5 configured to communicate with a network

[ esousCe wher efulesife o Bhebhaf j7oSusing Bydtém b wid feferC @B Aty L T ANST
a messageblho the preferred processing system determ ne whether a response

from the FPERBETEPOPIcs Agkicreived ik apredeferniged pesind of time.

10. The system of claim 9, wherein the primary SIP system is further configured
to:

1s transmit a message from the primary SIP system to the redesi gnated alternate

processing system;
determine whether a response from the redesignated alternate processing system

is received; and

transmit a signal to the secondary SIP system when the response is not received in
20  apredetermined period of time.

11. The system of claim 10, wherein the secondary SIP system is configured to
designate itself as the primary SIP system when the signal is received.

25 12. The system of claim 9, wherein the message includes a keep-alive message
and the primary SIP system is further configured to:

retransmit the keep-alive message a predetermined number of times before

redesignating the alternate processing system as the preferred processing system.
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and 10 redesignate the alternate processing systemas the preferred
processi ng system when the response is not received in a predeterm ned
period of tinme. 10. The systemof claim9, wherein the prinmary SIP system
is furthéYO8HMyured to: | S transmit a message fromtheP(bT/i/’ﬁ%H%?z‘Bl P
systemto the redesignated alternate processing systen determ ne whether
a response fromthe redesignated alternate processing system is received,

and transmt aysi : . en the response i s not
recei ved in 20§amgfdgé€gﬁleéﬂn?ﬂ§?8&e“}?%% ‘%‘Rﬁ%}r@ﬁgﬁmﬂg’gﬁg% @8F clai m 10,

wher ei n triepresatiogaarquedt for pysessing lsy the pd awedprobessingays@min thé 58intinyas t he
ri mar syste en signal is received. : e systemof claim
p y %{B %’tt rrt t al d. 25 12. Th yst ' cl

9, wher eiH tHE ‘\é\g@f" 1 193 keep-alive message and the primary SIP
system is fur trlegansafiffhe &g 04 niedsagk Alpradtetin *}ﬁm_l.%% i ssage a
predet erm ned nunber of t#grsgs be or«gr recgéé?égna mSBFﬁJg%Ef{éﬁate

pr ocedsi rigdesignating the altemate prbesssiog spsteruas thergefeyret processify Werdad./ 52378

PCT/ US01/ 002Q4 13. The system of claim9, wherein the nessage includes a
trigger nessage representing a request for processing by the preferred

processing sysieniRngsteRofitldiiey, WheRiP tRMa¢Sip 'iﬁﬁlkgéesir Jlg@f?ﬂ% dsr%bﬂéegg to;

retransmt, the trigger nessage a predeterm ne re 5
r edesi gniVA Fessage And atrigges massnge seregnting 2 eequast fohpropessingt r ed pr ocessi ng
system 14. The systemof claim9, wherein the nessage includes at | east
one of a keep- alive nessage and a trigger nessage representing a request

for proocessi ngls. hekystetiruf chaimt% whefeirs thiphinfary e § Ritdin t @rdes Eﬁ?%ul%hp

systemis furt r]er configured .,to control g nmenory device during normnal

oper ati nd®€& IBgRory JeXiceAHFRE norRal ogerating conditions, the memory device
storing addresses associated with a logical host, and the secondary SIP system is further
configured to control the memory device when a failure in communications between the

primary SIP system and the network application platform is detected.

15

16. The system of claim 9, wherein the primary SIP system is configured to
trausmit the message over an Internet protocol using a user datagram protocol.

17. In an asynchronous transfer mode (ATM) network interface device
20 comprising a primary ATM signal intercept processor (ASIP) and at least one secondary
ASIP, the primary and secondary ASIPs each configured to communicate with a network
resource and a network application platform, the network application platform
comprising a preferred processing system and at least one alternate processing system, a
method for communicating with the network application platform, comprising:
25 transmitting a message from the primary ASIP to both the preferred and the at
least one alternate processing systems;
determining whether a response from the preferred processing system is received;
rctransmitting the message to the preferred processing system when the response
is not received in a predetermined period of time; and
20



storing addresses associated with a | ogical host, and the secondary SIP
systemis further configured to control the nenory device when a failure

i n comruni cati ons between the primary SIP system and the network

appl i cat VWA OHFAT§ orm i s detected. 15 16. The system of cl OIS ei n t he
primary SIP systemis configured to transmt the nessage over an Internet
protocol using a user datagram protocol. 17. In an asynchronous transfer
mode (ATM network interface device 20 conprising a primary ATM signal

i ntercept pr oceesiesignging|thy altgmate pracessing Hrsensasctda praforedygoressingsygieinnar y

and secondary A f] nitcate with. etwork . resource
and a net %ﬁag%kﬁsgﬁ?ﬁ%r{gg{fﬁ%%g p%i%g&ﬁ%ﬂl}?a i) |h(=:lcf'?% " V\%ﬂo&m

conpri si ngenanfniskions.ed processing system and at | east one alternate
processing system a nethod for communicating with the network application
platform conprising: 25 transmtting a nessage fromthe primary ASIP to
both the pr ef 18 ednaffuiod® laim| IF0RIRRoiphiARAL @ PrOCESSI Ng Syst ens,
determ ni ng whether a response fromthe preferfed processing systemis
received; ret transmiting suesshge fromdhe primaryt ASIIhtothe redesigpated eldernatg syst em
when the response js not received in a predeterm ned period of tinme; and
20 WO 01/ 3%??%?’/5 /00204 redesignating the alternate processing
system as the geRhRinifOwhetbeaSehptaise ottt YéRFigAate@ ARENSE préceiiig §3ta ved
by the primary SIP after a predeterm ned nunber of retransm ssions. 5 18.
The net hods wfeivedhi m 17, further conprising; transnmitting a nessage fromthe
primary ASIP t | I . | I Ni ng
Rhetndl a rospirtrSplil HedhBsh B CHEigafl ACRI BiboSUH LA ERT [
recei ved; thdresprinsaisamot receivgd irhe predstsagined petitibof timessingnat ed al t ernat e
processing SySts\?v{?ct\ﬁhng from the primary ASIP to the secondary ASIP when the response is not

received after a predetermined number of retransmissions.

|}

15 19. The method of claim 18, wherein the switching includes:

redesignating the secondary ASIP as the primary ASIP.

20, The method of claim 17, wherein the transmitting a message includes
transmitting a keep-alive message at predetermined intervals from the primary
20  ASIP to the preferred processing system, the method further comprising:
transmitting a trigger message representing a request for processing from the

primary ASIP to the preferred processing system.

21. The method of claim 17, wherein the transmitting a message includes

25  transmitting an Intemet protocol message using a user datagram protocol,

22. A computer-readable medium having stored thereon a plurality of sequences
of instructions, said scquences of instructions including sequences of instructions which,
when executed by a processor, cause said processor to perform a method comprising:
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the response is not received in a predeterm ned period of tinme; and
swtching fromthe primary ASIP to the secondary ASIP when the response is
not received after a predeterm ned nunber of retransm ssions. 1s 19. The
met hod ofwoloasasrd 8, wherein the switching includes: redespgnasingdshe
secondary ASIP as the primary ASIP. 20. The nmethod of claim 17, wherein the
transmtting a nessage includes transmtting a keep-alive nessage at
predetermined iptervals fromthe primary 20 ASIP to the preferred

processi ng syst‘gﬁﬂgnﬂ‘\% HoEsh gae pligtileast tedpiocessinggystems am s metwdrk gpplidatibg ger

message r ens@siadd ‘ rocessing fromthe rimary ASIP to the
preferr edelgr oc esiss: Jr:'g“’g"?rs" ta gm Esfﬁé’ ﬁgﬁseﬂﬁé?%ﬁaﬁ%f'd 8F59Hi'f'ﬂ,l Pe%Ffé‘l""@i Rrogesging

t ransmi t t i Systemss s aljernateproudesing &fstdni;ansni tting an I nternet protocol
nmessage usi ng user_.dat agram protocol. 22. A conputer-readabl e nmedi um

havi ng st or ed t%@&ﬂ“&aﬂ?ﬁf’%ﬂei‘?We&‘e@&ﬁﬁ@l’ﬂféésmbﬁystmtruct i ons, said
sequenges of i Nfekdriifitin® Wheltesh kel TRAH BGHS bRARELES QRS which, | when
executed by a processog, cause sgl&%eproces orfeﬁfgdggrﬁ"r‘ﬁ?ﬁ?s%& kdgeeived;
conpri si ngﬂ.nd21 WO 01/52378 PCTI USOL/ 00204 designating a first one of at

| east two procesgi.mn st,e in a network applicatiop platformas a
preferred pr ocergé sfé‘agéghgﬁtgm}t%prg‘é?ﬁﬂg s%ﬁg‘gd‘ﬁ theprefprred pregessn@ systez es si ng

syst ems aswmméi-q%pmesﬁét%&ﬁﬁédﬂﬂa%iféde@éﬂniﬁédaﬂbﬁi%%?hﬂﬁ.a message to the
preferred processing system 5 determ ning whether a response fromthe

preferred processing systemis received; and redesignating the alternate

procesgi ng systam € d_pl.ocessin ystem when the response is
not rel?:’ei ved i ngé %r%ecételﬁ’ é‘?‘{%ﬁgﬁc{égg’e’??%gﬁoﬁtai'lﬁ@' G3sing saifprocessor to

conput er - rpesfdahitee forenstepsfofc| ai m 22, causing said processor to perform

the further steps oftﬁntransm'ttti adrressa%e to the redesignated alternate
processi ng syst £ 8 message to redesignated alternate processing system,;

determining whether a response from the redesignated altemate processing system
is received; and

15 transmitting a signal when the response is not received in a predetermined period
of time.

24. The computer-readable medium of claim 23, wherein said signal represents a
processor to application platform failure, the method further causing said processor to
20 designate itself as a secondary processor when the response from the redesignated

alternate processing system is not received in the predetermined period of time.

25. In a telecommunications network supporting intelligent network control
functions, a method for communicating between a network device and an intelligent
25  network controller comprising at least two processing systems, the method comprising:
designating a first one of the at least two processing systems as a preferred
processing system and a second one of the at least two processing systems as an alternate
processing system;

22



determ ni ng whet her a response fromthe redesignated alternate processing
system is received; and 1s transmtting a signal when the response is not
received in a predetermined period of time. 24. The conputer-readabl e
medi um of WOIOHPR’®3, wherein said signal represents a procRksSEHP0/§204
application platformfailure, the nethod further causing said processor to
20 designate itself as a secondary processor when the response fromthe
redesi gnated alternate processing systemis not received in the

predet er mi ned PESTHHOGM t1ggsr message from thenetworkAnyicedp theprefestedor k
ti i [l t : i f
communi catecEisfy syER (RUHE SR rBirescrliiE b iRy Br IEINAD et cpnmel

control | efungemri sing at | east two processing systens, the nethod
conprising: desianating.g. first one of the at |east fwo, processing systens
as a preferr edgatq(}ué’éés&g r‘l@eg‘ﬁg‘?‘ecﬁpgﬂld&ﬂm?&‘ﬂﬁﬁpffﬁ%e ‘Bf‘h‘f Hé)g&f meEsige t wo
processing systr@ifmifingaltesdonss RAhe trigPePHREaLE Grofil/hb Proferfed %ﬁ@c% 2378

PCT/ USOL/ 00204 transmtting a trigger nessage fromthe network device to
the pref ef)stean trthe aevorkjdexietem the trigger nessage representing a request

for an intelli G P miGR fu%ng 1 Q0. r 1 he intelligent control
function in response gé{%ﬂtrl g%%%r?@aégﬁmfw%gﬁ isﬁﬂg‘g b esponse to
the triggeceivedssade fromthe preferred processing systemto the network

devi ce; deter i ng whether. the response fromthe preferred processing
systemis r ec[ﬁgﬁ% nating the alipougte ROCPSTING EtcH asdhe preferdRrecessing s¥sfemem as

the pigf ewhatheiregRfisd is Aoftediva by &e\ﬂeavork*a%w*cgwepfeﬁeieﬁn&% E&&?L%ed by
do tinme. 2 A

the network device in a predeternined perio 6. The nethod of

cl ai m 25, tim@y t her conpri si ng;

26. The method of claim 25, further comprising;
transmitting the trigger message from the network device to the redesignated
15  alternate processing system, when the response from the preferred processing system is
not received in a predetermined period of time; and
determining whether a response from the redesignated alternate processing system

is received.

20 27. The method of claim 26 wherein the network device comprises a primary
processor and a secondary processor, the method further comprising:
switching from the primary processor to the secondary processor when the
response from the redesignated processing system is not rcceived in a predetermined
period of time; and
25 transmitting the trigger message from the secondary processor to the preferred

processing system,
: 28. The method of claim 25, further comprising:

23



transmtting the trigger nmessage fromthe network device to the

redesi gnated 15 alternate processing system when the response fromthe
preferred processing systemis not received in a predeterm ned period of
time; andved1/833 8 ni ng whet her a response fromthe redesi gnBEEYSENG2¢nat e
processi ng system is received. 20 27. The nethod of claim 26 wherein the
networ k device conprises a primary processor and a secondary processor,
the method further conprising: switching fromthe primary processor to the
secondary prodensmitting gessages betwsewtheametwarkndetiee and dei igretigedt mrweassi ng

systemis ived. in a . predetern ned eriod,of .tine; and 25
T anem t CREOPHES Bréhhine RS 6T aiedh PrecorbEREAISn Plobevent e sevrrsk
pref er r eddeviteaae td in@lsdeat fidtworScontidfleRBhd0d of claim 25, further
conprising: 23 WO 01/52378 PCT/ US01/ 00204 transmitti ng nessages between
t he networ k deRFPvidingra alarm indication when theat lesstionecommuri¢ationtiimkdet er ni ne t he
stat us Ofﬁx?&iéx}%@ﬂ{ .commni cation link between the network device and

I TTgent networ

the inte controller, and providing an alarm i ndi cati on when
the at |east one communication link S experiences a failure. 24
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