-1- SYSTEM AND METHOD FOR REG STERI NG ENTI TI ES FOR CODE SI GNI NG SERVI CES

[ 0001] A portion of the disclosure of this patent docunent contains
material which is subject to copyright protection. The copyright owner has
no objection to the facsimle reproduction by anyone of the patent
docunent or the patent disclosure, as it appears in the Patent and
Trademark O fice patent file or records, 5 but otherw se reserves all
copyright rights whatsoever. [0002] Errbod|1mants of the systens and net hods
described herein relate generally to the field of securlty protocols for
software appl | [Walgk: S al | 0.Aa_Systen d_for
provi di ng cod@ -Oii- D '1"' R RIS TERING ENTITIES OR SO s ? A to
have software eat i ons di gltaIIy S|gned in 10 order that the

applications e ex cut do a conput i devi ce . a nobile device).
[ 0003] Securli@}szfot oc ‘Pf\‘/B Prﬂiﬁg‘gﬁw @‘Sd@&@tﬂ(oﬁHi"ﬁQ%@H@'ﬁﬁ@aé?r@i
typically Uswhsbﬁiﬁlﬁ?@cﬁté Bspyright plitddtibi. qfhe%ewrvg@]t%wﬁepmé?ﬁé beRetidht are

downl oaded nt ernet. or other sources execution on a conputing

devi ce. The 15EHRIONG Rprerdicties byapyere ofte p@@ﬁﬁp@mentrﬁmm gageli ce.
[0004] A code:n§¢1@éur@gasstygwarérwh%@dtmﬁtla@ﬁﬂﬁé&&n% @ff‘é@%@tétrh ﬁ@ &%t&és to

control access to certain resources on the conputing device by a software
appl i cati on. B4 Om%wﬁﬁdﬁﬁ%e%?%t?‘éwﬂgﬁhé@les wWhagogveded on the conputing
devi ce an i cation atform one or nore application progranmm

i nterfaces (ABP%] andE E@%”‘W’FtﬁQéthen%/éFﬁ”Tffea“dﬂﬁ@thﬂdﬁeieé@@b%bfﬁﬁrﬁt}jlfﬁ@%to

link softwar G{;;e@a@%lll?(ff@tﬁeoﬂﬁdNé%&l‘f&??romté ea&&%re'a%bt tiohs 24MH

speC|f|caIIy, to all ow software a ications to mak unction caf s to or
ot her wi se i ntPeaideallyitp @ %yé?@maee@%@%fogewcam 9%@@@5@9@@@@ tosof t war e

appl i cati ons iQdlviliils %P%Mtésqgaﬂf?l‘éhqghaL@g’mar g@t{%uoR%g&?[?W st#;ﬂgd fPls may

be classified as "sensitive' entities estrict access
to those Kbl £régr that thﬁépp@qtfpeamv bee@cﬁw@eson asevelinedevibe (£.0 HoRebP| .
In the exaan%VQgetent the virtual machine is adapted to verify the
authenticity of a digital signature appended to an application requiring

access to a gefgdjtive ?@éurﬁﬁ Rt Cﬁ&&%ﬁ@lﬂb%oh@%fes&&% élgtﬁﬁg%@teﬁwésg[ nted.

Accordingly, 'in order an app lcation'to rante cess to
sensi tive APfypically used to ensure the reliability of software apphcatlons that are downioaded

from the Internet or other sources for execution on a computing device. The

15 computing device may be, for example, a mobile device.

[0G04] A code signing system may be implemented on a computing device
to control access to certain resources on the computing device by a software
application. In one example system, there is provided on the computing device an
application platform, one or more application programming interfaces (APls), and
20 avirtual machine. The APIs are configured to link software applications with the
application platform, and more specifically, to allow software applications to make
function calls to or otherwise interact with resources made generally accessible to

software applications on the computing device.

[0005] However, some of the APls may be classified as “sensitive” by

25  entities that wish to restrict access to those APls or to the particular resources
associated with those APIs. In the example system, the virtual machine is
adapted to verify the authenticity of a digital signature appended to an application
requiring access to a sensitive APl before access to the sensitive APl is granted.
Accordingly, in order for an application to be granted access to the sensitive API,

30 an appropriate signing authority must first digitally sign the application.



30 an appropriate signing authority nust first digitally sign the
application. -2- [0006] In one aspect, there is preferably provided a

nmet hod of registering entities for code signing services, the nethod
conprising the steps of: receiving a registration request froman entity
requesting registration for code signing services, wherein the

regi stration request includes data associated with the 5 identity of the
entity; authenticating the identity of the entity by validating at |east a
subset of the data in the registration rééﬂest generating an account

record for tg@ ﬁntlt wherein the account record conprises at |east a
first and a 809 i dBheng psRechdRYeiinprerPPreYidedamatod of meisteing ng one

of the first @fidesRrebde sighPRtdeigds tﬁ&m%%d%ﬂrbéﬁ@ Pedtddsd & receiving a
communi cation channel and the other of the first 10 and second identifiers

via a differ éﬁg'sffgf&ftfﬁa%%trfﬁﬂﬁh?a&ﬂtihfﬁe@wﬁmreglsfé@t&n\mh@o® sig@igistrati on
file from thacantdd Winoth iRORbIsHEAA AL .Haﬁdé@aa@tars%&%dfwlkr?menc'hudes at
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met hod of proegssing signed 30 software applications perforned on the
nobi | e device depicted in FIG 5; -3-

16 Brief Description of the Drawings

[0007] For a better understanding of the embodiments of the systems and
methods described herein, and to show more clearly how they may be carried into
effect, reference will now be made, by way of example, to the accompanying
drawings in which:

20 FIG. 1is a block diagram of a mobile device in one example implementation;

FIG. 2 is a block diagram of a communication subsystem component of the mobile
device of FIG. 1;

FIG. 3 is a block diagram of a node of a wireless network;

FIG. 4 is a diagram illustrating an example code signing protocol in which a code
25  signing authority provides code signing services to a software applicatiorn

developer;

FIG. 6 is a diagram illustrating components of an example code signing system on

a mobile device;

FIG. 6 is a flowchart illustrating steps in an example method of processing signed

30 software applications performed on the mobile device depicted in FIG. 5;



FIG 7Ais a flowhart illustrating steps in a nethod of providing code
signing services in one enbodinent; FIG 7B is a schematic diagram
illustrating a systemfor providing code signing services in an exanple
network configuration; 5 FIG 8Ais a flowhart illustrating steps in a
met hod of creating a key pair for code signing in one enbodinment; FIGS. 8B
and 8C are exanple dialog boxes in a user interface provided by a code
signing authority application; FIG 9 is a flowhart illustrating steps in
a nmethod of registering an entity for codd- 10 signing services in one
enbodi ment; and FIG 10 is an exanple formillustrating details of an
account recorfdG. 7Hdg arfioprchart ilostratinef etepeth Emetdicnafmrevifling@8stie Sahingar e
application d@e‘ﬁ%@é’ﬁoﬁ;e‘@?ﬂb&fiﬁ@ﬁ? applications that would 15 require

A

access to sensitive I's on a computing device may need to have their

appl i cations gt | - : rl l.QNni Ng AUt ity. so that
the appli catﬁq(??]lsm\e/}\ﬁé %*Cﬁé’ggﬁ?’gééﬁgﬁg tgéto 4%?%@%@glgmg’eé&%essg%ﬁemi ty
t hat wi shes sedvieessin@naxaayiessivicok cenfigauiratiomensiti ve APl's (and associ at ed
resources), such as proprietary APIs that the entity itself may have
aut hored for fdRafpliea flewghat BhstratirROstapes inssmatreidgriicreptiagtzhion pair foncods pect
of those API s.;ar r QVi igning services to the software
application %é él o;ii;]edr?]\sé %ﬁ%ﬁ?&?ﬂg access to those APlIs. Through the
provi sion of eaB LRI [ . it I I and
shoul d not beﬁ%?éﬁ?ggeggae%géﬁ\éﬁ%g?ﬁé %ﬁﬁﬁﬁiapﬁ% ﬁ;]?e{}%cgso r%@%@? gg Cgﬁ%ll or
cl assified asigunstuthody applestionho has requested such access, and charge
for 25 providing such access if desired, for exanple. [0009] Enbodinents
descri bed hefé¥n? ised Bpwchpshidusiratipgtsters isyponetinod nd regigtetiogl ah entityrfovéatieng
code si gn{dﬂg s?‘g‘?ﬁr??i &ESicd Oinsid YR ﬁdiﬁ.&ghia%ti on devel opers or to other

a ent 0

i ndi vidual s or Itires that w's ave applications digitally signed.
Si gning of thesapplsi£A8 1M i [ [ r ble the
applications to 30 Saccess S%%I}ht '?g%t'ﬁa?\%?é’reﬁ‘é Ozgggglgglﬁﬁetge&e@bur ces of a
conputing device when the applications are executed on the conputing
device. -4- [0010] Code signing authorities that provide code signing

services to pescription of Preferred Embodiments

[0008] Software application developers w'ho create applications that would
15 require access to sensitive APls on a computing device may need to have their
applications digitally signed by an appropriate signing authority, so that the
applications will properly execute on the computing device. An entity that wishes
to restrict access to certain sensitive APls (and associated resources), such as
proprietary APls that the entity itself may have authored for example, may wish to
20 act as a signing authority in respect of those APls and provide code signing
services to the software application developers requiring access to those APls.
Through the provision of code signing services, an entity can control who should
and should not be granted access to specific AP[s that it has authored and/for
classified as sensitive, track who has requested such access, and charge for

25 providing such access if desired, for example.

[0009] Embodiments described herein relate generally to a system and
method for providing code signing services to software application developers or
to other individuals or entities that wish to have applications digitally signed.
Signing of the applications may be required in order to enable the applications to
30 access sensitive APIs and associated resources of a computing device when the

applications are executed on the computing device.



sof tware application developers or to other individuals or entities may
require that these parties register for code signing services, These
individuals or entities, at the time of registration, nmay provide a public
key for use in communicating 5 securely with the code signing authority. A
cost-effective and tinmely technique that may be enployed to verify that
the public key being provided belongs to the associated registrant is
desirable. [0011] In one aspect, there is provided a nmethod of registering
entities for code signing services, t he” et hod conprising the steps of:
receiving a Hﬁﬂiatratign 10 request froman entity requesting registration
for code sigritHd%ker vi &ode sighiigeaihenties tagl rpyide icode pisgieserviers des dat a
associ at ed W ddildreapgiRaiitn e Rloddi€ of f bt indMHWARNY SAfiEOMmal o lieRbL LY. Of

the entity by validating at |east a subset o ata in ot egl stration
request; gendP%§ PRliahregideiat codsedgaingsenders. ehisise yndivitieale onentities, alccount
record conpritg€gnmiof! tRnf | - j 5 lated with
15 the entity, tranos'rl;i tiangnbfr}’%§.fﬁr5\?ﬂ%§f@§g€9%/n@q§§%E)r{%&frgéﬁi?:?ﬁri‘\ rs to the
entity via a SecHy with feuasidemigring autharnityl Aveebtifectiterand tohely hecHriquet and
second i dent ithiehSy Nk I G mei ' l;
receiving a regi s?yr at i@Q [Of)igijet(]3 ?‘%@W?ﬁ%@g?'ﬁ@ aﬁﬁ@%ﬁ%{%ﬁﬁq@ﬁ%&%ﬁg{h% he
regi strati on 3Bppdated cegisisantss deésieable.both of the first and second
identifiers prior to accepting the registration request. 20 [0012] The
conput i ng dedP@Hlupon Wiinerespeghera ippioviied ensetnod of xegistedy enttiestfer a
mobi | e stati @Rge &Rk s ol A der st er.sons
skilled in the (?artgj Fﬁ%@%gﬁ éﬁ%ﬁ?&cd&@pr&rﬁ tg%ﬁ% | ngh%gggggg%{%é%mﬁgpei n
may be il pqusstliomman ergihetsuebtiragpeigistativo i dobiatsigrireg sovibes, axemeined on

conputing deyd : ' tations. 25 [0013]. A ppbile station
To B oo way T feASF B3 DREe Sof B0 BRRa kB kel PE Ty
capabi | i ti esaHtheinticptingdhe mipablyl dftlye eotitg byvandatmgeat Wedshaatibsst of clospatia e
systens, andgi . r o_herein generall S mobi | e, devi ce. A
robi 6 devi o oreBTRuGTiee e e Trathd plaREr ey Tri i Be BBl bnPEk Fons
De]E)endi gg onat:%mmft tevotd corapiides giienst defitstyhdea ﬁ@d@inh&d&ﬁtﬁbﬁ@ssdoﬁat@@lwlithf
referred o . .ressagj hg .device, a twp- ager, a ce r
tel ephong%wi P% %‘g'?%%aﬁg'i’@@sﬂ@e gtatf)‘g ¥t qndezeco dm)ernﬁﬁ%ﬁ"ﬂ?ﬁ%’?tméf”aaapt‘j’lsﬁance,
or a data conmmnmiuoabtiomchalew ard (W dihepof hetifgundisebemnRytitapati 41 ties). A
mobi | e devi C RS AITYSRY 88 mminication channel; receiving a registration file from the

entity; and confirming that the registration file includes at least both of the first and

second identifiers prior to accepting the registration request.

20 [0012] The computing device upon which signed applications are executed
may be a mobile station, for example. However, it will be understood by persons
skilled in the art that at least some of the embodiments described herein may be
implemented in respect of applications that are to be executed on computing
devices other than mobile stations.

25 [0013] A mobile station is a two-way communication device with advanced
data communication capabilities having the capability to communicate with other
computer systems, and is also referred to herein generally as a mobile device. A
mobile device may also include the capability for voice communications.
Depending on the functionality provided by a mobile device, it may be referred to

30 as a data messaging device, a two-way pager, a cellular telephone with data
messaging capabilities, a wireless Internet appliance, or a data communication

device (with or without telephony capabilities). A mobile device communicates



wi th other devices through a network of transceiver stations. To aid the
reader in wunderstanding the structure of a nobile device and how it
communi cates with other devices, reference is made first to FIGS. 1
through 3. [0014] Referring to FIG 1, a block diagramof a nobile device
in one 5 exanple inplenentation is shown generally as 100. Mobile device
100 conprises a nunber of conponents, the controlling conponent being

m croprocessor 102. M croprocessor 102 cgntrols the overall operation of
nobi | e devi ce 100. Conmuni cation functi O0As, including data and voice

conmmuni cations,, are gerfor med through comuni cation subsystem 104.
Conmmuni cat i onw%ﬁé\%g vicaothigwhrapevpdsoifansagiver statiopsant® aighibe reasiesiiges to

a W rel ess nefnerdtardfy tHestrddirs &é%iﬁfdé\yﬁ% UG It BrRfuriiiped ‘%Eﬁ]?xiece

100, conmuni cati on subsystem 104 is confi I n accordance Wt

A obal Syst erRtFrdaNsE| ©ferepapisineade fiishty . 1dhtbugbrier al Packet Radio
Services (GP b standards. The GSM GPRS wi rel ess network is used worl dw de
and it is exgg 180 t hatefeidee o BGlaadacdidtiagrpm dea mopiks dedestinevent ual |y by

Enhanced Dgt | i ' . '
nhanced Dg %x_@ﬁMieEiﬁYpﬁlérﬂ@H@?%MS(SW%V%S?@”@&;?&);%ogf%b %\{?(fe 190 comprises oq

Tel ecommuni cati ons Service . are s el ng
but it is beld@yBRERtHEOMPREGNIR he deatrellisg spinapnentdsinpmidardrronstsao i R2.

behavi or des e RRLs o Aol nbidkrdhl GRS QRY R, T sons

skilled in the art that other sui rds that "are devel oped in the
future may 26demysieationmieciivnse (rebsling dia @od verei cogroumivatitineasicon subsyst em

104 with ne L Qr r L fer aqi 0 Frequency (RF)
channel s, otg\eéﬁgﬁﬁg%é%c r‘gﬁﬁ@bﬁ ;88{5@ ?Lr'lbesgg %&o? e())):(l:‘o 8%%%{1('!}?3? [iogtf u% %’F%l{?ﬁl\/l GPRS
comuni catd o4 rggaivesyenesagestioon knpsendrmkssagasds @ wihdessahatwarke2aragabl e of

darn 25 somuuneeab P oRie Sardh SahaRsr e I erBLL B SY wea
with nobi | e dediiceonfigordadsin axcGEhGPREN Whe Slabas Spettwoiok Mabilene exanpl e
B T L e N Rt s
types of wir@hesESMERIRS ksreldmatnammyrkie us8d aontieedndntis esgectbathaxiassl e,
o e el Bl B R B SR b o G B I oo
over the samEDRGESaoadlnbaseal Sk dage colbminitatibnd SArvio®deMTS). New
standards are still being defined, but it is belisved that they will have similarities to
the network behavior described herein, and it will also be understood by persons
skilled in the art that other suitable standards that are developed in the future may
20 beused. The wireless link connecting communication subsystem 104 with
network 200 represents one or more different Radio Frequency (RF) channels,
operating according to defined protocols specified for GSM/GPRS
communications. With newer network protocols, these channels are capable of
supporting both circuit switched voice communications and packet switched data
25 communications.

[C015] Although the wireless network associated with mobile device 100 is
a GSM/GPRS wireless network in one example implementation of mobile device
100, other wireless networks may also be associated with mobile device 100 in
variant implementations. Different types of wireless networks that may be

30 employed include, for example, data-centric wireless networks, voice-centric
wireless networks, and dual-mode networks that can support both voice and data

communications over the same physical base stations. Combined dual-mode



-6- networks include, but are not limted to, Code D vision Miltiple Access
(CDMA) or CDMA2000 networ ks, GSM GPRS networks (as nentioned above), and
future third-generation (3G networks |ike EDGE and UMIS. Sone ol der
exanpl es of data-centric networks include the MbitexTM Radi o Network and
the DataTACTM 5 Radi o Networ k. Exanpl es of ol der voice-centric data
networ ks i ncl ude Personal Communi cation Systens (PCS) networks |i ke GSM
and Time Division Multiple Access (TDMA) systens. [0016] M croprocessor
102 also interacts with additional subsysﬁems such as a Random Access
Menory ( RAM l‘gjglfv flash menory 108, display 110, 10 auxiliary |n8ut/output
(170" subsystEhats ndte. fut ﬁ@rmtimedm@ﬂﬁ%@%m Mylgblgihgcesy (QDMA) or

m crophone 120pnMphont nkRRGRs, Q%W?@F’P?Stde%kéggs ﬁggtucﬂl}&%o%)’ L PeFulié
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system sof tware use Aropr ekl yp| ca

persi st ent stscess{idiMaksystershr menory 108, which may alternatively be a
read-only menory (ROM or simlar storage 20 el enent (not shown). Those
skilled in tlﬁ%oéit wi | Micapisoezsisar 02 ko inteeaapeitaridijonalyssibeystempecttii

devi ce appligati® @%&Y‘ into a
vol atile store su%ﬁdoquﬁgﬁslkggﬁ]g% )ﬁ%lﬂggh eV| c'&alggoéﬁﬁélggdlgﬁd and
recei ve dénmadkidayiiaputoiutmalig) wbsysueet e, lseﬂ@l(pc&f 184, kegelomarcfedene;ﬁemcek
registrationy r] p s hve
access is assgél tgfctré vmtan'ég gs'tﬁ "P”'},‘Bé} Q@E drg% %‘?V'Ceesd | ce 100.
To |dent|fy scri il scriber ldentity
Modul e or Srq\%sﬁiard t1]§ 55? eesl%r?ggélt%ﬁ% &Q@o&;;l%%bfc%%g@fp €@FT28 in order to
communi cat e Wmm@:mowiatedsumms whem@as ottt;qmesubf;yﬁems)m@rmbmnal "smart
card" used t i.her nobi ersqnal i ze
30 the moi | ae5aert o nBetR IRl aR e Py W BL Sl rodersy i 260 MU e
device 100 1146 may Heuldeyl fopkstatdoomalinitationcretatem iupations) sukh bs eatenpglka 200. By
Inserting Sl Mx?‘f%%ssage for transmission over network 200, and device-resident functions

such as a calculator or task list. Operating system software used by

microprocessor 102 is typically stored in a persistent store such as flash memory

108, which may alternatively be a read-only memory (ROM) or similar storage

20 element (not shown). Those skilled in the art will appreciate that the operating
system, specific device applications, or parts thereof, may be temporarily loaded
into & volatile store such as RAM 106.

[0018] Mobile device 100 may send and receive communication signals
over network 200 after required network registration or activation procedures have
25 been completed. Network access is associated with a subscriber or operator of a
mobile device 100. To identify a subscriber, mobile device 100 requires a
Subscriber Identity Module or “SIM” card 126 to be inserted in a SIM interface 128
in order to communicate with a network. SIM 126 is one type of a conventional
“smart card” used to identify a subscriber of mobile device 100 and to personalize
30 the mobile device 100, among other things. Without SIM 126, mobile device 100
is not fully operational for communication with network 200. By inserting SIM 126
info SIM interface 128, a subscriber can access all subscribed services. Services



into SIMinterface 128, a subscriber can access all subscribed services.
Services -7- could include: web browsing and nessagi ng such as e-mail,
voice mail, Short Message Service (SMs), and Ml ti nmedi a Messagi ng Services
(MVS). More advanced services may include: point of sale, field service
and sales force automation. SIM 126 includes a processor and nenory for
storing information. 5 Once SIM 126 is inserted in SIMinterface 128, it is
coupled to mcroprocessor 102. In order to identify the subscriber, SIM
126 contains sonme paraneters such as am {nternational Mbile Subscriber
ldentity (IMSI). An advantage of using SIM 126 is that a subscriber is not
necessari | y BoOUYKHNBYdanyer bragisingpigsestaginsbiucd asdeviadevoist mailoBharhy store
additional s i I i : Pageyn) Ve G i ncl udi ng
date book (or §§|rag§ frnlj”e% g‘?g{rg'aﬁpoﬁggwgdlgg@éegﬁt%gg‘glS%&?'r?%gpgr@t%nm.we[0019]
Mobi | e devi ceadyaocadsseivibas ey ynghalee petht dbsdle diekheerivivelandesles fotsat t ery
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[0020] Microprocessor 102, in addition to its operating system functions,
enables execution of software applications on mobile device 100. A set of
applications that control basic device operations, including data and voice
20 communication applications, will normally be installed on mobiie device 100
during its manufacture. Another application that may be loaded onto mobile
device 100 would be a personal information manager (PIM). A PIM has
functionality to organize and manage data items of interest to a subscriber, such
as, but not limited to, e-mail, calendar events, voice mails, appointments, and task
25 items. A PIM application has the ability to send and receive data items via
wireless network 200. PiM data items may be seamlessly integrated,
synchronized, and updated via wireless network 200 with the mobile device
subscriber's corresponding data items stored and/or associated with a host
computer system. This functionality creates a mirrored host computer on mobile
30 device 100 with respect to such items. This can be particularly advantageous
where the host computer system is the mobile device subscriber’s office computer

system.



where the host conputer systemis the nobile device subscriber's office

conputer system -8- [0021] Additional applications nmay al so be | oaded

onto nobile device 100 through network 200, auxiliary 1/O subsystem 112,

serial port 114, short-range conmunications subsystem 122, or any ot her

sui tabl e subsystem 124. This flexibility in application installation

i ncreases the functionality of nobile device 100 5 and may provi de enhanced

on-devi ce functions, conmunication-related functions, or both. For

exanpl e, secure conmmuni cation application$ may enable el ectronic comerce

functions an& @%Qer such financial transactions to be Egrforned_usin
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[0023) Short-range communications subsystem 122 provides for

communication between mobile device 100 and different systems or devices,
without the use of network 200. For example, subsystem 122 may include an
infrared device and associated circuits and components for short-range

20 communication. Examples of short range communication would include
standards developed by the Infrared Data Association (IrDA), Bluetooth, and the
802.11 family of standards developed by IEEE.

[0024] In use, a received signal such as a text message, an e-mail
message, or web page download will be processed by communication subsystem
25 104 and input fo microprocessor 102. Microprocessor 102 will then process the
received signal for output to display 110 or alternatively to auxiliary /O subsysiem
112. A subscriber may also compose data items, such as e-mail messages, for
example, using keyboard 116 in conjunction with display 110 and possibly
auxiliary 1/O subsystem 112. Auxiliary subsystem 112 may include devices such
30 as: a touch screen, mouse, track ball, infrared fingerprint detector, or a roiler
wheel with dynamic button pressing capability. Keyboard 116 is an alphanumeric



30 as: a touch screen, nouse, track ball, infrared fingerprint detector, or
aroller wheel with dynam c button pressing capability. Keyboard 116 is an
al phanuneric -9- keyboard and/or tel ephone-type keypad. A conposed item may
be transmtted over network 200 through comuni cati on subsystem 104.

[ 0025] For voice comuni cations, the overall operation of nobile device

100 is substantially simlar, except that the received signals would be
output to 5 speaker 118, and signals for transm ssion would be generated
by m crophone 120. Alternative voice or adldio I/0 subsystens, such as a

voi ce nmessage recordi ng subsystem may al so be inplenmented on nobile

devi ce 100. AfYRBERNAK telepaenerty@rdeypathaf commpaed itemdoanhp trassisiited

pri marily througheSRAREED tFdBah cSfhtPhR%e be used to provide
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anal og-t o-di %& tﬂ:’%‘/ D) conversion. A/D conversion of a received signal
allows nore’ 'co Efex’ communi cati on functi ons such as denodul ati on and

decoding to per f i P o hn iLm.lar nner.. signals to be
transmtted i‘?" eZ%?pr oce@é%ﬁ%q ﬁ%"?ﬁodﬁ#g%rrgc%?%q?%%raghﬁf @%88%“?1"@”,[6 ‘39” DSP 160.
These DSP- psokgystsad csingnadst ddecfiMBut id shdwranSambitumicalib? stibsystem 104
digital-to-a .CO rsion, fre ncy up conversipn, filtering,
arpl 111 cat 1 oRORSTT ARHNER SR 8 &Pemiel 17 bt P SRS ordehBse 160
not only 15r oestenas etoneniait6at 158 Local Oscillators (LLOs) 158, and a processing

module such as a Digital Signal Processor (DSP) 160.

[0027] The particular design of communication subsystem 104 is
dependent upon the network 200 in which mobite device 100 is intended to
operate, thus it should be understood that the design illustrated in FIG. 2 serves

20 only as one example. Signals received by antenna 154 through network 200 are
input to receiver 150, which may perform such common receiver functions as
signal amplification, frequency down conversion, filtering, channel selection, and
analog-to-digital {A/D) conversion. A/D conversion of a received sighal allows
more complex communication functions such as demodulation and decoding to be

25  performed in DSP 160. in a similar manner, signals to be transmitted are
processed, including modulation and encoding, by DSP 160. These DSP-
processed signals are input to transmitter 152 for digital-to-analog {D/A)
conversion, frequency up conversion, filtering, amplification and transmission over
network 200 via antenna 166. DSP 160 not only processes communication

30 signals, but also provides for receiver and transmitter control. For example, the

gains applied to communication signals in receiver 150 and transmitter 152 may



30 signals, but also provides for receiver and transmtter control. For
exanple, the gains applied to comrunication signals in receiver 150 and
transmtter 152 may -10- be adaptively controlled through automatic gain
control algorithnms inplenmented in DSP 160. [0028] The wireless link

bet ween nobil e device 100 and a network 200 may contain one or nore
different channels, typically different RF channels, and 5 associ ated
protocol s used between nobile device 100 and network 200. A RF channel is a
limited resource that must be conserved,-{9Ypically due to linits in
overal |l band 'dta %nd limted battery power of nobile device 100. [0029]
Wien nobi | e deYPERPIVEH Gantplied threysky automatis gainreentiel algesithns mplemenyas ical | y
keyed or turnpgdpommoonly when it is sending to network 200 and is 10

ot herwi se turned off to conserve resources. Simlarly, receiver 150 is

per i odi cal ly [ooagned ofthelrdk@aspk (RPN Libvibd 18FaREEHRENGR JofCel ve
signals or information (if at all) during designated tinme periods. [0030]
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15 202. Mobile device 100 communicates with a node 202 within wireless network
200. In the example implementation of FIG. 3, node 202 is configured in
accordance with General Packet Radio Service (GPRS) and Global Systems for
Mobile (GSM) technologies. Node 202 includes a base station controller (BSC)
204 with an associated tower station 2086, a Packet Control Unit (PCU) 208 added
20 for GPRS support in GSM, a Mobile Switching Center (MSC) 210, a Home
Location Register (HLR) 212, a Visitor Location Registry (VLR) 214, a Serving
GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node (GGSN) 218,
and a Dynamic Host Configuration Protocol (DHCP) 220. This list of components
is not meant to be an exhaustive list of the components of every node 202 within a
25 GSM/GPRS network, but rather a list of components that are commonly used in
communications through network 200.

[0031] In a GSM network, MSC 210 is coupled to BSC 204 and to a
landline network, such as a Public Switched Telephone Network (PSTN) 222 to
satisfy circuit switched requirements. The connection through PCU 208, SGSN

30 216 and GGSN 218 to the public or private network (Internet) 224 (also referred to
herein generally as a shared network infrastructure) represents the data path for
GPRS capable mobile devices. In a GSM network extended with GPRS



30 216 and GGSN 218 to the public or private network (Internet) 224 (also
referred to herein generally as a shared network infrastructure)
represents the data path for GPRS capabl e nobile devices. In a GSM net work
extended with GPRS -11- capabilities, BSC 204 al so contains a Packet

Control Unit (PCU) 208 that connects to SGSN 216 to control segnentati on,
radi o channel allocation and to satisfy packet switched requirenents. To
track nobile device |ocation and availab'%ity for both circuit swtched
and packet sw tched managenent, HLR 212 i 5 shared between MSC 210 and

SGSN 216. Access,t VLE%(?% if?control | ed MSC 210. [0032] Station 206
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decodes and decrypts, if necessary, any communication signals received from

mobile device 100 within its cell. Communication protocols and parameters may

vary between different nodes. For example, one node may employ a different

20 modulation scheme and operate at different frequencies than other nodes.

[0033] For all mobile devices 100 registered with a specific network,
permanent configuration data such as an operator profile is stored in HLR 212.
HLR 212 also contains location information for each registered mobile device and
can be queried to determine the current location of a mobile device. MSC 210 is
25 responsible for a group of location areas and stores the data of the mobile devices
currently in its area of responsibility in VLR 214. Further VLR 214 also contains
information on mobile devices that are visiting other networks. The information in
VLR 214 includes part of the permanent mobile device data transmitted from HLR
212 to VLR 214 for faster access. By moving additional information from a remote
30 HLR 212 node to VLR 214, the amount of traffic between these nodes can be
reduced so that voice and data services can be provided with faster response

times and at the same time requiring less use of computing resources.



212 to VLR 214 for faster access. By noving additional information froma
renote 30 HLR 212 node to VLR 214, the anount of traffic between these
nodes can be reduced so that voice and data services can be provided with
faster response tines and at the same tine requiring | ess use of conputing
resources. -12- [0034] SGSN 216 and GGSN 218 are el enents added for GPRS
support; nanely packet switched data support, within GSM SGSN 216 and MSC
210 have simlar responsibilities within wireless network 200 by keepi ng
track of the location of each nobile devize 100. SGSN 216 al so perforns

security funs{lt g s 5 and access control for data traffic on network 200.
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tunnel is Cr@%@@sﬁnd all tr f|c i s exchanged within standard | P packets
usi ng any pr (YFAYEr @A LHACR $p6F+ Bce the GPRS Attach is complete, a logical

connection is established from a mobile device 100, through PCU 208, and SGSN
216 to an Access Point Node (APN) within GGSN 218. The APN represents a
logical end of an IP tunnel that can either access direct Internet compatible

20 services or private network connections. The APN also represents a security
mechanism for network 200, insofar as each mobile device 100 must be assigned
to one or more APNs and mobile devices 100 cannot exchange data without first
performing a GPRS Attach to an APN that it has been authorized to use. The
APN may be considered to be similar to an Internet domain name such as

25 “myconnection.wireless.com”.

[0035] Once the GPRS Attach is complete, a tunnel is created and all traffic
is exchanged within standard IP packets using any protocol that can be supported
in IP packets. This includes tunneling methods such as IP over IP as in the case
with some IPSecurity (IPsec) connections used with Virtual Private Networks

30 (VPN). These tunnels are also referred to as Packet Data Protocol (PDP)
Contexts and there are a limited number of these available in the network 200. To
maximize use of the PDP Contexts, network 200 will run an idle timer for each
PDP Context to determine if there is a lack of activity. When a mobile device 100



in | P packets. This includes tunneling nethods such as IP over IP as in the
case wth sone | PSecurity (IPsec) connections used with Virtual Private
Net works 30 (VPN). These tunnels are also referred to as Packet Data
Protocol (PDP) Contexts and there are a limted nunber of these available
in the network 200. To maxim ze use of the PDP Contexts, network 200 w ||
run an idle timer for each PDP Context to determne if there is a |ack of
activity. Wen a nobile device 100 - 13- | 5, not using its PDP Context, the
PDP Context can be deal | ocated and the IP'°address returned to the IP
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that software applications conprise re co ely be
execut ed th éiei‘ﬁSB?I e device or other conputi ng deV| ce. Oonsequently, t he
ternms "code ning" and "application signing" may be used interchangeably
herein. 20 [ Softﬁﬁfeé”@ptﬁlﬁl@aﬂl@ﬁlagmmwtraﬁ@a@gaambie code signity a
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Accor di nglsy, 304 i@ ASSiel RViBRKB 0 HACLAR S 8Ld3s 19 0RE or more sensitive APIs on

mobile device 100. It will be understood that software applications comprise
software code that may ultimately be executed on a mobile device or other
computing device. Consequently, the terms “code signing” and “application
signing” may be used interchangeably herein.

20  [0039] Software application 304 may, for example, be a Java application
that operates on a Java virtual machine (JVM) installed on mobile device 100. An
APl enables software applications to interface with an application platform on a
mobile device or other computing device. The application platform may include,
for example, resources such as the device hardware, operating system and core

25 software and data models. Accordingly, in order to make function calls to or
otherwise interact with such device resources, software application 304 will
typically need to access one or more APls on mobile device 100. The APls
effectively “bridge” software application 304 and device resources.

[0040] In this description and the appended claims, references to API
30 access should be interpreted to include access of an APl in such a way as to

allow a software application to interact with one or more corresponding device



otherwi se interact with such device resources, software application 304
will typically need to access one or nore APIs on nobile device 100. The
APls effectively "bridge" software application 304 and devi ce resources.
[0040] In this description and the appended clains, references to APl 30
access should be interpreted to include access of an APl in such a way as
to allow a software application to interact with one or nore correspondi ng
device -14- resources. Therefore, providigg access to any APl allows a
software application to interact with associated device resources, whereas
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described above.
[0041] In general, any given APl may be classified as sensitive by a mobile
device manufacturer, or possibly by an API author, a wireless network operator, a
20 device owner or operator, or some other entity that, for example, might be
affected by a virus or malicious code in a software application for the device. For
instance, a mobile device manufacturer may classify as sensitive those APls that
interface with cryptographic routines, wireless communication functions, or
proprietary data models such as address book or calendar entries. To protect
25 against unauthorized access to these sensitive APls, software application
developer 302 is required to obtain one or more digital signatures from the mobile
device manufacturer or other entity that classified the APIs as sensitive, or from a
code signing authority 306 acting on behalf of the manufacturer or other entity
with an interest in protecting access to sensitive device APls, and append the
30  signature(s) to software application 304 as described in further detail below.

[0042] A digital signature may be obtained for each sensitive AP or library
that includes a sensitive API to which software application 304 requires access.



devel oper 302 is required to obtain one or nore digital signatures fromthe
nobi |l e device manufacturer or other entity that classified the APIs as
sensitive, or froma code signing authority 306 acting on behalf of the
manuf acturer or other entity wth an interest in protecting access to
sensitive device APls, and append the 30 signature(s) to software
application 304 as described in further detail below [0042] A digital
signature may be obtained for each sensitive APl or library that includes
a sensitive APl to which software applicdfi-on 304 requires access. -15- In
certain inplenentations, multiple signatures are desirable. This would
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applications. However, it may be desirable to have a digital signature for each

mobile device type or model, or alternatively for each mobile device platform or

manufacturer, for example. Therefore, software application 304 may need to be

20 submitted to several code signing authorities if software application 304 targets

several types or models of mobile devices.

[0G44] In the example shown in FIG. 4, when software application
developer 302 requires software application 304 to be signed, software
application 304 is sent from application developer 302 to code signing authority
25 306. Code signing authority 306 may represent the mobile device manufacturer,
the authors of any sensitive APls, or possibly others that have knowledge of the
operation of the sensitive AP!s to which software application 304 needs access.

[0045] While not explicitly shown in FIG. 4, in certain situations, it will be
understood that a software application may be submitted to more than one code

30 signing authority. Each code signing authority may, for example, be responsible
for signing software applications for particular sensitive APls, or APIs on a

particular modei of mobile device or set of mobile devices that supports the



25 306. Code signing authority 306 may represent the nobile device

manuf acturer, the authors of any sensitive APlIs, or possibly others that
have know edge of the operation of the sensitive APIs to which software
application 304 needs access. [0045] Wile not explicitly showm in FIG 4,
in certain situations, it will be wunderstood that a software application
may be submtted to nore than one code 30 signing authority. Each code
signing authority may, for exanple, be responsible for signing software
applications for particular sensitive APIS-or APIs on a particular nodel
of nobile device or set of nobile devices that supports the -16- sensitive
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in determining whether or not software application 304 should be signed. Code
signing authority 304 may also review software application 304 before signing;
alternatively, code signing authority 304 may choose not to perform such a
20 review, relying on its ability to identify the identity of software application
developer 302 for recourse in the event that software application 304 is found to

be virus-infected or to contain destructive code, for example.

[0047] If code signing authority 306 determines that software application
304 may access the sensitive API(s) and therefore should be signed, then a

25 digital signature (not explicitly shown) is generated by code signing authority 306
and appended to software application 304, to produce a signed software
application 308 that is returned to software application developer 302. On the
other hand, if code signing authority 306 refuses to sign software application 304,
an appropriate response (not shown) may be returned fo software application

30 developer 302.

[0048] The digital signature is typically a tag that is generated using a
private signature key 310 maintained sofely by code signing authority 306. For



304 may access the sensitive API(s) and therefore should be signed, then a
25 digital signature (not explicitly shown) is generated by code signing
authority 306 and appended to software application 304, to produce a
signed software application 308 that is returned to software application
devel oper 302. On the other hand, if code signing authority 306 refuses to
sign software application 304, an appropriate response (not shown) may be
returned to software application 30 devel gpper 302. [0048] The digital
signature is typically a tag that is genefated using a private signature
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typically signed software application 308 will then typically be verified with a public

signature key 312 before software application 304 is granted access to a sensitive
APL.

[0050] Although signed software application 308 is loaded onto mobile

20  device 100, it should be appreciated by persons skilled in the art that the software
application that may eventually be executed on mobile device 100 is software
application 304. As described abave, signed software application 308 typically
comprises software application 304 and one or more appended digital signatures
(not shown). When the appropriate digital signatures are successfully verified

25 (e.g. by a virtual machine at mobile device 100), software application 304 can be
executed on mobile device 100 and is permitted access to any APls for which the
corresponding signatures have been verified.

{G051] Security protocols involving software code signing schemes typically
rely on public and private encryption keys to provide authorization to access

30 sensitive APls and to guarantee the integrity of signed applications. In
accordance with known public key cryptographic techniques, data encrypted using



conprises software application 304 and one or nore appended digital
signatures (not shown). Wen the appropriate digital signatures are
successfully verified 25 (e.g. by a virtual machine at nobile device 100),
software application 304 can be executed on nobile device 100 and is
permtted access to any APIs for which the corresponding signatures have
been verified. [0051] Security protocols involving software code signing
schenmes typically rely on public and private encryption keys to provide
aut hori zation to access 30 sensitive API's!®&nd to guarantee the integrity of
signed applications. In accordance wth known public key cryptographic
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signed using the correct private key or by the proper code signing authority. The
digital signature algorithms are designed in such a way that only someone with
knowledge of the code signing authority's private key should be able to encode a

20 digital signature that can be decoded correctly (e.g. by a virtual machine at the
device) using the code signing authority’s public key that is associated with one or
more sensitive APIs. Therefore, by verifying a digital signature in this way,
authorization and access control to sensitive APIs and the integrity of signed
applications can be maintained.

25 [0054] Accordingly, public signature key 312 corresponds to private
signature key 310 maintained by code signing authority 308, and is typicaliy
installed on mobile device 100 along with one or more sensitive APIs.
Alternatively, public signature key 312 may instead be obtained from a public key
repository (not shown), using mobile device 100 or possibly a personal computer

30 system, and installed on mobile device 100 as needed. Mobile device 100
computes a hash of software application 304 in the signed software application
308, using the same hashing algorithm as code signing authority 306, and uses



aut hori zation and access control to sensitive APIs and the integrity of
signed applications can be nmaintained. 25 [0054] Accordingly, public
signature key 312 corresponds to private signhature key 310 nmi ntai ned by
code signing authority 306, and is typically installed on nobile device
100 along with one or nore sensitive APIs. Alternatively, public signature
key 312 may i nstead be obtained froma public key repository (not shown),
usi ng nobil e device 100 or possibly a personal conputer 30 system and
instal | ed on nobile device 100 as needed: "Rbbil e device 100 conputes a
hash of software_ application 304 in the signed software application 308,
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exanpl e code signing sys ises a virtual machine 322 (e.g. a

JVM, a plurght of sgf ications .15 324a-c, a plurality of API
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general |y i nsoddéigning systern e a esbiler ¢adeois stolnlgendemy ae 32000 that may be
accessed by the software applications 324a-c. Application platform 328 may
incl ude, for [88%81pl e, Ueespectvhmbhie de@36,100 hexamul beddlsighieg systeaps2@t i ng
system 332, apg
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al'l of the Application platform 328 generally includes all of the resources on mobile device
100 that may be accessed by the software applications 324a-c. Application
platform 328 may include, for example, device hardware 330, the mobile device's
operating system 332, and core software and data models 334. Each API tibrary
20 326a-d comprises one or more APIs that interface with a resource available in
application platform 328. For instance, one API library might include all of the
APls that interface with a calendar program and calendar entry data models.
Another AP library might include all of the APIs that interface with the
transmission circuitry and functions of mobile device 100. Yet another AP! library
25 might include alf of the APls capable of interfacing with lower-level services

performed by the mobile device's operating system 332.

[0057] Some API libraries 326a-d may expose a sensitive AP! (e.g. 326a,
326¢), such as an interface to a cryptographic function or module, while other
libraries may be accessed without exposing sensitive APls (e.g. 326b, 326d).

30  Similarly, some software applications 324a-324¢ may be signed software
applications (e.g. 324a, 324c¢) that require access to one or more sensitive APIs,
while other software applications may not be signed (e.g. 324b). Virtual machine



APls that interface with a cal endar program and cal endar entry data nodel s.
Anot her APl library mght include all of the APIs that interface with the
transm ssion circuitry and functions of nobile device 100. Yet another API
l'ibrary 25 might include all of the APIs capable of interfacing with

| ower -1 evel services performed by the nobile device's operating system
332. (0057] Sone API libraries 326a-d nay expose a sensitive APl (e.g.
326a, 326¢), such as an interface to a cryptographic function or nodul e,
while other libraries may be accessed wifhout exposing sensitive APls
(e.g. 326b, 326d). 30 Simlarly, sonme software applications 324a-324c may
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that exposes at least one sensitive AP! to which software application 324a

requires access. In certain implementations, signed software application 324a

may include a digital signature 338a for each sensitive AP| within a particular API

20 library 326a, 326¢. The signature identifiers 336a may be unique integers or
some other identifier capable of allowing a particular digital signature 338a to be
associated with a specific API library, AP, application platform, or mode! of mobile

device 100.

[0060] APl library 326a, labeled as AP Library A in FIG. 5, is an example of
25 an AP! library that exposes a sensitive API. In this example, AP library 326a
inctudes a description string 340, a public signature key 312, and a signature
identifier 342. AP library 326c, and other AP libraries that expose one or more
sensitive APIs will typically comprise similar components. However, the
components of such API libraries will be described in greater detail below with
30 reference to APl library 326a, by way of example.

[0061] Signature identifier 342 of API library 326a may correspond to a
signature identifier (e.g. 336a) in a signed software application (e.g. 324a). These



sonme other identifier capable of allowing a particular digital signature
338a to be associated with a specific APl library, API, application
platform or nodel of nobile device 100. [0060] API library 326a, | abel ed
as APl Library Ain FIG 5, is an exanple of 25 an APl |ibrary that
exposes a sensitive APlI. In this exanple, APl library 326a includes a
description string 340, a public signature key 312, and a signature
identifier 342. APl library 326c, and other APl libraries that expose one
or nore sensitive APIs will typically c@iprise simlar conmponents.
However, the conponents of such APl libraries will be described in greater
detai | bel owSianaiirgdderdifieiseanableso/itirl madchirar322326mijcklyymaieh aodigiééanyl e.
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associated with that APl library. Access to the sensitive AP! may then be granted

to the software application that was signed, upon successful verification of the

digital signature. if the signed software application does not include the

20 appropriate digital signature, then access to the sensitive APl may be denied.

[0063]) Optionally, even when the appropriate digital signature is
successfully verified, a mobile device operator may be prompted to provide
confirmation that the sensitive API can be accessed by the software application.
in that case, a message based on description string 340 may be displayed on a

25 display of mobile device 100, before the software application is executed and
accesses the sensitive API. Forinstance, a message stating "Application Y is
attempting to access AP! Library A" may be displayed, and the mobile device
operator may be given the control to ultimately grant or deny access to the
sensitive API.

30 [0064] It will be understood by persons skilled in the art that any given
signed software application may have multiple device-specific, library-specific, or
APl-specific signatures, or some combination of such signatures appended



20 appropriate digital signature, then access to the sensitive APl may be
denied. [0063] Optionally, even when the appropriate digital signature is
successfully verified, a nobile device operator may be pronpted to provide
confirmation that the sensitive APl can be accessed by the software
application. In that case, a nessage based on description string 340 may
be di spl ayed on a 25 display of nobile device 100, before the software
application is executed and accesses the sensitive API. For instance, a
message stating "Application Yis attenpddng to access APl Library A" may
be di splayed, and the nobile device operator nmay be given the control to
ul ti mately griBRtetor Suailylyadiffersst signatuee verdfiestiern regu@nenBongpbé4pnfiigured | | be
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verification of sign tgre, onl ﬁ for its sensitive APlIs. [0065] It wll
al so be underS"g84e ﬁﬁfé 'IEReSivVEIAEdSi n the art that in variant
i npl ement at i certajn, devices capable of receiving software applications
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digital signahplemenyaiont] GtaiP8eViGed GpabEbIRBEATIAY seftwaResHlidhEidsab ,
S|gnature1 verificatiaon is optional for exanple, may be a gjpt‘ed to permt
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verification is not implemented or where digital signature verification is optional for
example, may be adapted to permit software applications to be executed without

any signature verification.

[0066] Referring to FIG. 6, a flowchart illustrating steps in an example
20  method of processing signed software applications performed on the mobile
device depicted in FIG. 5 is shown generally as 350.

[0067] At step 352, a software application (e.g. application 324a of FIG. 5)
is loaded onto a mobile device (e.g. mobile device 100 of FIG. 5). Once the
software appiication is loaded, the device, using a virtual machine (e.g. virtual

25 machine 322 of FIG, 5) for example, determines whether or not the software
application requires access to any APl libraries that expose a sensitive AP} at step
354. If the software application does require access to the sensitive API, then the
virtual machine verifies that the software application includes a valid digital
signature associated with the sensitive AP {or associated API library) to which

30 access is required, as described below with reference to steps 356 through 366.
If not, then the software application is linked with all of its required AP libraries
and executed at step 368.



[0066] Referring to FIG 6, a flowhart illustrating steps in an exanple

20 met hod of processing signed software applications perfornmed on the
nobil e device depicted in FIG 5 is shown generally as 350. [0067] At step
352, a software application (e.g. application 324a of FIG 5) is |oaded
onto a nobile device (e.g. nobile device 100 of FIG 5). Once the software
application is | oaded, the device, using a virtual machine (e.g. virtual 25
machi ne 322 of FIG 5) for exanple, determnes whether or not the software
application requires access to any APl [i“otaries that expose a sensitive
APl at step %3 | f the software application does require access to the
sensitive APIDD®¥len ¢ hif this ermiie aeERmeds dhe viteal maching rrievssttiapebic
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virtual machiepgendelddn thé beftwaretapplicatdahingds aged hethpulrtia m&ao@ﬂ*@t tl’reel key to
verify the afgeh\?r%éi%é[%me u:;[esethe public signature key to verify the authenticity of the
digital signature at step 362. This step may be performed, for example, by using
the signature verification scheme described with reference to FIG. 4, or other
20 alternative signature schemes. If the digital signature does not successfully verify,
then the software application is either not executed, purged, or restricted from
accessing the sensitive API, as described above with reference to step 360. if the
digital signature is successfully verified, however, then optionally, a message
based on a description string associated with the sensitive API or corresponding
25 APl library (e.g. description string 340 of FIG. 5) is displayed to a mobile device
operator at step 364, warning that the software application requires access to a
sensitive AP, and at step 366, optionally prompting the operator for authorization
to execute the software application. If execution is authorized, then the software
application may be executed and linked to the sensitive AP at step 368,
30 otherwise the software appiication is either not executed, purged, or restricted

from accessing the sensitive AP, as described above with reference fo step 360.



digital signature at step 362. This step may be perforned, for exanple, by
using the signature verification schenme described with reference to FIG

4, or other 20 alternative signature schenes. If the digital signature does
not successfully verify, then the software application is either not
executed, purged, or restricted from accessing the sensitive APlI, as
descri bed above with reference to step 360. If the digital signature is
successfully verified, however, then optionally, a nessage based on a
description string associated with the se#sitive APl or corresponding 25
APl library (e.q.. description string 340 of FIG 5) is displayed to a
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W shes to haseftware application developer (or other individual or entity that wishes to have its

applications signed) is initially an untrusted client. Untif a trust refationship is

established between the software application developer and the code signing

20  authority, the code signing authority will usually refuse to sign software

applications received from the software application developer that may access

sensitive APIs. Only after establishing trust relationships with software application

developers might a code signing authority be willing to sign software applications,

as the code signing authority can then track which APIs it has granted access to,

25 and to which software application developers such access has been granted.

[0073] Accordingly, in one embodiment, a method of providing code signing
services will comprise at least some steps relating to registering the entities that
seek access to sensitive APls as controlled by the code signing authority. These
steps are performed in order to establish trust relationships with those entities.

30 The method of providing code signing services may comprise additional steps

relating to receiving and processing code signing requests from such entities.



applications signed) is initially an untrusted client. Until a trust
relationship is established between the software application devel oper and
the code signing 20 authority, the code signing authority will usually
refuse to sign software applications received fromthe software
application devel oper that nmay access sensitive APIs. Only after
establishing trust relationships with software application devel opers

m ght a code signing authority be willing to sign software applications,

as the code signing authority can then toZick which APIs it has granted
access to, 25 and to which software application devel opers such access has
been grant ed.[0074]073] Magaedpagly thd regRBatieTbostitmesby tiee s&idwighing provi di ng
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[0G76] In certain embodiments, the code signing authorities may not
provide revocations lists or the like. A code signing authority may track which

20 software application developers (or other registered individuals or entities) may or
may not have their applications signed at any given time, and rescind signing
privileges of developers at its discretion. In one example implementation, once an
application has been signed by the code signing authority, that application will
remain valid even if the associated developer's signing privileges are later

25 rescinded. However, subsequent requests fo sign applications made by that

developer after its signing privileges have been rescinded would be denied.

[00677] Referring to FIG. 7A, a flowchart illustrating steps in a method of

providing code signing services is shown generally as 400.

{0078] While this embodiment is described generally with reference to
30 mobile devices by way of example, variant embodiments may be applicable to
other computing devices. Moreover, while this embodiment is described generally

with reference to the exchange of information between a code signing authority



[0076] In certain enbodi nents, the code signing authorities my not

provi de revocations lists or the like, A code signing authority may track
whi ch 20 software application devel opers (or other registered individuals
or entities) may or nmay not have their applications signed at any given
time, and rescind signing privileges of developers at its discretion. In
one exanpl e i nplenentation, once an application has been signed by the
code signing authority, that application will renmain valid even if the
associ at ed devel oper's signing privilegef®re later 25 rescinded. However,
subsequent requests to sign applications made by that devel oper after its
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In signing authority application 452 executes on a computing device 454, which in

example network 450, is a web server. Code signing authority application 452

can interact with clients in the network 450 through a web interface 456

accessible via the Internet 458, for example.

20 [0081} The clients with which code signing authority application 452 may
interact can include, for example, signature tool applications 460 and API
authoring tool applications 462 executing on remote computing devices. A
signature tool application 460 can be used to communicate data and applications
to code signing authority application 452, by a software application developer (e.g.

25 software application developer 302 of FIG. 4) that needs to have applications
signed by the code signing authority. An AP} authoring tool application 462 can
be used by an author of sensitive AP[s, who needs to obtain one or mare public
signature keys from the code signing authority to protect the APIs.

[0082] it will be understood that in some embodiments, an author of
30 sensitive APls may also act as the code signing authority.



exanpl e network 450, is a web server, Code signing authority application
452 <can interact with clients in the network 450 through a web interface
456 accessible via the Internet 458, for exanple. 20 [0081] The clients

wi th which code signing authority application 452 may interact can

i nclude, for exanple, signature tool applications 460 and APl authoring
tool applications 462 executing on renote conputing devices. A signature
tool application 460 can be used to communi cate data and applications to
code signing authority application 452, B -a software application devel oper
(e.g. 25 software application devel oper 302 of FIG 4) that needs to have
appl i cati ons [088Yned bfodheigpvgeatiheiy applationAb2 yill #ao ARVe aceassito Al t ool
appl i catl on 487t 6AB ol iNBAflatdh AlaBIlR Sy 60 L BrtbleSsigiidelgds. Lo
obtain one or nmore public signhature Keys fromihe code signing authority
to protect tsoradpbs. Dat@sndlient infariratibe datattess b dnd pavatersigutwredapottirerent s,
an aut hor of LI | .as. the . | apning.authority.
2 Toosa] ASAGErBERBLE TR e Bl R s o TR 2P cess 1o
at | east onetadgedeviced, et nam atrebassarifoédsaedhgtichibasit compuipg vat e

si gnature ke%evaé%rg 466. Data in client information database 464 and
private signature Ee'y store 466 may be housed on the sane storage device

or distribut r oss L1 t qrage devi Whi C not
necessarily i@%ﬁe phylgwgL%D!)J/ﬁ%eﬁséﬁﬁggﬁeﬁsg&sc%@?gé%zéh F’g‘ggﬁﬁ It wll be
under st ood byopepsatts seawhlirelHIG. VB ae @otided ay wdyef egemplenany sarsiitbain i n FI G
7B are provi . Of anple only, and that conputjn vice 454 wl |
general ly co%%ﬁpggn%\@%\g © égﬁggﬁ%%%gﬂlyndo%\sﬁO@?]ertc(? ”FH%;S@ agﬁ'ﬁ\%%f n FI G
7B and et cdingzeishewdiif FéBeT8 ane Mg emsiserdif@entdimpdrgplseineatiatti ons.

[ 0085] Ref errinI agfli.n to FIG 7A, prior to receiving code signing
registrati on*‘P%gﬁ‘é AoB%d code si gni ng requests from software application

dovel oper s Tl 1L DS TRSEEh e S Fld5 Bt byt BRPETS .
first be genergidtedionsequdsdd atdieoddsihing réquestafomeodtiviaes bpglicatiort he APl s
o v o BbyP i " e R i e o tpafct Reae agpets v
15 method 400, a private key/public key pair needs to first be generated, so that the
public key can be attached to the APls (e.g. classes) that are to be protected by
classifying them as sensitive. The private key can be stored locally {e.g. in private
key store 466 of FIG. 78) by the code signing authority for later use. Accordingly,
at step 410, which is performed prior to any steps involving code signing, a code
20 signing authority application creates a private key/public key pair for the APls that
the code signing authority wishes fo control access to. A key pair may be
generated for each individual sensitive API to be protected, or the same key pair
may be applied to multiple APIs, for example. As further examples, different key
pairs may be generated for APls on different devices, or for APls on different
25  models of the same type of device. Step 410 is described in greater detail with

respect to example embodiments, with reference to FIGS. 8A through 8C.

[0086] Referring to FIG. 8A, in one embodiment, there is provided a means
for determining and displaying the randomness quality of random numbers
generated by a random data service on a computing device. It is understood that
30 when a public key cryptosystem is used to generate key pairs for example, one
needs a good source of random numbers for key generation. Generally, the more

random the number, the stronger the generated key will be. A good source of



key store 466 of FIG 7B) by the code signing authority for |ater use.
Accordingly, at step 410, which is perfornmed prior to any steps involving
code signing, a code 20 signing authority application creates a private
key/ public key pair for the APIs that the code signing authority w shes to
control access to. A key pair may be generated for each individual
sensitive APl to be protected, or the sane key pair may be applied to
multiple APls, for exanple. As further exanples, different key pairs may
be generated for APIs on different deviced®-or for APIs on different 25
nodel s of the sane type of device. Step 410 is described in greater detail
with respect® @%‘%P@S&Wﬁ@ﬁf@erwflﬂhafeei#'éﬁﬂ@\ﬂ@@nﬁm@r@taew fwhr ough
8C. 10086] Repeehtiaigdversthis, BAinbionanddadiBeR! derhBfton) § phyGKhded a
means for determ ning and displaying the randomess qual ity "of random
nunbers genePXCEEF BRY Rerhash sicadnanisehysicabpwsessasanpett iglydendas. 1t is
understood that 30 when a public key cryptosystemis used to generate key
pairs for exa&&ls@, one !N fieawbadigind stmndem @dfta sanvitsns providedsthibis kage
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principle, r Lved; - Lcal . C e st,
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enbodi ment , KeyhpdEmdanauseevEnte dns hardwagddkersatoriesxamptite Bhacressi bl e to
the code signy I I i O or .generating. ,public key/private
key pairs. Tkr}ﬂedaggn E)ér%]q%g?%{lptggrﬁ)(%/F@?dﬁe&@rggea‘grﬁ@%ﬁﬁ'ﬁ%@%&o@tgﬁtﬁf ?Ug%m dHaom a
few di f f et@nttodomMiderndoncdalaitmgpslizatiahs ihat tesjuewt i) dovso proydeg hanfzuce &Pl s,

keyboard and r [ kens, for exanple. The random
data service tﬁ%@ﬁ’é’ﬁ/@gﬁga@?g@ﬁeﬁﬁﬁ?@e&% ﬁ#&?@a&fﬁ%cfi ons: to gather
random dat a, O proyj r appljcations, that. request it, and
to provide a[%g%é ure o%“ &tgﬁga}ﬁl’gﬁgggrﬁ%%gﬁéésﬁ’a(ﬁ)@%y %fthef ﬂatar%{%ﬁ?g’é{ﬁ‘ieit has
gat her ed. [ 008®Joradata sgsvidd is datbeninadd onihesembegiliehy radddrh eatiathat garowé ded

by the rand i I ermned.. In this enbodi nent, random data
that can be %%ﬁ%@ﬁﬁﬁé&%g?ﬂééﬁgﬁnqo\gs@&?ﬁ%ﬁ%h% P SRARRYAHA SEN ¢ I£F)%{ndom
data ser VviTe expople, vhiletampindprmdtts eetvite ardre) dakdanseityintg, Bxecut es,
random dat a in def i ned-si | pck e.g. 20,000 byte
bl ocks) cont g%ﬁ%%gﬁgﬁ%iéééf%%dasmepdr I:?Ioceks (%.g_ 2%,0%%%3/?&3 glocEs)(conﬁnuously. Rt y
this step, the generated random data is considered (e.g. continually, by polling the
random data service at some interval, such as once every 0.5s), and statistical
randomness tests can be applied to the sequence of random data blocks.
20 Various randomness tests (e.g. a Federal information Processing Standard (FIPS)
test, FIPS 140-2) are known, and one or more of such tests may be applied to

facilitate a determination of the quality of the generated random data.

[0089] Depending on the randomness test used, and the manner in which
results are provided by that randomness test, it may be possible to map each

25 result onto one of a number of pre-defined, qualitative measures of randomness
quality. For example, the random data service may apply a predefined mapping
in order to indicate the randomness quality at any given time as satisfying one of
the following states: unknown, unacceptable, poor, acceptable, good, excellent,
error. At step 412, this indication of randomness quality may be displayed to a

30 user of the code signing authority application (e.g. an administrator of the code
sighing authority).



this step, the generated randomdata is considered (e.g. continually, by
polling the random data service at sone interval, such as once every
0.5s), and statistical randomess tests can be applied to the sequence of
random dat a bl ocks. 20 Vari ous randommess tests (e.g. a Federal Information
Processing Standard (FIPS) test, FIPS 140-2) are known, and one or nore of
such tests may be applied to facilitate a determnation of the quality of
t he generated random data. [0089] Dependw on the randonmmess test used,
and the manner in which results are provitied by that randomess test, it
may be possi 2@@ hf map.each 25 result onto one of a nunber of pre-defined,
qualitative 2 es ot VhiRIDRAER U RHRNEYMNERS quBlinRE bedisplavaddisindat a
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quality at an |vg_‘nt|rre as satisfying one of the follow ng states:
unknown, unactsEpt JBIeEe SRt May elserteaiyriaer mepeed bie e feveeitnumbearcbcoliestive t ep

412, this inditgat] é’ébhqgieﬁtﬁiﬁg%?}mcﬁlﬂﬂé iH¥ntﬁ%)é iﬁgaﬁérﬁ@rﬁ%ﬁ‘ﬂﬂéﬁsa 30 user of

the code signing authority application (e.g. an mnistrator of the code

si gni ng aus hquody) - - 28or ERAKAL, MBIk enMbARGAC M BRIGhNE mess quality
may be displayed using the names of one of the above-nentioned states,

di fferent i ddRPESERILE aFe/cUPdn ageafiiGlighl iconhwhishsieathesdisplgyed o Beerf ur t her
mapped into ankAues afkiehen2 ot i RS ' il
descriptive identi f?er ,g'pi n Vapﬁgﬁ%%g%pﬁéiﬂ:ﬁaé&lft@%ﬂﬁs@ﬁﬁuﬁaht&)g%%ﬁﬁy@i n
one enbodi nerd qas¥ ferahdwsnte saderatanidt YWast usersprit beriaretianwitl thootraffic fighta
traffic |Iight.df [ Lo R aved, | Wt erf ep
412. This marll%er’%g?i tmggﬁe e(e:(?lét}} Q%”%"fm@ nneggmcﬁ%u%r#é?@a%ﬂw hﬂ?int%?&g%g%ﬁé easy
for a uself t dheindebstsanat wikbstusad éo sreaitd keybeaifsafor todsr signith appbcatioasf i ¢
light icon, and this inmage can be used to portray the current quality of
randomess ofl00%2]t he nifiEaf§c lighiticen islusbd tedledirate toe carentkeyel pai rs for code

signing appli NS, 9 : fi i i i illustrate
t he current Ir%@edl of ® qru%ﬁtgb%&ndeg%ﬂcj]%@%;’tob 8 Olfglhggé 3%]%%?%3&? e§§g’§%e“5g’f g'{eﬁﬁZe
col ors (e.g. bregr oy éhd gurenyfeyeh) Red sapeeseants alséate ur which kegy ehoulRedt be

represents a i i h .not be created because the
randomess qﬁa |t@b’:&\%u\\%rtl_glé]'baiég%ﬁm%_rsggg%lgﬁgsev%%goi%OF éﬁ%‘rﬁé@% quality
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which the qualdiLyedis 2 RERE in FALH NS q&‘g% & pi)c}or,V\é)nLtllj She'Oher8t would not be
recommended that keys be generated in a security-conscious application. Green
represents a good quality of randomness, and users are advised that it is
relatively safe to create keys.

20 [0093] One possible mapping of the seven initial states noted above into a
color for the traffic light icon may be as follows:

Red: {unknown, unacceptable, error}
Yellow: {poor}
Green: {acceptable, good, excellent}

25 [t will be understood by persons skilled in the art that other initial state sets and
further mapped state sets may be defined in variant embodiments, and how they
are predefined may depend on the specific randomness test(s) employed.

[0094] An example dialog box of a user interface in which the traffic light
icon is displayed is shown in FIG. 8B. A descriptive identifier (e.g. based on one
30 ofthe seven initial steps, or a different identifier corresponding to the color of the

light being displayed) may also be displayed with the traffic light icon as shown.



recommended that keys be generated in a security-conscious application.
Green represents a good quality of randommess, and users are advi sed that
it is relatively safe to create keys. 20 [0093] One possi bl e nappi ng of
the seven initial states noted above into a color for the traffic |ight
icon may be as follows: Red: {unknown, unacceptable, error} Yellow {poor}
Green: {acceptable, good, excellent} 25 It wll be understood by persons
skilled in the art that other initial state sets and further napped state
sets may be defined in variant enbodi ment%,” and how they are predefined

may depend on.the specifjic_randommess test(s) enployed. 0094] An exanpl e
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16 created in known manner (e.g. using an RSA algorithm). At step 415, the private
key is stored for future use by the code signing authority (e.q. in private key store
466 of FIG. 78), and the public key is deployed. The public key can be attached
to sensitive APi(s) that the code signing authority wishes to protect, or it may store
the public key in a repository, which is made available to code signing system
20 components executing on computing devices when signature verification is
required. In FIG. 8C, an example dialog box is shown, where users of the code
signing authority application can send a created public key to AP authors (e.g. via
AP1 authoring tool 462 of FIG. 7B) to embed in their APIs, in order to protect those
APls.

25 [0097] it will be understood by persons skilled in the art that the features
referred to in the description of FIG. 8A, including the displayable traffic light icon
for example, may be implemented in other applications adapted to use random
numbers, for generating objects other than key pairs for code signing. For
instance, these features may be employed in applications where personal

30 identification numbers (PINs) are generated, or in applications where session
keys (e.g. used to encrypt data in accordance with a symmaetric encryption
algorithm) are generated.



466 of FIG 7B), and the public key is deployed. The public key can be
attached to sensitive API(s) that the code signing authority wi shes to
protect, or it may store the public key in a repository, which is nade
avai l abl e to code signing system 20 conponents executing on computing

devi ces when signature verificationis required. In FIG 8C, an exanple

di al og box is shown, where users of the code signing authority application
can send a created public key to APl authors (e.g. via APl authoring tool
462 of FIG 7B) to enbed in their APIs, iH order to protect those APIs. 25
[0097] It wl] Dbe understood by persons skilled in the art that the
features refl@PP8 to Refarien agaete biG o\ Gfterpes ogmore pighlicdiens heme been
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are generated, or 1 n applications where session eys (e.g. used to encrypt
dat a i n actordi@teredif @regisyghonetaduesidn ceagitaddry thelogde istaming authoiifgner at ed.
-31- [0098] j i Fl G - r i £ keys have
been creat eg% ﬁééstﬁtoggroﬁg spg‘%vggasép?g?%@noﬁgﬁﬁ%@%ﬁg\{'?dg\%etggg?%sl%ubsequent
steps of netdeoditiv®BPar Ehipeedisirated rehesstds hehtpracessap phd eatdtenmidaticl aper
devel ops an | i . e a ) Pl en
classified aﬁ@%ﬁ?ﬁ?%e@%g&?%@o@f’eé%%ﬁé%ouic?gcz%queﬁeaﬁe ?\42@%&%&;@@? t?r ecei ved
by the code sireptendetalivitoréespect mpplangdd eorbotiincents, veithf refeareecafupfliCc &t | on
devel oper that wi shes to access a sensitive API. This registration request
is then pthbcde@¥] and l 6t 6 timermisippovidsd atnoethvbe bhegistdreng ayestity &tricode
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services in [ ce w th one enbodinment. In the e e described wth
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devel oper s uss.ggthkn@hmnarm@dntet website).

[00100] At step 421, a registration request is received by the code signing
authority application from the software application developer (AP client”). The
registration request includes information that may be used by the code signing

20 authority to validate the identity of the software application developer. This
information may include typical identification information (e.g. contact information),
and may also include credit card information that can be verified by the code
signing authority. This information may, for example, be received through any of
a number of different bands of communication. For example, data may be

25 exchanged via Secure Socket Layer (SSL) web forms, for example.

[00101] Information received from the software application developer is
verified at step 422. For example, a credit card company may be contacted (e.g.

electronically or otherwise) to validate the credit card information received.

[00102] if the verification is not successful, an error message is returned

30 (step 428). On the other hand, if the information is successfully verified (e.g. if the
credit card information supplied is successfully validated), at step 423, a unique
client ID and PIN is generated by the code signing authority application. An



(e.g. through an Internet website). [00100] At step 421, a registration
request is received by the code signing authority application fromthe
software application devel oper ("APlI client"). The registration request

i ncludes information that may be used by the code signing 20 authority to
validate the identity of the software application devel oper. This
information may include typical identification infornmation (e.g. contact
information), and may al so include credit card information that can be
verified by the code signing authori ty.'?’?h“i s information may, for exanple,
be received throul%h any of a nunber of different bands of communi cati on.
For exanpl e, 5PYTHEGCHdomsavig-haslient 1D RiNergrathesdeioanalionassocis@d wille b
forms, for exagBbeciid QMRFL abPfiERU0B0pEaREY 86 cfdefh 1d1IA4 1R Biony
application devel oper is verified at step 422. For exanple,”a crec?lt card
conpany may HeOEBRiIUdaiabqse (5.9 chentdnfoanatian dajakasectaderiiiiiGe Y B) mainddinerht e
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successful, an error ge is returne p
if the i nfoor m@pligrions successf ul | y verified (e.g. if the credit card
information supplied is successfully validated), at step 423, a unique
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dat abase 464 of FIG 7B) mmintained by the code signing authority and
accessi bl e t 021041 codeVremyaieatiomot therdccyurs rapmt issaediatnd WihGhe 3pftwarea

variant embodbgRation h@@eié’;}»é\‘, R IJS(ES'I]Ed rhgégﬁx 5»%%0%&%@5«% oﬁrPe\F. the
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shared with fHemedige tkatgnanbe deehtr ingpagothestodmageaptlicatiepddalopdrd0104]
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devel oper, tn%ylb%%roﬂ&e& Ovﬁh%ofgﬁn {(e.g. via a user interface 468 as shown in FIG. 7B)

that allows various details or restrictions to be associated with that software

application developer’s account. An example form iffustrating details that may be

updated in an account record by a user of the code signing authority application is

20 shownin FIG. 10. Some of the details of the account record may be populated
automatically with pre-determined default values.

[00105] Details that may be saved in an account record associated with a
software application developer may include, for example, data needed to send e-
mail notifications to specified e-mail addresses (e.9. a “To:" address, a “cc:”

25 address, a “bee:” address, ete.). Flags may also be set to send an e-mail
notification to the specified address(es) whenever a registration attempt occurs,
whenever a code signing request is made, whenever an error occurs in
processing a registration attempt or a code signing request, and/or whenever any
frreguiar behavior (as may be defined in the code signing authority application) is

30 detected to have occurred. Flags may also be set to send an e-mail notification
whenever some other predefined event occurs. E-mail notifications allow

software application developers, administrators, or other parties to monitor an



15 signing authority application (e.g. an adm nistrator of the code signing
authority) may be provided with a form(e.g. via a user interface 468 as
shown in FIG 76) that allows various details or restrictions to be
associated with that software application devel oper's account. An exanple
formillustrating details that may be updated in an account record by a
user of the code signing authority application is 20 shown in FIG 10. Sone
of the details of the account record may be populated automatically with
pre-determined default val ues. [00105] Befails that may be saved in an
account record associated with a software application devel oper may
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[06108] At step 424, the client iD and PIN, and potentially other registration
data, are transmitted to the software application developer. While information in
the registration request is received at step 421 over a first band of communication

20 (e.g. an SSL connection), and the client (D and the other registration data (except
the PIN) may be transmitted back to the software application developer over the
same band of communication at step 424, in one embodiment, the PIN is instead
communicated to the software application developer using an out-of-band
communication means (e.g. by telephone, by fax, etc.). This out-of-band

25 communication means is different from the band of communication used to
transmit the client ID and the other registration data to the software application

developer at step 424.

[00109] In the variant embodiment mentioned earlier, in which the PIN

and/or client ID is generated by the software application developer instead of the
30 code signing authority, use of this externally generated PIN and/or client ID may

then be confirmed or denied at step 424. If use of the particular PIN and/or client



exanpl e inpl enentation, a software application devel oper can have an 15
application signed only so long as his account has not expired and there
are allowable code signing requests (e.g. credits) renaining. [00108] At
step 424, the client ID and PIN, and potentially other registration data,
are transmtted to the software application developer. Wiile information in
the registration request is received at step 421 over a first band of
comuni cation 20 (e.g. an SSL connection), and the client ID and the other
registration data (except the PIN) nay'ﬁ%*transnitted back to the software
application devel oper over the sane band of conmunication at step 424, in
one enbodi menl iStdgaied) A1 PHOT Meseaae Mep fpiueackl the seflwarsoitnlieation

application d@é@k@@e(ﬂd@b@ﬁ@m@%{%O:@‘nd comuni cati on neans (e.g. by

t el ephone, by fax, etc.) I's out nd 25 comuni cation neans is

different fromotfy bands efooCoBTUREGAIARA e Rdetdved HARMEad fignfli ent 1D

and the other regi'stration data e software applicatrion evel oper at
step 424. [00a4ogrity applivativafrperthe saffodienamtication devetapesawhice constitutebiaoh t he

PIN and/o i D . WA | Lcat : .oper
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signing authgri i cat] romthe software appl .cation devel oper,
ahich conat i 0 ehs SxRRBINGR, tMentiin e RorrSPRE M Rh 5 SPirePBer e o
applicati per. i.St. ion file jncludes the client LD and PIN
Chat was (o ateftieg | s ieb Bl Rl R kB PRRE Y et bk e,
public key t H&6 iz onietdeddhetpoivateprdayyatbéic key paihétat inggndrhed te afgrvarde
application I i >cted Lo ssess, and possihl ther,data. 1In
one. enbodt mede! e S fERRFEs b ReBRT FEBse Gl BRI EsP B Fon. ' 1o
[00111] For gublt ey ekaved jront the spithlarecaisivhtion dalsogerat paipr42cteneed to at
step 425 is rel.ated t.o the private key blic ke ai.r that is generated
to sign and p\%grﬂfﬁ%rlggFt%?p@%ggBFY83‘{i(%ﬂs{hggmaég‘éy?%ggnﬁsf’ﬁg%@faerence to
FIG 4. Itist eadificatoe ayudityoudeelytorexciringederfdoastl nsagés pafeenibé i cat i on
devel oper at sgﬁﬁgrellazp%liE:éstio%ndeeveioper and third parties to facilitate secure

communications. In this context, the public key for secure communications can

be subsequently used by the code signing authority application to verify

messages, such as code signing requests, which are received from the software

20 application developer. In fact, the registration file received at step 425 may, itself,
be digitally signed using the software application developer’s private key of secure

communications.

[G0112] The registration file received at step 425 contains not only the client
ID transmifted fo the software application developer at step 424 through a first

25 communication band, but also the PIN that was communicated to the software
application developer through a second, “out-of-band” communication means in
accordance with an example embodiment. By using different communication
channels to transmit registration details to the software application developer,
there is a lower risk that third parties may come to know both the client ID and the

30 correct PIN associated with that client {D.

[00113] When the client ID and correct PIN associated with that client |ID are
received at step 425 and successfully verified at step 426 by the code signing



part of a private key/public key pair (e.g. that may have been issued by a
15 certification authority) used to exchange encoded nessages between the
software application devel oper and third parties to facilitate secure
comuni cations. In this context, the public key for secure comrunications
can be subsequently used by the code signing authority application to
verify nessages, such as code signing requests, which are received from
the software 20 application developer. In fact, the registration file
received at step 425 may, itself, be digi®ally signed using the software
application devel oper's private ke¥ of secure comunications. [00112] The
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comuni cations ,held b t.hc-f( sof tware application devel oper. The public key
can be subs&GddHON RIEUGKEY t he code signing authority to verify nessages

that are pur ted to originate fromt sof tware application d | oper,
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key. the information verified by the code signing authority should nevertheless
comprise some details that were transmitted to the software application developer
through one communication means, and some other details that were transmitted
to the software application developer through some other communication means,
20 so that at least some of the advantages noted above may be realized.

[00115] As a further security measure, in one embodiment, the code signing
authority application is adapted to keep track of the number of registration
attempts made against any given software application developer's account. After
a predefined number of unsuccessful registration attempts are made against an

25 account, that account may be disabled. This is to prevent a brute force attack on
the PIN that is shared (e.g. at step 424) between the code signing authority

application and the software application developer.

[00116] As noted earlier, verification of the registration file is attempted by
the code signing authority at step 426 (e.g. by matching the client ID and PIN
30 received with those in saved in the corresponding account record), and a
determination is made if the verification is successful. If so, then the account
record associated with the software application developer is updated to reflect a



[00114] In variant enbodinments, different information other than the PIN
may be transmtted to the software application devel oper over the second,
preferably 15 "out-of-band" conmuni cati on neans. However, in these variant
enbodi nents, the information verified by the code signing authority shoul d
neverthel ess conprise sone details that were transmtted to the software
application devel oper through one comuni cati on nmeans, and sone ot her
details that were transnmitted to the software application devel oper
t hrough sone ot her comuni cation neans, ~“20 so that at |east sone of the
advant ages nat e Ve . .be realized. [00115] As a further security
neasure, in oérygg%%@&?%nﬁ%font%é’?%ﬁ&@&rif‘ﬁbe” UTeRAoeyapbe retuinedioi s
adapted to kebpstitaalk fQiplitdtRnisvbRbepht Ji69US8 r @béé?ﬁ'call?t Ledted azﬂetﬂé agal nst
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client | D ande®ai¥ed fsam tee spfarewipplicatian sieveinpsrivetieiavdesigring agspimdi ng
account recolghlic4Bd a determination is made if the verificationis
successful. It so, then the account record associated with the software

application geyelrpper [i{@feH—%aéﬁqj foq:lb‘?&h?ﬁﬁeeraar %@*@afag‘%g&ﬁ{"ﬂ'd&g‘??g i|:$'ati on

at step 427; if not, an error ‘nessage nay rne e software
appl i cati'¥n guceasslyly registstesiatst 48hsoftivarsadpplicatinnssit ypi@ifly thévebe account

cat i%h s 5 ;
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appl i cation HeN&PRgEer in the client information database, and may be used
inthe future to verify comunications, including code signing requests,
whi ch may bel00dBhi ved\tistamfthe eastetsigirieg rspies tiatré arivaibvenapequestot,he code
si gni ng aut hapichYs a 3BRLAAdMRat ' ain Lo ElG  fA after a
sof tware applicati gn glgvel oFS e'r atl"{srp‘g)%ws”ﬁfﬁiﬁ%%ﬁg"ﬁg'egﬁ%tcgggégé‘{” step 420,
sof t war e 18ppladeast roags ingiude, foy sixempley thehaienbl® asagoisited with fior asiaynt ofgtheo t he

code si gni NGsGifAre abbicatbn ddGeBPLL WR LW IARRhS S8R %on to be signed. In one
embodiment, a digital signature of the software application developer
accompanies the code signing request, wherein the code signing request has
been signed using the software application developer's private key. This
20 facilitates authentication of the identity of the software application developer,

[00119] At step 440, the code signing authority application verifies that the
code signing request received at step 430 is a valid request made from a
registered software application developer. This step may comprise, for example,
obtaining the public key associated with the received client 1D and verifying the

25 digital signature appended to the code signing request, confirming that the
account identified by the client iD has not expired, and confirming that there are a
sufficient number of credits indicating allowable code signing requests remaining
for that account.

[00120] If it is determined that a valid request is being made, then at step
30 450, the account record associated with the account identified by the client ID is
updated. This may comprise decrementing the number of allowable code signing

requests remaining, for example. In some embodiments, information relating to



devel oper. [00118] At step 430, a code signing request is received froma
requestor, which is a software application developer in this exanple. The
code signing 15 request may include, for exanple, the client |ID associated
with the account of the software application devel oper, as well as the
application to be signed. In one enbodinment, a digital signature of the
sof tware application devel oper acconpanies the code signing request,
wherein the code signing request has been signed using the software
application devel oper's private key. This>20 facilitates authentication of
the identity of the software application devel oper. [00119] At step 440,
the code si gnthBdeauashBaytalsolpm bavastin@rog.arhich emytheattotedn thodienti gni ng
request receliﬁﬁf#méﬁoﬁ&%blé@@(é.@ AP, f%sd@@@th@?@#@r@ge Gegist ered

sof tware application devel oper” This step may conprise, for” exanple,
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request, and the appropriate private signature key can be used accordingly to sign

the application at step 470.

[00124] If it determined at step 440 that a valid request has not been made,
then an error message is returned at step 480. A notification e-mail may be sent

20 at this step depending on the account settings.

[00128] It will be understood that any actions taken by a user of the code
signing authority application (e.g. an administrator), including the modification of
account records or the initiation of a code signing key pair creation for example,
may be conditional upon successful verification of a user password or upon the

25 provision of some other access control mechanism.

{00126] It will be understood that steps 430 through 480 may be repeated
where multiple code signing requests are received from the same software
application developer, and that steps 420 through 480 may be repeated where

code signing services are provided to multiple software application developers.

30 [00127] While a digital signature generated by the code signing authority is
dependent upon authentication of the software application developer and



signature key. The code signing authority application may al so be
configured to forward the file containing the digital signature to other
parties at this step. [00123] In enbodi nents where the code signing
authority may control access to different APIs protected by different
public signature keys, indication of 15 the digital signatures that need to
be generated may be included in a code signing request, and the
appropriate private signature key can be_used accordingly to sign the
application at step 470. [00124] If it dggérnined at step 440 that a valid

request has not R}%&n rr%g , _then an error nessage is returned at step 480.
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the subsequent encoding of the hash with the appropriate private signature key.

[00129] However, in another embodiment, the application to be signed by
the code signing authority is not received as part of the code signing request.

20 Instead, a hash (or otherwise transformed version of the software application) is
received with the code signing request, where the hash has been generated by an
individual or entity other than the code signing authority, such as the software
application developer himself for example, using the same hashing algorithm that
the code signing authority would have otherwise used had the actual application

25 been received by the code signing authority for signing. The hash can then
(subject to account verification) be encoded using the appropriate private key by
the code signing authority. Since the original application is never received by the
code signing authority in this embodiment, software application developers need
not fear disclosing confidential algorithms or data. Furthermore, the code sighing

30 authority may benefit since any risks associated with the applications may be left
to remain with the software application developers. The code signing authority
would then typically be under no obligation to check or verify code integrity, or to



signing authority receives a software application froma software
application developer for signing with a code signing request. That
application is then signed by the code signing authority once the identity
of the code signing requestor is authenticated, and certain account
information of the requestor has been verified. 15 Signing of the
application typically involves the generation of a hash (or otherw se
transforned version of the software appll ation) by the code signing
authority, and the subsequent encodi ng 'o’ the hash with the appropriate

private signature ke [00129] However, in another enbodi ment, the
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sign. This technique al so reduces the anbunt of data that the code signing
authority application needs to handl e when processing code signing
requests 5 [00130] The steps of one or nore of the methods described herein
may be provided as executable software instructions stored on
conput er -readabl e nedia, which may include transm ssion-type nedia.

[ 00131] The invention has been described with regard to a nunber of

enbodi nents. However, it will be understood by persons skilled in the art

t hat



10 other variants and nodifications may be nmade w thout departing fromthe
scope of the invention as defined in the clains appended hereto. -40-
Clainms: 1. A method (420) of registering entities for code signing
services, the method conprising the steps of: receiving (421) a

regi stration request froman entity requesting registration 5 for code
signing services, wherein said registration request conprises data
associated with the identity of said entlzy aut henticating (422) the
identity of the entity by validating at 494st a subset of said data in
sai d registraifon request; generating (423) an account record for the
entity, wher d account 10 record conprises at least a first and a
second identifier associated with said entity; transmtting (424) one of

the first andl.sacesttod A of ieRlisteriny &titids ditdoti¥ signhPserbicestthe atsmgd cat i on
channel and the ot her of the first and second identifiers via a different,
second comurfiPEH B BRSIRREIT 15 receiving (425) a registration file from

said entity; and esuiid42d) 642§stratttregaéd floR0hs Ehitirequddtihg répsmationes at

| east both_ of sai f| rst and second identifiers prior to accepting said
r egi stratidn requé¥tcods SIORNY $REYIRBY VaTerein £aif FPS'S\‘}{}HB‘?%f%UPH%CCTmFP%@S data

identifier is a clagmaté@mnqhé(mhggyrbfrsgg ergcond identifier is a PIN. 20
3. The method of claim2, further mprisi ng t he ste&iof generatlng t he

ciient 1D and t hauPERICHNa A& ee FsabTol dhaphite bywhgdating adteastastidetie of
the client ID andgtbgy 85{\31 @,rsg,d @ﬁ@gﬁ@#@% %st he entity and conprised in the

regi stration request. 5. one of the preceding clains,
wherein the data Q@%@ét'fm &?3) 28 agfeuntirerand fanthe eniitiewbercin said @aptundes

credit cardl 0" or Rl pBa s alesedhd) S s&BhideriABRaIELEauRE ot ep

of authenticating th tit he entity conprises va atlng sai d
credit card i nf or Agitlieokity. 6. The met hod of any one of the precedl ng cl ai s,

wherein the firstq,cORmHY @3k M SAREARY ahd sBRomtide NS §08 entity via a
first communication channel and the other of the first and second identifiers
via a different, second communication channel;

15 receiving (425) a registration file from said entity; and
confirming (426} that said registration file comprises af least both of said

first and second identifiers prior to accepting said registration request.

2. The method of claim 1, wherein the first identifier is a client {D and wherein the

second identifier is a PIN.

20 3. The method of claim 2, further comprising the step of generating the client 1D
and the PIN.

4. The method of claim 2, wherein at least one of the client D and the PIN are

generated by the entity and comprised in the registration request.

5. The method of any one of the preceding claims, wherein the data associated
25  with identity of the entity comprises credit card information associated with the
entity, and wherein the step of authenticating the identity of the entity comprises

validating said credit card information.

6. The method of any one of the preceding claims, wherein the first

communication channe! is an SSL connection.



-41- 7. The nethod of any one of the preceding clains, wherein the second
communi cation channel is one of tel ephone and fax. 8. The nethod of any one
of the preceding clains, wherein the registration file conprises a public
key associated with the entity, and wherein the nmethod further 5 conprises
the step of storing the public key for future verifications in which the
public key is used to verify a digital signature received fromthe entity.
9. A conputer-readabl e medi um conprising jnstructions for perform ng the
steps of the nethod (420) as cl ai ned iﬁ%&ﬂy one of the preceding clains,
wherein said_instructions are executable on a conputing device. 10 10. A

system for régi SR@Mepddftany; e afdhe pwgadion gHiime WesreinctBs seeeifbri sing a

client inford@imhdicaahabastealid64d of & ALisng g plurality of account
records, and a code signi ngealut ﬁoroityepz%p iacatf%én (452) which, when

executed on g conputing device, perforns the steps of the nethod as
clained in afy Brr,xgr‘r@fhog ofiany onerqd the preceding claims, wherein the registration file
comprises a public key associated with the entity, and wherein the method further
5 comprises the step of storing the public key for future verifications in which the

public key is used to verify a digital signature received from the entity.

9. A computer-readable medium comprising instructions for performing the steps
of the method (420) as claimed in any one of the preceding claims, wherein said

instructions are executable on a computing device.

10 10. A system for registering entities for code signing services, comprising a client
information database (464) for storing a plurality of account records, and a code
signing authority application (452) which, when executed on a computing device,

performs the steps of the method as claimed in any one of claims 1 {o 8.



