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BACKGROUND
Field

[0003] This application relates generally to wireless communication and more

specifically, but not exclusively, to improving communication performance.

Introduction

[0004] Wireless communication systems are widely deployed to provide various
types of communication (e.g., voice, data, multimedia services, etc.) to multiple users.
As the demand for high-rate and multimedia data services rapidly grows, there lies a
challenge to implement efficient and robust communication systems with enhanced
performance.

[0005] To supplement the base stations of a conventional mobile phone network
(e.g., a macro cellular network), small-coverage base stations may be deployed, for

example, in a user's home. Such small-coverage base stations are generally known as



base stations are connected to the Internet and the
nmobil e operator's network via a DSL router or a cable
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improved network interference management for wireless networks.

SUMMARY
[0008] A summary of sample aspects of the disclosure follows. It should be
understood that any reference to the term aspects herein may refer to one or more
aspects of the disclosure.
[0009] The disclosure relates in some aspects to assigning restricted access nodes
(e.g., femto nodes) to a designated channel (e.g., carrier). Moreover, access terminals
that are in active communication with a macro access node also may be assigned to the
designated channel while access terminals that are idling on a macro access node are not

assigned to the designated channel. In some cases, active access terminals with low-
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restricted access nodes and access term nals
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access node and/or an. access term.nal (e.g., a haonme, .
the access terminal may determine whether 1t 1s within a éovelgage arca of a designated

(e.g., preferred) access node that is operating on a different carrier. If so, the access
terminal may perform a handoff to the designated access node. In some aspects such a
scheme may reduce interference between restricted access nodes and access terminals
associated with macro access nodes by facilitating a handoff to a designated node if the
access node is near the designated node.

[0012] The disclosure relates in some aspect to controlling access to a restricted
access node. For example, when an access terminal attempts to gain access to a
restricted access node the restricted access node and/or an access terminal (e.g., a home
access terminal) that is associated with the restricted access node may determine

whether to allow the requested access. In some aspects a decision as to whether to



access termnal) that is associated with the
restricted access node may determ ne whether to all ow
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[0017] FIG. 4 is a flowchart of several sample aspects of operations that may be
performed to perform a handoff to another carrier based on received signals;

[0018] FIG. 5 is a flowchart of several sample aspects of operations that may be
performed to perform a handoff to another carrier based on location information;

[0019] FIGS. 6A and 6B are a flowchart of several sample aspects of operations that
may be performed to control access to a restricted access node;

[0020] FIG. 7 is a simplified diagram illustrating coverage arcas for wireless
communication;

[0021] FIG. 8 is a simplified diagram of a wireless communication system including
femto nodes;

[0022] FIG. 9 is a simplified block diagram of several sample aspects of
communication components; and

[0023] FIGS. 10 - 16 are simplified block diagrams of several sample aspects of

apparatuses configured to assign carriers and control access as taught herein.



communi cation conponents; and [0023] FIGS. 10 - 16 are

sinplified block diagrans of several sanple aspects of
wappanatioses configured to assign carriers andPCDE$2008/073341

access as taught herein.[0024]_In accordance with
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[0026] FIG. 1 illustrates sample aspects of a network system 100 where a macro
access node 102 provides macro scale coverage 104 (e.g., a large area cellular network
such as a 3G network) and an access node 106 provides coverage over a smaller
coverage arca 108 (e.g., a residence or a building). In some aspects, access nodes such
as the access node 106 may be used to provide one or more of incremental capacity
growth, in-building coverage, and different services (e.g., for a more robust user
experience). Thus, as a node such as wireless terminal 110 moves through the network,

the wireless terminal 110 may be served over a wide area by the access node 102 and at

a specific sub-area by the access node 106. As will be discussed in more detail below,
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network, the wireless termnal 110 may be served over

a wi de area by the access nodd® 102 and at a specific
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[00% The dcl)sclosure relates in some aspects to managing access and/or

interference issues that may arise when an access terminal is in the vicinity of a
restricted access node. These and other aspects of the disclosure will be described with
reference to a communication system 200 as shown in FIG. 2 and the flowcharts of
FIGS. 3 - 6A.

[0029] The system 200 will be used to describe the scenario that follows. The
wireless terminal 110 (e.g., a home access terminal) is associated with the access node
106 (e.g., a restricted base station) whereby the wireless terminal 110 may have full
access at the access node 106. In addition, initially the wireless terminal 112 is
associated with the access node 102 (e.g., a macro base station). At some point in time,

the wireless terminal 112 enters the coverage area of the access node 106 and attempts



[0029] The system 200 will be used to describe the
scenario that follows. The wireless termnal 110
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access node 106 (e.g., a restrjcted base station)
whereby the wireless term nal 10 may have full access
at the access node 106. In addition, initially the
wireless termnal 112 is associated with the access

%ge%faibﬁ%cé fimHnicat ?q A N Oas %%%gstsag%fé%%naﬁt @sn Wil lpeoéie%rlbed

he Wi re nal er’s e coverag

BL6S. @k s gﬁ&n%? aRd 1ﬁ@9@es]a%nfi‘£lijzeétc5§t%ﬁe§§92 Eﬁg&& ilgmumcate

conmmuni cat i on ., as guest access term na
wlthlth@@ccé@%ae@m ei:fﬁl 199, (eg %V&y&h%mu?%@bt%&lsb ncl udes

a centralized controller 202 that nay communicate with
[0e80pCCaas. DaResIidated Revctll BaBleGompoM&its BRACKARBE implemented
connections). [0030] FIG 2 also illustrates severa
sahpdeenodesriparcentisndehaith timyeaokingsrhéreinme Moaddude théeseaplexity of
nodes in accordance with the teachings herein. To

FKd g enlyrefceomwpiperéity afshfivin the vanbys modeewlt sbogdd be aprsreciated
are shown in the various nodes. It should be
thepsiedianeaapariats madynid laeore@rﬁtﬁdn@ﬁm@hmd%em the system,

I ncorporated into other nodes in_the s

frresResyae of vactHer Whitdt prawe Wi G 4 d] h@%ﬁdeﬁﬁnﬁg@g pransggiyers for

gojgﬁﬁgljlcgtgt%.gu\gﬁﬁ g%th;q{ szaﬁlg\sﬁ{@gqié éﬁ?%g?lg%%}llg rég%ltransrc]elver 204 of
204 112

b5 URETH LB ARSs Dot S L PR SRR

Fe%&]%i g'&éllaissl %@rhf?‘se?([s& f(ginéctﬁé M(? %Qnap?ésrhetre{hg&%tﬁlq‘(%§2 for

es a transm ransm

ﬁ'Q&’snﬁttf g%ﬁgn‘é%rana 14edHer s %r‘%bé@wﬁ% Q{ﬁﬁﬁ Tﬁ@ RodRARS may

al so may I1nclude access control access
iRRIde abdeBs Sordiflers4d. 8., adftds ol bR 160D1Y, thl PP fBEERS®Iling
to a node and for providing other rel at ed
fidteat tb @kt biyd &8 pr@ddint otter dldted Thetiodies aadagghtm@iein. The
i ncl ude comuni cation controllers (not shown) for
nedvaglsognayanviudé cahmonsatiart dontbHens (nadkswanidr franaging
providing other related functionality as taught
bemainicatidne vatthetheromdpomehios pidvidisg pthieecldted Gilon@llty as taught
W Il be discussed in the disclosure that follo
poemaThsathsr sompereats ibngrased i s avill da éirﬁcwe@ methe disclosure
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ﬁiﬂ%ﬁ ly ’SarFI{p% op36rations of a system such as the system 200 will now be treated in

more detail in conjunction with the flowcharts of FIGS. 3 - 6B. Briefly, FIG. 3
describes several operations that may be employed in conjunction with assigning
carriers to nodes in a system. FIG. 4 describes several operations that may be employed
in conjunction with switching to another carrier based on detected signals. FIG. 5
describes several operations that may be employed in conjunction with switching to
another carrier based on location information. FIGS. 6A and 6B describe several
operations that may be employed in conjunction with controlling access to a restricted

node.



descri bes several operations that may be enployed in
conjunction with assigning carriers to nodes in a

wWeyEvemi16Fl G 4 describes several operations tPEI/USHYS/073341

be enpl oyed in conjunction with switching to another
carrier based on detected sigﬁ%ls. FIG 5 describes
several operations that may be enpl oyed in conjunction
with switching to another carrier based on | ocation
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H033L c e FOr ilBiSHRbRN Rup@sey the fqHawingdescriiign 13 presqnfggy in the context
SRR MBS b, oS RS Rar al hes
Sty P s BRI Rl 6 e FOUR R 86 el Ra7 L BRna be
P SRS R BB R A SER bl R TRSEH o oppo
gﬂé}ﬁmﬁéé of %S@{ams%@ H{a:t SleSfeBdd %hﬁ%&%@% t%rrﬁﬁ’igﬁ%y.an d on

I ch acces erm nal s associ at ed th nacro ndodes are

(Bl PY e RdT&Yinp eniGaINY oA 1T, the cRidneBat g, ichirREd) 8h &¥&h femto
that may ot herw se ‘be caused by a restricted access

NG afd 6f athidhoacosksttdrenisdsBssotiara &lithagado ABddsraideoycd may be
Moreover, this nmay be acconplished while maintaining
sarftfolled enmitigatd inaferamae dfat triag otfvawise bs cas6dBp b rédsricted access
represent ed bg bl ock 302, all of the restricted access
n@fbecg)eraﬁmgl@et ysneehanyel be a assignets. tMorgovwnthsrmay be
channel . For. exanPle, all of the fento nodes in a
gqopg)‘phshed while maintaining sufficient utilization of the channels.

[0035] As represented by block 302, all of the restricted access nodes in the system
may be assigned to a common channel. For example, all of the femto nodes in a given
operator’s network may be deployed on the same carrier (designated the femto channel).
In FIG. 2, such a configuration may be achieved, for example, by cooperation of the
centralized controller 202 and the access node 106.

[0036] Blocks 304 - 316 describe a procedure that may be employed to assign a
channel for an access terminal operating within a macro cell. Such a procedure may be
implemented, for example, by cooperation of carrier selector components 222 and 224

of the nodes 112 and 102, respectively. For example, the carrier selector 224 may

configure the carrier selector 222 to operate on a designated carrier.
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assignnment). [0039] As represented by bl ock 310 and
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assignment of a macro access termina to a femto channel may take into account

whether such an assignment may result in relatively high overhead. For example, it
may be undesirable to place an access terminal that has high mobility on the femto
channel since this may result in a relatively large number of handoffs as the access
terminal passes by different femto nodes in the network. In contrast, if the access
terminal is relatively stationary and not within the coverage of a femto node, there may
be a much lower likelihood of interference with femto nodes and inter-frequency
handoffs. In this case, placing the access terminal on the femto channel may result in
better utilization of the femto channel.

[0040] Accordingly, in some aspects a determination of whether to assign a macro

access terminal to the femto channel may be based on the nobility of the access
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[0042] Referring now to FIG. 4, when an access terminal approaches a coverage
hole on its current operating carrier (e.g., caused by restricted node), the access terminal
may switch to a different carrier (e.g., in cooperation with a serving access node). The
operations of FIG. 4 commence at block 402 where the access terminal 112 is initially
associated with a macro access node 102 on a given carrier (e.g., designated as the first
carrier).

[0043] As represented by block 404, the access terminal 112 (e.g., the receiver 210)
will receive signals on the first carrier from the access node 102 and, potentially, other
nearby access nodes. The access terminal 112 may thus determine the C/I associated

with signals (e.g., pilot signals) received from the access node 102. In some
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408 (e.g., the access node is restricted to provide service to some other access terminal),

the access terminal 112 and/or a serving access node may determine whether to switch
to a different carrier at blocks 412, 414, and 416. For example, in some cases the access
terminal 112 (e.g., the carrier selector 222) may elect to switch to a different carrier
based on detection of signals from a restricted access node (e.g., access node 106)
and/or based on a determination that the C/I on the first carrier has degraded (e.g., due
to interference from the access node 106 operating on the first carrier). Here,
degradation of C/I may be indicated, for example, if the C/I is less than or equal to a
threshold value.

[0047] In some cases, one or more of the above operations may be implemented by
cooperation of the access terminal 112 and the access node 102. For example, the

access terminal may send information relating to the signals received at blocks 404 and
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[ 0048] The above procedure nay be used en the access
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For exanple, if a macro access termnal idling on the

i@ cahieanel detects degraded C/I due to a nearby
restricted fento node, the access term nal may
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term nal determines that the fento node is either open
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due to interference from the femto node and initiate an active inter-frequency handoff.
[0050] If a request by the access terminal 112 to associate with the access node 106
is denied and no alternative carrier is available within the coverage area of the access
node 106, the access terminal 112 may drop its call. In such a case, the access terminal
112 may end up in an idle state (e.g., within the coverage of the access node 106)

[0051] In any event, the access terminal 112 may continue to monitor received
signals as represented by operational flow back to block 404 (e.g., on the original carrier
or the new carrier). In this way, the access terminal 112 may repeatedly monitor for

coverage holes caused by nearby restricted access nodes and attempt to mitigate any

associated interference.
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whether the signal from the macro access node 102 is becoming weak (e.g., C/1 is
degrading).

[0055] As represented by blocks 508 and 510, the access terminal 112 (e.g., a search
controller 230) may determine whether to conduct an off-frequency scan to search for
one or more other access nodes. As mentioned above, such a scan may be invoked
based on the location information (e.g., by determining whether the access terminal 112
1S proximate to a given access node operating on a different carrier). For the case of
geographic-based location information, the search controller 230 may, for example,
determine whether to conduct a search based on a comparison of the current geographic

location as determined at block 504 with a known location of the specified access node.
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[0059] As mentioned above a decision to conduct a scan may optionally be based on
any degradation in the signals received on the first carrier. For example, the access
terminal 112 may be more likely to conduct a scan when the signal degradation is high.
[0060] As represented by block 512, the access terminal 112 determines whether
any signals are received on the second carrier. If so, the access terminal 112 may elect
to perform a handoff to associate with an access node operating on the second carrier
(block 514). For example, if the access terminal 112 (e.g., a handoff controller 232)
detects a home femto node on the second carrier, the access terminal 112 may elect to

associate with that home femto node. If the access terminal 112 is in an active mode
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To mitigate such conditions, the access node may grant some form of access to the
access terminal in accordance with the teachings herein. For example, the access node
may grant temporary access, restricted access, or some other form of access to the
access terminal. These and other aspects of the disclosure will now be described in
conjunction with FIGS. 6A and 6B. For convenience, a restricted access node will be
referred to as the access node 106 in the following discussion. Similarly, a guest or
alien access terminal (e.g., which may be granted guest access) will be referred to as the
access terminal 112.

[0064] As represented by block 602, in some aspects access to a restricted access

node may be based on policy defined for the access node 106. As will be described in

more detail below, such policy may relate to, for example, one or more of which access
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may enter the coverage area of the access node 106. In addition, the access terminal
112 may request access to the access node 106 (e.g., access to the coverage area) in
some manner. In some cases the request may be sent via a message such as an SMS
message. In some cases the access terminal 112 may initiate a request by attempting to
register with the access node, initiate a call with the access node, or handoff to the
access node (e.g., when in an active state). In conjunction with such a request, the
access terminal 112 may send an identification parameter to the access node 106.
[0067] As represented by block 606, upon receipt of the request by the access node
106 (e.g., the receiver 214), the access node 106 may authenticate the access terminal
112. For example, the access node 106 (e.g., an authorization controller 234) may issue

a challenge to the access terminal 112 and verify any response it receives from the
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[0070] In some aspects a policy may comprise an access control list that identifies
permitted access terminals and/or non-permitted access terminals. Here, the access
controller 216 may compare an identifier of the access terminal 112 with the access
control list to determine whether to permit access.

[0071] In some aspects a policy may allow all requests to be temporarily admitted
for a specified duration and permit some form of restricted access. For example, the
access terminal 112 may be granted access for 15 minutes, one hour, and so on, and/or
the access terminal 112 may be granted access at certain times. In this way, potential

out-of-service events may be avoided at the access node 106.
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[0075] In some aspects, a policy may depend on the signal strength of signals
received at the access node 106 (e.g., from the access terminal 112). For example, a
policy manager may be configured to automatically offer temporary service to the
access terminal 112 if the signal strength from the access terminal 112 exceeds a
threshold (e.g., to reduce interference at the access node 106). In addition, when the
measured rise over thermal and the noise floor at the access node 106 is approaching an
out-of-service threshold, a policy may permit temporary access to the access terminal
112 to avoid an out-of-service condition at the access node 106. In some aspects the

access node 106 may be designed with a relaxed rise over thermal limit to allow the

access terminal 112 to transmit at a higher power that causes a larger rise over thermal
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[0078] In yet another example, a policy may specify that the access terminal 112 is
to be restricted to local signaling-only association. This signaling may involve, for
example, locally generated signaling such as redirection messages, resource utilization
messages (e.g., to control interference), and power control messages. In some aspects,
this signaling may relate to media access control (“MAC”) level operations. Here, no
signaling connection is provided to the core network. In addition, paging and mobility-
related signaling is not supported.

[0079] Referring now to blocks 616 - 622, in some implementations the access node
106 may obtain permission from a user (e.g., the owner of the access node 106) before
granting access to the access terminal 112. For example, at block 616 the access node
106 (e.g., the transmitter 212) may forward a request (e.g., a guest access request)

and/or other related information to the access terminal 110. As mentioned above, in
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supported [0079] Referring now to bl ocks 616 - 622,

I mpl ement ati ons the access node 106 may obtain

m ssion from a user 6;; owner of the access
Fﬂg@é} 106)s 1gafespried by block 620, the access terminal 110 (e.g., a transmitter, not

shown) may then send an appropriate response to the access node 106. As mentioned
above, this response may authorize access to the access terminal 112 (e.g., associated
with an authenticated identification parameter provided at block 616). Upon receipt of
this response by its receiver 214, the access node 106 may then grant or allow the
requested access based on the response (block 622).

[0082] In some cases, the operations of the access terminal 110 employ policy
similar to the policy described above (e.g., as implemented by the access controller
218). In some cases, the access terminal 110 may configure the policy manager of the
access node 106 with an identifier of an access terminal before the access terminal
arrives in the coverage area of the access node 106. For example, as mentioned above a

user may elect to authorize a neighbor to access the access node 106. In such a case, the
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via lower layer (e.g., PHY and/or MAC) modifications (e.g., by adapting radio
parameters or employing time division multiplexing).
[0085] As mentioned above, in some aspects the teachings herein may be employed
in a network that includes macro scale coverage (e.g., a macro cellular network
environment) and smaller scale coverage (e.g., a residential or building network
environment). In such a network, as an access terminal (“AT”’) moves through the
network, the access terminal may be served in certain locations by access nodes
(“ANs”) that provide macro coverage while the access terminal may be served at other

locations by access nodes that provide smaller scale coverage. In some aspects, the

smaller coverage nodes may be used to provide incremental capacity growth, in-
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by the wide lines in FIG. 7.

[0089] The system provides wireless communication via multiple cells 704
(represented by the hexagons), such as, for example, macro cells 704A and 704B, with
cach cell being serviced by a corresponding access node 706 (e.g., access nodes 706A -
706C). As shown in FIG. 7, access terminals 708 (e.g., access terminals 708A and
708B) may be dispersed at various locations throughout the network at a given point in
time. Each access terminal 708 may communicate with one or more access nodes 706
on a forward link (“FL”) and/or a reverse link (“RL”) at a given moment, depending

upon whether the access terminal 708 is active and whether it is in soft handoff, for



in a network that includes macro scal e coverage (e.g.,

a macro cellular network environnent) and snall er
waembe2aererage (e.g., a residential or buil di PGI/US2008/073341

network environment). In such networ k, as an access

termnal ("AT") noves through2 he network, the access

term nal may be served in certain |locations by access

nodes ("ANs") that provide macro coverage while the
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area nmay be referred to as a nacro ‘node. A node t hat

pepastedl @sthaovenageoosrege act 204(d. g einycre raldragy eaa (@&R). It should
a residence) may be referred to as a fento node. A
boaeprehatd,groveivele that o fentagevaugs aram 7 H) may nhalic ¢rgirely within a
smaller than a macro area and |arger than a femo area
magroreverageaice d04.olnaraefiqsi & lrgrogenies of ferntp covérdgageas 710 may
coverage wi.thin a commercial buil ding) 0086% A cel

b defmncamathing g en tRekng 28 d82 on Mg C@Vﬁf@a@ arcg/04. plgogone or

d b f d I f ell,
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ﬁfh@ 1FXa "@Hn%ect?vngq‘ﬁf 9 fe@ﬁ’cg %oH@é{n\r?ﬁ)nﬁ{%ﬁr g?' bE8stMlished in various

referred to as access node, base st I on, access

RAVNtForeRREsB, FIR®riQugitds a @M SAcRdn HbtER, 800 Wik &ne or more
node may be configured or referred to as a hone NodeB,

heaire nelNadeBdcen@issitliniamctviak @ndit@iniedn, Sheificlloeht system 800
and so on. [0088] FIG 7 illustrates an exanple of a
oeldeagealtiphpfen@0 nbdes & Orjepuderktontod eel Hi2v enda 1 ) actalted in a
areas 702 (or routing areas or |location areas) are
whddtiviebosmaBpelcfrictvadrk gnviseraaent ¢f.2.c ovancay enaas sensiretidssices 830).

Wi th tracking areas 702A, 702B, and 702C are

Hagh fsese serat! Oy b eraipiddifed wide mregnetpork 840 (e.g., the Internet) and

a mobile operator core network 850 via a DSL router, a cable modem, a wireless link, or
other connectivity means (not shown). As discussed herein, each femto node 810 may
be configured to serve associated access terminals 820 (e.g., access terminal 820A) and,
optionally, other access terminals 820 (e.g., access terminal 820B). In other words,
access to femto nodes 810 may be restricted whereby a given access terminal 820 may
be served by a set of designated (e.g., home) femto node(s) 810 but may not be served
by any non-designated femto nodes 810 (e.g., a neighbor’s femto node 810).

[0092] The owner of a femto node 810 may subscribe to mobile service, such as, for
example, 3G mobile service offered through the mobile operator core network 850. In
addition, an access terminal 820 may be capable of operating both in macro

environments and in smaller scale (e.g., residential) network environments. In other



[0089] The system provides w rel ess comruni cation via

multiple cells 704 (represented by the hexagons), such
wa@sggovparieexanpl e, nmacro cells 704A and 704B, weCTIUs200$1073341

cell being serviced by a corr %Ponding access node 706

(e.g., access nodes 706A - 706C). As shown in FIG 7,

access termnals 708 (e.g., access termnals 708A and

708B) may be di spersed at various |ocations throughout
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ethinl LeOrR¥FEndind Bedfsiend SN Borr &@hls, wheh a8¥esdHber is outside
the macro cells 704 may cover several blocks in a
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i nclude fento coverage areas 710. In this exanple,
thachbgsfibtihie af earhg heblie rsage cd byasfemidngde. (g.g,, thiemide 810B). Here,
coverage areas 710A) is depicted within a macro '
é@b@rlége apprreeiated hat @ femto negle B0 ey dicdyekwizrd gompam)le with
shoul d be appreci ated, however, that a fento coverage

gF e gerocsdy Hels $2& entirely within a macro coverage
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LTRGBS N, SRS B0 o
B frég AN AEEADS SIAEGS nZ&’eﬁ%e(%Ctﬁéﬁédé% 1nals 708, and
fento nodes 710 are shown. 91] Connectivity for a

fopoup NAHGoRBUTRRMAN ccBBMcEnfK0RhdySthednkiBunalid Bdtimunicate
ways. For exanple, FIG 8 illustrates a comrunication

sistek @Mh80O mabereron® 30 ofthicefcintdrhadcd ddeshuanet siep biyitencously.
wWithin a network environnent. Specifically, the system
BOQiditrosl, udesnanashtdtphreadcess tornmoale? 0&thhg(sergd byfacietnto node 810
nodes 810A and 810B) installed in a relatively snal

Beghet breineookt handeves statawitli thegnacre netwiosk 830.nor e user

resi dences 830). Each fento node 810 may be coupled to
HO0FHe dpsampasrgsiskaBageysdeminali§Ih mayt ke goafiguigd do gonnect to a

nmohi | e operator core network 850 via a DSL router, a
pIg Ir@drfelgg)[ﬁodg (Gi2p dhedwang fegpo nggle gfl tﬁe access termilfllal 820) whenever

such connectivity is possible. For example, whenever a subscriber’s access terminal
820 1s within the subscriber's residence 830, it may be desired that the access terminal
820 communicate only with a home femto node 810.

[0096] In some aspects, if the access terminal 820 operates within the macro cellular
network 850 but is not residing on its most preferred network (e.g., as defined in a
preferred roaming list), the access terminal 820 may continue to search for the most
preferred network (e.g., the preferred femto node 810) using a Better System
Reselection (“BSR”), which may involve a periodic scanning of available systems to
determine whether better systems are currently available, and subsequent efforts to

associate with such preferred systems. With the acquisition entry, the access terminal



ot her connectivity neans (not shown). As discussed

herein, each fento node 810 may be configured to serve
w@z®onr@ased access termnals 820 (e.g., accessPCEUKINSN73341

820A) and, optionally, other %gcess term nals 820

(e.g., access term nal 820B).“fn other words, access

to fento nodes 810 may be restricted whereby a given

access term nal 820 nmay be served by a set of
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nmobi | e operator core network 850. In addition,

ag&e&aﬁke&aanal 820 may be capabl e of operating both

in macro environnents and in smaller scale (e.qg.,

(0897 H e ntAsagntivaiciabdyee v a¢cossanit Such s ofiches wodedaay be restricted
dependi ng on the current |ocation of the access
tnesomicriabe @2 OF ortehemplece giyen éamtormalde 8R§ ombyyproeids eenad séryices to
an access node 860 of the macro cell nobile network
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the fento nodes 810A and 810B that reside within a
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g&;gg&pmqggem§;gx@ay be deployed on a single frequency
In the alternative, on nultiple frequencies.

fmspdl N8 s6fc iR cRAd tdsh Itk fem@hdBUMRAIdHARay AIBE LS FTEH & to as a
requency or one or nore of the nmultiple frequenC|es

Thyscd 8 abdcaPerviliionp ClvenONodaB)és bicehtieiolidss $es@de tya @stricted
macr o node (e.g., the node 860). [0094] In sone

pepetinsd sarfaccss ermarabs. ridlis &2 thayiy tdreparentyi qgyesdarteatly
conmuni cate either with the macro network 850 or the
exendsdns decesgty, Irbwmerrspedis atClesadi fubasrden Sirgup (“R'SG”) may be
addition, in sone aspects an access term nal 820 bei ng
defined @s Hie st pleaecessmodes @20 Tamip mrsios ba slhar@ asG@pmon access

handoyver state with the macro ne
contro ?Ylst of access terrnil;nals A channel on Wfll\l\g h fernto nodes (or all restricted

femto nodes) in a region operate may be referred to as a femto channel.

[0099] Various relationships may thus exist between a given femto node and a given
access terminal. For example, from the perspective of an access terminal, an open
femto node may refer to a femto node with no restricted association. A restricted femto
node may refer to a femto node that is restricted in some manner (e.g., restricted for
association and/or registration). A home femto node may refer to a femto node on
which the access terminal is authorized to access and operate on. A guest femto node
may refer to a femto node on which an access terminal is temporarily authorized to

access or operate on. An alien femto node may refer to a femto node on which the



[0095] In sone aspects, an access term nal 820 may be
configured to connect to a preferred fento node (e.g.,
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whenever such connectivity is gossible. For exanpl e,
whenever a subscriber's acces€Oterninal 820 is within
the subscriber's residence 830, it nay be desired that
the access term nal 820 conmuni cate only mﬁth a hone

{wcglsofe%? gglzlg %19‘[ au[t 91%@1 to ?cg@ noff‘h géﬁ?&&n bxé %q@?er%%ﬁse érﬁergency

era es W

Qﬁgﬂg&¥k§§Q”qQﬁﬂgs not residing on its nnst preferred

defined in a preferred roam ng

|;(l(ﬁt)0] tﬁi@m@ﬁ‘éﬁﬁ@teﬁ e&hionNRde %&mee C@l‘iﬁrhé"&’&eﬁs@eﬁﬁﬁﬁlcrﬁay refer
or the nost preferred network (e.g., the preferred

{oedit @ cogdanfidd xhdd $d NGhcriBetd dceStht airResielcfed hedt. A guest
("BSR'), which may involve a periodic scanni ng of

accasd tabvhiaalaysyt eif| tb an dedess Rimmalveh eipddatytaecess ysthe mestricted
are currently avail abl e, and subsequent efforts to

fegoobdd. eAniatitn sagesy tpmahdmadresyr 4o emscceW tetminhlethat does not have
acqui sition entry, the access termnal 820 may limt
pHrEssEY tolaceass thepesiiietcd fmatndiodpdbxedrd Aetatcrhaps ﬁn@r@ﬁpﬂ gituations,
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i ven access term nal be”served by the macr
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(e.g., the fenmto nodes 810 thaf reside within the

&@t $oagpondi ng user residence 830). In sone
i npl ementati ons, a node nay be restricted to not
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registration, ng, or service to at |east one node.
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restrjcted
torward and reverse links. The forward link (or downlink) refers to the communication

link from the base stations to the terminals, and the reverse link (or uplink) refers to the
communication link from the terminals to the base stations. This communication link
may be established via a single-in-single-out system, a multiple-in-multiple-out
(“MIMO”) system, or some other type of system.

[00103] A MIMO system employs multiple (Vy) transmit antennas and multiple (Ng)
receive antennas for data transmission. A MIMO channel formed by the Ny transmit
and N receive antennas may be decomposed into Ns independent channels, which are
also referred to as spatial channels, where Ng < min{Ny, Nz}. Each of the Ny
independent channels corresponds to a dimension. The MIMO system may provide

improved performance (e.g., higher throughput and/or greater reliability) if the



provi sioned set of access termnals. This set may be

tenporarily or permanently extended as necessary. In
waee/oagpect s, a C osed Subscriber G oup (" CS@QT/He2008/&73341

defi ned as the set of access nodes (e.g., fento nodes)

that share a conmon access coﬂ?rol list of access

termnals. A channel on which all fento nodes (or al

restricted fento nodes) in a region operate nay be
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t he pérspective of an access termi nal, an open fento
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that does not have perm ssion to access the rest cted
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or exanple, such as 9 11 calls (e.g., an access

therdaizalb 10,haiffic ogs foraf nuhabee of B&ta &Mk ipedvedddr from a data source
pernission to register with the restricted fento

potie)a trgBOUAITXFpdate processoede, the di scl osure herein

descri bes various functionality in the context of a

fodiPel nddeomt aspshisutagh idetaspprmeds @me;mittehb@m ersspeétate teansmit
pi co node may provide the sane or sim
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provide coded data.

[00107] The coded data for each data stream may be multiplexed with pilot data
using OFDM techniques. The pilot data is typically a known data pattern that is
processed in a known manner and may be used at the receiver system to estimate the
channel response. The multiplexed pilot and coded data for each data stream is then
modulated (i.e., symbol mapped) based on a particular modulation scheme (e.g., BPSK,
QSPK, M-PSK, or M-QAM) selected for that data stream to provide modulation
symbols. The data rate, coding, and modulation for each data stream may be

determined by instructions performed by a processor 930. A data memory 932 may



and so on. [00102] A wireless nultiple-access

comruni cati on system may sinultaneously support
w@emamileat i on for nmultiple wreless access t ePei/H81088/073341

As mentioned above, each term_,pal nmay comrunicate with

one or nore base stations via<“transm ssions on the

forward and reverse links. The forward |link (or

downlink) refers to the comunication |ink fromthe
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M MO system may provi de inproved perf ormance (e.g.,
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channel fromthe reverse channel Thi s enabl es

hRQhACEHSHIRQA fdm N0 aﬁ&hﬁﬁscstzmtafba@h@zb@ afetivdipg gain
on the forward |ink when nultiple antennas are

pooaidjabl e thé déhe F5EG eRSrandinitted HEMNIAS] sidhs irracddividDy Ny
herein may be incorporated into a node (e.g., a

gevnms PSeaphroygngs ARaandths raeived senbkfrémrcadommemiada iismprovided
with at |east one other node. FIG 9 depicts several
weanshpectpapameeiver ¢ HatVRaYSHA thiopklo§e4R t Badhateinstdiatrd54
commruni cati aon ) ) ) )
conditions (e.g., filters, amplifies, and downconverts) a respective received signal,
digitizes the conditioned signal to provide samples, and further processes the samples to
provide a corresponding “received” symbol stream.

[00111] A receive (“RX”) data processor 960 then receives and processes the Ny
received symbol streams from Np transceivers 954 based on a particular receiver
processing technique to provide Ny “detected” symbol streams. The RX data processor
960 then demodulates, deinterleaves, and decodes each detected symbol stream to
recover the traffic data for the data stream. The processing by the RX data processor
960 is complementary to that performed by the TX MIMO processor 920 and the TX
data processor 914 at the device 910.

[00112] A processor 970 periodically determines which pre-coding matrix to use

(discussed below). The processor 970 formulates a reverse link message comprising a



bet ween nodes. Specifically, FIG 9 illustrates a

W rel ess device 910 (e.g., an access point) and a
wowreezds2 devi ce 950 (e.g., an access term nal )COUS208/073341

M MO system 900. At the devi cg 910, traffic data for a

nunber of data streans is pro Pded froma data source

912 to a transmt ("TX') data processor 914. [00106]

In some aspects, each data stream is transmtted over
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condi tions (e. %1 anplifies, filters, and

or more components that perform access/carrier control operations as taught herein. For
example, an access/carrier control component 990 may cooperate with the processor
930 and/or other components of the device 910 to send/receive signals to/from another
device (e.g., device 950) as taught herein. Similarly, an access/carrier control
component 992 may cooperate with the processor 970 and/or other components of the
device 950 to send/receive signals to/from another device (e.g., device 910). It should
be appreciated that for each device 910 and 950 the functionality of two or more of the
described components may be provided by a single component. For example, a single
processing component may provide the functionality of the access/carrier control

component 990 and the processor 930 and a single processing component may provide

the functionality of the access/carrier control component 992 and the processor 970.
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[(00113] e reverse link nessage nmay conpri se various
Etyne8dsQ fudhris QR 1981 Ediia2000.ASAS 360 W-ODMANTDSICOM AQInd dthér
and/ or the received data stream The reverse |ink
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which al so receives traffic data for a nunber of data
$enrestnd Radpmd ecedat & TR cedng@000,mydamaoder baghaology. UTRA
nmodul at or 980, conditioned bﬁ,the transcei vers 954A

ishugan W-GDMRA aad & opr GhisrRate 64 (Radk The cdme20§8yedbeology covers IS-
2000, IS-95 and IS-856 standards. A TDMA network may implement a radio

technology such as Global System for Mobile Communications (“GSM”). An OFDMA
network may implement a radio technology such as Evolved UTRA (“E-UTRA”), IEEE
802.11, IEEE 802.16, IEEE 802.20, Flash-OFDM®, etc. UTRA, E-UTRA, and GSM
are part of Universal Mobile Telecommunication System (“UMTS”). The teachings
herein may be implemented in a 3GPP Long Term Evolution (“LTE”) system, an Ultra-
Mobile Broadband (“UMB”) system, and other types of systems. LTE is a release of
UMTS that uses E-UTRA. Although certain aspects of the disclosure may be described
using 3GPP terminology, it is to be understood that the teachings herein may be applied
to 3GPP (Re199, Rel5, Rel6, Rel7) technology, as well as 3GPP2 (IxXRTT, 1xEV-DO

RelO, RevA, RevB) technology and other technologies.
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be enpl oyed in a multiple-access system capabl e of

Biojgrol {iSNe”)ghone) aiveiadletnosall tddpMINMLILYY etatieg apetpnal digital
sharing the available systemresources (e.g., by

spscint ¢iPAA O nehordhaidrdeviot hbangwiddss cénmantseori ¢cappoiheyr, or some
coding, interleaving, and so on). For exanple, the
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conbi nations of the follow ng technol ogi es: Code

B0 1Ll oragnrdingly conace e pspepmieughshereiamaay oamsist o be
implemented within, or include variety types of apparatuses. Such an apparatus may
comprise a phone (e.g., a cellular phone or smart phone), a computer (e.g., a laptop), a
portable communication device, a portable computing device (e.g., a personal data
assistant), an entertainment device (e.g., a music or video device, or a satellite radio), a
global positioning system device, or any other suitable device that is configured to
communicate via a wireless medium.

[00120] As mentioned above, in some aspects a wireless node may comprise an
access node (e.g., an access point) for a communication system. Such an access node
may provide, for example, connectivity for or to a network (e.g., a wide area network

such as the Internet or a cellular network) via a wired or wireless communication link.

Accordingly, the access node may enable another node (e.g., an access terminal) to
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Frequency Division Miultiple Ag ess ("FDVA") systens,

Single-Carrier FDWA‘("SC-FDW%7§ systens, Othogonal

Frequency Division Miltiple Access ("OFDVA") systens,

or other multiple access techniques. A wreless
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@t GHEMIel @ vtiFbess apdy meREomprisgn WNelgesErangcpue avidh ape@sed
controller ("BSC'), a base : .
transmitter and rgceleer c%mponents (c.g., transmitter 208 or 212 and receiver 210 or
214) that may include various components (¢.g., signal generators and signal
processors) that facilitate communication over a wireless medium.
[00122] The components described herein may be implemented in a variety of ways.
Referring to FIGS. 10 - 16, apparatuses 1000, 1100, 1200, 1300, 1400, 1500, and 1600
are represented as a series of interrelated functional blocks. In some aspects the
functionality of these blocks may be implemented as a processing system including one
or more processor components. In some aspects the functionality of these blocks may
be implemented using, for example, at least a portion of one or more integrated circuits

(e.g., an ASIC). As discussed herein, an integrated circuit may include a processor,

software, other related components, or some combination thereof. The functionality of
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may provide, for exanple, connect|V|ty for or to a
Aedaviyriswiteh determiniMgdBeami @ 30N Blawebkespoad taa Sortdx@mple, a carrier
Internet or a cellular network) via a wired or

vileapdreX¥d as divcussed aticon A ratkivivdrmeardi 1302 ymaytcoeregond $s for
node may enabl e another node (e.g., an access
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i%glllsc % he%lenslo A he}{ldoff performing means 1308 may correspond to, for example, a

fgr example,

handoff controller 232 as discussed herein. A receiving means 1402 may correspond to,
for example, a receiver 214 as discussed herein. An access determining means 1404
may correspond to, for example, an access controller 216 as discussed herein. A
receiving means 1502 may correspond to, for example, a receiver as discussed herein.
An access determining means 1504 may correspond to, for example, an access
controller 218 as discussed herein. A transmitting means 1506 may correspond to, for
example, a transmitter as discussed herein. A terminal identifying means 1602 may
correspond to, for example, a receiver 214 as discussed herein. An authenticating

means 1604 may correspond to, for example, an authorization controller 234 as
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in a non-wreless nmanner via an appropriate
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based on or otherw se support any suitable wreless
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system i ncl udi ng one or nore processor conponents. In
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i npl enented using, for exanple, at |east a portion of
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di scussed herein, an integrated circuit may include a
poléees surrents.eaippugneichegvep anggnstic fislds oh aitisles.qptisgfields or
conbj nati on thereof. The _functionality ofthese bl ocks
BIEEICH) 2BE CORPInaRINESECf-n some ot her manner as taught

[h%rlik]n ”llh%ses OFSKkill would further appreciate that any of the various illustrative
logical blocks, modules, processors, means, circuits, and algorithm steps described in
connection with the aspects disclosed herein may be implemented as electronic
hardware (e.g., a digital implementation, an analog implementation, or a combination of
the two, which may be designed using source coding or some other technique), various
forms of program or design code incorporating instructions (which may be referred to
herein, for convenience, as “software” or a “software module”), or combinations of
both. To clearly illustrate this interchangeability of hardware and software, various
illustrative components, blocks, modules, circuits, and steps have been described above

generally in terms of their functionality. Whether such functionality is implemented as



aspects one or nore of the dashed blocks in FIGS. 10 -

16 relate to optional functionality. [00123] The
wappanatieses 1000, 1100, 1200, 1300, 1400, 150PCT/HBIH08/073341

1600 may include one or nore ngdules that may perform

one or nore of the functions déscribed above wth
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determ ning neans 1104 may correspond to, for exanple,

disclasurcer sel ector 222 as discussed herein. A
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recel ver 214 as di scussed hereln. An access
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an access controller 216 as discussed herein. A
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recei ver as discussed herein. An access determ ning

peend phffdde pwygessor meg poa dhitroprdcossosbaninl the alama@ceeths processor
control l er 218 as di scussed herein. A transmtting
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transmtter as discussed herein, A termnal. )

PIPEPSPI RN glsqarbg ﬁgplgg)@gteﬁﬂy a combination of computing devices, ¢.g., a

combination of a DSP and a microprocessor, a plurality of microprocessors, one or
more microprocessors in conjunction with a DSP core, or any other such configuration.
[00128] It is understood that any specific order or hierarchy of steps in any disclosed
process is an example of a sample approach. Based upon design preferences, it is
understood that the specific order or hierarchy of steps in the processes may be
rearranged while remaining within the scope of the present disclosure. The
accompanying method claims present elements of the various steps in a sample order,
and are not meant to be limited to the specific order or hierarchy presented.

[00129] The functions described may be implemented in hardware, software,
firmware, or any combination thereof. If implemented in software, the functions may

be stored on or transmitted over as one or more instructions or code on a computer-
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hsarisc, opticalidiss,, digind vedsgtae idise fD3BpHoesdisk oelblimay disc where
connection with the aspects disclosed herein may be

ikl enelly sapredice dete mragnitecabizy whide éisozseregrodu@ ctﬁtegq'mtiadally with

i npl enent ati on, an anal og i npl enent ati on,

beserbi hambeistions efifhe ahaye shpuld iglsady naféu@réiswlgn@ @wmgof
source co |ng or. sone ot her t various forns
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ge\g'gab(ie m%ngP r%a{r %fe ?rgqr)l%gle}lt%d in any suitable computer-program product.
[00130] The previous description of the disclosed aspects is provided to enable any
person skilled in the art to make or use the present disclosure. Various modifications to
these aspects will be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other aspects without departing from the
scope of the disclosure. Thus, the present disclosure is not intended to be limited to the
aspects shown herein but is to be accorded the widest scope consistent with the

principles and novel features disclosed herein.



herein, for convenience, as "software" or a "software
nmodul e"), or conbinations of both. To clearly
WO dogs2aiet e t hi s i nterchangeability of hardwarBCEES2008/073341

software, various iIIustrativg conmponent s, bl ocks,
nodul es, circuits, and steps 4ve been described above
generally in terns of their functionality. Wether
such functionality is inplenmented ashardware or
%ﬁﬁ&*@é upon the particul ar application and
design cons a|n S inposed on the overall system
Skllled artisans may i nplenent the described
functionality in varying ways for each particular
appl i gati oR, mBHbd G clcfid AR sdtloANcH8GisthBNs shoul d
not be interpreted as causing a departure fromthe
scoperdetividiatunesedss ndils alrogissefor h&I2Fdm HARCHRE te@titnal; and
illustrative | ogical bl ocks, nodul es, and circuits
descr dd‘ladnmmgpalnh@ﬂ:dcbmm,t\hhdﬂm taapee tise @ijsstasedess based on
herein may be inplemented within or perforned by an
a nolegrmtipthinsidrat thetacCess @Y. an access terminal, or an
access point. The IC may conprise a general purpose
processor, a digital signal processor (DSP), an
appllcatlon specific jntegrated CIrCUIt (ASI.C
fi el d2pr ogh BeiPaBIcd of4laem dr pagrerHpeRplior 1S@t<hVéiied at least in part, by
E ﬁrannable lo i.c_device 6aﬁ%screte ate or transistor
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m cr oprocess in“the alternative, the processor
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al so hegeiving aenmmne@itoaﬁe 2nc8QEb] wiadréianhofesSaRP iHdidag:s whether to
devices, e.g., a conbination of a DSP and a
allor deprrogqesedraccas.pl urality of mcroprocessors, one or
nore m croprocessors in conjunction with a DSP core,
or any other such configuration. [00128] It is
understood that any specific order or hlerarg@%
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gyﬁt%accensst h& processes may be

5. The method of claim 1, wherein the policy relates to at least one of the
group consisting of: access duration, access time, type of access, received signal

strength, call state, and access terminal identity.

6. The method of claim 1, wherein the type of access relates to at least one
of the group consisting of: full association, signaling-only association, and local

signaling-only association.



rearranged while remaining wthin the scope of the

present disclosure. The acconpanyi ng nethod cl ai ns
w@e@senicr| ements of the various steps in a saPgil/ES2008/073341

order, and are not neant to bg limted to the specific

order or hierarchy presented. §00129] The functions

descri bed nay be inplenented in hardware, software,

firmvare, or any conbination thereof. If inplenented
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a conputer program from one place to another. A
storage medi a may be any avail abl e nedia that can be
accessed by a conputer. By way of exanple, and not
l'i mta&ti onThsnethod@fiplairarls ehada@bl the el sigedingamigpidss@ation
RAM ROM EEPROM CD-ROM or other optical disk
saesiget laastgmetoif thedirgkp samsrstige ob ipovkeherntrphdgraesingssion of resource
st orage devices, or any other nediumthat can be used
vidlization ynesyagss, orediarost Seaniselopertions dediragtiom ang signalofe
instructions or data structures and that can be
destined o thRacsesarResit er. Al so, any connection is
properly termed a conputer-readabl e nedium For
exanple, if the software is transmtted froma

coaxi &1 cabrerepodir i VR EnS B STt B Bicted to ot
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0gl es suc infrare

%&‘g%’g LHE GORKHAL IERRbR. nddcber opti ¢ cabl e, twisted
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radi o, and m crowave are included in the definition of
medi um Di sk and disc, as used herein, includes
conpaco. di $he fuetbod of akén 1divbereirofpt iaCatls fbdeonthri@éd @femto node
versatile disc (DVD), floppy disk and blu-ray disc
whepieo dbdks usual |y reproduce data nagnetically, while
di scs reproduce data optically with | asers.
Combi nati ons of the above should al so be included
Mﬁthln the scope of conputer-readable nedia, In
summatl, | ANSRBYRES e ‘ﬁlfﬁ?iﬁfécﬁoﬁtf@ﬂll%ﬁlﬁtla Gomprising:

conputerreadable medi um pay be inp nted in

sui tab Ff‘é?e%hf:ﬂ}‘t FgHos e §reshicp %‘%’&L?&PGSS [‘19 30FIUPH or dccess from an
revi ous. es |pt|on of the disclosed aspects is

g C5v (Rl @ able any

an access controller configured to determine, at the access node, whether to

allow the requested access based on a policy maintained at the access node.

12. The apparatus of claim 11, wherein the policy is provided, at least in

part, by another access terminal that is associated with the access node.

13. The apparatus of claim 11, wherein the determination further comprises:
transmitting a message regarding the requested access to another access terminal

that is associated with the access node; and



person skilled in the art to nmake or use the present

di scl osure. Various nodifications to these aspects
wawrdb/oaer eadi |y apparent to those skilled in PEEUS2008/073341

and the generic principles defjned herein may be

applied to other aspects mnthéét departing fromthe

scope of the disclosure. Thus, the present disclosure

is not intended to be limted to the aspects shown

her ei Pecgllé[n% rergléj n%g tthé %{egﬁ% ﬁer nqges %elsﬁ% fndlcates whether to

consi stéen princi prées and nove
9&§§Pﬁ§@$ﬁ§%ﬁ%b&mMHAT IS CLAINED IS: 1. A nethod of

W rel ess conmuni cation, conprising: receiving, at an
access node, a request for access froman access

termnal; and determ ning, at the access node, whether

to al LW t iRe HRAKRS! GRLIARCES SRS theRtcAmPRkibS Yurther comprises
mai nt ai ned at the access node. 2. The nethod of clai m
detemnhieingiwhctive apadandsici & the asceskadrmiatl ik @ast adcpssdar aintained
by anot her access termnal that is associated with the

b tesscasodede.3. The nethod of claim 1, wherein the
determination further conprises: transmtting a

message regarding the requested access to another

access termnal that is associated with the access

node 1and Teewmniraly of daBhbnddicren thedohes ayes o éagh ne of

he response i ndi cates whether to allow the regyest

G RN et oM AR DrgHEPeP . Toceived Signa
ete tion further co det er m ni ng whet her an
f&%ﬁﬁ}?@gﬁa%fmFﬁ CS%&%§§H$é¢%fﬁ% is in angaccess | ist

mai nt ai ned by the access node. 5. The nethod of claim
1, wherein the policy relates to at | east one of the

gr oup£onsirgl LG Qs oiscqzﬁﬁlsﬁl %%?ctlﬁ Mty &fed%§ests kdTBtcs to at least

type of access, recelved si gna st ren state

Mo ARE BfBp tcsﬁmtﬁ@ofl Asddc¥atiof; s@mng%no&s&flatfdnaaﬁa local
1, wherein the type of access relates to at |east one

ggnﬂﬁ@(gﬂpwgo@@nﬁistlng of : full association
signaling-only association, and | oca

17.  The apparatus of claim 11, wherein the access node is restricted to not
provide at least one of the group consisting of: signaling, data access, registration,

paging, and service to at least one node.

18.  An apparatus for wireless communication, comprising:

means for receiving, at an access node, a request for access from an access
terminal; and

means for determining, at the access node, whether to allow the requested access

based on a policy maintained at the access node.

19. The apparatus of claim 18, wherein the policy is provided, at least in

part, by another access terminal that is associated with the access node.



signaling-only association.7. The nethod of claim1,
wherein the signaling-only association relates to

wo ewg2ane of the group consisting of: pagi ng, PEOBE1008/473341
signaling, registration, signgllng destined for the
access node, and signaling de Vi ned for another node.
8. The nmethod of claim1l1l, wherein the | oca
signaling-only association relates to at | east one of

t he gbQup ﬁﬁgﬁéq%}étu otoclamto%hefe%"{hregfletenttt{n%ﬂgmérﬁ{e? corpprlses

resource u i'on nessa access con

°per afrh RSt glqhésgé?éé I%gardE%Qhéteg_P@slt al sz%% V\ﬂﬁger aQEes terrmnal

the access n hod erein
ﬁﬁ?%%sdafh@&i With iRSCEdsS hEgk; kRd not  provi de at | east one
of the group consisting of : signaling, data access,
regi stdcailvir@h rePRGO B tha ks SGE M/ E@cih @h@feshERS inddials whether to
node. 10. The nethod of claim 1, wherein the access
abde theonpudsedacees§.emt o node or a pico node. 11. An
apparatus for wreless conmuni cation, conprising: a
recei ver configured to receive, at an access node, a
request for access froman access termnal; and an
accesal.conThonnaratevelidlaoy Bd wheraie therdeiomainagion furgher compriscs
access. node, whether to allow the requested access
6@%@&%& veheihor e ydemiifins ofi the accass terainglds #5an g lisy maintained

Earat&s of claim1l, wherein the policy is

SNEYC-l east in part, by another access ternina

that is associated with the access node. 13. The
apparatus of claim 11, wherein the determnnation

furthes c 0?“2 @;%?atus ¢ &RM Wh%%@th‘%‘g’)%ﬁ?;g Fel&t@sgtl%ra‘? L@%?t one of

the reques ccess to another acce rmna

6\dn§1"sﬁﬁj%]¥‘f bt HGurBCHE 8 N0, @PQBF&%E%[ R¥eifed signal

respo se to the nessage, whierein the response

stRGlogat s stwehiBicctR tahligwiddngity. equest ed access. 14.
The apparatus of claim 11, wherein the determnation

further conprises determ ning whether an identifier of
the access termnal is in an access |ist maintained

23. The apparatus of claim 18, wherein the type of access relates to at least
one of the group consisting of: full association, signaling-only association, and local

signaling-only association.

24.  The apparatus of claim 18, wherein the access node is restricted to not
provide at least one of the group consisting of: signaling, data access, registration,

paging, and service to at least one node.

25. A computer-program product, comprising:
computer-readable medium comprising codes for causing a computer to:
receive, at an access node, a request for access from an access terminal;
and
determine, at the access node, whether to allow the requested access

based on a policy maintained at the access node.



by the access node. 15. The apparatus of claim 11,

wherein the policy relates to at | east one of the
w@e@ap2aensi sting of : access duration, access PCTES2008/073341

type of access, received si gnal strength, call state,

and access termnal identity. 16. The appar at us of

claim1l, wherein the type of access relates to at

| east one of the group consisting of: ful

associ ation, signaling-only association, and | ocal

signaling-only association. 17. The apparatus of claim

11, wherei ‘i‘lné E‘&nﬁ&‘é@&%g&?ﬂ@ogﬁctro?%fa%% ,e&ihér%ingﬁ% policy is

provi de at |east one o roup consi sting
Blo9nRH! NeasHRlArAEE 8sther288UsS tdrAida0 that RaAQidhteRHN the access
service to at | east one node. 18. An apparatus for
Wbdeel ess commruni cati on, conprising: neans for
receiving, at an access node, a request for access
froman access term nal; and nmeans for determning, at
the access node, whether to allow the requested access
based2dn aTpotémputemprogaimpedadt of kkiradéewbemmdbe ddt@rmination
The apparatus of claim 18, wherein the policy is

T e@aprisgs: | east in part, by another access term nal
that is associated with the access node. 20. The )
appar GRFIEMNE @ BEHRLeT CeHHBREN O eaHes eAbAcEpSith ARqthgT access terminal

further conprises: transpmitting a nessage regarding

fmklsﬁé%@é%‘ﬁlt%%&gesﬁBOQ%GPﬂer access terninal that

Is associated with éoht access n nd receivi.n
e

de;
r espolSE'T'S 1 1P IS Flewgﬁ,e\ivﬁer glﬁéﬁ‘q, ICSPONSE gldlcages%vhether to
i‘}lw%trg o gtag%eé'sst o allow the requested access. 21.
e o)

appar at us claim 18, wherein the determ nation
further conprises determ ning whether an identifier of
the access termnal is in an access |ist naintai ned by

t he aggessTROESpRE-pribRnapRanalofslanh 26! Rhéfeihbhe determination
wherein the policy relates to at | east one of
further comprises determining whether an identifier of the access terminal is in an

access list maintained by the access node.

29. The computer-program product of claim 25, wherein the policy relates to
at least one of the group consisting of: access duration, access time, type of access,

received signal strength, call state, and access terminal identity.

30. The computer-program product of claim 25, wherein the type of access
relates to at least one of the group consisting of: full association, signaling-only

association, and local signaling-only association.

31.  The computer-program product of claim 25, wherein the access node is
restricted to not provide at least one of the group consisting of: signaling, data access,

registration, paging, and service to at least one node.



the group consisting of: access duration, access tine,

type of access, received signal strength, call state,
warwImedess termnal identity. 23. The appar at RGI/082008/073341

claim 18, wherein the type of access relates to at

| east one of the group consisﬁ'ng of : ful

associ ation, signaling-only association, and | oca

signaling-only association. 24. The apparatus of claim

18, rei 0 .S .restrj .1 Q not

provrge atRﬂégg?ﬁgﬁgﬁg?g%%%mgﬁgéﬁ%%bﬁgﬁég?ﬁﬁ of :

sign a{écgigingg ?tt efﬁl%f:gc%ésc-s’ telrnﬁgiél,sﬁ glgsft irr%@séagg FnDgh a80Yated access

service to a east one no mMput er - progr am

Q&d%‘i’égérdin%%r@%ﬁe%{ Bda s&BAPHERSEs feRARabbacARE iéMecess node;
conprising codes for causing a conputer to: receive,

at anda@eegiameNddespodsd ®AHE ftst hiRksage,celsthdr i@ BIAN tIRGE§SSted
termnal; and determ ne, at the access node, whether

bdaesd; v t he requested access based on a policy
mai nt ai ned at the access node. 26. The conput er - program
pr odutrensofittmigai ssc@ Bl medsegeetiorthe deesyoloide yndisatiye ofthded,

at least in part, by another access termnal that is
defemeingtasd with the access node. 27. The

comput er - program product of claim25, wherein the
determ nation further conprises: transmtting a

di t d. t, t her.
nccootit er el SR ados bisale fRem A S Ries:
T r oBBEEE Thih Bl RS RRT PG o R 8 sl icigfucstea
%ﬁ%gﬁﬁgu@ﬁgz%@§@8gﬂﬁuter-progran1product of cl ai m 25,
|

termnation further conprises

det er g Binfiy, WRlRfke &ht 8Hutld ﬁl!fdidaﬁ_oﬁ,fég i%&&tﬁ%é that indicates

termnal 1S 1n an access |Ist malntal ne Yy access
K@eer the requested access is allowed.

34. The method of claim 34, wherein the outputting comprises displaying.

35. The method of claim 32, wherein:
the first message comprises an authenticated identifier of the second access
terminal; and

the determination is based on the authenticated identifier.

36.  The method of claim 32, further comprising:
defining policy for allowing at least one guest access terminal to access the
access node; and

transmitting the policy to the access node.



29. The conputer-program product of claim 25, wherein

the policy relates to at |east one of the group
w@omshstisng of : access duration, access tine, RYPESWHS073341

access, received signal streng;h, call state, and

access termnal identity. 30. The conputer-program

product of claim?25, wherein the type of access

relates to at | east one of the group consisting of:

full §9S OCJTﬁé hdfhiod B gﬁ%@@g\;vﬁé}le% tﬁ%ﬁ&?&ya&la?eg 'to &N gccess list that

| ocal "si gnali ng-only "associ ati on. . fhe
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access node Is restricted to not provide at |east one

Rbdet he group consisting of: signaling, data access,

regi stration, paging, and service to at |east one

node. 32. A nethod of w reless comruni cati on,

conprising: receiving, at a first access ternmnal, a

fir st 38ressdbenmicthothodinlais S6cwhtrenh the pelssy rohds t6 eglaadiongof the

a request by a second access termnal to access the

goop sengisug;of deressWiurdtiog, adcessrtanp tyyeeftaocashacdaivedtsignal

nmessage, whether to allow the requested access; and

strengtnicell ptalg, andsascemdermisd adpatityo t he access node

i ndi cative of the determ nation. 33. The nethod of

claim 32, wherein the determ nation conprises:

a noti.ficati

el bt ?%ign? 32%%{@_3&??@Péﬂ%ﬁ%ﬁ@hg&m% ;%%Meﬁa?ﬁeto st n
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. t is allowed. 34. The nethod of claim
éggaﬁﬁégg¥%&§ﬁg&ghtputting conpri ses displaying. 35.

The nethod of claim 32, wherein: the first nessage
conprises an authenticated identifier of the second

accessg.t er Th@aleihodd cla 39ekBEEInNAE bighaling-hap edbosBtib R lates to
authenticated identifier.
least one of the group consisting of: paging, mobility signaling, registration, signaling

destined for the access node, and signaling destined for another node.

41. The method of claim 39, wherein the local signaling-only association
relates to at least one of the group consisting of: power control, transmission of resource
utilization messages, media access control operations, redirection, and signaling

destined for the access node.

42. The method of claim 32, wherein the access node is restricted to not
provide at least one of the group consisting of: signaling, data access, registration,

paging, and service to at least one node.

43.  The method of claim 32, wherein the access node comprises a femto

node or a pico node.



36. The nethod of claim 32, further conprising:

defining policy for allow ng at |east one guest access
W@ 200902eb2 t 0 access the access node; and transPET/UB2908/073341

the policy to the access node. E? The net hod of claim

36, wherein the policy rel ated?to an access |ist that

identifies the at | east one guest access term nal as

bei ng all owed to access the access node. 38. The

met hogly of g&lp%,i Ay FINGHALR d Eﬁm&%afn%}{ Jo%i ?isﬁl to at

| east oOne group COﬂSIS ration,

accesgz rec'ef@r cd'r%ﬁare‘afto "ile:c%?v%s atd ﬁ%@é \égsq téﬂnﬂﬂzﬁl a ﬁflsrt ﬁ{e%age from

call state, an ccess termn entity
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to at | east one of he group COﬂSlStlng of

a&sQGiodki on, signaling-only association, and Ioca
signaling-only association. 40. The met hod of claim
39, wheaeiss doneob¢rgoalipimgd andgteratisqdn adsponse ne thatfast hessage,
| east one of the group consisting of: paging, nmobility
whethat foradjowrtbgisuesied amesssimghal i ng destined for the
access node, and signaling destined for another node.
41. ThE amlﬁ@dcqmﬁgmeéitmre@smlm 8¢cone melgag ¢ e access node
gnal in onI association relates to at |east one of
FﬂémﬂY%ﬁgm» P%F@H@lof: power control, transmission
of resource utilization nmessages, nedia access contro
operations, redirection, and signaling destined for

the a £essy ode. 2 The 4 wher ej
the aitess TRHTord oI FLatesTher SltbifuosPShEidy
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QQ%$QQQ§Miﬁ%“O&@§ ﬂ@ﬁhod of claim 32, wherein the

access node conprises a fento node or a pico node. 44.

An apgisthis if REpitsé & B8 SufpRABHRHdEAtib®O An ifABRIInShAdhdidates
receiver configured to receive, at a first access

tvaethien@k reqickted sdccseis sAgeed.r om

46. The apparatus of claim 44, wherein the access controller is further
configured to define policy for allowing at least one guest access terminal to access the
access node, wherein the transmitter is further configured to transmit the policy to the

access node.

47. The apparatus of claim 46, wherein the policy relates to at least one of
the group consisting of: access duration, access time, type of access, received signal

strength, call state, and access terminal identity.

48. The apparatus of claim 44, wherein the access node is restricted to not
provide at least one of the group consisting of: signaling, data access, registration,

paging, and service to at least one node.



an associ ated access node regarding a request by a

second access termnal to access the access node; an
waecwessiedntrol | er configured to determ ne, i nPCEHERINEE73341

to the first nessage, whether %o all ow the requested

access; and a transmtter conf gured to transmt a

second nessage to the access node indicative of the

determi nation. 45. The appar atus of claim44, wherein

the dggermyn M)a?rat g?&%ﬁ&? ‘co @H&a&Ha orﬁ’ﬂrféhnp out put

device,  a notification relating
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5&%!15 ddad ir%?d’iﬁ M&fu’%ﬁrbytd@cérﬁﬂéb%§§sqgtnﬁﬁél%§ cde§s the access node;
T%e apparatus of claim44, wherein the

aCCGSﬁle@@’fbf attb@fining, nuksgonse ©ané fies h@dsage wiedthdreo allow the
policy for allow ng at | east one guest access terninal

toquet@ksscdshendaccess node, wherein the transmtter is
further configured to transmt the policy to the
accessicamder tramifFing asgepardanessagy todhaaqresboiodemeligitive of the
the policy relates to at | east one of the group
dypnisetiong of : access duration, access time, type of
access, received signal strength, call state, and
access termnal identity. 48. The apparatus of claim

V\g rel the access  nod restrl ted.ta not

pr ovi %%@Haraé%o ‘E) - GG ,@f?feg{n}qﬁlaogleompnses
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X‘éce?ss%ﬁﬁld%%%@e?%ﬂdon conprising: means for

recel vl 1rst access termnal, a first nessage
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a second access er m nal access th e access nod e,
mamsr thekeddelted RAdasINg allbWed.€sponse to the first

nmessage, ether to allow the requested access; and

51. The apparatus of claim 49, wherein the means determining is further
configured to define policy for allowing at least one guest access terminal to access the
access node, wherein the means for transmitting is configured to transmit the policy to

the access node.

52. The apparatus of claim 51, wherein the policy relates to at least one of
the group consisting of: access duration, access time, type of access, received signal

strength, call state, and access terminal identity.
53. The apparatus of claim 49, wherein the access node is restricted to not
provide at least one of the group consisting of: signaling, data access, registration,

paging, and service to at least one node.

54, A computer-program product, comprising;:



means for transmtting a second nessage to the access
node indicative of the determ nation. 50. The

wappanatiies of claim49, wherein the determ nat PGFUS2008/073341
conprises: outputting, via an output device, a
notification relating to mhetﬁgr the requested access
shoul d be all owed; and obtaining, in response to the
out putted indication, an indication that indicates
whet he n&équr-rregﬁga%?éﬁlggiuﬁl\?\ﬁo%?psﬁsﬁns f%ldleg R gausgrga ddMputer to:
appar a of clarm 49, erel n 2 e neans ern1%|ng

I's further, &oRET QYR 0058 Rlrit ROtisCHhedsQle ﬂbllnodw A& cted

| east one guest access termnal to access the access

node, o MR&IRIdR rt 8RR ARG kR byld ROSHH 4dcbRernfinA héQBW B access
to transmt the policy to the access node. 52. The

appar asdé¢s of claim 51, wherein the policy relates to
at | east one of the group consisting of: access

durati on, decesise,tih n@poisgpe theffiracmessge, méethcy rcllomgthal
strength, call state, and access term nal identity.

53. Thguepphacatsssamsf cl ai m 49, wherein the access node
is restricted to not provide at |east one of the group
consi st i ngtrafsmity géwanq? myssaga tathg eeeessnogedgilisativgtafahe
paging, and service to at | east one node. 54. A
conputEFIYRFYam product, conpri si ng: conput er - r eadabl e
medi um conpri sing codes for causing a conputer to:
receive, at a first access termnal, a first nessage
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o all'ow the requested access; and transmt a second
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determ nat |
access should be allowed; and

obtaining, in response to the outputted indication, an indication that indicates

whether the requested access is allowed.

56. The computer-program product of claim 54, wherein the computer-
readable medium further comprises codes for causing the computer to:

define policy for allowing at least one guest access terminal to access the access
node; and

transmit the policy to the access node.

57. The computer-program product of claim 56, wherein the policy relates to
at least one of the group consisting of: access duration, access time, type of access,

received signal strength, call state, and access terminal identity.



55. The conput er-program product of claim 54, wherein

the determ nation conprises: outputting, via an out put
wa@leaoz616 notification relating to whether theCT/US2008/073341

requested access should be allowed; and obtaining, in

response to the outputted i ndfféat i on, an indication

that indicates whether the requested access is

al l oned. 56. The conputer-program product of claim 54,
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codes r causi
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wherein the policy relates to at | east one of the

group consisting of: access duration, access tine,
type of access, received signal strength, call state,
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paraneter to a second access term nal associated with
the access point. 60. The nethod of claimb59, wherein

the igdentiTheakindn o?Liatdigof Wﬁ&%m@ﬁ@ ERAtifi&ft0h dkhe first access
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coverage area of the access point.

61. The method of claim 60, wherein the authentication involve use of an

authorization, authentication, and accounting server.

62. The method of claim 60, further comprising receiving, in response to the
authenticated identification parameter, an indication from the second access terminal

that indicates whether the first access terminal is allowed to access the coverage area.

63. The method of claim 59, wherein the access node is restricted to not
provide at least one of the group consisting of: signaling, data access, registration,

paging, and service to at least one node.

64.  The method of claim 59, wherein the access node comprises a femto

node or a pico node.



61. The nethod of claim60, wherein the authentication

i nvol ve use of an authorization, authentication, and
waewonnishg server. 62. The nethod of cl ai m 60PCTE/UB100&073341

conprising receiving, in respagse to the authenticated

identification paranmeter, an i'hdication fromthe

second access term nal that indicates whether the

first access termnal is allowd to access the

coverage area. 63. The nethod of claimb59, wherein the

access node is restricted to not provide at |east one

of thesgroup aggmfummir@éss ShPAHiAen, ARl RisfRCeSS,
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node conprises a fento node or a pico node. 65.

appaiaddisccéRpomts el ess comuni cation, conprising: a

receiver con#?gured to identify a first access
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poi nt; an authentication controller configured to

baseth entah edenéfitdt@nfaranctacsemsatewith tizd filshamdssdernanal; and

identification paraneter associated with the first '

access trapsmpitapgonfigngddo preaerd nbaseden theritthgotieadionoan authenticated

present, based on the authentication, an authenticated
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associated with the restricted access point. 66. The

BYBhLr at us of claim 65, wherein the identification of

the first access term nal conprises receiving, from

the first access termnal, a request to access a

COVEergge a(rgﬁéa [SJa %%Hseofaccfﬁﬁls(% RFin th%zden-ﬁlﬁl%at?(ﬁp MR H?‘sa access
, R The gure

: [
of claim®6 rconprising a receiver con

{ePmlHRF &lffhisel ReckRIROASE the G caut t@ﬁfﬂaﬁ%tr@%etsth teo access a

Identification paraneter, an indication fro

SRR BGCETIRe AREM Pdalt, t hat i ndi cates whether the
first access termnal is allowed to access the

coverage area. 68. The apparatus of claim 65, wherein
the access node is restricted to not

67.  The apparatus of claim 66, further comprising a receiver configured to
receive, in response to the authenticated identification parameter, an indication from the

second access terminal that indicates whether the first access terminal is allowed to

access the coverage area.

68. The apparatus of claim 65, wherein the access node is restricted to not
provide at least one of the group consisting of: signaling, data access, registration,

paging, and service to at least one node.

69.  An apparatus for wireless communication, comprising:

means for identifying a first access terminal operating in proximity to a
restricted access point;

means for authenticating the first access terminal based on an identification

parameter associated with the first access terminal; and



provi de at | east one of the group consisting of:
signaling, data access, registration, paging, and
W@ 009/02a61 0 at | east one node. 69. An appar at UBCT/U82008/073341

wi rel ess comruni cation, conprising: nmeans for

identifying a first access teim nal operating in

proximty to a restricted access point; neans for

authenticating the first access term nal based on an
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the restricted access point. 70. The apparatus of

claim69, wherein the identification of the first

accessg0.t er Tho@ppaeQiPsi S€im 6% Gickim the iddrifichdigh &1 thé first access

access termnal, a request to access a coverage area
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further conprising neans for receiving, in response to

theragatahanifitbatadssipdent i fi cati on paraneter, an

i ndication fromthe second access term nal that

i ndi cates whether the first access termnal is allowed

to access the coverage area. 72. The apparatus_of . .
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id | of .t h :
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restricted access point; authenticate the first access
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pbeideiaf lcastdnedf the group consisting of: signaling, data access, registration,

paging, and service to at least one node.

73. A computer-program product, comprising;:
computer-readable medium comprising codes for causing a computer to:
identify a first access terminal operating in proximity to a restricted
access point;
authenticate the first access terminal based on an identification parameter
associated with the first access terminal; and
present, based on the authentication, an authenticated identification

parameter to a second access terminal associated with the restricted access point.

74. The computer-program product of claim 73, wherein the identification of
the first access terminal comprises receiving, from the first access terminal, a request to

access a coverage area of the access point.



paranmeter to a second access term nal associated with

the restricted access point. 74. The conputer-program
w@e@doedienf claim 73, wherein the identificatiPeT/vos200$1¢73341

first access term nal conprlse§ receiving, fromthe

first access termnal, a requ t to access a coverage

area of the access point.75. The conput er - program

product of claim 74, wherein the conputerreadable

medi um further conprises codes for causing the

computer to receive, in response to the authenticated
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coverage arca.

76. The computer-program product of claim 73, wherein the access node is
restricted to not provide at least one of the group consisting of: signaling, data access,

registration, paging, and service to at least one node.



