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defend against unauthorized access and alteration to documents. With electronic
documents protected appropriately for use and retention, their caretakers can then
focus on strategic custodial functions.

?e and
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The eAS net hod consists of four processes that are interlink and interface
wth are Sit or other generic filling syste alldgL.g are:
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Transfer g SRS Ll \%@?er 11% s%‘e 4 6 tg 1 padcd 0F >ﬁm$h0w3 the

met hod an mal
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its docunght eliSf erettipd| @nbiststdr fauo prddessenthamreeitedidk and ibterpe viel a Action

properti eﬁespéﬁdrwrndn@eméﬁmmr dehé@ic flliag bidians. i drbte file reference

fol der will rnherr |ts i f cle and archival policy. The Archival

Appr ai sal Pof'i éf}bY% Laisl FSﬁgaut hori sed admi nistrative record officer to

i ncor porate ’60!“;5@}‘ | drapistasi val policy on file reference folder. This

process wi | %t heehivadRefienceand update automatically (if necessary) on

rel evant fil® Aefhivalfeesefvalider on the Retention Period and Di sposal Action

properties that the initial creator has set. This gives a high degree of

Ao anceT{lQ%Etaﬁ%\ﬁl@tl}oﬁl 1o|gy'and rpeéc%ga%g‘%ﬁnfn%'wd& hs%ﬁbé’cﬁw‘lharg e£e%'c§ e%) il ding
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refer encea‘fc8p’é’§Py’Wafavﬁggsglgﬁ’el}‘ fed to be used either for reportr ng or
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t he proces updat e
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properties. Process B - Archival Transfer Cnce t he Archival Appraisa
Policy (Process A has been apprai sed and enforced on the file reference
folder at the repository managenent system the transfer of archives
docunents to an external storage nedia is handled by Archival Transfer
process. The Archival Transfer process will select the file reference

fol der and extract those el ectronic docunents exceeding the Retention
Period properties and conformed to the Archival Appraisal Policy. Only

el ectroni ¢ docunents assigned with an Autbvrity |~"urnber and Revi ew Date
properties will be archived. Once confirnmed archived, the Archival Transfer
process will extract and converts el ectronic docunents to either PDF
(Portabl e Docunent Format) or TIFF ( Taggedl nage File Format) as archival
docunent format. The format of archived docunment will be divided into 3
maj or sections.

| .

Developed by the WWW commuttee, XML provides a standard language format to described data, so as to facihtate document
exchange This standard format allows authorized users to retnieve and display specific data files at a pont in the tuture, without
relytig on the original vendor’s software, operating system or hardware

@ SQL View Pte Ltd, Copyright, 08/2002 Page: 2 of 6



(a~ SQL View Pte Ltd, Copyright, 08/ 2002 Page: 3 of 6 | nventor: Stephen
Li m Beng i.nlvghtgp@ftélmgﬁln,ﬁhe,@g{ne are: a. Electronic docunent degfiaeidion or
nmet adata This section describes the docunent. It is again divided into 3
parts. The first part contains |nforrrat|on regardi ng profile of the
docunent, ch as e reference folder
etc. The' 4850 Begtect o P "B b Sitoechid hr Iy U e er
such as dYcREnE G fell ‘&8csé§@méo"rﬂnﬁ‘615 P st eCtH’SbCu gherated {romrhe ¢ hird
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docurent Mhiagegeot fifmcystnt Biinsndudss alocginemil prdéiteu e metddata, tide mefeionee f or mat

of its cridddarngomptehensivegstandi enginet hersiewectntiohand t dvelitd oeilinmeacuiriiys oencr ypt ed
or di gi t akdtiorsdagogekttibdhiarsl @ection will carry the sane signature and
encryption as that in the repository management system c. TIFF or PDF
docunent, or documen in electropnic print form TIFF is the nost w dely
used openP '

g M Appraygalbolicy st a1 magi ng products support TIFF
format. More i rrportantly, it is not proprietary to an¥ commer ci al

or gani zat [nohrepTHifosy SuaageERene sYRiam e ereatosof rile defereagricdderdsermgedient in
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offers a "back up" nmethod in the event the original format is no | onger
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W th devi Fb e p rat %q a e aith i(\agg&&icj?o ?l%lretflgin%[ | t essyw1l to

produce Si ca effr is

Por t abl e ﬁ%ﬁg a¥eo?ut pHc lééleﬂe%ssﬁré’?ga g% i@e E f\9’Eﬂ‘aent of
TI FF |mag%n @nnwrf é’rmcﬂné FRIARSAES B s.lrﬂrlﬂ ﬁ% Fﬁrs%
sections, 1 BiSrEETE Nt e@ew #Y echiyal § B)ces bes i s
current| yamr@éffcyaoae@érpﬁ f@dsomor@tﬁér%w@healm ﬁ@rmL ﬁ@pndb%wmﬁlﬁaléavdh@nge To
preserve fil¢t ederenge fniderswidllibiet generdtesl & bR owsed exdthati A9 reporting oe resedior d

of fi cer headrasbomcaessretwnddie wercur ed docunents as all conversion are
perfornmed at the server side automatically. At no tinme is the docunent open
for mani pohad valldadd bite afpraiRBd, BOMReESS will iRnéhhay adm8My Nub@eMiahdl be
encrypt edpwhbD e SRPQAAIEHe PHIRIrkfordi8Y FEHMG PHOBrR8y AAEnfiredd Rk laYch$iagned.
Archi ved E@gg@ﬂé& EQ?mlﬁ%Bt 6l %%_QVOQ%%C}% RYUfen 6 Crg?ﬁ#@hﬁ&@ PRlAYAppo media

i ke regu netic Ives, m or a Storage Area
Net wor k ( or ot her rem)vabl e data storage nmedi a. | ncl uded vmth t he

exported EIVL flées i z a!alrchl val certificate or packing list that describe
all the f chival. @SQ View Pte Ltd, Copyright,
08/ 2002 Page: | nventor: Stephen Lim Beng Lin Process - Ar Chl val
Preser vat Pgﬁe é?nﬂcaeﬁ{ Aaprarh Palicsn(Riagespd da boan G4 ?eéic%’éise“g‘l’
aut hor i setheddirefesneafoldes af Begprpsspry m@@gemn@yﬁﬁeabﬁheeqre@ferr oh ats:ha@éunent s
t hat has Beameatschiansdteand somgeumeditis handigély dirchingd Tapmsifénpeeceddcument s i nt o
mcrofilmfor long term preservation.

The Archival Transfer process will select the file reference folder and extract those

electronic documents exceeding the Retention Period properties and conformed to the

Archival Appraisal Policy. Only electronic documents assigned with an Authority

Number and Review Date properties will be archived.

Once confirmed archived, the Archival Transfer process will extract and converts
electronic documents to either PDF (Portable Document Format) or TIFF ( Tagged-
Image File Format) as archival document format. The format of archived document
will be divided into 3 major sections.

@ SQL View Pte Ltd, Copyright, 08/2002 Page: 3 of 6



Upon extraction process the Archival Preservation will decrypt the

ar chi ved XM. .f pointed Private Key. The extracti or
TIFF fil elnglen Felpveen e'Imec'f"rggﬁl c docunment will be deposited in Ogﬁgilimplzorary
source direct ory Wi th proper nam ng convention. TIFF conversion will be

initiat Edneiefg‘: file format is deposited and upon conversion, PDF files

w il be de eted fromthe tenporary source directory. Enbedded in the header
of the TIFF |maes of. the er are the %flle or netadata of the
docunent s, whi%iSHRRIGEQCUDENt GeaCHPUQD OL BICACR ¢ | i ng. Converted TIFF fil es
wi |l be grouped.and assigned to their spective mcrofilmraql unber .

Upon assi gni ngﬂllﬁéecﬁf’ﬁrdﬁﬁ”l%ﬁ? ths| OCH’E?ﬁ‘E)teﬁ IS pggip df ‘f‘?@sm&?]ép?@%t ‘etfgS‘be
v~~ritten or Padigintaing ipformatieg regprding mepfilemftthe da ﬁg“ waéml Ar chi ve
Witer). Once doshpretrae, kpe werdride ir¢faionss foldas ety ﬁa@qndrr@ptrfé@ém%tion of
the files conphisrmatin hegardingr sybiche pardsterat sah. aPrdocementDsize, Anesibsy al

Ref erence As sivatnl list, Gpaaichi oahbanetei Ghe thidl, parhéeséuilodsi thahisRed ef ¢rece
process al | owsdcaiimant, Bhi SedmddbMvetiond dreged, eecodsel | htloaingtReexdniact

el ectroni ¢ docnaepiisnstthigdn. have been archived and inport them back into a
repository managenment or other generic filling systens as new docunent. The
record of ficerp hasivtdoélgh®@iim ned the location for extraction and identify
the archival docunents to be inported. The process involves conversion of

each XML (Ext epgi Qéc?ioM%BKt%lﬁxsltﬂé"SH 49) dokliingnt iALR datiSe bl Badis &%E?ﬁ’ge format,
acconpani ed wi i hs (bl RYARL:yBRARE 85 ﬁ?eﬁt {Eeea&g?;e%or 5SS ol ta
cfh Shcl ty of

Si gnat ure and ﬁnCI’ t1on.

)/
i mported docunent X Rt 0" llh%arr% th%ssﬁ?lgrmgnaturg %“ﬁgﬁ{‘ X?tl t fer H]erl c filling
system ~a7 Sd?p‘?ﬁlt@\r/é"ﬁ’f"eag?fn&n f@ﬁg |ght 08/ 2002 Page: 5 of G | nvent or :
St ephen Lim Bengr Li n Prepared by: CfSI gn~t ~ & Date) Nane: Steven Yong LW
Desi gnati on: Coarlpbf af BDE SIHe . 4B glecpria HHINF OB Dat ) Confi denti al
bl ane: Stephen Lim Beng L| n Desi ghation: | nvent or CEQ Managi ng Director

TIFF is the most widely used open imaging standard today. Almost all

imaging products support TIFF format. More importantly, it is not proprietary
to any commercial organization. This section contains the printed image of the
document in TIFF format. As TIFF is widely used from imaging to fax
technology, we expect TIFF to continue be supported by most software in the
market for many years to come. As TIFF is an image, like paper, it is unable to
represents rich format like multimedia and animation. Despite its limitation,
providing TIFF image of the document in the archive document offers a “back
up” method in the event the original format is no longer viewable. The
extracted TIFF image can also be directly output to microfilm with devices
such as Kodak’s Microfilm Digital Archive Writer system to produce
microfilm for physical archival. Alternatively, the Acrobat Portable Document
Format or PDF, can also be adopted as an equivalent of TIFF image format.

The whole archive document, containing the three sections, conforms to XML
(Extended Mark-up Language) standard. XML is currently widely accepted as
the standard format for document exchange. To preserve integrity and
security, the authorised administrative record officer has no access to the
secured documents as all conversion are performed at the server side
automatically. At no time is the document open for manipulation at the client
computer.

The archived XML file will be encrypted with an appointed Public Key
Encryption and digitally signed. Archived documents can then either be output
or manually copied into media like regular magnetic drives, CD-R, DVD-
RAM, Microfilm or a Storage Area Network (SAN) or other removable data
storage media. Included with the exported XML files is a archival certificate
or packing list that describe all the files designated for archival.
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10%& ()- -Z 10%)&' ()-z 10%& ()-3+ T ab bCyz 10% u& ()h M5z
10% u& ()Upas eoiaskion Progsss, (e Echlval'Preservatlon will decrypt the archived XML
file with an appointed Private Key. The extraction of PDF or TIFF file and native

electronic document will be deposited into a temporary source directory with proper
naming convention. TIFF conversion will be initiated if PDF file format is deposited
and upon conversion, PDF files will be deleted from the temporary source directory.
Embedded in the header of the TIFF images of the files are the profile or metadata of
the documents, which will be captured during microfilming.

Converted TIFF files will be grouped and assigned to their respective microfilm roll
number. Upon assigning the microfilm roll number, TIFF files are ready to be written
or “digitally” burns to microfilm through DAW (Document Archive Writer). Once
completed, the microfilm will be the exact representation of the files complete with its
profile information.

Process D — Archival Reference

As shown in Specification Figure 2, the Archival Reference process allows an
authorised administrative record officer to extract electronic documents that have
been archived and import them back into a repository management or other generic
filling systems as new document.

The record officer has to determined the location for extraction and identify the
archival documents to be imported. The process involves conversion of each XML
(Extensible Markup Language) file into its original native format, accompanied with
its relevant properties and metadata. The use of digital signature and encryption is key
to ensure the integrity and authencity of imported documents into the respository
management or other generic filling system.
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