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machi nery and ot her various hazardous conditions can
now be conpleted at a safe distance from such hazards.
Further, inperfectionsyg yht h hunan action

have been m nim zed throug errp oyment of highly

- [08t) se mabieisubisct ﬂvmmﬁomfelatbmerfaﬂyta)mgiusdimllsyﬂansaulppia;ion,

I manufa r| ne. bases ar .
4 Ao baftctiod & SOk Otuo G B ARRGS ot e Bidtsrria
fwnory fl oor. For |nst ance, sensors can detect a
nunber of times a particular machi ne has conpl eted an
operation given a set anount of tine. Further, sensors

can deliver datsgAOKSRRIGIDTH PUE INVENTIONAL I NG tO
system al arns. Thus, a factory autonation system can

WQWIeW c ol Advencethentsdn techneloguhaymanabied ﬂag‘atoambphcatlons to become
MIQ%EQHPfe{e?)a&dtégé?@ gﬁl&l eﬁgﬁaft Eéal% 16 rhon% ﬁ"ﬁt %}cggéc&ﬁrreeg gvorkers

1bl]mt thembdtes m@{mutconhéavg@aahmémasbther Va3 ]haiatrddu@ conditions
of ten .i npr affﬁl cal . busi Eresses however,

?aﬁﬂP&hs 4, 2\1@ t"mf;% ﬂWoﬁu@?g quh ,F"Hrﬂ@qq elilr}perfectlons
586/ il h@AB 4c@Bn ﬁéfv%t&% lifindSddShirobt Elp 1o§n'n Iilt%fﬁfghly

profitable for manufacturing corrpanl es to
rEsgismankinest Meay pfﬂhe@refwte@sdeams mppbybtaemtatqdnamanufactunng to

Wit chn
e PO el B e S o RO oy gy o
1351&toemh$iaes(;¢mmbtear aanmmhm‘t)ﬁhmef] £ ﬁatllmdair hechitfe Hae gé@ileted an
evi.ces. and syst ens e these |le systens can
RO v B8 Ao LA RS, SHa cbf et fashororosessing
un@lralitting ©QRéttA UREMY SRS a ﬁié&ii’fy a8 mBHch éﬁtemﬁ %@}E@ Goltected
W th several deficiencies. particul’ar exenplary

daerand iepiempticallyranefor S@m@mmﬁ&aﬂms@e@l@g@mﬁnaﬂw of a device,
gﬁél ﬁféﬁ{ tﬁea Qﬁé zglﬁ%t}fw aﬁ&ﬁ?}%c@a&gs thm l%ﬂtestg aa#og}a%ng a process.
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manufactunng companies to replace existing automation devices and/or systems that,

while not on the cutting edge of technology, still effectively perform their assigned tasks.
These older systems/devices are commonly referred to as legacy devices and systems.
While these legacy systems can perform specific tasks such as data collection and relay,
continued use of such systems is associated with several deficiencies. One particular
exemplary deficiency is that several of these legacy systems/devices are not associated
with sufficient security. Specifically, as legacy devices and/or systems are often

optimized for particular tasks, they lack capabilities to house integral security features.
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and/or methodology for quickly, efficiently, and inexpensively enhancing security with

respect to legacy systems/devices within a factory automation environment.

SUMMARY OF THE INVENTION
[0007] The following presents a simplified summary of the invention in order to
provide a basic understanding of some aspects of the invention. This summary is not an

extensive overview of the invention. It is intended to neither identify key or critical




extensi ve overview of the invention. It is intended to
neither identify key or critical 2 elenents of the

i nvention nor delineate the scope of the invention.
Its sole purpose is to present sonme concepts of the
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the central access authority upon receipt of a request to access the legacy device. The

request for access can be associated with a plurality of characteristics, such as an identity
of an entity requesting access, time and/or system state of the access, action(s) desirably
taken by the requesting entity, location of the requesting entity, whether the request is for

read-only access, read/write access, write-only access, etc. The proxy can thereafter
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" obj ects, advantages and novel features of the
invention wll becone apparent fromthe follow ng
detai |l ed description of the invention when consi dered
in conjunction with the drawi ngs. 4 BRI EF DESCRI PTI ON
OF THE DRAW NGS [00121 Fig. | is a high-level block

di agram of a systemthat facilitates enhancing
security with respect to an industrial autonation

systemthat 'in Vi [ rdance
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[0018] Fig. 7 is a representative flow diagram illustrating a methodology for
automatically providing access rules to a device in an industrial automation system in
accordance with an aspect of the subject invention.
[0019] Fig. 8 is a representative flow diagram illustrating a methodology for
providing enhanced security to an industrial automation system that includes a legacy
device in accordance with an aspect of the subject invention.
[0020] Fig. 9 is an exemplary implementation of a system that provides enhanced
security with respect to an industrial automation system in accordance with an aspect of
the subject invention.

- [0021] Fig. 10 is an exemplary implementation of a system that provides
enhanced security with respect to an industrial automation system in accordance with an

aspect of the subject invention.




[0020] Fig. 9 is an exenplary inplenentation of a
systemthat provides enhanced security with respect
to an industrial automation systemin accordance with
an aspect of the subject invention. [0021] Fig. 10 is
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processor, a processor, an object, an executable, a thread of execution, a program, and/or
a computer. By way of illustration, both an application running on a server and the server
can be a component. One or more components may reside within a process and/or thread
~of execution and a component may be localized on one computer and/or distributed
between two or more computers. Also, these components can execute from various
computer readable media having various data structures stored thereon. The components
may communicate via local and/or remote processes such as in accordance with a signal
having one or more data packets (e.g., data from one component interacting with another
component in a local system, distributed system, and/or across a network such as the

Intemet with other systems via the signal).
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accordance with one aspect of the subject invention, the request characteristics 106 can
include the aforementioned characteristics 106. Thus, a component receiving the access
request 104 also receives the request characteristics 106 at a substantially similar time.
Moreover, the access request 104 can contain or be followed by instructions for

performing an action on the legacy device 102 and/or modifying contents on the legacy
device 102.




initiated, etc. Further, the request characteristics
106 can relate to the identity of a nmachine desirably
accessed, time of desired access and/or time of
origination of the request 104, action desirably
taken by an initiator of the access request 104, etc.
In accordance with one aspect of the subject

i nvention, the request characteristics 106 can

[ e the, af renentloned characteristics 106. Thus,
T@&#ﬁonentf’? AR ATTHGIMSEED gzsgl;g ZIYIAGESE toléa?egﬁ%é’evwe 102, a

I @RIy 08 cAlRviIeRAHE dceGByRET B4l afllof the IRie@lchracteristics 106 to

substantlally simlar tinme. Mor eover, the access

r %f@é%lﬂe whethermicly avesi ta thsylegasy DevicoWSds bythprizsdr lie othongords,
/ s@ﬁfn{)(glr BY ot l 9& {o%o}ﬁﬂlt Pﬂﬁ#o?ﬁ@cf chg evcﬁ%%é %El be.}ng

) yiI ng tents on egacy
1&@2@¢d Py thedegacy dem@:qlmstA drgarmﬁatﬂ)y obeheagegirnentoatioesscess to

the I devi e 102, a can reyiew,t

hedefey SR T80 55t iyt o PiepAtua i aE spsid by & proxy
1@6@ t Thusgfol efamiphe tHUkﬁ‘IaB@ifs c§ﬁh§&1e§§ £ BB r&yvibw thel rRQRSY
devi ce 102 is authorized. In other words, the proxy

10hgrackerishies esswpiiedowilipthe Arasss reambl%mdzie@naw efd@ther to allow
I SQU&ESH gnefléébﬁ}r Q@\h@@baso(fﬁﬁ%lvtﬁﬂmpaﬁshh% %e? gi"ﬁ ﬁlo LG8 can be

102. A nati on er -or W access
t emplofie byethe eyalyigs/¢angponentrid dén mnnm‘nomvaﬂy(mtamo:rﬁﬂg)@h&hér to

0 that | oyed by . .t.he prox 108. Thus,
eI ey P e Wpiabiron Yos s aibanOr ador
I gRioESbd reg et Ak etdrBtitL 61 For 38606, atadralhddesd d’t‘lﬁmrlty (not
access request 104 and determ ne whet her to al

athor@d canhaidizedigargvideces rplgs &y apbuplity 96 pewrics ;t:lmt gre employed
: i%t rQbctR ANERSDE ﬁ%ﬂﬁ'ﬁ A& PPher QY EhaR¥ed %@n\/ﬁ?g}%hﬁ& sYstem

onent” 1107i n ection wth determni
© t o eaist that mot:ets@othdegdue dbﬁgacay wetil\as opdat@Pavtasaibnudecioes, as rules

ess est 1 or _ass at ed reques .
BB FERReb RS Sh e s BinamBEs RE M Ba 9 Bk sared irecty
awithia upliyted ABmatihMikces; AFurther, Wthé pogy 109inRuA¥ Meufficient
access rules _for a plurality of proxi es that are

eRTPTSYRe Canablharﬁf‘oioee@lyae 1B apesss Teguest 104 gicdyprersy} A8ecgn be utilized
ToeHRE HeBiccRNrRONRNELH) zgéeﬂgﬁl ac§t%§ WithbalyS ﬁ&%@tﬁr%‘cenm access

exi st that protects both legacy eV|ce
uptherisdcaa detsminicorhethe a@ess is &sber allomsd or déra¢d ang insruct the proxy

[ n be st in proxies for
oGRS BR B e B S ok el et 40 B oty be
deutinpaisstrimint. NHoweved, it Rao pé ﬂmjérsl&ﬂ thitthe@&ntion is not so limited.
[ fficieﬂ%g roceSS|n capabllltles to anal yze the
a@@@és r equdEProry4 08 sere S‘b?%?é?l’ ot te divable compiunicafonsihgtween
-r&@&&sﬁﬁ?eﬁﬁgﬁrﬁﬁhé RAHG8SdeviR4 0b Qpéh &:?e‘ﬂgér%d AGf&cHRity. For

.authority hereafter the central acc
instance, upon accessing the legacy device 102, a session typically occurs, where

multiple messages are delivered between a requesting entity and the legacy device 102.
Generally, a communication will include a portion of data that indicates to the legacy
device 102 and the proxy 108 when the communication is completed. If there is a failure
of communication, however, it may not be desirable to allow continued access to the
legacy device 102. Thus, the proxy 108 can monitor activity of communication relating

to the legacy device 102 and disable a communication line based upon a period of




authority can determ ne whether access is to be

al l owed or denied and instruct the proxy 108
according to the determ nation. Thus, the analysis
conmponent | 10 can sinply be a routing instrunent.
However, it is to be understood that the invention is
not so limted. 10030] The proxy 108 can al so be
enpl oyed to di sabl e communi cati ons between a

request i entity and the | egacy device 102 upon a set
p&HCBY o f “Fraftef FRATE, thegyroxy H&cn eelivelYRS A BEKY Feqyesting access

t i@ ddreaasywhaNGRhlQrity RmaBR bR cled B ﬁl%llég%écfﬁé}i'&sl’m. Further,
where nmultiple nmessages are delivered between a

r epumexy HP cen indydesersorsitbatineqpitoy whetherdothl 02 Jegacy device 102 and a

I . ' i il l..include a portion of
R i) 1SR Rleh R o ol Ft BB ekl Bl pe closed
pibgxhe Q8 Wddnsddum Clachoidacafldvw Bnd/sr latmipl€ dedennettion
.thetﬁ i.s a failure of comunication, however, it nay
ngpt %mﬂ%sirable to allow continued access to the
| g3ty devi o@ ad@Adantdysih ahSBAUHAY 088 s@FEt RREEAY, the proxy 108

activity of communication relating to the |egacy
d &3 keea dqmplea ol derigbeis kdawiveomdayisiedhat ironheqieblbRsemdmpyten and

a [ J BYARAYA for . .ex le, .th r.px
SR P B SE Xg Mn BTRFad Eh Boe
d eliazactdrisicantistanesuch tted acris th yha legagly dsvieo estiorld He@etrhigted, the

| ega jce 102. Further, .th r 108 can i ncl ude
it It %ﬂfﬁ BT e deBrn s IOR, LRE »|f%fg’éel§m’&et'@r: dangle can be

183planell B coh RAHUBSHH IFREnRM td EMer SR Ti1CPHNEE 18 GilOo MG egacy
anot her. For exanple, a session can be closed y the

pﬁw 19gs Vﬂ@@gclbapcgss!rmstdﬂit gsmcﬁ a}lp\@m;l, #hegfopgle will prevent access
I ke %g%%)edegicé G858 nﬁl.?ﬂ'le ,Qhe (%)%Hefégﬁ %%: hgsrclciagzjg g@@i]buglﬂin encryption

accor w th ano er aspe e Ssu
i addretasgejatddheitipfabriyatib Sechaignedibatarddsnipgned toretldun gdverse S

a_ har dwar e. devi c .hat i s_connectable to a copputer

2P HOE LS el GG MO s rgle o en SbteBlacement port,
r 2akeB$ hllchRifg j:HerHoﬁ%l%ttdj BébAploydRintiAEink 88HRShication device.
characteristics 106 are such that access to the | egacy

deifniey.the dangrisan hs@cprangptly éthchedte anderess rortwd the lighayidevice
a I : f

126 Gt bl o HARYacO RS 101 G in Ko o RARTRL Bocess por

t @nBtder Fatthemthe pirdxydi08 cambé arcintedligent svgjtchpa fitesvallegmmyer, and/or

evice 102. \Ne ch_aceess request 104 is n
R0 R Qo ALPE P OB Fviled CBobaagver, Begisiruge f he
dvtictel 00@Lconfighicl @ routd ] @ang kR thalegRs 628 COReshWithdproxy
built-in encryption and be associated with

t Bl ilciathus amecstped halibe prexy 168 eardessngrrediabledevisdbat can be
NANBES ® mENDr AEEEINAY] HmbiEcABAN Emili g G lrlréegngacy device 102.

Mor eover, the dongle can 1 nclude a replace t” port
[0032] The legacy device 102 can be associated with and/or include a

programmable logic controller (PLC). PLCs are small computers that are employed for
automating real-world processes (e.g., controlling machinery within an industrial
_environment). Typically, PLCs are microprocessor-based devices with modular or
integral input/output circuitry, wherein such circuitry is utilized to monitor status of field
connected sensor inputs, and is further utilized to control output actuators according to a

~ logic program. While PL.Cs can be utilized within the system 100 as legacy device, it is




thereby allowi ng the dongle to be enployed as an
~in-line communication device. Simlarly, the dongle
can be permanently attached to an access port of the
| egacy device 102, either external to the |egacy
device 102 or in replacenent of a device access port
- connector. Further, the proxy 108 can be an
inteIIigent switch, a firemall a router, and/or

h server, the 08 j.s hosted upon

A b g oy SGisblrctee ot 5 Fplo XS epRnegeen with the subject
c Qlﬁ\fdnﬁb!t[ eF’orteQaJﬁﬁlHt y3litabld ﬁfcﬁ‘é;ﬁoée@.‘for tafﬂ(ﬁoﬂ BRAYnHR I 65 be

102 through the rox% 108. It is thus understood that
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plderesfintE IRt cori@hic@tdnk BE: AMBGAbIB &M 1 8&&' tH ofidlor more legacy
industrial enviromnent). Typicall are
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nmoni t atus connecte
[ nﬁummtloa ekt can lﬁammhlaﬂatad mt ﬁmetdmts of Eromitdjmhtumuiepidé that can be

act ug%&iﬁh??%gﬁpedq%#% pf)ﬂtémg ? S‘sg]‘gg I\égtlétlé{%}fautomatlon

dﬁWlé‘eewnh tes géi:t B 615% ah@thé!rr(@%r ih@ﬁéi“aﬁoh alay BB Yorssll thdBkLsight of a
devi ce can | oyed in connection W th the subject

i AXRESER POFEViGede b%waﬁhﬁeé) angiyr wheine agexse isillowep toessys vihich can be
apgleq ﬁ Sk Qﬁd@gr[e é&gﬂgéggﬁti ?»g(gﬁﬁonaﬁbirhﬂnétl%g r@fa{ul;%{e& \P:i'al)g\gdmg access

syste 100 an egacy
10#es 4roais@ tonfempliated by tw itreenfirgof tBe suttject imvamtiomdand are intended to

t t t d
R P YR B e e PR Te Y1 | St atea, The

swi)Be]n 200 TRcdeH@ESic@ess ﬁﬂ]ﬁr[@bO@@aﬁ%s%ﬁMWﬁWa a8 store 204
tgﬁh%@rOVIdes access rules to be enployed in

tSIBRPHEEHAT YSEBCANREHEIANR &8 Wé ag piewiHsLy: gencaried rules.
ap& ik lRvahh @tomoti c5§§t81% eibus Ogg %&a&o%% A Yess g
r acces aut 2

devi ces. For exanpl e, cent ority
creAugstsoor prtiadoatssices, B@d;arbzasbci saitabld mfgtnation matmambmpeﬂlnent

| %esggteﬁ%e ki an do (Pag %tgglhg dl?t:fllél%se Il’rhg’t%u(g E}z] hﬁgzel?rra(i acceks authority

or 1

rmm qmulbatdekiiva@dﬁd dmaaﬂy toodhSupdhted Butd b OsRddvide (B61\sh6en) dnat
[ y the identified entity, positioning

can_be i
of"RiFRent %ﬂ% ety h@ SeshHoyaAR daita HEEF AR vices piseliyfle Fot include
I RERGEH P F e AP ah@ofmemBly BRBARL Q[ch%}ﬁleﬁl%gtatlon of

forced to be in sight of a syst'emor device
nisgpity geimitieasd Therefong thesystems? 00 aititizdsavprox it 20600 eummjtor

MHnﬁHmﬁ@i?on? desirably delivered to and from a legacy device 208. The proxy 206
implements rules generated by the central access authority 202 to control
communications access to the legacy device 208. For instance, the proxy 206 can include
an analysis component 210, wherein such analysis component 210 includes access rules
generated by the central access authority 202, Thus, the analysis component 210 within

the proxy 206 can include sufficient memory and processing to permanently include
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based upon tinme and/or systemstate. Additiona
paraneters relating to providing access rules are

al so contenpl ated by the inventors of the subject
invention, and are intended to fall under the scope
of the hereto-appended clains. [00341 The centra
access authority 202 can be associated wth a data
store 204 that can store particular system
conflgﬁkg%hgns as well as previously generated rul es.

FETE IRAPRCTY ShecoRE releh 18 pdhwarstcitodunay.dhesmalysis

C 8dthpcehed 10QA8 be @xﬁ?%?@d fodb&iitst ack&IWASd Borh He oiéﬁig%lia%@;ﬁrmthority

devices, and any ot her suitfable information

ba0arartinpeefian aceess yesmestn Hlewavdrt accessdo thatleabodryiced208 will then be
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automati on devi , legacy devices typically do not
LSR8 SCR POTieD o B R SN e ) dRhus Ry the central

NRFeYsYanthRriB AR i@ ntmNid Bikeie BraL/ 1208, B tenf S Y% connected to
primtives.” Therefore, the system 200 utilizes a proxy

2the praxyA0hi andrthe prowy2eft eratdbiis theaseasabilss frbet the poyable terminal
' . 06 . . ..
"8 R A0 42RO m S BERIP e gt ommatin

aanttiumtication28Pniquecanntbe @nploedmiaiscttha s taegiesIndladds Atthorized
| egacy, devi ce 208. For. i nsfance, the proxy 206 can . i

Py Feiol (R BRga eSO e oo 65 Bk e mgencction with the
adudeBinSertdgponent 2 10 incl udes access rul es

generated by the central access authority 202. Thus,
t 983Hnal ysikhesysips A4 capaidraif it following manogry A0entitymot shown)

i b r .

B LI Ll POTPA A BTt The g

atl@asdudasirepiestichamactdiigjvaaltieh etdiabionkninitiatdr@f irakyss fequest
ent 210 can be | oyed tQ request. access ruyles .

FHomiOh & 1 eyt dutalhags 11y cammelide A idepiy b ety

a6RRER: theGUASE reqiiRVRVE Fhe 1864108 Bf tHR chii, h8 URGHortl8MhE Reacy

208. will then be precluded if the central access

#iviss 0¥, thoesiop desipblygrdpita@nygle nTharscess ssdpest 862 is dirccted to the
W t f i . i .

5581 S1GE 1 B BRREch B SR RL gty

ghe cangrapacesablrdoptydt2 a nifithgarabsivicompor{ano? 1 (sincvwudgs. access rules

Thus ven if the central. ccess hority 202 .is not

SR BB R SosP Ry D, BAORR g Sifher B request
Q10RB6{1€ 8e bt epted endéiu@OfiionaR6ull Be alsw@dywidDiic tebacy device
gbtain the access rules fromthe portable term na

2t HgBr radvieyrompopent 240 deesaot s lide sefffeisnt memonyiang/or
FESOE BRI ol MOLEThLY, AULIEN 2 pe
icaetral decssaanthmity 2621 Thereafter, the central access authority 202 can determine
whether access should be permitted to the legacy device 208. The central access
authority can then instruct the proxy 206 according to the determination. Further, while
the system 200 shows the single proxy 206 that controls access to the single legacy
device 208, the central access authority can provide access rules to multiple proxies that
control access to a plurality of legacy devices. Further, the single proxy 206 can control

access to multiple legacy devices. Configuration of the system 200 of the subject

Il




rul es. Various encryption techniques, for instance,
can be utilized in connection with the subject

i nvention. [0035] The system 200 can operate in a
foll ow ng manner. An entity (not shown) generates an
access request 212 with respect to the | egacy device

+ 208. The access request 212 includes request
characteristics, which related to the initiator of the

access request 212. For exanmple, the request
cAaFatiands feubleacerrding fpngeds pf aRartignlrdusingessy Fer exapple, the proxy

epdd & belpBkitibtld 0 Gadi8 pBREEATH g@t&ﬁ?(fegfz, ]a?rﬁce}fep Externally to a

| ocation of the entity, the location t egacy
déemiceepadi@ned wathioa deyreedesdiss pirit,y - .inder t aken, etc. The

a r equgs 12 i irected to the roxy. 206 r,. .
OS8E Cpar e B el Bhiei Fnnlobone BB o2 gy 202
peamediod vl @otiling tsecurity il €sefot lepdcyaleeiReSwRbik A ihduytrial system.
2 %}. If the anal ysis conponent 210 incl udes access .
r é%SthFtﬁ?fTﬁléd’PB‘;/’i‘t‘Fﬁ@aE Ertibly agesse Bumergihdistribyled ydems, and it

P O¥bneer® 8 viS B ART ATleP BacHMRIRE [0 hP&iFF RIHEHohisa i g to sych
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wilavicer Farthergdryicedederise acceergzan férmt freownabmples web, thereby

C oes.not itnelude sufficjent nme .
CRIPANE beaf ARrARAS el tef i dehlsd o Wby 29 g
caovide b eschdnien &g cesigaliyegliasing 204t infortlaton. C¥Bt dndther benefit of
ac%ﬁss aythority 202. Thereafter, the central access

CRABYIRE {hesyiertipvaatpprshisio apAetifelo ratdesscash alanpREstor to the
glﬁ%dﬁbtdbﬁge boy Ez@ﬁd LRAA6YatidR bE ﬁlﬁ o%@x%tor?él@dv%qatarl@éag&? 66HE legacy

hority can then instruct the proxy 206 according to
tdrwicge Fer sxiamats, 8 pharmazeeutisal fagihityl tepicallyecontpinsexy@alonixing

S . ' - . controls . access to th

Hhfich Batl Do 8 W shndr AR oF DAL BB ERE o hBrby B

Ocqu&rqmr@unl h hadetkaty nrod%f?S)pTr_atidﬂld)t}dnlﬁiﬂﬁ:r@ﬂ@ﬁaﬁgerbﬁsahachine (e.g.,

confrol access to a pluralit . l.egacy devices. |

i pre B oD e soiieh aim BORG 1o, al deuiving
fatiphLark HIGEMEENE GHRg a CORMhAIERd QRwSk 1N (BY SE8Mbr can be

200 of the suq%ggt 11 invention is flexible accordi ng

t3b 2 distaas logation frem theanachinetin sihichoperation iscattarad) eompletely oblivious
Ry ; ' Qi in.the .

35 S0 PRI ARRRAL AR Rop 048 LN Bh & bhion

posiunt fonéetativit of an qpeddorireletiactoglsslepmytdevice 298, otOGBMtes of

There are.several, benefits in |.oying the centra
5?@%%§S%Wﬂﬁﬂpi aboys cath e%ﬂﬂﬁ@@?&@ﬂ '?h provi di ng

qe03m ity r Wies thodysteROBMYs d@MEBRHnYd bithBdifiBd, tROMSK Y D@8 can be
system For instance, certain operators may desirably
fevesieditethe aentel aqcessuthonits 3% chhis masng that corresponding

YO RRMRAI (§Ith ab 9.3)?% Sir bPfighedd tﬁé pf‘o%?r%@ &¥d G AnE PGV access

access rights r ting to suc
authority 202 to allow secure communication and linkage between the proxy 206 and the

central access authority 202. For instance, the aforementioned association can be
accomplished by a one-on-one connection of the proxy 206 and the central access
authority 202 prior to deployment of the system 200. In a disparate aspect of the subject
mvention, the proxy 206 can be configured to include an integral private key, and a
public key can be entered into the central access authority by disk, download, proxy

query, or other suitable manner. The proxy 206 can then be commissioned remotely.
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devi ce. Further, device-to-device access can form an
.over-conpl ex web, thereby rendering |ocal alterations
i mpractical. Further, the central access authority 202
can provide a nmechanismfor centrally collecting
audit information. Yet another benefit of enploying
the subject invention relates to an ability to
restrict access of an operator to the |egacy device

on I ation rator el atiye.t
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o@é‘(}ﬁ pespeieted afith the @ﬂ@h@h@C@S mirtharityt392t tE‘er atamp@ treese $ered access

E&S‘é h%vfd%g legcgtyf gmggpc%aﬁc\éh abl o(grfl(ayhe S%ggbf% gv%]ch directly

onn1ss ohed or no
asppaitsederite seduity. N acantianat with ©as asprulf dTakid duljedOidventidhSan

S e bRy inbore B GCri fre avdbcetong 2 access
ARl Sl ati Lt MR dgdvted AhtolAtiah HOMLeS Sob fiftah éﬁ@ireﬁ Qkomation

and |inkage between the proxy 206 and thé tral
ateyies S08 authiseently lppebecRaddedistixrystemt HY. dfromermiveionnther

até}%ﬁag%ﬁ 'gﬁihg?cﬁ'[f% Po enrtégg:l(fs%g;%ke %9 {lﬁgs &nl nt% M Giral access

cen access
oavitoity 502 A0Peptdre th arede bk pyovirtet acdess fdﬁhs yslimiB0Oher devices

di s f. th
kot b telies o TBaHPTGPL G Thchemanlor S piafel tat
Pect @ isSpeki@itted 3 the ﬁdeﬂékpédt&nlﬁﬁiﬁ deafae bes eagbﬁéaﬁang PrRittedgn

central access authority, ﬁé downl oad, proxy

fieapsEtion iththpautermatiogmiesic %@fe Tha, qﬁewwlmla@aa to the

t r .
PR AT RIRL el 2ol AT SN0 aortsy
I388i cally |inked to such proxy 206. For instance, the

206 n e 2 3 and .cr.eat
008 ger pr e e b s Sl S Bue sy nicaio-s14. A
tstheld @ 6ky B 19 is\eaipl e @VidnBedtRR ahai® Bdniral 4268 %dthority 302 to
Referring nowto Fig. 3, an enhanced security system
3}@5:11@1@& ther pyentity requesting access is granted access to one or more of the

legacy devices 310-314. In particular, an access request 318 is received by the proxy and
analyzed to determine whether the entity (not shown) initiating the access request 318 is
to be granted access to one or more of the legacy devices 310-314. For example, the
entity making the request 318 can be an operator and/or another automation device. In

-particular, the access request 318 can be associated with request characteristics 320, such

as identity of an entity initiating the request 318, time of request, legacy device to which
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provide security to |legacy devices is illustrated. The
system 300 includes a central access authority 302

that operates to provide access rules and access

rights relating to devices wthin an industria

aut omati on system For instance, access rules provided

by the central access authority 302 can relate to
identity of users, devices, contextual information
related to users.and/ or vices,. . etc. The prayi ded

B BNER dhBd g oTRGORY 2GS T e a el @ employs an
asfdediat@ibonkht B2l e daemiihehab&abs ety BMidtiny 1R0R cesE Mquest 318
exampl e, these stored access rules can be provided
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the s s{ m 300. An executive or other_ operator with
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t B hasathonvedl sick egwss Thiswnhanited sedurignsysien 208 Biligates
ties and/ or systemstate(s) that ,access js rmtted
SRS oD P PRl GRS oma@onardiegip o Bm ety
pésatirés &l éxtende asubCitfe 0Nsubh lidpatya@evadts 3NBBIHN devi ce
Thus, access_rules relating to the updated

306, tc. ) ..
201AE: £ on HeDine@o806 Fisa i bEyste Ehatfaalitalgs enanged sgpurity in
t ittt ARESS gnﬂf&th?:lhi &Mtl inddes fléq%gg g&cvféé?s fﬂmga%éa The

300 further includes a plurality o evi ce
39631400 includésrrgicatrgraosess autBority 462 Habyredidenaessmeles with respect

i th t . acees hority, 302 t det erni ne
sl ep ok A o TR S P e e fee’ Jsiufd Bl tast
t partisity @rovided ® thé cdnltal accegacthofdBvioeabroddia Bsef tertnfhal. For
particul ar,, an .ac¢cess request 318 is received by th

y the
pHSRYahRr™ Ay 200 o aermptanevisadr Meryiea 4@hiapesys rules,
(Aghts, ahe atiBhd dh@tiae pkd\8dIas ﬁﬁe?@&l%@&ltss BdtBorits 403 B facilitate

be granted access to one or nore of the l'egacy devices
3airghsecurity regaesinpl Ehe eantral asaess aythavityi40g cah schdg e sttelligence
3 e . r oITat j.on
oo 04 Wby CREA B s AP er FE RN 2o AL QRO bpsoggon
asfoaicat ethted tbhhe @ijad sitombitoraddyeiasd keewviBABtenstudfigu@ton.

i ity of an entity initiatjng the.request 318, tine
o&ﬁﬁ,}q uest A ‘ésgggsfﬂ&e%é%nls &0 veﬁ?%’horl nfgreaeg sreﬁ;ég generally to the
A6 ds€ 6t re@ioing BBSutVr Mif¥rridd BtateB ©€ b \4PRerh NEVAGERSS, and/or user from
request 318, and enploys an
a set of observations as captured via events and/or data. Inference can be employed to
identify a specific context or action, or can generate a probability distribution over states,
for example. The inference can be probabilistic—that is, the computation of a probability
distribution over states of interest based on a consideration of data and events. Inference
can also refer to techniques employed for composing higher-level events from a set of

events and/or data. Such inference results in the construction of new events or actions

from a set of observed events and/or stored event data, whether or not the events are
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anal ysi s conponent 322 to determ ne whether the entity
initiating the access request 318 is to be allowed
access to the specified | egacy device(s). For

i nstance, the analysis conponent 322 can include

rul es provided by the central access authority 302,
and can determ ne whether then requesting entity is
granted access by applying the rules against t he

e u racteristics. 320. Th ul es can
nglﬁéaﬁtla g tsplg(ar r{)}ﬁ]lrrﬁtyt ﬁrgl }g %{1 th%@/fnts gpg data come from one
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| egacy devices 310-314. 100401 Turning now to Fig. 4,

a 0§9rsttné?nﬂmet611%g§@wfca&ppn@rﬁﬁ% C%Hﬁa"ﬁ@@f@s&m‘ukg@sfhatme grociated

RiTRAL

dev sh?% | %ustr %%%§ﬁ¥%ﬁg Syg{gﬂQ@B@&P&%ﬁﬂ§g§h§9%9%sm

c enmrreailozawrtha genceaiing @cqesg/ruk@ﬂ)rnvﬂages pFavinsteseathe @gelligence
respect o onatéon deV{ces

oG P gty i o R 4l SR sl 88 s

pahd wailgh ¥udy I@Vlbd%@aihﬁ prétabiRit it co36OF EéneRdtind Aidobéctddess
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delEh JUReR ssneTation 3udfer qbipinarent of acress sylet, din cooimal agese gahority
rutb@éanstaregmhsaccagﬂuésqﬁwdafa %}gééaoul d be provided to

the central access authority 4 to facilitate
cdifMRhl seclind coptralegedsaritbority Fi2 posiirdes esaaesgules to proxies 408

S O SO ) S50 o TREREM e, o

r agatkahid/onmiseadse th &d&@ﬂﬂlandeﬁirﬁ{ BB eRSmplelyal8emi400 the proxy receives
added aut omatj on, devi ce and known s¥ste
cswffcgiﬁra‘meatrﬁlﬁ frogpa 1qqueding SattyHd B o For, inglaree; e gatity 418 can be an

bﬁér@cbr uiffzing m&‘kﬁﬁﬁﬁl ahGh& anBRREbA UbNcd, Qr Eﬂ}ﬁ‘othé} sAftshiS entity.
| reasoni ng about or inferring states of a’system
eﬁh‘r resassepquestanelndns regyiest chamaeteristics 420 thiat mﬂ@eﬂewamwr%mbutes of
a r a I nference can

&e%@c@} %} %e\é!:c %snr;él &%?%l%gc%g%u?h 8§§?c1a(tted gccton%rhumcoapon 422
cthat gelnﬁfablyeieav@”éd)bﬂhe ldghay dbvideril D ptdteedbrethe pioal @98, For
for exanple. The i.nf ence can be probabiljstic-that
i stapgts e CRTRUNGAEeD 842 cangrlalsdpr F?Sﬁvn tht &y desigRhly wprlertaken with
OMRNegat Mli&Scef12i Nt erest based on a consideration of
data and events. Inference can also refer to

t KRB ques Ewmrweﬂ)fifrmen@@ iHpORsceng resjugi éil 6 bed etilizey emanslysis

- Ecﬂﬁ(ﬂle&%él %det%ﬁ] Q/ B re ﬁ@ésﬁ he §rﬂftg 4'1@33%%%”%5@ the legacy
results In e cons I on events or actions

device 412. Particularly, the proxy 408 employs rules provided by the central access

authority 402 to analyze the request characteristics 420 associated with the access request

416. If a determination is made based upon such analysis that the entity 418 is not

entitled to access to the legacy device 412, the proxy 408 will not allow communications

between the entity 418 and the legacy device 412. If the proxy 408 determines that the
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froma set of observed events and/or stored event

data, whether or not the events are 14 correlated in
cl ose tenporal proximty, and whether the events and
data cone fromone or several event and data sources.
For exanpl e, based upon a current system
configuration, identity of an individual adding the
aut omati on device to the system tinme device is added

to th st et c. he intel li ce conponent 404 in
comagr Pl Bcfsess blesly vt GepRob o) et an
aubiaimhicadd cha@eN & B Gheh&PbEtheddthy EtRILE andQhe Rgacy device 412
partjcular exanple, a particul ar operator over tine

i (BePIEE 0% ctharsonn QP irther ngudss 80 peityita sgasord?6 that monitors
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t iated . w tor, The intelli
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C diso@icttivn, mdidan gepelyppihg theaaE6SH 81td biRaleRthat\SubIEERBy 418 is still

For instance, the intelligence conponent 404 can
r EYTRRPiGR BB the legacyryiasdr & Hithe aftivye pawer 430gictermines that

CHeF &L 10R& ?ssa%ti%‘!:(ﬁﬁmuﬁggc%o‘f’me%eﬁ WL FEV 18N 3 90 1@%{% ggvice

probabiliTies and costs of generating I'ncorrect a
r 1% ghe pupgncayelnse acpwmuaivdiior chatmed ihenabatweof.. Badles,Sf the activity

- Mool Bt bR I ATR A E s vop BBy aesime

céistanabetad; (eas rdat 10k Thiling @2the konttll 8 edsNRBRIIAC MBS SThereafter, the
rules to proxies 408 and, 410, which_are enployed to

. | Oy
pratrakicors gadgriy carpeyisle an gperaler withgpdleangaiofsuchr om
- afiik@mkeiad! £ cHh ﬁirﬁliéleu%daﬂ: ﬁ&ﬁﬁg JRREGur W rEﬁtiﬁ%ﬁ) the disconnection.
exenpl ary system 400, the proxy receives an access
r Bthile onlyshepioky AP Sisrsbopue &t inclydetht abatysidl@mpeoent 424 and the

86 _ : 24 anc
e 08, T bk P PR R PraaYFEE Snghotify sy

ssiinlaodompenéiits shat ard bBepRGEEBScohRGUES tvith PESIEILS sdcaftyosith respect
ch%ﬁaﬁteri tics. 420 that indicate various attributes
0 thg kegacydqyiee £14-The access request 416 can further be

apepi at ed WalddrdinCORTH RhGREN Q8 fehe hibict in%elgsﬂf {l]lgk%ﬂvity

delivered to the | egacy device 412 protected
pieBsey 440 8an degict tamperiamwidh theegasy Wavies €@ dndfor 4=2prognd08. The

r ' ik I.S: Lrably.undertaken ywih,.
(e Bt R GRAL Iy’ Wibpliof EpE ks YRESEAREREy 1A Bt can
tthereaftar ¢xks apprgpatt adtibh vaittdrestidet tozBsSsyaemadiBl (¥.gi, Shut the system

C on?ﬂt 424 to.determ ne whether the requestin

d i%alg}équgé QRO Frast %V’Ste&b‘wo&e Simuarly, th% central access
RautHoriyd 2 dayt indlitR dnraeivity Rfsd? AP RYBmbitdR Actifed dHerk M¥xies 408
the central access
and 410. If the activity component 428 determines that one of more of the proxies 408
and 410 have been tampered with, the central access authority 402 can perform
appropriate security measures.
[0045] Tuming now to Fig. 5, a methodology 500 for implementing enhanced
security procedures within an industrial automation system that includes one or more
legacy devices is illustrated. While, for purposes of simplicity of explanation, the

methodology 500 is shown and described as a sertes of acts, it is to be understood and
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authority 402 to analyze the request characteristics
420 associated with the access request 416. If a
determination is made based upon such anal ysis that
the entity 418 is not entitled to access to the

| egacy device 412, the proxy 408 will not allow
communi cations between the entity 418 and the | egacy
device 412. If the proxy 408 determ nes that the 15

entity 4 is entitled to access. the | egacy device
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412" via the proxy 408. The proxy 408 further 1ncludes
apongbrrent] vt witls ethenactP@n thes shawmdndalescribad hérgint Fobetampde those

t ' I . i 412 after .
conEn e LIRS AR T mishiioPloT oo atemativly be
| npraaate] ad hieeriacdf mtekitlab@nents of 26ertq BudinRiih 0 ktagdatigzram.

flow between the | egacy device 412 and the entity 418,
c HIPreoxs: ag) Miu?m@ creey besequpie @P@Wﬁn%metb%%logy n
agdcoiRhoe @iﬂﬁ‘ﬂletsb%e@:riﬁ\}e‘hﬁoﬁlsg to ensure that such
entité 418 is stilll comunicating with the | egacy

difiele 412. A1 302 peroayis eferablseniplad td 26cedey devidendior exvanple, the
t kS : |V i cation betwen the
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f the activity . sepsor 6 finds that the entity 418
A Hffsffsst S Ripn GETIEk b, hepeh Sigheduired to be pysicaly
- dicnaeiiapelRsicghdy dedfter Bludier SHE Prokl 0l B@h&sﬁadtdf;l@n G eV EThus,

access authority 402. Thereafter, the central access
adyrrermupication deliveprddoithrelegasy dpeeatsalireqicd Hirough the server. Such an

nﬁ%ﬂérﬁ&ﬂtioﬁ%ﬂ? Be ﬁéﬁéﬁci P%ﬁ&oﬁg ?&{rérozgwtﬁﬂltd%mcl"i"%ﬁ%%%{e ofa
update security procegures refating 10 e
dsesarityspternon. \While only the proxy 408 is shown to

include the | ysis conmponent 424 and the . actjvity )
S 426, A4 0% R plong aeianies AR e TSt Feftinpash loptey dovice
CHiE fefiedstieha oSighRiatcAdh ah beral, Tidnfin HRNRALAISMARRA dcRle., from a
enpl oyed in connection with providing security with
riegsa device dromma dispyaleypydewi ¢e Bhus, it fiodeunderstood that the access

. - - (0] .
PEGRLANGE A B0SHPELABRSGL: fy IIE ULl ps o e e
tragyest dragnalyzed. Phrichiegadiie devisarequiddwidiiet/ assoctdnel yitloxy

408. The. praoxy 408 can then.deliver, this.informtion
(Dt i P i e RO a0 oty B R St request,
tineftiepbt e ldga&ﬁdeﬁrﬁl‘&ﬁ@ Pihiicht RcS 9 roquadlel Nith€8PRGikest, Qystdd® state at
zﬁsten1400 e.g., shut the system down until an

(e Hee iof B repirlatest anyethar spifable tharasipsistiqn g oyu be associated with
_Sh@}é&ﬁéslt.y'fhé DEIERY: 508 AR5 68(1 Lgirt]&fa ROLst Y1 QRoid by a central

i ncl ude ar_1 activity sensor 4 nonitor "activities
olccesh euthemtyi dFer Ud@nce, the proxy can retain access rules relating to one or more

device(s) protected. Thus, upon receipt of the request, the request characteristics can be
analyzed in connection with the retained rules. In accordance with a disparate aspect of
the subject invention, the proxy may include insufficient memory to permanently retain
access rules relating to one or more legacy devices. Therefore, the proxy can query a

central data store for appropriate access rules upon receipt of the access request. In such
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and 410. If the activity conponent 428 determ nes that
one of nore of the proxies 408 and 410 have been
tanpered with, the central access authority 402 can
perform appropriate security mnmeasures. [0045] Turning
nowto Fig. 5 a methodol ogy 500 for inplenenting
enhanced security procedures wthin an industria
aut omat i on systen1that i ncl udes one or nore | egacy

deVICSISI|S |Ie oses of o
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events, such as in a state diagram Mreover, not all

i (agudevisy @n 1detity ofap operatos iuliztey theragneshe amtlarly, various other
|
TR0 g A SHEANER Ml ok B B B e of
d@wi ar enoré-accessaalep et altelpeowandd)wa catrabecess dothgfity. Thiats

conn d to the,l.egac) e. In a di
Lot R e s SR R P S
t ¢onfBRitdtion froanekceR g f wah 8cddbd 8 td BepdrR@aay thds HieGRoxy can
VI a a wreless comunication channel. Thus, the proxy

@ahlswom@fwmaeep bEWBE the paijty ﬁ‘l’qﬂ?SUD@@ﬁﬁ@& puchthe @?gﬁ%éde“ce
| paagy devinggy td:rfﬁﬁé rr‘ﬁué Q%@Qfl@&f)\{'o e}%ﬁ?\?ﬁiﬁ% OR300 nfles in an

server. Thus, ri cation

I %@an@twd@wtcm tln% lmi:ﬂlrdes omxlortrre d@acy &camsee isvillnstraBudc MAta602, a
n can be. e server

RIS i P FgRE U e Sl B R BT bencricia

1004 Yﬂduéﬁ-laEﬂﬂomﬁﬁt& Rl DAY ENR GR Ir R Sriadi 8RS SpdrAbi4as kenerate

rel atl o.the | egacy device. _The request can

oﬁCFifF Of fisparal ey devages iy busionpmp nd o g complex web of
QerFH@Eﬂdéng@Nétﬁgen del R, SherdtRIBGH ?Yﬂo‘aﬁ’lcaﬁgr?gf a%cess privileges a
di sparate system etc. Thus, be under st ood

- tdsuntingehallengess  request can be |n|t| ated by any

- SHbAL! e sayr, é ‘g char cter| tics, of
AL © o QIR 3 Sl PBias AR BB 8B bl BEREER comra
Vncbéss b@uﬁt@,&@ edcaivedl Portibstareh aarna@temmraﬁa)mesﬁwibbaén adtess
identit an _j ndi vidual, or device initiating the
DY g@slag Béglf)dlfy access privileges from a workstation that can communicate to
the automation system. Thus, for example, an operator at an enterprise resource planning
level may wish obtain access privileges with respect to one or more legacy devices. To
obtain these privileges and to facilitate generation of access rules relating to the operator
and the legacy device, the operator first requests access from the centralized system.
[0051] At 606, access characteristics can be determined for the user and stored.
For instance, conventional user-name and password techniques can be employed to

authenticate an identity of an operator, and access privileges can be generated based upon

such identification. Further, role in the company of the operator and any other suitable
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identity of the | egacy device to which access is
requested, tinme of request, systemstate at the tine
of the request, and any ot her suitable characteristics
that can be associated with the request. The anal ysis
at 506 can be based upon access rules provided by a
central access authority. For instance, the proxy can
retain access rules relating to one or nore device(s)
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cess rules t
. awiihifnrtba/afd@mebyomad cmigealAt#d 6.essqast toaoinyunidafe with 4 Bgacy
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Omau’srahﬂlgnt)ﬂ dndetRFedaseebsprosy.t ParfieulReY, Md gredy is thefsur&fto allow
dﬁy can enable connunlcatlon bet ween the entity

Bdpprgmapmicstionshetvara aregiseinaraineand 7 loguey derigqbased upon
téH EﬂfaB@lsto‘P af, h&eSSQ‘eql?&s%Hhﬁ’%ﬂJo%& ARG for providing

access rules in an  automation systemthat includes

oiQ@Sfﬂ r nor é\mveﬁwngi evFiged airgethddolrstyr780 dak. aum:mzﬁﬁally providing an
ority is ded Pr ovi

ce n‘%rﬁzg‘l i %éﬁlgé%eél gr RS éer%tgg ?ys@%ﬁecur} strated. At

| TRy 8 tertal acedsabibtitns provided TEFRE cerﬂﬁ] SREds aﬁthﬁﬁty 1s employed to

d|3ﬁ@rate operators to generate . access rules f

HTSPAF 31959 18{5 I AR tondleyiceh i 48 dpdvstrightyscam "h 4 elogacy
CRARY §repRBedOlithih RcShARREA SQMGH %hl%ﬁtug@zﬁéﬁ gﬁ?fﬁl&tﬁﬁl device. For

t hereby rendering nodification of access privileges a
instance, the updated automation device can include sufficient memory and processing

capabilities to include internal security features. At 706, replacement of the legacy
device is sensed, and capabilities of the updated automation device are automatically
obtained. For instance, one or more sensors can be employed to determine that a legacy
device has been disconnected and a disparate device has been positioned as a replacement
for the legacy device within the industrial system. Thereafter, a data collection

component can query the updated automation component to determine its capabilities
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daunti ng chal | enge. 10050] At 604, a request to access
an automation system nonitored by the central access
security is received. For instance, an operator my
desire to obtain access privileges and/or nodify
access privileges froma workstation that can

communi cate to the automation system Thus, for
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Edeormind WEHARS thelrBq QIR EHIETRRA AMdsbiAht RYAGYdevilRY 'Pﬁleeﬂaﬁ‘lple, if

permtted or deni ed based at |east in part upon the
rile easjuepsing entity ds Blpwer acesshbasgd upon the rules, the proxy can enable

communications between the requesting entity and the legacy device via the proxy. If the
requesting entity is not allowed access, the proxy can prevent communications between
the requesting entity and the legacy device. Thus, legacy devices within an industrial
automation system can be associated with security as if the devices were capablé of

including security features.
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access authority and entered into the proxy.
Particularly, the proxy is configured to allow or

di sal | ow communi cati ons between a requesting entity
and a | egacy devi ce based upon an analysis of an
‘access request and the provided rules. 100531 Now
referring to Fig. 7, a nmethodol ogy 700 for
automatically providing an automation conponent wth

a rul t 0o enhance,. system security.i s
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capabilities, ...). At 708, access rules are provided
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| egacy devices within an industrial Systemi
i favipss POA-RQB thugB 0Rresponrking prakieand eS8 BS. dliteiwoxics9§4s918 are

' facili urii t f .an 4 trjal .
Rl Bibobiol 2bh R g ety By BRI M B emty
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WothiA iR prélib0y1ad 18C §88 Snd PefBE i AtH1& an BNIYCES reuldt GScess to the
of operators, device identity, industrial ™ automation

dpgacudrgtat, whersin disauest fps aecss is dsspcibied woliTequvetchameteristics.
"BehRl Bfhcd %9 the proxy 914 that protects the legacy device 904 determine whether
access should be granted to the requesting entity. These rules are provided and
implemented by the central access authority 902. While the system 900 utilizes a single
proxy to provide enhanced security for a single legacy device, it is to be understood that a
single proxy can be employed to provide enhanced security to a plurality of legacy

devices.
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adm ni stered by the central access authority. At 806,
a proxy is provided in connection wth one or nore

| egacy devices. For instance, the proxy can be placed
in-line wwth a |egacy device. In accordance with one
aspect of the subject invention, the proxy is not
required to be physically coupled to the | egacy
device. Rather, the proxy can be wrelessly coupled
to the |egacy deV|ce via suitable wrel ess
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c dpeso far ingtance,ribé phyisivel lsmfus 924,*928e<amhe@s:ablzet th@0SSapipad to
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‘; Sirdioeahrt i thepserr 1?‘&%%@ %hysxﬁﬁkhséal?q%%fuqﬂ@@é@ymaﬁve
d&éﬂl&%nﬁgﬁa@%hoﬁﬁ%e%%l Hibitdd RSy sRET tiPfidrt ¥22028 AR instance,

npl oy a data store 0 to sfore access rules
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i nf ' '

QR Oeke i e B S RO RGLse RRUEP S U At tlowed,
‘tthaproay &é6 sadgencrate an output signal that unlocks the physical barrier 926, thereby

allowing physical access to the legacy device 906. Further, sensors can be employed to
ensure that the physical barrier 926 is once again locked. Particularly, after passage of a
pre-determined period of time, the sensor(s) can relay information to the proxy 916
and/or the central access authority 902, and an alarm can be issued relating to the open
physical barrier 926. A physical barrier 930 can also be utilized to protect the central
access authority 902, the data store 910, and the IT infrastructure 912. While Fig. 9
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particul ar systens/devices froma particular tinme and
a specific state. Audit information can provide a
snapshot of network traffic between one or nore of the
| egacy devices 904- 908 and an entity accessing such
devi ce(s) 904-908. The captured audit information can
be beneficially enployed for regulatory or forensic
activity and/or analysis. [00561 The central access
aﬂtporit 902 provjdes. enhanced security features to
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dat apddtatededite iR be cB&XES 2nd oM a@ie@?até%ruﬁﬁh'gtg, Jé)%qdrﬁlﬁﬁcation relating

requesting entity. These rules are provid ]

i shdndavicedap e erabledand ithe altgeation én theshberh cyn BORggadhiAushorized
t t i . ' . . i

B, DA ] 45510 AL By Ok AN g
beecess dethetiyRW2 takh descabedsatiogé.e proxy can be enpl oyed to

[([de enhanced security to a pluralit f | egacy
e, “21pBBE s 0 Figr 10-78 e gbelaty frsighdog tapga be employed
1R chmedctibletvith eheBhBjebih RiMEBn AN 1IBRRRIS T sisterd 2800 Rcludes a
desirably add an automation device to the system 900

Aisardacegss aythenty 40Phhatpreridss accpisaslesralating deldgyjoes wathin the

YO par Tl AP B GV IBI, A0 O S e
evlpting @cintupdated entomat@sdevias! 1664 tud b gerypdeviced 006y Thdwgpdated

N I T ——

AW0B Qickz &dh RYpadilities UThekdneapdéc B8 ALIKGA W02 can access and/or store
syst ens/ net hodol ogi es.  Thus, the system 900 of the

frqoafinedatd Forod98 nBerthes b pentiaheccessrapibeaty BP9 cemstore

SABRSRbmi AR ABARM A 0t Ll 100 84 £ 309 1068 “Rhfinal
security relating thereto.” Rat her

1010 requests access privileges from the central access authority 1002. For instance, the
terminal can be a portable device that is utilized to store access privileges associated
therewith. In a disparate embodiment, the terminal 1010 can directly communicate with
the updated automation device 1004 and/or a proxy 1012 that protects the legacy device
vig any suitable network. The central access authority 1002 can authenticate the terminal

1010 (and operatof thereof), and deliver access privileges to the terminal 1010 as well as

corresponding access privileges to the updated automation device 1004. Thereafter, if the
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the term nal 920 can sinply communicate with the
central access authority 902 via the IT
infrastructure 912 to update/nodify security relating
to an entirety of the system 900. [0058] To further
enhance security, physical barriers 924-928 can be
enpl oyed to protect the | egacy devices 904-908 and
associ ated proxi es 914-918 from tanpering. Thus, for
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track replacenment of devices. Particularly, sensors
dadushéal ewpmeiietsysistoni t or whet her  devices are

ggﬁ@ glt eg.c éigg%rﬁnagiﬁ?% (F‘olegiig.sl 1r, %%lys%gnelq 1605 [?r%%fc}lgé CYﬂha}er% security
to an industrial automation system that includes one or more legacy devices is illustrated.
The system 1100 includes a central access authority 1102 that is employed to provide
access rules relating to automation devices within the system 1100. The central access
authority 1102 communicates with automation devices via an IT infrastructure 1104.

Within the IT infrastructure is a data collection component 1106 that collects data

24




902 can generate an al arm upon determ ning the

di sconnection. In accordance with one aspect of the
subj ect invention, the proxies 914-918 can be utilized
as devices that nonitor connection of one or nore of
the | egacy devices 904-908. If a security policy

precl udes unexpected di sconnection and/ or repl acenent,
devi ce conmmuni cati on can be prohi bited (and possibly

Cg:gm e %1%(%2 I\xg{hg} &Bat ed gQ\fd: Sferoz i)nppbalngfb lillgegi;gq?gélfégtmn component

POl J6cdaf SblHM4b AR RLAY i m&é?@onﬁ@&foh@ lan@@eqie r@!h!ttxltg)t()' aldbniBén devices
the updated device w || be checked, and iIf an adequate

syibin; thegystemc b dibe aystfzm 1HE) %%rthwgncludﬁsglmcbxydld@ﬂ ¢teat sartilized to
Ib ro?e@f"?ieggc glcyl‘ (ﬂ:r&%ru%&%tﬁgnzeﬁ %)]HS’DJ? tloer% %gsg ?g%ell as monitor
.1 ©6gged. er )

ut'hori ze users m na

othe l¢gachedss@urlil 0 Yorpahpeainganb iscoiir@tiil iHog instabe, i entity desires
central .access ad;horlt 902 as descri bed above

18088 WP hislrgeey device Lid0, sugh @%@ﬁﬁr%ws@gfs%u@mmed by the
1900y i el GRawWIR, W&Wos bﬁcﬁ@ﬂﬂ&aﬁ&&ﬂcéﬂoﬁ@t&ﬂ&n the legacy
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including the memory bus or memory controller, a peripheral bus or exiernal bus, and/or

a local bus using any variety of available bus architectures including, but not limited to,
11-bit bus, Industrial Standard Architecture (ISA), Micro-Channel Architecture (MSA),
Extended ISA (EISA), Intelligent Drive Electronics (IDE), VESA Local Bus (VLB),
Peripheral Component Interconnect (PCI), Universal Serial Bus (USB), Advanced
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central access authority 1002 can authenticate the
termnal 10 10 and thereafter enable comrunications
to the updated autonation device 1004). In a disparate
enbodi nent, the termnal 10 10 can retain the access
privileges, and thereafter directly communicate wth
.the updated autonati on device 1004. For exanple, the
~ updat ed autonmation device 1004 can request the access
pr vi l eges as ned to. the termnal_ 10 10 by
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'r@ﬁf)@aﬁé Mﬂﬁ@m&%‘ﬁ: inteWaldYs '?ylptl%gyl ed Qkh @ [tk $d. S

a data collection conponent at col ects dat a
[0068] It is to be appreciated that Fig. 12 describes software that acts as an

mtermediary between users and the basic computer resources described in suitable
operating environment 1210. Such software includes an operating system 1228.
Operating system 1228, which can be stored on disk storage 1224, acts to control and
allocate resources of the computer system 1212. System applications 1230 take
advantage of the management of resources by operating system 1228 through program

modules 1232 and program data 1234 stored either in system memory 1216 or on disk
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24 relating to devices within the system 1100. For

i nstance, the data collection conponent 1106 can
obtain capabilities, interconnections, and the |ike
relating to automation devices wthin the system!|
100. The system | 100 further includes a proxy | 108
that is utilized to protect a |legacy device I | 10
from unaut hori zed connunication/access as well as

noni t or. e. |l egacy devi I 10 for tanpering and
d ?@P@ﬁﬁ%%‘% Ijs to %6 APRIEARt iﬁﬂét the pubjert grentign @B dE alaglemp%ted with

C QEAMR op & fin Pyl ndshe célﬁﬁiﬁ&i/ong %Y b5&atln )%]s}gem§ uch entity

first must be authorized by the " proxXy
OlMePi se, ﬁhl@ermntﬁxglcomdb Ioomlf@ratlbn nmmhanompmtmolr%2 through

18@;1 tlci]!(}ﬁ 1&?(9% utd% 1\éesc 8a mc 1:1[(% ‘f' 006113036 Jimi ed 2 3 ﬁ{ntmg

fnclutles an updat e TS ATHS A
ldddce stubﬁhs i eoast, tryckball|sa e toach p@ﬁkyybdﬁl\dl, fuficroptofe, Jaystick,

col l ectjon nent 11 can b mare of such
réi‘ﬂl%%ﬁi’ré ﬁtﬂﬁﬁl 10}6{@11?5& il comerry Jigital video camera,

CRbeARRh, dhlilie lﬁl&r 'I%&ad%ﬁlo'tﬁe'r EHut ddvitle§ EGRRARG Eﬂegﬂéoessmg unit
and the |'ike. The data collection conponent 1106 can

déZ rthraveh theaystemives Ipkdatie thtertico pet(sh 2380 Aporfesstpont(s) 2238
c %‘8}#&8 Usf e)la%ny? [ g%en 81¥ rd lsca¥alf?:g g S G dy ragle oﬂa?q%raeuanfntfe?sai sed'lal bus

such securi pr oc reS Bmat’t
byUsBle @eamitidalica§CERS usastnieosfl thQ/SairibQ?pd &f gohte aeumﬁattc&dlce(s)

aut.o i o e 112 via, the IT |nfrastructure
f%%nalt s, T PR & iJ RO BaYPSgA &t roxids gt trcopppyter 1212,
S bl 18 GutpulH@SHaf8n bR oHpaR ?ﬂlﬁldtaﬁ %ﬁﬁ)h@&bﬂ&qm N&ftput adapter

1112 can receive security information from storage
r 6342t 16 prpvidsd &o Plustraje thpothems Bragonte qudfue deviess 1240 Hkgmoniors,

BRSBTS i
1PH@outirendamen U242 incihdd, Dyiwasl of @lﬁfstratlcrﬂ meﬁshmgatwm Video and

1214, a ,sys and system bus 1218.
Tt BaR RGOS sl g compen e Eoh o RELdevice 1240 and the
| %{eﬁﬁbLQQZ 19Ut sRld bé RotbEhat QherldeRiceSaRIR @dﬁﬂ@&ﬂﬁe@%&ﬁprowde

to the processing unit 1214. The processing unit 1214
clath wuband ougut gapabditiss sughiap aﬂm%e epreseréod 844. Dual
proce
AT oot ar sy 1R SRl A G2 fvisgpentyging oeien
uetinhectdiisl to dnd@6 Bibrdtemotymgmidy) sudhiZikdercaie Cbmpﬂtﬂlj(s)dﬂ44 The

seve al bus, structure i ncludi n he
TRIRISEptrERER) RIS of oatieot Evmbuch Brmiiled Qi nsgpork PC, 2
ewb&Etadbn, kauﬁcrogfuéésabr baged pBhnd2US péks dBEcATHbNR ChbRintn dktwork
avaj | abl e bus architectures mciudmgt but not limted

tepde and thedike, addypisaliyiinendesmagy o afh phthpelerients despribed relative to
Qo%ﬁ*)uterl\l"z?f. OF(gfyﬂﬂﬁg«l:s d‘t\'bi:é%tgr,e&ﬁ)lr‘ﬁ ﬁle(ﬂg@ogtorage device 1246 is

illustrated with remote computer(s) 1244. Remote computer(s) 1244 is logically
connected to computer 1212 through a network interface 1248 and then physically
connected via communication connection 1250, Network interface 1248 encompasses
communication networks such as local-area networks (LAN) and wide-area networks

- (WAN). LAN technologies include Fiber Distributed Data Interface (FDDI), Copper
Distributed Data Interface (CDDI), Ethernet/JEEE 1102.3, Token Ring/IEEE 1102.5 and
the like. WAN technologies include, but are not limited to, point-to-point links, circuit
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Extended | SA (EISA), Intelligent Drive Electronics
(I DE), VESA Local Bus (VLB), Peripheral Conponent

I nterconnect (PCl), Universal Serial Bus (USB)
Advanced 25 Graphics Port (AGP), Personal Conputer
Menory Card International Association bus (PCMCA),
and Smal | Conputer Systens Interface (SCSI). 100661
The system menmory 1216 includes volatile menory 1220

SRR S Bl P IR S RSl PGB pneisons

t ﬂ&&&)ﬁelbackﬁfsﬁfﬁtﬂﬁhg QevwRetsVRRIDRItEINRBEG b LikN(DJIs.
BﬂBUter 1212, such_as during start-up is stored in

&l ati | ecwyauwnn@wowg/l%ﬁﬂ rpfera}gﬂredxar@nare/a@favare

f
g A o OB AR R o
eb@nlectn(ma]l%g) igshogm domitb$teatiROMati SRR congluesr t1 212, al day also be

ERBR! 6 555Must Fildea T B RRaelE ey Yo @igchion o e

WhétGArieigteBfades | Bt dTHds, ©a6fnpl i EEQEAses Byily\ai¥er@dl and external
illustrati on and not I|n1tat|on Mis available in

nisRinalem esachy a Fogems inskidingrised artplvponramyic megems cable modems

DRAM. doubl e data
o eD§ SBRAM m%%XRDNHdQE}EIé al{ean%ance?gg%mM ( ESDRAM ,
SIWGR) | nk DRAM X(iSh BEMR)atic hivak diageot ommw -cdRAyMting environment

F EVA whitB e sy tiog St SRSk 0p dnctudes onc or

cmnmmem(@tlen@gemméhﬁs) 1E‘sng canlBe hdrdwist bd/@Ssofthare (e.g., threads,
exanpl e a di sk storage 122 Di sk storage 1224
i| PROFERaSs COpRItIng deviggs)| Ths Wé@mt B 00 glspitechudes pregorgmore server(s)

t ,
FEROEE sy B BB bl Pk 205, B o,
cemeputipg devregspr ’yhesserwks 1338 caul touse drpaddits er§trortagsfoh@d@ibns by

a separately or, in L
c bR M B P D ol sREREC Tl oo Hmgicain borwen o
nﬂtent 13ti0ted atserveralB30RMh béin e Sdemtitiatata paledd addptad to be
act 1V8k ROM devi ce (CD-ROM), CD recordable drive
(I iRy cen s OF TS QOMBIIEST @FGGSY CLRCRYFIER 1909 nsfudss a
di b @iceh $Ahdela1di % tﬂ%ﬁjﬁé ¥Iﬁﬁ16 o) I?Q}’[hta’ce-Egmmumca’clons

facilitate connection of the di sk Storage devices 1224
thetwern by elicaislold 0 pad the sarver(@nidd@oTee @irent(@)nBrl 8 arpvapistably

f 1
 BRRATAED ool MELSAY e AR Bl B L6 G808 e
siafdrmatien lbbatto theteticiatts) aR10. | &hﬂaﬂgdhﬁeyveb(e) VES@rareI S sbly

and t he, basi c conputer .resource scribed in s i table
connected to one or morrz:p server data store(s% 1%4(5j that can%e empone to store

information local to the servers 1330.

10073] What has been described above includes examples of the subject
invention. It is, of course, not possible to describe every conceivable combination of
components or methodologies for purposes of describing the subject invention, but one of
ordinary skill in the art may recognize that many further combinations and permutations
of the subject invention are possible. Accordingly, the subject invention is intended to
embrace all such alterations, modifications and variations that fall within the spirit and

scope of the appended claims. Furthermore, to the extent that the term “includes” is used
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operating environnment 12 10. Such software includes an
operating system 1228. (Qperating system 1228, which
‘can be stored on di sk storage 1224, acts to contro

and allocate resources of the computer system 1212.
System applications 1230 take advantage of the
managenent of resources by operating system 1228
through program nodul es 1232 and program data 1234

st or. i t.her sfem ry 1216 or .on disk e

St tig6 s gated desflPtios G Beiiinaciugh I RO b oQpapetve in
| aBAdrisRR1 4 3R Serl RLAFBRH B adMchbRpri¥%as! i@%ﬁe@&%@&héﬁgem loyed
systens or conbi nati ons of operatlng Systens. [ 00691 E
uae? transitionsl werdimadkeinar i nformation into the conputer
1212 through input device(s) 1236. |nput devices 1236
i ncl.ude, but are not limted to, a pointing device
such as a nouse, trackball, stylus, touch pad,
keyboard, m crophone, joystick, gane pad, satellite
di sh, scanner, TV tuner card, digital canera, digital
vi deo canera, web canera, and the |ike. These and

ot her input devices connect to the processing unit
1214 through the system bus 1218 via interface port(s)
1238. Interface port(s) 1238 include, for exanple, a
serial port, a parallel port, a gane port, and a
~universal serial bus (USB). Qutput device(s) 1240 use
some of the sanme type of ports as input device(s)

1236. Thus, for exanple, a USB port may be used to

" provide input to conputer 1212, and to output

i nformati on fromconputer 1212 to an out put device
1240. CQutput adapter 1242 is provided to illustrate
that there are sone output devices 1240 |ike nonitors,
speakers, and printers, anpong other output devices
1240, which require special adapters. The output
adapters 1242 include, by way of illustration and not
[imtation, video and sound cards that provide a
nmeans of connection between the output device 1240 and
"the systembus 1218. It should be noted that other
devi ces and/ or systens of devices provide both input
and out put capabilities such as renote conputer(s)
1244. 10070] Conputer 1212 can operate in a networked
envi ronment using |ogical connections to one or nore
renote conputers, such as renote conputer(s) 1244. The
renmote conputer(s) 1244 can be a personal conputer, a
server, a router, a network PC, a workstation, a

m croprocessor based appliance, a peer device or other
conmon net wor k
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node and the like, and typically includes many or al
of the elenents described relative to conputer 1212.
For purposes of brevity, only a nmenory storage device
1246 is illustrated with renote conputer(s) 1244.
Renpote conputer(s) 1244 is logically connected to
conputer 1212 through a network interface 1248 and
t hen physically connected via conmunication
connection 1250. Network interface 1248 enconpasses
comuni cation networks such@<\IMscal - area net wor ks
(LAN) and wi de-area networks (WAN). LAN technol ogi es
i nclude Fiber Distributed Data Interface (FDD),
Copper Distributed Data Interface (CDDI),
Et her net / | Token ,Ring/ |l EEE 1102.5 an t.
e, | KPR a SO ST e P e PRS0 1
t automatidi enlviroAénm] coniptishg: Circuit 27 sw tching
networks like Integrated Servyices Digital Networks
(‘| SDN) 2 ceafal %Fa?ﬁsaflﬁ%eﬁ@ thatpepvadss acqo‘ﬁ%ms relating 9 alggacy device;
ngigwrks., and Digital Subscriber Lines (DSL). [00711
Communi cation connection(s) 1250 refers to the
har dwaa# Blfosr)ﬂtav\mcg've&athp h@;@d’uteg ambmwe:ctssw@estelim& to the legacy
interface to.1he e, .comu ti .
e e e i Rires e B Aiters Pt F QM B PR Least i par
[ ﬁﬁdtﬂﬁaﬂ@lﬁﬁttic@ bf e bdcess feqG@naml the afiRss r@kker nal to
conputer 1212. The hardware/ software necessary for
connection to the network interface 1248 incl udes,
for exefmlyakh FHIMASShe PRI onkBF érﬂfils aﬁ@gelﬁfs[ a%Eéé@lto the legacy
t echnol ogires such as, noders |nc udi ng regu
t é¢vagsthased af feasten pod opw cherdotedistinsdé the acegsd rég8Est andithemecess
I§@Q adapters, and Ethernet cards. [00721 Fig. 13 is a

emati c bl ock diagram of a sanpl e-conputi ng
environnent 1300 with which the subject invention can

ter The sy tem 130 cl udes, one or

i enf'f Jsyaigm e Clevhd 065 @'ﬁfﬁ Fyotqrtigpqumprisg st it g pan identity
aBMn%t@QE Wy dcBed; an iHEMLR fgﬁthe 1RLBFESRRSa I MBI oRgination
devi ces). The systen11300 al so i ncl udes one or nore
sefrthenqcass reqrgna lopaomsafithelegary degige acaad-aly sedvest, a read/write

BT PR Diro Rl YRLPURE o e ERIR NaREGERRT BT e prony

to performtransfornmations by enploying the subject
ventj.on, for .exanpl One possi hl e comunic tlon

5t veeTheaYSIEPioLARY i ofghepiRednaaEs. aBTpY disAblspacepss upon

t ingctival oY fbreddddtninRaket adapted to be transmitted

between two or nore conputer processes. The system

1300 includes a communication framework 1350 that can

be e nphf%%?Qeﬁ%f tagh |4,' &@grﬁcﬁﬁw g!is%ﬁ'ﬁbgrp& lack of data flow.

e

""{

6. The system of claim 4 or 5, the inactivity is based upon a link-level disconnection
notification.
7. ‘The system of claim 6, the inactivity is determined by pinging an entity that

requests access.
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between the client(s) 13 10 and the server(s) 1330.
The client(s) 13 10 are operably connected to one or
nore client data store(s) 1360 that can be enployed to
store information local to the client(s) 13 10.
Simlarly, the server(s) 133 0 are operably connected
to one or nore server data store(s) 1340 that can be
enpl oyed to store information local to the servers
1330. &00731 What has been descri bed above incl udes
eRanpl dBe Hitennel anypeef the prpgeding ¢aims, an prerateyfinitigigs the access
nat,up@ssi bl e to describe every conceivabl e conmbination
of * conmponents or nethodol ogi es for purposes of
descri bi ng the subject invention, but one of ordinary

SSim e S o T AT it

| ByRsire@iesar e possi bl e. Accordingly, the subject
invention is intended to enbrace all such
alterations, nodifications and variations that fal
iy hi n j kd [ 0B :
Pt hor oS &y B ot e PREre AT AP RIAC it Ghiiop dovice
us@uprigs the peoxyher the detail ed description or the
clainms, such termis intended to be inclusive in a
‘manner simlar to the term"conprising" as
" ennprTisd dygiem oF ahnbes Prié pcadclgiR] @Y @fdine @8maunication device
transitional word in a claim 29 CLAIMS 1. A system
t K4tdopgei | i t at es enhanced security with respect to an
i ndustrial automation environnent, conprising: a
central access authority that provides access rules
r &2-at i Heg tystem distpanl 1 dbo domgle mitdted eptentaltotthalegroyaleiices
the access rules and an access request directed to the
| egacy device, the proxy determ nes whether the
atx essThHeagsentofichinan B 1 2,ehk faghds pbrnlaaafly dttchiRand an access
ggon haracter%;hiﬁf of the access request and the
QElone g gwre .tQ'éw§V§W@ﬁﬁ@§aEW§FﬁVTPH@he proxy one
of permts and denies access to the | egacy device

based at |east in part upon characteristics of the
abtk es sTheaystemtof angiondf thepressdingraldims, andT ifhestugteteatevist

cl al the characteristics conprise at |east
ocbelsds B8 ploncy

one "o tity

15.  The system of claim 14, the IT infrastructure is one or more of an intelligent

switch, a firewall, and a router.
16.  The system of any one of the preceding claims, a server comprises the proxy.

17.  The system of any one of the preceding claims, the proxy is configured to regulate

access to a plurality of legacy devices.

18.  The system of any one of the preceding claims, the proxy device is associated

with a sensor that monitors whether the legacy device is connected to the proxy.
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of an entity requesting access, an identity of the

| egacy device, a location of origination of the

access request, a location of the | egacy device, a
‘read-only request, a read/wite request, a wite-only
request, and a tinme the access request was received by
the proxy. 4. The system of any one of the preceding
clai ms, the proxy disables access upon inactivity of
a_pre-determned tine. 5. The systemof claim4, the

i 'ﬁgct i Whe system ofgdaim W§pths sansonisid Lipk-laesl spophasigm. 6. The
systemof claim4 or 5 the inactivity is based upon a
i nk-1evel disconnection notification. 7. The system
020.cl alhe §ysterrhef dlavmchSi orilPythe serdet momitanethe bagagy dayiaegt am
entity.that ., requests access. 30 8. The system of any
o%%ﬂ%%myﬂgw%Teceding clains, an operator initiates the
access request. 9. The system of any one of the
preceding clains, an automatign device initiates the
attessThelnEe of apy ongpicthe preceding ¢laigpsy ths proxgrcopppmicates with one

PoERERIJTY d%%iafg"proﬁnaﬂdrﬂ deRRr ﬁmc@igé bPRPETLE

conpri ses e proxy. 11. The system any one of the
preceding clains, the inline comunication device is

on cd2. The syst of cl.aim.l1, .the dongle is., .
(24t eanls okt iy S Beeifit Thits v gl RG] pporiey
ofmofitas thelptoxdt, ad®actibhés tdiedgipenidstepeiniRnBathe/prat Rsbech
to an access port of one or nore of the | egacy device
a &%ﬂ?%%‘%@mﬂwﬁgwdmm. The system of any one of
the preceding clains, an I T infrastructure device
conprises the proxy. 15. The system of claim 14, the
| 23.i nf Amgutometien secursty spsern formpriadustriah systam, ebimpysng:

switc | I router. 16. The system of .
any. onse Bt RS munaBBin R AE oSy G ledtoy device
t Wihip tiexiyidusirfal sfdhensardt em of any one of the preceding
clainms, the proxy is configured to regylate access

a plu raaﬂ’rpl‘X/ﬂ]g? or}eéJé'QE?mgeagxid ies access to the legacy device base(} :?t least in

part upon the generated rules and characteristics associated with the request.

24, A method for enhancing security in an industrial automation system that includes
one or more legacy devices, comprising:

associating a legacy device with a proxy, the proxy receives access rules relating
to the legacy device; and

receiving an access request relating to the legacy device, access is one of
permitted and denied based at least in part upon the access rules and characteristics

relating to the request.

25.  The method of claim 24, farther comprising:
relaying access privileges to a remote terminal,
connecting the remote terminal to the proxy; and
one of permitting and denying access to the legacy device based at least in part

upon the access privileges within the remote terminal and the access rules.
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18. The system of any one of the preceding clainms, the
proxy device is associated wth a sensor that
noni.t ors whether the | egacy device is connected to the
proxy. 31 19. The systemof claim 18, the sensor is a
link-1evel mechanism 20. The system of claim 18 or
19, the sensor nonitors the | egacy device at an
application |level. 21. The system of any one of the
precedi ng clainms, the proxy comunicates with one or
nore of a disparate proxy and a server upon detection
of tanpering. 22. The system of any one of the
preceding clains, the central security authority
nonitors the proxy, and action is taken upon
determ ning that the proxy has been disconnected from
the | egacy device. 23. An autonmation security system
f26. anThendethod ofadlaisy 28 @5 darfericempgsing central access
aut hority. that nera s agcess, rules relating to a
| egacymOHprE WIGHHER {6 58 fivvatrst F?%ecfg%q@
proxy deRathtifm élﬁmpﬁﬁdﬁ' 4 &téﬁﬁhéﬁ%ﬁ KRS RISRS dé\ﬁ?cé ﬁh@ been
| egacy devi ce based ‘at |least in part upon the
géienaecdsd. rul es and characteristics associated with
the request. 24. A nethod for enhancing security in an
i ndustrial automation systemthat includes one or
nit.e |'Bgansthatbofictams 26 606, ifsitheg compsising pbtedting@the @g@xsiand the
evice with a the proxy receives access rules
Sgﬁ?gﬁﬂceWGaﬁﬁeﬁﬁé& “devi ce; and receiving an
access request relating to the | egacy device, access
i's one of mtted and deni ed based at |east in part

t e ragt claimed, ﬁﬁ@etmmmlerun&ck@g a lpel assoaigjed with the
s&ﬁq)lﬂﬁ‘?etr up ec Fte %fjﬁ-gﬁl tﬁ%}lﬁl Q% further
ng ac I"e

rising: ess pri es to a renote
tern1na| connectlng the renote termnal to the

e LRSS A MRS BEceSs, L0, e

AelaMhg RGBS lephdyieRtickhe renote term nal and the access
rules. 32
30.  The method of claims 24 to 29, further comprising:
sensing that a legacy device has been replaced; and
automatically providing security relating to a replacement device upon obtaining

characteristics of the replacement device.

31.  Anenhanced security system, comprising:

means for associating a legacy device with a proxy;

means for centrally providing the proxy with access rules relating to the legacy
device; and

means for determining whether an entity requesting access to the legacy device

should obtain such access.
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26. The nethod of clainms 24 or 25, further conprising:
nmoni toring whether the | egacy device is connected to

the proxy; and generating an al arm upon a

determi nation that the | egacy devi ce has been

di sconnected. 27. The nethod of clainms 24 to 26,

further conprising protecting the proxy and the

| egacy device via a physical barrier. 28 The nethod

of claim 27, further conprising unlocking a |ock
associated with the physical barrier upon receipt of

a signal fromthe proxy. 29. The nethod of clainms 24

to 28, further conprising |logging audit information
relating to the | egacy device. 30. The method of

claims 24 to 29, further conprising: sensing that a

| egacy device has been replaced; and automatically

pBavi dArfactelgdloot facutig sgbtemgedmipriidpepl acement devi ce

upon obt ai ni n characterlstlcs of the repl acepent

devi ce? ComPonght thafReqrives 28 accsss request it Rspch i fagtopgtloor device;
ngans for associating a | egacy device with a proxy,

means for centrally providing the proxy with access
rules # b!cwqwnm@n@ﬁ éhat eagalaies adess odhe langrynBemsieige based at
d ran |t sting _acc

I %‘S%Cy %{e {P;%n"!‘!% tlg)u log O%{& ]IXtI é]%'ﬁi CLACKESE TeqUes fﬁd aXocap ion of the
f factony flodr deoice.security systen1 conpri sing: a conponent
that receives an access request with respect to a
factory floor device; a |ocation conponent that

regul ates access to the factory fl oor device based at

| east in part upon a location of an entity initiating

t he access request and a |l ocation of the factory

fl oor device. .34
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