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programming irom a central facility to multiple display projectors or

presentation systemns.

15 1II. Description of the Related Art
For several decades, the motion picture industry has depended on the
duplication, distribution, and projection of celluloid film for delivering creative
programming material to geographically diverse theaters around the country
and the world. To a large extent, the methods and mechanisms for the
20  distribution of film material has remained relatively unchanged.
The current film duplication and distribution proceéss is illustrated in
FIG.1. Film duplication typically starts with an exceptional quality camera
negative. At a film studio 50, a film editor 52 produces a mastér film copy after
the process for producing the original film has taken place. From this master
25 film copy, a film duplication element 54 produces what is referred as a
distribution negative, from which distribution prints (known as “positives”) are
produced in quantities. Depending on the size of the release or number of copies
desired for distributing the film, there may be more intermediate steps or
multiple copies produced at each stage. The film positives are distributed by
30  courier and other physical means to various theaters, as exemplified by a theater
56. At the theater 56, the movie is displayed by projecting images from the film
onto a display surface using a film projector 58. In this traditional system, a
SUBSTITUTE SHEET (RULE 26)
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an audio editing system51 and printed along with the notion picture
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materialys Vméa(flladn%)(ul%%rl]etxa'i thehfe? T(Lc%%i%gs in which multiple projection auditoriums are
located or clustered together at a single theater location. Each projection
auditorium may show a motion picture at the same time as other motion pictures
are being shown in the other projection auditoriums in the multiplex complex.

Because of the large number of duplicates made, it becomes increasingly

20  difficult to prevent illegal duplication and theft of the material. It is estimated
that revenues lost due to piracy and theft account for billions of dollars lost each
year by the motion picture industry. Further, duplicated film material tends to
degrade over time due to dust collection, wear-and-tear, thermal variances, and
other known factors. Finally, management cost and other expenses are involved

25  in the eventual destruction of the film material, which may contain regulated
hazardous material.

New and emerging technologies are making it possible to provide
alternative approaches to the ongoing film distribution problems. For example,
satellite transmission methods are now available, although they are not currently

30 commercially viable for the distribution of high quality audio/visual (AV)

material. Since the distribution of film programming is essentially a special type
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15  projector, which has not previously been available. Moreover, implementation
of a satellite based transmission and receiver system is costly and a radical
change from current methods of film distribution and display. It is perceived
that such a radical change may not be initially commercially acceptable.
Also, advances in digital technology have led to a revolutionary
20  distribution concept whereby programming material is to electronically stored in
a digitized format, rather than on an optical film media. The digitized images
may be distributed on various magnetic media or compact optical discs, or
transmitted over wired, fiber optic, wireless, or satellite communication systems.
A variety of DVD-ROM storage formats exist having storage capacities ranging
. 25  from about 4.5 gigabytes (GB) to about 18 GB. The DVD-ROM storage formats
that have a storage capacity greater than about 9 GB are implemented on dual-
sided disks. As such, high storage capacity DVD-ROM disks must be manually
turned over to access the stored information from the second side of the disk.
An average two hour movie having an average image compressed bit rate

30  of about 40 Mbps for the image track and about eight Mbps for audio and control

information requires approximately 45 GB of storage space. Thus, even if a high
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" Adapt i ves Bl @eK chosen to exploit redundancy that exists for information within a frame of

image data. The technique is disclosed in U.S. Pat. No. 5,021,891, entitled

“Adaptive Block Size Image Compression Method And System,” assigned to the

assignee of the present invention and incorporated herein by reference. DCT

techniques are also disclosed in U.S. Pat. No. 5,107,345, entitled “Adaptive Block

20  Size Image Compression Method And System,” assigned to the assignee of the

present invention and incorporated herein by reference. Further, the use of the

ABSDCT technique in combination with a Discrete Quadtree Transform

technique is discussed in US. Pat No. 5,452,104, entitled “Adaptive Block Size

Image Compression Method And System,” also assigned to the assignee of the

25  present invention and incorporated by reference herein. The systems disclosed

in these patents utilize intraframe encoding, wherein each frame of an image
sequence is encoded without regard to the content of any other frame.

Distribution of film information using a digital electronic format actually

increases the potential for rapid, low-cost duplication without quality

30  degradation. However, along with the “ease of duplication” associated with

digital technology, there exists encryption techniques to ensure that the
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15 Several issues and problems remain to be solved. New digital cinema

systems require improved forms of protection to prevent theft from theaters.

Theater complexes with multiple auditoriums have grown larger in an effort to

provide a greater economic return, resulting in more complicated presentation

schedules, and a larger number of locations showing a given film. This could

20 require many additional electronic copies to be forwarded to theaters for

presentation using current techniques, with associated complexity and operating
costs.

Distribution channels and mechanisms are still defined by the older

celluloid film copying and distribution techniques discussed above. New

25 techniques are needed to take full advantage of proposed digital cinema

processing, to reduce copying, provide faster releases to market, and updating

products in release, while providing increased scheduling and distribution

flexibility at reasonable cost. At the same time, some film producers, studios,

and theater managers would like to have increased centralized control over

30 releases and distribution, and to be able to expand into newer markets. For

example, it is desirable to be able to.supply films and other audio-visual
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15 in compressed and encrypted form on a storage medium are processed to enable
display of the image, the method comprising the steps of retrieving compressed
encrypted encoded signals from the storage medium; decrypting the compressed
encrypted encoded signals to produce compressed encoded signals; and
decompressing the compressed encoded signals to enable display of the image,

20  the act of decompressing using an inverse adaptive block sized discrete cosine
transform compression technique. -

Accordingly, the apparatus and method provide for the decoding,
decryption and decompression of image and/or audio information, generally in
the form of programming material. At a central facility or hub, the

25 programming material is digitally compressed, encrypted and stored to be ready
for distribution of that material to large screen displays of the program at one or
more auditoriums or theater Jocations. The programming material generally
comprises motion picture images, time synchronized audio programming,
and/or other related information, such as visual cue tracks for sight-impaired

30 audiences, subtitling for foreign language and/or hearing impaired audiences,

advertisements or multimedia time cue tracks. The program material may be
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directly Irogmgan

conput er - bas&FOrHAGen, fusar atilhs s3a6t avith 1backigeoené caudini progeagemingl andli o
signal s thenaaggﬁkg&ep&socessi ng by a conpressor/encryptor. Again, the
conpressor/encryptor nay be | ocated either at the central hub or at the

same facility as [Aiqheeuies mﬁﬂ%@ggéﬁgx@)%gsﬁrgggbﬁds BrocRt QAR A BLHIRO. A

known dynam c conpression technol o o ‘store I'mage

audi o i nf or mét saurcogenerater, docagel athieruat the confl ¢adi enar@lteaciivedie, sugh as
t he ABSDCT rTEt g‘gﬂizggscri bed in 5,452,104, 5,107,345, and 5,021,891 may be

used. The stB8f diCuBERRIgtenelegtrgnic, ndigrand gnage signals fras et roalog empe,
magnet i Cig or 4Rt G St A ...DVDs or hard drivesg, or

net wor k att ac%ﬁﬂ gﬁ%‘#iggﬁégﬁ?lgﬁ e%%%ﬁ%%ﬁ? ‘g‘%’%{&%ﬁ 1“%&"«3@(5@53&1"5 the

transmitted eleetromicriechgeldiped] 0K € audid 8458 foPbendhfhbithe &&W&Hﬁ%ﬁgﬁfoon
systens. 25 The audio signal may be conpressed using the above nethods or a
standard di gghal Adiereatteipr theselsatranigosignainmandbe pooededndiseatiy drom an
devi ces. The t] echnj.que, i nvol.ves the use of timnme-varying .

el ectronic keel?/&%a u&eagpeg%a‘%o?’%hgf Fleconic Spytse. \%Ba'd a8 & (RINP ,termkﬁsea image
provided to g@ﬁé}@ﬁbﬁgﬁgmﬁecei vers or projectors. In addition, a digital

signature or "waternark" nmay be 30 added to the inmage and/or audio signal.
The wat e¥dark is Hoe efrstronja imhge tandt medio signals then undergo processing by a

compressor/encryptor. Again, the compressor/encryptor may be located either
at the central hub or at the same facility as the source generator, for example, a
production studio. A known dynamic compression technology may be used to
store the image and audio information onto a storage medium. A compression

20 technique such as the ABSDCT method described in 5,452,104, 5,107,345, and
5,021,891 may be used. The storage medium may be any type of high capacity
electronic tape, magnetic, or optical storage device, such as CDs, DVDs or hard
drives, or network attached storage. Further, some information may instead be
transmitted over wired, fiber optic, wireless, or satellite communication systems.

25 The audio signal may be compressed using the above methods or a standard
digital audio compression algorithm and stored on similar devices.

The encryption technique involves the use of time-varying electronic key
values and/or digital control word sequence, which is provided to authorized
receivers or projectors. In addition, a digital signature or “watermark” may be

30  added to the image and/or audio signal. The watermark is not perceptible to the

normal viewing audience, but may be used to identify a source of an



normal view ng audi ence, but may be used to identify a source of arp WO
01/ 41443 PCT/ US00/ 32686 9 unaut hori zed copy of a program when anal yzed
under non-rewmDoi/s1a3 or still frame playback. Decryption i nfgrrBddeaisss
necessary to decrypt the inmage and/or audio information is generated at

I ndi vi dual decrypter units using secret auditoriumspecific keys and
secure information sent to the theater. Generally, 5 the inage and audio

signal s are sgRafrRled Wﬁptaegrciﬁ)irﬁ LR gga]tﬂngg}i% e"ﬁ%ﬁ?@%’%ﬁ o§t | ons

as separate prograns, different®autlio prograns ge

prograns for fremé playbadasDeerypsioatinfigmvaiof ﬂé}:elsﬁdr?gtt_@gi%%ry thRe %Hgé gﬁ& ¢gr and
encrypted signals are also stored on a storage di um gr provi de
transmtted PHEIA tHEOTE@SONaTS geperated t atarisdivideal, detyptd0 umigubisinigosécret

transm ssi on tgcthni ue mag Edd fg%iward erigor correction information and
modul at e t he 2d&t' 8 8t BT DX S ATLLR dRtormation sead 4 dhe dreaterayGprergilyy

any type of W ' . wg% | S restrij,al. cabl e,

optic, satell i{gﬁlaﬁaeﬁﬁl él]tgdélr%ne or ot @?Hntg&h%l?fgﬂ}*aé ééﬁ{]rgftgrg ﬂl?b“‘?ﬂﬁet

conpri ses a metiordortiensgas .sepheate epyarams] SdifRAGUE audRy pRIFPrIES ﬁpﬂtrgg
eat er

processors to nanage total operation in both the encoder and the t
subsystem i RembH) Hhimage pspgrams for sanigus regsomy mack/ad ivspyiag laspagest v,

and overall nonit C I d._networ k nagenment functi ons- The network
manager is capabl gﬁéf&gﬁpéé%g?eﬁgﬁﬂgnﬁﬁwp&ﬂ?ﬁﬁﬁ% B PpQiste &8 fustpiage
aut omat | ¢ CoRiddphm, SRMProVid@atdréniRBA! RbuPthddefltraP hullaN ¥R krah B EHYE MM
Under control of the network manager, the progranm ng nmaterial an

addi ti ondl comdubatiomfteansmission artechatiqgned maygl tadadnsforwaed teerdrhecdrietionr

subsyst ens. The_ network manﬁgisr ‘agli‘ésa | ncl udes_control nethods for notifying
the theater SHBEYLERendmpilate A BreaTRies transerspegridestrangmission
addition, a Zavob{:&f I S | .each theate .
subsystenm s se ect%ve Esdtqr%r golfylgécﬁ\gr?‘g%gkgse?%g#ac%n&’?fg?u % F?é“isﬁé%h er
subsystem acatleoptie, sellite thehaenes ot behatraeggdsnedi un(s) fromthe hub. A

pl ayback nodul e r]eﬁds the information fromthe storage
e central hub turther comprises a network manager. The network

15 manager may include control processors to manage total operation in both the
encoder and the theater subsystem, including control of the storage,
playback/display, security, and overall monitor/control and network
management functions. The network manager is capable of operating under
centrally or distributed fully automatic -control, semi-automatic control or with

20 manual intervention.

Under control of the network manager, the programming material and
additional control information are stored and transferred to the theater
subsystems. The network manager also includes control methods for notifying
the theater subsystems of the identity of transmitted programs. In addition, a

25  control method is provided to control each theater subsystem’s selective storage
of the received programming.

At the theater subsystem, a storage device receives the storage medium(s)
from the hub. A playback module reads the information from the storage
medium, monitors the stored information for errors and requests retransmission

30 of any portions of information that contain errors. The theater subsystem, such

as the theater manager, utilizes a communication path (from the theater system
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Oohe Lt

medi um nonitors the stored information for errors and requests .
retransm SSi\QBO?IQMQ.‘I any portions of information that contain errors, The
t heat er subsysStem such as the theater manager, utilizes a BERS i on
path (fromthe theater system 26 MAY 2004 1\60 01/ 41443 PCT/ US00/ 32686 10 to
the central hub) to request retransm ssion.” The conmunication path nmay use

the tel ephone #Etwork,kﬁ atellite channel, the_lnternet or any type of
conmuni cat i orf°rtBf RERYTALER) torIRgUERHetignspssion: The seevmuricatien patthmaytuseage

device in th h tem praoyide for laqcal centralized
storage of tﬁgépﬁéraonr}%s nrgé{m%]t?’e% aﬁq.?éﬁl'%e C&W%geﬂﬁea{‘?@%frcéﬁfame of

st orage nedi woenmauaitagsnBy&hddsks, renovable hard drives, or a (JBOD) Just
a Bunch of Drives nodule. The storage device may store several prograns at
one time. The storidngerdbeicontrobgf the theatenecdrageyithe stdragatieaicean el tekfer

(LAN) (electropic . or optical). jn such a way 10 that any program nay be
pl ayed bacdk éHBSW%@e 0| Rfﬁz’gl?y fanlperli setralized; starage af ¢he programming

Loyl ' .
b ogr ammi g aa AL TRESRSeY dRLRE D 26801 sot%er BeciBhs SRS Tlhiiske
audi t or i un( s)rettiogablel 1o dl didve@2oP 8LTBOD) [hAN) BURIHEHf MRMel $Cod YIB! iﬂ%%&éﬁ%‘e

architectures. For purposes of this description, this description
assunes the wswicsfmaylsinre severrhpoegumet et onectimer aThaeatovagk dovite fmay be

architecture. However, other types of L chjtectures are possible with
this subsystcgﬂﬁ‘gg?‘?éfrla tal‘}é’%lrﬂég AIRHVRgK @I‘f‘g)i(‘ﬁ'eqf@“é‘e%éﬁﬁéﬂ?w sugle a way

pl ayback d , ﬁ%g r r r _de a es he
progr am‘n’lgg ;ﬂrﬂ‘aiﬂeflﬁ gl 9 Oﬁ{rﬁgﬁfjg%%rgggﬁi%ﬁa%gﬁdégrsé%ttelaoﬁqaﬁé{gr %%ﬁa&
depend on t herajeatpr e Fslsonthandmenprygriairo mayelbd Bintiuesn&silyop R edibadcROCARs I al

hub. The deconpressed /decrypted information is di sF_)rIpayed using a
proj ector i nOF FROTERIMEEPISy RTOSHRMMBINg Baderialos spyted fom thestomagaidesicaigo an

oM ¢ S i HBRYE b EloAmt v T 9680 PR o EARY Vi 58!
various LAN architectures. For purposes of this description, this description

15 assumes the use of a LAN that incorporates a central network switch
architecture. However, other types of LAN architectures are possible with this
subsystern.

After the programming material is sequenced by the playback module, a
decoder decompresses and decrypts, or descrambles, the programming material.

20  The decompression and decryption algorithms depend on the compression and
encryption  techniques employed at the central hub. The:
decompressed/decrypted information is displayed using a projector in the
auditorium, while the audio signal is presented using an electronic sound
subsystem.

25 - The theater manager generally controls all aspects of projection
operations, including storage of the received programming, decompression and
decryption of the programming signals, and display of the programming
material. The theater manager may also control the period of time and/or the
number of play backs that are allowed for each program. Alternatively, control

30 of the presentation process may be located locally at the projector, a remote

control unit, or under control of the central hub or other centralized element. In



operations, including storage of the received progranm ng, deconpressi:on; i

and decrypty fi44 he programm ng signals, and display of t I Ng
OB s PO

material. The eater manager nmay al so control the period of

the nunber of play backs that are alloweg for each program Alternatively,
control 30 of the presentation process may be |located locally at the
projector, a r;gote com_lrol unitzi or under control of the central hub or
ot her cent r aPASEIPT B iheater M3pagsty Moy sbeysanfieared stopdriegirie/ Braesiont
addition, th r Jeana f d integrate. projecti.on
oper ati ons wi%fJ F\fhgﬁr\%r vfﬁggatgg{rercr)rgﬁag%i gcﬁ%,rétguc gé&co%cég?%ﬁlggst itkc%g%‘f‘ﬁg,

pronot i ons, pir@magens,etigha%) ReNirahmeard]r @nsrold, | lﬁgﬁdrﬁg soBRY BFs eSS SeFation,
operation, etc. Also, each theater subsystem may include nultiple
audi t or i um nBHul &dse eashriheates smbsystemommyeiraiute omiltiple Auditd iwms rdoatules

flexible and_cost efficient resentation options. The use of digital,
encryption p = S . i es
oh o AR o BRR StordRecat RN LABEHENS fon Jgrbl andi st ErieTy
are enployedphgeﬂﬁgﬁkgquﬁﬁg-to-end encrypted data transfer. That is, the
i mage and/or audio information is encrypted at the source 10 generator and

is decrypted at tfHbethemtodr digitdyatcepption i pgrvatiay badiltin seadeliy irABaduget he
el ectronic security neasures, physical security neasures m provi de

addi ti onal pteYRCeraphistechraqyssae smplayedde grpuidedrngsiocend eraypied data
measur es nay pesial l M japortant, for protecti the dec ressed/
decrypted si tglﬁgffgif ?gl?n?ias’ M‘vﬁ %E?gfpa%c%ﬂr&”oﬁ% “ﬁ%ﬁﬁgnlﬁe}?ﬂgpte%gﬁﬁﬁ&s@t‘f%r in
the theal®er segugireshd B ascropherlialBfe, tHeddfe:deGhHRIO MY 1o
function is Iglou_s_ed in a securrZ,. selaf-cont ai nerd ch%@si S V\%?%Wg p ysirlcr:lal |y
attached to aidisiepetitdhe ielestngmic bercupity| measires,nphysieal reerutity muusatesi naiys

general |y not_renovahll e wi thout .authorization access and which physically
prevents proBiHg %Pgaﬁgﬁﬁlmﬁﬁ%‘%}‘ gp%ﬁé?‘?ﬁ@‘ﬁ“&ﬁﬂmqt%ﬂ;-i ntrusion into 20

o e PR Sl BN MR ISR 6, SRR
decompressed/decrypted signals from a “wiretap” prior to display by the
15 projector in the theater subsystem. In an embodiment, the
decryption/decompression function is housed in a secure, self-contained chassis
which is physically attached to or embedded inside the projector in a manner in
which it is generally not removable without authorization access and which
physically prevents probing of the decrypted signals. In addition, intrusion into
20 the secured environment or chassis may cause a process to be commenced that
deletes or erases cryptographic key information and otherwise deletes or
changes any digital data available at the project feed point to‘prevent copying.
Accordingly, an apparatus and method is provided for the decoding,
decompression and decryption of digital and audio information, as well as

25 management functions to monitor and control such an apparatus.



changes any digital data available at the project feed point to prevent: i
copyi ng. Accordingly, an apparatus and nethod is provided for the decoding,
deconpr essi JXOBK#4decr ypti on of digital and audi o informati oPGCTAISONERY as
25 managenent functions to nonitor and control such an apparatus. WO

01/ 41443 PCT/ US00/ 32686 12 BRI EF DESCRI PTI@N OF THE DRAW NGS The feat ures,
obj ects, and advantages of the present invention wll becone 5 nore
apparent fromthe detail ed description set forth bel ow when taken in
conjunction with the drawings in which |ike reference characters identify
correspondi ngly t hr oughouBRAEH DERERIFTION®F THE DRAMANGSi agr am of a
traditional filmdistribution system FIG 2 is a high-level block diagram
of an enbodi nent of the digital 10 cinenma apparatus of the present

invention; FIG 3hs f@atﬁk&?PbﬁE@%mB{raﬁ}agég ot %}%ﬁ%sﬁqg‘&%ﬁ@ﬁ@&g{g@e

FIG 4 is a block diagram of ‘a conpressor/encry

di agram of ameewapparenhdgen;thel getafed sdedcipaek bt ABFANblOWI SR itslbraidiub
internal network and central 15 hub redundancy; FIGS. 7A-E are bl ock

di agrans of &CRIUAFHGR Wil the drpwings iip whithdikelirafaremeotcharasters aiglentifidul e
using multipl J s_ 1,0 serial.and a playback player; FIG 9 is a
bl ock di amaﬁﬁ'ﬁﬁ%ﬁgﬁ%@%&@%o@ andWheteit i pl e di sk players 20 in
paral l el and a pl ggbac : L 3 [ st orage

Kback Jb18Yieldia ‘Jn?ofpotré 1ti%£19%3{?g§ gg%tﬁgpgg}l%gst%m

device using a disk cartridge afd aybac I's”a bl ock

di agram of a t heaFHG. 3 idbayhighrlevel bipckediigadineohaindembolufienesf tthe SigpaRge
devi ce; FIG 12 is a block diagramof a theater manager; and FIG 713 is
a bl ock & agFRSTEfaRPapREQEthe preseRt iwentiPRy a JBOD nodul e as  the storage

devi ce. FIG. 3 is a block diagram of a film-based source generator;

FIG. 4 is a block diagram of a compressor /encryptor;
FIG. 5 is a block diagram of a network manager;
FIG. 6 is a block diagram illustrating a hub internal network and central
15 hub redundancy;
FIGS. 7A-E are block diagrams of a storage device;
FIG. 8 is a block diagram of a storage module using multiple disk players
in serial and a playback player;
FIG. 9 is a block diagram of a storage device using multiple disk players
20  inparallel and a playback player;
FIG. 10 is a block diagram of a storage device using a“disk cartridge and a
playback player;
FIG. 11 is a block diagram of a theater subsystem using removabie hard
drives as the storage device;
25 FIG. 12 is a block diagram of a theater manager; and
FIG. 13 is a block diagram of a theater subsystem using a JBOD module as

the storage device.

30 DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
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.30 DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS WO 01/ 41443 PRURESA IS

PCT/ US00/ 32 otR14h#€ present invention conprises an apparat hod,
sonetines re erreﬁgto herein as "digital cinema", for the eP@E@E@ﬁ{I@&

decodi ng, deconpression and decryption ofjsaudi o/ vi sual programi ng, such

as notion pictures in theater systens, theaters, theater conplexes, and/or

presentation 5 systens. Digital.cinema incorporates innovation in inmage
Tt Press,

and audi o conpr esstHn] _Yﬁr}tm FUERABE0 AT, ARARER St ansh mathpddermgtimeand
oy ol he etened S il BT ESL IR ogheplace e Gt L gl o

of physical distribution of ce o'e

| ocation suchdesnipressien sindrdéeyption 1 Adh I Pisizal ro%ﬂﬁﬁiﬁg @#1%1‘?'5@ motion
I and offe ﬁe

elimnates the need for duplication of celluloid Ti rst

potential forpigigepin dhartensystems, sheaterpiaheater annvslbkesaandyiok tpresentation
security asures. Prograns may be transmtted to theaters and stored on
st orage d&vi C¥8€ ™M ich as renovabl e hard drives (RHD) or digital versatile

di sks (DVD), for rg ; : | . \Whi e_lpvention is equally
applicable to pr esljéﬁ? g% ?%Iﬁﬁ%fh?ar%ergiaeng %ug}o\oﬁhﬁnﬁ%%%a?lil‘%ﬁu%o SCRRFFSAY of
present at i on grofeationnectaioldyyg enortptinor meGUU16EE ART thar§ bther fedsO @ig@t‘&?s,
civic auditoriuns, schools, specialty restaurants, and'so forth, an

exenpl ary t hé#tema ds desigied  toc mplacex thes curgent fruthog wefpplysicalfdistramition oh

t he di scussi | Those, skilled in the art. will readil 20 under st and
how t he presgﬁpgﬁ)ﬁ@\eﬁn itgneal%g_pg%k?%ﬁo{ quﬁq@n foggrian &t B%é'lela&’{é Or ReRO4% t al
Cinema anpar AkudsoHlihs Dighel LRI Rirkafesith H8La 3 dupkatibl? o Zellulbie film,
digital cinena apparatus 100 conprises two nmalin syst AURL 1 east one
central faci landyoféersthe proential donexdepaionabaadjo/esarni afuatity as weilead Built-in

subsystem 104. The hub 102 and the thegter subsystem 104 are of a simlar
design to t hSECYHY2BCARNEP gl IS HRE SHAY A tiangiged der theatexs angostwred 105

120,90 MR srad 38y Ssthisobiou s SEREORRRL P %% RSPL3R R g
i mage and aufD¥D)npforrdisplapat ke taexr essed and
15 While the invention is equally applicable to presentation of image and
audio information to a variety of presentation locations such as outdoor
amphitheaters, drive-in complexes, civic auditoriums, schools, specialty
restaurants, and so forth, an exemplary theater or theater complex is used for
purposes of clarity in the discussion below. Those skilled in the art will readily
. 20 understand how the present invention is applied to other types of locations.
A digital cinema apparatus 100 of the invention is illustrated in FIG. 2.
The digital cinema apparatus 100 comprises two main systems: at least one
- central facility or hub 102 and at least one presentation or theater subsystem 104.
The hub 102 and the theater subsystem 104 are of a similar design to that of
25 pending US Patent Application Serial No. 09/075,152 filed on May 8, 1998,
assigned to the same assignee as the present invention, and is incorporated by
reference herein.
In an embodiment, image and audio information are compressed and
stored on a storage medium, and distributed from the hub 102 to the theater
30  subsystem 104. Generally, one theater subsystem 104 is utilized for each theater

or presentation location in a network of presentation locations that is to receive



stored on a storage nedium and distributed fromthe hub 102 to thé 't hHeatar
30 subsystem 104. Cenerally, one theater subsystem 104 is utilized for each
theater or pV@IYAIM3ion Iocation in a network of presentati oRCTBISHM/3I26%6s
that is to receive WO 01/41443 PCT/ US00/ 32686 14 inmage or audio

I nformation, and includes sonme centrali zedl‘bqui prent as well as certain
equi pment enpl oyed for each presentation auditorium In the central hub

102, a sour cempgeanaugiio inermatieny asd fdlodeas@ne @bnt&ﬁllﬂzecﬂémﬂgﬁ{e?@ a8 wilGdst 2l
version of the film The digital information is conpressed and encrypted
by a conpr ess6FPEREIYIRIYNt €fployed foreashqiresentation auditoriage nedi um by a hub

storage device 11 ger 120 nonitors _and sends control
i nformation to thgIn s@ﬁ&%@%&ﬁgm 41981 5@‘%@0&19% IEREIVER ategiad aage

device 116. Aegefslbd ihOmah 2 r O\J: I.fic_ electronic
keyi ng inf or'rLrgat I on sﬁch%{ltﬁgt% ﬁ%%g&gﬁ% fr#ga lgrltglag[}%p%%klﬁérlf’zcgﬂ'ﬂrsssegio

show specisf i angr encrgpted by 4 empresdoey esetPpyst QUENL P12, shd IR on T84S

128 controls a theater manager 132. Based on control information recerved
from the t hedhedivimbygehubigerage dreige diést Arnefwatkvinanag@6120 awsiiters and
conpressed informattioa]I st.ored.on thgg storage nediumtqQ a Elcﬁ back nodul e

140. The pl ayBadk el Hfeupation &o sBe squrcergenesntor d08cthe GE dARnandithe huh
2 pr cdot or mi A Eladonte. T oA THRIRART, sl MR BORCPrblnre TRON

a predeterm ne equence, Sl ze an afra

outputs the ebspionsskelyingfinfomidtain bacatiiacaierspléific th@g'l%réjﬁfeogl%ogiééd to

I nputs cqnpressed information fromthe playback nodul e 140 and perforns
decrypti 3R, sbevwmsResdisiRyAgEAIASf or matting, and outputs the 20 information to

an projector 148 and,a ,sound dule 1 The projector 148 plays the

i nfornation on a E‘Pg}‘%éﬁs&eér?g‘gf%e% %@aﬁﬁeﬁr.maﬁaﬁsmls a theater

i nformati on efurhcepyssl : - 0f eat er nmanager
132. I n operatior, 'ltl E‘g Z%%tregera ngg(ﬂlg?%t or gt?(%? %‘%Fﬁ%sd ‘é?g} H%z% a{ﬂ'éﬁr}%ﬁfc
i mage  and/ of3protheates staragbelesicet 136 trangieralonyprebhdl SOMFAMGCHREE! Bh tihO8

receives 25 filmmaterial and generates a nmagnetic tape containing

di gitized i nf&rase msadivm to a playback module 140. ~The playback module 140 receives
15 the compressed information from the theater storage device 136, and prepares
the compressed information to a predetermined sequence, size and data rate.
The playback module 140 outputs the compressed information to a decoder 144.
The decoder 144 inputs compressed information from the playback module 140
and performs decryption, decompression and formatting, and outputs the
20  information to an projector 148 and a sound module 152. The projector 148 plays
the information on a projector and the sound module 152 plays sound

information on a sound system, both under control of the theater manager 132.
In operation, the source generator 108 provides digitized electronic image
and/or programs to the system. Typically, the source generator 108 receives
25  film material and generates a magnetic tape containing digitized information or
data. The film is digitally scanned at a very high resolution to create the
digitized version of the motion picture or other program. Typically, a “telecine”
process generates the image information while well-known digital audio
~ conversion processing generates the audio portion of the program. The images
30 being processed need not be provided from a film, but can be single picture or

still frame type images, or a series of frames or pictures, including those shown



data. The filmis digitally scanned at a very high resolution to créat’e I'he

digitized v ' f the notion picture or other program Typi )
WAl oSFr st

"tel eci ne" generates the imge information while

digital audio conversion processing geneyat es t he audi o portion of the
program The i mages 30 being processed need not be provided froma film
but can be single picture o still frame type inmages, or a series of
frames or pi@%Eosen Rlﬁ@r%Pgﬁam@“ﬂ%WW Opgesird HSPrRSINIS0G/ 89886 as

oL O P18 WSl VAW IeRY B TRESB A TRASEe SHReb L SEC B R o
2ddi tion, ot AfferidTRbs oot ARDAA WIS A8 4 AL OUEL 6RO

si ght-inpaired audi ences, subtitling for foreign age“an eari'ng
i npai red audswhigisg 6or Someiphi neEdimgei ndyee hearikg. idipairedr landigicagl eror
sets of sounds or recordings are used to formdesired audi o prograns.

Al t er nat i el PUltmedpimercugitracks. Similady, snglerar sets of ypande mowacatdingsadre

| mage gener at | |.C 0 rovide the digitized inage

i nfornati On?ﬁ#ﬁgoﬁggﬁocfesgéﬁ!ggﬁgbaﬁrogwaz which directly produces the
digitized 10 i maggltemfa@iveRl iORigh HeBRRRS @i%ﬂaIU%héhla BProthée/%n%WHi@?aqt ure
for substantially inmediate or” contenporaneous distribution. Conputer
wor kst at i onsimagesigenegatioregdéyioenor cemetlaldomay ysrediden thier edigltizederintagee
gr aphi cal inmages whic re to,be, distributed. The digital inmge .
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Wi th the conpressi@ i digaal | haTBinfOMnatidle 6P TPrESHEY iTBSRsAMddaUd Ghe
15  compressor/encryptor 112, which compresses the digital signal using a
preselected known format or process, reducing the amount of digital information
necessary to reproduce the original image with very high quality. In a preferred
embodiment, a ABSDCT technique is used to compress the image source. The
ABSDCT compression technique is disclosed in U.S. Pat. Nos. 5,021,891,

20 5,107,345, and 5,452,104 mentioned above. The audio information may also be
digitally compressed using standard techniques and may be time synchronized
with the compressed image information. The compressed image and audio
information is then encrypted and/or scrambled using one or more secure
electronic methods.

25 The network manager 120 monitors the status of compressor/encryptor
112, and directs the compressed information from the compressor/encryptor 112
to the hub storage device 116. The hub storage device 116 is comprised of one or
more storage mediums {shown in Fig. 8). The storage medium(s) may be any
type of high capacity data storage device, such as a digital versatile disk (DVD)

30  or aremovable hard drive (RHD) and as described further herein. Upon storage

of the compressed information onto the storage medium, the storage medium is
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15 Further, maintaining the audio program separate from the image program
allows for synchronizing multiple languages from audio programs to the image
program, without having to recreate the image program for each language.
Moreover, maintaining a separate audio program allows for support of multiple
speaker configurations without requiring interleaving of multiple audio tracks

20  with the image program.

In addition to the image program and the audio program, a separate
promotional program, or promo program, may be added to the system.
Typically, promotional material changs at a greater frequency than the feature
program. Use of a separate promo program allows promotional material to be

25  updated without requiring new feature image programs. The promo program
comprises information such as advertising (slides, audio, motion or the like) and
trailers shown in the theater. Because of the high storage capacity of storage
mediums such as DVD or RHD, thousands of slides or pieces of advertising may
be stored. The high storage volume allows for customization, as specific slides,

30  advertisements or trailers may be shown at specific theaters at targeted

custorners.,
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156. The telecine processing is 15 well known within the notion picture
i ndustry, anBFTEgtios digiizedymages from the film source 156. The telecine processing is

15 well known within the motion picture industry, and any one of several
commercially available services or devices may be used to implement this
process. However, in a preferred embodiment, high resolution telecine
processing is used such as is currently available with equipment produced by
CINTEL or Philips BTS, as is known in the art. The resolution and specific

20 choices of equipment used are determined according to cost and other well
known factors when a service is being designed. Alternative resolutions can also
be used depending on the target audience, projection equipment available, and
location, including a desire to reduce data rates for certain satellite transfers.

If the original film 156 is a standard format 35 mm source, the process is

25 performed on the image using a telecine process at 24 frames per second. The
digitized output of the telecine process may be stored using a high data rate
magnetic tape recorder or immediately compressed and/or encrypted and
stored using a lower data rate tape recorder, or other known image storage
system and media.

30 Since the telecine only processes the image, the audio portion of the input

source is processed independéntly of the image. If the audio source is in analog
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15 signal from a tape, magnetic or an optical source. = Alternatively, the source
generator 108 may consist of a digital camera with a magnetic or optical storage
device built in or other digital means of image generation (such as for computer
generated graphics or special effects) which directly produces digital source
material. The source generator 108 may also consist of a digitization system for

20  still images, such as an optical scanner or an image converter used for 35 mm
photographic slides or prints. Therefore, regular or specialized studios such as
for special effects, or other facilities participating in the preparation and
presentation of an image program can generate the desired digitized material
which is then transferred to the hub 102 for further processing or transmission.

25 A block diagram of the compressor/encryptor 112 is illustrated in FIG. 4.
Similar to the source generator 108, the compressor/encryptor system 112 may
be part of the central hub 102 or located in a separate facility. For example, the
compressor/encryptor 112 may be located with the source generator 108 in a
film or television production studio. In addition, the compression process for

30  either image or audio information or data may be implemented as a variable rate

process.

"



that the source generator 108 nmay be located in a facility other than the;
central hub 102. Oher facilities may be just as suitable for generating
the digiti zeWOPH4dlnal from a tape, magnetic or an optical BOLUSMH32686

Al ternatively, the source generator 108 nay consist of a digital canera
with a magnetic or optical storage devicd%uilt in or other digital means
of image generation (such as for conputer generated graphics or special

effects) which di rEes bompresocRacaidbt 212 SQEVE a Half\ag 'ﬂw dEggb;?s P ESurce

generator 108 nay al so consist of "a digitization s olr
i mages, such gesetatoopd8.chie digitahémage and audiiQ énfoemueibh ehay beGté@E iAFraMe

phot ographi c .sl.jdes or.prints, Therefore, regular or specialized studios
such as for %&6? g‘FOteqf“P&’&)i’?foF they progessing.i es participating in the

preparation and san:agi: f .an_, nmage pr,ogram.can generate the desired
digitized materi am%mglrgclﬁatlils e%g??laﬁsﬁ%ﬁsgg t B tNRBR LTRSS 1841 tIRer
processi ng OfprefepRIVesficdimeRP febd ' fadsh ess@r/.encryptor
112 is ill ustpr ated in FI G1 2. Sierr*rﬁgge ?g&%‘géyggulrggesgg%%t%rﬁﬁﬁgy upége

conpr essor / ersignabt wsing yttee MBEIX Tratechhiqupadésceibeti gy A88t Rk, Ky, 198210891
ity. For exanple, the conpressor/encryptor 112

| ocated in a._s rate ciLLit

may be | ocat é’dﬁ%& r‘i’!fiegégénl@%"{fé‘ﬁ’@ﬂa@@bOEQS ina filmor television
production studi 0g,l.0.agdd&H coppressi an ocess .for 30 either jmage
or audi o i nf or mat ihérltﬂgr'gggl?g%§ﬁ‘ﬂ%tﬁehﬁr$ee Iﬁ’f éﬂpﬁ signal iy generally w a YIQ"
process.  \WOf6rhat] 44i3h PCHel ) hea3 2088nakde TBE BrPYRAESS @ %Mgtﬁdg%g%ld ic?mge

receives_a digital provided by the source generator 108. The
and audi 80i nPsigathieshramnanse sorrader, icamfpoments. thee ferniastsushasile BEROOE

o Ther P 00355 Pt H05d) 0o B R0 e S 1B S SR 3 ey
03 Pat: Nos. 2 0 oot s, S07. it e IR E R OREDERELY e
ABSDCT 't ephniacfaet,ortdf_dmiroleact}n pliths hgriabniab ageinedraichly diractiondl Qacésrdimdly,
with Y bei ngfcgur}ehlJ.rlrJurpiarlll%g Ccedm}%net%{tls garrlltdn%vsv%’ cl'?r%rrrnpi?\gﬁcr:g ’co1(?11'1n[:?on|en?sngreQ used to

15 represent each spatial segment of image input.

Each of the luminance and chrominance components is passed to a block
interleaver. Generally, a 16x16 block is presented to the block interleaver, which
orders the image samples within the 16x16 blocks to produce blocks and
composite sub-blocks of data for discrete cosine transform (DCT) analysis. The

20 DCT operator is one method of converting a time-sampled signal to a frequency
representation of the same signal. By converting to a frequency representation,
the DCT techniques have been shown to allow for very high levels of
compression, as quantizers can be designed to take advantage of the frequency
distribution characteristics of an image. In a preferred embodiment, one 16x16

25 DCT is applied to a first ordering, four 8x8 DCTs are applied to a second
ordering, 16 4x4 DCTs are applied to a third ordering, and 64 2x2 DCTs are
applied to a fourth ordering.

The DCT operation reduces the spatial redundancy inherent in the image
source. After the DCT is performed, most of the image signal energy tends to be

30 concentrated in a few DC coefficients.
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In a preferred embodiment, the audio compressor 192 processes multi-channel

15 audio information using a standard digital audio compression algorithm. The
compressed audio signal is provided to at least one audio encryptor 196.
Alternatively, the audio information may be transferred and utilized in an
uncompressed, but still digital, format. -

The image encryptor 192 and the audio encryptor 196 encrypts the

20 compressed image and audio signals, respectively, using any of a number of
known encryption techniques. The image and audio signals may be encrypted
using the same or different techniques. In a preferred embodiment, an
encryption technique, which comprises real-time digital seq ience scrambling of
both image and audio programming, is used.

25 At the image and audio encryptors 192 and 196, the programming
material is processed by a scrambler/encryptor circuit that uses time-varying
electronic keying information (typically changed several times per second). The
scrambled program information can then be stored or transmitted, such as over
the air in a wireless link, without being decipherable to anyone who does not

30 possess the associated electronic keying information used to scramble the

program material or digital data.
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auditorium to decrypt the stored information is transmitted, or otherwise

15 delivered, to the authorized theaters prior to playback of the program. Note that
the stored program information may potentially be transmitted days or weeks
before the authorized showing period begins, and that the encrypted image or
audio program key may be transmitted or delivered just before the authorized
playback period begins. The encrypted program key may also be transferred

20 using a low data rate link, or a transportable storage element such as a magnetic
or optical media disk, a smart card, or other devices having erasable memory
elements. The encrypted program key may also be prdvided in such a way as to
control the period of time for which a specific theater complex or auditorium is
authorized to show the program.

25 - Each theater subsystem 104 that receives an encrypted program key
decrypts this value using its auditorium specific key, and stores this decrypted
program key in a memory device or other secured memory.

When the program is to be played back, the theater or location specific
and program specific keying information is used, preferably with a symmetric

30  algorithm, that was used in the encryptor 112 in preparing the encrypted signal

to now descramble/decrypt program information in real-time.
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Fig. 4, in addition to scranbling, the inmage encryptor

5 can be read by authorities, and the theater from which the copy was made can be

determined. Such a watermark technique may also be applied or used to
identify the audio programs.

The compressed and encrypted image and audio signals are both

presented to a multiplexer 200. At the multiplexer 200, the image and audio

20 information is multiplexed together along with time synchronization

information to allow the image and audio streamed information to be played

back in a time aligned manner at the theater subsystem 104. The multiplexed

signal is then processed by a program packetizer 204, which packetizes 1he data

to form the program stream. By packetizing the data, or forming “data blocks,”

25 the program stream may be monitored during decompression at the theater

subsystem 104 (FIG. 2} for errors in receiving the blocks during decompression.

Requests may be made by the theater manager 128 of the theater subsystem 104

to acquire data blocks exhibiting errors. Accordingly, if errors exist, only small

portions of the program need to be replaced, instead of an entire program.

30 Requests of small blocks of data may be handled over a wired or wireless link.

This provides for increased reliability and efficiency.
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ik s Bl B Petatcadobtieat OF) Al B4 el OB asaas
PCT/ US00/ 326&finpression/encryption module (CEM) controller 208, a software-controlled
processor programmed to perform the functions described herein. That is, they
can be configured as generalized function hardware including a variety of
programmable electronic devices or computers that operate under software or
20 firmware program control. They may alternatively be implemented using some
other technology, such as through an ASIC or through one or more circuit card

assemblies. That is, constructed as specialized hardware. )

The image and audio program stream is sent to the hub storage device
116. The CEM controller 208 is primarily responsible for controlling and
25 monitoring the entire compressor/encryptor 112. The CEM controller 208 may
be implemented by programming a general purpose hardware device or
computer to perform the required functions, or by using specialized hardware.
Network control is provided to CEM controller 208 from the network manager
120 (FIG.2) over a hub internal network, as described herein. The CEM
30  controller 208 communicates with the compressors 184 and 192, the encryptors

188 and 196, the multiplexer 200, and the packetizer 204 using a known digital
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i nternal network, as described herein.” The CE ontr ol
communi ckt escomnpénertie of onpoe ssaresthe8ter apstef321041 Mheaet @4 Ebe centralized

such that the network manager 120 manages the total operation of the system,

including control of the transfer, playback/display, security, and overall

network management functions. Alternatively, a distributed management

system, in which processors in the presentation or theater systems control some
20  of the theater functions, may be implemented.

The network manager 120 comprises at least one network management
processor 212, which is the central controller or “brain” for the digital cinema
system 100. The network manager 120 is, in general, based on a standard
platform workstation, or similar programmable data processing hardware. The

25  network management processor 212 manages the scheduling and security
aspects of the hub 102. Under control of the network manager 120, control
information or updates to programs may be transmitted from the hub 102 in
advance of the time for display of the programming to the theater subsystem
104. The network management processor 212 also controls the transmission or

30  transfer rate of the programs to the theater subsystem 104. The transmission rate

may be fixed or varied depending on the type of program and the design of the
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188 and 196, the nultiplexer 200, and the packetizer 204 using a kndwn - -t
digital WO 0%;1@@43%PCT/ US00/ 32686 24 interface and controls the operation
of these ele 143he CEM controller 208 nmay al so control XGd 26%r t he
storage nodul e 116, and the data transfer et ween t hese devices. The
storage device 116 is preferably construct®d as one or nore RHDs, 5 DVDs
di sks or other high capacity storage nedi uns, which in general is of
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(FIG 2). Howeyer, .th Killed ip the art wi]l, recognize that_ other
medi a may be aﬂ%&ﬁ“ﬁ“r\af g%%eﬁﬁ%pl@é%t B&g?t&rﬁ@es?}o%goaqused%ef vhe
the conpress | Al | .data fromthe..
progr am pack T ggrilmélo %ﬂ%ﬁ%’?gg t gcomlggg%?%ﬁgg%%%d 108 MATHNBsTualifg
storage devi develd6f ceanpesssiged by the CEM controller 208. Referring now to
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ci nema system 100, i Clé)?dh{}g cqnt r ol anﬁ m)nitor'ing of the 15 conponents of
one or nore tCﬂHﬁO@F“ESy e ' OFRE 2 ohtb ointeral Retwork, arlighdis &ypiralishat
t he networ k . ' f. syste
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system in which processors in the presentation or theater systens control
some 20 of eherefersed ambodiopergnan rpet ihpl hemfethe Metavarkt wankgemaager

120 conprise l.egst _one t K nagemnent racessor. 212, which is the
central " ebnt PTEIa urBE R AP piRER ey A FArk o rassey S YO eftrance
network manageridd) is, in general, based on a standard platform

wor kstation, or simlar programmuabl e data processing hardware. The 25

net wor k managenenThermetesskr niahdgemnagemalyhalsé Chaeblisdth ahdd&ac 0, t Which
aspects of the hyb 102. Under control of the network manager 120, control
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advance of 4 Bfq B9’ cSHhSRLAY oS sbSt BIHS ATLAGhS Shodind RERLH: SHRRXSt &M
15 modems, ISDN or cellular link controllers, or other known means. Modem 220
interfaces to the network management processor 212 via a modem server
function. The modem 220 serves as the receiver of a return link communication
path from the theaters to the central hub 102. For example, the theater manager
128, illustrated in FIG. 7, monitors the quality of the decompression process of
v 20  the theater subsystem 104 and provides a quality report to network management
system 120. The return path may be utilized by the-theaters to request
retransmission of program data blocks with errors from central hub 102.
Furthermore, extra presentations of programs, or changes or upaates in program
material can be requested using this link. In alternative embodiments, the return
25 path may be provided through a satellite channel or another low data rate
communication method or via the Internet. In this case, other known means or
devices for interfacing are implemented, as appropriate, instead of the modem
220.
A user interface 224 allows a user to have direct control over the network
30  manager 112, and accordingly, the entire hub 102 and/or the theater subsystem
104. The user may monitor the status of the hub 102 and direct the timing of the
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transm ssion rate nay be fixed or varied depending on the type of program
and the design of the WO 01/41443 PCT/ US00Jg32686 25 X114 transfer channel

or path. For exanple, this may depend on the transfer rates for
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of a set of dllastusedcFHhanerm®aefForlc2dy 6 tRé c&ﬁhﬁhﬂ;bﬁtﬁmlgac‘mgﬁg‘f r denlghijor
cellular link controllers, or other known neans. Mdem 220 mter?aces to

t he network my&qembpmk vetwark N&mayndextended énterfialiichs an.Ethbmet
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nodem 220 ser,ves, gs t rec r. of areturn_link c
the theaters %2 {%‘ée% EF{LYJ‘OAHI)EW‘WS ¥y r@thOﬁéUttﬁeaI}@.FS, tabalydernal 28,

il lustraygd i cess of
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In alternative

cribodi ment . PRZorAlRR, 8 ik FRIRERAIRE pPEY PR IS lite FPdacant pr Sackpinel
or anot her *'9}9&&%5@11(56‘%8 meet availability requirements in the event of primary
15 component failure. As appropriate to the specific functional partitioning of local
and remote functions, an external interface may also be provided to connect
central hub 102 to an external computer network or communication system, if
desired.

As illustrated in Fig. 2, the theater subsystem 104 is constructed with at

20  least one and generally multiple theater manager 132 controlled by the theater
manager 128. For example, in some commercial markets theaters are constructed
as theater complexes having many auditoriums at a single site, often referred to
as cineplex or multiplex theaters. The stored compressed information can be
transferred to one or multiple ones of the auditorium modules 132 within a

25 single theater complex.

The auditorium module 132 comprises the theater storage device 136, the
playback module 140, the decoder 144, and the projector 148 and the sound
module 152. In operation, the theater storage device 136 contains compressed
information on the storage medium. Various embodiments of the storage device

30 136 are illustrated in Fig. 7. Generally, the storage medium is physically
transported from the hub 102 to the theater subsystem 104, although it is
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to the disk. Thus, even if a high storage capacity DVD-ROM disk is implemented, a

15 two hour movie requires use of multiple DVD-ROM disks for adequate capacity.

As described earlier, it is preferable to separate image information from

audio information. This embodiment is illustrated in Fig. 7C. The image

program 252 is stored on a separate storage medium than the audio program

256. The storage medium may be DVD disks or RHDs. There is no requirement

20 when using the present invention to process audio programs at the same time.

Maintaining the audio program separate from the image program allows for

synchronizing multiple languages from audio programs to the image program,

without having to recreate the image program for each language. Moreover,

maintaining a separate audio program allows for support of multiple speaker

25  configurations without requiring interleaving of multiple audio tracks with the
image program.

In addition to the image program 252 and the audio program 256, a

separate promotional program 260, or promo program, may be added to the

system. Use of a separate promo program 260 allows promotional material to be

30  updated without requiring new feature image programs 252. The promo
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15  of information on the [HD 244 via the modem 264 allows for information to be
sent directly to the theater over existing communications systems, such as
telephone lines, ISDN, cable modem, or DSL links. For example, updates to
advertising and trailer information may be sent via phone lines and stored on the
IHD 244. Updated slides may optionally be presented in the theater directly

20  from the IHD 244, rather than from the promotional program disk. Sending
updates of advertising and trailer information via the madem 264 connection
results in significant cost savings, as the cost of pressing and distributing
additional promotional program disks is avoided.

Another function of the IHD 244 is that of a data integrity system. The

25 IHD 244 checks information stored on the storage medium for data integrity
before being sent to the playback module. The data integrity system checks for
an electronic signature for each block of data. If any CRC block fails in the check
procedure, or if the data block is missing, the playback module uses the modem
connection to request that the blocks of data in error be resent. Upon request,

30  the requested blocks of data are stored on the IHD 244. When the playback
module is playing the program, the playback module accesses the IHD 244 to
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15 intended for the particular theater module 104.
Given sufficient capacity of the IHD 244, or by using the JBOD module
348, image programs, audio programs and/or promo programs may be
uploaded from the storage medium to the IHD. Use of the IHD 244 allows the
playback module to support double-feature and other multiple program
20 scheduling. Further, a given feature may be shown on multiple screens by
uploading the program(s) to multiple playback modules such that the feature is
played from the IHD 244 of each playback module.
In an alternate embodiment illustrated in Fig. 7E, a local area network
(LAN) interface 268 may replace the modem interface 264 illustrated in Fig. 7D.
25 In addition to accomplishing the functions with respect to the modem interface
264 described above, the LAN interface 268 may connect to one or more
playback modules and/or to the theater manager 128. A user interface (not
shown) is connected into the LAN interface 268 and/or the theater manager 128
such that the user may remotely control and monitor functions such as
30 scheduling, control, and fault monitoring of each playback module, decoder

module, or image and sound modules. Further, it is contemplated that the
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manager 4 i 4 ei t heg.. physically sending . the data in a
separ at ei%t oirzg:g(% %@Myi o foffcﬁeé%rﬁ?BEFﬁ% éH.Ceh Ictjlf‘latt theflecgder 344 amal
status, hi st QibseqasstPtie bréjaéor A8 | 8 hdTRY ’ i portions |
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15 ered kU i R ST 8 SO SR E c,
audi o prIgr awheangheOD VDY Q!i@kspél‘égfeﬁﬂswgéﬁﬁ%ode, there may be a several second
delay when switching from one disk to another.
The stored data is then fed into the decoder 144 through a fiber channel
interface 288. The switch 280, buffer 284 and fiber channel interface are
controlled by the playback module CPU 292.
~ 20 The set of single-play DVD disk players 276a, 276b, ... 276n may also be
played in a parallel mode, as illustrated in Fig. 9. In parallel mode, multiple
DVD disk players 276a, 276b, ... 276n play back different portions of compressed
information, and the portions are later recombined in the playback module 140.
The portions of compressed information are read from the DVD disk players
25  276a,276b, ... 276n to a parallel read /destriping mechanism 296, which properly
sequences the portions of compressed information. In a preferred embodiment,
the destriping mechanism 296 is a software module accessible by the playback
module 140. As illustrated in Fig. 9, the destriping mechanism 296 is a software
module accessed by the CPU 292 of the playback module 140. The destriping
30 mechanism 296 may be resident in the CPU 292. The destriping mechanism 296

also performs error checking functions to ensure error-free playback. Portions of
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in serial ?rgélgkg %’?Fel;e: E%ﬂilﬁ‘?%tégﬁ‘égbe\?élpq%%gbnﬁsmmh mechanism 304, such as that

15 in Fig. 8, controls which DVD disk is inserted into the DVD player. In the DVD

disk cartridge embodiment, either serial or parallel playback may also be
implemented.

Figure 11 illustrates operation of the auditorium module 132 using one or

more removable hard drives (RHDs) 308. For speed, capacity, and convenience

20  reasons, it may be desirable to use more than one RHD 308. When reading data

sequentially, some RHDs have a “prefetching” feature- that anticipates a

following read command based upon a recent history of commands. This

prefetching feature is useful in that the time required to read sequential

information off the disk is reduced. However, the time needed to read non-

25 sequéntial information off the disk may be increased if the RHD receives a

command that is unexpected. In such a case, the prefetching feature of the RHD

may cause the random access memory of the RHD to be full, thus requiring more

time to access the information requested. Accordingly, having more than one

RHD is beneficial in that a sequential stream of data, such as an image program,

30 may be read faster. Further, accessing a second set of information on a separate

RHD disk, such as audio programs, trailers, control information, or advertising,
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In an alternate embodiment not specifically illustrated, a switch network
controlled by the theater manager 128 receives the output data from the
playback module 140 and directs the data to a given decoder 144. Use of the
switch network allows programs on any given playback module 140 to be
20  transferred to any given decoder 144.
| When a program is to be viewed, the program infermation is retrieved
from the storage device 136 and transferred to the auditorium module 132 via
the theater manager 128. The decoder 144 decrypts the data received from the
storage device 136 using secret key information provided only to authorized
25 theaters, and decompresses the stored information using the decompression
algorithm which is inverse to the compression algorithm used at source
generator 108. The decoder 144 converts the decompressed image information to
a standard video format used by the projection system (which may be either an
analog or digital format) and the image is displayed through an electronic
30  projector 148. The audio information is also decompressed and provided to the

auditorium’s sound system 152 for playback with the image program.



A L E L ]
.disks are be fed into a single DVD player. A sw tch nechanism 304, such as *
that 15 in Figp eiBsadaontrols which DVD disk is inserted into tPP‘ﬁ(LBW% yer.
In the DVD disk cartridge enbodi ment, either serial or paral ack
may al so be inplenented. Figure 11 illust4-ates operation of the auditorium
nodul e 132 using one or nore renovable hard drives (RHDs) 308. For speed,

capacity, and convegni.ence,. 20 reasons, it may be desirable to use nore than
one RHD 308. Wen 2‘38?%&%%&32‘ Qgéﬁ%rﬁqcaﬁw,ﬂ%mlsm&mﬁatﬁd o Ficeikt dhieng”
feature- that LEt f ] read c nd based upon recent
history of coc}r%n?ﬁgg.i%%?&sce%ﬁrs gg gbﬁ#en%df@gﬂﬁpge@%r%«ﬂf’hfo $VisHalY preeetede
required to 'dérath secrieot hiadfacel an ' - di ' ed. ver,
by Pkt Wil e g R 1oty i

the tine needed to read non 25 sequenti nf or na no

i ncreased if ddrodRHDA4 Boentretied bydtsnoebthlleh 312 b viANBEIRELEAmana SUPR8 and
case, the prefetching feature of the RHD nmy cause the random gccess

menory of 2t hePORMEYISES a3 dest ane, fiquerri%ﬁjﬁlﬁi the canteollerj oe OGP a12,esbuffe3ld,
1 Chat o sedieiTReT der IR Setabies 8t uRS Ahdhan avade de o an(dsompgesn
read faster. r r ' f .inf.orpmti,on on.a separate
R i ok sucRd, THRl bR ey o dra Y SR Sorarib OF RS eackarZerc ™ Al

advertising, ofhemaybd ImPIETheIG08/B2686 08 ndre ARUAAE9RYSmbled Mhe circuit
accessi ng SUChEﬁlI nformation on a single RHD is nore time consunm ng. Thus,

conpressed i fREH ABePligsdnax he mstaligdhinea self-nontairdiendos re that mouhts dreor

284. The Rl FQ4E r | he, playback nodul e 14Q receives the 5

portions lgf %%%2@@%i %%ieéﬁ%ﬁ%h é&%ﬁ@ﬁ@ys? SWﬁBgffég\l%émi%caéﬁl 328 may

pr edet er m neger atiged ThavkichO- RAW-RLES er 4 i anfoll%rjsufS 5ci %gg/gglpa%%ge
;1S

such that the decoder 144, and subsequently the projector

over | oaded odectypder/demdaprassoh i32Dorfont iterhsfdrm &cl)l’%fcﬁﬁ%%d cﬁﬁt\ﬁdwﬁéﬁiﬁcthe
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second del ay Vmen'[h@"‘ﬁéﬁﬂk@ﬁzérr 913 QAenaELY %nhosg}g]acl)-%g%r the individual control,

15 image, and audio packets that arrive from the playback module 140, the CPU 312

and/or the theater manager 128. Control packets may be sent to the theater

manager 128 while the image and audio packets are sent to the image and audio

decryption/decompression systems 320 and 324, respectively. Read and write

operations tend to occur in bursts. Therefore, large buffers 314 are used to

20 stream data smoothly from the depacketizer 316 directly to the projection
equipment. ' =

The theater manager 128 configures, manages the security of, operates,

and monitors the theater subsystem 104. This includes the external interfaces,

image and audio decryption/decompression modules 320 and 324, along with

25 projector 148 and the sound module 152. Control information comes from the

playback module 140, the CPU 312, the theater manager system 128, a remote

control port, or a local control input, such as a control panel on the outside of the

auditorium module 132 housing or chassis. The decoder CPU 312 may also

manage the electronic keys assigned to each auditorium module 132. Pre-

30  selected electronic cryptographic keys assigned to auditorium module 132 are

used in conjunction with the electronic cryptographic key information that is
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on or 15 playback of the programming material.
The image decryptor/decompressor 320 decrypts and decompresses the
image data stream to reverse the operation performed by the image compressor
184 and the image encryptor 188 of the hub 102. Each auditorium module 132
may process and display a different program from other auditorium modules
20 132 in the same theater subsystem 104 or one or more auditoriurn modules 132
may process and display the same program simultaneously. Optionally, the
same program may be displayed on multiple projectors, the multiple projectors
being delayed in time relative to each other.
The decryption process uses previously provided unit-specific and
25  program-specific electronic cryptographic key information in conjunction with
the electronic keys embedded in the data stream to decrypt the image
information. (The decryption process has previously been described with
reference to FIG. 4.) Each theater subsystem 104 is provided with the necessary
cryptographic key information for all programs authorized to be shown on each

30 auditorium module 132.
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elenent. 5 In ,addition, the decoder controller 312 is preferably configured
to work or <UBRMERPWRROtAkE storageAeHeRsaY baiusedt heat er manager 128 to

mai ntain a i storpy, example, the smart card 328 may be designed so that this value, once

15 loaded into the card, cannot be read from the smart card memory. Physical and

electronic security measures are used to prevent tampering with this key

information and to detect attempted tampering or compromise. The key is

stored in such a way that it can be erased in the event of detected tampering

attempts. The smart card circuitry includes a microprocessor core including a

20 software implementation of an encryption algorithm, typically Data Encryption

Standard (DES). The smart card can input values provided to it, encrypt (or

decrypt) these values using the on-card DES algorithm and the pre-stored

auditorium specific key, and output the result. Alternatively, the smart card 328

may be used simply to transfer encrypted electronic keying information to

25  circuitry in the theater subsystem 104 which would perform the processing of
this key information for use by the image and audio decryption processes.

Image program data streams undergo dynamic image decompression
using an inverse ABSDCT algorithm or other image decompression process
symmetric to the image compression used in the central hub

30 compressor/encryptor 112. Il image compression is based on the ABSDCT

algorithm the decompression process includes variable length decoding, inverse
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15 The audio decryptor/decompressor 324 takes the audio data stream from

the depacketizer 316, performs decryption, and reassembles the original audio
for presentation on a theater’s speakers or audio sound system 152. The output
of this operation provides standard line level audio signals to the sound system
152.

20 Similar to the image decryptor/decompressor 320, the audio
decryptor/decompressor 324 reverses the operation performed by the audio
compressor 192 and the audio encryptor 196 of the hub 102. Using electronic
keys from the cr’ptographic smart card 328 in conjunction with the electronic
keys embedded in the data stream, the decryptor 324 decrypts the audio

25  information. The decrypted audio data is then decompressed.

Audio decompression is performed with an algorithm symmetric to that
used at the central hub 102 for audio compression. Multiple audio channels, if
present, are decompressed. The number of audio channels is dependent on the
multiphonic sound system design of the particular auditorium, or presentation

30 system. Additional audio channels may be transmitted from the central hub 102

for enhanced audio programming for purposes such as multi-language audio
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i nformation tl&ncééufﬁtfo%“i try in the theater subsystem 104 which woul d
performthe protessing of this key information for use by the i nage and
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i mage deconpression using an inverse ABSDCT al gorithm or other "1 mage

deconpr essi ofviped drsests & daigutasi readedt toesyinchymize tipr esdicowithsée appropeiate
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T e e
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standard XLR or AES/EBU connectors found in most theater sound systems.

The projector 148 presents the electronic representation of a program on a
screen. The high quality projector is based on advanced technology, such as
liquid crystal light valve (LCLV) methods for processing optical or image

20  information. The projector 148 receives an image signal from image
decryptor/decompressor 320, typically in standard Red-Green-Blue (RGB) video
signal format. Information transfer for control and monitoring of the projector
148 is typically provided over a digital serial interface from the controller 312.

Referring back to FIG. 11, the decoder chassis 144 includes a fiber channel

25  interface 288, the depacketizer 316, the decoder controller or CPU 312, the image
decryptor/decompressor 320, the audio decryptor/decompressor 324, and the
cryptographic smart card 328. The decoder chassis 144 is a secure, self-contained
chassis that also houses the encryption smart card 328 interface, internal power
supply and/or regulation, cooling fans (as necessary), local control panel, and

30 external interfaces. The local control panel may use any of various known input

devices such as 2 membrane switch flat panel with embedded LED indicators.
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audio conpressor 192 and ‘ierge audi o encryptor 196 of the hub 2. Usin
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the el ectron strea or 324
decrypts thehgudhetxgzcgquggxg {goin‘ﬂle é‘rmﬂ’g%’ gﬁﬁ? S&E%ts ags et be
deconpr e edacobbshidonwdeROf 86&ideR dh%sﬁ?flfxl@r {Eetholintdd b xﬁb éé&s‘a RYIERL! | C
to that wused at the central hub 102 for audi o conpressi o I'ti pl'e aldi o
channel s, i fSewﬁyenteﬂoak@n%’cbmpsﬂbmeprev“éheopardnmn @ﬂ‘thauﬂalcodemmw&ﬁnus
dependent on. t he c sound system design of the particul ar

audi tori um ’érn%rcegr@ 'ﬁ% egbto FERISCRI dABi onal audl o channel s may be
e 1o e R kol Qe S0 RAE BT SRR DL,
and audi 0 cugeateefs speghdrs] IPpaipreférRdERbS&itnent! theS6HnABydRYn 355 feceives up
15 to 12 channels of standard format audio signals, either in digital or analog
format, from the audio decryptor/decompressor 324
In another embodiment, the playback module 140 and the decoder 144 are
integrated into a single playback-decoder unit 332. Combining the playback
module 140 and the decoder module 148 results in cost and access time savings
20 in that only a single CPU (292 or 312) is needed to serve the functions of both the
playback module 140 and the decoder 144. Combination of the playback module
140 and the decoder 144 also does not require the use of a fiber channel interface
288.
If multiple viewing locations are desired, information on any storage
25  device 136 is configured to transfer compressed information of a single image
program to different auditoriums with preselected programmable offsets or
delays in time relative to each other. These preselected programmable offsets are
made substantially equal to zero or very small when a single image program is
to be presented to selected multiple auditoriums substantially simultaneously.
30 At other times, these offsets can be set anywhere from a few minutes to several

hours, depending on the storage configuration and capacity, in order to provide
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accomplished in a highly flexible manner useful to respond quickly to changing

needs or market demands.

In a preferred embodiment, each JBOD 348 is designed with a capacity for

storage equal to that needed to store programs for its auditorium location. Thus,

20 more than one feature may be shown on the same screen in the same day (double

feature). In addition, adequate storage is provided so that future programs may

be stored prior to their showing authorization date while still storing the

currently “authorized for showing” programs. This amount of available storage

capacity allows for programs to be authorized for future showing to be

25  transmitted hours, days or weeks prior to the authorization to playback and

display such programs without affecting the ability to playback and display the

presently authorized programs. It has been estimated that in terms of digital

data storage capacity, on the order of about 120 GigaBytes of storage capacity

per auditorium is used in this type of arrangement. This capacity is assuming

30  the use of current compression and image technology, which may change to

allow reduced requirements in the near future.
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pl ayback -=nodule 140 and the decoder 144 also does not require the use of
a fiber chardreve amd soffarh. Afe8. sufficient lateray timewd Rdiooz driverts variee detsi ned,
I nformati on on any. stora

e . 25 devi.c 36 1 s.confiqured transfer .
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channel. This allows slower transfer rate devices to essentially pull in data in
parallel and, therefore, accomplish a very high transfer rate. This type of storage
also provides error protection redundancy.
The storage of data on drives, or other storage devices, utilizes parity
20  information that allows the program to be reconstituted upon retrieval. That is,
a means is provided for linking the program portions together again at time of
refrieval or presentation. )
In a preferred embodiment, each JBOD 348 is based on a Redundant
Array of Inexpensive Devices (RAID) array design with recovery capability of an
25 entire data file if a disk drive in the array fails. The JBOD 348 provides status
and warning indicators to assist in trouble shooting or fault isolation. Remote
status, control, and diagnostics may be available with this type of design.
The theater manager 128 is illustrated in FIG. 12. The theater manager 128
provides operational control and monitoring of the entire presentation or theater
30 subsystem 104, or one or more auditorium modules 132 within a theater

complex. The theater manager 128 may also use a program control means or
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t han on%f e%rug% {g%;é %(ra shown on the sanme screen in the sane day (double
feature). In a AT O, %fboé'&Uate storage is provided so that future prograns

may be stored prihgrthbset Bei [ ' ' e
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showing to be 25 transmtted hours, days or weeks prior to the

aut hor i zat i Gpeater PRBISIGRosaRsOT 336 prminunictiepwitly thamelw otomanagestalang t he

<bil 11y, 10 Bhaiis RO SaRaye 1, JRGBERd BUBRGAES B! AR il "
order ofi5abeyéd 18 RofrAaRith@Swith HeVeRBia] HABAM2! YThe modem 340 is generally a
standard phone line modem that resides in or is connected to the processor, and
connects to a standard two-wire telephone line to communicate back to the
central hub 102. In alternative embodiments, communications between the
theater manager processor 336 and the central hub 102 may be sent using other
20 low data rate communications methods such as Internet, private or public data
networking, wireless, or satellite cornmunication systems. For these alternatives,
the modem 340 is configured to provide the appropriate interface structure.
Referring back to Fig. 2, the theater manager 128 allows each auditorium
module 132 to communicate with each storage device 136. A theater
25 management module interface may include a buffer memory such that
information bursts may be transferred at high data rates from the theater storage
device 136 using the theater manager interface 126 and processed at slower rates
by other elements of the auditorium module 132.
Information communicated between the theater manager 128 and the
30 network manager 120 and/or the conditional access manager 124 include

requests for retransmission of portions of information received by the theater
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drives during storage. Part of the input data is 10 transferred to one
drive whbl e a subBdecheaterpoanagar 128 maynisd eonfiguted tchprowase fullyiatgomadicso
forth. After suffici time to.allqw a drive t ta, a

v ar e pRrgsot e RsAUaliPRaTHEM, dRdgig SO LRl Re PtckdBpIay,

ived daLg,d ' LS, h, of
whi ah 15 st oray 2 BORIER mahBgoRBh RinciRRY PR Rnler BOHERER 138 0av on
separ at e drialesprévadié Ronfrdl ad peRiphgfal thektep Hin DU AL Eb M ad HcRENRIY I ge

available in the drive input channel. This allows slower transfer rate
devi ces to @bdefalenl $qnCEEAion | epeagations, mnd anyirtogimentdl contzokf ohlerrativehpl i sh

hgh f. . Thi f I id
pr of cot B PRATIRRAREGY ST BYasr e HoGH RyaPap sy Pagol Bf SOFha Qegrege:
devi ces, UtighbZffrRal Thy thédlel MAAERE 198 hbhdtad M\@ﬁawﬁgm Rpham Eﬁﬁ.ﬁﬁ
I a ed for Iin |n6 t he

reconstituted upon retrieval. That *is, ans Is provi

progr am por kootrel bopetdtéon agemsah the nikeatbr compid-eftal contradioe aehhsairiepn.of | N a
preferred enpodinent, each JBOD 343%4 s based on a_Redundant . Array of

| nexpensi ve "%s¢ifuBstiqnea Bye system e wiedwilh depend onytheayagablettycitolagy 25
entire data,fhlfe hbeds & & pAHidAat theallsy, & WAYd Bk hGowH!e JBOD 348 provides

st at us
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15 Through either control of theater manager 128 or the network manager
120, the invention generally supports simultaneous playback and display of
recorded programming on multiple display projectors. Furthermore, under
control of theater manager 128 or the network manager 120, authorization of a
program for playback multiple times can often be done even though theater

‘ 20 subsystern 104 only needs to receive the programming once. Security
| management may control the period of time and/or the number of playbacks
that are allowed for each program.
Through automated control of the theater manager 128 by the network
management module 112, a means is provided for automatically storing, and

25 preseﬁting programs. In addition, there is the ability to control certain
preselected network operations from a location remote from the central facility
using a control element. For example, a television or film studio could automate
and control the distribution of films or other presentations from a central
location, such as a studio office, and make almost immediate changes to

30 presentations to account for rapid changes in market demand, or reaction to

presentations, or for other reason understood in the art.
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.and warning indicators to assist in trouble shooting or fault isol ation.

Renote sta rol, and diagnostics nay be avail able V\A'F{cbl-,é bS2ésyPe of
desi gn. Thewgﬁag&r}t manager 128 is illustrated in FIG 12. The sEeater

manager 128 provides operational controlgsnd nonitoring of the entire
presentation or theater 30 subsystem 104, or one or nore auditorium

nodul es 132 vm'thl t heat er he the ter manager 128 may al so use
a program control '?fg g?&tomzt qtes $u SQ’SWI% Wﬂ?t%‘fm&m sm

for creatinggfry Q%%ghﬁﬁtrﬁo&ﬁl‘é“ﬂ 9Nki d;?é tHEDtrh%afe?(iff Yede n@fuuyrkdi?é th% gﬁ%%ma}nd

audi o prograns, are sche uIe resen I'Oh 0N an

system dur i ngéaceUh&toFdrketlé Bbﬁ‘ﬂp\ti:sbs o’f'me 16 adrek ﬂ@%gler(eﬂe@él&%m tREH a
t heat er nmanager processor 336 and 5 may optionally contain at |east one

nodem 340, owhidhhprovildesi foe lotedtroutingrdfaeregramitihg ait itk thieatér skbsyétem deadi ng
nmessages back to central hub 102. The theater manager 128 rréx% i nclude a
vi sual dixpl Bye pregrams gaskorgd ig eashistenagaseviceyigrand tirpughetheuch

as a keyboar e a theater c manager' s office

T cket “boot rineaiFr i aEe ap R 144 T oRE BF Pifrerc R pLiBROB Festemin i

t heat er operagti T er na s Switie I

st andard con’;%rm ater ryzelb%)}l;gsit?ltrl{leslgﬁgr aggé cg{ﬁgﬁe?e?%ré?‘grﬂrll ng??o&% cfﬂa?zb\?m th
reference toinkpl€inedted wing ahgatf amurabeagef stpndaredsoal a3&bnetvorkrdrelitasumist h

t he network manager 120 and conditional access mapager 124. In a preferred
enbodi rrent whichneyduibit adganateidata Jeansiey @éﬁﬁzﬁﬁ%ﬁ?té’lw @Rdt ekiab ity sarh msb

102. Th ?zﬁgd'1301‘19§u§{cﬁ|e!iyorahu}§to?1@g?é' I I ne nodem t hat resides
connec

in ar |s connec Focessor to a standard two-wire

tel ephone |ine tostﬂpfamm@fcer-l@czkeh@a EtBQa%] @@h&@hs@ BBoviéds fdroadiisesrapki ve
enbodi nents, comuni cati ons between the eater na er processor 336 and

the central ¢fube poogramyming materialdhatit ¢ iethopged dov ckand Cbspinunhzcam ons
nmet hods such #ntern rivate or

|
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theater storage device 136 allows the theater subsystem 104 to create
15 presentation events in one or more auditoriums and may be shared across
several auditoriums at one time.

Depending upon capacity, the theater storage device 136 may store
several programs at a time. The theater storage device 136 may be connected
using a local area network in such a way that any program may be played back

' 20  and presented on any authorized presentation system (i.e., projector). Also, the
same program may be simultaneously played back on two or more presentation
systems.

Accordingly, an apparawus and method is provided for the decoding,
decompression and decryption of image and/or audio information. The

25 apparatus and method allows for the flexible scheduling of feature films and
advertisements, the integration of audio and image signals, and easy
implementation of security measures, among other features and advantages.

The previous description of the preferred embodiments is provided to
enable any person skilled in the art to make or use the present invention. The

30 various modifications to these embodiments will be readily apparent to those

skilled in the art, and the generic principles defined herein may be applied to
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the nodem 340 is configured to provide the appropriate interface strutture.”
Referring b {g. 2, the theater nmanager 128 all ows eac 1 j .um
nodul e 132 @ggmuani cate with each storage device 136. A thg%f’ggd@?('
managenent nodul e interface may include agpuffer nenory such that
information bursts may be transferred at high data rates fromthe theater
storage devige 136 usi the,.th er manager. i nterface, 126_and processed
at slower ra éehse r%ﬁ‘%oo(ﬁﬁ‘g%tﬁlwémﬁg SUSErRd ¢ GdFY%I?WYﬁT?%HHJ elhusp the present

I nfor mati on GRIFAUB} i tHag; I . . .
net wor k manager 1%%&}1&6?0?@%1%%&2%” ﬁ%%gﬁgﬁsﬁgggg%%ﬁééérﬁ%g@ F’g{: lﬁg’élt 1
requests fortaled acosded showiddst gonpd CoIBitént Wftﬁﬂ:ﬁ@?‘rﬁi&ipl@é?ﬁhdl Advifehfifes

t heater WD 01/ 4 44% - PCT/ US00/ 32686 42 subsystem 104 that exhibiting
uncor r ect abl @15B106€&PEERIB. nonitor and control information, operations
reports d al ar n ryptographi c keying information. Messages
comruni cgs?ed may ea?rvgep&géﬁgg%%ém’?tmﬁect ed to provide eavesdroppi ng
type security and/or verification and authentication. 5 The theater manager
128 may be configured to provide fully automatic operation of the
presentation system including control of the playback/display, security,
and networ k managenent functions. The theater nanager 128 nmay al so provide
control of peripheral theater functions such as ticket reservations and
sal es, concession operations, and environnental control. Alternatively, 10
manual intervention may be used to supplenment control of sone of the
theater operations. The theater manager 128 may al so interface with
certain existing control automation systenms in the theater conplex for
control or adjustnment of these functions. The systemto be used wll
depend on the avail able technology and the needs of the particular
theater, as would be known. 15 Through either control of theater nanager
128 or the network manager 120, the invention generally supports

si mul t aneous pl ayback and display of recorded programm ng on nultiple

di splay projectors. Furthernore, under control of theater manager 128 or
t he network manager 120, authorization of a programfor playback multiple
times can often be done even though theater



20 subsystem 104 only needs to receive the progranm ng once. Security e
managenent may control the period of tine and/or the nunber of pl ayﬁacks ‘
that are allowed for each program Through automated control of the theater
manager 128 by the network nanagenent 45odul e 112, a neans is provided for
automatically storing, and 25 presenting prograns. In addition, there is
the ability to control certain preselected network operations froma

| ocation renote fromthe central facCLAIMS using a control elenent. For
exanple, a television or filmstudio could automate and control the
distribution of filnms or other presentations froma central |ocation, such
as a studj o of £} GBpaafd ifBkKCcR!c esseHTBAUrRANEd CRERNRE Sinda@e 368d RLARP BikAdls ONS
to account for ragFEg changes 1 n rket denand, or reaction to )

pr esent atrepressntiop @noimagehprograsasiod aipbiealsy edcaudie programs asspoatey/ with 4Be

PCT/ USOQO/ 32686 43 Referringpggck Ho Fl % t.he tgﬁater %ubs stem 104 may
be connecf¥§c RIASHF™ #ELTe iefiahlrdtmiay of ¥ imagrdhy ARPaF %Sa?%?prfsﬁ?gerface
network 126. Theotddealelce doRfigirtdds rE@iW0] bl&aﬁy(&rﬂﬂirhgé‘ﬁleﬁfa_ distribGatelnr ea
network (electric or optical) ™ which provides for |ocal routing of

pr ogr amni sterirg the hempivemtencyptedyesceded idage sndrhgiqsisealainpaaienss et ed i n each

storage device 136,and are r.quted.through. the. theater | twer k
196 15 one. o mraeG e pEtidr e e patioht 8 teaB R sb G HRES chidale
subsyst enyh@d and dioSigh®s o ehd PRRaIRGOFORK slofhzeniitdiacand PiceoMbinedtheisi ng
any of a number of standard |ocal area network architectures, which exhibit

adequat e rgspestive apdioes of the sompeassrsenoyynigd engnded dmaggpiand @ydig ugnaly theo
arbitrated | oop, sw.tched, or hub-oriented networks. Still referring to
FIG 2, e%gﬂgegtcg?“gﬁl lng'evi ce 136 provides for local storage of the
programm ng ned €kdt alectypir dohfipered b redeiveethet @nprespbd ehcrapied ebhequedyimaga an
enbodi nent, the storage systemis centralized &tg each theater system dThe
t heat er stighaby&oFethe BluaBy A Hokeee Haedinsad dp PP NG (FOMPECSSE EREHP8d 15
present at | \: i ne or nore auditoriunms and may be shared across
sever al a%ngpge?rlﬁ{t}%smg?alg’ne ti me. Dependi ng upon capacity, the theater

st orage devi cea fi desoympmtssoe configured to receive the compressed encoded image signals

from the first decryptor and to decompress the compressed encoded image signals to
enable display of the image program;

a second decryptor configured to receive the compressed encrypted encoded audio
signals from the plurality of storage media and to decrypt the compressed encrypted
encoded audio signals; and

a second decompressor configured to receive the compressed encoded audio

_ signals from the second decryptor and to decompress the compressed encoded audio
signals to selectively enable play of a selected one of the plurality of audio programs in

synchronization with the associated image program.

2. The apparatus of Claim 1, wherein the decoder is configured to decrypt and
decompress the encoded image signals and at least one audio program in a non-contiguous

manner independent of each other.

3. The apparatus of Claim 1, wherein at least one of the first and second
decompressors is configured to decompress the compressed encoded signals using an

inverse adaptive block sized discrete cosine transform compression technique.



several progranms at a tine. The theater storage device 136 may be caonnect ed;
using a local area network in such a way that any program may be played
back 20 and presented on any authorized presentation system (i.e.,
projector). Also, the sane program maygbe sinultaneously played back on
two or nore presentation systens. Accordingly, an apparatus and nethod is
provi ded for the decoding, deconpression and decryption of inage and/or
audi o i nfar mat Tien apgdretus 265 @lajpar Bt wheraindtheetdcont det@mpressor it lwenfipwxd bbe
scheduling of feature filns, and agdverti senents, the infegration of audio
and i magedeSPyRERSS theLompsesssd er}cﬁﬂ?‘gﬁﬂr‘ﬂ BiogHn Btfa‘ézé'baghrfﬂf‘ measur es, anong

ot her features and advantages. The previous description of the preferred
enbodi ments is provided to enable any person skilled in the art to make or
use the pf.esenthd apmndtionf Cliim 130heram thesencodiids inagei sigrslst formhatsleast one

enbodi nents wll be regdily apparent to thosg skilled.in the art, and the
generic dﬂ%ﬁi%P%‘é‘n’déﬁ"gnj’.é’G%ﬁ’éFgmﬂnﬁﬁ Elﬁ‘e"gﬁﬁﬁ?reﬂsefiot%fpﬁl%4§'°fe 2o

PCT/ USOO/%@%@&S%@&%{M%@)MW@Mthout the use of the inventive
faculty, ThUs, the present 1nvention is not intended to be limted to the

enbodi ments shown herein but is to be accorded the w dest scope consi stent

with the principles and n l features , disclosed herein. 5 \Wat claim
as our inVenti JB‘EE fRparajes Q{egﬁ?é 11Wﬁlﬂﬁlﬁﬂ’ﬁd%ﬁg‘nﬁfﬁu%isﬁal(?c?rn%(f%ns‘?g%?omo
encrypt eding pHRHRS diMRS8AREddRULI dtaSpaaRak Sthe [FRR MINESHIdROMpPERSErs Bindigdram
and a plurality of audio prograns associated with the inmage program are
pr ocessedcamprisinghd deptickizay cortfigures toreatyact thimagspad audly Senaby ggmﬁbcﬁ dgta
storage devjce configured to receive a plurality of storage nedia

di stri but?e\?k?ti}' storing the conpressed encrypted encoded i mage and audio
signals in portions; and a decoder configured to receive the portions of

the conpressed encrypted encoded inage and audiQ signals from %he
plurality’of tHee 8pRaralye obdeliadn dn Vieseipdhe piarage dadce is fyther i spatiged it8ns of

the compressed SNEMALGTSRRARIRE, | IRHENRE U0k SEARE! dooryiéis are further

configured to decrypt the compressed encrypted encoded image and audio signals under

conditions determined by the apparatus specific key.

8. The apparatus of Claim 7, wherein the apparatus specific key is stored on at least

one key storage medium separate from the encoded image or audio signals.

‘ 9. The apparatus of Claim 8, wherein the key storage media includes is a smart card.

-

10.  The apparatus of Claim 8, wherein the key storage media includes is a magnetic

disk.
11.  The apparatus of Claim 7, wherein the apparatus specific key is transmitted.

12.  The apparatus of Claim 7, further comprising means for indicating a time interval
over which the apparatus specific key is valid and for assuring that the apparatus specific

key is only used during that interval,

13. The apparatus of Claim 12, wherein the apparatus specific key is overwritten from

a key storage medium after the time interval expires.
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decoder conprising: a first decryptor configured to receive the conpressed:
encrypted encoded inmage signals fromthe plurality of storage nedia and to
decrypt the conpressed encrypted encoded inmage signals; a first
deconpressor configured to receive the4gonpressed encoded i mage signals
fromthe first decryptor and to deconpress the conpressed encoded i nage
signals to enable display of the image program a second decryptor

Cﬁnfl gur egh.t o Tiec eppazatuberfcOmet,s edteric typsipnals nitattied camgiise asilepsalogef r om
the plurality of storage nmedia and to dec t the conpressed encr d
encoded avdEgnakgybgrsin iﬁ&%@’é@bﬁ&%‘é&ﬂﬁwg‘%@}c%@ﬁ b BE?S?IBa?%{&[ '\?‘8 t he
conpr essgg, g%‘;ma’df“tﬂ RN Bloprdnt U PRASERAN oM 4Rt B tdRstef, Cbut i
deconpress agﬁgﬂc npresse% aencogllggr au& o] Bsi gnal s ?o serl ectivel yee’ne:lbllg pl ay
of a sel edxtethbbnehefi thdemadeuprakrany ootheasetbictedpnudiy programm is pyeseriiedni 2 adteon
with the associated_ jma rogram .2. The apparatus of Claim1l, wherein the
decoder i¥ E%szﬁ]gdﬁgﬁfeflgg?fgéﬁ%’&?m%@te'decorrpress t he encoded i mage signal s
and at | east one audio programin a non-contiguous manner independent of
each other. 3. The apparatus of Caim1, wherein at |east one of the first
and secontb. deBlenppemstius ofi Elaimni4.gwhertint thed evatarmacks s chrfipusedrie sdentify
B R e N S LR
the secongl,gRaPM A8shhpressicPnfigured to deconpress the conpressed encoded

audio programat a variable rate. 5. The apparatus of Caim1l, wherein the
encoded i mage signals format |east one imge program and further

conpri sing an jdentifier .to 1] . .Npr.e i rogr M at
| east one 'nagtheplaB%af’%tH? Qlé\.s@f%hne’ %ﬁ@&gﬂfﬁ@ﬁ%ﬂ@ﬁ m %gk\%ﬂ%@gfgﬁ t eml}anr%lge and
audi 0 si giadter Fh@aganieyamfigited té N2ndl contdol t wfermasibor mgendesticaivas sdaka
packets, the first and second deconpressors further conprising a
depacket i Bmégrmatipn frgny e stomgsdevise and fie degedfs and audi o signals fromthe
data packets. 7. The apparatus of Claim1l, wherein the storage device is
further configured to

17.  The apparatus of Claim 1, wherein the apparatus is configured to establish a link,

wherein the link is configured to send and receive information external from the apparatus.

18.  The apparatus of Claim 17, wherein the information comprises control and status

information.

' 19.  The apparatus of Claim 17, wherein the information comprises updates to the

. image program and/or the audio programs. -

20.  The apparatus of Claim 17, wherein the link comprises a dedicated telephone data
link.

21.  The apparatus of Claim 17, wherein the link comprises a dialup telephone data
link.

22.  The apparatus of Claim 17, wherein the link comprises a packet type data link.

23.  The apparatus of Claim 17, wherein the link comprises an Internet based link.



receive an apparatus specific key, wherein the first and second decryptors:-
are further configured to decrypt the conpressed encrypted encoded inmage
and audi o signals under conditions determ ned by the apparatus specific
key. 8. The apparatus of Claim7, wherejgn the apparatus specific key is
stored on at |east one key storage nedium separate fromthe encoded i nmage
or audio signals. 9. The apparatus of Caim8, wherein the key storage

medi a i nci4jdesThéappasitiy df Claind 17, Mherdih ehelpilacomipriseod wilehdssnd@a linker ei n t he
key storage nedia includes is a magnetic disk. 11. The apparatus of Caim
7, wherein the apparatus specific key is transmtted. 12. The apparatus of
CI aim7 rt er

ahi ch ¢ heipparis HERRSIR (AT ilin RERAE GriidisSs A WIBIMGRERY fup KK
apparatus specific key is only used during that interval, 13. The
apparatus_of Caim 12, wherein the apparatus specific key is overw en
from a k& stBIFea@?ePaF?é‘éﬁ et laim dy WhRESTH t‘?rﬂ%"elgﬁ‘ilp cempre at legs; opg Opq*fﬂi
appar at usg, , Wherein the signals further conprise at |east one

wat er rrark V\ﬁer ein the watermark i s perceptual ly unnoticeabl e during

pr esent at| on of the inmage pr ogr am or the audio program at a predefined

nor nal of __transfer, det ect abl e when the i nage progr.am or .t he
sel ect ed di ol B BRRAN Pﬁ eé?még? storagedy i‘&ﬂ’f"?gls? 8’“2‘?91? SPHR! from

the nor masl.tofagé Gnedl®: an-ﬁh@vhéfbﬁ?rtﬁé 'ﬁﬁaég sigh&ls Mnd%the VRK @ sTknhiiCaréitSleABidh-1 S

configured to identify presentation tine and |ocation | nformation

associ at estqugntially be thmgblpﬂﬁmgrca}mtmagc tediaudi o program after
deconpression. 16. The apparatus of Claim1, further conprising a theater
manager, wherein the theater manager is configured to send control

i nfor mat i g torﬁm FRBet V& Ghit 08, whefedd MR hdio fsighlst fre séred agea depurge and
t he decoder. e apparatus of Claim 1, wherein the apparatus is

conf i gur eepticel e@@aemedwnaﬂmnm@maméngealﬁ the link is configured to send and
receive information external fromthe apparatus. 18. The apparatus of Claim
17, wherein the information conprises control and status information. 19.

The apparzg.us Dhe @bparitud 7of Gtere26, tighdrnésmipriding Rncadedr sigesds uppteteasingo t he
promotional information, and wherein the encoded signals representing promotional
information is stored on a separate optical storage medium than the image and audio

signals.

30.  The apparatus of Claim 26, wherein the optical storage media comprise at least one

DVD disk.

-

31.  The apparatus of Claim 1, wherein the storage media comprise at least one

magnetic storage medium.

32.  The apparatus of Claim 31, wherein the storage media comprise multiple magnetic
storage media, and wherein the image and audio signals audio program are stored non-

sequentially on the multiple magnetic storage media.

33. The apparatus of Claim 31, wherein the audio signals are stored on a separate

magnetic storage medium than the image signals.



i mage program and/ or the audio prograns. 20. The apparatus of Cair17, -
wherein the link conprises a dedicated tel ephone data |ink. 21. The
apparatus of Claim 17, wherein the link conprises a dialup tel ephone data
l'ink. 22. The apparatus of Claim17, wgerein the |link conprises a packet
type data link. 23. The apparatus of Caim1l7, wherein the |link conprises
an Internet based link. 48 24. The apparatus of Claim 17, wherein the |ink
conpri ses3@a WTH @fsarstat ofl Cikm 35, furtRr apdirRings eadodetl adipnaly repyosenehg t he
link conprises a satellite based data link, 26. The apparatus of Claim1,
wher ei n tifemetionadganfrudtione ombercie e Ieéﬁ@ﬁiedorﬁégl‘@lﬁ i KRTesensingy éﬁ@nﬁ%@?a&m
27. The %Bf%%{l(yr? ISO orgd%'nnﬂ ge&’narawg{ Q&ragé %eﬁ%eth %Cal ') %‘l%& I pl e
opti cal or age ne ra, and erel n e sig and the audi o S|gnals
are st or efhdipdignadequentially on the rrul tiple opt| cal stor age nedia. 28. The
appar at us of C%al m 26, wherein the audio signals are stored on a separate
optical storage nedi umthan the image signals. 29. The apparatus of Claim
26, furt [ [

I e

i nfor W&tlcﬁi&r&x&oﬁét@ébﬁd@ﬂva separate optical storage nediumthan the inmage
and audio signals. 30. The apparatus of Caim 26, wherein the optical
storage nedia conprise at Ieast one DVD disk. 31. The apparatus of Claim
1, where th égq‘g i ;

rredl um 2 Tﬁg&ta%'arat us o quhgl%uﬁg@n %%%n?ﬁ@ra orgtgselcsn%lg%]%%gﬁpa@srt i se
mul ti pl e onegnsita ounchtodrdaiyes (ﬂr&ﬂ&) maddeywhereinnthe IBODvegdulgrmpmgpdeoatdeapnal s
audio program are stored non- sequentially on the multiple magnetic storage
medi a. 3PNCPHLAGERPMPONER. of C ai m 31, wherein the audi o signals are stored
on a separate magnetic storage nediumthan the inmage signals. 49

‘C

37.  The apparatus of Claim 1, further comprising a buffer to synchronize the playback

of the image program and the selected audio program.

38.  The apparatus of Claim 1, wherein the storage device comprises means for using
identifer information to link different preselected portions of the image signals or the

audio signals to different ones of the storage media.

39.  The apparatus of Claim 1, wherein the storage device further comprise means for
providing paralle! striping information such that the image signals or the audio signals

. may be accessed at a desired data transfer rate and to provide error protection redundancy.

40. The apparatus of Claim 1, wherein at least two of the storage media, the
decryptors, and the decompressors are interconnected by at least one local area network

interface.

41.  The apparatus of Claim 40, wherein the network interface comprises an ethernet

network.

42.  The apparatus of Claim 1, wherein the encoded image signals are provided in the

form of at least one image program, wherein the image program is in the form of either a

na
o4

ar



34. The apparatus of Caim31, further conprising encoded signals [~ =™
representing pronotional information, wherein the encoded signals
representing pronotional information is stored on a separate magnetic
storage nedia than the image signals orsgthe audio signals. 35. The
apparatus of Claim 31, wherein the nmagnetic storage nedia conprise at |east
one renovabl e hard drive. 36. The apparatus of Caim 31, wherein the
magnet i ¢ shgle a@ie fravddioa sedexlifmmestshdemas motoepjctses e varyiog lengthdr i ves (JBOD)
nodul e, wherein the JBOD nodul e conprises at |east one storage conponent.
37. The apparatus of Caiml1, further conprising a buffer to synchronize
the playback i, hpgarh%ﬂ%? ELAFTRRREN BE 15aEEGHE hudiid lignik ABMon3Be The
appar at us of al , erein the storage device conprisés nmeans for using
i dent i f erstorag@©nredia ave copied bnto sdedridestemge mediactueb thead npdiiple presentatiomef thaage
signals or the audio.signhals to different .ones qf the storage nedia. 39.
The appar&#a8s PEIeren anchthe’s &d&uﬂlqmgwgﬁ’g%@gi ce further conprise neans
for providing parallel striping information such that the image signals or
the audio signals may be accessed at a desired data transfer rate and to
provi de e44.or Phoepwraton of €dainddhcyherdth updatesapphe amage signas anchthe avwdier ei n
at least two,of the staorage nedj t he .decryptors, and the deconpressors
are inter%mgféﬁ’rﬁioﬁf’t ee%?g?ncl)%gragﬁeﬁfhaar ea network interface. 41. The
apparatus of Claim40, wherein the network interface conprises an ethernet
network. 42. The apparatus of Caim1, wherein the encoded i mage signals
are provi4fed i Fhe appardtos of Glaimt44, sdsteinatcleasinge obthsgrearnd sipiage medians anmage
programis_ in.the formof either a 50 single still frame or series of
franmes sh@ﬁﬁ”ﬂi‘%‘grﬁ"o"n pictures of varying length. 43. The apparatus of
Claim1, wherein the inmage and audio signals stored on the storage nedia
are copied onto second storage nedia, such that nultiple presentation of
the i nmag#b-profhrappnermius abClaemde fsthen gempriging greans 105 archeving ang @@Intaining The

t f j Lo : [ [ I dth di
s L R L s R b g 1ol o e s

47.  The apparatus of Claim 1, wherein the storage media store encoded signals
representing a cue track, wherein the cue track indicates a specific portion of a program

where information may be linked.

48.  The apparatus of Claim 1 further comprising a player, wherein the player is
configured to distribute the signals at preselected programmable offsets in time relative to

_ each other. -

49, The apparatus of Claim 48, wherein the preselected programmable offsets are
substantially zero such that the encoded image signals are processed to enable multiple

displays of the image program at substantially the same time.

50.  The apparatus of Claim 1, further comprising a projector configured to enable
display of the image program represented by the image signals.

51. The apparatus of Claim 1, further comprising an audio player configured to play

the selected audio program in synchronization with display of the image program.
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45. The apparatus of C aim 44, wherein at |east one of the second storage
nmedia is an internal hard drive. 46. The apparatus of Caim1, further
conprising means for archiving and maintaining a history of the playback

of the imge and the audi o prograns. 47A1 The apparatus of Claim1, wherein
the storage nedia store encoded signals representing a cue track, wherein
the cue track indicates a specific portion of a program where information
may be |ifked. AdBethbdeinpydehatcompodssed ancrypted tamcbdad coager asd repde pigagler ,

wherein the player is configured.to distribute.the signals at prese]ected
pr ogr ammelSPESYHNgeATs INpes p %ﬁg{ii?\l,@?l{r@llt}’e cfPdig ﬂi’é‘?g.ra‘g@.assﬂ‘f@t%igﬂ% at's of

G ai m 48, inYﬁ%@ ?%%?la.rht&?e POBSSLLR! QbR IPH ABTRIY ndek! B8t deonipilRatant i al Iy
zero such that t’he encoded I nmage signals are processed to enable multiple
di spl ays of t hetriavirgecomprgssadnendrystad shended anhge arideandamsignalsri pastionsThem

appar at us_of aim1, further conprising a projector configured to enable
di spl ay o?p]f*F?SWHgﬁ%fag?Bﬁfl?m represented by the inmmge signals. 51. The

appar at us of Glegbiibihing el B§lecGXTBOHDLNGf ME SdtRhressel Anefypedintsdidethdge Pl ay
the sel ected audi o programin synchronization with display of the inage

program &t Bdio signadt;hod i n which conpressed encrypted encoded i mage and

audi o signals ,representing an imge program angd .a.plurality._ of auydi

progr ams assoc‘ilea?f’f&’(&mﬁ/i '?%et EPEREGe eBE%%&megF%‘%Sr 011313 Ced" oauec{ﬁ%brsgngllsspl ay
of the i n@gepentififlyTBiphaFice eoMbicsidAtncodidiimape At AdkPsigaasd encrypt ed
encoded i mage and audio signals in portions from _ a plurality of storage
nedi a; reconbiqlﬁcaglprﬂs@ngetbp@@mpwsqsgmw@é igpge prd audip regnalsyindapangisrtly
encoded i e and audio signals; decrypting the conpressed encrypted
encoded image and audi o signals independently to produce conpressed
encoded i nage dipslagingithe Singigal Srog@ecr anyyadigbiigatidie withpr efead ene adetiei mage
and audi o signals independently; and displaying the i nage programin

synchr oni 2580418ad plurglity of audie pEdg™@R® of the associated plurality of audio
pr ogr ans.

53.  The method of Claim 52, wherein said decrypting and decompressing the image
signals and at least one audio program occur in a non-contiguous manner independent of

each other.

54, The method of Claim 52, wherein said decompressing uses an inverse adaptive

block sized discrete cosine transform compression technique.
. 55.  The method of Claim 52, wherein said decompressing occurs at a variable rate.

56.  The method of Claim 52, further comprising;
grouping the image signals to form at least one image program; and linking one or

more audio programs with the at least one image program.

57.  The method of Claim 52, wherein the image and audio signals are stored on the
plurality of storage media as data packets, and wherein said decompressing further

comprises extracting the image and audio signals from the data packets.

58.  The method of Claim 52, further comprising retrieving a specific key, and wherein

said decrypting occurs under conditions determined by the specific key.



53. The method of O aim 52, wherein said decrypting and deconpressing the:
image signals and at | east one audi o program occur in a non-contiguous
manner i ndependent of each other. 54. The nmethod of C aim 52, wherein said
deconpressi ng uses an inverse adaptive 52bl ock sized discrete cosine
transform conpressi on techni que. 55. The nethod of C aim52, wherein said
deconpressing occurs at a variable rate. 56. The nmethod of C aim52,

further conprising; grouping the inage signals to format |east one inage

progr am d linking one . e _audi o_progr with the at | east, one
"mage pr ot am T8 et ELIHE O whge 85 SHREKORSY thaork 2K 0t
si gnal s amediinepstatrd the iagt at hidio SfgnglkOr age nedia as data packets, and
wherein said deconpressing further conprises extracting the inmage and

audi o signals fromthe data packets. 58. The nethod of C aim52, further

conpri sing, retrievi a.specifijc.ke and erein ..said decrypting occurs
under conuai'ti oﬁée ?}S@gpﬁf ?{Eadmb{?’ Wgreﬁrbg@{f(ﬁ\é%ka&?'m%démggpm‘;%esni%%gcaﬁ. Claim
58, wherein the specific key is stored on a key storage nmedium separate
fromthe i mage or audio signals. 60. The nethod of Cl aim59, wherein the
key storafle mebhaumetodpriClasn 49swhereirc thedkey Gloragthmedisith eempiises| daanAgBYC
wher ei n tSe kéa torage nedi um conprises a magnetic storage nedium 62.
The met hot”'8F° BFEI"Mi 59, wherein the key storage medi um conprises an opti cal
storage nedium 63. The nethod of Cl aim58, wherein the specific key is
transmtted. 64. The nethod of Claim58, further conprising indi cati_ngf a
time intefdral Dheemethodcef Clap Ppadierqie theokey stotageiraetivig qomPrises ar iopHcal hat
the__specisft{?r(‘;i %ﬁ?édfuﬁa used only during that time interval. 65. The method of
Cl ai m 64, GFs her conprising overwiting the specific key fromthe key
storage nedium after the tinme interval expires. 66. The nethod of C aim52,
further conprising providing at | east one waternmark, wherein the watermark
i s per cepial | Yhampawed 06 Siaid Yy Whetsihibe Seerille konts srentmitefrage  program or
the audi o program at a predefined normal rate of transfer, but is
det ect abl e

64.  The method of Claim 58, further comprising indicating a time interval over which

the specific key is valid and for assuring that the specific key is used only during that time

interval.

65.  The method of Claim 64, further comprising overwriting the specific key from the

key storage medium after the time interval expires.

. 66.  The method of Claim 52, further comprising providing at least one watermark,
wherein the watermark is perceptually unnoticeable during presentation of the image
program or the audio program at a predefined normal rate of transfer, but is detectable
when the image program or the audio program is presented at a rate substantially different

from the normal rate.

67. The method of Claim 66, wherein the watermark identifies presentation time and
location information associated with the image program or the audio program after said

decompressing.



when the immage programor the audio programis presented at a rate ;"' ™
substantially different fromthe nornmal rate. 67. The nethod of Cl ai m 66,
wherein the waternmark identifies presentation tine and | ocation

information associated with the inmage program or the audi o program after
said deconpressing. 53 68. The nethod of Caim52, further conprising

provi ding a theater manager, wherein the theater manager sends and

recei ves 68 at UFheunedthod i ICini 5T, dunhdri @mprRigptovidingal teatst Mandp@r, wieespt i ng
and deconpressing. 69. The nethod of C aim 65, further conpri sing
est abl i shhRgheptsn menagsT sends and) recedvssvasatus and reoptrph nf Othoﬁh@gﬁ’é‘ﬂ%éaléf

Cl ai m 69, m%r' f onprises status and control

i nformation ?E%tﬂ%w%r{ah%g%we gm 69, wherein the information conprises
updates to the inmage pr ogr am and/ or the audi o prograns. 72. The nethod of
Claim69, wherein the |i rises a dedicated.tel ephone data  |ink. 73.
The met ho@P of ﬁleamﬁﬁheéof@% QWWPW%&&W@ ng 3 %wpsepéﬁ@%#&ﬁ@edata
i nk. om‘iu&]‘it hod of Caim69, wherein the link conprises a packet type
dat a I|nk 75. The nmethod of C aim 69, wherein the Iink conprises an

I nternet based |ink. 76. The net hod of Claim®69, wherein the |ink conprises
a wreless data link. 77, _The od ,of m 69, wherein the |ipk
conprises’h sa It iod (S G A D (e ot TRetf, SIBPEES ey CORfFRr ei n

the storaggrimdbg conprise at |east one nagnetic storage nedium 79. The
met hod of Claim /78, wherein the storage nedia conprise nmultiple magnetic
storage nedia, and wherein |nage and audlo signals are stored

non- sequenti al on.t | t st or age_nedi a. 0., The et hod
of 3 i m s, i et i b oRandhe ioip §omimseindaios 18 el |
storage r’@ggﬂmmt@\@dlé@gﬁraﬁhgnal s. 81. The nethod of Claim 78, further
conprising retrieving encod signal s

72.  The method of Claim 69, wherein the link comprises a dedicated telephone data
link.

73.  The method of Claim 69, wherein the link comprises a dialup telephone data link.
74. The method of Claim 69, wherein the link comprises a packet type data link.

75.  The method of Claim 69, wherein the link comprises an Internet based link.

76.  The method of Claim 69, wherein the link comprises a wireles; data link.

77.  The method of Claim 69, wherein the link comprises a satellite based data link.

78.  The method of Claim 52, wherein the storage media comprise at least one

magnetic storage medium.

79.  The method of Claim 78, wherein the storage media comprise multiple magnetic
storage media, and wherein image and audio signals are stored non-sequentially on the

multiple magnetic storage media.
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representing pronotional information, and wherein the encoded signals *
representing pronotional information is stored on a separate magnetic
storage nediumthan the inage signals or the audio signals. 82. The nethod
of Claim 78, wherein the storage nedi a 5donpri se at | east one DVD disk. 83.
The nethod of Claim 78, wherein the storage nedia conprise at |east one
renovabl e hard drive. 84. The nethod of Caim78, wherein the storage nedia
conpri se &t | eBst mettexd 0§tClaim F8nothendin dhé \aedio( SiBGy ampdtored o852 sTpasatget hod
of Claim78, further copprising buffering the inmage prograns and at | east
one audi OIHWBFQW%%[EVH@HF @SIT?\%@ ih program and at |east one audio
program during playback. 86. The nethod of Caimb52, further conprising
linking different-preselected portions of the image signals or audio

si gnal s t#l.di fTher encthodesf oflaithe 78t ofusther domipsising gFtrieving epedilsd ofgndsai m

52, further conprisin rovi.din arall.el .stripin i pf.or.nat,l on_such. t hat
the i mageBiC§HULINg Bliongﬁtg’ng]ué‘%lf}rrgfi‘t al“ﬂaf}’h_ﬁrguh?&eeggg%ﬁégt Slgg esl Igge%n&gt a
transfer gahRuamn ihOrmEeM Aost6red Oh ddephatt m@gnelﬁe@tmﬂ%vmdiuﬁ&.haﬂlﬂee imeigod of
Claim52,” further conprising providing at |east one local area network

i nt er f acesiggs orTtheawdio wignalsf C ai m 88, wherein the network interface
conpri ses an ethernet network. 55 90. The nethod of C aim 88, wherein the
i mge signals are provided in the formof at |east one inmage program

wherein tge i MAGEMRIHANFNTlaini 78, WherdiO e Qbragt intedia eorfiprigl & 18dst lohe DVRINME OF
series of franmes shown as notion pictures of varying length. 91. The nethod
of daim®&sk further conprising copying the i nage and audi o signals onto
second storage nedia such that multiple presentations of the inmage program
and the selected audio programis facilitated. 92. The nethod of C aim 91,
further cg&priTha@nahat iofgClaprea?®s whereirh ¢hee Bwosked mediag eomprigmnatl deashcnat

| east one audig prograns onto the second storage nedia. 93. The nethod of
C aim 52,’W@WEE‘3@&WE sing archiving and maintaining a history of

84.  The method of Claim 78, wherein the storage media comprise at least one just a
bunch of drives (JBOD) module.

85.  The method of Claim 78, further comprising buffering the image programs and at
least one audio program to synchronize the image program and at least one audio program

during playback.

_ 86.  The method of Claim 52, further comprising linking different-preselected portions

of the image signals or audio signals to different ones of the storage devices.

87. The method of Claim 52, further comprising providing parallel striping
information such that the image signals or the audio signal may be accessed at a desired

data transfer rate and to provide error protection redundancy.

88. The method of Claim 52, further comprising providing at least one local area

network interface.

89.  The method of Claim 88, wherein the network interface comprises an ethernet

network.
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the playback of the inmage and the at |east one audio prograns. 94. The .

met hod of Caim52, further conprising indicating a specific portion of the
i mage signals or at |east one audi o program where information my be

|l i nked. 95. The nethod of C aim 52 furtdfser conprising displaying the
encoded i mage signals representing an image program 96. The net hod of
Claim52, further conprising distributing the signals at presel ected
programuabl e offsets in time relative to each other. 97. The nethod of

Cl ai m 96, in t | ) bl f ts. \ t i.al l
zero such®d hat P BeRESHSd e Ee hFRAPE TR SHRsege atr P O-ERABE STt 'pl e
di splays pfstdpe ihﬂ@?ro@fa?ﬁ,'@ﬁ@rﬁh tB&IRSARNrb @ahis i heSRAR dficitBer DAngithiall

met hod of Claim95; further conprising playing the at |east one audio
program frame ynsdnies nf framesshomitt 45 roteg! piptunds af iveryinglgogtbr ogr am

91.  The method of Claim 52, further comprising copying the image and audio signals
onto second storage media such that multiple presentations of the image program and the

selected audio program is facilitated.

92.  The method of Claim 91, further comprising storing updates to the encoded image

- signals and at least one audio programs onto the second storage media.

93,  The method of Claim 52, further comprising archiving and maintaining a history of
the playback of the image and the at least one audio programs.

94,  The method of Claim 52, further comprising indicating a specific portion of the

image signals or at least one audio program where information may be linked.

95.  The method of Claim 52 further comprising displaying the encoded image signals

representing an image program.

- 96.  The method of Claim 52, further comprising distributing the signals at preselected

programmable offsets in time relative to each other.

97.  The method of Claim 96, wherein the preselected programmable offesets are
substantially zero such that the encoded image signals are processed to enable multiple

displays of the image program at substantially the same time.

98.  The method of Claim 95, further comprising playing the at least one audio program

in synchronization with display of the image program.
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