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Met hod and device for configuring a link [ Technol ogi cal Backgr ound]
10 The_pr@asgg &pvention relates to a conmuni cation devi ce and

met hod used for “contiguring a |ink, preferably one that PLUERYMAL 5
conmmuni cation network that operates by exchanging packets. An exanple
of such a conmunication network is the 15 internet. The internet is
a network of conputers, where commrunication i s conducted by nmeans of
units referred to as "packets". This means that the information to be
transmtted is distributed. 20 over such packets, and these packets can be
sent indiwidually and i ndependently over the network. This

fﬁgggggfatlon S gq&g&g&d Bé gégqé§(¥gﬂ , |%ithé§nc%fe.gae so-cal | ed

[Technological Background)

10
The present invention relates to a communication device and
method used for configuring a link, preferably one that
accesses a communication network that operates by exchanging
packets. An example of such a communication network is the

18 internet.

The internet is a network of computers, where communication
is conducted by means of units referred to as "packets". This
means that the information to be transmitted is disﬁributed.
20 over such packets, and these packets can be sent individually
and independently over the network. This communication is
governed by a protocol, in this case the so-called internet
protocol IP. A protocol is a set of-rules that determines the
format and the general communication procedure, so that each
25 member of the network must conform to the protocol in order

to be able to communicate with the other members.

There are different possibilities of accessing the internet.
The most basic is via a dedicated line, i.e. a line that is

30 constantly connected to another computer that is a part of
the network. The computer accessing the network via a

dedicated line thereby becomes a member of the network, i.e.



protocol IP. A protocol is a set of rules that determ nes the " for mat
and the general communication procedure, so that each 25 nmenber of the
networ k must conformto the protocol -in order to be able to comunicate
with the ot heWORNHIes . There are different possibi| PETER g1
accessing the internet. The nost bagic is via a dedicated line, i.e. a

line that i|sn30netqBekans | yh&@dYeekethddd 2Pt NESmATREE £6n tMng $he Part of
t he network. The conputer accessSing the network via a dedi cat ed |ine

t her eby becaorime dsneppéucesd tine ageov@ance with the IP. However,

h |
's conduct e oiiaase], I Y, FRPRRRERS., oK Bna0 UL 8" 2Eefid ‘?@m 8ii%e is
expensi ve, amidmiseasehfan arxrmgea@mme@ permandikagceesseo ftle a user

requiri n% per manent acc?ss to the i nt ernet and/ or the@ggl ck transmtting
of | ar ge SdatiPtErGht and/or th%w%r:ke?mw&t%g Pidddrgat L iFOURES y
pseudo- dedi cat ed connection that is only established if a connection to
t he internet is required, but then acts just like a dedicated 10

line. A typixalaldeampkévef ts i iedicarekdiinenis sa psendonriedidated

connection that is only established if a connection to the
internet is required, but then acts just like a dedicated

10 1line. A typical example of such a connection is a modem link
from a single user to a server in the internet, such as a
university computer or_commercial internet access server. The
user only establishes a connection to the internet when
necessary, so that the high costs entailed by a dedicated

15 line are not incurred, but the established connection lets
the user become a full member of the intermet, because the

connection then acts like a dedicated line,

Such a pseudo-dedicated connection between two points (the
20 computer wishing to temporarily access the internet on the

one hand; and the server in the internet that is typically

connected to a plurality of other internet members on the

other) regquires its own protocol., Two known protocols are

SLIP (Serial Line Intermet Protocol) and PPP (Point to Point
25 Protocol). In recent years, PPP has become the dominant

protocol for such pseudo-dedicated connections.

PPP is defined in the Networking Group RfC (Request for
Comments) 1661, editor W. Simpson, July 1994. PPP is
30 comprised of three main components: a method of encapsulating

multi-protocol datagrams, a datagram being a unit of



froma single user to a server in the internet, such as a _university
conputer or commercial internet access server. The user only

est abl i shes a ion to the internet when necessary t he
VR Rl LI

hi gh costs entai by a dedicated 15 I|ine are not incurred,
est abl i shed connection lets t he user3becone a full nenber of the
i nternet, be&xaBemipgion incShgeretvnrk Reyencisnudh lag APjeda Chirad | i ne.

Such a pseudgq: | GN ' tween.two. points_(the 20 conputer
wi shing to tgﬁggggﬁaﬁt’%&accesSighg%%teee\réggglﬁ%%{‘%e cmféﬂé‘%&“%nd t he
server in theesnirgnete tdwia-linky@maldtion, akdNeakelyt e adthidcdl ity of
ot her internet nenbers on requires its own protocol. Two

t he ot her) uir,
known prot oc6P8tRPE Protagals (KGR} fon egeabkishing apdocorfigurimg PPP ( Poi nt
to Point 25 ) e P the dom nant
pr ot ocol ordgsgﬁggggdgg#gggigg?%ﬁ*%%ﬁ%ggggb&§%§IQS%QDE&ﬁﬁéﬁﬁ%kﬁined in the
Net wor ki ng GPoopoRbL iRaipsdgnefioto tranSpowenpadkelEo betwddn AwdNsoSi Mpson,

July 1994._PPP1&sd30 ponpriseg of_three main conponents: a method of
encapsul at i ng@+1eanBRETS plufocthe dHRGRIREOT £ FaRFeRNIng £usbe of
protocol. These links provide full-duplex simultaneous bi-
directional operation.
10
The communication across the link established by PPP is
accomplished such that a datagram, i.e. the unit of
transmission in the network layer, such as IP, is
encapéulated into one or more frames and passed to the data
15 1link layer. The unit of transmission on the data link layer
is a frame, where said frame may include a header and/or a |
trailer, along with some number of units of data. Usually, a

packet is mapped to a frame.

20 The LCP is used to agree upon the encapsulation format
options,'handle varying limits on sizes of packets, detect
configuration errors, and terminate the link. Other optional
facilities are the authentication of the identity of its peer
on the link, and the determination when a link is functioning

25 ©properly and when it is failing.

Fig.2 shows a PPP encapsulation in accordance with RfC 1661.
Reference numeral 1 indicates a protocol field, 2 an
information field, and 3 a padding field. These fields are

30 transmitted in an oxrder from left to right.



3 transm ssion in the network | ayer (such as.1P), a |link cont r ol

protocol (LCP) for establishing, configuring and testing the data-link
connection, and a famly of network control protocols (NCéPl%ﬂgfor

est abl i shi ng” ¥@S%SMBi guring 5 different network-1ayer pr @& Le

Poi nt - t o- Poi nt Protocol is designed #o transport packets between two
SO- cal rpd peGESacl BeldNe 1¥0ANGS ehododtidts qanf gepdeigid 0 the
protocol. These Tinks provide full-duplex sinultaneous bi- di recti onal

operation. gfother Ténpreaahon fariam &dissbytek, landk itst vdlushed by PPP is

netuork T ayordeetihis the Hgd6Th sndoaidrtd in tpe, tasbrBMs Bidle " 0°
passed to the gdgt andSphéwde | B¥etocdheridlia valués afsnesionxon e data |ink
| ayer is a frame, where said frame may i nclude a header and/or, a

trailer, & olg*#*{'hraege Hamdlyorhe matyrosk-4ayer RIOEREPY, for specifdfet s

mapped to a ffRes, 2a MPLIEPshSehio o4 ragh ey HRaN :hhge cleaRsiEAL | on
f or mat o] ons, ’han%l e varying limts on sizes of pa ﬁets, efect

confi gurat i opaRike@ssSbehomkyirgy wonahe dsmpdiatied NtPer idpenpnaProtocdlacilities

are the authentication of the identity. of Jts,peer on_the_link, and the
det er mi nat i orF W@ VELPERKLT st?’leuggt ?‘%&n‘h‘b Zlg §pr’6?i'§? )?rgnasﬁﬁeﬁoﬁt i's

failing. protocols with low volume traffic which have no associated
10 NCP. Protocol field wvalues in the "c***%" to "f*x**" range

identify packets as link-layer control protocols , such as

LCP.

REC 1661 makes the following reservations for said values:



Fi g. 2 shows a PPP encapsul ation in accordance with RfC 1661. Ref erence
nuneral 1 indicates a protocol field, 2 an information field, and 3 a

paddi ng field. ields are 30 transnmitted in an order f
right. uﬁhﬁﬁ&wg The pﬂkﬁg ﬁ&#leld 1

Is one or two octets (an octet is andk her expre55|on for an 8-bit
byte), and its value |dent|f|es t he datagram encapsul ated in the
i nf or mati on tha nackot Protocol field valiles in the "Q***"

to 5 "3F*x V?ja’ﬁ’ge(ﬁnd@ﬁ?‘ PrPRRCHe NABEK- | ayer pr ot ocol for specific

packets, andfgggges T t1E P§dd1ng otBcol — Tanmge—dent+y paekets
bel ongi ng tofythe associated NCPs,” if any. Protocol field values irf] the

"4**FN to "T710003 ren@@1dr e (wegdrved (transpapémBolineREifidmyy volune trgffic -
whi ch have né_.associated

0074 reserved (Control Escape)
00ct reserved (PPP NLPID)
00ff reserved (compression inefficient)

8001 to 801Ff |unused

8074 unused

B80cE uniused

80f£ unused .
c021 Link Control Protocol

c023 Password Authentication Protocol

c025 Link Quality Report

c223 Challenge Handshake Authentication Protocol

Table 1

5 The information field is 0 or more octets. The information
field contains the datagram for the protocol specified in the
protocol field. The maximum length for the information field
is termed the Maximum Receive Unit (MRU), which defaults to
1500 octets or bytes, including the padding. By negotiating,

10 consenting PPP implementations may use other values for the
MRU.

Finally, the information field may be padded with an

arbitrary number of octets'up to the MRU. This padding is



10 NCP. Protocol field values in the "c***" to "f***" range identify

packets as link-layer control protocols , such as = LCP. Rf C 1661
makes the followi ng reservations for said val ues:

5 Val ue WG $¥9368%) Prot ocol Nane 0001 PeratuiiERep/M@LI10t OCOl
0003 to 001f reserved (transparency inefficient) 007d

reserved (Co e reser.ved (PPP Pl D
00f f EE’{1‘?Aé]é&e:er%f\:/g' herﬁ’)ress on |nefa’fn|dcfne:nf‘7 the TespgRsi iﬁ%ﬁf

unused of each protocol to distinguish between padding octets and

real information.

5 1In accordance with RfC 1661, in order to establish
comnmunications over a point-to-point link, each end of the
PPP link must first send LCP packets to configure and test
the data link. This is an absolute regquirement. After the
link has been established, the peer may be authenticated,

10 i.e. this is an option. Then, PPP must send NCP packets to
choose and configure one or more network-layer protocols,
i.e. this is again an absolute requirement. Once each of the
chosen network-layer protocols has been configured, datagrams
from each network-layer protocol can be sent over the link.

15 The link will remain configured for communication until
explicit LCP packets close the link down, or until some

external event occurs (e.g. an inactivity timer expires).

It should be remarked that there are three basic answers for

20 a peer to send out in response to the receipt of a configure
request packet over the link: sending an ACK packet
(acknowledged), e.g. to indicate that a setting proposed in
the received packet is accepted, sending a NACK packet (not
acknowledged), e.g. to indicate that a proposed setting is

25 not accepted, or sending a reject packet, to thereby indicate
that the received packet cannot be accepted, e.g. because it
has the wrong syntax. The peer can also react to the receipt
of a packet by discarding it without sending out a reject
packet. This is consequently referred to as "silent®

30 discarding.



807d ' unused BOcf . . " unused ~ 80ff unused

c021 Li nk Control Protocol c023 Passwor d_

Aut henti cati on_Prot ocol c025 -~ Link Quality Rep 223
Chal | enge Hand¥R3XERut hent i cati on Prot ocol ) QEINEP”’M"? )
Table 1 5 The information field is O Dr nore octets. The information
field contai s elereddyagentidroed,t ftbepLitlo@untypacPibeskdln (o) is Wsed ocol
field. The WHX|nunE¥§ %ﬁh for the information field is terned the

Maxi mum Recei%fe ERRUFDS FRRAPCHEPRUMIEOUID an exchangs oft SOBFigARs,

i ncl udi ng t hg,RadisngTnBy Qf&?&ﬂg%t Ilagcoa&e@n%ﬁat tRY A J %HE&"E-E%E’&' ons

may use ot her values for th Fi nal ly, the i rmation field
may be paddecenyiexedanonce armnﬁwenaﬁbefa@mwdeégmew packke MRY. This
paddi ng 'S peen both sent and received. During this so-called link
establishment phase, only LCP packets are processed and any

non-~LCP packets are necessarily discarded without processing.

After the link establishment phase, an authentication phase

10 may follow, i.e. is optional. Howevex, if an implementation
desires that the peer authenticate with some specific
authentication protocol, then it necessarily must request the
use of that authentication protocol during the link

" establishment phase. Another phase that can follow the link

15 establishment phase, is the link quality determination phase,
in which link quality determination packets are exchanged.
Authentication and link quality determination can take place
concurrently. After the authentication phase, the following
phase of exchanging NCP packets is only entered if the

20 authentication is successful, otherwise a link termination is
enacted. During this phase, only LCP packets, authentication
protocol packets and link quality determination packets are
processed and all other packets received during this phase
are necessarily discarded without processing.

25
Once the above mentioned phases have successfully been
completed, each network layer must necessarily be separately
configured by the appropriate Network Control Protocol (NCP).
An example of such a NCP is the IPCP (Internet Protocol

30 Control Protocol). After a NCP has reached an opened state,

PPP will carry the corresponding network-layer protocol



contained in the padding field and it is the responsibility of each

protocol to distinguish between paddi ng octets and real information.

5 1In accordance with RfC 1661, in order to establish conmuni cat i ons
over a point-tWOPWSAE | i nk, each end of the PPP |ink mRET/ERPAYHSeng-
LCP packets to configure and test thg data link. This is an absolute

roquirement. phkiges! Moy supbbBkehattheen- %&bbx%bsgol thriResr may be

aut henti cate 10 i.e. this is an option. PPP nmust send NCP packets
to choos&egsiaved ifhequtdieo Aerrsnandang NGl ris nayein fihet opehed i . e.

this is agal L %@ abtﬁ\?+ytrﬁ Je%%gkg.% cn@&gdee da?.{tﬂ:ﬁgu mb;?roces]sgggnseach

net wor k-1 ayer profoco een are
net wor k-1 ayer protocol can be sent over the link. 15 The link will remain
configured for connunlcatlon until | explicit LCP packets close the link

down, or &nt |F|1n§éﬂf¥' link Sepminakiamn PHRER oNREiges a?ﬁ%%&f‘ﬁv?—‘?lfl %3 ner
expires). tﬁ%oi:':’.rgc %r%ﬁ&ﬁré?%fcﬂﬂhﬁé hex %e%?n%#H ?”acc%%f_h? A Ver s

for 20 a peer to send out in reSponse to the recel pt | gur e
request packeionel€P paekétimkecsived r&;l:angAﬂKiep@iase must (recleseakiliged) ,
e.g. to |nd| at that a,set |gg roposed in t he recei ved packet is
accept ed, "Eﬁ%ﬁ? § SSS1094cknowl edged), e.g. to indicate
that a proposed settl ng i s

10
[Problem underlying the invention]
In recent years, not only the importance of the internet as a
communication means and information tool has expanded, but

15 also the providing of wireless communication networks like
cellular telephone networks has become almost ubiquitous. As
a consequence, there is a demand for devices and methods for

establishing links to the internet for wireless or cellular

subscribers.

20
If the iﬁternet is accessed via cellular networks, the Point-
to-Point Protocol (PPP) is most commonly used for
configuration of the pre-established circuit-switched link.
This will be explained with reference to Fig.3.

25

The bottom part of Fig.3 shows an arrangement in which the
terminal equipment TE in a mcbile node 10 communicates with a
network node in order to communicate with the intermet. The
terminal equipment is e.g. a laptop computer, The TE is

30 connected to the MS/TAF, which means Mobile Station/Terminal

‘Adaptation Function. The wmobile .station is e.g. a mobile



25 not accepted, or sending a reject packet, to thereby indicate t hat

the received packet cannot be accepted, e.g. because it has the wong
syntax. The peer can also react to the receipt of a packet by

di scarding it WOt sendi ng out a reject packet . Thi s PCS/EERBIuent!y -
referred to as "silent” 30 discarding. 9

7 As al r eadegienki, 0884, tHe @ elrindia CUHE AR tPbAt Bt #onCRL bSqused to
establish the connection through an exchange of configure gackets. Thi s

exchange is conflidded hyide tH3MQIaPipperkars conaecting diteemedilence a

fi A 5 . .and I ved.
Duri ng L hi & s g FAGTENR haBEehbotiier, iR mmolting PR B ME VO S

processed andestablishesoa-¢dtmpAckeisn arimknecesnardbild swakeRdny t hout

pr ocessi n%m After the link establishnment phase, an authentication
phase 10 yCeHIaOHSC;:  The jmolyde; gihtchingoesrer|is feonestederPadt on

desires that fhedeeniRUAbentd Gal enbbt N RSREEE idh WF. The access
unit AU terminates the circuit switched connections and

routes the network layer PDUs to and from the internet.

10 As indicated in the upper part of Fig. 3, the terminal
equipment (TE) in mobile node 10 and the direct access unit
(AU) are controlled such that the pre-established trafficw
channel between them is configured in accordance ﬁith the
PPP, and then network layer protocol data units (PDU), e.g.

15 IP packets, are transmitted over the channel. The double
arrow 40 represents the configured link between the TE and
the AU, said link being configured in accordahce with PPP to
thereby transmit IP packets. The number 802 refers to a
framing standard for LANs.

20
The different communication phases required by the PPP
described above are shown schematically in Fig. 4. The
communiication begins when the two peers in the TE and AU are
informed (e.g. receive the message) that the basice |

25 communication link is established, i.e. that the link is up.
In the example of Fig. 3, the mobile unit, e.g. a cellular
telephone, will indicate an established circuit switched
connection to the terminal equipment, e.g. the laptop
computer. In the above described example this basic link is

30 the circuit switched link provided by the cellular system to

which mobile station MS and mobile switching center MSC



aut hentication protocol, then it necessarily nust request the ‘use of

t hat aut hentication protocol during the Iink est abl i shment phase.

Anot her phase that can follow the Iink 15 establishnent phase, is the I|i nk
qual ity deter W@a¥is®8 phase, in which link quality det PGREPIVIRH
packets are exchanged. Aut henticatiojgand |ink quality determ nation

can take plaggiong. CRPLWin@AlklcY ey Af# = Whendpt il eALi AlnhASe sehbe
fol | owi ng phaSe of exchangi ng’ NCP packets is only entered |f t he 20
aut henti cat i @w tbestexebglulequipmert GRE)aand nihe ecknowledgmants sentnact ed.

During this onI a ut.heni | Lon r cPagkets

and |ink qua frgﬁe?%‘? %é‘tr}l(%nqgsikel?‘gt ziFeSﬁo‘% Pocggd%ﬁ& cﬁp% ?ﬁ

packets recelré%@oelsél g tid paphastink bedhg ﬁppeﬁs&lalchybquweiedsmfhout

processin Once the above nentioned phases have successf ul Ig been
i

conpl et ed! emnﬁ%%qul%e FETueHet SdTREE ?%’é@&ﬁa\‘%ié‘l Vit 18 848 gur ed
by the a t I f h
y the appr 0% #ﬁ%}gr%\g[@%%%gl F%% A Bls (DD )a’bSOJ.]JS;é‘n:. Mageof such a

NCP is the | Control Protoc After aNCP has
reached an offencdoafifgrering arndPRowmintiazding iﬂneamrﬂanpermb.trrg BP®, wor k- | ayer
pr ot ocol kets. Any

support ed netiwdrk :Fa§RPYH it SHPiPAR aRaunt of inforndtion Sectisng?.

10 In the first phase, the link establishment phase, an LCP
request packet and an LCP request acknowledgement packet are
exchanged. As explained above, this phase is mandatory and
serves the purpose of establishing the PPP link. The second
phase shown is the authentication phase, which consists in

15 exchanging a PAP/CHAP request packet and a PAP/CHAP request
acknowledgement packet (PAP = Password Authentication
Protocol; CHAP = Challenge-Handshake Authentication
Protocol) . This phase is optional, but usually employed, as
it increases security. The third phase is then the NCP phase,

20 1in this case an IPCP phase (IPCP = Intermet Protocol Control
Protocolj,'i.e. the network control protocol to be opened is
an internet control protocol. This phase comprises the
exchange of an IPCP request packet and an IPCP request
acknowledgment package. This phase is mandatory. Only after

25 this IPCP phase is a link established that conforms to PPP
and IP, such that IP packets can now be exchanged and
therefore the terminal equipment in mobile node 10 be fully

connected to the internet.

30 The duration for exchanging one set of packets is referred to

as the round trip time (RTT), see Fig. 4. In other words, the



recei ved when the correspondi ng'NCP I's not in the opened state, nust

necessarily be discarded w thout processing. 5 Finally, a link
term nati on phagfusenpri ses using the LCP to cl ose the link rough an
exchange of term nate packets. Any non- LCP packets recei V& Pa%’¢%‘ﬂg this
phase nust necessarily be di scarded¥ t hout processing. 10

(Probl em unde¥PyichFrife tiReehs i e time that paseesrbetpsss thaokefding t he
| nport ance of | e gonmmund cation neans and i nfornmation
t ool has expa%fdz% 1f%%s%55a§?%€ e tBFo’V??‘EﬁW 8f Wh¢ SuTespendiRg cati on
net wor ks | i keacknowle=tigmenar paoeketphone net wor ks has becone al nost

ubi qui t ous. As a consequence, there is a demand for devices and

met hods for establishing links to the internet for wireless or cellular
subscriberss. 120nould be hB€ed NitNhe! Snd (GRS eyl A cel Lular networks,

t he Poi nt - t o- Poi nt Prot ocol (PPIeD)éklls rm?t gg%“n?%’ﬁ v Egﬁﬁef‘fﬁy

confi gur at i onhandshakeprioissatdd iphetechU ciridt- shotmehiagd Hignke), ag This will
be expl ai ned c%;gct]serf ft%r %ﬂ(e:etv}vc?-w@yg hghdshake required by the PAP, which
is initiated by the TE, as shown in Fig. 4. However, this
does not increase the duration of the phase, because the AU
16 can send the first CHAP packet back to back with the last LCP

request acknowledgment packet that it sends.

According to the requirements for PPP laid out in REC 1661:
each of the above mentioned phases must be compléted before
15 the next can begin. Consequently, the absolute minimum
configuration time before IP packets can be sent is 2 or 3
RTTs depending on wether authentication is chosen or not. In
practice, the duration for establishing a link can be as long
as 7 RTTs or more. This is due to the negotiating in the LCP
20 or IPCP phases. In the case that the PPP peers prefer
differenﬁ link settings, the negotiating of the options
handled by the LCP and the NCPs can take several RTTs,
because NACKs (not acknowledged) and new requests have to be
exchanged. If link guality determination protocol packets are
25 additionally exchanged, then the establishment time becomes
even longer. The RTT qf traffic channels in cellular networks
can be as high as 850 ms. In GSM, as an example of a cellular
standard, the RTT is never below 600 ms and usually around
750 ms, independent of how many traffic channels are bundeled
30 together for a single connection - as done in HSCSD (High
Speed Circuit-Switched Data).



25 The bottom part of Fig.3 shows an arrangenent in which the

termnal equipnent TE in a nobile node 10 conmunicates with a net wor k
node in order to comunicate with the internet. The term nal equi pnent .-
is e.g. alaptYP¥P8ter. The TE is 30 connected to the MICTRRIYVEMIICH
means Mobile Station/ Term nal Adapt ai on Function. The nobile station
is e.g. a nobile 9 t el ephone,
and the term nal adaptation function is e.g. fulfilled by a PCMC A

i nterface confBt® i BRPRYSE RELIPRY link estabhichdngntimés, |widtchpacuspnter: The
nobil e statio 3 S | .sh o | iLon_li,nk to the nobile
switching 5 @%%/tg%%vﬁ\?s&g %ﬁgufr%éral énggvmg c |éngcgé%t§8nf:%? b 88 m&Zt ed to an
access unit Ateseivesh dvetrethentiempetynts istHe¥Eomd Neo aeLe®eyr, TeUNIt AU
terninatessthe C%L%'it smﬁécﬁgd connections and routes the network

| ayer PDUs tosaﬂ ﬁghppﬁg i ey § problem is not restricted to

systems operating according to PPP as laid out in RfC 1661,

but will be encountered in any system that has the above
mentioned strict requirements regarding the completing of
specific connection phases before subsequent connection

10 phases can be started.

[Object of the invention]

15 Accordingly, an object of the present invention is to provide
an improved method for controlling a device that is designed
to establish a link to a packet exchange network (e.g. the

internet) .

20 Another object is to provide a corresponding device.

[Disclosure of invention]

25 These objects are achieved by a method for controlling a
communication device that is connected to another
communication device by a communication link, for configuring
said communications link for packet exchange, where one of
said two communication devices is on the other side connected

30 to a packet exchange network conforming to a first protocol
(e.g. IP), wherein said method comprises the possibility of
controlling said device such that the communication over said

e
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10 As indicated in the upper part of Fig. 3, the term nal equi pnent

(TE) in nobile node 10 and the direct access unit (AU) are controlled
such that the:pre-established traffic channel between themis
configured i n WR¥FWEnce with the PPP, and then net wor REVERPAPOILY ot ocol

data units (PDU), e g 15 1P packets, m3e transmtted over the channel.

The doubl e 13 Pﬁ £ 4Qh&: ents the .configured ink between the TE and
the AU, said TThk %ef%g SUALR %MraﬁF¥?P$%§?oPa R%® it RepREARRFe Withhgr epy
transnmt | P pgcredsprafrtermiped Bootocsler(e.go BPP) thatr encapswshanesdant f or

LANs. 20  1cEke Qaiéefmtt 86T HrldO R oh 28685 raeqmeadppataébq PPP

descri bed above amgc £o¥n e |caIIy I.n g conmuni cati on
begi ns when t1%eSt % & |eﬁtﬁ FRELNG, @5 EUCQPj 19““%%?6??{13%9‘(’%. &9 ecei ve
the nmessafe) whiexeinhsabdsierondsproboeninixeguives |ttt i s established, i.e.
that the link 'r-.\S HEket sent' theli}esﬁﬁmrﬁ: Lo E{:g?esg’a h@gtgpgi laMyt, e.g. a

cel | ul ar hone, I.ndi_.cate an es I shed Circurt sw ch d

connecti on t(§QFh¥ €Fn??ﬁﬂe§§fWFBﬁghYalQ?sgath§e¥%ﬁﬁﬁ§pf°r predetermined

protocols, where at least one specific wvalue is reserved for
said third protocol, and other predetermined values are not

10 used by said second protocol, and an information field
containing data associated with the protocol indicated by the
value contained in said protocol field, and

- the process of configuring a link comprises at least one

phase in which packets are exchanged such that only packets
15 indicating said third protocol in their protocol fields are

processed and all other packets are discarded,

said method furthermore comprising the steps:

sending out a packet of a first type over said link that
20 conforms to said second protocol and indicates said third
protocol in its protocol field, and

subsequently sending out at least one packet of a second type
that has.a wvalue in its protocol field that is allowed by

25 said second protocol but not used by said second protocol,
such that said second packet is not rejected by
communications devices operating in accordance with said
second protocol, but is discarded without processing by

these,
30
waiting for the receipt of a packet of said first type and
storing said packet once it is received, waiting a
predetermined time for the subsequent receipt of a packet of
said second type, '
35
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conput er. In the above descri bed exanple this basic link is 30 the circuit

switched Iink provided by the cellular systemto whi ch nobile station
M5 and nobile switching center MSC

10 bel ong. Wa9BEM&plicity, Fig. 4 only shows the requesPsTERII00111 by
t he terninal equi pnent (TE) and the ackn W edgment s sent by the access

om0 o o 4 RSO LY e SRR L0 LIS

| i nk being up act bo peers ts
al nost S|nultaﬁenm$lqecohﬁ typalfs)recemvednxﬂﬂtaﬁbséQhéHQuﬁ bpatatidly 4nShows

t he absol ute ideal  case or configuring and comunicating 1 n
accor dance wi fRC@pgance with %alqtsg§ﬁﬁﬁsp¥9ﬁ9°ﬁﬂnlﬁmh1anDunt of information
exchange. 10 In the first phase, the |ink establishment phase, an LCP

5 processing said packet of the second type if such a packet is

received.

In accordance with the invention, if the two peers connected
to a link operate according to the above method, it is

10 possible to avoid the sequential steps of link configuration
employed by the second protocol (e.g. PPP) by sending all the
necessary information (e.g. LCP, IPCP etc.) in parallel, i.e.
concurrently in both directions. This greatly increases the
speed of link configuration. On the other hand, if only cne

15 of the peers operates in accordance with the present
invention, and the other in accordance with said second
protocol, then the inventive peer will automatically fall
back into a mode of operation that conforms to said second

protocol. Thus compatibility is retained.

20
As a consequence, the present invention can be integrated
into existing systems without any compatibility problems to
other systems operating in accordance with the second
protocol (e.g. standard PPP). On the other hand, if both

25 peers forming a point to point link conform to the present
invention, then data communication by packet exchange can be
established much faster than with the second protocol (e.g.
standard PPP).

30 The present invention is therefore especially advantageous
when applied to those parts of a cellular communication
system that handle the configuration of point to point links
to packet exchange networks like the internet. However, the



request packet and an Lop request acknow edgenent packet are

exchanged. As expl ai ned above, this phase is mandatory and serves the
pur pose of establishinmg the PPP |ink. The second phase shown is the
aut henti cati onWO88¥ whi ch consists i 15 exchanging a PASFERRPYquest
packet and a PAP/ CHAP request acknowhgdgenent packet (PAP = Password

Aut henti cati on Prot ocpl : .CHAP = al | enge- Handshake, Aut henti cation
Brotocol) - TSI SOPERBRTT (ROt TES AN tBRRF Gy Gtf 400 8160, P
i ncreases se@fvanragéhesiniapblgiedssoj all etherhbigltPlatersry 20 in this
case an | PCP ghasichPEBn =1 1M Rely . Psot &0l 0ARhKS! and/d¥ @ooeRk) . i €.
t he network contraol %notoc$l t.0o be ogefgd i s ,an_internet control
1?“@94%%%9? dBRpPT P9 Eo-calisd NERREtE! BROY9sE3 SreduBst packet
and an | PGP rmmtasdols thatckempwilmedghenexgauigegef 3hi exqdesicre sunbadaddry.
Only after

prot ocol .

and | P, such
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packets can now,be exchange therefore the
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30 The duration for exchangi ng one set of packets is referred
[Explanation of Figures]

The present invention will now be described in detail with
the help of preferred embodiments, which are only given as
examples and do not restrict the scope, and with reference to
the appended figures, in which

Figure 1 shows a flowchart describing the basic method of
the present invention;

Figure 2 shows an encapsulation for the Point-to-Point
Protocol in accordance with RfC 1661;

Figure 3 shows a schematic setup of a connection between a
. mobile node of a cellular communication system and
a network node, to thereby establish a connection

from said mobile node to the internet;

Figure 4 shows the sequence of packets exchanged between the
terminal equipment in the mobile node of Figure 3
and the direct access unit in the network node of
Figure 3, when a link is established in accordance

. with the standard Point-to-Point Protocol, where it
should be remarked that the figure only shows the
series of packets initiated by TE and it shows the
fastest possible link configuration;

Figure 5 shows a sequence of packets exchanged between the



as the round trip tine (RTT), see Fig. 4. In other words, the

11~ round trip tinme is the tinme that passes between the sending of
a request packet and the receipt of the correspondi ng acknow edgnent
packet . 5 - woesstBd be noted that the the CHAP requires RCTYEPO®MIGQY .
handshake initiated by the AU (not showigin Fig. 4), as opposed to the
t wo- way handshake required by the PAP, which Is initiated by the TE,
as shown in Fig. 4. HIRRI&E NedR £nd nebwadk Rode| vhgregstabhiskingtd on of the
phase, because the AUlifik fAnacsidiahbe widls tanCeibdiakinet obagke t 0 back with

the last LCP req%%tse Mn%ggggnt packet that it sends.
nts for

According to the requrrene laid out in RFC 1661, each of
t he above nentioned phases nust be conpleted before 15 the next can begin.

Consequens| y pitlice apsandive &1 sedieNce of packets exchanged between the
mobile node and network node when establishing'a
link in accordance with another embodiment of the
present invention;

10 Figure 7 shows a sequence of packets exchanged between the
mobile node and network node when establishing a
link in accordance with yet another embodiment of
the present invention;

15 Figure 8 shows a sequence of packets exchanged between the
mobile node and network node when establishing a
link corresponding to the embodiment of Fig. 5,
except that a first IP packet is sent by the mobile
node prior to having received the IP address from

20 the network node;

Figure 9 shows a sequence of packets exchanged between the
mobile node and network node when establishing a
link corresponding to the embodiment of Fig. 6,
25 except that a first IP packet is sent by the mobile
node prior to having received the IP address from
the network node; and

Figure 10 shows a sequence of packets exchanged between the
" 30 mobile node and network node when establishing a
link corresponding to the embodiment of Fig. 7,
except that a first IP packet is sent by the mobile
node prior to having received the IP address from
the network node.
35

[Detailed Description]’



configuration tinme before | P packets can be sent is 2 or 3 RTTs
dependi ng on wet her authentication is chosen or not. In practice the
duration for establishing a |link can be as |ong as 7 R';'Eq. Qboy
This is due to™ore3 ﬁ’éﬁotlatlng in the LCP 20 or |PCP phasesC{R% e case
that the PPP peers prefer different 47nk settings, the negotiating of

t he options handl ed by the LCP and the NCPs can take several RITTs,
because NACKs (not acknow edged) and new requests have to be exchanged.
I'f link qual iAgcaistimgnitaadipreferoedcetbqsbisientsofirehe Snvaddion orrthigh

exchanged, then gh&eesh b&bﬁﬂ’&@i‘edt ERE RAGORHBAe of &\&eghh NgeE -cridie RTT of
traffic channels in cel

can s 850 ns GSM
as an exanpl elBYeRH-108| Ggﬁ nventtg.tvgna%ﬁccepct & Fﬁﬂf’r%‘{]ﬁg’vég"B@W%@% and-
usual | y ars)unai cellulzs0 copepunitddpeondeetvwardk tbatnarey tespbhsibtéatwel s are

bundel ed 30 o D (H gh
Speed G r oui t tfs%rmhga?al& Y BotRENBGKOR0™ a 35aURE ekBrbiRGe

This probl em B‘?t‘f% Sllﬁcﬁkaﬁs?réﬁ)ﬁné:ﬁmﬁtt iThese RRPCHRe, teEBinal e ce| ves as
wai ting timese@peipmentddra) cam lvhesditecr admesscenited(aayeshbhn imtEiget, is

bot hersome to, thfh&}%wbhs descH g,ekgnb@f }fﬂ.teeﬁawg%,rpé Al cREOPLALE 5ardlit.

restricted to era accor ["al d out
1661, 10 of Fig.3 is therefore not repeated.

In this preferred embodiment, the present invention is used
to configure a pre-established circuit-switched link
according to a modification that is different from the PPP,

15 defined in RfC 1661, but where compatibility to said standard
PPP is retained. Consequently, the above disclosure regarding
the known Point-to-Point Protocol is herewith fully
incorporated into the invention disclosure.

20 In the following description, the term standard PPP peer will
refer to a peer that only conforms to PPP as defined in REC
1661, and CSD-PPP peer will refer to a peer that operates in
accordance with the inventive concept, i.e. which conforms to
the inventive packet exchange mode, but can also operate in

25 accordance with standard PPP. The term CSD means circuit
switched data, and thereby refers to the fact that the
present embodiment is used to configure a circuit-switched
link.

30 Also, the term masked PPP packet will be used to refer to
packets (such as LCP, PAP, CHAP, IPCP or IP packets) having a
syntax and semantics as defined in RfC 1661, but that carry
an "incorrect" protocol field. "Incorrect" means that the
values used in protocol £fields of masked PPP packets to

35 indicate the protocol must necessarily not be reserved, but
on the other hand must be uniquely chosen such that they
conform to REC 1661 in terms of how a valid protocol field is



but will be encountered in any systemthat has the above ment i oned
strict requirenents regarding the conpleting of 10 specific connection
phases before subsequent connection phases can be started, WO
96/ 21984 descMBWESWB packet radio system and correspondi ng FEVEFPAH nal
equi pnent. This prior art reference di sgaisses the 15 general packet radio
service GPRS i M ,and especi.al | oi nts_out the problemthat, when
encapsul at i n%gffﬁ'aggpa%ﬁe?% eﬁmalﬁ’t%%l‘fef%%r P 5“%3"@&@8# Ead?%&f#ﬂ?eﬁr ot ocol ,
band- wi dt h izange agaskeceptrideusandidanasarisesnTapkmtl)onTheseéransnitted in

this VaYreodS ramE RS CHLEAN TPom! BRe MBI @REE §%ﬁ%§dr§9§%é&the 20
control data.,b reHDw n? pt_g]raet of .the unnecessary fields fror a PPP data
frane. In otsr?é’}{"lﬁo 48CATR JLESEar FRCOFTRYE BRERER £nd nok saietth dtherre :
al ready 6&ontIfi mesdtandahé FPRRIipseli bk @rat dookhe link estabbishinéntom t he PPP

frame. Howe <el Nk : B of a PPP
link. 25 \ﬁ{ﬁse%}gog%gyﬁggr :&gggezs n%ﬁ%:g&?%?& ﬁ%ﬁd;gatmﬁe&%%é% ot ocol

over an i mpétET: PREERCH THEY BS( PRR) OF \BHAE BREk®Scally, the docurent

relates to the enul ation of point-to-point data comuni cation |inks

over an | MPG( GClcESl, CRMTRLERL LOB: o BCLPBI oo T HehaBbb 0" Ada € ence

di scusses the prob . orwardin 2 pa S across an ecause
typi cal I a BRNPackekanflts Rasight BilY de sidpeklg dissardedne correct order.
The devel.opment described in this docunent consists in using a

e oben 4 ek b Copts 0 Qi Kop LRI 18 gy 7t oo
consi sts in W& rReY Fﬁ%ti‘%%ﬁgﬁé?k?daf@rp packetst dagksd Bagkeks amEP,
al ready propaikeiter, Leatwaicnicaitadn protausdls t(8ad. tiup)addet aosidned
ret ransTSSSiég'.\}aﬁ.utegetﬁgﬂt\l éﬂ?ée%fl'awed to be contained in the protocol
fields of PPP packets, i.e. to the values that are acceptable
to the standard PPP, but not used thereby (e.g. the above
mentioned 0x8001 to 0x801f hex range). The information
contained in the information £ield of a masked packet
20 conforms to the same rules as for standard packets. As an
example, if a peer sends out an LCP packet for resetting the
MRU to a given value, then the standard packet and the
corresponding masked packet will have an identical
information field, but a different protocol field, where the
25 standard packet will contain the wvalue prescribed by PPP and
the masked packet will contain one of the above mentioned
values that are allowable for a protocol f£ield in a PPP
packet, but not used by PPP, i.e. not reserved for a specific
protocol by PPP (see Table 1).
30
The CSD-PPP peer will then process the masked packets and
establish a link and transmit data in accordance with the
information in the masked packet. The system and method in
accordance with the invention is designed in such a way that
35 the strict separation of phases required by standard PPP (see
- Fig. 4) is not required. Instead both peers will take on a
predefined set of LCP and IPCP options, e.g. the set defined



AVENDED SHEET 12a conventional systens degrades perfornmance
unnecessarily. However, this docunent does not relate to the
est abl i shnent .

: wo ospszeRf @ |1 nk. ~ (Opject of the in.\’.eglld'-n%]lai/ 0111
Accordi ngly, an O%Ject of the present invention is to provide an -
i mproved nmethod for controlling a device ¥hat is designed to
establish a |ijpkTe018 Paske,©56R808 N IOWKeh ik 1S authentiddtgbHCt) -
Anot her obj eCtanldS Irngp;ral-?aYsléj ean% %ggree’?&oar}gengf dIeI\’”;E:aec'kets concurrently.
"Concurrently" means that in response to the message that the
link to be configured is "up" (established), both CSD-PPP
5 peers will almost simultaneously start sending packets, but
in contrast to standard PPP they will not follow the
procedure shown in Fig. 4, according to which each phase must
be successfully completed before the next can begin. Much
rather they will first send out the standard LCP packet
10 described above, in order to guarantee compatibility, and
then send out one or more masked packets. This sending of
masked packets is bi-directional and almost simultanecus, as
both peers will start sending in response to the link up
message. These masked packets will contain a part or all the
15 desired or necessary packets for configuring the link,.e.él
the packets sent sequentially in the example of Fig. 4. In
other words, the sequential process shown in Fig. 4 can be
accomplished in parallel. This results in a tremendous gain
in configuration speed, especially for high-latency links. As
20 an example, if the two CSD-PPP peers do not need to negotiate
any settings and all the configurations are mutually
acceptable, then the configuration time is reduced to 0.5
RTTs in the inventive system. This basic aspect of making the
configuration phases parallel will be explained in more
25 detail later, in connection with Fig. 5 to 7.



[ Di scl osure of invention) These objects are achieved by a nethod
for controlling a 20 communi cation device that is connected to anot her

cormuni cati on device by a conmuni cation |ink, for configuri é% sai d
communi cat i onS¥PPME™or packet exchange, where one of 20U o
communi cation devices is on the other sk@e connected to a packet
exchange network conforming to a first protocol 25 (e.g. IP), wherein
sai d nethod1ﬂmnmﬂﬂn§rﬁﬁmn"smwiPﬁevrte ™S LUHLIUI{ab{S sueh-t-at t he
communi cat | ¢BEeY@90sai.d_Link id0ption c~anducted hyPesdsfimedng packetd in
accordance Ww¢b a second HaRfire REcagde prot 0s9¢ (e.g. PPP) that
encapsul ateg¢ at | east saird _first protocol and conprises a third
prot ocol (e}g—+E)—230+Foer—estabtH-shi-rg—and—conri-gu-ing—saidlink,—3nd
wher ei n sai gLCP second prot gadvthemynatdésnt hat |Not requirpﬂcket serft over
said link conprises a protocol {bigt&bol for which predeterm ned val ues
are reserve@-tor-predetrermed O OCOr'S; - ecific
value is resdE¥ed. for 35_..sailguahity Pﬁpﬁpﬂ%l aNet fﬁﬁﬂ{_{'&éﬁdﬁl,ﬁj_m,ned
val ues are nhate used by sdmdgseqnmmeprotocol,N@@dﬁgﬂuhghprnation field
cont ai ni ng g é assoclated wth 0 I ndi ¢at ed; by, the al ue
cont ai ned | Z gld pr ot ocol flelg%oéééglifgggd Eequlréé
AVENDED SHEET Compression :
LCP Address and Control |Required
Field Compression
IPCP IP-Addresses Not required
IPCP IP-Compression Not required
Protocol
IPCP IP-Address Required
IPCP TCP/IP Header Required
Compression
Table 2

5 The process of establishing a link is conducted by a CSD-PPP
peer in such a way that first a standard LCP packet (one
fully conforming to the regular process of link establishment
in accordance with standard PPP) is sent, and back-to-back
after that a masked packet or preférably a set of masked

10 packets is sent back-to-back. If the receiving peer is a
standard PPP peer, then it will accept and process the first
LCP packet and silently discard the masked packet or packets.
In this way, compatibility is retained.

15 If the receiving peer is a CSD-PPP peer, then it is
coentrolled to silently discard the standard LCP packet and
instead process the maskéd packets. This is done by first
temporarily storing the standard LCP packet and then waiting
to see if masked packets follow. If masked packets follow,



13 - the process of configuring a link conprises at |east one
phase in which packets are exchanged such that only packets 5 indicating

said third pro their protocol fields are proces I
ot her packets Qgég'%ﬁsdgar ded, sai d nmet hod furthernore coirr‘ggllsgf%goﬁlt]he

st eps: sendi ng out a packet of a fﬂﬁst type over said link that 10
conforms to %ﬁ&éﬁ %%OQ oEé&tQGa%daaé?ﬂ LcBUpEAt&S 1%%@1&&&1}91 dmsca&ﬁ@&%&i in

its protocol subsequent sendi ng ou t ket

of a second ttBR maske@hgpcﬁggsaa%| cF—'ﬁsg‘Ps *fﬂwc?tvg?fol tlf?‘é‘f %sgolng g?lcoaed
by 15 said spasketsprfolldows, bthén e wseddayd AR paekondi prodosesbed to such

that said secopd i%%ttaiﬁlﬁﬂt r&ia%faa%a Byp 1€ QAT waatema%wm

operating in accordance wth said secon rot 0coQ I s .di scarded ‘
wi t hout priocestardpns PPP. THEneany thatmEP?léégquF %ec MRIGPFCP 0P a packet
of said firstphy$ss aidwn insFidgi gy isaiadhpaed edo orm:xerefors, riec@l C8U-PRRI ti ng

S econd ¢ §ggt eégeﬁe&r&a\mca%st&a&ﬁtabmuaagd SR Of cReaGK Yl Of sai d

controlled to automatically fall back into standard PPP and
act like a standard PPP peer.

10
The same operation is carried out in a CSD-PPP peer that
sends out a standard LCP packet and a subsequent set of
masked packets, as indicated above, but only receives a
standard LCP packet and no masked packets from the other

15 peer. Thereby this CSD-PPP peer learns that the other pee£ is
a standard PPP peer, and is controlled to automatically fall
back into the standard PPP mode.

In summary, the above embodiment works in such a way that, in

20 order to establish a packet link, a CSD-PPP peer will first
gend out a standard [PPP] LCP packet followed back to back by
an initial set of masked packets, where said masked packets
contain more than just the LCP information. These masked
packets preferably contain all or at least a part of the

25 configuration information that in a standard PPP system is
gsent in sequential phases (see Fig. 4). In the inventive
system, the information sent in the standard packets in
sequential phases shown in Fig. 4 is sent in said initial set
of masked packets after said first standard LCP packet. In

30 this way, the system and method of the present invention
allow a parallel configuration process.

A receiving CSD-PPP peer will silently discard the standard
LCP packet and process the initial set of masked packets to
35 thereby establish and use the link in accordance with the
information in the masked packets. On the other hand, if the
receiving peer is a standard PPP peer, it will only process
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the standard LCP packet and silently discard the initial set
of masked packets, to thereby establish a standard PPP link,
i.e. return response packets that in sequence and type fully
conform to standard PPP. If a CSD-PPP peer only receives
standard LCP packages (i.e. not followed by masked packets)
or does not receive any masked response packets to its masked
packets, then it automatically falls back into a standard PPP
mode, to thereby function like a standard PPP peer.

The actions of processing or discarding are achieved by the
system and method of this embodiment of the invention by
using values allowed for a standard protocol field of a PPP
packet, so that the masked packets are not rejected by the
standard PPP, said values on the other hand not being
reserved for use by standard PPP, so that they are not
processed by standard PPP, but only silently discarded. In a
general sense, this means that the embodiment of the
invention is designed to be compatible with the standard PPP
by being defined such that the masked packets are not

w\

rejected by PPP but are silently discarded.

The basic method of the invention is described by the
flowchart of Fig. 1. In a first step S1, the device waits
until a communication link is established. For example, the
terminal equipment shown in Fig. 3 will receive a link up
message from the mobile station MS indicating that a circuit
switched link has been established. Then, in step §2, a
standard LCP packet that conforms to standard PPP is sent
out, and back to back therewith at least one masked packet,
preferably a set of masked packets. In step S3, the device
waits until a standard LCP packet has been received from the
other end of the link. Once this standard LCP packet is
received, it is stored in step S4. In step S5, the device
checks if the other end of the link has sent masked packets
or not. If it has, the method branches to step S6, in which
the masked packets are processed and communication is
conducted in accordance with the information in the masked



processing said stored packet of said first type if no packet of the

second type is received and subsequently operating in accordance with

sai d second protocol, and 5 processing sai d packet of the second type if

such a packet MO935798; acej ved. | n accordance with thePGHRRIBAILN,

the two peers connected to alink omxate according to the above

met hod, it is ssi Pl - | equential .steps of |ink

confi gurati onpggkeggn%*%fgldbg)s/gpﬁij S%é%%l’e] %?%t“&si‘lea( Eéglfe%P)OIbfh?endi ng

all the pthesskand, dfothat depigiengin| eFep ISSCRsenegative partsn ¢he i . e.

concurrently mBthed hbfiddelsi @8Sstdlisy,Jiaakhych rlﬁ{eeﬁfé@%c% falls pageed of
e peers

| i nk configuration. the .0 r_hand, .if only one 15 o0

operates in a&f:‘g?dﬁn%a"i#ﬁq %Eg 'B?cges@;?fl PTOCeSSRS PPLY N thasR RafdSSSher in
accor dance5w thatatenfamoite standardtEFPoel int tredert te esvabliste spddmkwi | |
automati cal | ychat! sully dmgbringt o uda8raf ppperation that conforms to said

second protocol. Thus conpatibility is retained.

It should be noted that the processing following step S7
fully conforms to standard PPP. The processing following step

10 S6 can be such that the CSD-PPP peer continues to send and
process masked packets after the link is configured, e.g.
masked IP packets, or it can be such that the masked packets
are only used for configuration and after link configuration
the CSD-PPP peer reverts to sending standard network level

15 packets, e.g. standard IP packets conforming to PPP.

In accordance with this embodiment, the initial set of masked
packets may contain any type of information, such as LCP,

_ PAP, CHAP, IPCP, IP or others, in contrast to standard PPP,

20 which in the first configuration phase allows only LCP
packets. The system and method of the present embodiment of
the invention provides the possibility of a parallel
configuration process, in contrast to the sequential process
prescribed for standard PPP. As a consequence, the system in

25 accordance with the above embodiment can establish a link and
start sending IP packets as quickly as after 0.5 RTT, which
is a considerable gain of speed with respect to standard PPP.

Which types of packets (PAP, CHAP, etc.) are sent as masked

30 packets, depends on the individual requirements and
implementations. For example, one implementation may contain
the requirement that a PAP password always needs to be given,
another may require a PAP password only under specific
conditions and yet another may have no provision for PAP.

35 Bxamples of two CSD-PPP peers interacting are given in the
following, and comnstitute.further embodiments of the present
invention that are based upon the above described embodiment.



20 As a consequence, the present invention can be integrated ~ into
exi sting systens w thout any conpatibility problems to ot her systens
operating in accordance with the second protocol (e.g. standard PPP)

On the ot her ham993s™8both 25 peers forming a point to poi MCTEPMOOTIONT or m
to the present i nvention, then data cggmunication by packet exchange
can be est abl i shed nuch faster than wth the second protocol (e.g.
standard PPP). 30 The present invention is therefore especially

advant ageous As awfapthepldnbdicehbpse dEY-EPpopedr Gl Bhahgs PPEMRIEGARAON

systeminal hapd) ! echotll MR L"oBlaBl th LRk ke nch®obockc!
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excessive nurrtuharmre is em,s theanthe rfdapiving GSO-PRR, peér wtamlacseandard
PPP in ac G idarzen¥t t il GelB8dihs B PrRNpE&AMeSefore responds

with a masked ACK (acknowledged) or NACK (not acknowledged).
10
As yet another embodiment, CSD-PPP peers can support both PAP
and CHAP, but the CSD-PPP peer in the AU (see Fig. 3)
dictates the authentication protocol to be used. If
authentication is required, IP packets received during the
15 authentication phase by a CSD-PPP peer must be buffered (i.e.
temporarily stored) and must not be forwarded to the
receiving IP peer (i.e. a peer in the internet to which the
CSD-PPP peer in the TE is supposed to be connected via the
CSD-PPP peer in the AU) before the authentication phase has
20 succeeded.

In case of an exception from the CSD-PPP peer operation as
defined above, e.g. the authentication fails while an IP
address has already been assigned and/or IP packets have

25 already been received, the link must be terminated, an IP
address assigned by the AU must be de-allocated and received
IP packets must be discarded.

In the following, examples will be explained in connection

30 with diagrams in Figures 5 to 7, which can be compared with
the procedure required by standard PPP shown in Fig. 4. As in
the case of Fig.4, it is assumed in Fig. 5 to 7 that a peer
in the TE (see Fig. 3) communicates with a peer in the AU,
only that Fig. 5 to 7 show CSD-PPP peers and Fig. 4 shows -

35 standard PPP peers. Also, similar to Fig. 4, the
communication shown in Fig. 5 to 7 is a simplification for
the purpose of explanation, as the actual communication will



10 [Explanation'of Figures] The present invention will now be
described in detail with the help of preferred enbodi nents, which are

only given as - .exanples and do not restrict the scope,
reference to 15VOPME™Bppended figures, in which Flguregiwgﬁﬁﬂgll

fl owchart descrlblng t he basic method of 25 t he present

i nventi on; SOULRe 2@;;%% agggnsg&%ﬁat &Pﬂec}ctﬁéﬁn Es ggif,scnhoe P‘Eth

Protocol in accor ?ance enat |
setup of a corffEEMPGRapLeReksh adways bi- dlre°t1°ﬂﬁﬁnlﬁ§ Adyeady %FR%ﬁHnﬁﬁar
communi cat i on %y doneadfo?Swith Fig. 4, thizetmeank tiate altRokdiersiyurest gblish

a connection show a fl.‘é ot? @ﬁﬁb\q%%rl %rgﬁlg%xr-{)%}t} Qg E#%efﬁ ett‘.;he TE

Figure 4 showgqrmase udnce s ‘exchan
term nal e§ui pARMASY ﬁltfmétﬁvﬁﬁﬂqsé&nééér%ﬁ SEIDQBP@ 124"83,@30-1(6*:8, i.e. &d the
di rect access gibdt igRah@rdeio®idacReds fid then back-to-backi SUffrst selten a

link is establl hed.i ac n e dar.d
Poi nt - t o- Poi nt® &? I % C‘[t% other words, thev%oulsagﬁﬁsl?%r%ea(fthat
the figure onl§enﬂmygslnhgeponse to the signal that the link is up, where
both gsides will generally determine at about the same time
10 that the link is up.

Also for reasons of simplicity and for a better overview, the

optional masked LCP and IPCP packets for changing predefined

settings and the corresponding ACKs and NACKs described above
15 have not been included in Figures 5 to 7. “

Furthermore, an initial masked LCP packet (which is
preferably sent, even in the case that no change in
predefined settings is requested, in which case said packet

20 is empty), which is sent back to back after the standard LCP
packet by a CSD-PPP peer in order to identify itself as a
CSD-PPP peer, is not shown.

Finally, . the standard LCP packet which is sent out ahead of
25 the initial masked packets is also not shown. All of the
packets shown in Figures 5 to 7 are therefore masked packets.

Fig. 5 shows an embodiment, in which the AU requires CHAP
(Challenge Handshake Authentication Protocol). Consequently,

30 in response to the link up message, the AU first sends a
standard LCP packet followed back to back by .a masked LCP
packet (not shown, as explained above) and then the AU sends
a CHAP-Challenge. Furthermore, the AU also sends an IPCP
packet back to back with the CHAP packet, so that these two

35 packets together with the preceding masked LCP packet (not
shown) form a set of masked packets, which enable the system
to concurrently perform configuration, authentication and



series of packets initiated by TE and it shows the 35 ' fast est’

possi bl e Iink configuration; Figure 5 shows a sequence of packets
exchanged between the ; 16

mobi | e node anWOX#3sik k node when establishing a PCT/ERPAMI] n
accordance wth an enbodi nent of the 26 present invention; 5

Figure 6 shows a sequence_of packets exchanged between the
nobi | e node aREHBTNWGREEBYe ThTPSPOREB| YR HitHF get, the TE sends|fhe jn

accordance W tfedaD heyd/epbpassesyd ebriégponding to the CHAFEPARketnaedti on;
Tobi | ¢ node AP etln L RbaLr R Re: ShFTero sy Adcentidfilon S, |
accordance wi RRtYRFK JiyerePaghplo G¥eBARIDfis performed conquizeptdyeno
invention;s ¢&hat RixBIlexcBafBoOVEE etwquRNTeyar (I80Kkphokees aneadybet ween the
begins after 0.5 RTT. This is a considerable gain of speed
with respect to standard PPP shown in Fig. 4. It should again
be noted that Fig. 4 shows the minimum (i.e. ideal)
configuration process for standard PPP.
10
Fig. 6 shows an embodiment, in which the AU requires PAP
(Password Authentication Protocol). The procedure is very
similar to the one shown in Fig. 5, except that it should be
remarked that the packet indicating that PAP is required, is
15 an appropriate masked LCP packet indicating this change of
predefined settings as PAP is not a predefined setting. In
other words, in response to the link up message, the AU first
sends out the standard LCP packet (not shown) and then sends
out said masked LCP packet requesting PAP, after which an
20 IPCP packet is sent out, similarly to the embodiment shown in
Fig. 5. In response thereto, the TE sends the PAP user ID
and/or password, as well as a first IP packet. As in the case
of ¥Fig. 5, the network layer packet exchange can begin after
0.5 RTT..
25
Finally, Fig. 7 shows an embodiment in which authentication
is not regquired or requested and the AU sends a wasked IPCP
packet after the initial standard LCP packet and masked LCP
packet (not shown, as explained above), to which the TE
30 responds by sending the first masked IP packet. Again, the
network layer packet exchange can begin after 0.5 RTT.

The above described embodiments achieve a reduced overall
connection time for internet access via cellular networks.

35 Independent of whether authentication is required or not, the
configuration from point to point is reduced to 0.5 RTT. The
gained advantage is a minimum of 1.5 or 2.5 RTT respectively



nobi | e node and network node when establishing a i nk

corresponding to the enbodi nent of Fig. 5, except that a
first | P packetyd g3t by the mobile node prlgérgﬂwhﬁying
received the | gﬁﬁzss from 20 t he network node; ! Figure™9
shows a sequence of packets exchanged bet ®%€en t he nobi | e node

and net wor k nagiecnven weshedt i flvhagtdcation in the stdﬂdﬂdeQbPe$£§é“¥ﬂ§g to
the embodi ment Ofaé: 'c%mpgreg%uth F:Lg de s tc?xﬂeptlnt Qaésri" cfeé.é.gs.a %)%woi%ip s

sent by the ot 1% lor td having T
address from thls e.g. CorrefFRongs: ker k Wu‘ﬂaﬁﬁ about Lopgume Wwithmdns a
sequence of p%@i@t&&ﬁhﬁﬂﬂ%&&%eﬁstd@:Btl-B&uthentlcatlonfTDbm Bo &0 (e sizd

e e, M G Wk iy i s SRR A

enbodi ment “of
by the nobile 2 to 4 seconds antb@npbeods tighadiend t@o&almdnﬂae | P addr ess
from t he network node. 35 [ Detai | ed Descri ption)
It may be noted that in the above embodiments described in
connection with Figures 5, 6 and 7, the first IP packet ({(or
10 more generally the first network packet) is only sent after
the TE has received the source IP address from the AU in the
described IPCP packet. However, in accordance with another
embodiment of the present invention, it is also possible that
the TE sends the first IP packet and possibly further IP
15 packets with the first set of masked packets sent after the
link is up. These IP packets will not have an source IP
address in the appropriate field. In this case, the AU will
insert the missing address into these IP packets. After the
TE has received the IP address from the AU, the TE itself can
20 write the address into the subsequent IP packets, as in the
previously described embodiments.

In the above embodiment it is therefore possible to start the
desired data communication (i.e. the sending of IP packets)
25 immediately after the underlying link is up.

This will be explained in somewhat wmore detail with respect
to Figures 8, 9 and 10, which correspond to Figures 5, 6 and
7, respectively. In all three Figures, it will be assumed

30 that the IP packet sending implementation (TE) and the IP
receiving implementation (AU) determine at the same time that
the link is up and accordingly start sending packéts at the
same time. Again, the standard LCP packet and first masked
LCP packet are not shown.

35
In the case of Fig. 8, which shows a situation corresponding
to that of Fig. 5, the TE sends a first IP packet (and



17 According to a preferred enbodi nent of the invention, which "is
presently considered the best npbde of carrying out the |nvention, t he

i nventive concept is applied to those parts of 5 a cellular conmunication
net wor k that arveop¥spdnsi bl e for establishing point to primweEpdemmks to a
packet exchange network such as the ipgernet. These are the term nal
equi prent (TE)_and. the direct access unit (AU) shown in Fig. 3. The
previ ous descrPPRFEIYoMOFRE HartdiRaracket (Hainofent jamedistely Fafke i s

t her ef ore not hep:mgeiiatemmedIuhatthrcheplﬁilemsedpenhﬁfb MBnNpacke€ wir@sent

aceording Lo sl anronr HaieRe” ol nd SBPobR] effh?lsi , ASVEYRH Ehed [ n

Rf C 1661, but WRR}eMeISRSAPPLPT ithis smba@wemtahaa&eph thappphe spaciketi ned.

Sonsequlent |5/,h whEeL akw}&lndl f86hO it 1eegarth Rthould é K B@WHoEOH r%hattor:B@' nt
rotocol Is he r e |nv ntion disclosure.

20 In the fol I%%%%%%@%&afd Ldﬂq?f%cggé?énﬁl‘fsitmg% a588F §F%% PY thRof o

to a peer that Tﬁmyemﬁéhﬁﬁnt@mmﬁaagnﬁeﬂ ﬁémplncﬁyc In theé64i tuatd o@SD- PPP

peer will refegnbmn auperag t@ata QuEPat §Sagdumed t30KO UGB tPhd he
i nventive conce

node, but can éﬁg%e% %rage.gnl ?1f %‘%c%gﬁa‘iﬂ%%‘wtﬁﬂgﬁfgﬁg%vﬁégﬁﬁéf )émaggg
means circift thersmn%hbgfﬁax d&heqipret brredre I8fpackdts wheil athe tARAP t he
present enbodi gePhentsi dateent Os GAYIFHHE Whel HEUhLs DML RBHermined by

the AU that the CHAP challenge has been correctly answered,

i.e. the TE has correctly identified itself, the AU will

insert the missing IP address and pass the corresponding IP

15 packet (or packets) on. The other IP packets sent by the TE

after having received the IP address from the AU, will have

the IP address in the appropriate field, so that these way be.

handled as usual by the AU,

20 A similar situation is shown in Fig. 9, which corresponds to
Fig. 6. Here the AU sends a packet that PAP is required,
followed by the IP address, while simultaneously the TE sends
a first IP packet lacking the IP address. The AU will buffer
the IP'packet until having received the correct password, and

25 then insert the IP address and pass the IP packet on. The IP
packets sent by the TE after having received the IP address
will have the address contained in them.

The embodiment described in comnection with Fig. 9 may also

30 be modified in the following way. The implementation in the -
TE could be such that it is possible to set the TE to send
the PAP password in the first train of masked packets,
without having received any requirement message. If the TE is
set to send the User-ID or password with the first train of

35 masked packets right after the link is up, i.e. automatically
without having received the message that PAP is required, the
AU will receive the password right away and it is not



link. 30 Al so, 'the term masked PPP packet will be used to refer to

packets (such as LCP, PAP, CHAP, IPCP or |P packets) having a synt ax
and semantics as defined in RFC 1661, but that carry an "'n“orfﬁgt"
protocol fiel dWOPUEHMBrect” neans that the val ues used iﬁéff;‘???(g ]

fields of masked PPP packets to 35 indicak® the protocol nust necessarily
not be reserved, but e h unique chosen such
that they  P€6RroFh £ %%#6&%% 4 ’E%Er?l % %?3%8% Vaﬁqﬂedhﬁr 5e8c5rF i el d
i's immediately check the password. Ifjgt is qpatnecsd. the g@ﬁqgagnﬂ e,

val ues from t hged08d 4@ HanhB¥ insert®A0En86 CLld GRi¥aalea ¢andi dates
(see Table 1). These

requi renents stemfromthe fact.that .a, standard
PPP peer PR sdf"gga?tbeaﬁ%é’sagﬁe%ﬁc%ﬂ g}& P aﬁﬁsge?% RO g‘t 9PEP¥et t hem
5 If a stasdarshddPR pgepabikity ds espebtaliniadyenbagestment phase, it

will only pro : Wi bl 5 15bheSRAR 3 t as
PAP or CHAP p;%EZtlg ?Re{ﬁéﬁ{(ﬁﬁuﬁnq]ﬂ 11‘gusehrl]ce, t&ﬁgnwgﬁs%nggr% ‘ﬁg alﬁ%%é:

As a .conse PP
recei ves a ma3&#PLdsppp 5%':,1%§9 B IGAT S PRF R 59 St | ?rd?‘sgi‘?’aed.

who always connects to the same internet service provider.

10 Naturally, this capability is not restricted to PAP
passwords, but can be implemented in connection with any
possible password or identification scheme. It has the
advantage of further reducing the delay for the IP packets.

d

15 In Fig. 10, which corresponds to Fig. 7, the situatiom is
simpler still, because the AU does not need to buffer the IP
packets. More precisely speaking, the AU sends the IP
address, while the TE sends a first IP packet lacking the IP
address. This IP packet is simply received by the AU, which

20 inserts the IP address and then passes the packet on. Again,
as in the previous cases, the packets sent by the TE after
having received the IP address from the AU will contain the
appropriate IP address.

25 1In a general sense, this means that when the implementation
acts as a sender of network packets (e.g. IP packets), it may
send first network packets in the first train of masked
packets following the determination that the link is up, even
though these packets will not contain the network address.

30 Depending on the situation, the implementation acting as a
receiver will appropriately treat these networks packets by
inserting the network address into
them, and possibly buffering them until predetermined
conditions depending on the given situation are fulfilled.

35 _

The present invention is not restricted to the above
examples, which were given to better understand the present



On the other hand, CSD-PPP peers are controlled in such a way t hat they
can identify nmasked PPP packets. Masked packets are packets, in which
certain protocols (e.g. LCP) are assigned 15 to val ues that are allowed to
be contai ned i Ryd besspysot ocol fields of PPP packets, i.e.pdwErSI@INal ues
that are acceptable to the standard PRP: but not used thereby (e.g. the
above ment i oned 0x8001 to Ox801f hex Tange). The information

contai ned in timyenhfonnand he tiwedthd pensaskekildackén G cofarns to the
same rules as g ra.:.iéé”&@é&:&:%‘i@ﬁt 8f vﬁ§ata'ﬁhe J.n e out
an LCP packet i?)r reset ti g}fg :X'gtf \91 ven vaFrééelﬁhlg’ﬁ §§§€1§ndard
packet and t h&he Pegh pede RfiPHGtHRg FRYRBYLRH (to RERe-ige dent i cal
information field, but a different protocol field, where the 25 standard

packet wilk C@H@b&aﬁ fevaiaéepeeséﬁi'mnwoﬁpf’s estf:ﬂﬁ: gked packet

w Il contain one e above nentioned at aree@alowablefor a
protocol fiel (,“r‘th’r X”P@Pthe PQREREP P‘b‘tﬁt ﬁ’SPtﬁ‘é%]d ‘:EyRISﬁPlsq e PUkofaReser ved
for a specifi maturaplptioe dpglyieBPPo (amge ptabbeoll )haviflg the HropeSDiPPP peer

will then pro ancehlvama ﬁﬁ‘sﬁf‘éﬂ 1RAEHEhSet &1 ains EHARLSD Fo d&ag"k ¢d transmit

data in accor Informatjon i n e maske acket. The
system and net¥&Ferh m"e%ﬁz’t%‘r §3Rc®- i taﬁi"taﬁéa??%%ty BR P §ReBYn such

a way thatto35 "dmatsyri ptotsepsr azhaonr@iumsan exapsisied impowitandapdckdP (see
O 4) 1S oty Raued al 1P SadaliohipoRs KL f¥B-00dns netgdREd e

set of LCP anc? tions, e.g. _the Set
above in connect:.on with masked packets (LCP, CHAP, PAP etc.)

can be replaced or complemented by other protocols, as is

appropriate for the chosen application.

15
Also, the present invention is not restricted to configuring
the specific example of a circuit switched link shown in Fig.
3. It can be applied to any type of circuit switched link.
Moreover, the present invention is not restricted to circuit

20 switched links. Much rather it can be applied to any type of
link. The advantages will be especially pronounced in
connection with high-latency links, such as circuit switched
links in cellular networks, but they will be equally
pronounced when applying the invention e.g. to satellite

25 links, which also typically have a high latency.

Therefore, although the present invention has been described
in terms of detailed examples, it should be appreciated that
the present invention is by no means restricted thereto. Many

30 modifications and variations will occur to the person skilled
in the art, depending on specific requirements and
constraints. Therefore the scope of the invention is defined
by the appended claims and their equivalents.

35 Reference numerals in the claims serve to facilitate
understanding and do not restrict the scope.



19 in Table 2 below, and start off with the LCP, authentication and
| PCP phase and the exchange of | P packets concurrently. “Concurrent|y"
means that in response to the nmessage that the link to be configured is
"up" (establi er&9§ 95t h CSD-PPP 5 peers will al nost sinul t BAEBRSOSIILt art
sendi ng packets, but in contrast to stﬂndard PPP they will not follow
t he procedure shown in Fig. 4, accor to which each phase nust

be successfully conpl eted before the ne begi n. Muich rather they
will first send out the standard LCP packet 10 described above, in order to

guar ant ee conpat,i blhlﬁldtho'ﬁ\(ior coﬁﬂf&lﬁﬁ@da%ﬁmﬁﬁﬁc%l rc?e[xFPc%k‘?:i’xaEa%ets

Thi s sendi ng of nask s bi-directi,ona

p
simul taneous, as  SOBoTH erﬁiegf’saﬂ\ﬁl}erslcg}“?‘ug’e?ﬁﬁﬁ?& pﬁ"%%%ﬂ?ih?e to the link
up massége Thesemmsicat ipackinks okl confiquming paid cmfidicaions

desired or necessaryjipackst §a§9étqggg&a5§gl “Gh%z_tbe onle ngf_ ga& 1 two the packets
he

sent sequentially in_the exanple,_of
ihp. 2

sequential process CABIRPHSREEPD. 9V%ﬁ%? g on tQﬁx9§#§F|§¥§§iqQ$q@§ﬁ§ﬂléP
This results in a tacpeciciusxghange networkoodnfpimdngoto sapeﬁdssteg,aggbabiy

for high-latency Ii n ers do not
need to ne ot I at e %ﬁéﬁf?ﬁq’sﬁgg’?nsg@%%kﬁﬁﬁ é%‘@ﬂ gotlgrsag c?ri‘%’og‘ Eynﬁ?ual Iy
accept abl et hen t hEOR %%@ﬂﬁaﬁ?f§IQQW%Sel§“?%dﬂ€@dtbe communica®iPn in t he
i nventive system Theswdsasisaidspamtuniicantsn ndevites oves aitficuliaki @8 phases

parallel wil be expbaniadd By Bkéhatryitg! Bhbiddl G abloSRBNRCLIRR W IN FI 0.
second predetermined protocol (PPP) that encapsulates at
least said first protocol (IP) and comprises a third

15 protocol (LCP) for establishing and configuring said
link, and wherein said second protocol (PPP) requires
that

- a packet sent over said link comprises a protocol
field (1), for which predetermined values are reserved
20 for predetermined protocols, where at least one specific
value is reserved for said third protocol (LCP), and
other predetermined values are not reserved by said
second protocol (PPP), and an information field (2)
containing data associated with the protocol indicated
25 by the value contained in said protocol field (1), and
- the process of configuring a link comprises at least
one phase in which packets are exchanged such that only
packets indicating said third protocol (LCP) in their
protocol fielde are processed and all other packets are
30 discarded,
said method furthermore comprising the steps:

sending out a packet of a first type over said link that
conforms to said second protocol (PPP) and indicates
35 said third protocol (LCP) in its protocol f£ield, and
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20 Pr ot ocol option Pr edef i ned LCP

Maxi mum Recei ve 576 Uni t LCP

Aut henti cation - Not required Pr ot ocol LCP
Qual ity Protocov09935K8t required LCP Ve gR QI /BRSO 11

Not required LCP Prot @ggol Field Requi r ed

Conpr essi on. LCP Addr ess _.and Control Required

Fi el d Conpressi on Subsp@egntly sending out atplapgt s packet of \pyisqcerdir ed
| PCP tybP- Compriessiaonalue imditsr pgotsest field that is

Pr ot ocol | PCP r u

TCP/ I P Header allgw3? 2¥ said Egsggg ﬁ?ﬁiocol (PPP) %ﬁg hE@dreserJé%CP

Table 2 5 The pPafcééédoﬁecé?g’FaBFPEﬂFWg %Pﬁmmks'il%h dAFGuERdd B8CI|MACSD- PPP
peer in sush a waypekketfis siota retjanted oyt Genpankedt icnzedevices

operating in accordance with said second protocol (FPP),
but is discarded without processing by these,

waiting for the receipt of a packet of said first type
10 and storing said packet once it is received, waiting a
predetermined time for the subsequent receipt of a

packet of said second type,

processing said stored packet of said firxrst type if no
15 packet of the second type is received and subsequently
operating in accordance with said second protocol (PPP),

and

processing said packet of the second type if such a

20 packet is received.

2. The method of claim 1, wherein said at
least one packet of said second type is sent back to

back with said packet of said first type.

25
3. The method of claim 1 or 2, wheréin a
plurality of packets of the second type is sent after
said packet of the first type, said packets contained in
said plurality being senﬁ back to back.
30

4. The method of one of claims 1 to 3, wherein said

communications link is a serial link,.

R O ) P




fully conform ng to the regular process of |ink establishnent I n
accordance with standard PPP) is sent, and back-to-back after that a
masked packet or referably a set of masked 10 packets is sent

back-t o- back. WO g "Becei ving peer is a standard PPP peBfTERRENTY ¢

wi || accept and process the first LCP3pBacket and silently discard the
masked packet or packets. In this way, conpatibility is retained. 15

If the receivi g p r PRP .pe then |t S controlled to
silently disc sFﬁﬁﬁgéf% ﬁcEEt i nst ead process the masked
packets. This Is d@aqdbboﬁﬂnﬁﬁicauonbemai@ lay c8+861 " &nliRenah apHdE QnLQP
packet and then waitin to see if masked packets follow |f masked

packets foll ow, satellite link. 21 then the
stored sta@pard LCP packet is silently discarded and t he masked packets
are processed. However, if no masked packets follow, then the standard

LCP packet is roc t y |0 standard PPP link in
full accordance’ ?ﬁﬁ%QEEgoddaféQ%ng ?ﬁ%%ﬂﬁeaﬁ ?h sequentlm
conpl eti on of prdse Fispbupratecely (IR) jis ashanbernes prhepeﬁbresamﬁ a
CSD- PPP peer CHEBHMGCBEESoddl N rapst ﬁ@@réiaﬁagr@efmntuﬂénpbin& S

controlled to autoqmticably 14k o380 knt 8 425049 P A"Y 1im
10 configuration protocol.

7. The method of claim 6, wherein said
standard point-to-point protocol conforms to RfC 1561.

15 8. The method of claim 6 or 7, wherein said
packet of the first type is a link configuration
protocol packet conforming to said standard point-to-
point protocol and said at least one subsequent packet
of the second type is a link configuration protocol

20 packet having a value in its protocol field that is in a
range that is allowed for packets conforming to said
standard point-to-point protocol, but which is not
reserved for use by said standard point-to-point
protocol.

25

9. The method of claim 8, wherein said link

configuration protocol packet of the second type is
followed by at least one of a password authentication
protocol packet, a link quality report packet, a

30 challenge handshake authentication protocol packet, an
internet protocol configuration protocol packet and an
internet protocol packet, each of said one or more
packets following said link configuration protocol
packet of the second type also being of the second type.

35

10. The method ?gvg;aim‘B, wherein

A



act like a standard PPP peer. 10 The sane operation is carried'out in a
CSD- PPP peer that sends out a standard LCP packet and a subsequent set

of . masked packets, as indicated above, but only receives a "~ standard
LCP packet andW9Pa®Red packets fromthe other 15 peer. Thrmsryydoniis

CSD- PPP peer |earns that the other peer iy a standard. PPP peer, and is

controlled to automatically fall back into the standard PPP node.

In summary, the aboviF &6 FRETniGatASn| deving agtaays thmender 2UE) oofler to

establ i sh a packetnétwdck aagsD PRRAee’r putkdtd,i st least s&@dn@%oﬁkstandard
[ PPP] LCP packet f é;y\% t K.Qy n_inLti of _masked
packets, where sai gél%m q&%ﬁ%ﬁe‘%&% lgo% %ﬁ r%rﬁrS?éétﬁzrﬁ'}F %.&%.y Pfe LCP
i nf ormati on. ThesePH#HEESIof the gecend EYE@&NSﬂﬂdya§0h¢%3U1qma netwark| east a

part of the 25 coldyegipabiesol faukart !L@Bki tehleN appSdidaied nBBFos¥ St EM i S
sent in sequenti al%ﬂ{%a G ‘ggcg %4 %éf é e Inventive system the
s 1

I nformati on sent e standard pac sequenti al phases shown in
Fig. 4 is sent in sat% saddt permansication Mvmw@dsm&:k@;&s racedvesalAUY i r st

standard LCP pac|k|e<sf detwdRk wy@r \Qﬁ?cbtohbﬁ w&&@ 20€ galdiod eﬁeﬁhsnp&?se“t
i nvention a al nfi gurat r recei vi ng
CSD- PPP peer wil | Qﬁ%ﬁ"%? |§%Jal} 3:1t°ﬁe E?ﬁ‘% %‘unlcatl‘@r?dﬁé(&ﬁét 1388 HF ocess
the initidf set oftl‘rmg@é@oanm@qoé ssuree adsyesesisty itdhlosandetserk he |ink

in accordance withghe protobsf qidBketan1idkihe %Skﬁﬁrd}ﬁ%%sne@oh@e ot her
hand, if the LEGEILNGaRESIs S @ standard PPP peer, 1t wll only

process

11. The method of claim 10, wherein if said communication.
15 device acts as the receiver (AU) of network layer
protocol packets, said communication device buffers
those network layer protocol packets lacking the
appropriate network protocol source address until a
predetermined condition is fulfilled.

20
12. The method of claim 10 or 11, wherein said network
layer protocol packets are internet protocol packets and
said network protocol address is an internet protocol
address.
25

13. A communication device that is controlled to be
connected to another communication device by a |
communication link, said device being controlled for
configuring said communications link for packet

30 exchange, where one of said two communication devices is
on the other side connected to a packet exchange network
conforming to a first protocol (IP), wherein said
controlling comprises the possibility of controlling
said device such that the communication between said

35 communication over said link is conducted by exchanging
packets in accordance with a second predetermined
protocol (PPP) that encapsulates at least said first
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22 t he standard LCP packet and silently discard t he initial set of

masked packets, to thereby establish a standard PPP |i nk, I.e. return
response packets that in sequence and type fully conformto standard
PPP. If a CSD PR only receives 5 standard LCP packageBCYTEPS/001bt-
foll oned by nmasked packets) or does n®t receive any nmasked response

packets to its nas P ets, then.,t autonptically falls back into a
standard PPP nﬁ%éel‘fo%c_’ol t ellfe%ﬂ}df‘ﬁﬁﬂﬁril(?ﬁsl PkERLFS PIRgarel PHER)edor 10
The actions of proeesabhighingdpndaeetifiguaiegasaid\idhkhyahdewvhereisy shem and

met hod of this enbgskdsmntprdtohe i(pmntféglﬁilggs thag!Si Ng val ues al |l owed for
a standard protocol fieal‘c %f a EPP %cket so that the nmasked packets
are not rejected by HEC*EE SERRJAYRF Fﬁgl% dirh comRRisesnatprotrasdr hand not .
bei ng 15 ¥ eservedfiekd utld ,bfost winitsh prRERtesnindthtvaliey € Felerved
processed by standasd jRRRetlavini 884 Yo:idRky dhasarded . ln & ener al
sense, this neans t tI'Pt.he emoédjﬁfg&]t of thé ghéf?r#eg‘ﬁa%g e FES éﬁéa to
be conpatibl e with’EHEE FEEPEVEPHEOT sadd BRIFQ RROtiosel &E™ + laad t he
masked packets ar eovugr fredetproine halReR hué mote reskbedbd Yoylisaa ded.
The basic method ofeddiga igheeBEbN(#¥p)deS0h BE: 618 on £ie1a (2)
10 containing data associated with the protocol indicated
by the value contained in said protocol field (1), and
- the process of configuring a link comprises at least
one phase in which packets are exchanged such that only
packets indicating said third protocol (LCP) in theirx
15 protocol fields are processed and all other packets are
discarded,

said device furthermore having:

a means for sending out a packet of a first type over

20 said link that conforms to said second protocol (PPP)
and indicates said third protocol (LCP) in its protocol
field, and

a means for subsequently sending out at least one packet
25 of a second type that has a value in its protocol field

that is allowed by said second protocol (PPP) but not

reserved by said second protocol (PPP), such that said

second packet is not rejected by communications devices

operating in accordance with said second protocol (PPP),
30 but is discarded without processing by these,

a means for storing a packet of said first type after
its receipt, and for waiting a predetermined time for

the subsequent receipt of a packet of said second type,
35
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flowchart of Fig. 1. In a first step S1, the device waits untifl a
comuni cation link is established. For exanple, the 25 term nal equi pnent

shown in Fig. 3 will receive a link up message fromthe nobile station
M5 i ndi cati ng {iodbasesi rcuit switched lI'ink has been est pfiksdhpsiir Then,
in step S2, a standard LCP packet that confornms to standard PPP is sent

out, and back to back therewi th at | east 3‘5ne masked packet, 30 preferably
a set of nmsked pfRA3Rs FAr RrRYFessing nialfhptered packgtrt af y#aid firstandard

LCP packet has be i h e 0 { nk. e this
standard LCP packg‘ltfh‘i;eg(i% ﬁg?%acée]{é\%g]do? ??ei%ecgkgr%ﬁgssggéggﬁ%d Ir%xds?é% S5,

t he device chestiesegenhly actdnerodhingftiehdelviok tvaspeeste Masked packets
35 or not. If it has, the nefhod hranches to step S6,__[n which t he
masked packets ar TTHERREE ¥ HHH SRS MERTYE PEREPECL (Pbgs)nd%‘ﬁed in
accordanceswith the information in the masked

23 packets and in possibly subsequent masked packets. On the ot her
hand, if the deci st d®ang SeERPIEssinggrid Packaerch ttbe secord Hywebifinches

to step S7, in whig&bk; gegg%ég%t%q]elcgip Kk into a standard PPP node and

processes only those pac at conformto standard PPP, in order to
establish a |ink that fully conforns to standard PPP.

14. The device of claim 13, wherein said at
10 least one packet of said second type is sent back to

back with said packet of said first type.

15, The device of claim 13 or 14, wherein a
plurality of packets of the second type is sent after
15 said packet of the first type, said packets contained in

said plurality being sent back to back.

16. The device of one of claims 13 to 15, wherein
gsaid communications link is a serial link.
20 '

17. The device of claim 16, wherein
said communications link is a circuit switched link or a

satellite link.

25 18. The device of one of claims 13 to 16, wherein
said first protocol (IP) is an internet protocol, said
second protocol (PPP) is a standard point-to-point
protocol, and said third protocol (LCP)} is a link
configuration protocol.

30 _

19. The device of claim 18, wherein said

standard point-to-point protocol conforms to REC 1661.
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It should be noted that the processing follow ng step S7 fully conforns
to standard PPP. The processing follow ng step 10 S6 can be such that the

CSD- PPP peer continues to send-and process masked packets after the
link is configlY@&Rs®8y masked | P packets, or it can bePSUERPHit the
masked packets are only used for configuration and after |ink
configuration the CSD- PPP peer reverts to sendi ng standard network

| evel 15 packets, e.g. standard I P packets conformng to PPP. In
accor dance wi 28 -t hTke edgrtidienodt clafre Johioxi 2P, swhexsfinmaakdd packet s may

contain any type OpabRd®'dithansissetde k6Pan 1inkPABneCERPat{&EP. 1P or
others, in contragi’:J to stand d. PPP 2@3% whi ch |}1 thenfl rstacpnrgpguratl on

phase al |l ows only PEPFOCOl packst conforming: L, sgif FEARIATE POIRE Prdssent
enbodi nment 5of poent numticcod pndvsaies athdepsts Irte Isubgeghent praakdtel

confi gurati on_procggsend Il 9pe £ tah‘?.lﬁﬁqb'@tfﬁl%aleg.gﬁeééotocolpr escri bed

for standard PPP. consegg‘ﬂence t he stemin accor dance th the
above embodi nent cHﬁC]é%’faH’ﬂ g yahie dﬁ’dlts PERLAGOLs EARLAGEREE e dt @ as
qui ckly as after Ora&ngd thathiishallowéd farcpasketes adunfogmingofo sgeietl with

respect to standargtgggard P°&g S%M’Oﬁ’g?ga@cﬁﬂﬁ wﬁE@ﬁ) 1 SHAG etc.) are

sent as masked 30 pac on t n requi Tenents and

i mpl ement &0i ons. FSPS%R%ﬁ’ﬁ)Ifé’r b‘ﬁ@ PYrpteeite SEaRARFE rﬁ%?-n@oﬁPaPﬂlnt t he
requi renent that apPétbeealssword al ways needs to be given, anot her may
require a PAP password only under specific conditions and yet anot her
may have no provision for PAP. 35  Exanples of two, CSD-PPP peers

i nteracting ard-gi VBR F¢vidRe of le‘b‘?‘l%ﬂm heraly sttt e furt her

enbodi nents of thecpntigntation ppoeotslomaickat of ecHzmzedonfiobypdeisibove

descri bed ;@Mbodi ™R53 1 oywed by at least one of a password authentication
protocol packet, a link quality report packet, a
challenge handshake authentication protocol packet, an
internet protocol configuration protocol packet and an
internet protocol packet, each of said one or more
20 packets following said link configquration protocol
packet of the second type also being of the second type.
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24 As a further enbodinent, a CSD PPP peer may change pr edef’i ned
LCP or | PCP settings by sending an appropriate nmasked LCP or | PCP
packet as part. of the above nentioned initial set of 5 nasked packets. An
exanpl e of suofpayssagnge of settings is adj usting the MRIERIYEOIAl ue-
bet ween 296 and 1500. If such a change is enacted, then the receiving
CSD- PPP peer nay accept this or not. The receiving CSD PPP peer

t her ef ore responds ' a_masked ACK1f{S®cknow edged) or NACK (not
acknow edged). 10 Lgﬁ@ anot her enbodi nent, CSD PPP peers can support
bot h PAP and CHAP,\b Le CSD- PPP peer in t !QU see Fig. 3)
dictates the authentication protocol to be used. | authentication is
required, |P packets receiyed during the Ip authentication phase by a

CSD- PPP peer must nporarily stored) and nust not be
forwarded to the : i.p. apeer inthe internet to

whi ch the CSD- PRE i i pbposed to be connected via the
CSD- PPP peer in t@€ AU) lpmk(mpe the N4 cation phase has 20 succeeded.

$2
—~

SEND QUT A STANDARD LCP
PACKET AND BACK TO BACK
A MASKED PACKET

33

STANDARD
LCP PACKET
necevwsu

NI
_
' STORE STANDARD LCP
PACKET AND WAIT
S5

MASKED

PACKETIS) NO

RECENVED '

f 56 { S7
‘ PROCESS STORED STANDARD
LPPAOGTROCES |- | LCePACKETANDCONTAUE
MASKED PACKET(S) WITH STANDARD PACKETS

N |
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In case of an exception fromthe CSD PPP peer operation as defi ned
above, e.g. the authentication fails while an IP address has al ready
been assigned and/or |IP packets have 25 alréady been received thg hink
must be term nN@WISHE | P address assigned by the AU rusFCfEF99/001 :
de-al |l ocated and received | P packets nmust be di scarded. In the
follow ng, exanples wll be explainedZGf connection 30 with diagrans in
Figures 5 to 7, which can be conpared th t he procedure required by
standard PPP shown in Fig. 4. As in the case of Fig.4, it is assuned in
Fig. 5to 7 that a peer in the TE (see Fig. 3) communicates with a peer
in the AU, only that Fig. 5 to 7 show CSD- PPP peers and Fig. 4 shows 35
standard PPP peers. Also, simlar to Fig. 4, the comuni cati on shown in
Fig. 5to 7 is a sinplification for t he purpose of explagation, as the
actual conmmunication wll 25

al ways take place in the opposing direction as well, i.
comuni cation is always bi-directional. As already expl §
connection with Fig. 4, this neans that although Figure Z ¢
first transmssion fromthe AU to the TE, the TE 5 al i mul\t aneously

starts sending its packets, i.e. a first standard LGP and t hen
back-to-back a first set

in
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of masked packets. In other words, the two sides both start sending in
reponse to the signal that the link is up, where both sides wll
generally determ ne at about the same tine 10 that the link is up.

Al so for reasoMoe¥3se8nplicity and for a better overview, tPET/EPIIHI onal
masked LCP and | PCP packets for changi ng predefined settings and the
correspondi ng ACKs and NACKs described above 15 have not been included in
Figures 5 to 7. Furthernmore, an initial Bgsked LCP packet (which is
preferably sent, even in the case that no change in predefined settings
is requested, in which case said packet 20 is enpty), which is sent back
to back after the standard LCP packet by a CSD-PPP peer in order to
identify itself as a CSD- PPP peer, is not shown. Finally, the
standard LCP packet which is sent out ahead of 25 the initial nasked
packets is also not shown. Al of the packets shown in Figures 5 to 7
are therefore nmasked packets. Fig. 5 shows an enbodi nent, in which
the AU requires CHAP (Chal | enge Handshake Aut henti cation Protocol).
Consequently, 30 in response to the link up nessage, the AU first sends a
standard LCP packet followed back to back by.a masked LCP packet (not
shown, as expl ai ned above) and then the AU sends a CHAP- Chal | enge.
Furthernore, the AU al so sends an IPCP%'g. [packet back to back with the
CHAP packet, so that these two )

TE AU
W} i
1 ROUND
LCP-REQ- ACK TRIP TIME

(RTT)

P
I

. ”TRRHHEET -
| pCPREGACK
NN\~N‘ﬂ@§2£ﬂﬂ§§I\~\\J
ke
ﬁLE
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35 packets together with the precedi ng masked LCP packet (not shown)

forma set of masked packets, which enable the system to concurrently
perforn1conf|gurat|on aut henti cati on and

26 network ¥OFBP | n response to this set, the TE send8CT/EB®001
user-1D and/ or password corresponding to the CHAP packet and al so the
first I P packet. Therefore, authentication networ k | ayer packet
exchange is performed concurrently, so 5 th t he exchange of network | ayer
(I'P) packets al ready begins after 0.5 RTT. This is a considerable gain
of speed with respect to standard PPP shown in Fig. 4. It should again
be noted that Fig. 4 shows the mninmum(i.e. ideal) configuration
process for standard PPP. 10 Fig. 6 shows an enbodi nent, in which the
AU requi res PAP (Password Aut hentication Protocol). The procedure is
very simlar to the one shown in Fig. 5, except that it should be
remar ked that the packet indicating that PAP is required, is 15 an
appropriate nasked LCP packet indicating this change of pr edef i ned
settings as PAP is not a predefined setting. In ot her words, in
response to the link up nmessage, the AU first sends out the standard
LCP packet (not shown) and then sends out said masked LCP packet

requesting PAP, after which an 20 | PCP packet is sent out, simlarly to the
enbodi nent shown in

CHAP N‘:%oaﬁssy —
// 1/2 RTT
CHA 5z 1/2 RTT

W _

CELLULAR
TRAFFIC CHANNEL

TIME
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Fig. 5. In response thereto, the TE sends the PAP user ID and/ or
password, as well as a first |IP packet. As in the case of Fig. 5, the
network | ayer packet exchange can begin after 0.5 RTT. 25 Finally,
Fig. 7 shows awessstisnent i n whi ch authentication I S NECTEPOMOEMd or.
requested and the AU sends a nmasked | PCP packet after the initial
standard LCP packet and masked LCP packet (not shown, as expl ai ned
above), to which the TE 30 responds by sendi @ the first nasked | P packet.
Agai n, the network | ayer packet exchange can begin after 0.5 RTT.

The above descri bed enbodi nents achi eve a reduced overall connection
time for internet access via cellular networks. 35 | ndependent of whether
aut hentication is required or not, the configuration frompoint to
point is reduced to 0.5 RTT. The gai ned advantage is a mninmmof 1.5
or 2.5 RTT respectively 27

with or without authentication in the standard PPP (see Fig. 4, as
conpared with Fig. 5to 7). In a GSM cel | ul ar network this e.g.
corresponds to a m ni num of about 1000 ns w t hout aut henti cati on and
1600 ns with authentication. In nost cases 5 the gain will be nmuch higher
and wi Il nost commonly be around 2 to 4 seconds and can be as high as 4
to 8 seconds.

Fig.6

TIE | AU
AEQUIRED +
| PR A ADDRESS) —
/ 1/2 RTT
CHAP.ysgq /2 RTT
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It may be noted that in the above enbodi nents described in connecti on
wth Figures 5, 6 and 7, the first |IP packet (or 10 nore generally the
first network packet) is only sent after the TE has rece] source
| P addr ess fro%‘??’?@s‘?&@ inthe descri bed | PCP packet . Ho?ée\ﬁ%ﬂ/{;bﬁ" ¥
accordance wi th anot her enbodi nent of the present invention, it is also
possi bl e t hat the TE sends the first Iﬁggacket and possibly further IP
15 packets with the first set of masked packets sent after the link is
up. These | P packets will not have an source IP address in the
appropriate field. In this case, the AU w || insert the m ssing address
into these | P packets. After the TE has received the I P address from
the AU, the TE itself can 20 wite the address into the subsequent |P
packets, as in the previ ously described enbodi nents. In the above
enbodinment it is therefore possible to start the desired data

comuni cation (i.e. the sending of |IP packets) 25 immediately after the
underlying link is up. This will be explained in sonewhat nore detai
W th respect to Figures 8 9 and 10, which correspond to Figures 5, 6
and 7, respectively. In all three Figures, it will be assumed 30 that
the I P packet sending inplenentation (TE) and the IP recei vi ng

i npl enentation (AU) determ ne at the same tine that the link is up and
accordingly start sendi ng packets at the sane time. Again, the standard
LCP packet and first masked LCP packet are not shown. 35

Fig.7

TE AU

_ADDRESS) —
e (p-ADD /2 RTT
| 1/2 RTT
"RST P PACKET ]
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In the case of Fig. 8, which shows a situation corresponding to that
of Fig. 5 the TE sends a first |IP packet (and

28 possibly nore) in the packet train sent immediately after havi ng
det ermi ned t hawo9ds®$ nk is up. This | P packet will not PAEERIHOMAL | P
address in the appropriate field, however the i npl enentation of this
enbodi nent is such that the packet 5 w Il be sent none the less. It should
again be noted that the initial standdf¥ LCP packet and masked LCP
packet sent by the ‘TE are not shown for reasons of sinplicity. In the
situation shown in Fig. 8, a CHAP is assuned to be required. The

i npl ementation of this enbodinent is such that the AUw I 10 therefore
buffer the one or nore | P packets until the CHAP aut hentication is
recei ved. Waen it has been determ ned by the AU that the CHAP chal |l enge
has been correctly answered, i.e. the TE has correctly identified
itself, the AU w || insert the mssing |IP address and pass the
corresponding I P 15 packet (or packets) on. The other |P packets sent by
the TE after having received the I P address fromthe AU, wll have

the P address in the appropriate field, so that these may be. handl ed
as usual by the AU 20 A simlar situation is shown in Fig. 9, which

corresponds to
Fig.8

TE AU
p-CHALLENGE + _
 CifCe(p-ADDRESS) “1/2RTT
P PACKSR ID/PASS A
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Fig. 6. Here the AU sends a packet that PAP is required, fol |l oned by

the I P address, while sinmultaneously the TE sends a first | P packet

| acking the I P address. The AU wi |l buffer the I P packet until having
recei ved the coM®¥B*Bissword, and 25 then insert the | P addFEIEPIUYIYass -
the | P packet on. The IP packets sent by the TE after having received
the | P address wi || have the address contained in them The
enbodi ment described in connection with Fi83 9 may al so 30 be nodified in
the follow ng way. The inplenentation in the TE coul d be such that it
is possible to set the TE to send the PAP password in the first train
of masked packets, w t hout havi ng received any requirenent nessage. |f
the TE is set to send the User-ID or password with the first train of
35 masked packets right after the link is up, i.e. automatically

wi t hout having received the nessage that PAP is required, the AU wi | |
recei ve the password right away and it is not

29 necessary to buffer the first I P packet(s). The AU can then

i mredi ately check the password. If it is correct, the mssing source IP
address can be inserted into the received IP packets and these packets

can be passed on without delay. 5 Such a capability is especially
advant ageous :

Fig.9
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for inplenmentations in equipnent that will generally al ways establish a
connection to the sane partner, e.g. for a user who al ways -connects to
the same internet service provider. 10 Naturally, this capability is not
restricted to MEP935798passwords, but can be inplenented in commeskioom W th
any possi bl e password or identification schene. It has the

advant age of further reducing the delay for the |IP packets. 15 In Fig.
10, which corresponds to Fig. 7, the situat8@h is simpler still,
because the AU does not need to buffer the IP packets. More precisely
speaki ng, the AU sends the IP address, while the TE sends a first IP
packet |acking the IP address. This | P packet is sinply received by the
AU, which 20 inserts the IP address and then passes the packet on. Again,
as in the previous cases, the packets sent by the TE after havi ng
received the IP address fromthe AU w Il contain the appropriate IP
addr ess. 25 In a general sense, this neans that when the inplenentation
acts as a sender of network packets (e.g. |IP packets), it nmay send
first network packets in the first train of masked packets foll ow ng
the determnation that the link is up, even t hough these packets w ||
not contain the network address. 30 Depending on the situation, the

i npl enentation acting as a receiver will appropriately treat these

net wor ks packets by inserting th et address into them and
possi bly buffering themuntil predet ereﬁ?ga\élfbk condi tions dependi ng on
the given situation are fulfilled.

1 | AU
T~ |pcPP-ADDRESS) _
il FM) 1/2 RTT
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35 '22-11-T8@9 present invention is not restricted to the above ex &HDe8P001 11
whi ch were given to better understand the present

30 invention and to give the person skitlgd j, i*hg art g: ,°ygatailed
description of what the inventors prese %y-cqn3|der' . ;he'best"nbﬁe of
putting the invention to practice. 5 exanpl*e, ssthe present fnvéntion

I S not restricted to nodi fyi ng the Point-to-Point Protocol of RFC 1661,

but- can éhlérrp?f?‘ﬁ@xﬁ * r:#str& %@%aB%%ﬂﬁﬂlL’; d?ﬁtﬁbﬁg &ﬂ?cﬂr ngggt.es

outlined |n t e | ndependent
i nvent i on @EFRIJedramAHFdags bimes befpreddasaaapnibe” §ﬁ§t¢t 9r prot ocol

that regui r&scaR &KX R \t@learl?zl&'étrngi: piﬁkﬁbtherSS%ﬁEhéBgEﬁe Q8e2. It
consequence, the §¥50|f|c pr ot ocol s nentloned above in cgnnectlon wth

masked pac &hd s) probleny 1§enPEpFaeEdisFedohBl enent ed by

zlt her pL ot @;ﬁdtﬁemsasa:pe&atmgaa&e@&amgetbopptphescmesanoaﬁptncafcomss15
so, the sent

t h
specific e él6f ve%P%%@PFe %&t&hgghp:%&ggﬁ ﬁ?ﬁ hg thE agov%tecan be
appl i ed tCJmaqtuqqmd aft rdictc wetjuiwetmehed keghrding bheeonmplethngpoésent
|nventi8n|é§ég¥fl e%%%h%%%@ohp ﬁh%gg'ﬁefore subsequent connection

phases can be started.

WO 96/21984 describes a packet radio system and corresponding
terminal equipment. This prior art reference discusses the

15 general packet radio service GPRS in GSM, and especially
points out the problem that, wheﬁ encapsulating PPP packets
in the link of a special radio link protocol, band-width is
wasted, because redundant information is transmitted in this
way. As a consequence, the reference suggests reducing the

20 control data by removing part of the unnecessary fields from
a PPP data frame. In other words, those parts of the PPP data
frame that are already contained in the radio link protocol
are removed from the PPP frame. However, this document does
not relate to the set-up of a PPP link.

25
WO 96/00468 describes a method for using the PPP protocol
over an imperfect mesh network (IMN). More specifically, the
document relates to the emulation of point-to-point data
communication links over an imperfect mesh communication

30 network. This prior art reference discusses the problem of
forwarding PPP packets across an IMN, because typically a IMN
cannot guarantee for transmission in the correct order. The
development described in this document consists in using a
so-called lightweight transport protocol over the IMN, i.e. a

v 35 ©protocol that does not guarantee delivery in order. The

advantage of this consists in the fact that the higher layer
protocols, such as PPP, already provide for retransmission,
such that the additional retransmission in the IMN used in

1
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20 ‘@g-1 45999l i nks. Mich rather it can be applied to any type of | ERl0099001 11
The advantages will be especially pronounced in ~ connection wth

hi gh-latency |inks, such as circuit smﬁtcheq‘$: .btnk§ |QfCQﬂlﬂju.!“.

networ ks, but they will be equally Wﬁﬁpnqunged-mﬁpn-apglygng‘bhef“
invention e.g. to satellite 25 |inks, 'éhraleo-%yphgalhy-have a hisgh

| at ency. Therefore, although the-present invention has been descri bed

in4erms of ' @?%v. [ recia that ., the
present i nv%%ﬁ%#%% 0 t?rfez%sns&erggsﬁ%glsgtp%% t eragt 8 L%&ﬁﬁe§5aﬁ§a¥fl cations
and vari at i¥fHeV@RY 4 ididaounent geesomoskivielage to ithet Retablistmesndi ng
on $pecisf i of egul yrent s and constraints. Therefore the scope of the

i nvention is defined by the appended clains and their equivalents. 35
Ref erence nunerals in the clains serve to facilitate under st andi ng and

do not restidfedtheSadee.invention] PCT/ EP99/00111
76109 g/ g8/ ke LM Ericsson - Novenber 22, 1999
Accordingly, an object of the present invention is to provide
10 an improved method for controlling a device that is designed
to establish a link to a packet exchange network (e.g. the
internet).

Another object is to provide a corresponding device.
15

[Disclosure of invention)

These objects are achieved by a method for controlling a
20 communication device that is connected to another
communication device by a communication link, for configuring
said communications link for packet exchange, where one of
said two communication devices is on the other side connected
to a packet exchange network conforming to a first protocol
25 (e.g. IP), wherein said method comprises that said device is
controllable such that the communication over said link is
conducted by exchanging packets in accordance with a second
predetermined protocol (e.g. PPP) that encapsulates at least
said first protocol and comprises a third protocol (e.g. LCP)
30 for establishing and configuring said link, and wherein said
second protocol requires that
- a packet sent over said link comprises a protocol field,
for which predetermined values are reserved for predetermined
protocols, where at least one specific value is reserved for
35 said third protocol, and other predetermined values are not
used by said second protocol, and an information field
containing data associated with the protocol indicated by the
value contained in said protocol field, and
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WO 89L 61980 Clainms . |. A nethod fdP 009900111
control1|ng a communi cati on device that is connected to anot her

communi cati on device by a communi cat i on, [ nles, feor conflguruﬂg ,59i d

comuni cati on link for packet exchange--mhere oue-of say ds vwg eee

conmuni cation devices is on the other sil® €onnestedeto so» «-a packet

exchange network conformng to a first protocol (I'P), wherein said

met:hod conprises that said device is controll able such that the

cormuni cat iorrhiseResessaiof configuwing eadiok gemprésesvar iepatienk is

conduct ed Byhage rﬁm@w g&n&%ktm e&cﬁ%geaaaaeh%hataoﬁfyoﬁackets

predetern1ned protocol t hat encapsul afes at | eas sai.d first

prot ocoP (1¥®d %ﬂﬂnﬁ% iged Pretprelods their preppced, fieids) 2%Ri ng
and confi gyrdtessdd alﬂdﬂé,ualaiher pavkersi areadflseaeaed, protocol (PPP)

requires that, sent over rises a protoco

field (1), mtéw%f@a%moasdW&Pﬁéél&ﬁéb&@f@ﬁ% for
predetern1ned protocol s, where at |east one speC|f|c val ue is reserved
for said third.protocol (L t te are not
reserved by 5%%53 e e% %gépro ocoFlfﬁg ? Qﬁ %or%g ¥3%H$§eld (2)
cont ai kPng ctmferass soi sedd wgpbndhprptoco&ohndndndacedes saigythimedval ue
contained i} 3cb1P4a! 9@ phbeblotlrie?8d ana

subsequently sending out at least one packet of a second type
that has a value in its protocol field that is allowed by

15 said second protocol but not used by said second protocol,
such that said second packet is not rejected by
communications devices operating in accordance with said
second protocol, but is discarded without processing by

these,

20
waiting for the receipt of a packet of said first type and
storing said packet once it is received, waiting a
predetermined time for the subsequent receipt of a packet of
said second type,

25
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- tim-piaoegs of configuring a link conprises at |east one phaseEPMOS9001 11
whi ch.packets are exchanged such that only packets indicating said

third protocol (LCP) in their protocol :fi el g, are preceazsed -gnd-all

ot her packets are di scar ded, sai dsmeg hod furtsheenoie scemprrsi ng

t he steps: * o ePeress eve ssgende n@grout a
packet of a first type over said link that confornms to said second

prot ocol (PPP) and indicates said third protocol (LCP) inits

protocol fieldorApPes/00111 subsequentdy sending out at |EaSds qRygydeket of
a second type that has a value in its protocol _field t S
al 'swed by sat't égfzﬁﬁf’xﬂ)rot ocol (PPP) but not reser\)t‘é‘?iv"mberI‘%/v s]a%gc? second
protocol (PPPNo 883519t said second packet is not rejected by
communi cat i ons devi ces operating in accordance with said second
protocol (PPP), but is discarded w thout processing by these,
waiting for the receipt of a packet of said first type

EPO - Munich

Claims o8

2 2. Nov. 1399

R,

{;;) A method for controlling a communication device that is

n connected to another communication device by a
communication link, for configuring said communication
link for packet exchange, where one of said two
communication devices is on the other side connected to
a packet exchange network conforming to a first protocol
(IP), wherein said method comprises that said device is
controllable such that the communication between said
communication devices over said link is conducted by
exchanging packets in accordance with a second
predetermined protocol (PPP) that encapsulates at least
said first protocol (IP} and comprises a third protocol
(LCP) for establishing and configuring said link, and
wherein said second protocol (PPP} requires that
- a packet sent over said link comprises a protocol
field (1), for which predetermined values are reserved
for predetermined protocols, where at least one specific
value is reserved for said third protocel (LCP), and
other predetermined values are not reserved by said
second protocol (PPP), and an information field (2)
containing data associated with the protocol indicated
by the value contained in said protocol field (1), and
~ the process of configuring a link comprises at least
one phase in which packets are exchanged such that only
packets indicating said third protocol (LCP) in their
protocol fields are processed and all other packets are
discarded,
said method furthermore comprising the steps:

LT s——

{
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and: 8L 91i{Bggsai d packet once it is received, waiting a - pr edet er &P 0OA2001 11
time for the subsequent receipt of a packet of said second type,
processing said stored packet of said firststypedf ao «  spacket cof the
second type is received and subsequently s« s0perafping kn aceorganec Wth
sai d second protocol (PPP), and « Qreoeesarng esai«d paeket=of the
second type if such a packet is receﬁved. 13 A communi cati on

dewd ce arranged to be controlled to be connected to another conmmuni cation
device by a conmmruni cation |ink, said device being controllable for
configuring said comuni cations |ink for

of said two comuriiSBstifsh Qv dacket of gagﬁg%ﬁetUPﬁegégggggggnﬁggggaggg a
packet exchange nejoMfdems to A @ediond prototoblstpprdt andl ih8bratekerein
ik s condut ed T b RHE LIRS BEoRet ST 40coFAanearoctl el ald o g
predeterm ned protocol (PPP) that encapsul ates at |east said first
protocol (1P) andsubsequently sending out at least one packet of a second
type that has a value in its protocol field that is
allowed by said second protocol (PPP) but not reserved
by said second protocol (PPP), such that said second
packet is not rejected by communications devices
operating in accordance with 'said second protocol (PPP),

but is discarded without processing by these,

waiting for the receipt of a packet of said first type
and storing said packet once it is received, waiting a
predetermined time for the subsequent receipt of a
packet of said second type,

processing said stored packet of said first type if no
packet of the second type is received and subsequently
operating in accordance with said second protocol (PPP),
and

processing said packet of the second type if such a
packet is received.
N\
/ 13} A communication device arranged to be controlled to be
. J)' connected to another communication device by a
communication link, said device being controllable for
configuring said communications link for packet
exchange, where one of said two communication devices is
on the other side comnected to a packet exchange network
conforming to a first protocol (IP), wherein said device
is controllable such that the communication over said
link is conducted by exchanging packets in accordance
with a second predetermined protocol (PPP) that
encapsulates at least said first protocol (IP) and

e
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3 “oponpiosgs a third protocol (LCP) for establishing and configuri ngER@09S001 11
i nk, and wherein said second protocol (PPP) requires that - a packet sent

over  said link conprises a protocol field (2%),sfok which predeter#i ned

values are reserved for predeternined protogols,  whéné «at’s| €ast ‘oie o

specific value is reserved for said third peotoceoks (1+€P) «rande ot ker »
predeterm ned val ues are not reserved by said second protocol (PPP), and an

i nfeormation field (2) containing data associated with the protocol

i ndicated by the anmprriced a ned rd psatécplot(ees) Ebel dstdbiishing dhe
process of conflguz#ﬁaﬁﬁ |.i nk égggﬁns%; at |east one ghase I n &hlch %%Eets
ar ez exchanged suclf g 5 d0%n POt WRGFEANISRRPr 82FPB oEB?tgi )
in their protocol (Bp#)dxeandresochased and all other packets are discarded,
sai d device furthernor I ng; means .f ot _sendi ng, out a packet of a
first type over séigppﬁﬁgg¥h5%n§oﬁ§8Fn§a%8 géP% g@@Bﬂﬁsﬁ?o?dgﬁ?g? ) and

i ndi cates said t hifielgr didgolfofl @Rjichnpredepeonined Vabhes arel resemesdhs
for subsequently $20bagadtkoAlinkBIptoPBRORATKRhe Pl 2eSPERRE SRR £ 110

a value in its protocdl | )
value is reserved for said third protocol (LCP), and

other predetermined values are not reserved by said
second protocol (PPP), and an information field (2)
containing data associated with the protocol indicated
by the value contained in said protocol field (1), and
- the process of configuring a link comprises at least
one phase in which packets are exchanged such that only
packets indicating said third protocol (LCP} in their
protocol fields are processed and all other packets are
discarded,

said device furthermore having:

a means for sending out a packet of a first type over
said link that conforms to said second protocol (PPP)
and indicates said third protocol (LCP) in its protocol -
field, and '

. a means for subsequently sending out at least one packet
of a second type that has a value in its protocol field
that is allowed by said second protocol (PPP) but not
reserved by said second protocol (PPP), such that said
second packet is not rejected by communications devices
operating in accordance with said second protocol (PPP),
but is discarded without processing by these,

a means for storing a packet of said first type after
its receipt, and for waiting a predetermined time for
the subsequent receipt of a packet of said second type,

a means for processing said stored packet of said first
type if no packet of the second type is received and for

O R wenoeDseer | e S e




t hat?r §1-499%wed by said second protocol (PPP) but not reserved by saigp 0p9900111
second” protocol (PPP), such that said second packet is not rejected by
communi cat’i ons devi ces operating in accordapcg vrthesai d second proiocol
(PPP), but is discarded without processing by ithese,« a heais § OriStdring a
packet of said first type after its receipgs andsfosesaiirbngea oo’ «°
predeterm ned tinme for the subsequent receipt of a packet of said second
type, a nmeans f i ng i or ed_packet, of said first type if no
packet of the secg%ﬁgtégggﬁ?%pr‘é‘é%#g%ﬁ% tf!g? ée"ice to operate in
4 subsequent|y coRFFBF fRgetWithesaid secamdmtetddvlacErganaagi th said
second protocol (PPP), and a neans for processing said packet of the
second type if such a packet is received.

& means ror processing said packet of the second type if

such a packet is received.
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