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WO 2007/140415-1-PCT/US2007/069989 DYNAMIC CONSTRAINTS
FOR CONTENT RIGHTS BACKGROUND OF THE INVENTION The Field
of the Invention The present invention relates to digital content and
related devices. More particularly, embodiments of the invention relate to

the menagement of digital rights in digital content 2. The Relgy@#tis2007/069989
Technology Digita.l media is becoming ubiquitous in our society. Many

people have %smgigg%d%?ﬁﬂwﬁ&%@%@ﬁ;ﬁggg%y the

surprisingly, there are many différent types o
digital content. Persorfab@l&iB Play&r OSUEHRENNE pl&pers, for 15

example, capn play digitahaugdig.sontent. Personal audio players enable
media content to be loaded from a user's library as well as added to the

library By pUrEEEing S0ERS csHiEnt Svelahel Irtaiput and relejpd deifiges.  More
gRneams!yithbeyites hat anmkayidigiaheontent sushsasarrspaaliaudients in
pd%%scggjtat s to copyright concerns. In fact, the rights of a user, the

owner, and 20 the provider of digital content are a major concern.

@ne of the ayeitvantiesknebrioerns are addressed is through the use of

digital rigé%ﬁ&mmgmsm;&w&}umm %%P?&@%Yy.flei%ﬁ QUHIOUS e access to

schemes that are intended to control access to digifal media such as

ditgital soefebinrae &G ANPYREs eirdgaiteabidise Araiten I ddpgngipes of
coReRGNAMEYRS; ardicanl kediead PytiapravidelQbecaniepdplayers, for

impose restrictions in addition to normal copyright protections. n sum,
TP HORE 1 Bt et B AU B T AR R CH S P L et o
recéiveeiffom differéniittvare s ofsbascesicihtdiffeidntfotmats chnthgwedio content
differant tyres,of networks. The ability to manage the rights associated

with the content in various contexts is currently not manageable with

convenfiBs DRV RsE @4 3OS IBUMMAR YISl Rty ST RyNersonal

There pndathasimitations aiecoresaamendy @ MROHIRE s Ofithe REesemd:, and
i%\l/eention WQM} include a device that can play digital media. The device

con%r(fgiedse a cor%ﬁ%cﬁ%rﬁ?grarrécaerir\ﬁhod &BRtERt over a network and a digital
rights mamagethemtay DRM theaatastracty rechddicoadifieshrights foe the of digital

rRERIVEchEUNGBE: FsRePIeN!CRANReCavRd from ANe Ohme FANE tended

providers, over one or more channels for at least one content provider,

AAdGPERL e MSretisdah red itntGhing disiiddaaAl/orra Wirslesd igital rights
neivarkheN VO QA 4bS R AR 206ht0RO98 ever, and can be used by the

provider of the content to impose restrictions in addition to normal copyright protections.

In sum, digital rights is an 1ssue that is difficult to manage because content can be
received from different types of sources, in different formats, and over different types of
networks. The ability to manage the rights associated with the content in various contexts
is currently not manageable with conventional DRM schemes.

BRIEF SUMMARY OF THE INVENTION

These and other limitations are overcome by embodiments of the present
invention, which include a device that can play digital media. The device comprises a
connection for receiving content over a network and a digital rights management
(“DRM?”) data structure that identifies rights for the received content. The content can be
received from one or more content providers, over one or more channels for at least one
content provider, and over one or more networks (including a wired and/or a wireless

network).
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The content received by the device can be protected according to the
invention. In one embodiment, the content is protected by receiving the
content from a provider, and identififing at least one of: an aspect of the
device's state when the content is received; and a channel associated with
the momtantisThis information can be used to access a digital¥ighits2007/069989
management data structure and identify rights for the content. Once the

Irights have Res Jdenif ,Eltpeeg,e@{ge%QQ@%%%{E&%CF?{&GHMQt8rt%\é%g\éention. In

and/or ger.mit certain activities with respect to the content. According
tPasSthRt BifbolimTeRtodontaif Rtag dusssa dne IBeKafityy dgspeiansyider, and

withithergontentasaddeniifieds cthe fdpntifiers Ganateclda aheeBt: is received,
rovidey of the conten a,net\ﬁ/ork t¥pe over which the content is

P ,
ABECLSOA KA SR e SEAL 61 THE TS dEVIEENORRANNG CohRentigd to access 2
adogessedhtT heudeatifiersiaestransmitied tocatigmate sésvehe wehitbhts&Snce the

the ifile lqital rights | agement data structure an :
e e B A A LSl e
tePtiendeiicaesTHishgemeet fedbivedntbie rights and applies them to the

contentAlg.prENe R AN REPILGRITRIR Aetiitie s WRIESREGL LRHRE s associated
content. 20These and other advantages and features of the present

VNt R Be B MBI full PSP SrERE R i ftfo WiRgrHRaS dhptitsiar of the
andiappendesdociaine arvanayenlear nedtby thexprastice Biithednventione of the

AR.ael DA, by enalien AREER =S IIRNOf TRERRAMNCHIR server
further c arify ﬁwe e}c?vantages and features of thé present invention, a
breh2Behetidarigestriptiess ofdisé dhushtiorenalidpeenedelerssdipyire and thereby

referencedn seeciticiembadimentsdhareahwhichargjiksiated dhRvice. The

appended drawings. It is appreciated that these drawings depict only ,
tfPIEA DGR HE SRRSO A Y B SHERAGrB R gl or permit certain
corisidesed linitpgtab is:ccopat The invention will be described and

eXplain%ge\é\Qth d(%gie:?“nfﬂfv% Cief:ic.ig c? ?éjatd etg\ il)%h v rh St(t,] % Lljnsveer(l)tflcggewil become
S H Gt
accompanying drawings In ich: igure T1llustrates an example

envitofirderfipferdm plomeihgnty bembeglideernistohthadnymrstidad claiffgaremay be

A6aRd BBrillystiate empodimenis ot digitalfights magagement that may

be implemented at a device where consumption of digital content typically
occurs; 35Figure 3 MR AR R oA dl Q%at presents

some offthe:epdiocisrayailiabie e gtseiddagad:on dreiigbtssagsosiaigon, a more
V%I)ieg 1%:}111 ar chletsec%%tion of the invention will be rendered by reference to specific
embodiments thereof which are illustrated in the appended drawings. It is appreciated
that these drawings depict only typical embodiments of the invention and are therefore
not to be considered limiting of its scope. The invention will be described and explained
with additional specificity and detail through the use of the accompanying drawings in
which:

Figure 1 illustrates an example environment for implementing embodiments of the
invention;

Figures 2A and 2B illustrate embodiments of digital rights management that may
be implemented at a device where consumption of digital content typically occurs;

Figure 3 illustrates one embodiment of a display that presents some of the options
available to a user based on the rights associated with the content;

Figure 4 illustrates another display that presents options available to the user

based on rights associated with the content;
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Figure 4 illustrates another display that presents options available to the
user based on rights associated with the content; WO
2007/140415PCT/US2007/069989 Figure 5 illustrates a system and
method for performing digital rights management; and Figure 6
wistatemqerspective front and rear viéws of one embodimentoisaewicosy
that implements digital rights management. DETAELED DESCRIPTION

OF THE LREFERREREMBQRIMENTy %Qet’ﬁgabqfélm%&%% e digital rights

invention relate to a personal électronic device and to the management of
BigfitseAAtsidsociated with the device's digital content. In particular,

embodimgenrts df (the-irue péigpetalateitondigital eightssnanagamentibd@nent of a
W|red W|reless en%fbled pers sonal audio/video device. One of skill in the

g?f’ 1(\:/3| IERENSHSF téﬁ?aél 5585tte, can appreciate that
embodimEmsIbED @ES@MBH@MWREHERREDCEWW (i

other qeyiees Ak MAYHDGINGR: St ae Notiimutedi9. fersonal Agial,ng o the

assistants, cellular tele ﬁhones personal audio devices, satellite radios,

HREERERRE B et SRl materitiferashE At hid gfaheomicaintiBnparticular,
Eﬁ%@@ﬁh@n@iﬂf (€]3%Y 1@6%@@&&@?@?"%Rl%ﬁ@rgzldﬁt%l'éfgﬁtmﬁli%&@mi wireless
ement eously, the platfo [o] rights
e‘?ﬁréﬁ? vi%%jcc?f e {"\(}i”gb% PR ﬁ‘:ﬁ%&ﬁ?&fﬁg"f the
mesmpdimiemlowmﬁbmi@etaiangmmme|cf nhplemenitatiomdfedigitalced in
ohisca0r! e apilly doupdate e digtaluionte e nepmheIe g digi

associated with specific content or with specific groupings of content can
Besisisa ke byatHe et pesvitdraatiardetivrs. Byalliss Bfioxammpldole or any
media.sosient:ascontent refers to World Wide Web content, 7; digital or
analog audi /wdeo o tttq ent,in various for ats |[[%?ges in various formats,

m

and th ml?@ PSAY BmBhABSHRErES s I 8 VAmiplediggopqgn  The
@hﬁfmlenl petsdmadirgud]ofwhieaﬂwgememn redameagennem olverpmfﬂreieﬁ‘sdwital

b
e e A R A g e
angoepenpide Pfohoisi résdend pamic am@m@@e%fﬂéa ééﬁtéﬁ%} saHts, and the

RSO 02 Skt mannenaver heiee mmgergm%@@&ﬁ@a with FIGIFR Lontent
|Ilustr tes one embaodiment of a device 1 udes a platform for
R AL e e LTS (Re F N CHARE 155 fhapy time

IB&|N‘dB’SOﬁ cisplaly 204 amedin qnmnnmdmawmmeﬁ}@ td WEdripUlide Web content,
'E‘%ﬁhﬁgési}?a a%%ﬁ!i%’/&”&é&s‘%%n%ﬂ I8 09&&'&@'%&% ; GUEK WRRELDNONR 15 and

oﬁ"t eys, andthe like or any combination thereof.’ Using the user interface
1oplikepsapr aptmaigaretBeistént stored on the device, configure device

settingsy select.chaneels select spaeifia NRNIKS «ad theelik8evice can receive

content over a wireless network. The content can be delivered by various content
providers. Embodiments of the invention can also dock with another device such as a
computer for various reasons {e.g., altering stored content) and perform in a similar
manner over the computer’s connection.

Figure 1 illustrates one embodiment of a device 100 that includes a platform for
digital rights management. The device 100 has a user interface 102 that includes a
display 104 and an input mechanism 106. The input mechanism 106 may include, but is
not limited to, a click wheel, buttons, soft keys, and the like or any combination thereof.
Using the user interface 102, a user can navigate content stored on the device, configure

device settings, select channels, select specific networks, and the like.
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WO 2007/140415- 4 -PCT/US2007/069989 The device 100 is
preferably a network connectable device. Thus, the device 100 may

include a connection for accessing one or more networks. The device, for
example, may include the ability to access multiple types of wireless
wetworksgdrcluding 802.11 related networks (e.g., WiFi) androtherawsingoso
the antenna 118, which may be part of the connection. The device 100, in

additiop o 8021 1oty RERGLMBIKS, HAAY RVEACCESR 190 FalOhe deyice 100

frequency networks such as a cellular network, a satellite network, and/or
{BRFCSG I RIFCABRRISIRG (&, §CCRARNMRRIAM Mg, TSI (eiigitae dlsiee for example,
broadeastingd) 8ley o Ihewdeviteplodyfor examples mawdeabieltaling 802.11

access the Internet h a hardwired connection or a wireless access

B B o o R DS B B 108 15 TR P e Tt the
mydctﬂenac’[f_hdtldavi&ipi@,c'mn&édtmvdrjé@&lrl?pygsemwmllr&yhbave access to
canientprayiders 1228004244 ang embediment:the deviag: - 1O%BRY and/or

access sateIIiEZe broadcast content over the Internet rather than over a

Seitaite ISR O cevideMOE naY- divb Bé Brkigtehsediadtarrsattian)), etc.
radio brgadeasts (digitabragiombM. A aadathe bikededstither ithersievietugh a
&(?)0 m%also be able to receive and provize othgg?edia co t§51t, such as i
G A AT OO T EATER SRS SRR vided COREAMCENd S0RtanfiR&ted to
olnealmyecosn binatévivthfi@ ofaiT heenetweitk 220ciEpreseats pinvoresexamestated by
%‘é"&?lﬁ% %%8%%%@%& tha Inerns}, alocal oraide area BRMNOOR may. access

satellite network, an RE network, and the like or any combination thereof
I¥figHiBce RSS! thrnatieren O niagBel daWiee Bxs-onabledepdlisongiwork.  The

mwl&% @'@G’iﬁ%ﬁQ%b@a@@%é@f@@ﬁ&g@@%&w%%}i&ﬁﬁé meg,nmt;w&iag;ﬁa, AM,

wireless network connections 25 Includin IFI wireless connections. e

ST B 1 B 00 St Edlat BV R anEoeh T Religee ot

I0Qlis veithine range «of & widelEsk: a¥cbsopoint ciwhenevenacces®docantent and
IS present; . .. vige incl ssor 110

R G Y TR 8 R AR e

Suiciesfer efceopapititdhelbenrabiddpatriciga Sttt SO Whe peEskdeteisyork, an RE

GRusShedercrtoRceesenENasSHwNnload content, manage content,
provide and control the user interface including the digsfgyl y 104, record .

media dBATERT SRR thE RS GF Ay dBAOIR At H USHa8r pirdRersonal music device
embaedimentstheetiodulesnl 16 dnghude ddigital vightswitakrsgeeneotk connections
(Pcu 1 1 I i sh . Rpent 'QHI lrri € e nai ess media
O T oty belou Th meony L3 38 ™

rii Stordenedia e iRfedriif the Ber s nen A JoN ERSth &cEBVROEb Pglenever

stereaibrannetimediasegntent that has been recorded or purchased over
the wireless connection or. that has been shared with the device 100 from

another G8&F " 170 S0t 64185 BTS00 FIFEe08S'S THE YaiRes modules
106 camalsodnitiudesarEpRM date strficturedt bbstared dremaemioringhRtions that,

While the RRM modyle 116.and the RRM dala SAB%VCJ%%%.%&?%&E? ASRIEED neent,

as separate components, they can be Integrated into a single component.

|Arpaxdicans: cene P RIM niedinerias earudier decthsIDRM Yaracstiddagpea content,
L4 idterativaly, dhadaRidmeduls may.aceass tiadatastiiioie 1dtinclude a

locally or. remotely. As indicated above, digital rights , . )
| rights management (“DRM”) module 116 that implements digital rights

digita
management in the device 100, as will be discussed more fully below. The memory 112
may store media content from the user’s library on another device or may store a library
of media content that has been recorded or purchased over the wireless connection or that

has been shared with the device 100 from another user.
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10 management is typically intended to protect the copyright interests of
the content providers or to implement policies of the content provider.
Embodiments of the invention can integrate existing DRM schemes and
provide additional rights management. In one embodiment, the DRM
wwoduwe1kd64ORM data structure 114 adgment traditional DRIZEUS2007/069989
implementations through the use of' a multi-dimensional matrix or other 15

5”“““‘3%'&%%@%'@&?&9%@3* 1&%#&8@4%@%@%&’4@}!&@}@ QRMO(EJ@J% memory 112.

structure 114 can be implemented on the device 100 as illustrated, it can

Adelpehp dekdt updsis d Fernble ke RRMf Hésititcatte HhAtely, ApRICESRIOF separate
da&ap&{éiﬁgyﬁﬁe%léa@% Qﬁégﬂﬁ@mﬁﬁgaﬁfﬂé@%@ﬂuﬁ)f@mOt%sﬁiﬁiqur, the DRM
primarily on a remote server with a backup on the device 100. The hacku

5T B DIRAACRALS L RN Qi SHARIES N Ao ot et odute
resyorectwithe 20thetredevantirdghtslif necessaely. As ifbiedDiRINAwathgital rights

%%%L%Ege}lgﬁsc %Rﬁlﬂs?g%éeetp %Mt%f@? qHée c]o#?ggh@%%%&?elof the content

appré’pnate rights in a’wide variety of ditferent co s and enable rights
A5RUERITEY Wit pHEEREL RoHaPh 06 the asbeevisicimprahodHtsatbyftHis invention
deyice- 200 A% descrRed RIRMiIeUSH, the fighisiarsaciaied with.spaeHic
content can depeng on the content provider tg{j)(\ivga;)l{t at the content is

n

deliverdd W FBRALTEThdEoRtaNt, TuWE Yo Tueh Hthigh augment
facitisndHERDRIM pdate struets tdrbidhane (BRM modilel bl emnablmalre: or other

ARYIGE a5l 85 CORISNt RI]y F&Seé{%a?ewai‘é%ﬂé‘%ﬁ?%%@%H%Rﬁé%qP@an be
f icht

\(arlous actors. . ere are \ arious Ways or contexts In w e DRM
ded sspencedren1tha duagebd v sedlppteredssean rsoms Bckiethiw, tha srlite server
10Qanay usgithe ARM datastiugiuredd4 30 1aad-RRM A48 tQlely on a

contact a service or content provider in order to authorize the device. The
deVidls 1L COMATEHE Sefvid b Eshtehit brovifst rithdtfatenen  The
aackss togosteint iR sinedstorovitéinl e prex- detdreninee qecidd aktored with
t'm%efeﬁeggnt[hne m(e f'I' he ability to authorize the device within some period of

t

§, S1 HCCGSS%G’, . . . . .
Ime may ensure device functionality, for example, in situations where a

networK boRFadtitarsaychoe Bé3Bndiailsisl by Iho RRMhinodine e, ihédentify the

%BP%F%@W@%Eth%«QBMr@%%%MF‘&&E& ddfandhaceassible by tReORRM with
module 116 can be temparally cached so that jf the user does not have a .
ARENBrIC WA lticht, B CURE M ME SHIPE LR eHinEsY For Ekamiple described
qaeﬁdsiml@,thﬁtrtgmscmt_am&ﬁ actessed] arattentpt idepradetohacoassithpeovider,
SENR ?B'a ORteDt RroVIdaL; Wy 20071408 LoRE TA %99}?4%%%9%% Ulnnection,
successful, it resets the timer on the temporal cache. If unsuccesstul, it

usesother dagihed ddgy SeMotidpas isaicateanddpiis metwiald ¢haalls fhe device
hasatexearded theaitime threshaldfer eheckingspdthtne.sediekors.

In another example, the DRM data structure 114 can be accessed by the

, y th
content Pr3GiEr P50 H@ATi§POIE E SR EREPITSIfet 29 Fo HHERLE {lg may be
DM clatacstsadiure didctheiglforeprievides thereonientiproRde a2 Zwvithuee 114
way 19pdats Hohtsas needed orwhenever ihe Cﬁé‘&%’& R eerrfg’%%thorize the

es[res to ghange the I’IghtS. he device 18% can tnen |mm.e |atey '
infpliemenththesaaighie. Fheiaee arisns Sitoatorsnforexasnplemadiaigly when

the-bights assasiatedyith conigRicanehange I ERENt LGS OfteR. and the like.
change over time, for example. The use of the DRM data. structure 114

ahef DRI BU HEPLIE AR R o8t AN BT B Hal LTS HE slevice
devieetevey ansg enablek the rightsiohdifféeent 41sets with diffexenhdevigesor be

t%v%ﬂﬁﬂ%?%ou&t £%(§>$' ferences beween deviges, dift EﬁUPg DEIWEEN. 114 and
user su SCI’Ip?IOﬂS, ifferences between content providers, di erences
bestwweehl nbywior k3R Mhohekeltike G ramyedomisirdiior thetsofthatahthe user does not

ambodinent ithe MRMHatR LsHLE L4 6P RHsEe R AflultiAiBensianalch time

that the content is accessed, an attempt is made to access the service or content provider.
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20 DRM matrix that includes axes and/or entries that are related to: 1)

channels or songs; 2) states of local device (e.g., channels, device

capabilities, subscription, content of provider, content delivery); and 3)

actions permitted and rights protected. In one embodiment, each entry in

the J0iRkNwmatrix corresponds to specifi®rights for a given sityationstiat 069989

can be described in terms of the axes of the DRIVE matrix. 25As indicated

%bgl\é%ﬁ&lﬁﬁ,q{ xtgs% @%ﬁest%épg [% ) eHT;%FQf gg%b%ftl?r?s&ec\él%? Etﬁtg 'elsnt e cached
h th d 5 the

some instances, the state of the local'device Is determined In part

ROSUIES GPsravibasarhedsenons withidsehpide srivonirrpreidshasivetineshold

devitesk capabitiiese cBanngls, subscription level, and the like or any
combination thereof OII'her aspects of the device state include the type of

device, & EABEbHAEY thi B ey & BEhERibl bR 3ac Hatidd Kiffiggeontent
thedéwide lastleorhitiyri€ ateshwsithpthei sarvixe canddlae kB rovatya structure 114

ination t hen decisians relating to rights are based on
o e S B T RS e o
thiBedeveE dhsteratena ardeintld diesstatectishrtisecbrablibitedlby desisevidl onn then
GRMBMERIOVIHST AHHNG R FRMMHCRUONS; 08 JUFRY A 3P0 CLEERMe, when the

communication. For example, a service or other content provider may

BRI BRI ST R SR8 R S B Ratio A B UK SreoB R REBEh S ime, for
righigpetsTisubscrhption bl gaandriheulike or anyorRMbinration thereabkorhose
example, a service can.coordinate .the, management of DRM, sch for

TS T S Ol e Ty A et wsers
-PUP 8200 /59989 0waths. dFhrutieviteddiiel thes sdrstivecoatrepediffierences
Qe dbe N RRIRrCE bR RREBUGVIGh S SRLINIRE IRRMENEMMs between

situations where network communication is lost or currently not present.
REASl o B LR BE SR AR AhASe¥an have one or more axes.

Note that, ondh e besiatibed lasimRmM plisingracti M mattixthe RRMgaitensional
%Srﬂf/furrr&%% 4h%?nnagd]é(s) agie/? %%%?or}tgrgtrix% Ottft]a rapg ?rel?eer tg n % 'gq%}{n%?s or songs; 2)
resident on the device andior on‘a femote Sefver hus, the devicé'may g5
sitphyofrasehditiise (regiotzdentifiers¢capationtertuprovidan, retimtiofypeyider,

dgvice: ale9; e reMAE S YU ANHINE TSMAUR REIVET FRShaCHBIhent, each
DRM data structure (such as a DRM matnx? and return the relevant n%g;s

O Rt BIAgEMIBATHE RTER DY tHE REACE. SRS IR EERYUAAOS Tl can be
thes DRV datarstufchsrexdsldl isupaiv bagause different types of content

have different types,of permitted, activities ac ing to the preferences.of

tho contnT BB T8 GO St DTS SR Rarevics sare
dopynigthissiSenere tonteatt, forlexinvpldevan bedrseorded wherddy dttveresults of
cRalenlcRMRasecRrdedThe RRMLAata,stHeIHTS lét%@@@@&l%‘%h@dpabinﬁes,

permitted actions with regard to content to be 20 expansive; scalable, and

eI ABPSCER TR P Vb P iR A BT BRI B BRI, REer aspects of the
ekaiopleashactingepeemissionsieabity taplay hagk the wantenaspeacified of the
number of times, volume limits, and the like are examples of rights that
e T e e s o e s
DRWidatwsthgetafe and enforced by the DRM module for content

receivedfﬁé}m&ifg@ﬂsc’%&ﬁﬂé %9}%9@%?@85%@@(@1 saisllie 5@’@}96981”&%@& as may be

provider may prevent the content from being recorded while the rights for

tHE 8Afe b St MR M KivetBYaFa tetrditravifsaWiaik Mty AlfoWthige state that is
canteinhiel be recerded. dn thiscaasesthrconiant piovidadhyntbaisateditauring a
radio content provider can be received aover thehsatellite netwo&k or over , .

(L TREERat tPSUGH & witelo e AEcdsS B oF A hasditfett e e perticipat
and/or manage the coordination of multiple DRM schemes, rights sets, subscription
levels, and the like or any combination thereof. For example, a service can coordinate the

management of DRM schemes for multiple content providers and/or multiple content
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30 connection_ The rights identified in the DR_M data structure 11.4 and
enforced by the DRM module 116 may depend on whether the content is
received over the Internet or over a satellite network. Beneficially, the
content provider may have the ability to access the DRM data structure
wddandwohange the rights stored therefir. This is particularlyscmenadoeniotseso
33 device 100 is accessing the content via a wireless access point. The

prataco! affhis.bype ai.cannegipn enables easlly ssfablished,bid U&%‘iﬁ@&é?é the

communication with the content provider. Alternatively, a use: may be able
oo siehipasitisths RM RXAGAE Rptiets e IunFRRtafgBimunication is lost or
autematisadlyrchadhis case, content providers may post their rights to a

WO 20 7/14041518PCT/il;€J/FS Q7 8\%%9 vvtebsite %nd the device 100 may ihat
be able opﬂ%vd%lfé th(ﬁﬁ ata structuré Tiﬂ?y 35%83&% Teebsite 0 M
GoivehtionadDRI\¢bsthemes: réilen steatic, irter gh8fstidas ot rightrs in thatan be

e LantsAre grrated afde,ime e coptant,is 19aded ANACARRRE on a remote
typically be changed after creation. The DRM data structure 114

desefibederdlit ploVite S8y Mt rights tHatkaribone Keahted sng arontent
@%\E&%g{cnB&ﬁQﬁT%{H’éﬁ@&@@@ﬁ?@@)riﬂhftﬁfﬁlf%ltﬁ%@t%\'f&ég@tﬁﬂgSié_ﬁféte seaver can
metho n IC rights checking, st variables in additipn to time, .a

o R DB T s e R e DTSR e g for the
enté‘rgﬂusaﬂfcmﬁmdtﬁmwdmlﬁﬁtws of DRM by allowing for these rights to
change,basgd i IRPULTAMRLIRASRANG QL e GoRgRl NOAER, GUURRL different

owner, or content provider. ISFigures 2A and 2B illustrate embodiments of
AYDR 1V canatrx wrcH ey ibenasple Rfamidgd e R Aecplatiasstrdgi pacferences

Lnefbigaect kayr simnlicitoaest pasadfdiation afeuied AoiistiateSome
a two-dimensional DRM matrg%gﬁgo nd Figure 2B illustrates 0
RS BRI S S ECF T UE SR, A8 SRR PR S0rs Heoies The
thaiihcdadesausource 202nabidsatteieenstate 20%hnk aghherdgyrih the®@RN Bo be
@%%R(m%go s%ga 1&'%‘38Scﬁ'§%{#59|£§§§°rﬁﬂﬁh"e ,n%lés Qr%m%a 190%:9%an be arbitrary.
co ible T

igurations that are poss ased on the axes. e source 202

dan gpieally Beideaninedony fhdigeiical a0t gitEin ativiely, atiecstindaumber of
infeematiompvayhe inglided indhgstreamief eonigntsdalivenred tQ thelied to the

device 100. A content provider is one example of a source 202 The DRM
F9t4%ructure 200 allows 23 rights to be set for content from each source.
Furtherfworexathpleightsrfgnte athisiied ce thaPRdpdad emutherdenicensiated by the

2[9&1\/1 moa-ul?g f%?\@&%e%tﬂgcglgg’dr?%rgf%sttocggt\é/n]i oqgc‘i/é?%d&oﬁez{l%gd{@hte radio

and can also be identified by the device. The device state may include a
SivsRHpHOM feveansf fievgeyibe. st e rrghtdedvatipldtorights for the

daviee danfirstsubsetintionlevelmayexteadthg.30mdghisavailablederded. In
g)lze device at a second subscription level. In addition to the Speci{iic

ripiesareat GRISH e eV iclStete 36 AV PERIP Y the Hethtstic ved over
aversuibicte conterit is beimgheteairee (@rgydintermetcsateitite; teirestrialhardwired

rélgﬁﬁlc@&n‘('C%h%@%h?’s‘%e%@@eﬁ‘%“%% e EMS AT ANTRES QLEERRANEy the
particular content has been accessed.

DRM module 116 may depend on whether the content is received over the Internet or
over a satellite network.

Beneficially, the content provider may have the ability to access the DRM data
structure 114 and change the rights stored therein. This is particularly true when the
device 100 is accessing the content via a wireless access point. The protocol of this type
of connection enables easily established bi-directional communication with the content

provider. Alternatively, a user may be able to access updates to the DRM data structure

114 - manually or automatically. In this case, content providers may post their rights to a
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Once the source 202 and the device state 204 are determined, the

corresponding 35 entry in the DRM matrix 200, such as the entry 206,

then identifies the rights that are applicable to the content being received

or played Once the rights are identified, those rights can be implemented

Yoo pebeuantisontent by the DRIVE modéle 116 on the devicep@W®s2007/069989

2007/140415- 9 -PCT/US2007/069989 5100. As previously indicated, the

dryige maY alsaiafcessn GRent Rigvider basediRrikeeaty 208d0re 114 by

authorize the device 100 according to those specific rights in one

AxEhTNg. the WepRii§ enables the rights associated with various content

sourcesamtﬂroaﬁom@vs g@b@&@tfﬂ@ﬁtﬁnmtdyﬂ@mt@aﬂwr{s\&prﬁgmysxtythat the
cglhc%ated thet matr|t>§l 200 can al% g)e updated tt;){ a pa]rtlctt)JI

sdljréedrgrc of & partlguﬁhr?ede\(?lggns (?utatmpa I]tnr?g OREY o i

asgcbmateﬁhwlﬂii(bthbted@mg@maﬂésd¢Bpsbcdé1mtanmsiethé}semcelgirts that can

ERURIROHASK R BEADIIQ PSRRI NS HENIGR 33 ENANESRA S nspor:

made. The device may also be able to pull updateé’ rights from the DRIVI

mathsd2doramisnighitanyeckingigiste suihictrited GHetsinbbdimest Bralike. In
thiee- dtm@mtta@ado@é%t\t@@tﬂmgSﬁRmedQBMrm}atte( 280 ;mahhavge tradmonal

simll funct W ompar dtg the D tl’lXé 0 fFI ure |
SRRV YRS R Ha Bt S SR GRS gy o a feas
gmrmﬁalmtycomprdwwng chgtmt rghts, maragementidarthe present case, the
DRN4 @@Htész.?ﬁ AT axeslALIBClR GAUEDt B %Vtgﬁf\@%tﬂﬁvl%ét%y be

254, and channel 256. As previously indicated, the device 100 may be

cmm%wtd%@ﬁtmd@%wmﬂdér oiEbigitg the Heviarlisty 254 ease of

Aq@tgtvtr/_%tr@tlyF@wEwcms@Q@ay %C&;H%ng&ﬂ [toEentify:2Q ;tg@ ﬁﬁ@-ﬂm%alre 2B
tern y e caontent praviqger evice state na channe

S R S B LR e ha At oo LT s 1) s axes

deaticechQR. a soﬁh@lﬁihmrtalardayd@es&maiﬂéulﬁashrem of coatBRMNAMahtrix 200

%%Yuﬁ%fse{hgor@ﬂ% %xﬂ?@e%ﬁ@{}g Ife%&ﬁﬂg%t Qfé%%?%ﬁxatgtﬁﬂﬁ%wgrg I&tb le based

provider or to-a channel of content from a terr 10, online r d|o or
oHIitié P¥evider of media content. in each case, the DR,N1 25 matrix 250

enﬁblesrtt&esg@ﬂ@gszcgmfemmyigf&tfé&mdﬂag Ifté&ri]m%hﬂﬁﬁ E&lﬁ&ha‘dve y, the
rights accordi to speciiic nels of conte urther, the rights.m

T BT At 5% P et & EABiTeS s 100
oﬁmmnbxprpmdﬂemabd@hvmkeomﬁemmea des/icEhoeR Mhe dntermetumad0o0 allows
Hfgt{tgt?ort}é’ lipls channels of contept (& Ir AHgkEhannel, @ LRV, sQurce may

channel,a sports channel). The DRM matrix 200 may mclude one or 30
rﬁ@?@“ﬂg}ﬁtéhéﬁﬁ‘f% fétedefh of these channels and for different device

states. tﬁtm@m@ @@%@Mpﬁwd@ﬁem? BORCIRY agrv]ms% %@w&ma R&I can also be
nn well as_us other factors, such as_device state, |
R B TiR d BraRT LTG0 P o DA SR e Bl device
tﬁomdetraﬂ&z tt@mmsﬁawmtamddehaamela%& arbdceiifiethval may exceed the
C%t&‘?%%ﬂi g ?J‘H%é §§R@ea§ the, ﬂ&yst?@s%rt%%%&ht%{?e deﬂ)t'it'& 106 Qgﬁx specific

that are ap cab e to the content eing rece or played. T ose rignt
C@WTB@%@PF@P% eGP eiRVan s EENEEA Y DR NIg hsbtvik VB wiighopontent

a centpNpEMAer camheRecaased hased:Qnihe eniiy 2804 ApliZinclude

the glevice 100 a cording to those s eC|f|c rlg[hts
such ttems as num er ol imes some partt cular comtent has been accessed.

cﬁ%nﬂed after

Once the source 202 and the device state 204 are determined, the corresponding
entry in the DRM matrix 200, such as the entry 206, then identifies the rights that are
applicable to the content being received or played. Once the rights are identified, those

rights can be implemented for relevant content by the DRM module 116 on the device
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WO 2007/140415- 10 -PCUUS2007/069989 One advantage of the
DRM matrices 200 and 250 is that they can be related to and/or used to
control a dynamic interface that may reflect the specific rights in the DRM
matrices 200, 250. For example, a device may have the ability to save
wontert4eanrd content, share content,%and the like or any ceabirsiioniso9ss
thereof Often these abilities are dependent on the rights associated with

the C%t %%é%ﬂﬂf@ﬂ:w thed2RM MQE@%@&QS‘Q%@Q‘[&%%rOWdQ MG8H on the

skill in the art, with the benefit of this disclosure, can envision other

FBERGHS ORIRIERTERTRY SRIP ASaEierbR tors shcie i LenigEmple.

databaseiinplsee af ﬁhﬁqmu&tslodlﬁlﬂ@iﬁfl@lmahmﬁ%ﬁ&fmeur&@@r@f/&%d%ders to

heartcana 0 appre tetataDR matrix c nh ur or. my
R R S b R T R Mo v

Imensions.
codeeatt iy amernarinesdesered. (For gxample, deei2RMtmadthomanpeieg other

AL AUISIAYT A SIS @ SDSEIRUION XS, 3 ROk axis, %?QJ@%J KSntent

or any combination thereof Thus, a DRM matrix provides fine granu larity

@Wéﬁfa@%éﬂa@@iﬁt&ﬁt@t@éﬁﬂéh%@d\b@éﬁgla@waﬁdﬁwm@@ Edhodiipdatice may
afdhsed BM@FB@BID@:SH&H%@aiiﬁﬁbﬁé&ﬁer{léﬂmm%gﬁﬂ@mlﬁ@dbfnég%f? 20 3, for
example, illu s a disp ay that presents the permitted activities .
B e L S B B e eI T B 250
mwrﬂmm&%OAmas@amayrbéraﬂ\lmmeﬂxabaseﬂcommh&dlghtbez{t)lﬁl\cb m260x 200
f&?rﬁ g& e%M ﬁ%&&o%grlgﬁgd f&%ﬁ%@ﬂ%‘%atso Eq}{?d?’ le’lsfaﬁ{& eqlébf% finer

record 306 the content delivered to the device 100. The rights 208 or 2 .
feieanatHE i AEiTer o fey terghbritrrastherhaldt heayasentffes e @@M mairix

Biguig daitiistiates.asisplanA0ddhatprasenis ihe poemitted activities] 256 As
avallabl to the uger for this chabnnel ore partic Iarly the user is allowed

B SHAPE A6 WS TMHEAE 1o T e LIRS ol GeBl e o Provider
mmaaﬁydasdhsuséﬁéhﬁ@ﬂmah&nnﬁ@ev&wﬂ@hmmﬂm @nred to identify

%HQ@Q%%EP%@e‘é&?t%r%‘%ﬁsqgfgg’%g%?ﬁ%ﬁg'%b%%99 W 33 23 annel 256

browses the content t VICe or experiences content

tHAP T8I BBleb3 Ors WedidirestireLeer iy debyerns dy HerAr g Yeflect

the rightsafiorded rmﬁllﬂiéeé -partlﬁngrﬁr@amL@ftr@éﬁ&xﬁ ARthegd, fR¥fer to one of the
nam calé rgdatl ts and/ rfor ettln§ ights for conten ?ﬁ this "
&Pﬁ‘ﬁl% B ‘fa‘)lt 032“86 BSRGO RS dVics 1R el eonanpiEHTom 2

ftmarxa(bm:enl WMdede' (0:] @Rﬁé]pm@dai@ﬁﬂzdma}pﬂnemné@mb@dsm et DRM
ofsheDRM.mpryle 4 16,2 '%‘Iﬁ%& he &QRtens canbe fecelve E‘s@l'f‘o et rights

discussed herein, over a wired netw rk over a wireless network inclu Ing

AFBOANE) GG HRBRRT BheARERviFrshe HBaviisIeN addiieatBiigepend on

nebwerk-eraterrastiigl Bdiapetwearikiiite rddie JSRMpRAR S0 [RECMES ontent
or has access to the content 504 and &ig a B?’f(l% data s ruc;ure 506, which

g 56°GHe SHbBIHEFRSH tHE R BeasERoPRsIent (e5  rock
200714 045 RG TYISRO07 (6998%annel). The DRM matrix 200 may include one or

more rights entries for each of these channels and for different device states. Thus, the
content provider can specify rights based on a per channel basis as well as using other
factors, such as device state, if desired.

As with the DRM matrix 200 of Figure 2A, once the content provider 252, device
state 254 and channel 256 are identified, a corresponding entry, such as the entry 260,
then identifies the rights that are applicable to the content being received or played.
Those rights can be implemented for relevant content by the DRM module 116 and/or a
content provider can be accessed based on the entry 260 to authorize the device 100

according to those specific rights.



10

15

20

25

30

35

Figure 2A or 2B, respectively. While illustrated separately, the DRM data
structure 506 may be included within the DRM module 502. In this

example, the DRM module 502 can determine the device state and/or the
channel of the content from the device itself or from the content 504.
wadilsonallysif the DRM data structure B06 includes three or poaresaxea)69989
rather than two as in the present example, the DRM module 502 may

determy v} f ith,this,i i

modLIG B3 et DN TS e 205 o oty T Bt red
508 qoseddp shetiabaHEreésntantesdge Aattianailcthb ORMiHséITe Boe DRM
can-eaiorse the idepiifiedriabts 508ky.enahling seriainqativites spesiiedcord
in the rights 508 and/or can also provide the rights to a user interface of. .

(RS ARV IR o F YBERSpRAY 1B° 58 &F BRYHBEIIAEO therefyrE Sef it abilities are
idetstiates dhaieretntesiopravitei: b ik maydnave ideatdsito the DIRWImkatices 200
str re 506; enabling the content provider 510 to change or update the
rights stored in or accessible to the DIRM data structure 506. For

exampfena Paskidular dententpibvithe behatiprdvidisshisshesrentedncomtsmn other
UM RRIRG f&%\%ﬁ%@gtmﬁmk& achangerhial2dhenabliesihe sARIRNION place

be recorded. Advantageously, this will automaticlal%be reflected to the

Qs al sraRABte R dRa bt eh Bl odithEnt s ithieighie iapissiate that a
@railechiftlkendevic oW O Alieraaidmeiyna COntent provder nabhopss & further
window of time during.which content can.be.freely shared orded. A
B S P TSl T e IR oy have
genetallyathie conteneprovidenerrother asthorizedventitydscamiséetthige or any
righisifor shenrovidad contpRheiora BRILR.OEIbe.RFOVIARM.CORIERL scalability

Because the DRM data structure 506 has multiple dimensions, a content
PPRAUERICR ASE BRVRIdUSEtEes according to the various dimensions of

t_he DRM@@Mmgwmé%ﬁmmnhmmdm,dm- extarmpled eamohdngerigure
rights lor aparieular hannel, for 4 barticular fapsnor method (8 0. e o
conterit. 1or a par e ISE Arftis , Tor a'par iCUfar song, B "albam: vides, an

the liker Grrargecomibindionettrerdefitifist andsupBodtethivy tHY DEMOdatauser may
FEULHUEGea0Based oFNBORMdaigsSruckiendp GRNSISA beuseddy dheso, for

DRM module to determine whether there is a permissible way to obtain

COATRIEIT R AYEN ey ARATEd by IHEGEL P Geothe camipit Ay et forhs, device 100.
desiredtayecdist contentzludiewianity becpremented feahading Stay3be Iifferent.
7vl module may guer RM data structure, to,determine if.there is.a
i it e e ek bR
iderttifiechioycheNDR§P anoclde yndy ineluslellbuedite sierdintitedagontent.

SWitChir’IgléQi%ﬁ %?{H@fQ?OQéfWQMaM%Q%@aﬁQ%%Qﬁe]-\;ser changes channels or
-PCT/US2007/069989 rights on the content, purchasing the content,

CHEHGRTPARSEIS SRR QUSSR CapicPie b nationheriithef us. as & user
embedimentothencotent pevitdes ean iRoludecertaiitiagsdmtbe aantenivailable

504.that can jmpact the rights in a dynamic fashion. Fq example, a ta
B ASHeR S Rl LrAReS Dot o e St S SHeg Bl
period. Migigcdulduemaileaanugbe ddre dordmi préviepd oing serigsaand/thelor setting

shalg tﬂ%?tcBE‘?éﬂ?WI}g’ﬁﬂsoé%‘}ﬁglf(@,raeﬁmplﬁo%ﬁé’ tag H’@%Hﬁdg%’qv‘?fé\iﬁ‘cmceives

manner can be used to control any aspect of the content (e.g., volume
CHMHI AU SrHmEs esIHRd MEdPR AR BEaEdrshae @ng GaIRygnent of
reGONR NG naad [Ehet biker Brcary Icombinatien taarefbceived, as discussed herein, over

a wired network, over a wireless network including an 802.11 network, or over another
wireless network such as a satellite network or a terrestrial radio network.

The DRM module 502 receives or has access to the content 504 and to a DRM
data structure 506, which may be one embodiment of the DRM matrix 200 or 250 of
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Those skilled in the art will appreciate that various of the foregoing

features of the 15 invention may be practiced alone or in network
environments with many types of computer system configurations,

including media players, satellite radio receivers, AM/FM transmitters or
vegeiverspDAB transmitters or receivers] personal computergdiamshhelssooso
devices, multi-processor systems, microprocessor-based or

@Eg@é‘ﬁl&“&%C%@Eé‘é@%f'eﬁﬁﬁ%'%ﬁ%‘é’@ Elé a8§el , it'ﬂgcgmyﬁﬁ’stmoture 506
S

mainframe computers, and the like. 20 Aspects of the invention may also

Bepractiaerng arathiBuifsa M pitiY e PlAroAtn@t S vREYe. thiskB Rl module 502

RerfasreadiRylecad andiemate processing deyigasthataredinked {eithetiself or
%hardwired links, wijr i.ess links,.or by a combination of ha‘rdwiredt%r
I

b
B1A8S FHIEY RYEu L B RO TS chétgs tree or more
eemputing dnvinonmani; grogramnmeghigsemiay DR Mdcaiethia bathnagadetermine

%g‘ggg%%eﬁ g}qg%o%egorage devices 25Figure 6 illustrates perspective
views of one embodiment of a personal audio and/or video device with

display W8 HavigitisrinecHsniSmé thadwar e woetFiaseohfupBM risiatitructure

thesfeatueasrpfitee RIrsens inventippli&igurad diuatiates ongiyigwafihee DR
rear portion 602 of the device and two views of the front portion 604 and

ERRINIS thls EAORECTHRSERAES TS & piind Hely GERBLAEHEULRPITYEs Specified
devices glan 8ol arsed. aldepddvideviceriphivdes asdisptaym0Shavingvice for
VAl ispl thads. A user can interact with the device using a

tccfl‘éfg?ga{g %%Sge?{gﬁ%ﬁg-gr‘ﬁg%hanical keys on a keypad, such as arrow keys

and alpfianimiefiatkey sllstake a6 14 ontdis play 808 Sathavigduon edes to the
oiraV deMca Rt 618 AiRmnie GaBiQ)daMiGes (aah SRAHUR) R33RGIBIEH rights

with the device, voice commands, or by moving the communication device

i Pt ChIEwal rife et al s3uas ﬁ%ud@b@ﬁ%@@%?mwum content

qonndetinighapidioweBogeasnant pporé G liZotarbeonnecting dheagdenite todhange that

d%% iggtﬁ%aélé)nne(r?rtgoo%nr%cgcr){igg.r (}\the\lzr?gxl{elt% tcl;]ueslde.ﬁll?sewafac?g&%%’ct 5 be reflected
evice can mcfu e any of a variety of co ﬁgurgtlons and 3e3|gnsat at are

deriterdpialeachovitiin ahe sdoysa sidtiie pre sempihventionthipidght will be enabled in

2004 A04180 131RnddveH 52 Q8406998 & MAYAIMENISAh #, d8VIERe during

may include computer-readable media for carrying or haying .
CEMPUTERERE ERAINA RIS ATEhE oreaaided rut ArEE S 1raddteras fisn diseble or

ciieputer keantable dhedinicanbeally aliaitablentediadthat caitebeuthorized entity
ACCEIRRL DY A &W@Q'emdv‘?&’ '8%&(@%%‘%&%&%“@%%% S tﬁBe%%‘l%%%{fQ&n%en.
computer. By way of e ampfe, and not IlmltaﬂonZ such copmpu er-readable .
media GavasminideRRANMIROMIEE PRGOM, TDiplodRON @Isothemegticapvider

digk strage.qeagetis disk-aipragerr AiharmagnRlinsiarageasievices, Qructure

anozl?other medium which can be used to carry or store desired program
ctitfe MeSOTETH $IE TiTh Bt COTiBRitersaRSaasIE TEtIE R B pfrghannel, for a
stanctutestendpahieietan be accessedtbyon potiahlaedevice asrgeneradular song,

%8%?%8%&%%‘%&12 3R Hiennen Information IS SansIeTEA KM data
provi ed oveér a network or another communications
structure 506.

The DRM data structure 506 can also be used by the DRM module to determine
whether there is a permissible way to obtain content in a manner desired by the user. For
example, the user may desire to record content, but currently be prevented from doing so.
The DRM module may query the DRM data structure to determine if there is a
combination that enables the content to be recorded. Some solutions identified by the

DRM module may include, but are not limited to, switching to a channel with different
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15 connection (either hardwired, wireless, or a combination of hardwired

and wireless) to a computer, the computer properly views the connection

as a computer-readable medium. Thus, any such connection is properly
termed a computer-readable medium. Combinations of the above should
aisadow imalisded within the scope of colputer-readable mediaT/US2007/069989
Computer-executable instructions comprise, for example, instructions and
dalAMhIck FRYSS & SRREIRLIRUWAAIR COMRMIRT » SRECELAYIROS® scription, and
computer, or special purpose processing device to perform a certain

fliRréksn or group of tbnctions. Although not required, the invention

may bedeseriedibiienganerad comext orcampuial-axaectdableain tags in the
instructions, such as program. modules, being executed by computers in
SRR Eni M EP LRV IS gt o TSI A o ey b
A lptedthansyadibje ctetcormponentsddatarstugatunespetmribdt pérfoamld enable a
Radtieylar ks primplement Barticyan ARSagh ARIR MPSSth others for example.

Computer-executable instructions, associated data structures, and
presgrashitivfod ine A rasdit BRARSHIEX JTANESProgTaRi Loty Hdsfisofothe content
executingnacteatdhanmeihogs digslosed haraitid Bennr titial SRAVENG& ity of
of sugh execugat{(l%% instruction%or associated data. structures represents
é?(‘éﬁ‘?gb §sa(51fié fr ?)8?128]?56% 18%’?6}%}?‘%5’ enting the functions

describBibir stibhdactshe art Wilegevises thayalisodntihddasgoagneticires of the
havgdlisk drivedor feading fiom.and writing 408 MAGNRHERAAAISKAR, rypes of

magnetic disk drive for reading from or writing to a removable magnetic "
dRRPBICArsHeRalcadledrie Tor taeldHer ARG -t FeahhiR aiBfo  receivers,

optigal disknsHcheas & GREM Dnethes apticalsnedidelog dpMigsMaymputers,

Iso,15 include non-volatile memory including flash memory. The drives
aksif aé%%&?éteﬁ“&%fﬂb‘ift%sﬁ%f&éﬁﬂ‘@%gafé"ﬁ%%ﬁ&sé’%w&a?ﬂepéi’&f‘é‘é‘&mb‘e
atbnmnpmtelecexeﬂ:cstaxtﬂeavimﬂztmsim.midmmcwmrmgrmm@umé the like.
e MO DR A TR RS e e

THhePCTHISPO0TT06998 S ISRARBIOTE TSV IE 8 Pt Ied i8I R intsselg ther

ofccaimpiied readalledrediamiar stosing datasandedsReiind NG ireless links)
agnetic cassettes, flash memory ardgq digital versatile disks, Bernoulli
A RS SRR M5 the ARl SIS, SO B RRER@Men. program
onndpﬁs_i lrrga_johelocmdrie_ podglaral mﬂdﬁtestmzﬂ@eymmgeafeﬁteshard disk,
mag”e%?o%'r%kcs%ﬂ%ﬁ&t‘ég%e é%%% RAM, clyding any opsrating, ?é%&%ﬁ&i audio
10 one or more application programs, other program modules, an _
prestPanYidata davisseriiny sAteY corhriares ahdmsrdanaisnttitfotjh be used in
ke _th Peinting c&l?me@s, cﬁﬁ%&]ﬁéé&ﬁ%@%‘ﬁi@ﬁsﬂ(fgﬁibﬁ\NﬂQ%M@Si’e\ﬁv of the
micropnone, Jo stick, touc ad, game pa atellite dish, scanner, or the .
68! TRBSE A0 SUAES SRSt AV Cheh M BBt 460 PSR ing ™ (s
unigitireugh aeu‘rda/e'esrsa‘i@eltiadublds_\(lbl@&@ugbﬂmgﬁmemesfaﬁemmedab The
SYSIRM:RUS e Lo AIEIN tl%’(%%fa%gQ%Pitogg‘éﬁﬁfﬁﬂf?éﬁ%%sC.OR”Sd%‘?QaPXn?%FE%( with
e port. SO

interfaces, such as a parallel port, or a gam display device is a

charseied vy stemaRedial An lemrrateckuiierakovilen adgprad. suchTearrow
preseRhinySRLiammay RS erabodied @mﬁﬁaﬁgﬂb@feﬂmsavww%mmag other
from its spirit or essential characteristics. The described embodiments are
tgadéce buttons 618, a remote control device (not shown) associated with the device, voice
commands, or by moving the communication device in a particular way. The device may
also include port 616 for connecting audio headgear and port 612 for connecting the
device to a docking station or connector for charging the device. Of course, the device

can include any of a variety of configurations and designs that are contemplated within

the scope of the present invention.
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20 considered in all respects only as illustrative and not restrictive. The
scope of the invention is, therefore, indicated by the appended claims
rather than by the foregoing description. All changes which come within

the meaning and range of equivalency of the claims are to be embraced
Wik theitiscope. M CS L L P - 15 ~CLAIMS What is claimBeTgisaa07069989
device that can play digital media, the device comprising: a connection

that recgivesisRAEDt Ml BeWR K anek comPdigiiablighismpanasemefng or
module that identifies %1(‘3 enforces rights for the content by agecessin
t

a

QA St ERANE R B SHEPRS tHEHYRLS Tor the BBhtS R RS i Hbffﬁ"%- Such
struptuee codaplki sesdéa maltibdime nsidvdl anadri, thve mathix aoctudihdyaa portable
leuvri%!:it © leax% 9 rpsl Iv,Qf & I’iceo & pe ryvxj the X4 .e and no
?orreséor%fh% topj (‘e%ci ié?ri ét’é}%gpga)f%?géen s&@t%on SCE' eg %]?iglﬁs o?d '

thaiskes. of e weranikeiaisddatie reieith cabaesrtriscoRE O OO EFERENEJCD-

fr@inope &ﬁm‘zﬁ@mesm REQYIETSagnetic disk sEBRAIVEY QYRS OREAEND YiBrage
channels for at least one content provider; and 15received over one or

e et Ak S s TSR Sr @RIRT YK ith e EoRpHElRg ERebprogram code
inieriace thlferginthenpekintestacdlis eemniigiseddiodiapiaydarasusdrwaiich can
tglee device %Br)e or more ctivities thatjlre ermitted for the content, th

ONE GF More permitted activities basec SRS r?éﬁ?se“z‘ﬁllé’élﬁﬁﬁfeecf?g‘rpt‘h%’ When

cofempation is transferred or provided over a network or another communications
connection (either hardwired, wireless, or a combination of hardwired and wireless) to a
computer, the computer properly views the connection as a computer-readable medium.
Thus, any such connection is properly termed a computer-readable medium.
Combinations of the above should also be included within the scope of computer-readable
media. Computer-executable instructions comprise, for example, instructions and data
which cause a general purpose computer, special purpose computer, or special purpose
processing device to perform a certain function or group of functions.

Although not required, the invention may be described in the general context of
computer-executable 1instructions, such as program modules, being executed by
computers in network environments. Generally, program modules include acts, routines,
programs, objects, components, data structures, etc. that perform particular tasks or
implement particular abstract data types. Computer-executable instructions, associated
data structures, and program modules represent examples of the program code means for
executing acts of the methods disclosed herein. The particular sequence of such
executable instructions or associated data structures represents examples of corresponding
acts for implementing the functions described in such acts.

The devices may also include a magnetic hard disk drive for reading from and
writing to a magnetic hard disk, a magnetic disk drive for reading from or writing to a
removable magnetic disk, or an optical disk drive for reading from or writing to
removable optical disk such as a CD-ROM or other optical media. The device may also
include non-volatile memory including flash memory. The drives and their associated
computer-readable media provide nonvolatile storage of computer-executable
instructions, data structures, program modules and other data. Although the example

environment described herein may employ a magnetic hard disk, a removable magnetic
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3. The device of claim 1, wherein rights applicable to specific content are
identified by accessing the data structure using one or more of a channel,

a content provider, and a device state identified by the digital rights
management module. 95 4. The device of claim 3, wherein the one or
Wwinzeorostest providers can access theé4lata structure to updete /e nightssss
applicable to specific content. 5. The device of claim 1, wherein the data

FHENCHUR COMRIIREEIA dpmpoirkcaaie dRstored ppthe AeYISs: arah Ralkoring
the digital rights management module can identify and enforce the rights

[ . > 119 :
B aceBS¥ g the 8| BAEMHE ASISHY B fisiemiporal catHe figist versatile
giale. Berddull) catbide &, Rrevieriontef slaimeliiwherein the device

accesses a servige to enforce r.igh(t’s in the data structure. ﬁ7.}The d%vic? d

of claim"TEWHeTEIR the data Striictare s Update peroaicaly ithéy by the ©¢ "
tevieed ol iy mawmiotel sérvipecaldliTherdevioe BAdRImchidvigererptheiagegstem,
CAAISRA SHARORLA SRUGEOLARNBNIANA H8NIEE SAIG:dh THE A user

device of claim 8, wherein the device state comprises one or more of:

)Pl BEHECHENIEES 3R BFYHErEoBAPEBIfask ST tRar therpering deviggegfpther input

Usages hehaviek 8f, hridavicaisipgrotne idevicelastieppununicated Wikkidite dish,

15service, W elgein,#ge ser\éict co.oge{ es with theﬁdigital rigthtst h .
rsr(f‘gfhnaeée%én rlngdu € and oiner mput aevices are orten connected 1o the processing

elo
unit through a universal serial bus (USB) or serial port interface coupled to system bus.
Alternatively, the input devices may be connected by other interfaces, such as a parallel
port, or a game port. A display device is also connected to system bus via an interface,
such as video adapter.

The present invention may be embodied in other specific forms without departing
from its spirit or essential characteristics. The described embodiments are to be
considered in all respects only as illustrative and not restrictive. The scope of the
invention is, therefore, indicated by the appended claims rather than by the foregoing
description. All changes which come within the meaning and range of equivalency of the

claims are to be embraced within their scope.
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set and/or enforce rights for the content; subscription level; and network
type. 2010.The device of claim 1, wherein the one or more networks over
which content can be received include at least one wireless network. 11.A1CSLLP
method for protecting content using digit1 rights management, the
method comprising: 25receiving content from a content provider;
identifying at least one of a device state giga channel associated with the
content received from the content provider; accessing a digital rights
management data structure to identify rights for the content, wherein the
dgda sttusiiire gamprises a multi-dimensional matrix, the matrix 30
including a plurality of axes and a plurality of entries, each entry in the
matrix corresponding to specific rights for a given situation described in

terms ohthe.aeemaf dhe Matdiand MS Btd fevild cRpiing.the rights to
the content.

a connection that receives content over a network; and

a digital rights management module that identifies and enforces rights for the
content by accessing a data structure that stores the rights for the content, wherein the
data structure comprises a multi-dimensional matrix, the matrix including a plurality of
axes and a plurality of entries, each entry in the matrix corresponding to specific rights
for a given situation described in terms of the axes of the matrix, and wherein the
content is one or more of:

received from one or more content providers;

received over one or more channels for at least one content provider; and

received over one or more networks.

2. The device of claim 1, further comprising a user interface, wherein the user
interface is configured to display to a user of the device one or more activities that are
permitted for the content, the one or more permitted activities based on the rights

identified for the content.

3. The device of claim 1, wherein rights applicable to specific content are
identified by accessing the data structure using one or more of a channel, a content

provider, and a device state identified by the digital rights management module.

4. The device of claim 3, wherein the one or more content providers can access the

data structure to update the rights applicable to specific content.

5. The device of claim 1, wherein the data structure comprises a temporal cache
stored on the device, such that the digital rights management module can identify and
enforce the rights by accessing the temporal cache as long as the temporal cache is not

stale.
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12. The method of claim 11, further comprising updating a user interface

based on the rights associated with the content. 13. The method of claim

12, wherein the updated user interface displays to a user of the device MCSLLP
one or more activities that arc permitted {8r_the content, the one or more
permitted activities based on the rights associated with the content.

1014.The method of claim 13, wherein the one or more permitted activities
include one or more of: recording the content, saving the content, sharing

the contint, sieiyinglthicontenbarspdbifidevmenmberseftimesymadqtaforge rights in
the. captent,ahqye or below one or more specified volume levels.

1515.The method of claim 13, wherein the one or more permitted activities

do not include an activity desired by a user, the method further comprising

qﬁeryi”@ﬁ'aedgi%‘@'o@%%ﬁ“ﬁmﬁ Qﬁgﬁgﬁas&%%%{%ég gg&%@y%%rio%igally either

whether the activity desired by the user can be receiving
conteatiRy BAUfdre At AReIESEr?086. The method of claim 15, wherein

receiving the content in a different manner comprises one or more of

receiving the content while the device is in a device state different than the

ide ntifie%@edﬁ&&%@ﬁ@,laéﬁulpéabwm@ thReshInRBR 2 dlanakptfferentf content
than the charpgl associated with the content, the different channel also

being associated with the content. 25 17.The method of claim 11, further
comprising, receiving an update to the digital rights management data

sructurg feomacctetArovdedhaningaie CHanaioch PO LMOSE HERIS f-

associated with a particular content. 3018.In a device for accessing
content 23RS dF BiSiecting content using digital rights management,

the metbad GoMREIRAREESSINGLLCABIERL USing a device;
media usage behavior of the device since the device last communicated with a
service, wherein the service cooperates with the digital rights management module to
set and/or enforce rights for the content;
subscription level; and

network type.

10. The device of claim 1, wherein the one or more networks over which content

can be received include at least one wireless network.

11. A method for protecting content using digital rights management, the method
comprising:

recelving content from a content provider;

identifying at least one of a device state and a channel associated with the
content received from the content provider;

accessing a digital rights management data structure to identify rights for the
content, wherein the data structure comprises a multi-dimensional matrix, the matrix
including a plurality of axes and a plurality of entries, each entry in the matrix
corresponding to specific rights for a given situation described in terms of the axes of

the matrix,; and
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- Is- identifying one or more identifiers associated with the content,

the device, or both, wherein the identifiers are selected from the group MCSLLp
including: content provider, network type, and device state; transmitting ’
the one or more identifiers to a remote server;  receiving one or more

rights From the remote server, the one or more rights associated with the

contentﬁj?r?gg%qﬂg@%ﬁg {Qﬁﬁe%%g&grver, wherein the remote server

identifie one or more rights by accessing a digital rights management
data structure using the one or more identifiers, and wherein the data

StRUCtUre COMANSES, 2 a&uﬁi—eﬂ@ﬁﬂ%%@%bmse@g%@n@gﬁﬁgtm&? IN%&ce based on

plurality of axes and a plurality of 10entrie e matrix
dba ﬁcﬁ?ﬁ@‘t@@ééﬁif&thgﬁ@f@ma given situation described in terms of
the axes of the matrix,; and applying the rights to the content. 19. The
method of claim 18, wherein applying the rights to the content includes 15

didplayihge methaseef ieirade ovtisectietieeindas dbmbiatprsishiplays to a user of
agtivilleRfonthe,FQntREt LRGBS QMRS RAIMISTIRG %&'@Hﬁ&%tﬁ{@&%%r more

by the one or more received rights. 20. The method of claim 19, wherein
tRE B biE Sehnarskmdhectighie assrainird 20 ribeoranisid. of: recording

the content, saving the content, sharing the content, playing the content a

specified number of times, and playing the content above or below one or
bre spatsiidgthesupfecleiad 32 Yherahibeere ot icRaRte 1T ritisdr activities include

GRS IRG e D %Q&Qﬁﬁgt%c&ﬁﬁx%mal SR ERRIRNLAR R\ ent, playing
one or more rights associated with the second content, updating the user

ietarEtd HbsHEishewr tabrd Barhicsh R adngitls sorten dbpenar below one or

GabteRbE RN RIRRAES Agrmissible activities for the second content
determined by the one or more received rights associated with the second

content.
15. The method of claim 13, wherein the one or more permitted activities do not

include an activity desired by a user, the method further comprising querying the digital
rights management data structure to determine whether the activity desired by the user

can be obtained by receiving the content in a different manner.

16.  The method of claim 15, wherein receiving the content in a different manner
comprises one or more of: receiving the content while the device is in a device state
different than the identified device state; and receiving the content from a channel
different than the channel associated with the content, the different channel also being

associated with the content.

17. The method of claim 11, further comprising receiving an update to the digital
rights management data structure from a content provider, the update changing one or

more rights associated with a particular content.

18.  In a device for accessing content, a method for protecting content using digital
rights management, the method comprising:

accessing content using a device;
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MCSLLP
-18 -

identifying one or more identifiers associated with the content, the device, or
both, wherein the identifiers are selected from the group including: content provider,
network type, and device state;

transmitting the one or more identifiers to a remote server;

receiving one or more rights from the remote server, the one or more rights
associated with the content and identified by the remote server, wherein the remote
server identifies the one or more rights by accessing a digital rights management data
structure using the one or more identifiers, and wherein the data structure comprises a
multi-dimensional matrix, the matrix including a plurality of axes and a plurality of
entries, each entry in the matrix corresponding to specific rights for a given situation
described in terms of the axes of the matrix,; and

applying the rights to the content.

19. The method of claim 18, wherein applying the rights to the content includes
displaying, in a user interface of the device, one or more permissible activities for the
content, the one or more permissible activities determined by the one or more received

rights.

20.  The method of claim 19, wherein the one or more permissible activities include
one or more of: recording the content, saving the content, sharing the content, playing
the content a specified number of times, and playing the content above or below one or

more specified volume levels.

21.  The method of claim 19, further comprising, in response to accessing second
content and receiving one or more rights associated with the second content, updating
the user interface to display one or more permissible activities for the second content,
the one or more permissible activities for the second content determined by the one or

more received rights associated with the second content.

22, The method of claim 18, further comprising storing the one or more rights

associated with the content in a temporal cache on the device.



