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SECURE IDENTITY AND PROFILING SYSTEM

FIELD
[0001] Methods and systems disclosed herein relate generally to the secure storage,
management, and retrieval of data. More specifically, the methods and systems
disclosed herein are directed to systems for managing the storage of personally
identifiable information (PII) by using blockchain technology to map and retrieve that

information to distribute to requesting entities.

BACKGROUND
[0002] Intoday’s technological environment, a user may interact with an entity (or
more specifically, a computer system associated with an entity) that requests personally
identifiable information (PII) associated with the user. For example, an entity may
request certain key pieces of information from a user in order to carry out an exchange
or transaction between the entity and the user. Such transactions can include the
exchange of specific resources, goods, services, financial instruments, access (e.g., to

a secure resource or area), and so forth.

[0003] In many cases, the user may be requested to provide Pll such as the user’s
address, the user’s social security number, and so forth. For example, the entity may be
a financial entity such as a bank, and the transaction may be the user applying for a
loan. In such an example, the user would be requested to provide Pll that the bank may
use to make a decision on the loan (e.g., by using that PII to look up the user’s credit

score).

[0004] Thus, a user conducting multiple transactions over time may be providing PlII
to multiple entities associated with those transactions. This may result in duplicated
efforts in which the user is repeatedly providing the same PII to different entities. In
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order to prevent this from happening, a system can be implemented that stores PlI

associated with a user and enables the sharing of that Pll across multiple entities.

[0005] For example, a user may initiate loan applications with a first bank and a
second bank in order to cross-shop loan rates. A system that stores the user’s Pll (e.g.,
address, social security number, and so forth) could share that Pll with both the first
bank and the second bank, such that the user would not need to manually enter and

provide the Pll to both the first bank and the second bank.

[0006] However, such a system faces numerous challenges associated with data
security. Different entities may require different subsets of a user’s Pll. Care must be
taken to provide each entity with only the minimum amount of a user’s Pll necessary
and to ensure that each entity is authorized to receive the user’s PIl. Furthermore, the
Pl for each user should be stored by the system in a secure manner that prevents or

mitigates the release of Pll in the event that the system is hacked.

BRIEF SUMMARY
[0007] In some embodiments of the present disclosure, systems and methods are
contemplated for which an identity and profiling system receives a request from an
entity computing system for a first set of information associated with a user. The identity
and profiling system may send a request to a mobile device operated by the user for the
first set of information associated with the user. The identity and profiling system may
receive an access token from the mobile device and determine a key associated with
the user, which is used to decrypt the access token in order to obtain a second set of
information associated with the user. The identity and profiling system may determine
from a main blockchain at least one storage location for a third set of information
associated with the user, and then the identity and profiling system may locate the third
set of information associated with the user in an offchain based on the at least one
storage location. Once the third set of information associated with the user is located

and retrieved, it can be sent to the entity computing system.
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[0008] In some embodiments, the first set of information associated with the user may
correspond to the set of a user’'s personally identifiable information (PIl) that is being
requested from the entity computing system. For example, in order to conduct a
transaction or perform a function, the entity computing system may need the user’'s
address and social security number. Thus, the first set of information in this example
would be the user's address and social security number. In some embodiments, the
second set of information associated with a user may correspond to the set of a user’s
Pll that the user is permitting to be released to the requesting entity computing system.
In general, the second set of information will be an indication of the PIl permitted to be
released rather than the actual underlying values for that PII. For instance, in the
previous example, the user may provide permission to release their address but not
their social security number. Thus, the second set of information in this example would
be an indication of the user's address data field instead of the user’'s actual address. In
some embodiments, the third set of information associated with the user may also
correspond to the user’s Pll that the user is permitting to be released to the requesting
entity computing system. However, the third set of information will generally be the
actual underlying values for that Pl (e.g., stored in the offchain). For instance, in the

previous example, the third set of information would be the user’s address.

[0009] In various embodiments, the offchain may be a decentralized data store or an
alternate blockchain. In various embodiments, the at least one storage location for the
third set of information associated with the user is indicated in a smart contract of the
main blockchain. In various embodiments, the identity and profiling system may take
steps to determine that a phone number for a mobile device associated with the user

exists within the identity and profiling system.

[0010] In various embodiments, the identity and profiling system may take steps to
determine that a phone number for a mobile device associated with the user does not
exist within the identity and profiling system. Upon determining that the phone number
for a mobile device associated with the user does not exist within the identity and
profiling system, a request may be sent to the mobile device for the user to provide the
first set of information associated with the user. In various embodiments, the identity

~
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and profiling system may assign a key associated with the user to the mobile device. In
some embodiments, the key associated with the user may be a shared secret (e.g., a
symmetric encryption key) or an IPS public key of an IPS public/private key pair used to
decrypt transmissions from the mobile device. In some embodiments, the IPS
public/private key pair may be specifically associated with the user, and one
public/private key pair can be generated for each user of the IPS system. In such
embodiments, the IPS public key of the IPS public/private key pair may not be generally
available to the public or other users, but is only known to the specific user to which the
public/private key pair was assigned. Following registration, the identity and profiling
system may receive the first set of information associated with the user from the mobile
device and store the first set of information associated with the user in the offchain. The
identity and profiling system may store at least one storage location for the first set of

information associated with the user in the main blockchain.

[0011] In some embodiments of the present disclosure, systems and methods are
contemplated for which a mobile device receives a request from an identity and profiling
system to provide a first set of information associated with a user of the mobile device to
a requesting entity. The mobile device may generate a user interface allowing the user
to grant permission to provide the first set of information associated with the user to the
requesting entity. Once the user grants permission, the mobile device may generate a
second set of information associated with the user (e.g., based on the granted
permissions). The mobile device may retrieve a key associated with the user and
generate an access token by encrypting the second set of information associated with
the user using the key associated with the user. Finally, the mobile device may send the

access token to the identity and profiling system.

[0012] In various embodiments, the second set of information associated with the user
is an access control bitmap. In various embodiments, the mobile device includes a
keystore manager for storing the key associated with the user. In various embodiments,
the mobile device may take steps to determine, from the request, an entity identifier

associated with the requesting entity. The entity identifier can be used by the mobile
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device to authenticate the requesting entity by verifying the entity identifier (e.g., with a

certificate authority).

BRIEF DESCRIPTION OF THE DRAWINGS
[0013] FIG. 1 illustrates a system diagram for storing and managing secure
information that includes a secure identity and profiling system, in accordance with

embodiments of the present disclosure.

[0014] FIG. 2 illustrates system diagrams for a client system and an identity and

profiling system, in accordance with embodiments of the present disclosure.

[0015] FIG. 3 illustrates a flowchart for registering a user with the identity and profiling

system, in accordance with embodiments of the present disclosure.

[0016] FIG. 4 illustrates a flowchart for collecting PIl from a user with the identity and

profiling system, in accordance with embodiments of the present disclosure.

[0017] FIG. 5 illustrates a flowchart for releasing user Pl with the identity and profiling

system, in accordance with embodiments of the present disclosure.

DETAILED DESCRIPTION
[0018] Introduction

[0019] Users frequently provide varying amounts of sensitive information, such as
personally identifiable information (PII), to multiple different entities (e.g., for the
purposes of conducting a transaction). It is inconvenient for a user to manually enter this

requested information (e.g., via a user interface on a mobile device) each time.

[0020] In order to prevent a user having to manually enter that information each time,
that user’'s information can be stored (e.g., by a system) and later retrieved when
needed again. However, an implementation that involves saving Pll with at least one of

the entities poses problems. In particular, the entities will not, by default, trust each
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other. This will prevent the sharing of the saved PIl between entities unless the user is

somehow able to provide explicit permission for the sharing to take place.

[0021] Furthermore, there are security issues associated with saving user Pll at one
entity (e.g., a centralized location) or even storing user Pll data with multiple entities
(e.g., at multiple different locations). In particular, any user Pl stored with the entities
will be susceptible to hacking and security breaches. In that scenario, the entities have
ownership of user Pll and the users are at the peril of those entities being hacked; if any
of those entities are hacked, any user Pl stored with those entities will be exposed and
out in the wild. Furthermore, storing user PII at the entities could allow the entities to
look up and access user data at any time, even if the user is unaware and has not given

the entity permission to look up that information.

[0022] This disclosure is directed towards mitigating these problems by having user
Pll stored at a location (e.g., a centralized or decentralized data store) that is gated or
facilitated by a neutral, third party. However, this third party does not actually have
possession of the user Pll — each user would continue to “own” any information
associated with them. The third party only serves to pull relevant user Pl from the data
store and release that information to requesting entities upon receiving user permission.
In other words, all of the user's Pll becomes part of the user’s profile and is hidden from
all of the entities, but can also be made available to the entities based on need and the
user’s permission. For instance, an entity can request, and can be provided, access to

retrieve some of a user’s Pll from a decentralized data store.

[0023] Furthermore, the user Pll can also be stored using a data structure that
prevents the information from being used to identify specific users even if the data store
and/or the third party are hacked. The result is a system that allows a user conducting
multiple transactions over time to easily and seamlessly provide the user’s Pll to
multiple entities associated with those transactions. This prevents the user from having
to manually enter and provide their Pll to each entity, while also improving data security

by reducing the chances that the user’s PII will fall into the wrong hands.

[0024] Terms and Definitions
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[0025] Prior to discussing the details of some embodiments of the present invention,

description of some terms may be helpful in understanding the various embodiments.

[0026] A "transaction" may comprise any exchange or interaction between two or
more users and/or entities. The transaction can include the exchange of resources,
goods, services, financial instruments, access (e.g., to a secure resource or area), and
so forth. In some embodiments, the transaction may require a user to provide certain
personally identifiable information (PIl) that is necessary for the transaction. For
instance, one example of a transaction is a loan application (e.g., where a financial
entity such as a bank is offering to provide a loan to a user, and the user is applying for
the loan) which may require the user to provide certain Pll necessary to establishing the
loan (e.g., a bank account number for disbursing the loan amount to). Another example
of a financial transaction could be a user applying for a credit card or bank account. An
example of a non-financial transaction could be a user seeking healthcare treatment,
which may require that the user provide certain Pll (e.g., protected health information, or

PHI) in order to receive treatment.

[0027] “Personally identifiable information (PII)” may refer to any data items
associated with a user that can be used (e.g., by itself or in combination with other data
items) in order to identify a specific user. Examples of Pll include a user’s address, a
user’s birthdate, a user’s social security number, a user’s bank account number, a
user’s bank account balance, a user’'s current salary, a user’s property information, a

user’'s outstanding loans, the user’s driving history, and so forth.

[0028] A “user” may refer to any person that may participate as a party to a
transaction. In some cases, the user may be in possession of a mobile device which
can be used to communicate with the Identity and Profiling System in order to provide
permission to release the user’s Pll to requesting entities. In some embodiments,
individual users may be direct customers of financial services provided by financial
entities. In some embodiments, individual users may be direct customers of healthcare

services provided by healthcare entities.
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[0029] An “entity” may refer to any counterparty to a user in a transaction. An entity
may provide to the user resources, goods, services, financial instruments, access (e.g.,
to a secure resource or area), and so forth. The entity may include or be associated with
a computing system that handles the transaction electronically. The entity may seek
access to certain personally identifiable information (PII) or secure profile data of the
user, which the user may consent to providing. Examples of entities include financial
entities that users interact with to carry out financial operations, such as the opening of
an account (e.g., bank account), applying for loans, updating of personal information,
and so forth. Other examples of entities include insurance companies, as well as

healthcare entities such as hospitals, healthcare providers, and so forth.

[0030] A “blockchain” may be a distributed database that is used to maintain a
continuously growing list of records, called blocks. In some implementations, each block
contains a timestamp and a link to a previous block. A blockchain is typically managed
by a peer-to-peer network collectively adhering to a protocol for validating new blocks.
Once recorded, the data in any given block cannot be altered retroactively without the
alteration of all subsequent blocks and the collusion of the network. This allows the
blockchain to serve as a data record between parties that is both verifiable and
permanent. A blockchain platform utilizing smart contracts may be used with the Identity
and Profiling Service (IPS) in order to store the location of secure information (user PII),
which itself can be stored in off-chain storage (e.g., another blockchain or a secure
distributed datastore). A blockchain may be spread out over a plurality of nodes (e.g., of

a distributed computing system).

[0031] A “smart contract” may be a computer protocol intended to facilitate, verify, or
enforce the negotiation or performance of a contract. It may include a technology
feature of a blockchain that consists of local storage, code, and a virtual currency. The
local storage of smart contracts can be used to store the location of user Pll and secure

profile information and retrieve that information based on an access token.

[0032] A “node” may refer to any suitable data computation device or devices, which

may commonly include a processor and memory for running applications, such as a
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blockchain client. In some embodiments, a node may be tasked with updating and

maintaining a blockchain.

[0033] An “Identity and Profiling Service (IPS)” may refer to a central hub of
middleware stack that interfaces between individual users (e.g., their mobile devices)
and entities, and also interacts with a permissioned blockchain platform that stores
users’ secure personal information. The IPS facilitates the management of secure
identities and profile data for users by seeking out permission from a user to locate and
retrieve their personal information to release to a requesting entity. In some cases, a
user may be in possession of a mobile device which can be used to communicate with

the IPS in order to provide permission to release the user’s Pll to requesting entities.

[0034] An “entity identifier” may to any suitable data that can be used to identify an
entity. In some embodiments, an entity identifier may include a public key certificate
that is used to identify/verify an entity. The entity identifier may be used as an input to

constructing a secure access token.

[0035] An “access control bitmap” may refer to a digital object or file that provides a
mapping indicating which data items of a user’s stored PII to release to a requesting
entity (e.g., the mapping can dictate the user’s profile attributes IDs). For instance, when
a user is providing Pll directly to an entity, all of that information may be associated with
a field/attribute name (e.g., “client name” for the user’s legal name). These attribute
names being requested by an entity may be sent to the user with the request, such that
the user can see what kinds of information are being requested. Once the user grants
permission to release that information, the attribute names can be converted into a
bitmap. In some cases, the bitmap may have 128-bits which individually act as a switch.
For instance, each bit can be setto ‘O’ or ‘1’, and if a bit is set to ‘1’, the attribute
associated with that bit is being requested from the user. It should be noted that the

bitmap may be used as an input to constructing an access token.

[0036] An “access token” may include any suitable data that can be used to provide
access to certain information. It may refer to a digital object, file, or token that is

constructed using a combination of the user’s private key certificate, the entity identifier,
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and the access control bitmap. For instance, the access control bitmap may be
encrypted using a shared secret based off the user’s private key and/or the entity
identifier. For example, a shared secret may be an entity identifier encrypted by the
user’s private key. The shared secret may then be transferred to the IPS using a
session key or a protocol such as a Diffie-Hellman protocol. In order to decrypt the
access token, the IPS may use the shared secret. This token is passed between the
user’s device and the IPS. The access token may be used to indicate multiple things:
(1) the user specifically granted permission to the data and the permission is not coming
from someone else (since the shared secret is unique to the user and the entity and can
be verified with a user’s public key corresponding to the user’s private key); and (2) only
the requesting entity is going to be receiving the data and no one else (since nobody
else would have the entity’s identifier). The access token is constructed on the user’s

mobile device (e.g., client-side).

[0037] A “processor’” may refer to any suitable data computation device or devices.
A processor may comprise one or more microprocessors working together to
accomplish a desired function. The processor may include CPU comprises at least one
high-speed data processor adequate to execute program components for executing
user and/or system-generated requests. The CPU may be a microprocessor such as
AMD's Athlon, Duron and/or Opteron; IBM and/or Motorola's PowerPC; IBM's and
Sony's Cell processor; Intel's Celeron, Itanium, Pentium, Xeon, and/or XScale; and/or

the like processor(s).

[0038] A “memory” may be any suitable device or devices that can store electronic
data. A suitable memory may comprise a non-transitory computer readable medium
that stores instructions that can be executed by a processor to implement a desired
method. Examples of memories may comprise one or more memory chips, disk drives,
etc. Such memories may operate using any suitable electrical, optical, and/or magnetic

mode of operation.
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[0039] An “application” may be computer code or other data stored on a computer
readable medium (e.g. memory element or secure element) that may be executable by

a processor to complete a task.
[0040] Figures

[0041] FIG. 1 illustrates a system diagram for storing and managing secure
information that includes a secure identity and profiling system, in accordance with

embodiments of the present disclosure.

[0042] In various embodiments, there may be one or more users 102, including user 1
through user N. The users 102 may operate mobile devices 104 (e.g., smart phones),
including device 1 through device N. Each user may have their own mobile device,
through which they communicate with the Identity and Profiling System 120. Thus, the
users 102 collectively operate the mobile devices 104 to communicate with the ldentity

and Profiling System 120.

[0043] In some embodiments, the Identity and Profiling System 120 may be in
communication with one or more entities 110, including entity 1 through entity N. These
various entities 110 may be counterparties to interactions or transactions with the users
102. For instance, user 1 may interact with entity 1, which requests certain information

from user 1 in order to proceed with the interaction.

[0044] In some embodiments, the Identity and Profiling System 120 may serve as a
communications middleman between the users 102 and the entities 110. For instance, if
entity 1 requests certain information (e.g., personally identifiable information, or PII)
from user 1 in order to proceed with the interaction, the Identity and Profiling System

120 will send that request to the mobile device (e.g., device 1) used by user 1.

[0045] In some embodiments, the Identity and Profiling System 120 may also serve to
collect, store, and manage any PIl from the users 102. For instance, if user 1 receives a
request from entity 1 for certain information associated with user 1 that has not already

been collected by the Identity and Profiling System 120, the Identity and Profiling
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System 120 may receive that information from user 1. The Identity and Profiling System

120 may then store user 1’s PIl in User PII Storage 130.

[0046] In some embodiments, the User Pll Storage 130 can be a centralized or
decentralized data store for storing users’ Pll. User Pll can be catalogued within the
User PII Storage 130 for later retrieval by the Identity and Profiling System 120. For
example, if entity 1 requests certain information from user 1 for the first time, user 1 can
provide that information to the Identity and Profiling System 120 to be stored in the User
PII Storage 130. If at a later time, entity 2 requests that information from user 1, user 1
can provide the Identity and Profiling System 120 permission to retrieve that information

from the User Pl Storage 130 and release it to entity 2.

[0047] In some embodiments, the User Pll Storage 130 can be implemented using a
combination of a main blockchain 132 and offchain 134. In some embodiments, offchain
134 may refer to an alternative blockchain that branches off the main blockchain 132,
while in other embodiments, offchain 134 may be any form of secure, decentralized
data store (e.g., distributed over one or more nodes of a cloud computing cluster). In
some embodiments, the Identity and Profiling System 120 may manage secure
information (user PII) by storing it in the offchain 134. For instance, offchain 134 could
be an alternate blockchain and a user’s PII could be stored in various blocks of the
offchain 134. The offchain 134 may store user PIl without storing any information of
which user the Pll is associated with. Thus, a user’s Pll could be ‘anonymized’ by being
broken up and stored in a distributed manner across the various blocks. This would
result in, for example, one block containing only a user’s current salary, which by itself
would not be enough information to identify which user that data is associated with. In
such embodiments, a transaction identifier or other data may be used to link different

types of data spread across various blocks.

[0048] In some embodiments, the main blockchain 132 can be used to store the
various locations of where a user’s Pll is stored in the offchain 134. In some
embodiments, the main blockchain 132 may be implemented on a blockchain platform

utilizing smart contracts and the location data for a user’s Pl can be stored on smart
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contracts in the main blockchain 132. In order for the Identity and Profiling System 120
to read a smart contract associated with a particular user, the ldentity and Profiling
System 120 may need some information, such as the access token, the access control
bitmap, and/or the user’s public key. With that information available, the Identity and
Profiling System 120 may be able to read a smart contract to map out the locations for
where the user’s Pll is stored. The Identity and Profiling System 120 may then retrieve

the user’s PIl from those locations and release the PII to the requesting entity.

[0049] By storing user Pl in the offchain 134 in an ‘anonymized’ manner (e.g., where
all the locations of a user’s Pll is indexed using the main blockchain 132), an extra layer
of security is added. In the event that the offchain 134 is hacked, the data within the
offchain 134 cannot be associated with particular users. Additionally, in the event that
the main blockchain 132 is hacked, the main blockchain 132 only contains the locations
of a users Pll and those locations can only be read with the user’s private key in

possession.

[0050] In summary, the Identity and Profiling System 120 can store user data in the
offchain 134 (which can be a blockchain) and can also retrieve that stored user data
from the offchain 134. The entities 110 themselves do not have direct access to the
offchain 134 or even the main blockchain 132, which informs where user data is stored
in the offchain 134. In order for the entities 110 to obtain user data, the Identity and
Profiling System 120 must retrieve the requested user data from the offchain 134 and

release it to the requesting entity.

[0051] As an example use case, one of the entities 110 could be a financial entity,
such as a bank. If a user applies for a loan at the bank, the bank may request certain
information associated with the user that is needed for making a loan decision. For
instance, the bank may need to know information such as the user’'s address and bank
account number to deposit the loan to. In addition, the bank may want to know the
user’s current salary and the user’s total current debt in order to determine whether it is
prudent to extend a loan to the user. However, the bank would not request this

information from the user directly. Instead, the user may supply the bank with a phone
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number for their mobile device. The bank may send a request to the Identity and
Profiling System 120, with the request indicating the user’'s phone number and all the
different items of information being requested (these may be in the form of attribute IDs
or field names, such as “salary”, “total debt”, and so forth). In some cases, the request
may also include an entity identifier associated with the bank (e.g., the bank’s public

key).

[0052] The Identity and Profiling System 120 would receive that request from the
bank. In some embodiments, the Identity and Profiling System 120 may authenticate the
bank by verifying the entity identifier. For instance, the entity identifier can be sent to a
certificate authority to verify (e.g., if the entity identifier is a public key). The Identity and
Profiling System 120 may then check to see if the user's phone number exists in the
records of the Identity and Profiling System 120 (e.g., if it exists in a data store). If the
user’'s phone number exists in the records, that means the user has already signed up
with the Identity and Profiling System 120 and the requested information has likely been

collected and stored.

[0053] Alternatively, if the user’'s phone number does not exist in the records, that
means the user has not signed up yet with the Identity and Profiling System 120. The
Identity and Profiling System 120 may then contact the user via the phone number (e.g.,
by sending a text message to the number) that informs the user to download the mobile
device application associated with the Identity and Profiling System 120 (in some cases,
this application may be referred to as the “client system”, which is discussed in more
detail in regards to FIG. 2). The user would then instruct their mobile device to
download and install the corresponding mobile device application. In some
embodiments, the user may be assigned a user private key (which can be generated by
the mobile device or provided by the Identity and Profiling System 120), and that user
private key is sent to the application to be saved. In some embodiments, the user may
be provided an IPS public key by the Identity and Profiling System 120, and the IPS
public key can be saved by the application. Once installed, the mobile application would
set up a user profile for the user to be associated with the mobile device phone number

by having the user manually enter their personal information into the application. All of
14
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the user’s Pll would then be collected and stored by the Identity and Profiling System
120 in the offchain 134 with the location of that data indexed by smart contracts in the
main blockchain 132. The Identity and Profiling System 120 may also provide the bank

with the user data that it requested.

[0054] In the case that the user's phone number exists in the records, the Identity and
Profiling System 120 may forward the request to the application on the user's mobile
device. The application will inform the user that the bank is requesting their information
and provide a list of all the information that the bank has requested. The user may give
permission to release all of the requested information to the bank, or in some
embodiments, the user may have the additional option to select which items to release
to the bank (e.g., the user may choose to release their current salary but not their total
debt).

[0055] Once the user has indicated which data items permitted to be released to the
bank, the mobile application may generate an access control bitmap corresponding to
those permissions. The access control bitmap may be used to generate an access
token (such as by encrypting the bitmap with a shared secret, which may be based off a
combination of the user’s private key and/or the entity identifier, or by encrypting the
bitmap with the IPS public key provided by the IPS), which is sent back to the Identity
and Profiling System 120. The access control bitmap and the access token are

described in further detail in regards to FIG. 2.

[0056] The Identity and Profiling System 120 may decrypt the access token to
determine which data items the user has permitted to be released to the bank.
Furthermore, using the access token the Identity and Profiling System 120 can locate
and read the smart contract on the main blockchain 132 to determine where the user’s
Pll is stored in the offchain 134. The Identity and Profiling System 120 can retrieve the
requested data items from the offchain 134 and release those data items back to the
bank. If the bank has requested certain data items that are not stored in the offchain
134 (this can be determined by checking what data is available in the smart contract),

then the Identity and Profiling System 120 may prompt the user for the additional
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information (similar to the user sign-up process) and store that information in the

offchain 134 after providing it to the bank.

[0057] FIG. 2 illustrates system diagrams for a client system and an identity and

profiling system, in accordance with embodiments of the present disclosure.

[0058] As shown in the figure, a Client System 200 (e.g., utilized by a user) may be
configured to interact with an Identity and Profiling System 220 (e.g, the third party

system for relaying requested user PII to various entities).

[0059] In some embodiments, the Client System 200 may be a hardware and/or
software (e.g. application) package that is installed on a mobile device (e.g., a
smartphone) of a user. For example, the Client System 200 may include a software
application that contains all the various components of the Client System 200, and a
user may install the application on their mobile device by navigating a browser on their

mobile device to an ‘App Store’ to download the application.

[0060] In some embodiments, the client system 200 may include User Interface (Ul)
Components Features 202 and/or SDK Features 212. In some embodiments, the User
Interface (Ul) Components Features 202 may include a Renderer Module 204, a Data
Obfuscator Module 206, and/or a Secure Channel Module 208. In some embodiments,
the SDK Features 212 may include a Keystore Management Module 214, a Bitmap
Computer Module 216, and/or a Tokenizer Module 218.

[0061] In some embodiments, the Renderer Module 204 may be the graphics engine
that renders graphical user interfaces (GUI) on the user's mobile device that display

queries or requests by an entity for the user’s PII.

[0062] In some embodiments, the Data Obfuscator Module 206 may be configured to
encrypt user data (e.g., the user’s PIl) before it is transmitted by the mobile device (e.g.,
through a wireless communications protocol). For example, when the user initially
supplies their Pll to the Identity and Profiling System 220 to be stored for later use, the
Data Obfuscator Module 206 may encrypt that Pll as an extra security precaution. This

may help safeguard against man-in-the-middle attacks in which a malicious entity is
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seeking to intercept the user’'s PIl. Any suitable encryption scheme may be used by the
Data Obfuscator Module 206.

[0063] In some embodiments, the Secure Channel Module 208 may be a component
that allows for a secure call or channel of communication to be established between the
Client System 200 and the Identity and Profiling Service (IPS) 230 of the Identity and
Profiling System 220. For example, in embodiments for which the Client System 200
includes a software application installed on a mobile device of a user, the Secure
Channel Module 208 within that application may work to ensure that other applications
(e.g., running in the background) on the mobile device cannot peer into any service
requests or communications with the Identity and Profiling Service (IPS) 230. In some
embodiments, the Secure Channel Module 208 may also safeguard against man-in-the-
middle attacks by establishing a secure channel to prevent any communications with
the Identity and Profiling Service (IPS) 230 from being intercepted. This secure channel
may also serve to ‘hide’ data being sent from the user’s mobile device to the entity (via
the IPS).

[0064] In some embodiments, the Keystore Management Module 214 may be the
user’s private key store, or a secure location (such as a Trusted Execution
Environment) in the user's mobile device that stores the user’s private key certificate.
This private key may be used as one of the three inputs for creating the access token

that is needed to locate and access the user’s stored PII.

[0065] In some embodiments, the Bitmap Computer Module 216 may be a component
that is used to generate an access control bitmap that can be understood by the IPS
(e.g., an IPS-understandable bitmap). The bitmap may serve to indicate which data
items/fields of the user’s PII or profile attributes are being requested by an entity. For
example, a user’s Pll could include over a hundred data items (e.g., the user’s address,
data of birth, social security number, bank account number, and so forth). If the
transaction with the entity only requires a subset of these data items (e.g., the entity is
requesting only the user’s address and date of birth, but not other items such as the

user’s social security number, bank account number, and so forth), then for security
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reasons care should be taken to ensure that the entity is being provided with only the
necessary data items and not any ‘extra’ Pll (e.g., the entity is being provided with only
the user’s address and date of birth, as requested). Thus, the bitmap serves as a
mapping or indication of which data items are being permitted for release to the
requesting entity. In some embodiments, bitmap can be thought of conceptually as a
simple checklist that lists the available data fields. In some implementations, the bitmap
may contain ‘0’ or ‘1’ values corresponding to each data field, with a ‘1’ indicating that
the user’s Pl corresponding to that data field is permitted for release to the requesting
entity. In some cases, the bitmap may have 128-bits which individually act as a switch.
For instance, each bit can be set to ‘O’ or ‘1, and if a bit is set to ‘1’, the attribute

associated with that bit is being requested from the user.

[0066] In some embodiments, the Tokenizer Module 218 may be configured to
generate access tokens. In some embodiments, the access token may be generated
based on a combination of three inputs: the user’s private key (e.g., stored by the
Keystore Management Module 214), the entity’s public key or any other suitable
identifier for the entity (e.g., an entity identifier validated by a certificate authority), and
the access control bitmap (e.g., generated by Bitmap Computer Module 216). In some
embodiments, the Tokenizer Module 218 may further be configured to verify an entity
(e.g., a financial entity such as a bank) using the entity’s public key or the entity’s
identifier that is received by the Client System 200. The access token may be used to
indicate multiple things: (1) the user specifically granted permission to the data and the
permission is not coming from someone else (this can be inferred based on the
encryption used, as well as the return of the entity identifier that was supplied to the
mobile device); and (2) that the correct requesting entity is going to be receiving the
data and no one else (this can be confirmed using the entity’s identifier). In some
embodiments, the Tokenizer Module 218 may generate the access token by taking the
three inputs: the user’s private key, the entity’s public key, and the access control
bitmap, and then binding all of that information together to create the access token (e.g.,

by encrypting the bitmap with a shared secret that is based off a combination of the
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user’s private key and the entity’s public key). Additional examples of techniques for

generating the access token are disclosed herein.

[0067] In some embodiments, the access token may also define additional limitations
on how the requesting entity can access the released information (e.g., a time duration
for access). The user may be presented with the option in the mobile application to
define limitations on access for the requesting entity, such as a time duration. The
various access limitations for different entities associated with a particular user may be
defined and managed within the smart contract of the main blockchain that is
associated with that user. For instance, if a user only wants to give bank ‘X’ access to
their PII for 48 hours, the user could specify that within the mobile application and the

access token generated would contain that access limitation.

[0068] In summary, the user’s mobile device may initially receive a request to provide
user Pl to the IPS. That request may be displayed via a graphical user interface
rendered on a screen of the mobile device (e.g., by the Renderer Module 204). If the
user accepts the request, the user may manually enter their Pl (which can include
numerous data items) directly into the user interface. The PIl may then be encrypted
(e.g., by the Data Obfuscator Module 206) and sent to the IPS (e.g., via a secure
channel established by the Secure Channel Module 208) to be stored on the backend.
When an entity requests certain items from the user’s PII, that request may similarly be
displayed via a graphical user interface rendered on a screen of the mobile device (e.g.,
by the Renderer Module 204). In some cases, the mobile device may receive the
entity’s identifier with the request, which can be used to authenticate the requesting
entity (e.g., by verifying the identifier with a certificate authority). If the user accepts the
request, then an access control bitmap may be generated (e.g., by the Bitmap
Computer Module 216) that indicates which items of the user’s PIl are permitted to be
released to that entity. The bitmap can be used, along with the user’s private key and
the entity’s identifier, to generate an access token (e.g., by the Tokenizer Module 218)
on the client-side. Once the access token is created, a secure connection is initiated

with the IPS and the access token is sent back to the IPS. The IPS can decrypt and

19



10

15

20

25

WO 2019/089044 PCT/US2017/059929

read the bitmap, which can be used to determine what data items are being released,

as well as to locate and provide the requested PII for the user to the requesting entity.

[0069] In some embodiments, the Identity and Profiling System 220 may include an

Identity and Profiling Service (IPS) 230 and/or a Blockchain Wrapper Service 260.

[0070] In some embodiments, the Identity and Profiling Service 230 may utilize REST /
Socket interfaces and may include Core Features 232, Fagade Features 242, and/or a
State Datastore 252. In some embodiments, the Core Features 232 may include a
Token Inferer/Parser Module 234 and/or a Data Structures Module 236. In some
embodiments, the Facade Features 242 may include a Smart Contracts Communication
Module 244 and/or a BaaS Marshaling Module 246.

[0071] In some embodiments, the Token Inferer/Parser Module 234 may be
configured to receive and parse any access tokens received from the user’'s mobile
device. As previously mentioned, the access token underscores a user’s intent to share
certain attributes or data items within their Pl to the requesting entity. In some
embodiments, the Token Inferer/Parser Module 234 component interacts with
underlying blockchain services to source or store user Pll. In some embodiments, the
Token Inferer/Parser Module 234 may know the specific decryption mechanism needed
to decode the access token. The Token Inferer/Parser Module 234 may decrypt the
access token based on the appropriate decryption mechanism for the implementation.
In some embodiments for example, the Token Inferer/Parser Module 234 may decrypt
the access token using a shared secret (e.g., based on the user’s private key and the
entity’s public key) and look at the access control bitmap supplied by the Client System
200 in order to determine the attributes that the user has provided permission to be
read. Alternatively, as another example, the Token Inferer/Parser Module 234 may
decrypt the access token using the IPS private key (if the access token was encrypted
using the IPS public key provided to the mobile device) in order to look at the access
control bitmap supplied by the Client System 200 and determine the attributes that the

user has provided permission to be read.
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[0072] In some embodiments, the Data Structures Module 236 may be configured to
define how the user’s Pll is stored and structured on the backend. In some
embodiments, the Data Structures Module 236 may include a set of classes that define

data structures associated with a user, an entity, and any other downstream systems.

[0073] In some embodiments, the Smart Contracts Communication Module 244 may
serve as a fagade that takes care of managing connections with Blockchain services
(e.g., if Blockchain technology is used to implement the storage of user PII). This
component may be configured to translate hardware level language to a language that
is compatible with smart contractors. In other words, this component may be a translator

that takes an object and converts it into a smart contract.

[0074] In some embodiments, the BaaS Marshaling Module 246 may be configured to
translate data structures between the IPS 230 and the Blockchain Wrapper Service 260.
In some embodiments, the BaaS Marshaling Module 246 may be configured to
transform data (e.g., user PII) to be sent to the requesting entity in the form of a callback
service after that data has been located for the user in the offchain. The callback service
may output the data to the requesting entity so that the entity can proceed to carry out
the interaction with the user. Sending the data to the requesting entity in the form of a
callback service may only take a few seconds and can be implemented using an

asynchronous API call.

[0075] In some embodiments, the State Datastore 252 may be a local state database
that stores service call state for various users without storing any Pll associated with
those users. For example, in some embodiments, the State Datastore 252 may store
phone numbers associated with the mobile device of various users. If a phone number
of a user’'s mobile device is stored within the State Datastore 252, that may mean that a
profile exists for the user and the user’s Pll has been collected and stored. Otherwise, if
a phone number of a user’s mobile device does not exist within the State Datastore 252,
then the user’s profile has to be created and the user’s Pll has to be collected for

storage. Thus, the IPS 230 may be configured to check if a user exists within the
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system or not by checking for a phone number of a mobile device associated with the

user.

[0076] In some embodiments, the Blockchain Wrapper Service 260 may include
Offchain Features 262 and/or Smart Contracts Features 272. In some embodiments,
the the Offchain Features 262 may include a Blockchain Linker Module 264, an In-Time
Storage Module 266, and/or an Encryptor Module 268. In some embodiments, the the
Smart Contracts Features 272 may include a Locator Module 274, an Entity

Authenticator Module 276, and/or a Performance Metrics Module 278.

[0077] In some embodiments, the Blockchain Linker Module 264 may be configured to
create a link, via a smart contract, between each user’s profile state and that user’s PlI
stored on a separate blockchain. The separate blockchain may store the user’'s

anonymized PIl data in the form of transactions.

[0078] In some embodiments, the In-Time Storage Module 266 may be a component
that allows retrieving user data in multiple parts from a point-in-time. The user might
have stored different attributes at different times via different entities. Over time, data for
an attribute may change and an entity’s access to that attribute may change or expire.
For example, a user’'s address may change over time as the user moves and the In-
Time Storage Module 266 may be configured to allow the retrieval of the user’s address
at different points in time. For this kind of dynamic data, the In-Time Storage Module
266 may be configured to manage how long that data will be available to each entity.
For example, in one implementation, for each PIl data item of a user there may an
access timer for each entity. This access timer may be an event-based timer (e.g., ‘X
entity’s access to this particular data item is going to expire in 5 days). In some
embodiments, only one access timer may be triggered at a time, even if all the different
attributes have different time settings. However, it should be noted that not all of a
user’'s Pl will be dynamic in nature. For instance, a user’s social security number will
not change over time, and thus there is no need for retrieving a user’s social security

number at different points in time.
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[0079] In some embodiments, the Encryptor Module 266 may be configured to encrypt
a user’s Pll before storing it (e.g., in the offchain, which can be a decentralized data
store or a separate blockchain altogether). This encryption may provide an extra layer of
security on the stored data fields. Thus, if someone hacked the offchain, they would be
presented with encrypted data that would have to first be decrypted in order to make
sense out of it. In some embodiments, the Encryptor Module 266 may encrypt a user’'s
Pll using the IPS public key. In some embodiments, the Encryptor Module 266 may
encrypt a user’s Pll using the user’s public key. Thus, all of data in the offchain (for all
the different users) may be encrypted using varying user public keys. In order to decrypt
data associated with a particular user, that user’s private key would be needed. Thus,
someone hacking the offchain would further need the IPS private key in order to decrypt

and make sense of any data associated with that user.

[0080] In some embodiments, the Locator Module 274 may serve as a smart contract
locator that is used to look up the appropriate smart contract associated with a user’s
Pll, based on user and entity parameters. Locating the smart contract can be the first
step to write, retrieve, or update the user’s PlI, since in some embodiments, the location
of user Pll and any access restrictions associated with that PIl may be stored on smart
contracts of a main blockchain. For instance, a smart contract may identify where
certain data items for a user are stored (e.g., at an off-chain location) and any
authorization (e.g., which entities have access) to those data items. The Locator Module
274 may also be configured to interpret the appropriate smart contract, allowing the
Locator Module 274 to locate where the requested data items are actually stored based
on what the data items are (e.g., the bitmap) and who the user is (e.g., based on the

phone number associated with the user’'s mobile device).

[0081] In some embodiments, locating the appropriate smart contract associated with
a user may involve information contained within the access token. In some
embodiments, reading the information contained within the smart contract associated
with a user may involve decryption based on keys associated with the access token
(e.g., a shared secret that is based on the user’s private key). Thus, it may not be

possible for an entity to directly go to the smart contract associated with a user to
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attempt to locate the user’s Pll in the offchain without having possession of both the

access token and any information needed to decode the access token.

[0082] In some embodiments, the Entity Authenticator Module 276 may be configured
to authenticate entities submitting requests for a user’s PIl. As previously mentioned,
each entity may be assigned and associated with an entity identifier. In some
embodiments, the entity identifier may be a public key certificate assigned to the entity
during onboarding. The Entity Authenticator Module 276 may serve to verify this public
key certificate against a certificate authority in order to authenticate the entity. Thus, the
Entity Authenticator Module 276 may serve to prevents rogue entities from obtaining

access to user data.

[0083] In some embodiments, the Performance Metrics Module 278 may be
configured to record in detail (sans any user Pll data) any transaction times, transaction
paths, success/error rates, and other metrics associated with storing, retrieving, and
relaying user PIl. The Performance Metrics Module 278 may be configured to determine
how much time it takes to execute certain steps in the data relaying process and

compile all of the metrics to identify areas for improvement.

[0084] FIG. 3 illustrates a flowchart for registering a user with the identity and profiling

System, in accordance with embodiments of the present disclosure.

[0085] At block 302, a user may initiate a transaction or interaction with an entity. In
some embodiments, the user may do this via their mobile device, such as by directing a
browser on their mobile device to a webpage of the entity and selecting an option on the
webpage associated with the transaction. In some embodiments, the user may initiate
the transaction in person. For example, if the entity is a bank, the user may be able to

show up at a branch office of the bank to apply for a loan.

[0086] At block 304, the entity may send a user identifier to the IPS. The user may
supply their user identifier to the entity during the initiation of the transaction, or in some
cases, the entity may know the user identifier in advance. In some embodiments, the

user identifier may be a phone number of a mobile device associated with the user.
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[0087] At block 306, the IPS may take the received user identifier and use it to look up
whether the user’s profile exists for the IPS. For instance, the IPS may have a data
store (such as a state data store) that contains the user identifiers associated with users
that have registered with the IPS. This data store would not contain any other user PlI,
which would be stored offchain. This data store may be used for user registration
checks. In some embodiments, this data store may also list the available attribute IDs or
fields of a user’s available PIl without providing the actual values for that PIl. For
instance, the data store may indicate that the PII collected for user ‘X’ includes the
user’'s address, social security number, and current salary without specifying what each

of those items actually is.

[0088] At block 308, the IPS may send a registration notification to the user if the IPS
determines that the user’s profile does not exist and the user has not registered with the
IPS. For instance, if the user identifier is the phone number of a mobile device
associated with the user, the IPS may check a data store to determine that the phone
number is not stored in the data store. The IPS may then send a text message to that
phone number informing the user that they need to register. The text message may
include a link that will bring the mobile device’s browser to a webpage (or page in an
mobile application store) that will provide a mobile application (e.g., the client system
200) to be downloaded and installed.

[0089] At block 310, the user may download and install the mobile application on their
mobile device. The application will walk the user through the sign-up process, after
which the user’s identifier (e.g., their phone number) is saved by the IPS to track that
the user has signed up. In some embodiments, the sign-up process may involve the
user manually inputting and providing some Pl via the mobile application that will be
received by the IPS and saved (e.g., into the offchain, along similar steps as blocks 416,
418, 420, and 422 shown in FIG. 4). Upon successful completion of the sign-up
process, the IPS may generate a user private key for the user and assign it to the user.
This may entail the user’s mobile device saving the private key for the user (e.g., in a
keystore on the mobile device) for future use. The IPS will not store the user private

key, but in some embodiments, the IPS may keep a hash of the user private key which
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may be used to generate a shared secret for decrypting transmissions from the mobile
device. In some embodiments, the user's mobile device may generate the user’s private
key on its own rather than receiving it from the IPS. In other embodiments, the IPS may
have an IPS public/private key pair, and the IPS public key can be sent to the mobile
device to store and use for encryption purposes. The IPS can then use the IPS private
key to decrypt any data sent from the mobile device that has been encrypted with the
IPS public key.

[0090] FIG. 4 illustrates a flowchart for collecting PIl from a user with the identity and

profiling system, in accordance with embodiments of the present disclosure.

[0091] As shown in the figure, blocks 402, 404, and 406 may be similar to blocks 302,
304, and 306 in FIG. 3. FIG. 4 predominantly highlights a user being requested to
provide PII for storage. In some embodiments, the access controls (e.g., time limits and
other access limitations) are established during this process and they may be written

into the smart contract.

[0092] At block 402, a user may initiate a transaction or interaction with an entity. In
some embodiments, the user may do this via their mobile device, such as by directing a
browser on their mobile device to a webpage of the entity and selecting an option on the
webpage associated with the transaction. In some embodiments, the user may initiate
the transaction in person. For example, if the entity is a bank, the user may be able to

show up at a branch office of the bank to apply for a loan.

[0093] At block 404, the entity may send a user identifier to the IPS. The user may
supply their user identifier to the entity during the initiation of the transaction, or in some
cases, the entity may know the user identifier in advance. In some embodiments, the

user identifier may be a phone number of a mobile device associated with the user.

[0094] At block 406, the IPS may take the received user identifier and use it to look up
whether the user’s profile exists for the IPS. For instance, the IPS may have a data
store (such as a state data store) that contains the user identifiers associated with users
that have registered with the IPS. This data store would not contain any other user PlII,

which would be stored offchain. This data store may be used for user registration
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checks. In some embodiments, this data store may also list the available attribute IDs or
fields of a user’'s available PIl without providing the actual values for that PIl. For
instance, the data store may indicate that the PII collected for user ‘X’ includes the
user’'s address, social security number, and current salary without specifying what each
of those items actually is. If the IPS determines that the user’s profile exists (e.g., the
user identifier is present in the system), the IPS may bypass the registration process
shown in FIG. 3 and notify the entity.

[0095] At block 408, the entity may send a request for user Pll to the IPS. The user
Pll requested may be specific to the transaction. For instance, if the user is applying for
a loan with a financial entity, the financial entity may need to know certain information
such as the user’'s bank account number to deposit the loan to, as well as the user's
current salary and the user’s total current debt in order to determine whether it is
prudent to extend a loan to the user. The request may indicate the different items of
information being requested for the user (these may be in the form of attribute IDs or
field names, such as “salary”, “total debt”, and so forth). In some cases, the request may

also include an entity identifier associated with the bank (e.g., the bank’s public key).

[0096] At block 410, the IPS may forward the entity’s request to the user’s mobile
device. In some embodiments, the IPS may construct a bitmap indicating the different
items of PIl being requested from the user. In some embodiments, the user's mobile
device may construct this bitmap based on the items of Pll that the user has permitted

to release to the requesting entity.

[0097] At block 412, the user’s mobile device may authenticate the entity submitting
the request. In some embodiments, this can be done by verifying the entity identifier that
was submitting with the request. For instance, the entity identifier may be a public key
associated with the entity and the request may be digitally signed with the certificate

authority’s private key.

[0098] At block 414, the user may enter the requested PII into the application on their

mobile device and the mobile device may send that Pl to the IPS. In some
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embodiments, the mobile device may first encrypt the Pll with the IPS public or a shared

symmetric key as an extra layer of security.

[0099] At block 416, the IPS may receive the Pll provided by the user and associate
the Pl with the user. In some embodiments, the data store associated with the IPS may
be updated to reflect the items of Pll (e.g., the attribute IDs or fields) collected from the
user. For instance, if the user provided their address and social security number, the
data store can be updated to indicate that the address and social security number for
the user have been collected. This would allow all the available Pl for a user to be

determined based off the user identifier associated with the user.

[0100] At block 418, the IPS may marshal the received PII, bifurcate it, and convert it
to instructions for executing a smart contract on the main blockchain (g.g., for
embodiments in which a main blockchain is used in combination with an offchain). The
IPS, as a third party middle-man, is not storing the data itself but rather providing the

data along with instructions for its storage to the blockchain platform.

[0101] At block 420, the blockchain platform for the main blockchain will locate and
execute the smart contract. In practical terms, smart contract will indicate the user and
the different items of Pl collected from the user. The PIl will be indexed in the smart
contract, but the actual values for the Pl will be stored in the offchain. The smart
contract will compute the locations of where the actual values for the Pll are stored in

the offchain.

[0102] At block 422, the values for the Pll will be stored to the offchain for later
retrieval. In some embodiments, the Pll can be stored in an encrypted format in the

offchain.

[0103] It should be noted that in FIG. 4, the user is only providing Pll once they are

prompted to do so. In some embodiments, the user will be unable to initiate, at-will, the
process for providing Pll to be stored. There may be multiple reasons for why this may
be the case. First, it may be undesirable to provide the user access to the APl used to
store PIll. Second, in order to create an access token, the entity’s identifier (e.g., public

key) is needed as an input. Users by themselves do not have knowledge of entity
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identifiers without receiving them, and thus will be unable to create the access token.
Furthermore, it may be desirable to have the entity do a check to verify the Pll provided
by a user before that information is added to storage (e.g., the offchain) by the IPS. This
verification could, for example, be performed by the entity prior to blocks 416 or 418.
Examples of this verification may include a know-your-customer (KYC) process, which
can include collecting and analyzing basic identity information from the user. This
verification can be very desirable, since allowing a user to store PII at-will may result in
unverified information being stored since there would be no entity assigned to verify the

information.

[0104] FIG. 5 illustrates a flowchart for releasing user PII with the identity and profiling

system, in accordance with embodiments of the present disclosure.

[0105] As shown in the figure, blocks 502, 504, 506, 508, 510, and 512 may be similar
to blocks 402, 404, 406, 408, 410, and 412 in FIG. 4. However, FIG. 5 depicts a process

in which an entity is retrieving user PIl that has already been collected and stored.

[0106] At block 502, a user may initiate a transaction or interaction with an entity. In
some embodiments, the user may do this via their mobile device, such as by directing a
browser on their mobile device to a webpage of the entity and selecting an option on the
webpage associated with the transaction. In some embodiments, the user may initiate
the transaction in person. For example, if the entity is a bank, the user may be able to
show up at a branch office of the bank to apply for a loan. In some embodiments, the
user may initiate the transaction via a kiosk at the entity. For instance, the bank may

have an automated kiosk that the user may use to apply for the loan.

[0107] At block 504, the entity may send a user identifier to the IPS. The user may
supply their user identifier to the entity during the initiation of the transaction, or in some
cases, the entity may know the user identifier in advance. In some embodiments, the

user identifier may be a phone number of a mobile device associated with the user.

[0108] At block 506, the IPS may take the received user identifier and use it to look up
whether the user’s profile exists for the IPS. For instance, the IPS may have a data

store (such as a state data store) that contains the user identifiers associated with users
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that have registered with the IPS. In some embodiments, the data store may also
contain the names of the users that are associated with the corresponding user
identifiers. For example, if the user identifiers are the phone numbers associated with
registered users, then the data store would contain, for each registered user, their
phone number and name. This data store would not contain any other user PIl, which

would be stored offchain and may be used primarily for user registration checks.

[0109] In some embodiments, this data store may also list the available attribute IDs or
fields of a user’s available PIl without providing the actual values for that PII. For
instance, the data store may indicate that the PIl collected for user ‘X’ includes the
user’s address, social security number, and current salary without specifying what each
of those items actually is. If the IPS determines that the user’s profile exists (e.g., the
user identifier is present in the system), the IPS may bypass the registration process

shown in FIG. 3 and notify the entity.

[0110] At block 508, the entity may send a request for user Pll to the IPS. The user
Pll requested may be specific to the transaction. For instance, if the user is applying for
a loan with a financial entity, the financial entity may need to know certain information
such as the user’s bank account number to deposit the loan to, as well as the user’s
current salary and the user’s total current debt in order to determine whether it is
prudent to extend a loan to the user. The request may indicate the different items of
information being requested for the user (these may be in the form of attribute IDs or
field names, such as “salary”, “total debt”, and so forth). In some cases, the request may
also include an entity identifier associated with the bank (e.g., the bank’s public key). In
some embodiments, the set of user PII being requested by the entity may be included in

a first set of information’ associated with the user.

[0111] At block 510, the IPS may forward the entity’s request to the user’s mobile

device. In some embodiments, the IPS may construct a bitmap indicating the different
items of Pll being requested from the user. In some embodiments, i the user’'s mobile
device may construct this bitmap based on the items of Pll that the user has permitted

to release to the requesting entity. The bitmap may represent a collection of bits, with
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each bit signifying or corresponding to an attribute of user data. If a bit is set to ‘1’, then
the attribute of the user’s PIl that corresponds to that bit is being requested. In some
embodiments, the entity may actually construct the bitmap and send the bitmap along
with the request to the IPS for user PII (e.g., at block 508). Thus, the request would
include the bitmap and an entity identifier associated with the entity, such as the entity’s
public key. In turn, at block 510, the IPS may forward the bitmap and the entity’s public

key to the user’'s mobile device.

[0112] At block 512, the user’s mobile device may authenticate the entity submitting
the request. In some embodiments, this can be done by verifying the entity identifier that
was submitting with the request. For instance, the entity identifier may be a public key
certificate or public key associated with the entity and the request may be digitally

signed with that public key, which can be verified with a certificate authority.

[0113] At block 514, the user may provide permission (e.g., via the mobile application)
to release all, or part of, the Pll requested by the entity. An access control bitmap may
be generated (or the existing bitmap may be updated) to indicate which items of the
user’'s Pll are permitted to be released. This bitmap may be used to generate an access
token in combination with the user’s private key and the entity identifier (e.g., the entity’s
public key). As one example, the access token may include the bitmap and it can be
encrypted using a shared secret that is generated based on a combination of the user's
private key and the entity identifier (e.g., a combined hash of the user’s private key and
the entity identifier). At block 514, the access token may be constructed and sent to the
IPS. In some embodiments, the bitmap is “bound” with the user’s key and the entity’s
key. Additionally, encryption can be used by the mobile device to create the access
token. In some embodiments, the set of user Pll that the user is permitting to release to
the requesting entity may be included in a ‘second set of information’ associated with

the user.

[0114] At block 516, the IPS may receive and decode the access token. The access
token can be decoded based on the appropriate decryption method for the

implementation. For example, in some embodiments, the access token may have been
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generated by the user's mobile device using a shared secret (e.g., a symmetric key)
that is based off of the user’s private key and the entity’s public key. For instance, to
form a shared secret, the entity’s public key could be signed by the user’s private key
(or a hash of the user’s private key), or both the entity’s public key and the user’s private
key can be hashed, and so forth. Thus, the shared secret may be known to both the IPS
and the user’s mobile device, and the IPS may decrypt the access token using the
shared secret. In some embodiments, the IPS also may be capable of generating the
shared secret. For instance, the IPS may be able to derive the shared secret using the
entity’s public key without having the user’s private key. If the shared secret involved
signing or modifying the entity’s public key using a hash of the user’s private key, then
the IPS may be able to generate the shared secret from the entity’s public key and the

hash of the user’s private key without the IPS actually knowing the user’s private key.

[0115] In some embodiments, the shared secret may be exchanged between the IPS

and the user’s mobile device using a Diffie-Hellman exchange scheme.

[0116] Alternatively, as another approach, the IPS may have provided the user’s
mobile device with just the IPS public key (e.g., during the registration process). The
IPS may retain an IPS private key, which the IPS can use to decrypt the access token
that has been encrypted by the user mobile device using the IPS public key. Afterwards,
the IPS can use the bitmap associated with the access token to determine which items
of the user’s Pll are permitted to be released. The IPS can further use the access token
to determine the location of the smart contract on the main blockchain that is associated

with the user’s PII.

[0117] At block 518, the IPS will instruct the blockchain platform to locate and execute
the smart contract on the main blockchain in order to obtain the locations of the user's
Pll stored in the offchain. In general, the smart contracts on the blockchain platform may
have a transaction identifier or an address that can be used to locate that smart
contract. Thus, a smart contract corresponding to a particular user could be located
using the address. For example, the access token could be parsed and a checksum

could be calculated (e.g., to confirm the access token is legitimate). The checksum may

32



10

15

20

25

WO 2019/089044 PCT/US2017/059929

point to a specific transaction identifier or address that can be used to ook up the smart
contract corresponding to the user associated with that access token. In this example,
there may be a hash table that stores various checksums and the corresponding
transaction identifier as key-value pairs. Alternatively, as another example, the
checksum calculation may result in the transaction identifier itself, such that the
checksum provides the location of the smart contract itself. In such an example, there
would be no need to store the relationship between the checksum and the transaction
identifier used to locate the smart contract, thereby eliminating a potential weak link in
the case that the IPS is hacked. Once the smart contract for a user is located (e.g.,
using the transaction identifier), the smart contract can be executed (e.g., by providing
the access token, if it is required by the smart contract’s logic) and it will return the

location of that user’s Pll stored in the offchain.

[0118] At block 520, the items of the user’s Pll permitted to be released are retrieved
from the offchain by the IPS using the determined locations for the PII. In some
embodiments, the values for the user PlI retrieved from the offchain may be included in

a ‘third set of information’ associated with the user.

[0119] At block 522, the IPS collects the data items of the user’s Pll permitted to be
released that were retrieved from the offchain. The IPS sends a callback (e.g., an API
call) to the entity in order to release the data items to the entity. This lets the entity know
that the IPS has the information requested and access to that information can be

obtained by the entity for a certain time period.

[0120] At block 524, the entity can go ahead and retrieve the user’s Pll that was
requested. In some embodiments, the entity may pull the user’s Pll from the IPS. In
some embodiments, the IPS may provide the entity access to the user’s Pl for a limited
amount of time. This time can be specified in the smart contract, or it can be specified
by the user (e.g., when the user provides permission to release their PlI, resulting in the
transmission of the access token), In the latter case, the IPS (rather than the smart

contract) could keep track of the time window that the entity would have access to the
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user’'s Pll. In either case, the IPS may deny the entity access to the information once

the time window that the entity is permitted to have access to the user’s Pll expires.

[0121] Specific details regarding some of the above-described aspects are provided
above. The specific details of the specific aspects may be combined in any suitable

manner without departing from the spirit and scope of embodiments of the invention.

[0122] It should be understood that the present invention as described above can be
implemented in the form of control logic using computer software (stored in a tangible
physical medium) in a modular or integrated manner. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art will know and appreciate
other ways and/or methods to implement the present invention using hardware and a

combination of hardware and software.

[0123] Any of the software components or functions described in this application,
may be implemented as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C++ or Perl using, for example,
conventional or object-oriented techniques. The software code may be stored as a
series of instructions, or commands on a computer readable medium, such as a random
access memory (RAM), a read only memory (ROM), a magnetic medium such as a
hard-drive or a floppy disk, or an optical medium such as a CD-ROM. Any such
computer readable medium may reside on or within a single computational apparatus,

and may be present on or within different computational apparatuses.

[0124] The above description is illustrative and is not restrictive. Many variations of
the invention will become apparent to those skilled in the art upon review of the
disclosure. The scope of the invention should, therefore, be determined not with
reference to the above description, but instead should be determined with reference to

the pending claims along with their full scope or equivalents.

[0125] One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

invention.
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[0126] A recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary.

[0127] All patents, patent applications, publications, and descriptions mentioned
above are herein incorporated by reference in their entirety for all purposes. None is

admitted to be prior art.
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WHAT IS CLAIMED IS:

1. A method comprising:

receiving, by an identity and profiling system, a request from an entity
computing system for a first set of information associated with a user;

sending, by the identity and profiling system, a request to a mobile device
operated by the user for the first set of information associated with the user;

receiving, by the identity and profiling system, an access token from the
mobile device;

determining, by the identity and profiling system, a key associated with the
user;

decrypting, by the identity and profiling system, the access token using the
key in order to obtain a second set of information associated with the user;

determining from a main blockchain, by the identity and profiling system,
at least one storage location for a third set of information associated with the user;

locating, by the identity and profiling system, the third set of information
associated with the user in an offchain based on the at least one storage location; and

sending, by the identity and profiling system, the third set of information

associated with the user to the entity computing system.

2. The method of claim 1, wherein the offchain is a decentralized data
store.

3. The method of claim 1, wherein the offchain is an alternate
blockchain.

4, The method of claim 1, wherein the at least one storage location for

the third set of information associated with the user is indicated in a smart contract of

the main blockchain.

5. The method of claim 1, wherein the method further comprises:
determining, by the identity and profiling system, that a phone number for

a mobile device associated with the user exists within the identity and profiling system.
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6. The method of claim 1, wherein the method further comprises:

determining, by the identity and profiling system, that a phone number for
a mobile device associated with the user does not exist within the identity and profiling
system;

upon determining that the phone number for a mobile device associated
with the user does not exist within the identity and profiling system, sending, by the
identity and profiling system, a request to the mobile device for the user to provide the
first set of information associated with the user;

assigning, by the identity and profiling system, the key associated with the
user to the mobile device;

receiving, by the identity and profiling system, the first set of information
associated with the user from the mobile device; and

storing, by the identity and profiling system, the first set of information
associated with the user in the offchain, wherein at least one storage location for the

first set of information associated with the user is stored in the main blockchain.

7. A computing system comprising:
a state data store;
a processor,
a computer-readable memory containing program instructions that, when
executed by the processor, cause the processor to:
receive a request from an entity computing system for a first set of
information associated with a user, wherein the entity computing system is
associated with an entity identifier;
send a request to a mobile device operated by the user for the first
set of information associated with the user;
receive an access token from the mobile device;
determine a key associated with the user;
decrypt the access token using the key in order to obtain a second

set of information associated with the user;
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determine, from a main blockchain, at least one storage location for
a third set of information associated with the user:;

locate the third set of information associated with the user in an
offchain based on the at least one storage location; and

send the third set of information associated with the user to the

entity computing system.

8. The computing system of claim 7, wherein the offchain is a

decentralized data store.

9. The computing system of claim 7, wherein the offchain is an

alternate blockchain.

10.  The computing system of claim 7, wherein the at least one storage
location for the third set of information associated with the user is indicated in a smart

contract of the main blockchain.

11.  The computing system of claim 7, wherein the program instructions,
when executed by the processor, further cause the processor to:
determine that a phone number for a mobile device associated with the

user exists within the state data store.

12.  The computing system of claim 7, wherein the program instructions,
when executed by the processor, further cause the processor to:

determine that a phone number for a mobile device associated with the
user does not exist within the state data store;

upon determining that the phone number for a mobile device associated
with the user does not exist within the state data store, send a request to the mobile
device for the user to provide the first set of information associated with the user;

assign the key associated with the user to the mobile device;

receive the first set of information associated with the user from the mobile

device; and

38



11
12
13

O 0 9 N L kW

e e e e e T
AN W N = O

v R W DN

WO 2019/089044 PCT/US2017/059929

store the first set of information associated with the user in the offchain,
wherein at least one storage location for the first set of information associated with the

user is stored in the main blockchain.

13. A method comprising:

receiving, by a mobile device, a request from an identity and profiling
system to provide a first set of information associated with a user of the mobile device to
a requesting entity;

generating, by the mobile device, a user interface allowing the user to
grant permission to provide the first set of information associated with the user to the
requesting entity;

based on the user granting permission to provide the first set of
information associated with the user to the requesting entity, generating, by the mobile
device, a second set of information associated with the user;

retrieving, by the mobile device, a key associated with the user;

generating, by the mobile device, an access token by encrypting the
second set of information associated with the user using the key associated with the
user; and

sending, by the mobile device, the access token to the identity and

profiling system.

14. The method of claim 13, wherein the second set of information

associated with the user is an access control bitmap.

15.  The method of claim 13, wherein the mobile device includes a

keystore manager for storing the key associated with the user.

16.  The method of claim 13, wherein the method further comprises:

determining, by the mobile device, from the request, an entity identifier
associated with the requesting entity; and

authenticating, by the mobile device, the requesting entity by verifying the

entity identifier.
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