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| NVENTI ON This invention relates i condi ti onal access systens
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condi tional access system Cable teleyighan (TV) providers distribute video
streans to subscribers by way of conditional access (CA) systens. CA
systens distribute video streans froma headend of a nultiple system
operator (MSO ECONDHATONADACIESS BORI FUNCEBIONAE/UDITS The headend

i ncludes hardware that receives the video streans and distributes themto
the set top boxes w thi ngterGAGYSH op boxes are 10 al | owed
to decode certain video grea% accore(?i?g\gﬁ%]lﬁ(;\?%% ﬁ?lgment i nformati on sent
+by the MSO to the This inveptiborelatdhigsgeneiati zocontitidaniacaess systkak iahd rasid ar e not
retai ned by the set toq,box. \ﬁdaﬁo progtr,ams are distributed in either

di gi t al SPEFiCaLY.dn sPiEpling Mnctonah andewithps ogdiionalceess syslemar ound one
‘hundised and tventycanehaigh (1¢] pehfipedisinblieReb shababl GGl gl on
systens. The carrier channels el Rer carry an analog video stream of carry
mul ti pl ewaly of ¢alditiindbarceds EAYBystdine. @Asdysgméidignbite eitico stremdsfainedl on a
carrier and occfupi e§, he whol e carrier channel for the one anal og video
feed. TR LAMYLRRdYtem oot (MPPhto 2 spttRUbretsioantgd #4th 4/i deo streans

may be ridbbiitefx alc AlhdbhPIR A f waﬁat}ﬁn%m%s%%b@ﬁérgg@m- gl gi tal video
streans are separated by packet 1dentification i nformation such
t hat t hedistndbiztes dueh tocthas&tridp boxesanthin tie GA sysemy Sdleatsedtahi buxes aret hei r

uni gue PLD informatjon. Video streans are broadcast tq all set top boxes,
but ‘onl yalg“ée[‘}ﬁgélfc CeHyae? gams agqapding iy enidlemegt _‘@E}aﬂoe_s%td’é(dhgt reans.
For exanpise) 1ok Xettt%§&c.t’ﬁ?ése DRILE sREARE 54 vBIRRYarRiSfe YOG UM HARERECh are
allowed to view it even though every set top box 25 may receive the match.
Once a usphborrders the pay per view program an entitlenent nessage is

singl ecasted in en pted formtq each entitled.s top box. Onl he
particul ar set _top%rb‘i/?ﬁ? W%a@ﬁﬁchﬁgﬁ@m@dﬁ‘é%%&%“é‘@ﬁ%’g&éﬁé@gefﬂmﬁé’ &‘ﬁ_n
decrypt det topl BtdederiefCard SRR LAE heRdred hﬁﬁ%wm%&m& RakfHs ih@abst | |

decrypt the pay per view program Wth that Key, the set top box decrypts
t he day ¢abie telexisiqr sygtean ddeicarries chavels\aitiier carmyeal anglogeyid® sirsamiarher an

anal og or_digital video.stream ordi.ngl nl,y whaql e video streans are
anti T ecter T hiB MEtE ditee o oS8 g wen SRR Bl P eGSR o
that do mhfi@éqw\dﬁomm& tinat] fOF BRShe ahfbe §ideb Ceddie Muakinfigputing with a

TV for displa ing) non-stream ng nedi a, such as software progranms. For
exanpl e, b%@%‘& oyt eightte fvwmﬂwaﬁtveijpétreamwabb@wlﬁﬂ&ewﬁ%ﬂlﬁﬁme
pr ogr ans

i _ | RGO 4 S, d
ear” ¢ neodtkb utael Th stalFag aal fidBo @Al S0 0Bk SRR el il RIS,
pr oviodes(RID® irdfotthtivn shich tHabheidividual\siniegt strghns-canibk rgnogsdearsordiietoe

systens provi de content w.thout checking entitlenents as is desired in
condi t i otiglr uRiqueddDdpforeaton. SUWARY OF THE | NVENTI ON 10 The i nventi on

relates 1o control kg diRgk hftabadtliss aistithf bexes OBtoht P SnsBCSARGscoY St em

I n one enbodi nent, a neth or controlling access to a functional unit
wi t hi n abees it givebaocessstodpsafic bigldo strearom eFaterpmple oy thase dhatheveon

conprising a plurality of functjonal unit. identjifiers and one or re tier
equi r enBREERRYRE VireT Bros Teleh 4o 2l iRt 1t sl DORER T ACh PP BPY
I ecejsvedmapebivh thd hRINRIOMRR JGRBPEdSEsNRe bdyier Midihpogten, alnsRtilidmefcei ved.
The functional unit identifiers are correlated to their respective tier

requi r enmeswge Fhnglecusted omemncrypied form forrach eitled soli ton boxt Ondy et er mi ned i f

the respect.ive tier requirenents are satisfi.ed he tier .ri . urther
i nt er act PEHCHAT et ‘?Pebcf"f}ﬁﬁfptﬁ%?e% A58 1%%1%}8%5%2%&(5 c%leéeecr r%é{éqp%la% HE

. T emai ni n&m@?g&t&ﬂ enitlédhent ﬁﬁsﬁ?e(ﬁ 4 k&athaORill ddBlpy iert@ytheevidd, stogminh g&idnd
claims, will realize other features and advantages_of the present

i nvent i ofhat ke, theeset taproxrdestyRirdhe aovnerage¥ PeTsraA s Bretspived iveatfiBs, as

el | 3as 54‘&1%';'ug%MB§Bg@gitglﬂggfotaé;q%gxofAéé%Fdixg%i%cg{sf%Qﬂi‘lbe‘%H&ﬁ&ka&@%r&f esent

i nvention, are descr el’ow W ect to e acconpanyi ng
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Fig. 1 is a block diagram show ng one enbodi nent of system for distributing
control data information; Fig. 2 is a block diagram show ng one enbodi nent

of a conVame2/ad23very system 30 Fig. 3 is a block di agra”RCTiUSugse#t | Ng an

enbodi ment of a set top box interfaced to its environment; Fig. 4 is a

bl ock di depi gt i mbodi ment . of i ect . Fi '
bl ock_di agr am shoiig° SHOaRbARR Arp! bpvide 2PrdRbE iBSaRgEihond | U-os
PCT/ USUldoniipifing With a BVi for Bishlagfl rﬁh@&éﬁm@hﬁa&imum aE4PREireBdbraefs. an obj ect

"requirenents” nessage; Fig. I's a bl ock "di agram showi ng an enbodi nent of
a r esourkreexdmpigupmdnentech me@shf¥™ ibteEraje wéb bsovasihg acke-tadgregrasbhowi ng t he

rel ati onshi p_between different objects in et. top. box;, FiLg. LS. a bl ock
di agr am Wit ggtvr it @eéﬁs@%oﬂpmﬁﬁmﬁ’%ﬁe&gﬁ ]B?flsg%fl@@éélﬁe Tgnéf?@?ﬁ"as units;
Fig. <10., | ‘ i ' f@r 10

19. 510.cohSeded IO B{egﬁét%w&%ﬁggﬂﬁl%ﬁg@rgﬁﬂks gilfe BnRAOGERS W

. X (&
di stri buti ng&? unction units; ow di agram depi cting an

- enbodi nesnbweihg angeandb propoams eTigkise gystanmd providdabatenné dhomcherkingand Fig. 12

is aflowdiagramillustrating an enbodi nent of a process for receiving
cont rol EIEMERE 35 ipdssBARC 1&%"%&5@@1 PPPENYERTFHE SPECI FI C EMBODI MENTS The
present invention validates that functional units, such as software
prograns, are authorized for use within a television (TV} set top box by
using a tier nmechani sm AuSUMMARY OfF THE pINFENIEONY mappi ng bet ween tier
requi renents and tier 20 rights for the resource. If the tier requirenents

for particular functional unit are satisfied by the tier rights,.the
f!anltl onal unit isjfg%WSPGI%’ET?aFWrtoﬁglgrq ng h@cg%?*ﬁtu&gs o9 .na[chongﬂgpng} gures,
simlar &eea%%gaeﬁﬁ 1AL embbeRt it SSméRYd R\enkfIBng abkess &f LAABEl akie! -
Further, various conponents of the same type may be distinguished b

f ol | owi ngithine setfopriende desenibed.bin enedtephfieah thfermatinormemipaisalg aarality o

di stinguj shes anong, t 25 simlar components. Lf only the.f.irst reference
el | Shupeihal H penBfef i ae ob o e Tasticpt el v e Bl o "oy
one of tHGcHddN LAk iRATHNR i NAY iSeebrdnBfoyaaRod bérfpridied eeraiues kakel
irrespective of the second reference label. Referring first to Fig. |, an

enbodi nersteivéd. allky Bmetioniad @nit ddentifions ardearraioted to ek sesPeSHEST i-nf or mat i on
such as rfeHQi(r:érLgnqg.l THE %&nsctigrrllﬁ u%xqtig fnke?ﬁég \%litfl.o fe 1§ Hgt%ﬁ'nined if the respective tier
requirements are satisfied by the tier rights. Further interaction with the functional unit is
authorized. -
Reference to the remaining portions of the specification, including the
20  drawings and claims, will realize other features and advantages of the present invention.
" Further features and advantages of the present invention, as well as the structure and
operation of various embodiments of the present invention, are described in detail below

with respect to the accompanying drawings.

25 BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram showing one embodiment of system for
distributing control data information;
Fig. 2 is a block diagram showing one embodiment of a content delivery
system,
30 Fig. 3 is a block diagram illustrating an embodiment of a set top box
interfaced to its environment;
Fig. 4 is a block diagram depicting an embodiment of an object message;

Fig. 5 is a block diagram showing an embodiment of a “rights” message;



30 functional units. This enbodi nent 100 uses a national control system 104
to distribute control information froma nunber of |ocal headends 108 using
headend WO 0Xim468y (FATS) data streanms 124. The national BOWUSol/48331st em 104
functions as a nultiple systemoperators (MSGs) and al so distributes

aut hori zation infqrmation for. local headends 108. Billing.information from
the MSCs associ at 2{5% ’@ﬁh‘é&]@@@%’l shawingAnFmgpslimentofgnioBiche 3 WO

U2/ | U 4¢ Bt hisOhibbsz8eo1 national control system 104 where the control

i nformation is put h?:élsta% a H TS data stream 124 for that |ocal headend. The
A control data satlgl7tse Hldck dingramasheiming o ahtsidimedtlcf a ré@rease used to
relay the HITS ,data streams 124 fromthe national control system 104 back
.to the | BEAIrHERdeMFES28B8. The content distributed by |ocal headends 108

i ncl gdes stream ng:;8disa B4 &iURGSH SRak btSationsh 3;&, Ne Bl S Vvideo or
audi o prograns thatlggsgg regéeii vle%?hidglcgjldné%e,ﬂ geZ%t}ypt@ and ngiﬁsp gtled in real
-tinme suobjdctsan atseetoptborani ng content is not stored in set top box of the

user. Streamng nedia js transient or volatile, and functional units are
non-transi ent or ro&- ﬁlaalﬂ?@‘e@lagﬁa“’alﬁ%‘Stﬁ%tmééﬁieﬁ'@Oa’é'ﬁ?néo Nigrgeliied in nenory,
it is 1 -set top box is powered-down. The | ocal headend 108
could bg)eégm%éﬂ?ﬁtnhgﬁ%%ﬁ onal control system MSO or by other MsSGs who rely
upon the national RigniQisla fws tmpgrahDshawingamembedimehhaf d gatessifor nf or mat i on
to the |ocal heafgéilgnd 1g8 of the other MSO. Functional units are discrete
ent 1P| e 1gRBEURE WNEHIMBEINES r dwar e or 15 inplenented in software, for

exanpl e, a paral | etjgPOrs.a fow 8labRim 8%idting@nEHboREMRAl 038 prédesdfy (USB) port,
afirewre (i.e., TEEE 1394) port, an ethernet port, a smart card

i nt er f acendiag pantk@tdatmnformetiometindor k subsystem an infrared transceiver,

firmvare, data, n siyeam ng ,vi deo,.. non: stream ng aydi.0, an ezmail prow
am an operating %gtgﬁs %ﬁﬂ@ﬁ%w@g&wﬁ%ﬂd&?ﬁﬁfa&m%&ﬁ&r sof t war e
Pr ogr angecditARE chAd datiihksindafiéh ude 20 objects and resources and remain
stored in the set top box when it is powered-down. Objects include any

col [léction of digital information that can be digitally sent to and stored
in the set top box. | i LSoA@si de the set top
box and that is neemﬁagb%#ﬂf%ﬁﬂ%@g%@ﬂw@ﬂtgd such as anot her
obj ect or a physi cHhe sleydnt trveRBor\alidlaics elat AVt GiRM @i \atiahs fofivetré ons
associated with it that are al so resources such that the use of the object
i s subj azegramsaueheitioriaed & uas within a tglevisim (& SRl PAR OV IVSHE 2 YBr  exanpl e,
an e-nmail _program i t. . Ohj ] i : -aid.. program
fo pri neeeienay oty Bt Bappbiitboliton ot Qhuifeen i e 01 080 0
t he 2abi lridhts o thersodedralflithadidritedquienphagibanpartivtilat Amcabdnd] uhif ateosapisfiet
e-mail fromthe program 30 caqul d be jnhihited unless additional

aut hor i 2t thgier rights, the @“ﬁﬁ%ﬂr"é’&.ls ayhongeg dorse an gl}ersg%‘:g 4 are control
data channel s usedInfL% le?fi%lﬁéi Eilﬂ’dfa'r Q&nﬁéanei‘h%%%k féﬁ?%x?is hn%gﬂﬂ%m”e%ﬂko the

| ocal headends 108. atronal control system ates the HI TS data
st reans rkPtenetisbaduFurtiierpearibus hammpehenty efthectme/tyby maylberdigthgnushed by | ocal
headends_ 108. WO 02110-1023 PCT/ USOL/ - 48 t hqugh t.hi s enbodi ment

di stri buﬁoélswé%@%?fe{?&?%lai%ﬁ ﬁgﬁh&ﬁ PﬁF%ﬂéﬁgﬁeﬁh‘aﬁQFﬁBﬂﬁ&eé&m°P8| System
104 s aé@gﬁlfa} EpsticatsY 1f 8119 The ARPRALERRNSIRAGAM tHésBedificatidal ienal control
system 104. Larger MsOs, fox exanple, may have their own equi pment for
sendi ng dwntipiddn Wapplidahfctorray oo of thetshmilarspmpoperiphaing thesame fastger MSOs
woul d fornul ate the cont.rol ta informati or broadcast directly to the
set top ’i?g%ggc elﬁbet I’fé‘fspe%fbvr?acifgﬁe 8n(£ger€?rF%ﬁeq§3ae§'a i nformation could be sent
on an out-of band Rrefepdig fifshtd Righ &N eptoidiriént ofiaspstém 900 éashowen thagi G pher
|1 TM br oadcast service data stream_ a data over_ cable S%lsztlgfeg; i nterface

. speci i cdisirdntqspouspispfosmatipr suckias Sanations] vpithand sy Hicmsm %¢fhannel as

art,, of br.oadcast , |t h.Cas [.ngl LSS : M
ot iCncBophR ARG TV shibbRten? 08 b G804 bOARTT SED4 1d dickihue
.del i ver ycsinsdl @ifoRffionsrahawmmbEn ef behliheadends ¥03 esim@ Béndsad acthiewky y provi des

content to _a nunber of e based upon, cert aj ondi tions i hg satisfied.
| ncl uded®HY Wét%%‘@ﬁﬂggo&g? BatéPnlab‘_&OélltrOb%Yé@%i@bﬁ%“F%‘Pr}sés %@EPEF Wﬁtr%le_r of
set top 98%%%1’%@28?%{%1?%0 BEPBLRTTNGL AR iSfmation foRlde@céndzabel 1 i te

di sh 216, net 220. 15 The l[ocal access controller 206 receives
cont ent Billingiisfbriisnesomtthe MSDseassociatel with agpbdoea! headendfloR is fed tother s of
service ordered by each user that enable use of the content. A M5 O may
have a nunber of |ocal access controlBers and/or |ocal headends to
distribute content for the MSO. The stream ng nmedia portion of the content
is received froma variety of sources that could include the content
satellite dish 216, the |local 20 progranm ng receiver 212, a mcrowave
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entitled to some particular functional unit while another set top box 208-2
m ght not even though both boxes 208-1, 208-2 receive the functional unit.
Equi pmrenWOWY' W23t he | ocal 25 access controller 206 regul BEWYSOIMS2Slubset of
set top boxes 208 that are entitled to the functional unit and bills the

party receivin hat functiopal .unit appropriately.. .The i

typi cal Ir’gf1 18%].[0%{1%’8?%3{%?% Eﬁ?fﬁltﬁ? %Woafrffﬁg%%logﬁ%%gdn{éaar ﬁ?f;% 8%%5{5%&? t hat
cont ai ns;2a 34 e Tocal hea8BRAY. At AicBhfrdll dasd 28318 116hid bhrellied gishead! 118t 1ERMS Or
channels are nultiplexed together into a single digital streamthat is

nmodul at ede upshtotrbley 3ite HHE daja siaeamsel24cfiem k¢ natipheleontrobsystanuhdd bark thundr ed

and twe anal og carri.er channels in this enbodi nent of the system 200.
.The sepgi‘%g%‘:am‘ﬁ%?ﬁ& gdtgr eams are tracked by packet identification (PlD)

i nfosnmation such tiras cddiént ldidHiMitedBY 16baDhdadbndst 108 B ULR R tEEMIRRYES
according to their unique PID information. O her enbodinents could
+di st ri buand fuhetionalnmnigs /SttgamieBmpdizlisSdes o1 8REA pragratehithalire meaciveds por t

hani hat, i d tellite djshes, i .. RE
(¥ anom tEpded. deteteddn Alhlaven it ol e Seat el B e BBk SRR 88 1 e
current , s HRANE sdiithS Box 3MUE Akert Rerehmify M6dia ifRedRlent BOvIIEKE, 4nd ffheiondl a

bl ock diagram of an enbodi nent of a display 5 system 300 i s shown. This
enbodi mantitsproudntéransientor ppr-volatidd. JIf ey sfbjamung mediaria asated an SESATY11Y1st hr ough

a variety of.securit chani sns, .Incl uded in t ' 0 are a
set a‘toop %8&""]2?}8", eﬁg&%gﬁx SOV AP g%%?oc?j\}w&? §‘b‘\d%°§8p‘g"%¥d g%?\‘%ﬁéva rel ess
i nput  deMi¢@atiddd coli@S9steh VB OCAUIIREEMS Os Stholtely upay thiduadtionbleconsel can
enj oy content conditionally distributed b{ a content provider. In this

ol

enmbodi mesystenn he4 toproside apthevizetion informatiemiacthyipcabhgsdend HeE ofheptlior The

net wor k serves as the conduit for information traveling between the set

top box ‘and the headend of the MSO. In this enbodi nent, the network has

one hundred and twFahstioanialig Ladiséretesentitids thabdre dithedtardnat ocont r ol dat a

channel . Generally, each analog carrier_transports either. an anal %gachannel
t

or alSnurivenlemenigh g seffwars, foh a¥AvaS, 2 pasellal RATtcHIRTIOPOh A Ui vFsAl SeRal BM8 nspor t s
obj ect's jtl i 0f oppRt i Od haneghs. Qn the
anal og c@?gﬂagﬁélj&rae |sh¢1gu?§g§(}gg@%ﬁ%§5 H{eg{eeﬂﬁ?r?,iagérré (I:Dalfi ). The

bi - di r ecpadkrbswitshetmetwork subsgtteins anmfeaned winsbeimet, Ghawaed, dethatorbr oadcast s
data to the set top boxes 208 at. .one frequency and re%ei ves data fromthe

20 boxesSIFEURE VEHEE HErSTARGRE A0, R PEREA Al PRSEIHISSY 6™ 0 decr ease
over | oadj ngs: b BORR i i r nendl enne i et hodol ogy
wel | know}c%{i%e arfﬁ?’kd h%ﬁgg%gg%nﬁ%rgggﬁﬁpuﬁfan i n-band channel, a
cabl 2 nodsjertsdid résahrcss ratreitadn storeddn (izSie) fopdwik|whearit isgowerasadaini t e |i nks,
m crowave_ links, qr carrijer current..technj.ques. to.distr] ont:r ol data

i nf or mat 6&%“?@?‘&8@%%&?&%?‘%% élg@S‘dPgm&éﬁg%ﬁﬁh? = |erc§éltt+1%%ﬁt %5291 tdcont rol
channel LsdeadnofetdoPbodi R@GhicesHcl@RRh®inghain alsideahe sndobor firal  dat a
information. In this 'scenario, functional units could be authorized w thout
f eedbacktiat gsmeeded bpan pojpcitioxpens: asinienged, secirasamothesoipct s eimysiralaccessory
sonme user,s .may purchase and add to their display system 300. When using the
set top BB5¥C508 for personal conputer tasks, 30 the printer 312 allows
pringsng data such gsokjsRichay el spegaisiindiidnk asgciatetiorvithaititlon areedlen As wi | |

be explained further below, the ability to use a.functi onﬁl l.glgi t, ]is#ch as a
printer pRECUIESsuch haithguieridhe pleshis SHIRILP 3HPPHFIAB AR NS SHILOIRFST | ed by
the M5O g\Sing thlSeda8 Qi BRIYUR is LRI Sbjdi2 THRMBALL) B theW-nhilt he
set top g‘kﬁét{}g% g?%’%‘@&%?ﬁ eﬁﬂ?ﬁe@ pr of)sedragdﬁaﬁo;éijzati on is tic’)bt aiened to
enabl e t peograinitb @rinpor teadd2taimattachatentsds a resputgox A2G8r could be given the

ability to read e-mail with the program, but the ability to print e-mail from the program

30 could be inhibited unless additional authorization tiers are procured.
The HITS data streams 124 are control data channels used for distribution
of control data information to the local headends 108. The national control system 104

modulates the HITS data streams 124 onto out-of-band channels respectively uplinked to
all local headends 108.



WO U2/ 111023 PCT/ US01/~8251 The TV display 316 presents the user with
audi o, text and/or video corresponding to the content. The display 316
typi cal | WO &xwie2ds an anal og vi deo signal that is nodul at BAT/OR0IASSHr 1 i er
correspondi ng to. channel three, channel four or a conposite channel. The

tt b 208 . NTSC ,si [, .f | . nodul at t h
ngr oglrol a'? )(; chanlrct)fra‘gfi H‘%&i‘e& é@&gwa@%ﬁrsfﬁwgﬁ@?%D%@J%%ﬁ%]g@flg%ihegl gital
di spl ay ﬂaﬂéﬁmenﬁtn @skﬁt ey & é?ﬂnféhﬁ@dl , GthEr eﬂa’ﬁ@dlﬁfen@ nde@hdtalse dlespl ay

alleviates the need for an anal og convéfsion by the set top box 208 because
di gi tal mlhemlapatrobmtmakm | lprget MB@s fat extingple aysy hasdhdr gwn ghuipmieot mat i on
to for ate the dis icture. The wirel ess input ce 3 al | ows

.i nteractf ’E)?‘ang’cg!\ﬁé’é‘ﬁo? Fm%tﬁ’& t‘t’ﬁéﬁsfbtc’?é’tm‘?%pﬁbﬁ ?é@cﬁ%ﬁ”%‘ ice 318
coul 4 be,anf18IRHLE SN WROAEAt IO, ©QRE §@kdPboxeR BNHEAD! et or
ot her mBﬁItl {thaﬁl&gﬁ Anminn a?%rhfﬁ?ranscée%tver on the mﬁoxgleg?tcgﬁSlB
-conmuni clahesn \Aﬁl‘hdncmtmlrdtataanfdnnatmm\ﬂcbbe gant bhenset-of-bmdistread s inebaid ow

W reless co ni cation. ot her enbodi nents, RF_link or red link could
be used qOﬁgrth%anet ream; ﬁﬁ fl"‘ RroaflSAst servise 4¢a S@%ﬁtm,t%%%\s@rfe@ehas

conp Onelréﬁ{ct?ﬁ’tr dlé. 8 &?ﬁéa‘ﬁo?&ﬁ@@@mt éggs%é Qba Yy Qtﬁteﬂ% gg%tg Ruinef sct i onal

units. In t e set box are a contro nmenory 328, a
printer m@trdfaiiﬂaadc&snﬁtumwdstmﬂgléﬁ:&ﬁtrm&nmmss control processor 340 a

di | terf 344, d f d R 348. T | k

cgmﬁ?/c;tnee\rm ?(t:\ee&@ﬂl @né?caegﬂ}k?g éa%g@cgﬁﬁ)g%%fa ORGP ese O%Béseé‘itf f er ent
dd t t

SEECTNRT e D s e S

316, a annihdref nsan basetarponicembain aqsrpimmd:am@sapeﬁezb riahludwdjmdhc ectander ( PVR)
or ot her_ consuner _el ectronwi %}gponen The co £(§3 320 rranaagrtlel?]

oper at i APOFre pheat agcesppPiiptlen o0 qeﬁg)[p x8§ BlPE! BOSFAEIRg
system oughe dfm%'ceﬂén@s%tétt t?'d‘is@zl@bitrﬁtctheﬂ%ﬁ%fjﬂd)n and 25 deconpr essi on

are performed 1n the cont er 320" as well "as functions such as switching
TV clfannel s for t h#heserl acdssporselidri2Qg reneines contentrad distributenit kardwsds i n t he

controller, 320 ar ssor, .an .enc ti.on n and
ot her i tBETEHEHD ﬂf’i’é)@%ﬁg t‘?rﬁ@fmf%ﬂ’éi)épetdrt’ W@géﬁl&ﬁ C'ﬂ?gse ‘?‘ﬁéguse of
trusted QmiGRCU PISOPREaGhaTE: ﬁﬁ(xﬁbé%rﬂf%ﬂél fbclss naborled ahd/oPRREAURLEeRBGYT i Ty 1S
provi ded by other mechani sms. 30 The set top box 208 includes a bl ock of

menory 338ribTte csmmmﬁwh@ 0 sTls@a;traarrsmamdmmop ofithe candentds feaeivede RAM

ROM fla and. ot h I Obj ect's
are storé?]‘hl g’?fﬁ C?‘bl 1c§%c£et§? %S% Sgfe g ab 3?6’@%2&0\4 buri ng
execyt i 8;5\' Ft%ﬁhﬂ@"t@o@b&r@msa ali@owavdrdeiv e 8 paciet exielitt @dtwidrk tha Iitegetrenor y
328, and also use the nenory 328 for scratcﬁ ad_space.  bjects, keys,

serial miheics Eacisettep box 208 basromigegaddressy atéﬂﬁwéﬁ?%léﬂgi eniitlemsnt can be
t d I
?et);uene:jl (E}TAL? é)tmgél{l/\%ﬁdgaw t%]?ﬁj( ZBQM# %Iaﬁc %J%rli%tﬁ i port 332

resour Ceerftﬂfedltﬂts@m‘e@eﬂmgldrcﬁur&nommmwdhlemnbmeesetIﬁd;Qbox'I’Z% -Dmigitteot goant 332
is a functional unit that i s not ava}&&lbl e t rograms unl %}1 ault hOlI’I zed.
As expl aibqugh pothihraes Bes-dni0%A Eaeelyp e un fHe™mE

aut hgy i Zgéc'e%;cotn'tt%[lelt i’()éﬁ%?uﬁ%ers%ﬁ% of H&@%ﬁ‘ﬁoﬁeQQOQ'tﬁa'ﬂhﬁ:renﬂﬁéd toxge. Data is

sent fromt printer port to the pri in a serial or parallel
f ashi on hanctiayel ahitandibilécthe pary restizing thatdhegional witsppripsiztelBt at ed

|1 heck 0 wh
Phe.aut hont cat s on RaPBEnLatRo AT ah T it eTan bR b BRER Sl " ©

conf i r meghanhel theX@HMifs a AumBaCIfREp At idSziR DS se r@dth%@gitapﬁttéﬂrnsrtg is
requested. The checkpoint authorizes and authenticates the object

. request i epnpRls apy multiplexedridgashertinfe asingle @tgltﬁ]e%@@mdbat icpedpgdirendhie pl aces

in o o] wher auth ticati / ot her

obj oy (A6 cHREE Srbl ks Rb aioRae Biodiph A 1Al AdY Gritbuahdbll b

.of an 15 i éreleddimiant diﬁthe Egstdnil DOO.NThe Selpdt&@é ﬂtgxtalcslﬁeﬁzh@ammtaskmw pakkor med

when t he u gose of the object becone fest. In the casgpof a %‘;I nt er
1

por t 332i cHinngbdl) pdewmiionsaeh thétstfl méwdlltl Gigita} sleepms £ OE AEMRYTet hi ng.
Accor d "Gldbraifle SO RAARLG b1 hdBdR &dott&r ehESlinidle QidElbEs,  he
printer port resour en any t I's printed. Typically, the
checkpoint for printing is Iocated |n the operating system but could be in
any program 20 that interacts with the printer 312. The network port 336 is
a resource that allows bi-directionaldcomunication between the set top box
208 and the MsSO by way of the network 308. Included in the network port 336
are a tuner and a denodul ator that tune to anal og carrier channels and
denodul ate an MPEG data streamto all ow one-way delivery of content.



25 Also included in the network port 336 is a control data transceiver or
cable nodemthat allows for bi-directional comrunication of control data

i nf or mat Man022wedd23r content. To distribute | oadi ng of the POMUS@I488Ht a pat h
to the MSO nore evenly, a store and forward net hodol ogy may be used.

Modul at i L0l I ] - - aNy: I i i ble 30
wcn ¢ ottt frati it bonthichs BRI AAGUARE AH SR IicIRRE, Ol ©
di scusserhnahiness, phdiet IWitchaipletyodkd Getieaedak modeasegiriersiugreal, phonedul at ed on

channel three, channel four or a conposite channel. For displays that
accept aingsgndiar thegptpmets ych as LCD di splays, the display interface 344

performs any for i r i r Voo LAl i {1 0023
. PCT/ US01/ ~8251 Tﬂ?‘%@%&lﬁgﬁ{fﬁggé brlgcg‘o&j?%éﬁ’ﬁaab%&%@?né 8?59%@
bi - dbr ecistemnaoD)s whdvn. aThis eglbedindnd pritvidee vinlepld 18eld sTalbisdeand Rsduree | R port
348 is an IR transcei ver that provides the w reless communication path with

.t he i npdEcHBY flEaug § vasty of sequsiéy meshaaismsn In¢ladgdrndhe displag system 809 agal og
signal s .r i i g ongdi iaht.ali.signal and
conver: “SELREBY 208, hARHE SO BRRES13. 17 ALY ST BRAM DRl el % o1
si gnal . 3TRe Thest itewhd evopdie jor suck asey thitehdugr tal ergogoaitentsonditiatallyhe user
can contyol, sorrg of the func(#ei Oﬂ'is within the set top box ,208. The_access
cont rol ﬂ{%@ég% Y 2CARISHL BRyidepg IR hiseanbodiments e CORER| ARG I RicRblEHe set t op
box ;208. e, the ACP 340 perforns authentication and 10
aut ﬁgri féé:‘ﬂgﬁedé?\?ﬁb under the direction of the controller 320 or
i ndependent of t helloomdtwoltkt 308 @2¢ks ad thepondivit foriihformaisdstravehing BER e84 0
i ncl udes_a processor M and, ROM t hat coqQper.ate to execute software

Wome e pesd beg

i ndependBhEct &P 9oie? end ©f theddSQepn Hip embediment gt warkdws ypt i on
engi ne { I i I tin
Si gnat u?(glg.hﬂ&ﬁggl Eggyﬂtgﬁsty%?%%gﬁ%ﬂ%ﬁe@aﬁnﬁlﬁeﬁg%agp %%Sdr]gafriﬁérl]xﬁﬂ]egt t?i gger the

ACP 340 Geneidlypeachomalogemmidrttsanspretsiesthed am dnhlog ohetnod one ntmberhef dGR1340 i s
i npl.emented i n hardware, hut other enbodi nents coul d performthe functions
of " e APy 2o i G2t ¢ RRme a0 e 860 SHASBIR RIS | ng

system (gf3h ok‘griegc{égfgﬁ%h%&@@én gfﬁgﬁﬁlog%ﬁﬁ,r e difificRnedyy padeiidegtidde | aunch

of software o t he ACP can nonitor whi'ch application software
obj ects @M@s)running. |f necessary, the ACP 340 can 20 kill running

applications if a .gheckpoint detects. an error or .if t horj zation expires.
Further, the ACP 3@@3 U RBHICPBIFO L FRAmH IW@ﬁfﬁ’éﬂg&mﬁﬁvﬁ%ppl i cation not
aut hor i z5gadc@stPBatalo BRIGRE JopIiikes 209 Alonb PRusRFRNY réderRs aad!fbnatheo be

nonitored to detect applications hiding in scratchpad nenory. Additionally,
t he 28CP @xes 2 atdnpthed Sienyensy e Rgtuen dife argydiertusuerhtor drereass eerloading menory to

confirm ir or i r Lelil Y. untered by
the Ach SHifepedt bOhdRs e AU nd R EIbENb ool RioRHT BBSR D ° P
ACP 340 @ithksembodimeafsicoaldeuseaniiibayd channel, b oiblshiodemn, digialssabsdribpr lwex 208
such that aberrant behavi ?,r s detected and reported. Wth reference to
Figs. 4, DS)eab8iar daity stellitslinks; meqrowaesdinis: oG CURSHieT eIk di agr am
form Obj:ac j Ve i j i CA: 1130 formto
A s S S S T L WA
t o t2%e smintrobghahnalasst2@Bod biedirdchienal aprtrdlichhuiesdito fend womigoltdata obj ect nessage
400 are an obj.ect_header 404 and an obj ect 408. The requir t or the
b et - ADBTERESH oI AT AeRBH JBits Gl B8 EayEr AT TP FeGOR B et
however, thothgsp HP2d8.ment s coul d include requirenents for the object 408 in

the object nessage 400. The tier requirenents for the 9
The printer 312 is an optional accessory some users may purchase and add

to their display system 300. When using the set top box 208 for personal computer tasks,
30  the printer 312 allows printing data such as email, web pages, billing information, etc. As
will be explained further below, the ability to use a functional unit, such as a printer port
332, is regulated by an authorization mechanism controlled by the MSO. Using this
regulation feature, printers 312 compatible with the set top box 208 do not work unless

proper authorization is obtained.to enable the printer port 332 for that set top box 208.
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WO U2/ 10.11) 23 PCT/ USUL/ - 182S1 object 408 are transported separately in an
obj ect requirenents nessage. Although not shown in Fig. 4, checksuns are
used to Wb prade3t hat t he obj ect nmessage 400 is transportBOTAUSOVISRSISet top
box 208 fromthe headend wi thout errors. The object header 404 incl udes

attributes for theﬁ?%ﬁﬂ{@i?@@ﬁg%ﬁfthgu#é}%mdﬁgﬁ‘%’%’&%dgpj"ﬁ% header 404

are a header | engt unctional” unit identifier, a
sof t war ecormspomimg @ribe eordentailhe idispidty Flicaypicallyerebeackem antbgohiflectighadngt hs

respectively indicate the | engths of the_object header 404 and the object
408'.0_ Th et_YIFU% &ngﬁﬁ?c{ Wht Pama@?&grrqspwglw BuataeleT &Hﬁﬁicga@eég‘% OF RGP Ftus
attributipg,di ThelsEHb bEFD0E Rfdaheém'rge Slghal gﬁeé}'ag@fe; et A to‘%f?% f The

.sof tware version i ates the revision f erent
M5Cs Sar eappsepriptechaioetaiOthécemiddiments could is¢ haidea flonitbr dhdighsitdidpdgy boxes
208, which m'gEt recei v&s{gn ob'%rect 408,  can_screen for objects 408

.associ at'Bged Pha fekisionydisaien 3 1onPseBf @ digitalblisnla pigyadesthamnest forga syst em
200 is '@&Q : i : . . he

obj ect 2%%1“ 1t |v éﬁgﬂ?}' et}é?%%gfp%g&g%%g)gﬁaﬁ%ﬁﬁ%égﬁ%SBH?g’%\?g?lﬂﬂ}&?gecggss(t)afljr ce of
t he obj edisplaps sisgdigtaiinfomhatomid falbinbiatetheflisplagedpicacte. 408 to t he recei ving

set top box 208. Several  types of .content or .infornmation ¢can be enpedded in
an object, such assigi‘é{gﬁleé%ﬁ’@u ‘S?Y@ﬁ ,arll]f’l‘”lsﬁ%&rta%tl?fb 8%%&6?’6%%‘1 e

Pr 09102 MBsek Eopfbox HRY AHY dAGdd Y& cohld B 9&&@%@%&&&%&%}8 1€e§ngo£}id! kg

i nformation, video, audio, and/or data. The object 40 n be used
i medi at @ingrodiet, pen tabldieortdtioatinmn nasctarssm h dmi imfrasied transcesver an 2@ inputer ti ne.

Addi tional l.y, authorization, can, be programred to expire after _a certain
amount oo porRiates With A ciBlr e E G1 P et iprhoxBdB allaws | s used.

Ref erri ng;aRxd cdimlhigation. Iﬂ%ﬂ%?@ﬂ@oﬁﬁ%nt@k%ﬂgiéirdrgzmeﬁ'lixﬂ@&ﬁ% 2 is shown

in block diagramform The rights nessage conveys rights to use a

f unct i onakteadiof theTyfparedirhyscetvieere i s one rights message 500 for each set

t op .hox 208, which ecifies ny rights for. the functional units in the
sef Bop box 208, TOESR TG G AR GPIPAPT D A= Bahr e Rculiaa wi (b
the funchitpe@latiehiof fidcBoeN @akE dirRARACM S the K& 16 BEY 30Pire @ ni6llert320, box 208
to determine if interaction with another functional unit is authorized. The

ri ghts mosswge3Ze raintsnertr38ane aetyvosdkdpem §3hawaesagh eanttod procespee Bfdral  uni t

Famct i ondr i TRt 88 = R Pl ol Sfulbis ShBBbmefiess = '

checksungdc ofigdriok¥r 4 Bies 330t wikre E¥chlodliasREFaert Lldesdty wiigudly afeapef . The
rights header 504 includes attributes for the ri ghts message 500. | ncl uded

in tAe rowythedusddbedysioalln the st Hapdenxr 2084 g separate Aeyes SuticrWd Be ruct ur e

angt o EFch PRETARE 36 BB B ke B pERRORB]) s
| engt h reidpe edcondzlr YPVRYlocather dopsuhengéduwnafcotripenentght s header 504 and t he

eng st ctpenenight s hea |
s ot e St 08T 22hed 20ROl SFILLLY ST B B 853, 8 O1 0V

trusted or secure operating system. Such functions as digital object decryption and

25  decompression are performed in the controller 320 as well as functions such as switching
TV channels for the user and presenting menus to the user. Included in the controller 320
are a processor, an encryption engine, local memory, and other items common in
computing systems. In some embodiments, the use of trusted or secure operating system
could be avoided if adequate security is provided by other mechanisms.

30 The set top box 208 includes a block of memory 328. This memory 328 is
solid state memory that could include RAM, ROM, flash, and other types of volatile and
non-volatile memory. Objects are stored in the memory 328 for possible use at a later
time. During execution, software objects are loaded intd and executed within the memory

328, and also use the memory 328 for scratchpad space. Objects, keys, serial numbers
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rights nessage 500 to a specific set top box 208 in the domain. R ghts are
conveyed to the functional units using the information in the 5 rights data
st ruct ur w®@B104423gi ven functional unit may have rights toPOb®Seleseflal ot her
functional units by conveyance of an individual right or a global right by

analyzing the rights data structure 508.. A right.is also e tier and
g a1 o AEdAlkSs B PR R R VR R ey 0 iR B by
parti cultﬁeyﬁfeqretaiﬁathdﬁgﬁtaip@%}cymé.t' may be already in the set top box 208
or may be downl oaded at sone later time using an object 10 nessage 400.

Referring next to [Ehijemhodimensitdedasamringdr part 9B respurcerfor Uityréastng to anmessage
600 is shown jn.hlo L.agqram for The .obj.ect, requj.r.ement s..jmessage 600 is

.used to %glé)gﬁl‘ Q“Iiﬁﬁfeftzeq }e&’é}%‘?ﬁp_s?rtf 2 el acfgﬁné’%lo%ﬂﬁ@t I%B?te%vt%llﬁa 9n the set

top BBox ﬁ@&aﬂd\ﬁiléﬂé%ﬂtﬂoﬁz&dﬁ'eAQ@kgﬁﬁihedi AftHef BABRL SachRBfRIMuEKAva TR a

requi renents header 604 and a 15 requirenents data structure 608. Although

.not  shoviigquirédawhpretion digu ior userrrespuneestigh es BBErintas [paas2a Retreislssnim t o
verify the ipteqgrijt e, Mess 00 during tr rt., The requirements
nonder cBom e Pt bad oot BEERRET 124 o ftia POpish i FEMiA W HEx 688 60

| ncl udedwirgd b ifeREY trh@pBRinsedhg@d@r 604 are a header length, a requirenments
data structure length, a functional unit identifier and a domain

identifier. 20 TheSkwetdesncrtly, ¢ ehpskpeinbistaodritin tigterol etstapeol PEPRes$iBg

Feacttr entfirt hERUEERDE A A el b Y s BRERAA S B3 EonRREaT R Mo
uni t i degdaniplera dHeakpdiit isledoyintepdibwBerl Mravtirfous edquesied. Tid ¢heclpvgnd unct i onal

unit identifier allows attributing the object requirenments to an object
408. Di f3whemiges ppbautiraticutesitahell ceigpanestingibgprintiag andioicihe PHATT FEQUBE. t he

500 can SRSEBRTRE R AN, Lot ilos BAEE APncCa ) il AEAHERI S pliPP 20°
requi r enaiiterddjet 64.5.081 teeatfipSsyeichnoteckhautidnBcitonsind iuthoriziort ofdn

requi renents corresponding to the object 408. In the data structure 608,
t he Punctnpbigationiat 1siraeHnex iIdealiys chaskpeiatstage peréoraied e the Biressfithenent s.

If a right. r Lr i [ 0 j j

message %B%tq}eﬁg%le%%i ec t'4§b%%sc g%u%%dﬁnggerg)ok%rﬁuﬁgbﬁﬁg%%eéfgnﬁgf fed,ag Sg e- mai |
obj ect cwhbgitieqsddrte panysafethingr $cteardinglyyardhyclgoidths triggeted thehqukakent . | f
the rights nmessage 500 includes tier twenty, the set 't box 208 is

aut hor | 284eSGiE/bE REMIST Raft P3BFsgrgmwhen anYise s PRI S Y: 1§ | 1/ ~82s1

The obj e@ﬁeckggﬂg i rasgmiﬁg B8 SASLInAHE o'ge:ra%i %H%'rﬂ/, LaPLRNEHe W 4y grbSragssoci at ed

obj ect nessa y a signature ov nessages. Even though
t r ardpor thetlirsepats atith the ptihter 3tdmbn si gnat ure assures both nmessages 400, 600

are not nodified dyring, trans . Referri xt t.0,.Fig, 7, an enbodi nent
of a resources "re;tr&FPgWépﬁEORgégé%@éeS‘?ﬁﬁeﬂgt éﬁﬁ%%blfdﬁreﬁﬁSQ% di agram form
The resopsh@tinicatbh bewREA me@ﬁ@?gﬂxb@@ ah8 tead oty ‘S%E@f fh¥ nkfkerk 808l r ement s
for all the resources in the set top box 208. Included in the resources

r equi r entnelusledus thegeetwork porie3 3 ave g divres aad e emediator thantuagdo analegcarrieient s
2 L.
durizrg  Also included in the network port 336 is a control data transceiver or cable modem that
allows for bi-directional communication of control data information and/or content. To
distribute loading of the control data path to the MSO more evenly, a store and forward
methodology may be used.
Modulation of the digital video signal onto an analog signal compatible
30  with the TV display 316 is performed by the display interface 344. As discussed above,
the TV display 316 generally accepts signals modulated on channel three, channel four or
a composite channel. For displays that accept a digital input, such as LCD displays, the
display interface 344 performs any formatting reqﬁired by the digital input.



transport. The requirenents header 704 includes attributes for the
resources requirenents nessage 700. Included in the requirenents header 704
are a hewares2/dogorgt h, a requirenents data structure | engt hpCEES01288INRI N
identifier. The header and 15 requirenments data structure | engths
respectively indic I i nd the
requirements data gbrucpgqgﬁg%§néﬁﬁ%¥%§§% %%%éﬁg@gbgg@?ﬁﬂﬁghé%ﬁg?n

i denti f iveirslessigput dedicedd18. Thclidid i tie IROPOrbBAEER ad(dR, trarqisuﬁrrerrthagrptro\n@&ei ve a
resources requirenents nessage 700, can screen for nessages 700 associ ated

wi th t hehe Waksgss gommumiGation oa@@gth@qm% aeviee 3 bt Qther P’@e&rwes ingbe B 1 ows t he

M5O to f Iy r all set
.top boxed o%%ﬂézgqnﬁrgfte%glggsﬁgﬁ,erécfez\%guS@gé ﬁgﬁ%?;?/g%g)n%@&% PRt gﬁlg}r e 708 are
entrises di@ial @ad BomeBOAHakR dighaldenisietthé omsb@rxeﬁﬁ&nvﬁrwms;sdmu@mlgitﬂs are

| abel ed wth their respective functional unit identifier. Each functional

unit i deﬁhgliaﬂl &he pentrelins 340 pepcessed e digitad siemglsisp dhasihasusen carheoniral 8oTBe r uct ur e

{ights rtota fircks SSEM BERec it A “ni T Vs “Buthor i zed for use. For

exanpl e, if the priThtagcepPédntiobaobéRsr (ACY) 340a8EY aRp Secutighfudictiénst hat ti er
are not granted, the printer port in not _accessible b¥hany program Table 1

shows anWEREHHE setdep bWé 20%.cForrexamplee eGP AP prrgrmsithanEcaigicidonal units
in & et r}tl?cfhﬁ?én %Rﬁer &[&%r {h%(i‘lﬂ'e&ﬁ)'ﬁeéggﬁe é&{érogﬁglcf?(?@ rﬂﬁ %‘t%?or the' eceived 3 0

|nanobjec requir Fequi T al |

r esour cesonfdolier 80®I 'V@ jﬂeﬂftﬁl’nﬁltf ta§l&l,lt’hée§CP adn irfobudes hq:rmsmgéAﬂ/Dﬂrd ROM WO
02/ 10-L023 Table 1 PCT/USOL/.L82S1 Functional Unit | DFunctional UnitTier

Requi r enEat SopswEiaLo ﬁi@c'oy@%warob@%@q@ﬂ@%mcow%ﬁ% ThoAE#4] alsgse ofd
P A
b oceesor P S ARHYBESEeneie i hah RERADA for B RERE btk RR AR VO C

physi cal sigiidtineer Checkpodd? arceymbaddel iatothebefrwafe mmﬁmmtr%sr AeACPBd0 t it
t hat correspond tqQ ohjects 408. For. exanpl ability of tge wor d

pr ockb s oPeTEBTetFIEY ékst Ha this embedimsst, tthe3§§P 3:4(8 A UpRlFREntet i Rardiare o ¢ he
ability rsr}t ottﬁ& eﬁfdmr elRL&Al phidort? e Hﬁgcti%h BE i A00P Bu@Resdfvar&sour ce two.

For exa proces or cou lowed to print by having tier
sixty or ei ght y, bC[ﬂaetAkféP 840vednl algor shgdewntiooepetating spretaingDS) e assbid progert o

rint by.not havi r fort or S ven this. t.he, lity of
!Ondi vi dﬁ%rnce%rlpm?ﬂwo@? &%16 éng‘FFgW?{Fi ﬁ%eé? Y%AE‘%%‘) E%Ehybe
regul at eghonitdr %ﬁﬂtapﬁgca&fog%ﬁwm oBjdctstire AR APhEcddsey,ahe ROPEI40hAR ONe
functional unit. In other words, each tier may correspond to a package of

f unc?0 onkilll uniiing. apﬁbcat@narﬁﬂ @reclq:wmtydefems@nrmr ayifsethoriapidsoXpae8 in the

domai n Ve a_def au 0 Lon r anpl e

of Tabl e ¥“h‘?r i @F f’t(g%%\‘kg Gt il meRofy 5%%"% &865? e ?Pdﬁ%‘?‘{ "%#%‘r# gzﬁ‘gi |

obj ect s. tFbY fnhiBEmbHTAS. WrRattlipad ematy Rze kBGIA aldotid bhitbrédto degediser by
applications hiding in scratchpad memory. Additionally, the ACP 340 could randomly

execute checkpoints on the objects in memory to confirm their authorization and/or
25  authenticity. Problems encountered by the ACP 340 are reported to either the OS or the
MSO. In these ways, the ACP 340 acts as a software security guard bot within the set too
box 208 such that aberrant behavior is detected and reported.
With reference to Figs. 4, an embodiment of an object message 400 is
shown in block diagram form. Object messages 400 deliver functional units in electronic
30 form to the set top box 208 from the network 308 such that information may be sent to the
set top boxes 208 after they are ﬁelded. Forming the object message 400 are an object
header 404 and an object 408. The requirements for the object 408 are not included in the
object message 400 in this embodiment, however, other embodiments could include

requirements for the object 408 in the object message 400. The tier requirements for the
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15 granting rights to additional tiers as desired by the MSO The nmapping
of tier requirenents allows offering software objects with different

functi onao oy104623r exanpl e, the word processor object couPGTASOIZBRE Wi th
two different feature sets. If tier sixty were procured in a rights nessage

500, the I Ssi.n rogramand prim fromthat

o ogr am * DEgBRHe GritBbd CerlBely B B B8 AR G e ApBh L | ng

pr ogr am shobwrt indig {4, chyckeame apy 0@t tedalidag!Batho bbjetEhedshad 300 if Bendpoeed coul d
| ater upgrade fromtier fifty by procuring tier eighty to allow printing
from t hefoi8s setioR b4t fromsthe headend watbout arorbox 208 coul d be di sabl ed by
the MSO i n several S i VA bj.ect. assi gned functi onal
.unit zero is requi Fﬁgxﬁjgﬁt %%8%2@4%&?%&%“%%%3&0% °0 R]éecsrg S?%ep&(@ox 208. By
sendiSng chidgdirsthevbieyRedde 404 ade adicdddrQéndtiavg dbijdt ldneth, a\Bi¥icEbndlSinitequi r ed
by the operating Siﬁtem object, the set top box 208 ceases to perform

. pr oper | yldentrieradsofiware vgrsinn; apd & domeinggentifiernghe headsrpubpliest lengthsd not

a1 ongro el ahelgad R e R g U althe s LR T st

top box @@SiorabesitHastieCpiwakyhetiqueubdt et AR btkduths fititeqareidti on of
the set taop box 208, such as renoval of tier ninety, which corresponds to

the 1R p@fermasign toyherpbinct meesage 40he Thesadtveare yearsionl inditates theaewsipnt op box

- fungfy o j I e i netional..unit s that, haye .no

assigned r e%ééiolrfglrfﬁzcgo\ljg{ti I"ejf{ gfg%ééﬁllgicgt&g%e gsrslg%ieggoﬁl?%aldgriﬂgﬁetr%suﬁgégaéaﬁ Oggtéf In

t he exanget ®pdfoxEal0& which seglntfreddine 4n dtgectid08, danstreeRist@bjdees 408t hori zed by

any requirenents. Accordingly, the set top box 208 cannot use this resource
¥

r egar dl eSSO@#eqNAt thelgdomant s it nmay posses. Later, a new resources

requi renents nessa |+ I t. . new

resour ces requi rerrglr?ﬁ éﬁ%l%rggslg%ﬂgage%g{ego@leﬁﬁg@gﬁg lglg%s?é%gg?g%lé"gp v the

fire wiretmprioxee08ir Opors dowmlohdiof therobiiot 4037diSis agihentivated mdtabiotized td S use.

f tier requirenments agai nst tier rlé%hts i.s perforned during

Th hecKki

thg 1‘éute f\‘fér’ir}gtal?ﬁi BH G5 (s Qb el peisre e EIlicaR uplabdity Sbtecali s 498 Brihes per f or med

whenever g e GkPe %xlzme@ewgf@f,@sdofc feht 5&5@%@&@&& aanbe]%deé% of the
t S wn. uni ts

functional uni'ts of a set top box 208 axe sho unctiona toward
t he bot t@ueasfsuEh gs egecatablesprograms fimaweretupgtdies, rumtimepragramsi(e.g., fea® t he t op

of Fig. 8. ,That,is to say, functional units toward.the top of Fig. 8 are
subor di n%t%ctltvs Ogré)gfagg%qngi srf?'f’ % g’d]&?gem%rﬁl IHPSVIQ?%&H ! ﬂldforélﬁg’erprdi nat e
funct i onmphe d4)édt208cn bE BRI Ratb B aflcPRARENLaGhe SKPAISS208n SUftar di nat e
functional units. For exanple, the hardware 804 | nposes checkpoi nts upon

t he 28| Odagogmeo@\@littonatly, swhorzasion gpn béprogravumell tvedxipim afibea cargfry. The Bl OS

808 i npo 0i.nt.s.Qon_th 81 ut .not. .upon.t.he rdwar e 804.
Funct i on%ﬁ%n?l?? {s;lgll%nor{} %i'éb_géeﬁ%‘e?e)kreﬁﬁgf)ﬁ%ﬂpysﬁtg? B‘Fﬁl.egta‘_ﬁb% lf‘rﬂ%{@ a checkpoi nt on
anot her functi onal Refiring fext haFigs 5! Bf dnBoditaenttoTay rghtse htglage 500 i€Xxanpl e, an
application 816 can _require execution of a checkpoint on a driver 818.

Super or dibr#ndn bigekidizgiam form Iharighigerssensed 0P sonyaysirighis texezufunstiondl t he 25
GershoyHie TYRGRIY Ui Ho Hehh lE 300350 AR AR 300 08 i PR REIRG2" § g

designed to ckpoints=inpose exanpl e,

r equlisr e sangrighitd foo theofunetimiad akipointhe sq@p Bdxe2085 Wldeteluiind guthbrézationt process,
during execution and/.or periodical]y while running. Driver objects 818 are

subj ect IFSUIE%WT)EJ?SH?@EWFM f sfP%ﬂtiP)é%i Uit aé‘?(%f!‘e@}‘%‘%élgad’%ﬁ* e giey ofhe 8er at i on.
Data fil@peBk 208 %o 88ém@he iﬁiﬂ@rﬁffcnt\ﬁttﬁiﬁ%ﬁﬁpﬁid&%iénﬁ%g%?&\ﬁﬁ&ﬁzeﬁ?fi‘gg ata in

the file 1s accessed. An HTML object 828 is reviewed as part o
checkpoi mghtsunessage 500 Ako W Mm@ blyedtling 28wi righitsitoer funetiemdl byit assbeiated evith

Betueon PaAECPPRar 20hid et e doa g g Rkl LSl {11 ed
exargol e, thk Righfsunedsh @500 #BhubiSs a checksum to verify the integrity of the message 500
during transport.
The rights header 504 includes attributes for the rights message 500.
Included in the rights header 504 are a header length, a rights data structure length, a set
top box identifier, and a domain identifier. The header length and the rights data structure
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associated wth the set top box 208 include a set top box resource 904, a
printer driver m WD 112/111023 PCT/ USI ) 1/ ~8251 object 908, an e-nail

obj ect 9W) omrdod printer port resource 916. During the npemakoi/482&r acti on
of these functional units, checkpoints are encountered that trigger

aut hori zation chegcks. . Table. 2 .correlates rights. r ¥ s for each
function eﬁ‘g@rﬂei’cpef:ﬁv% &%&&te th?égl}% Sc?ﬁhﬁgﬁﬁ'ﬁﬂf’?&{ 8@%??(?%#1%% ggra‘g‘ltéas to
correl at gnidheeS0BCTheB&topBot feitibr froided HRhiGudBKRABAIONS attiBiey the
Functional Unit IDFunctional UnitRequirenentsRi ghts904Set To BoxNAE- nai | ,

Pri nt er Deltyaressaged00 10 Espesificrsss on boxe2080nithed®@08Rr i nt er Dri ver YesPri nt er
Port 914Pri nter PortYesNone The t..to OX fesource 904 . s superqgrdinate to
.the emil object 9?‘*253%%8&0?}‘@3@?7%&6 fﬁﬁ‘f 3351?{‘5&’;2 syt %gxgc&maglogﬁ% point in
the obj efibhid HdtaGie6tuse 508, RLARAMuARIhhDIHiSmay he Rl sk @b¥etaldierdef i ned
by the requirenents 920-2 of the email object 912 itself. If the e-mail

-right 918wunttipgadupits b cenveyarzaedd apfindividuel mght br o Bjabel righd bivi analygimgsh®20 2,
the e-maj.l, object 912 tj nues. execut,i on .past, the ¢ch olnt. The 340
et ual 1y e AR PREe SO L AERE s B ealry 8o T il ERk Ay patpe
e-mai | ORjREbnd] @Al fRIERLATHDIIed bRaPafRERE Gkt VEleyuh@af@Dunil mapbter the user
receives the set top box 904, the user can add an optional printer 312. In

thi s enbald¢adsnn the ssbtoaihioxi20§ or enayrhedowndoasded abwpeer letea tigecisingzan ebieaiot
I ncl yded ig %%21 éet top boxes 904. If the printer 312 is a purchase
sanc |ong}§’§9§7 tR " M5O, printer driver rights 916-2, 916-4 and a printer

port right 916-3 aRefefAtnek t6 FYD6S aBBEedRSnOSAintddjdcheregirertheis’box 904
fromthe headend of the O 20 Sone enbodi nents coul d %{ovi de rights to a

subset ofnesigge O0Q éx showalin backslisgpadpen. oTheehiag reqiarepentiaesspgn @00990- 3. For
e i . st ! . = on
orora. butelin SRl pERemPL £PY Lo flalf thibetoBin B fppsga0k 31

driver rimidedif 12 objdvt kdyjusremi@yits roeHsyecl 600 iR idquabinents hBdder B0¢and d use the
printer port 920-3 and the ot her objects could nat. 25 Hooking the printer
to the pFGHIBMERisdatasiNCRuFs gfer Alheuahaipt showa, HiesQRierd IRICRENEFNESEERE hat

ook Lo g BRLEE SR ANbUEA Wkl PLTha gy kigrsliggser enters
printex is nmade t o Thheedui®menrsdeatitreoONEaInds eitvibsteafin theeobjeétes the secr et
gggga 335%%%2%;68%6;%%@(%&@@ h&ﬁ@l%ﬁ 12151: %ﬁeﬁuggrgenatlsr ﬁeasd%rn é04eanr(é raﬁ%ta&g hlanngtki key
a requirements data structure length, a functional unit identifier and a domain identifier.
20  The header and requirements data structure lengths respectively indicate the lengths of the
requirements header 604 and the requirements data structure 608. Every resource and
object has a functional unit identifier that uniquely labels that functional unit. The
functional unit identifier allows attributing the object requirements to an object 408.
Different MSOs are assigned domain identifiers such that all of the set top boxes 208
25  which might receive the object requirements message 600 can screen for messages 600
associated with their domain.
The requirements data structure 608 allows the MSO to specify the tier
requirements corresponding to the object 408. In the data structure 608, the functional
unit identifier is mapped to one or more tier requirements. If a right to any of the required
30  tiers is downloaded in a rights message 500, that object 408 is authorized for use. For
example, the e-mail object could require any of tiers ten, twenty or thirty to be present. If
the rights message 500 includes tier twenty, the set top box 208 is authorized to use the e-

mail program.
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V1-' O 112/10.1023 PCT/ LI S011~82s1 enbodi nent, the printer driver object 908
is factory | oaded, but other enbodi nents could |oad this object 908 when
needed uWOR/WH28bj ect nessage 400. While the e-nmil obj eR€T/OB®/48251r unni ng,
the user may try to print an e-mail nmessage. Several checkpoints

authenti cate the prepebick Ghermdfls isSaBl 666 MuriGlef Gupldl il 0. The
e-mai|l object 912 calls the printer gl’l er 908 th the information

r equi ri ngpspeiatediobirct Aicsdage kPO bph signatuneoyeribothemesingose EveN dhaigbps processi ng

until the authorizatiémf the e-mail object 912 is che@heg A printer

driver rVghPOTEESPAHENAIE SHREARSNAHE 2FTSTOOM RES2FHANa0WYaremt | paded

into themg%e’aél&ggll Q%swr{h the printer driver requirenents 920-1 for
rgsum n

-aut henti cat1 on. g authentication is successful, the printer 10
driveér object 908 Refsrahgnéttdo Pig. Mt an exhbodiatenioof o msourdss ‘pequirearendl2 and

passes it to t printer, rt resource 914. The printer port resource 914
‘i's the h%ﬁﬁ&?%ﬁb}ihoma”&%&r?ﬁ(é{‘?%@é‘sfo%_ hi 5P CERAUETREPE BoFRE® OV nt er
312. Oncg \isph @5 HRkifHhd S erf[tﬁfc;r@ﬁ thE teBbGEesAR e sre@wt{ﬁs@zo%.lgrolguﬁéaeckpm nt

pauses the processes to at the printer driver object as proper
15 aut hom thatresourced heguirenpants enessdgse WRCxSa saydiremgits SeBie6764 andal oaded i nto

the ACP 340.f T, ti t] . th th i nt dri bj t
e ACP 40,1 or BULICLLCal LR Chce LIPS B LR LLILEE drjver objec
Prinf@r RRE4agee90HGEIe hehEQsuf b VetiRothe ifte SAY® £ &ERAEHS 6o ddrig rights 916

of one functional unit can be I nherited by another functional unit. The
ri ght 916Gaunspgitd be conveyed to other objects 20 408 that m ght use that

functional unit. Fqr exanple, the,right 916 tg .use th rinter port 332
could initially be ST fﬁhe?ﬂéft@g "%‘ﬁ}‘r&sﬁg’é‘ﬁ]“@%%mgli"gfeé?‘%}ﬁ%% where this
right 91§qu eRRMSENRGade08: MRiIhdMINAES redliZetROnédAer SPire AHeE AR IR
printer 312. At a later tinme, the MSO could authorize inheritance of that
ri ght 912requiretdents:daty stfughue langth, anda demein ideifiss eThoheadgeaddinct i onal units
that. mmght use the printer port 332. In.this addi ti.gnal 25 functi onal
uni 1§ ot e bk i B3kt e i i 1 fERepp Mo dbattmetl,

di agram pbgiet 704 ahd erRBeiifREhtsatAstRicAfe 768.f Difféted MS O bidWisibHarddmaal
units is shown. This enbodiment allows factory | oading of functional units

or fi el didessifiersguott thabjlbef the seithp borer?S8i whichanigbiicerive @ FONEEY r esour ces
al so, but_this is n d froma.r i The 30
process Beec’éﬁlrr?élefl% rg%té%ge%‘) 2% SéjF%nt & %ﬁ%??@ﬁé’? %ﬁ?# S gﬁéﬁ eds(%}%%é'd. The

functional units i MHeuekdubws drpirenezng daofdatuee 7@odtbraaht MEB@ tchmitd be
devel oped by third parties and provided tq the MSO for di i&ri but.i gn. The
vari Ris aedesnpt apysgswrenemredatapungdbsqt of all settom beries gRP+ nclpeeddr &% def i ned

in step }&gﬂmfgs%uiﬁr%n%]d\%eﬁﬁ%g 76 eLénﬁgésto{ eabfi 2exbute FE MRS 4} fnb?tﬂo nis

made in step er the functional unit Is being Installed in
t he fact 80§ wdreré thetehiziet hedl ldbeléd withabeir skpdctiee funetivded vait idepifiee cEahe,

resources are typi.cally. physical, devices that are installed at the factory
or by a feRainel i iApRtfcs 1Y mapepd tei0Be OF BRFCRAYERR BrPe oA siRpr

gener al | yr b dMAL Aqufdd liBrsiihea FR6URE Yaihech MBwhisabigh inhﬁ&ggﬁtrs mes§dled0D,

objects are’install'ed in the factory such as portions of the operating

syst 2 6 Uatfimdtional unitds afithorized for hed. & o sxaropler i thedwirdernon| ieawirdsdiest i onal ity
to the s%;v t.op Qox EQS : . . . :
enty'and Tights 10 that tier are not granted, the printer port in not accessible by any
program.
Table 1 shows an example of the tier requirements mapping for the
functional units in a set top box 208. The requirements for each object 408 are received
30  in an object requirements message 600, and the requirements for all resources are

received in a resources requirements message 700.
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If the particular functional unit being installed is factory | oaded,
processi ng continues to step 1012 where the functional units axe installed
i nto t heWse02/10d¢2310 box 208. Typically, the physical devi eepuavidisafist of
the objects are factory installed such that the set top box is functional
before shipment to the user. Certain objects 408, however, are |oaded into
the set top box 208 after fielding it. For field | oaded objects, processing
goes fromstep 1008 to step 1020 whejsisletthe obj ects are distributed to

cont ent [P @dsflffat UnlDED ' STT T DUT Wl ofifli T | 101 U0CS] Fio Helrepibnte] | Y

sendi ng [trme- opTect U6 gy~sone—t ottt kSt thi—as—a— P& W t ched
net wor k -p—st-et1024 | APeEd te c ssigns functional unit

LIBLILBIEES AL R =) = S B~ e Tt

.identifilers to flhe funct|ifnmall Qbeats. Tier requirenents forlOed@h funktional
unit ar¢_det erniZ2ned_accarfidimag Use of Prarek BbitiRespirae of | t he MB, T The gont ent

provi defl _enbeds 3t he obj ecWerddfBcdssoraeatPriiesages 400, amd, Byoadcapts the
-obj ect s |[408 and 40bj ect regHidmpERiSG dBesgadges 600 to 20 Sefsgigp pboxep 208
over a ¢ontrol @gata chanfgle Wil PhiiReioiide ONCE ai 1 tie furﬁéﬂeuuai uhits and
corr espgnding tl6bl rEqUITEENt S ar e sent—to—the—set—top—bexes—268—i he

ri ghts frer—each-box—268 WNLESSY . Pl & checkkd to
determ ne the features desired by the user. Once the features are known,

the appropriate ti el i ent to each set top b 208 in
L aBBLOPT] At U1 She bl pERARP S0l ReeLhul SRR REs LOBRRY, 205, 10
the set it fhat berxespOBd to shjeds 4GSR ekaaplel BR-abMity Bf tRfWITe PER et bbfct thl, a

fl ow_di agram depi cti ng_an enbodi nent of a process for sending control data

i nf oPmatyseihs rrintgopert 33%is rrsereedhieeovhilatbe abiity of thesoneibpbiecttause thehat ar e

in set t re.r I f h ) The process
bog ns et AR B ot FREIeI RENBILMHEMOnBUR aiityellIE PLOTTS
box 208 print byhaningttésr sixty dteighity bialthdpinall prdgrem@ioam Bedeniad thé abiligy @i vi si on
shoul d mat ch any marketing program For exanple, there should be a resource
assi gned’%rbyé’é’gh

m

a\iBg bet fony®r soventyay this avayhthe gbility ef ingprdusat softwaret he
bil it ot o f i i i ndependent | lated. 1~
00 02 1 kTer 4 1l Rop R ERE Al S b el e e Y et et one or

mordOtiers are assGgoemgtightshat tetnayiepstst usoft more thiregnelflif@&ionahngt.i s t aken
to provide for p%ckagki*ng functional units in a ymanner  consistent with the
mar ket i 1Y PRANVOrES e Hffnay cqrrespond toigpackipgecifBngtional wee. £or smpled in any
set top : i i i : ectively

i sabl o The EGuoRfs by b AT RE e b B G ar BE { e

f unct i oranditiont Refemtinghles exampdpio i Babbal, sicatea whefld aday vengf thb pperhtimgnd

i t : 40 0 00.. di strjbuted. ILn step 1112, th
| eour o BTG enBrLaLIos St SpcidaRpl st betedn A BhE S BB bre <t
t op 150X @Fam@i} dightk headiRtiRiaDtiers A 8ediRE D3R MA®.Speci fies any tier

requi rements for all the resources in each set 10 top box 208. Ag};
resources requir enBh¢ Blapping f Herrpquisgmendsigliaws affrsingespitwers dhisctoedhi s

it | j.ect
neos age < iR, A BaRHRp O AU Bl BRARorE Roces SR b e B AR 98 oo
requi r ergiffeenifasiag 8ctb.01f tied sixgwere@roctigedinQhji gt mEBsa960,400udepcslgci fy the

tier requirenments for the object 408 included therein. Any object
r equi r erHSATRS sk RIgEeSIG PAPgramARd PRt Famdbet Rregyap oy of.dha usepgavidr i t t en

by the siiseatadin FERAYBrRORidsSirBSakd 6 R2 Ty WAE biRRald iMRkda dedgpt i fier.

sixty. The user could later upgrade from tier fifty by procuring tier eighty to allow

printing from the word processor.
. Use of the set top box 208 could be disabled by the MSO in several ways.
The operating system objec;c assigned to functional unit zero is required for proper
25  functioning of the set top box 208. By sending a rights message 500 that did not have tier
ten, which is required by the operating system object, the set top box 208 ceases to

perform properly. The ability to disable the operating system object would not interrupt
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Once the set fop box 208 knows its requirenents, the MSO determ nes how to
distribute the tier rights for using the functional units in the set top
box 208 WO ®wp23 | 20. This could involve interfaci ng w tPCHUBM/482F1g
programto determ ne rights for each user. Once these rights are known, a
uni que r < InS4:%; : 3 in

St ep 112 R R R B o s e BB o Yoo zea
all the detitoptboxi20)8. Undst drastio amwasures coukkbd taked at dibmypt @@Batiohhe thS®t cgn add

and subtract functionalit rom each_set top box 208 in the d in. If it
i s det er PRXTAS, B 35 TSmO Rl tier pEietys W ‘q%rﬁgweéﬁ%gw@%fg@ﬁmwp 1128,
pr ocessi AAPS {: m)i 1 qmhat rights to
.all ow. A‘ﬁ%glfnew P?g%%ﬁtﬁ'@é?ég’g@%%gow&{@%ﬁ%t ed sgﬁg@ré nciaﬁt%g&?he set top

box 208. From ti meFunctidnabunitathatdajensd sssididd aequiredbatitiers calmt bekndbdgl box
208. For exanﬁl e, an object 408 that jncl %?es pr. ogrfam qgui de i nformation

.coul d bebXpighisanessagmr 40, Injthe pxample ofct 2l e, g of Hefe Pareporisanaefikect 408

t hat requyj i i L iR S L Rals i L0 step 1116
whor e ¢ nUAERE b by AR AR, O] PR a0t SRR DAt B0 are

f or nul at meowmore repantlesshdwirak ¢ bt sghioth inthygdosesb & ated ndvoresmabeerctjhieernjtect 408
on the a progri@é}e S@é to box?s 208 if a different functional unit

i dent i f i BFSRES (RRAOUIGDE SBet tpRerlacgiRe PIdEE; dREIPCHTFIOW FERFIeBY oul d

repl e ,8&,0¢ 6o E%ﬁe_thaé%ﬁeﬁssfsfgaéd RONB E¥s wh pokidesolifoe sAch tRVL Hishar am
illustrating an enbodi ment of a process for receiving control data

i nf or mat messags cawldwanthodias its ase. t Tie diBking nfitiert degquit@nentd@aitsRidioAgloeB

PCT/ USQL/ - 82s1 contro] data.information, the set t box 208.recei ves and
br ocess e RerifamEs B ADER PrgEssa BT Zon SR PTRIHGEREE Fpeg) ns | 1
step 120 eﬂU?ﬁfeﬁv@hén%%M&ﬁEkﬁcﬁﬁHé ESTRRtsedeSSage 700 is received. Any

preexi sting resources requirenents nmessage 700 is overwitten with the new
message 700. After Witerefeguce orfigts séme of He fnecmmebwstsarf e seidopiber@08t he

obj e messages) .and. obj ect requirenment sages) axe received in step

120813 AL S ARG RO ERRCCHA Eif o e BRI ST I SR BRETFRERd Taqui r enant s
are pr esgpkiibial its $64r thORPPFI2 RS THaPis%b 8By, Fedetiondl ﬁm@mﬁarm@?%fwo i's
received. This nessage 500 indicates the tiers the particular set top box

i s entitFigd8ware shordigriedo thase tavegn it therfigure da thisembodinensipererdinits are 10
mapped tp them.to.determne.the functional, units t r [q in
CEon Y 21 Bt et RleTaB ol or 1B Hintiy S B TRo Rl AHATAGI BEE L7 |
set top berexdBihle,GheRLRAGaR S04 oSRCAYERTRIR upsihee IHIOSTB0S, 088 1R adiss e
checki ng aut horization for use of sone features by a functional unit.

Aut hdl i zem 1p thesiberdinatinn hisardhyt dhaBIORPS08impRaescasekpeBiEn theddS 812,
function i Lsfi I p h&h%@?i there 15
is pr ope?‘ktan&{e hg?ﬁ;}get?a%%&%% 8@2’[ g?ﬁrlr%t%galt\hﬁ{séﬁep 4d,}di'§ift§§&} %ﬁ%‘%l ghlfél unit is
al | owed impdsptasshecitpothttdn dnothed filietiofial mattiinthek stativn wientheypint?83. For

Alternatively, an error is reported to the user and/or the MBSO in step 1228
i f the i REBIRIEL THPALSLRR 5%%%%%&%%1%(%%&% Oa&oqem’eagé%n ption, a

nunber of advant ageg,efordiigieRiARBRAL vty G ddalkndd & {nﬁ{’é@éf Lkcaffpseme . A tier

mechani sm can be useg to Inplenent a wide 20 variety of marketing prograns

by t B2 Mi@ckpomtsincohjumatiohwithser ACPB4Oangd subdrdinatembiests ave designed to
horj.zati on,of, f uni ts can

Cont  of | BV oheBp B ppErpo et n g srna k1 SR kBl ReSEh & o
the invelthikpeit ubs ehdXOS 812 during the boot process, during execution and/or
periodically while running. Driver objects 818 are subject to checkpoints when installed
or exercised during normal operation. Data file objects 822 are subject to checkpoints
30 whenever the data in the file is accessed. An HTML object 828 is reviewed as part of a
checkpoint whenever the HTML object 828 is interpreted by a browser application 816.
Referring next to Fig. 9, one embodiment of interaction between functional

units is shown in block diagram form. In this simpiiﬁed example, the functional units

associated with the set top box 208 include a set top box resource 904, a printer driver
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used. For exanple, the above exanpl es-show the various control data
nmessages being 2S sent in a particular order. O her enbodi nents could send
t hese newanepe®402d ot her orders. Regardl ess of the order oPCEHURIHRRS1 a
particular functional unit nmay becone authorized when its rights and

require f esel the set to f t he
above eg@gg&rggﬁt é’r( g?lé%g% ¢e gﬁgtﬁﬂ a&l{gﬁ?o&rgs%%ep&fb?%uﬁlﬁhgnonl'rﬂa ot her
enbodi neftgactibaver tseeundtionhDinsits! EHeciithts @A drebente@RhASg@f ot her code 30
could be tied to tiers, élJust li ke resources. JavaTM code Uses per m ssi ons

to accesduthorzsionshecksdd ablee? gareldna Behisitsoequitmeents fseasisEindienab vuit éh be

mapped tg. the pedtler have, t he oper tier
rroht, e borhe el ioBitB R b Bl Hgs RS Bl e

PCT/ USOLfighi8 Ascksalek BOOlgh the invention is described with reference to
specific enbodi nents thereof, the enbodinents are nerely illustrative, and
-not limting, of the invention, the scope of which is to be determ ned
solely by the appended cl ai ns. }fobp 111123 WHAT IS CLAIMED IS 1 2 3
4 56 7 89—3+0—1-12-PcH-USEL 1825+ A—ret-heeer—eont+rolt-Rg—access to
a functipianctional Ggit D E‘ﬂﬁtﬂm’f%y“ﬁn ReﬂﬂH’ﬁBleﬂtsnT recej Bil_&msfl [st
i nformatf on conp®4 si ng a ﬁﬂtlJEO@IBGX\/ of | f uncNidonal uB+ma11,d>e1mtarﬂ]rs/res, aind |one
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cont ent
included in all set top boxes 904. If the printer 312 is a purchase sanctioned by the MSO

printer driver rights 916-2, 916-4 and a printer port right 916-3 are sent in rights messages
500 to the set top box 904 from the headend of the MSO.

20 Some embodiments could provide rights to a subset of the functional units
capable of using the printer port 920-3. For example, the e-mail object 912 could be
given the printer driver right 916-4, but the set top box resource 904 would not receive
the printer driver right 916-2. In this way, only the email object 916-2 could use the
printer port 920-3 and the other objects could not.

25 Hooking the printer to the printer port can trigger display of a message on
the TV 316 that asks for a secret code included with the printer 312. After the user enters
the secret code, a request for the rights messages 500 that enable the printer is made to the
MSO. Opce the MSO receives and verifies the secret code, an enabling set of rights

messages 500 are sent encrypted in a key-based upon the secret code. In this
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of the functional units that might use the printer port 332. In this way, additional

25  functional units could use the print feature.
| Referring next to Fig. 10, a flow diagram showing an embodiment of a

process for distributing functional units is shown. This embodiment allows factory
loading of functional units or field loading of objects. Other embodiments could field
load resources also, but this is not done from a remote location such as the MSO. The

30  process begins in step 1004 where the functional units are designed. The functional units
include hardware and software. Some software could be developed by third parties and
provided to the MSO for distribution. The various default requirement tiers for the

functional units are also defined in step 1004.
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requirements message 700 is formulated and sent to all the set top boxes 208 in the
domain. This message 700 specifies any tier requirements for all the resources in each set

10  top box 208. Any resources requirements message 700 already in the set top box 208 is
overwritten by the subsequent message 700. In step 1116, any object messages 400 are
sent to the set top boxes 208 in the domain. An object requirements message 600 is sent
for each object message 400 to specify the tier requirements for the object 408 included
therein. Any object requirements message 600 already in the set top box 208 is

15  overwritten by the subsequent message 600 using the same functional unit identifier.

Once the set top box 208 knows its requirements, the MSO determines
how to distribute the tier rights for using the functional units in the set top box 208 in step
1120. This could involve interfacing with a billing program to determine rights for each
user. Once these rights are known, a unique rights message is sent to the set top box 208

20  of each user in step 1124. At this point in the process, the set top box 208 has authorized
all the functional units chosen for use in that box 208.

The MSO can add and subtract functionality from each set top box 208 in
the domain. Ifit is determined the tier rights for a set top box need changes in step 1128,
processing loops back to step 1120 where the MSO determines what rights to allow. A
25 new rights messé.ge 500 is formulated and sent to the set top box 208.
Ffom time to time, new objects 408 are added to the set top box 208. For
" example, an object 408 that includes program guide information could be downloaded
daily. Ifitis determined there is a new object 408 that requires distribution in step 1132,
processing loops back to step 1116 where the object message 400 and object requirements

30 message 600 are formulated and sent. New rights would also be sent to enable the object
408 on the appropriate set top boxes 208 if a different functional unit identifier is used.
Use of the same functional unit identifier would replace the old object 408.

Referring next to Fig. 12, a flow diagram illustrating an embodiment of a

process for receiving control data information is shown. Just as the MSO sends the
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As functional units interact during the normal operation of the set top box
208, checkpoints are encountered. Checkpoints may require checking authorization. for
use of some features by a functional unit. Authorization checks include determining if
the requirements of a functional unit are satisfied by the tier rights in step 1220. If there
15  is proper authorization as determined in step 1224, the functional unit is allowed to
interact with the other functional unit in step 1232. Alternatively, an error is reported to
the user and/or the MSO in step 1228 if the interaction is not authorized.
In light of the above description, a number of advantages of the present
invention are readily apparent. A tier mechanism can be used to implement a wide
20  variety of marketing programs by the MSO remotely from the users. Through the
mapping of tier requirements to tier rights, authorization of functional units can be
controlled in a flexible way.
A number of variations and modifications of the invention can also be
used. For example, the above examples-show the various control data messages being
25  sentin a particular order. Other embodiments could send these messages in other orders.
Regardless of the order of arrival, a particular functional unit may become authorized
when its rights and requirements information is present in the set top box.
In some of the above embodiments, resource requirements are mapped to
tiers. In other embodiments, Java™ permissions for applications, applets or other code
30 could be tied to tiers, just like resources. Java™ code uses permissions to access things
outside the Java™ sandbox. These permissions could be mapped to tiers such that if a

mapped tier did not have the proper tier right, the permission would not be granted.



f 10%& ()-310%& ()-93MLOYB& ()-&y 10%& ()- @KLLXNNNOIEbC 10b! f L'

10%8& () - @10%& () - SMLO%& () - 99! 10%& () - #10%& () - 93" 10%& () - G COPnPPPd
EbC 10b! Walde/mees& ()- /! 109%& ()- Y. 9! 10%& () -, #10%& (Pe/usoleame& ()-Ly)
"10%& () - P QBRRRRRRaVK@ 10b!f 10b 10b

10b=s10%& () - s9109R& & [ k=l VA $IOMVE. () - %0& () - RRRTUJUUJE
VK@ 10b! f 10@! 1ow@éﬁﬁﬁ‘é%%%i%ﬁf&%&}‘%ﬂ%ﬂﬂgfg cnbé (BpEER

1 109%&" ( pmBydikHssithéreof, 8 dBeEmehts\ MOMAVWKXEEYA( e ] il ﬁotllﬁﬁi'ﬁh[g,lﬁ%&' ()-LL'T
109%<& ()- 109%<& ()- 9s10%<& % | #10%<8&' () - 9! 10%& () - XY_YYSZZ[ dEVK@ 10b! f
10L3. 4" 109eRtien,-the scope of which is to be determined solely by the appended claims.

 #10%<&' ()-Lf)110%& ()-L' 10%& ()-9, &3" 109%&" ()-$! 10%<& () -
JE[[[?\\ @dEVK@ 10b! f 10S7F" 10%<& ()-SL6 10%<& () - 34$10%&" () -

s3! 10%<& ()-91 1g10%& ()- “/,10%& ()-@]11111]1"bC 10b!f

19f M 10% u& () -F!' 910% u& ()- 910% u& ()- 10< 10< 10<=s10%& ()-s;!10%& () -
AN " (OaaBbC 10b! f

910% u& ()- @$10% u& ()-9:110% u& ()-9 10% u& ()-! Y@10%iu& ()-Y

, 10% u&' ()- Canmabi bcddEbC 10b!f $!10% u& ()- 93"10% u& ()-1!10%u& ()- 9
"10% u& ()- ML0% u& ()-9y-10% u& ()-dgdde”eflfaBbC

20



10b!'f 9/ 10% u& ()-!a, #10%&' ()-9*!110% u& ()- 9f)!10% u& ()-'10% u& ()-9, &

10% u& ()-1ff gyggg. hdEbC 10b!f 9s9 ! 10% u&' () -

710% u&
"10% u&

WO BUBILB% u&' ()-4"10% u&' ()- 93110% u& ()-91'1  PCT/USOIA48251

() - . hhhhhhhhi bC 10b! f LyGLO%& ()- !&L0%& ()-5910%& ()- 10-u 10-u

10- uF= 10%@&@@%@19&' ()-1diiiGkkdEbC 10b!'f f10%& ()-L

4" 109%&

%<& ()-L10%& ()-L3G 10%& ()-kkPl | | TnmdEbC 10b! f

S10%& () - #10%& () 109%& ()- 3 10%& () -

T110%<&
s' F1Q9x

( )-109%<& ()- mTPAnNeﬂnod BinCob@bllingfapds@saga functional unit within a set top

() -1 $$100@<7<& ()-s"& 109%& ()- s |1 10%& ()- & 10%& () - 0Spppagq

rdBb€@ 10 Q CPRPEFPEUx<& ()-11 10%& ()- 9/ 10%& () -

Y. 10%<&
10< 10<
4

5
6
7
8
9
10

11
12

#10% /e o
) 9103 U oy ST 0 )

identifiers and one or more tier requirements respectively related to each functional unit

identifier;

receiving second information comprising tier rights;

correlating the functional unit identifiers to their respective tier
requirements;

interacting with the functional unit;

determining if the respective tier requirements are satisfied by the tier
rights; and

authorizing further interaction with the functional unit.

2. The method for controlling access to the functional unit within the
set top box of claim 1, further comprising receiving third information that replaces the tier

rights.

3. The method for controlling access to the functional unit within the
set top box of claim 1, wherein more than one of the tier rights could authorize further

interaction with the functional unit identifier.

4. The method for controlling access to the functional unit within the
set top box of claim 1, authenticating a source of at least one of the first and second

information.

5. The method for controlling access to the functional unit within the
set top box of claim 1, wherein the functional unit comprises a discrete entity comprising

at least one of software, hardware, drivers, firmware, data, video, and audio.

6. The method for controlling access to the functional unit within the
set top box of claim 1, further comprising receiving a plurality of streaming content

functional units.
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S& 10{$& ) 10.  The conditional access system for controlling access to functional
2 units of claim 8, further comprising a data channel between a headend and the set top box,

3 wherein the data channel is one of bi-directional and omni-directional.

1 11.  The conditional access system for controlling access to functional

2 units of claim 8, further comprising a second rights message to replace the tier rights.

1 12.  The conditional access system for controlling access to functional
2 units of claim 8, further comprising a plurality of streaming content functional units sent

3 from a headend to the set top box.

1 13.  The conditional access system for controlling access to functional
2 units of claim 8, wherein the functional unit comprises a discrete entity comprising at

3 least one of software, hardware, drivers, firmware, data, video, and audio.

1 14. The conditional access system for controlling access to functional

2 units of claim 8, wherein the set top box is integral to an enclosure for a display.
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3 generating a signature over at least one of the first and second information.

1 19.  The method for controlling access to remotely-located and

2 functional units within the conditional access system of claim 15, wherein more than one
3 tier right could aunthorize use of the remotely-located and functional unit corresponding to
4

the functional unit identifier.

pa—ry

20.  The method for controlling access to remotely-located and
2 functional units within the conditional access system of claim 15, further comprising

3  sending a plurality of streaming content functional units to a remote location.

1 21.  The method for controlling access to remotely-located and

2  functional units within the conditional access system of claim 15, wherein the remotely-
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